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1 Hean, 3a0aum ¥ IUIaHUPYyeMble Pe3yJbTAThHI 00y4YeHHs M0 AUCHUILTHHE

K ocHOBHBIM 11€515IM OCBOEHUS TUCHUILTHHBI «lIporpaMmHo-anmnapaTHbie CpeICTBA 3aIIUThI
uH(pOpMaLUN» CIeAYyeT OTHECTH:

. 03HAKOMJICHHE CTYJIEHTOB C COBPEMEHHBIMU IPOTPAMMHO-ANIAPATHBIMU
CpeACTBaMU 3aIIUTHI UHPOPMALIUU B KOMITBIOTEPHBIX CUCTEMAX;

. OBJIAJICHUE METOJaMU pEIIeHUs 3aJad [POrPaMMHO-AMIMAPaTHOW  3aIIUTHI
uHpopmanuu.

K ocHOBHBIM 3a/1auaM 0CcBOEHUS AUCIUIUTHHBI «[IporpaMMHO-anmapaTHbIe CpeCTBA 3aIIUTHI
UHPOpPMALIUN») CIEAYEeT OTHECTH:

. 0o0y4eHHe CTYICHTOB COBPEMEHHBIM METOJaM MpPOTrPaMMHO-AINAapaTHOW 3aIHUThI
uHpOpMaLnu;

. npuoOpeTeHne NnpopecCHOHATBHON KOMIETEHTHOCTH B IIPOrpaMMHO-aNIapaTHBIX
CpeACTBax 3alUThl HH(pOpMaIHH;

. yMEHHE OpHEHTHPOBAaThCI B IMPOAYKTaX M TEHICHIUSX PAa3BUTHUS CPEICTB
IPOTPaMMHO-aNNapaTHOHN 3aIIUTHl HH(POPMAITMOHHBIX TEXHOJIOTHIA.

B pesynbraTe OCBOEHMS AUCUUIUIMHBI «lIporpamMmHO-anmapaTHbie CpPEICTBA 3ALIUTHI
uHpopMalun» y oOydaromuxcs (GOpMHUPYIOTCS CIEAyIONIHe KOMIETEHIIMH W JIOJDKHBI OBbITh
JOCTUTHYTHI CIICAYIONINE PEe3yIbTaThl OOydYeHWs Kak d3Tanm (HOPMHPOBAHHS COOTBETCTBYIONIUX
KOMIIETECHIINN:

IIK - 7. CnocobeH yuyacTBOBaTh B pa3pab0TKe 3alIUIEHHBIX aBTOMAaTU3UPOBAHHBIX CUCTEM B
chepe npodeccroHanbHON ACITEIBHOCTH;

3HATB!

- BO3MOXKHBIC JCWCTBHSI TPOTUBHUKA, HAINPABJICHHBIC HAa HAPYIICHHE MOJUTUKA
0e30macHOCTH MHGOPMAIIHIH;

- HanOoJiee yA3BUMBIC TS aTaK MPOTUBHUKA JIEMEHTHI KOMITBIOTEPHBIX CHCTEM;

MEXaHHU3MBI PEIIeHHUs] TUMOBBIX 3a/1a4 MPOTrPaMMHO-aNNapaTHON 3aIUThl HH()OPMAIIUH;

YMETB!

-aHaTM3UPOBATh MEXaHU3MBI peallu3alliid TMPOTrPAMMHO-AMNMAPAaTHBIX METOJIOB 3allUTHI
KOHKPETHBIX 00BEKTOB U TIPOIECCOB TSI PEIICHUs TPO(heCcCHOHABHBIX 33/1aY;

-IIPUMEHSTH MITaTHBIE CPEACTBA MPOTPaMMHO-AIAPATHOMN 3alIUTHI U CIICIUAIN3HPOBAHHBIC
MIPOYKTHI JIJIsl PEIICHUS THITOBBIX 33]1a4;

-KBaTU(UIIUPOBAHHO OIICHMBATh OONACTh MPUMEHEHHS KOHKPETHBIX MEXaHH3MOB
IPOrPaMMHO-AIIAPATHON 3alUTHl HHPOPMAIUH;

-HCIIO0IH30BaTh ammapaTHbIE U IPOrPaMMHBIE CPEACTBA 3aIUTH HHPOPMAIIUU TIPU PEIICHUN
MPAKTHYECKHX 3a7ad.

- OPraHu30BaTh €ro BHEAPEHHUE U MOCIEAYIOIIEe COMTPOBOKACHUE;

- BBITIOJTHATE pa0OTHI TTO YCTAHOBKE, HACTPOWKE M 00CTYKUBAHUIO TTPOTPaMMHO-AITITAPATHBIX
CPEJICTB 3alIUThl HHPOPMAIUY;

BJIAJICTh:

- HaBBIKAMH OKCIUTyaTanud (B 9YacTH, KacalomleWcss pa3TpaHWYeHHs JOCTyIa,
ayTeHTU(UKaKU U ayuTa) 0a3 JaHHBIX, JOKAJIbHBIX KOMIBIOTEPHBIX CETEH, IPOrpPaMMHBIX CHCTEM
¢ y4eToM TpebGoBaHMil 10 obecrneueHn o0 HHHOPMalMOHHONW OE30MacHOCTH.

[IK-18 CnocobeH aaMHHHCTPUPOBATH IOACHCTEMY HWH()OPMAIMOHHONW 0€30MMacHOCTH
ABTOMATU3UPOBAHHOM CUCTEMBI

YMETh:



- aIMUHUCTPUPOBATH MOICUCTEMBI HH(POPMAITMOHHON 0€30MMacHOCTH 00BEKTA 3aIUTHI;

BJIaJCTh:

- HaBbIKaMH aJIMUHUCTPUPOBAHUA (B qacCTu, Kacalomeﬁ(»l pasrpaHu4CeHusA JOCTYyIIa,
aYTeHTI/I(bI/IKaI_[I/II/I n aYIIHTa) 0a3 AAaHHBIX, JIOKAJIbHBIX KOMIIBIOTCPHBIX ceTeﬁ, IMpOorpaMMHBIX CUCTEM

C yueToM TpeOOBaHuUi 1Mo oOecreuyeHn0 MHPOPMAIIMOHHON 0€30TIaCHOCTH.

O6yuenne no nucuuruinHe ««lIporpamMmmHo-anmapaTHble CpPEeICTBa 3alUTHl HHPOPMAIII)

HAaIpasJIeHO Ha (hopMUpOBaHHE y 00YUIAIOUIUXCSI CIECAYIOINX KOMIETEHIUH]:

Kox v HaumMeHoBaHue KOMIETEHIINIA

HHI[HKZITO[)LI JOCTHKCHUSA KOMIICTCHIIUHN
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CnocoOHOCTH yuacTBOBaTh B pa3paboOTKe
3alMILEHHBIX ABTOMAaTU3UPOBAHHBIX CUCTEM
B cdepe npodeccruoHalIbHON 1eATeIbHOCTH

[TK-18 CriocoOHOCTh aIMUHUCTPHUPOBATH
noJcucTeMy HHPOPMALIMOHHOMN
0€30MMacHOCTH aBTOMAaTU3UPOBAHHOM
CHCTEMBI

NIIK-7.1. 3Haer: NpUHLUMIBI [OCTPOEHUS U
(YHKIIMOHMPOBAHUS, IPUMEPHl pean3anuit
COBPEMEHHBIX CHUCTEM YIpaBjieHUs OazaMu
JAHHBIX; APXUTEKTYpYy CHUCTeM 0a3 JaHHBIX;
OCHOBHBIC MOJENIN JaHHBIX; (UIUIECKYIO
OpraHu3aLHI0 6a3 JTAHHBIX;
IIOCJICIOBATEIBHOCTD U CO/IEPKAHUE ITAIOB
IPOEKTUPOBaHUs 0a3 JaHHBIX.

UIIK-7.2.  VYmeer:  pa3pabareiBaTh U
aJIMUHUCTPUPOBATh 0a3bl JaHHBIX; BBIICIATH
CYIIHOCTH M CBS3M NpPEAMETHOW 00JacTH;

oroOpakaTb  MpEeIMETHYI0  00jJacTb  Ha
KOHKPETHYIO MOJEJIb JTaHHBIX;
HOPMAaJIN30BaTh OTHOLIEHUS pu
IIPOEKTUPOBAHUU PEeIAMOHHON 0a3bl

JAHHBIX; IPUMEHSTh TPeOOBaHUs €IUHON
CHCTEMbl KOHCTPYKTOPCKOM JOKYMEHTAIMH U
eAUHOU CUCTEMBI IIPOrpaMMHOMN
JOKYMEHTALUH [IPH pa3paboTKe TEXHUYECKON
JIOKYMEHTAI1H.

WIIK-7.3. Bnaneer: HaBbIKaMH pa3palbOTKH,
JNOKYMEHTUPOBaHUSA 0a3 JaHHBIX C Y4ETOM
TpeboBaHuil obecneueHn0 MH(HOPMAIIMOHHOMN
0e301acCHOCTHY;, HAaBBIKAMH

pa3paboOTKM  TEXHUYECKOM JIOKYMEHTaluu
COOTBETCTBUU TpeOOBaHUSIMU €IMHOMI
CUCTEMBI KOHCTPYKTOPCKOM TOKYMEHTAallUU U
€AUHOU CHUCTEMBI IIPOTrPaMMHOMN
JOKYMEHTaI1H.

WIIK-18.1. 3naer: tumoBble MHUPPH C
OTKPBITBIMU KJIIOYaMu; TEXHUYECKHE

XapaKTCPUCTHUKHU, TTOKA3aTCIIN KaUCCTBA O9BM
n CHCTEM, MECTOAblI HUX OLOCHKH W IIYyTHU

COBEpIICHCTBOBAHUS; HCTOYHUKH "
KjaccupuKalnuo  yrpo3 UHGOPMalMOHHON
0€30M1aCHOCTH; pOorpaMMHO-annapaTHbIE

cpeactBa oOecredeHHUs HMHPOPMAIMOHHOM
0€30MaCHOCTH B THUIOBBIX OIEPALMOHHBIX
CHCTeMaxX, CHUCTeMax yIpaBieHHs Oa3amu
JTAHHBIX, KOMIIBIOTEPHBIX CETSIX; OCHOBHBIE




yTrpo3bI 6€301aCHOCTH HH(OPMAITUU U MOJIEITH
HapYIIUTENs] B aBTOMATU3HPOBAHHBIX

CUCTEeMaXx; coliep’)kaHue U TMOPSAJOK
NESATENIbHOCTH TEePCOHANa MO AKCILTyaTalluu
3alMIIEHHBIX aBTOMaTHU3UPOBAHHBIX CUCTEM
u MOJICUCTEM 0e30MmacHOCTH
ABTOMATHU3UPOBAHHBIX CHUCTEM; OCHOBHBIC
Meppl 1o  3ammre  uHpoOpManuud B
ABTOMATU3HPOBAHHBIX cUcTeMax
(opraHu3anuoHHBIC, TIPABOBLIC, TPOTPAMMHO-
anmnapaTHbIe, Kpunrorpaguieckue,
TEXHUYECKHUE); OCHOBHbBIE
Kpuntorpaguyeckue MeTObl, aJIrOPUTMBI,
MIPOTOKOJIBI, UCIIOJIb3YEMBbIE JUIsSl 00eCTICUeHUS

uH(}OpMaAITMOHHON 0€301acHOCTH B
ABTOMATHU3MPOBAHHBIX u
TEJICKOMMYHHKAIIHOHHBIX cHCTeMax;
COBPEMEHHBIC  TEXHOJOTHHM H  METOJBI
IPOTPaMMHUPOBAHHUSL.

NIIK-18.2. VYmeer: miaHupoBaTh MOJUTUKY
0€30IIaCHOCTH ~ ONEpAILMOHHBIX  CHCTEM;
IPUMEHSTH cpeacTBa obecrieyeHus
0€30I1aCHOCTH JJaHHBIX; KIaCCU(PHUIIMPOBATH U
OLICHUBATh YIPO3BI MH(POPMALIMOHHOM

0€30I1aCHOCTH IS o0BeKTa
uH(pOpPMAaTH3AIINY; aJIMHHHCTPHPOBATH
MOICUCTEMBI HH(OPMALMOHHON

0€30MacCHOCTH aBTOMAaTU3UPOBAHHBIX

CUCTEM.

HIIK-18.3. Bianeer: HaBbIkaMu pabOTHI €
ONEpPALIMOHHBIMU  CHUCTEMaMU  CEMEHCTBa
Windows i Unix, BOCCTAHOBJICHHS
OTEpAIlMOHHBIX ~ CHUCTEM  TMocie  cOOeB;
HaBbIKAMH  YCTAaHOBKM M HACTPOUKH
OTIepaIIMOHHBIX cucTeM ceMeicTB Windows u
Unix ¢ yueToM TpeGoBaHHi 110 0OECIEUEHUIO
UH(GOPMaIMOHHON 0€30MacCHOCTH; HaBBIKaAMH,
JKCIUTyaTalldd ¥ aIMUHUCTPUPOBAHUS (B
YacTH, Kacarolencs

pasrpaHudeHus JOCTyNa, ayTeHTU(PUKAIUK U
ayauTa) 0a3 JIaHHBIX, JIOKaIBHBIX
KOMITBIOTEPHBIX CETEH, MPOTPAMMHBIX CUCTEM
C yderoM TpeboBaHHU TI0O 00ECIEeYeHUIO
WH(POPMAITMOHHON 0€3011aCHOCTH; HABBIKAMH
WCIIONB30BaHUSI  MPOTrpaMMHO-aNMNapaTHBIX
cpenctB obOecrieueHrss 0€30MaCHOCTH CETEH
OBM; HaBblkaMu pabOTHl C TEXHUYECKOH
JoKyMeHTanue Ha 9BM u BbIUKCIUTENIbHBIE
CUCTEMBI; npodeccruoHaIbHOM
TEPMUHOJIOTHEN 0071aCTH HHOPMAITMOHHON




0€30MacHOCTH; HaBbIKAMH YTCHHUS
NPHUHOHUIIAATIbHBIX CXEM, IIOCTPOCHUA
BPEMCHHBIX ~ JIHarpaMM  BOCCTAHOBIICHHS
anropuT™Ma paboThl  y37a, YCTPOWCTBA W
CHCTEMbI [0 KOMIUIEKTY JIOKYMEHTAI[HH;
HaBBbIKAMU OLICHKU ObICTpOJCHCTBUS
ONTHUMHU3AIMHA PAOOThI JCKTPOHHBIX CXEM Ha
0a3e COBPEMEHHOH JJIEMEHTHOW  0a3bi;

HaBbIKAMU pa3paboTKu MIPOrpPaMMHOM
JOKYMEHTAIIH.
2 MecTO THCUMIVIMHBI B CTPYKTYpPe 00pa30BaTeibHOM MPOrpaMMbl

Hucuumnuna «I[IporpamMMHo-anmapaTHbie CpeACTBa 3allUThl HHGOPMALMKU» OTHOCUTCS K
YUCITy MPOPECCHOHANBHBIX YYeOHBIX IUCIHMILIUH oOs3arenpHas dactu 1ukia (b1.1) ocHoBHOM
obpasoBarensHoii mporpamMmel (51.1.42).

N3yuenne AMCHUIUIMHBI ONMHPAETCS HA 3HAHUS, YMEHUS M HABBIKH, NMPUOOPETCHHBIE B
IpeaecTBYOMUX AucuuiuinHax: «OcHOBbI nH(popMannoHHOU OezonmacHocTu», «OcHoBbl UKT,
«Kpunrorpapudeckue METOABI 3aITUTHl HHPOPMAITUNY.

3 CTpykTypa U cofep:KaHue TUCUUILIHHBI

OO6miast TPYJOEMKOCTh JUCHHUIUIMHBI COCTaBJSIET 4 3a4eTHBIX €IUWHUIBI, T.e. 144
aKaJeMHYeCKHX 4acoB (1abopaTopHbIe 3aHATUS — 72 Yac, camocCTosiTelbHas padora - 72 4acos,
dbopma KOHTPOJIS — SK3aMEH) B 7 CEMECTpe.

Crtpyktypa u coaepkanue aucuUIUIMHBL «l[IporpaMMmHO-anmapaTHble CpeICTBa 3alUTHI
uH(poOpMaIMKU» 0 CpOKaM M BUIaM paOOThl OTPAKEHBI B TPUIIOKEHHUH.

3.1 Buabl yueOHO# padoThl M TPYA0EMKOCTH
(mo popmam oOyueHus)

3.1.1 Ounas popma 0OydeHus

Ne CemecTpbl
n/n Bua yueGHoii padoTbI KOJ::I:EETBO Cemectp Henens
cemecTpa
1 | AyauTopHble 3aHATHS 72 7 1-19
B ToM ynce:
1.1 | Jlexuun - - -
1.2 | CemuHapcKue/MpakTHIECKUE 3aHITHS - - -
1.3 | JJabopaTopHble 3aHATHS 72 7 3-19
2 | CamocTosiTeibHAs padoTa 72
B ToM gnce:
2.1 | CPC 72 7 1-19
3 | Ipome:xkyTouHasi aTTeCTANMS - 7 6-19
3auet/aud.3a4er/s3K3aMeH 7 ITo
pacrycaHuio
Hroro 144




3.2 TemaTnueckuii NJIaH U3YyYeHUsT TUCIUTITIMHBI
(mo popmam 0OyueHUs)

3.2.1 Ounas popma oOydeHUs

Pa3genbl/TeMbI
JTUCIUTIINHBI

TpynoeMKoCTb, 4ac

Bcero

AynutopHas padora

Jlex
AN

CemuHap
ckue/
MpaKTH4e
CKHe
3aHATHA

Jlabop
aTOpH
bIC
3aHATH
s

IIpakr
NYeCcKa
b
HOJArOT
OBKa

Camoc
TOSITE
JbHas
padort

CamocrosTenbHas pa60Ta

Pa3paboTka moJmTuku
MH(POPMALIMOHHON 0€30MaCHOCTH.
MeTtomo10orus MOIUTHKU
0€30MacCHOCTH KOMITbIOTEPHBIX
cucteM. OCHOBHEIE TOJIOKEHHUS
MOJIMTUKA UHPOPMAITMOHHON
oe3omnacHocTh. JKU3HEHHBIH 1IMKIT
MOJIMTUKU Oe30macHOCTH. [IprHIHITBI
MOJIMTUKHU O€30IMacCHOCTH.

1.2

PazpaboTka monutuku
nH(pOpMaIMOHHOM 0€30MMacHOCTH
KOMITBFOTEPHON CHCTEMBI.

1.3

Pa3paboTtka Mmozmenu yrpo3
KOMITBIOTEPHOU CHCTEMBI.

1.4

O6nbexTh! yrpo3. Knaccudukarms

yIpo3 IO COCO0y UX OCYIIECTBICHUSI.

Knaccudukanus 00beKTOB yrpo3s.
@yHKIMOHAIbHASI MOAEIb CUCTEMBI
3amuTel. CocTaB ¥ Ha3HAUYEHUE
(GyHKIIMOHAIBHBIX 0J10KOB. OCHOBHBIE
IPYIIbl MEXaHU3MOB 3aILIUTHI.
DyHKIUOHAIbHAS MOJECIIb.
PexoMenpanuu 1o oTAeIbHBIM
YPOBHSIM () YHKIIMOHAJILHON MOJIEIH.

1.5

I[I/ICerI_[I/IOHHBIC N MaHAATHBIC
MOACIIH.

1.6

Cucrema 3auThl THPOPMAIH OT
HECaHKIIMOHUPOBAHHOI'O JOCTYTIa
«CTPAX NT». YcraHoBka u cHATHE
C3MH. 3amkHyTas nporpaMMHasi cpesa.

1.7

Cucrema 3amuThl HH(GOPMAIUU OT
HECAaHKIIMOHUPOBAHHOTO JOCTYIA
«CTPAX NT». Ynpasnenue
HOJTb30BATEISIMU. Y YeT HOCUTENeH 1
KOHTPOJIb YCTPOUCTB.




1.8

[TonsiTHE OCTYNMa 1 MOHUTOpPA
Oe3onacHoctH. O0ecmeueHme
rapaHTUH BBIMOJHECHUS TTOJTUTUKA
Oe3onacHOCTH. MeTo10J10THsl
MIPOCKTUPOBAHUS TAPAHTUPOBAHHO
samumieHHbix KC. Metoa renepanuu
W30JIMPOBAHHOM MPOTPAMMHOM CPEJIbI.

1.9

Juckpenronubie Mojenu. Moaenb
AJIEIIT-50. ITsTumepHoe
MPOCTPAHCTBO O6€30MacHOCTH
Xaprcrona. MannarHast MoJieb.
Mogpens benna-Jlananyna. IlepBoe
npaswio Mmojenu bemna-Jlamanyna.
Btopoe npasuio moaenu bea-
Jlanagyna. Onucanue Mojienu.

1.10

WnenTudukanys u ayTeHTUUKAIHSL.
OCHOBHBIE TIOHATHS U
kinaccudukanus. [Ipocras
ayreHTU(UKaus. AyTeHTU)UKaIms
Ha OCHOBE MHOTOPa30BBIX IapoJIeii.
AyTeHTH(HKAINI HA OCHOBE
OJIHOPA30BBIX MTAPOJIEH.
AyTeHTU(HKALUSI Ha OCHOBE
cepruukaToB. buomerpuueckas
uaeHTU(GUKAIMS U ayTeHTU )UK
I10JIb30BATENEH.

1.11

Crporas ayreHTH(UKaLINS.
[TpoTOKOIIBI ayTeHTH(PUKAIINN C
CUMMETPUYHBIMU AJITOPUTMaMHU
mmdposanus. [IpoTokonsl,
OCHOBaHHbIE Ha UCIOJIb30BaHUHU
OJIHOHANPABJICHHBIX KIIFOUEBBIX X3III-
GyHKIMH. AyTeHTHQUKAIMS C
MCIIOJIb30BaHUEM aCUMMETPUYHBIX
QITOPUTMOB IIU(PPOBAHMUS.
AyTteHTH(UKAIMS, OCHOBAHHAs HA
UCIOJIb30BaHUU LIU(POBOI MOAMUCH.
[TpoToxosibl ayTeHTU(PUKAINY C
HYJIEBOM Tepeayei 3HaYCHU M.
VYnpoieHHas cxema ayTeHTU(DUKALUU
C HYyJIEBOU Ilepeadel 3HaHU M.
[TapannenpHas cxema
ayTeHTU(UKALUY C HYJIEBOU
nepenayen 3HaHU.

1.12

[IpoTokon uaeHTHUUKAITIN U
ayreHtudukanuu B OC Windows

1.13

[TpoTokoN nACHTUDHUKAIMY U
ayreHtudukanuu B OC Windows .
[TpoTtokon ayrentuduxanuu Kerberos.
CoxpaHHOCTB IMAPOJIEN YUETHBIX
sarmrceit. Windows. 3amuTa maposeil.
Kpaxxa SAM-oaiina. 3axBar
npuuieruii. Copoc naposs. Bznom
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BTOPUYHBIX napoJieid. Cucrema
pasrpannuenus goctyna OC LINUX.
Bo3moxHOCTH CTaHIaPTHOM CUCTEMBI
pasrpanndenus qocryna OC Linux.
Henocratku craHIapTHON CUCTEMBI
pasrpanndenus gocryna OC Linux.
BosmoxxHocTH Harboiee N3BECTHBIX
CPEIICTB COBEPIICHCTBOBAHUS
pasrpanndenus qocryna OC Linux.

1.14

[Tpotokon ayrentuduxanuu Kerberos.

SN

I

1.15

Cucrema pasrpanuuenus goctyna OC
LINUX.

SN

I

1.16

3amura (aitiioBol CUCTEMBI
Windows. Pazpemenust s dhaidaoB u
nanok. [ludpyromas daitnosas
cucrema (EFS) Encrypting File
System. TexHonorus muQpoBaHus.
Boccranosnenue nanusix. [pornecc
ummdposanus. [Iponece
nemudpupoBanus. [Tpouecc
BOCCTaHOBJICHUS. B3aumonencreue
¢aiinoBoit cuctemsl 3amuThl NTFS u
3aIIUTHI pecypca O0IIero AocTymna
(Sharing). Tunossle 3a7aun
aIMUHHUCTPUPOBAHUSI.
AJIMUHUCTPUPOBAHUE AUCKOB B
Windows. CxozicTBa v pa3inyus
mexay Disk Management u Disk
Administrator.

1.17

HIudpyromas daitnosas cuctema
(EFS) Encrypting File System.

1.18

3amuTa daitnoBoii cucremsr OS
Linux. ®aitnosas cucrema OS Linux .
OcHOBHBIE KOHIIENIUU (HaiTOBOI
cucreMsbl. Bupryansnas ®aiinosas
Cucrema (VES). @aiinoBsie cuctemsl
EXT2 (The Second Extended File
System).

JlabopaTopHbie padoThl

YcTaHOBKa IPOTPaMMHOTO KOMITIIEKCa
ViPNet Administrator 4.x.Co3nauue
CTPYKTYPHI 3aIIUIICHHON CETH

2.2

Hacrpoiika pe3epBHOr0 KOIMMPOBAHUS
JTAHHBIX 1 BOCCTAHOBJIEHHE JJAHHBIX B
[1O ViPNet Administrator.
Pa3BeprriBanue pabouero mecra
IIOMOIITHHUKA I''TaBHOI'O
aIMUHUCTPATOPA.

2.3

Monudukarus 3auIeHHON CEeTH.
Komnpowmerarusi.

2.4

Hacrpoiika monuTuk 6€30MacHOCTH B
ViPNet PolicyManager. YcranoBka
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ViPNet Coordinator B kauecTBe
MEXKCETEBOr0 LII03a

2.5

[lepBoHavasibHasi HACTPOMKA
MEXKCETESBOI'0 B3aMMOICHCTBHS.
Monaudukarus MeKCETEBOTO
B3aUMOJECHCTBUS.

2.6

HacTtpoiika 10KanbHBIX U TPAH3UTHBIX
buIBTPOB OTKPHITOM ceTu. HacTpoiika
GbUIbTPOB 3aIIUIEHHON CETH.

2.7

Hacrpoiika Tpancisnuu aapecos
(NAT). Tynnenupoanue B ViPNet
Coordinator.

2.8

ViPNetClient 4 — VPN u
MePCOHAJIbHBINA CETEBOM IKpaH.
Kpunronposaiinep ViPNetCSP.

2.9

Pabota ¢ npunoxxeHussMu

SN

N

2.10

YcraHoBka u HNHUIAJIN3aunus
koMmrIuiekca «Coboiby. Hactpoiika
0o0LIMX [TapaMETPOB.

SN

N

2.11

HaCTpOﬁKa " OKCIUTyaTalusa
koMmIniekca «Co0o0aby.

2.12

VYcTaHoBKA U MHULAATU3ALUS
koMminiekca «Secret Net 5.0-Cy.
Hactpoiika 06mux napameTpos.

2.13

YnpasneHue pexxuMamMu BXoza B
cuctemy. YNpaBJeHUE
MIePCOHAIbHBIMU HUJICHTU(DHUKATOPAMH
OJIL30BaTEIICH.

2.14

VYnpasnenue ycrpoiicTBamMu B Secret
Net 5.0.

2.15

[TotHOMOYHOE pa3rpaHUYCHUE
noctyna B Secret Net 5.0.

2.16

KOHTpOJIb 1IENTOCTHOCTH U 3aMKHYTast
nporpammHas cpesia B Secret Net 5.0

2.17

HIudposanue ¢aitnos B Secret Net
5.0.

Jlekuun

Hroro

144

72

72

3.3 Copepxanue I CUUIIMHBI

Temal. IlonsaTHEe MOMUTHKHM 0€30MACHOCTH NPH NPOrPAMMHO-ANNAPATHOM 3alMTe
uHpopmanuu.

PazpaboTka mnoauTHKM HMH(DOPMAIMOHHOW O€30MacHOCTH.

Merononorus IMOJIUTUKA
0€30MacHOCTH KOMITBIOTEPHBIX cHCTeM. (OCHOBHBIE IOJIOKEHUS MOJUTHKUA HHGOPMaIMOHHON
6e3omacHOCTH. JKM3HEHHBIH ITUKII MOJTUTUKH 0€30MacHOCTH. [IpUHIUIBI MTOMUTHKN 6€30acCHOCTH.

Tema 2. ApXuTeKkTypa cMcTeMbl HIPOrPAMMHO-ANNAPATHOM 3aIIMTHI.
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O06nexThl yrpo3. Knaccudukammsi yrpo3 mo crnoco0y ux ocymiectBieHus. Knaccudukamnus
00bekTOB  yrpo3. DyHKIMOHAIbHAS MOJAENb CHCTeMbl 3aumuThl. (CocTaB M  Ha3HauYCHHE
(GyHKIMOHATBHBIX 0JI0KOB. OCHOBHBIE I'PYIIBI MEXaHW3MOB 3aIUThl. DYHKIIMOHATIBHAS MOJICIb.
Pexomenamuu 1o oTaeIbHBIM YPOBHSAM (DYHKIIMOHATIBHON MOIECIIH.

Tema 3. Moaenb KOMIIBIOTEPHOI CHCTEMBI.

[TonsitTme moctyma u MoHUTOpa Oe3omacHocTtu. OOecredeHHe TapaHTUH BBITIOTHCHHS
MOJIMTUKK Oe30MacHOCTU. MeTo0JI0Tusl MPOEKTUPOBAaHUS TapaHTHUPOBaHHO 3amuieHHbIx KC.
Mertox reHepaunu U30JMPOBAHHON MPOrPAMMHON CPEJIbI.

Tema 4. Mojeau THNOBBIX MOJUTHK 0€30MACHOCTH KOMIBIOTEPHBIX CPEICTB 3alIUThI
uHpopmManum.

Huckpeunonnbsie monenu. Moaens AJIEIIT-50. IlsTumepHoe MpoCcTpaHCTBO O€30MMacCHOCTH
Xaprcrona. ManpaatHas moznens. Mogaens bemna-Jlanmagyna. IlepBoe mpaBwio mopenu berna-
Jlanagyna. Bropoe npaBuino moaenu bemna-Jlanagyna. Onucanue Moaenu.

Tema S. IIporpaMMHO-annapaTHbie CpPeACTBAa HUACHTH(GUKANUM M ayTeHTH(QUKALUH
MoJIb30BaTeJIei.

Wnentudukanust u ayrentudukamuss. OcHOBHbIE TOHATHS W Kiaccudukanums. Ilpocras
ayTeHTU(UKanusa. AyTeHTH(UKalUs Ha OCHOBE MHOIOPA3OBBIX Hapojieil. AyTreHTH(HKalus Ha
OCHOBE OJIHOPA30BBIX TMapoJiel. AyTeHTHU(UKAIHUS Ha OCHOBE CepTU(UKATOB. bromerpmdeckas
UACHTUGUKALMS U ayTeHTU(UKALUS [10J1b30BaTeleH.

Crporas ayrenTudukanus. [IpoTokobl ayTeHTHQHUKAIMNA ¢ CAMMETPUYHBIME aJITOPUTMAMHU
mudposanus. [IpoTokosbl, OCHOBaHHBIE HA WCIOJIb30BAaHUM OJJHOHAIPABJICHHBIX KJIFOUEBBIX X3III-
¢yHkuui. AyreHTH(QUKANMsS C HUCIONB30BAaHUEM ACHMMETPUYHBIX AalTOPUTMOB IIH(POBaHUS.
AyTeHTH(UKAIMs, OCHOBAaHHAs Ha UCMNONb30BaHUM LUpoBoi mnoanucu. IIpoTokoms
ayTeHTU(UKALUY C HYJIEBOU Mepeaayeii 3HaueHU. YpoleHHas cxema ayTeHTU(UKALUKU C HyJIEeBON
nepenayeil 3HaHuil. IlapannenpHas cxema ayTeHTH(UKALUMU C HYJIEBOH Iepenauell 3HaHUU.
HHuppacTpyKTypa OTKPBITHIX KIIFOUEH.

Tema 6. Mexanusm uaentudukanmu u ayrentugukanuu B OC. Pasrpannyenue
aocTymna.

[Tpotokon wuaentTupukanuu U ayreHtupukauu B OC  Windows . Ilpotokon
ayrenTu¢ukanuu Kerberos. CoxpanHocTs naposield yueTHsIx 3anuceid. Windows. 3aiura naposien.
Kpaxxa SAM-@aiina. 3axar npusmwiernii. Copoc naposisi. B3nom Bropuunbix naposneil. Cucrema
pasrpannuenuss jgocryna OC LINUX. Bo3moxHOCTH CTaHIApTHOM CHUCTEMBI pa3rpaHUYEHHUS
noctyna OC Linux. HenocraTku craHaapTHOM cucteMsl pasrpanuyeHus aoctyna OC Linux.
Bo3moxHocTy Hanbosiee M3BECTHBIX CPEACTB COBEPUICHCTBOBAaHHUS pasrpaHudeHus gocrtymna OC
Linux.

Tema 7. 3amura ¢aiinosoii cucremsl B OC.

3amuTa aitnosoii cucreMbl Windows. Paspemenus mis ¢aiinos u namnok. Hudpyromas
daitnosas cuctema (EFS) Encrypting File System. Texnonorus mmdpoBanus. Boccranosienue
nanHbiX. [Ipomecc mmdposanms. Ilpomecc pemmdpupoBanus. IIpomecc BoccTaHOBICHHS.
BsaumoneiictBue daiinooii cuctemsl 3anuTel NTFS u 3amuTet pecypca obmiero goctymna (Sharing).
Tunosble 3a1aull aJMUHUCTPUPOBAaHUA. AJIMUHUCTpUpoBaHHE auckoB B Windows. CxoacTtBa u
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paznuuus mexay Disk Management u Disk Administrator. 3amura daitnoBoii cucremsr OS Linux.
@aiinosas cuctema OS Linux. OcHoBHBIE KOHLIETIUH (ailioBoii cuctembl. Bupryansuas daitnoBas
Cuctema (VFES). ®aitnoseie cuctembr EXT2 (The Second Extended File System).

3.4 TeMmaTnKa CEMUHAPCKUX/MPAKTHYECKUX H JIAa00OPATOPHBIX 3aHATHIA

3.4.1. JIaGopaTopHble 3aHATUS

JlabopaTopuasi pabdora 1. YcranoBka nporpammuoro komruiekca ViPNet Administrator
4.x.Co3nanue CTpYKTYphI 3alIUIICHHON CETH.

JlaGopaTopnas pa6ora 2. Hactpoiika pe3epBHOTr0 KOIMPOBAHUS TaHHBIX M BOCCTAHOBJICHHE
nanabix B I[IO ViPNet Administrator. Pa3BepTeiBaHue paboyero mecra MOMOIIHHKA TJIABHOTO
aJMHHMCTpATOpA.

JlabopaTopHas padora 3. Moaudukamnus 3anuinieHHon cetu. Kommnpomerarusi.

JlabopaTopuasi pa6ora 4. Hacrpoiika mosmtuk Oe3omacHoctr B ViPNet PolicyManager.
YcranoBka ViPNet Coordinator B kauecTBe MEKCETEBOTO IITI03a

JlabopaTopuasi padora 5. IlepBoHauanbHasi HAaCTPOMKAa MEKCETEBOTO B3aUMOJCHCTBUS.
Monudukanmsi MeXCeTeBOro B3auMOICHCTBHSL.

JlaGopaTopnas pa6ota 6. Hactpoiika JTOKaJbHBIX U TPAH3UTHBIX (PHIBTPOB OTKPHITOH CETH.
HacTtpoiika ¢puiabTpoB 3alIMIIEHHON CETH.

JlabopaTopuas padora 7. Hacrpoiika tpaucisaiuu agpecoB (NAT). TynnenupoBanue B
ViPNet Coordinator.

JlaGopaTropunas pa6ora 8. ViPNetClient 4 — VPN u mnepcoHaabHBIA CETEBOM SKpaH.
Kpuntomnposaiinep ViPNetCSP.

JlabopaTopHas padora 9. PaGoTa ¢ npunoxxeHusiMu

JlabopaTopuasi pabGora 10. VYcrtaHoBka W UHHIManu3anus Komruiekca «CoOoby.
Hacrpoiika 06mux napameTpos.

JlabopaTopuas pa6ora 11. Hactpoiika u sxcruryaTanus komiiekca «Co0oIby.

JlabopaTopHnas padora 12. YcraHoBka u uHUIIManu3anus komruiekca «Secret Net 5.0-Cy.
Hacrpoiika o0mux napamMeTpos.

JlabopaTopHnasi pabora 13. VYmpasineHue pexumMaMu BXOJa B CHCTEMY. YIIpaBIE€HUE
NEPCOHAIBHBIMU HIEHTU(UKATOPAMHU MOJIb30BATENEH.

JlabopaTopnasi padora 14. Ypasnenue ycrpoiictBamu B Secret Net 5.0.

JlabopaTopnas padora 15. [lomHomouHOe pa3rpannuenue gocrymna B Secret Net 5.0.

JlabopaTopnasi paGora 16. KoHTposib LIEIOCTHOCTH M 3aMKHYTas IpOrpaMMHasl cpeaa B
Secret Net 5.0

JlaGopatopHnas pa6ora 17. lludpposanue ¢aitnos B Secret Net 5.0.

3.5 TemaTruka KypcoOBbIX NPOEKTOB (KYPCOBBIX padoT)

KprOBOC IMPOCKTUPOBAHUC 10 JaHHOM JTUCHUIIINHE y‘-IC6HLIM IJIaHOM HC 3allJIaHUPOBAHO.

4 Y4eOHO-MeTOAMYECKOE U MH(OPMAIIMOHHOE O0ecIeYeHne

4.1 HopmatusHblie 1o0KyMeHTbI 1 'OCTsb1

[Iporpamma coctaBieHa B  COOTBETCTBHM ¢  DeaepalbHBIM  TOCYIapCTBEHHBIM
00pa3oBaTebHBIM CTAaHIAPTOM BBICIIETO 0OPa30BaHMUS 110 HAPABICHUIO TOITOTOBKH CIICITHATUCTOB
10.03.01 «<MupopmannoHHas1 6€30MACHOCTHY.
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4.2 OcHOoBHas1 JIUTEpPaTypa

1) Mapurakos, /I. B. [IporpamMmMHo-anmapaTHbie CpeACTBa 3alIATHI HHGOPMAIIHH :
yuebHoe mocobue / [I.B. Mapmiakos, [I.B. @arxu ; JloHCKOM TOCyIapCTBEHHBINA TEXHUIESCKUI
yauBepcuteT. PoctoB-na-lony: AI'TY, 2021. - 228 c. - ISBN 978-5-7890-1878-1 — Texkcr :
AJIEKTPOHHBIH // JlaHb : 3eKTpoHHO-OnOMoTeunas cuctema. — URL:
https://reader.lanbook.com/book/237770 (nara obparuenus: 01.09.2023). — Pexxum mocrtymna: s
aBTOPU3. II0JI30BATEIICH.

2) bynerués, I'. I'. IIporpamMmmHo-amnmapaTHbIe CpeICTBA 3aIIUTHl HH()OPMAIUH :
yuebHo-MeTomdeckoe mocodue / I'. IT'. Byneraés. — Mocksa : PTY MUPDA, 2022 — Yacts 1 —
2022. — ISBN 978-5-7339-1652-1. — TekcT : anekTpoHHbIH // JIaHb : 37eKTPOHHO-O0MOIHOTeUHAas
cucrema. — URL.: https://e.lanbook.com/book/310781 (nara obparuenus: 01.09.2023). — Pexum
JOCTyMa: JIJIsl aBTOPU3. MOJIb30BaTENEH.

3) Bbynerués, I'. I'. IIporpaMMHo-anmapaTHBIE CPEICTBA 3aIUTHl HHPOPMAIUH :
yuebHo-MeToauueckoe nocooue / I'. I'. Bynbrués. — Mocksa : PTY MUPOA, 2022 — Yacts 2 —
2022. — ISBN 978-5-7339-1653-8. — TekcT : anekTpoHHbIi // JIaHb : 37eKTpOHHO-0NOIMOTeYHAs
cucrema. — URL.: https://e.lanbook.com/book/310784 (nara obparuenus: 01.09.2023). — Pexum
JOCTYTIA: JIJIsl aBTOPU3. TIOJIH30BATEIICH.

4.3 JlonoTHUTEIbHAS JIUTEPATYypa

1) ['opnos, A.Il. ABToMaTu3upoBaHHasi CHCTEMA OIIEHKH Y(PPEKTHBHOCTH
MIPOrpaMMHO-aNMapaTHBIX cpeacTB 3amuThl nHGopmanuu / A.I1. T'opmos, M.1O. PriTos, /1. A.
JIpicoB // ABTOMaTH3aMsA U MOACTHPOBAHNE B IPOCKTUPOBAaHUH U yrpaBieHnn . — 2019. — Ne 2.
— C. 25-32. — ISSN 2658-6436. — TekcT : anmekTpoHHbIH // JIaHb : 37eKTpOHHO-OUOIMOTeUHAS
cucrema. — URL: https://e.lanbook.com/journal/issue/311268 (nara oopamenus: 01.09.2023). —
PexxuMm poctyna: uis aBTOpH3. 10JIb30BaTeNEil.

2) Kwmypos, . b. IIporpammHo-anmnapatHble cpeicTBa 3allluThl HHOOPMALINY :
yuebHoe nocodue / JI. b. Kmypos, C. B. Kykos. — Camapa : Camapckuii yausepcuret, 2022, —
ISBN 978-5-7883-1799-1. — TekcT : aneKkTpoHHBIH // JIaHb : 2IeKTpOHHO-OMOIMOTEYHAsT CUCTEMA.
— URL: https://e.lanbook.com/book/336515 (mara obpamienus: 01.09.2023). — Pexum gocryma:
JUIsl aBTOPH3. TOJIb30BaTEIIEH.

3) bytun, A. A. IIporpamMmmHoO-anmnaparHble CpeicTBa 3alUThl HHPOPMALIUK : yueOHOe
nocobue / A. A. byrun, H. U. I'myxos, C. 1. HockoB. — 2-e u3., nepepad. u nom. — VpKyTCK :
UpI'YIIC, 2022. — 92 c¢. — TekcT : 31eKTpoHHBIH // JIaHb : 31eKTpOHHO-0MONINOTeYHAas CUCTEMA.
— URL.: https://e.lanbook.com/book/342113 (nara obparenus: 01.09.2023). — Pexum mocrymna:
JUIS aBTOPH3. MOJIb30BaTENCH.

4.4 JnexkTpoHHBIE 00pa3oBaTeIbHbIE PeCypPChI

1. https://www.securitycode.ru/products/secret-net-studio/
2. https://infotecs.ru/products/filter/type-is-33/apply/

4.5 JIueH3noHHOoe U CBOOOJHO pacnpocTpPaHsieMoe MPOorpaMMHoe
o0ecrevyeHue

1. 1O «ViPNet Administrator 4
2. OnexTpoHHbIN 3aMoK "Co0ob".


https://www.securitycode.ru/products/secret-net-studio/
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Cucrema 3ammthl "Secret Net Studio™.

[TAK 3ammmniennoro xpanenus napopmanuu «Cexper Ocoboro Haznauenusi»
Kommtekc cpencts 3ammtsl nHGopmarmu ot HCI «Axkkopa—AM/[3»

[MTAK 3amuTsl H”HPOPMALIUU OT HECAHKIITHOHUPOBAHHOTO JIOCTYIIA
«AKKOPI-Win64» (Bepcus 5.0).

Sk ow

4.6 CoBpemeHHbIe IPOodeccHOHATbHbIE 0a3bl JAHHBIX U HH(POPMALMOHHbIE
CIIPABOYHbIE CHCTEMBI

JlokanpHBI HaydyHO-00pa30BaTeNbHBIA KOMIUIEKC 1o jauchuminHe "TIporpammuo-
amnmapaTHas 3amurta naHopmarun'.

5 MaTepuajabHO-TeXHHYECKOE o0ecrievyeHne

Jlnst mpoBeleHHsT BCEX BHJIOB 3aHATHN HEOOXOAMMO MPE3EHTAIMOHHOE O0O0pyIOBaHUE
(MyIbTUMETUNHBINA TPOEKTOP, IKpaH) — 1 KOMILUIEKT.

s mpoBeneHust 1abOpaTOPHBIX 3aHATUN HEOOXOIMMO HAJIMYME KOMIIbIOTEPHBIX KJIACCOB
000py/I0BaHHBIX COBPEMEHHOI BBIYMCIUTENBHON TEXHUKON M3 pacyeTa OAHO pabodee MECTO Ha
OJIHOTO 00y4aeMoro.

6 MeToanyecKkue peKoMeHIaluu

6.1 MeTonnuyeckue peKoOMeHIAIlUM 1JI PenogaBaTeis M0 OpraHnu3anuu
00y4eHus1

1. IIpu moAroTOBKE K 3aHATHUSM CIEAYET IMpeaBapUTeNIbHO MpopaboTaTh MaTepuan 3aHsATUs,
MPEAYCMOTPEB €ro MoJayy TOYHO B OTBEACHHOE JUIsl 3TOTO BpeMsi 3aHsTHs. ClenyeT MOAroTOBUTD
HEOoOXOUMbIE MaTepuajbl — TEOPETUYECKUE CBEACHMs, 3a1a4yu u ap. [Ipu mpoBeneHun 3aHsITHS
clelyeT KOHTPOJIMPOBATh MOJauyy MaTepuaja U pelleHHe 3aJaHhil ¢ yueToM yuyeOHOro BPEMEHH,
OTBEACHHOTO JJIs1 3aHATHS.

2. Ilpu mpoBepke pabOT W OTYETOB CJIEAYET YYUTHIBATH HE TOJBKO MPABWIBHOCTH
BBITIOJTHEHUS 3aJaHuil, HO M ONTHMAJIbHOCTh BBHIOPAHHBIX METOJOB pEIICHHs, MPaBUILHOCTH
BBITIOJIHEHHS BCEX €T0 I11aroB.

6.2 MeToanueckue YKa3aHus JJIsl 00y4arOMUXCsl M0 OCBOEHHIO THCIMTLTHHBI

N3yueHnne qUCHUIIIIMHBI OCYIIECTBIIAETCS B CTPOIOM COOTBETCTBHH C LIEJIEBOM YCTAHOBKOM B
TECHON B3aUMOCBS3HM y4eOHbIM IMIaHOM. OCHOBOM TEOPETHMYECKOM M NMPaKTHYECKOW MOJITOTOBKH
CTYJCHTOB SBJISIIOTCS JIEKLUHU U JIaDOpaTOpHbIE PaOOTHI.

B mpouecce camocToATenbHONH pPabOThl CTYIAEHTHI 3aKPEIUISIOT M YIIyOJIsioT 3HaHUS,
IIOJIy4EHHBIE BO BpEMs ayJIUTOPHBIX 3aHITHM, FOTOBATCS K JK3aMEHY, a TaKKE CaMOCTOSITEIIBHO
U3y4aloT OT/EIbHbIE TEMbl y4eOHOW MPOTpaMMBl.

7 DoH/I OLIEHOYHBIX CPeJICTB
7.1 MeToabl KOHTPOJISI M OLIEHUBAHUSA Pe3yJIbTATOB 00yUeHHus

B mporecce oOydeHHsT MCTIONB3YIOTCS CIEAYIONINE OIEHOYHBIE (POPMBI CaMOCTOATEIHLHON
paboOTHI CTYIEHTOB, OLIEHOYHBIE CPEJCTBA TEKYIIETO KOHTPOJIS YCIIEBAEMOCTH M MPOMEKYTOUHBIX
aTTECTaIlUuU;



- TpoBeneHHE JIA0OPAaTOPHBIX pPAa0OT (NMPAKTUYECKUX 3aHATHH C HCIOJIb30BaHUEM
CHELTEXHUKH) U UX 3alIUTa;
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- CaMOCTOATCIIbHAd MMOAIrOTOBKA U ITPOBCACHUC Hp€3eHTaHHﬁ 110 TCMaM JTUCHUIIIINHBI,

- OK3aMCH.

7.2 llkana 1 KPUTEPUH OLEHUBAHUS Pe3yJIbTATOB 00yUYeHUs

dopMa MIPOMEKYTOUHON aTTECTALUU: IK3aMEH.

Ilo uroram HpOMe)I(YTOqHOﬁ arrecrauguu 110 AUCHUIIIIMHE (MO,I[y.]'IIO) BBICTABJISICTCS OLICHKA

COTIUYHO», «XOPOII0», «YAOBJIICTBOPUTCIIBHO» NI «HEYAOBJICTBOPHUTCIBHO.

HIxaJya oneHUBaAHUA

Onucanune

OTJIINYHO

BeimonHeHsl Bce BHIBI  yu4eOHOW pabOTBHI, MpPEeayCMOTPEHHBIC
yueOHbIM IU1aHOM. CTYyAEHT AEMOHCTPUPYET COOTBETCTBUE 3HAHUM,
YMEHUH, HaBBIKOB IPUBEICHHBIM B TaOJMUIAX IOKa3aTelseH,
ornepupyeT NPUOOPETEHHBIMH 3HAHUSMH, YMEHUSMHU, HABBIKAMH,
IIPUMEHSET UX B CUTyalMsX NOBBILIEHHOW cioxkHOCTU. IIpn sTOoM
MOTYT OBITh JIONMYIEHbl HE3HAYUTEIbHbIC OLIMOKH, HETOYHOCTH,
3aTPyJHEHMS IIPU aHAJIMTUYECKUX OIEpalUsAX, IIEPEHOCE 3HAHUU U
YMEHUI Ha HOBBIEC, HECTAHIaPTHBIE CUTYaLUU.

Xopomo

BeimonHensl Bce BHJBI  yuyeOHOM paloOThI, MpeayCMOTPEHHBIE
yueOHbIM I1aHOM. CTyJI€HT JEMOHCTPUPYET HEMOJIHOE, IPAaBUIbHOE
COOTBECTCTBUEC 3HaHHfI, yMGHPIfI, HAaBBIKOB IMPUBCICHHBIM B Ta6nnuax
nokaszaresyiei, MO0 ecnmM TpH OTOM OBUIM  JIOMYIIeHHl 2-3
HECYIIIECTBEHHBIEC OIINOKH.

Y 10BIETBOPUTEIEHO

BbimonHensl Bce BHJBI  yuyeOHOM paloOThl, MpeayCMOTPEHHBIE
yueOHbIM Tu1aHOM. CTYAEHT JEMOHCTPUPYET COOTBETCTBUE 3HAHUM,
B KOTOPOM OCBEILI€HA OCHOBHAs1, HanOoJIee BaXKHasl 4aCTh MaTepHaa,
HO TMpUd D3TOM JONyLIeHa OJHa 3HAuMuTelIbHAas OMMOKa WU
HETOYHOCTb.

HeynosnersopurensHo

He BbimonHeH oauH wuian  Oojee BUIOB y4uyeOHOW paboThI,
NPEIYCMOTPEHHBIX Y4eOHBIM TuTaHOM. CTYAEHT JIE€MOHCTPUPYET
HETIOJTHOE COOTBETCTBUE 3HAHWH, YMEHUH, HABBIKOB MTPUBEJICHHBIM B
TabNMUIaX TIOKa3aTesed, JOMyCKAlTCs 3HAYUTEIbHBIE OIIMOKH,
NPOSIBIISIETCS OTCYTCTBHE 3HAHWW, yMEHHWH, HABBIKOB 10 PAILY
nokasaresei, CTYJeHT UCIIBIThIBAET 3HAUUTENIbHBIC 3aTPYAHEHUS IIPH
ONEPUPOBAHUY 3HAHUSAMHU U YMEHHUSMH NPHU UX MEpeHOCe HAa HOBBIE
CUTYAIIHH.

7.3 OueHoYHbIE CpeaCcTBA
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O1nieHOUHBIE CPEACTBA JIsSI TEKYIIEH aTTeCTalluu
KomnbroTepHoe TecTUpOBaHMe.

OrneHOYHBIC CPEICTBA JJIs MPOMEKYTOYHON aTTECTAIlUN
9K3aMeH.

Crmcok BOIIPOCOB JJIs1 5K3aMC€HaA 110 JUCHUIIINHE

1. KommroTepHast cuctemMa Kak 00beKT 3aluThl HHGOPMAITUU

2. [TonsiTue yrpo3sl nHGopManronHoi 6e3onacHoctr B KC

3. Knaccudukanus u o0mmii ananu3 yrpo3 nHpopMamonHoi 6e3omnacHoctu B KC

4, Crny4aitabie yrpo3bl nHGopMaroHHon 6e3onacHocTr KC

S. [Ipennamepennsie yrpo3bl nHpopMaoHHo# 6e3omacHoctu KC

6. Pa3zpaboTka nonutrku nHdopmaimonHou 6ezomacHoctu KC

7. MeToao0THs NOTUTUKHA O€30MACHOCTH KOMIIBIOTEPHBIX CUCTEM

8. OcHoBHBIE TIOJIOKEHUS TOTUTHKY MHPopMaImonHoii 6ezonacHoctu KC

9. Kuzuennslil nuki nonutuku 6esonacuoctu KC

10. @OyHKIMOHANIbHAs MOJIeNIb CUCTEMBI 3aIluThl. CocTaB M Ha3HAYEHUE
(GyHKIMOHATHHBIX OJIOKOB

11. [TonsiTre qocTyma U MOHUTOPA 0€30MaCHOCTH

12. Merononorusi MpOEKTUPOBAHUS rapaHTHPOBAHHO 3anuieHHbIX KC

13. Merton resepanuu U30JIMPOBAHHON IPOTPAMMHOM Cpe/Ibl

14, Mogens AJIEIIT-50

15. [TsaTMepHOE MPOCTPAHCTBO OE30MACHOCTH XapTCTOHA

16. ManatHas MOJIeINb TOCTYIIa

17. Monens benna-Jlanagyna

18. Wnentudukanus u ayrentudukanus. OCHOBHbBIC TOHATHUS U KJIacCH(pUKanus

19. [Tpocras ayreHTHUKanus

20. DnekTpoHHbIH 3aMok "Co6op"

21. buomerpuueckast naeHTuUKaMs U ayTeHTU()UKALUS TTOJIb30BaTeNei

22. Crporas ayreHTHpUKALUS

23. [TpoTOoKOIIBI ayTEeHTHU(PHUKALMK C CHMMETPUYHBIMU AJITOPUTMaMH IIU(PPOBaHUS

24, [TpoTOKOIIBI, OCHOBaHHBIE HA MCIIOJIB30BAaHUN OJTHOHAIPABICHHBIX KIFOYEBBIX XOIII-
byHKIMI

25. AyTeHTHU (UK C UCTIOJIb30BAHUEM aCUMMETPUYHBIX aJITOPUTMOB HIN(PPOBAHUS

26. AyTeHTH(UKAIMS, OCHOBAHHAS HA UCIOJIb30BaHUM LIU(POBOM moanucH

27. [TpoTokoiibl ayTeHTU(DUKAIIMY ¢ HYJIEBOM nepeayeit 3HaueHH

28. VYnpoieHHas cxeMa ayTeHTU(UKALUK ¢ HYJIeBOH nepenaveil 3HaHHUH

29. [MapannensHas cxema ayTeHTH(QHUKAIIMY C HYJIEBOU Niepeaadeii 3SHaHuH

30. [Tpotokoun ayrenTudukanuu Kerberos

31. [Tporoxon uaentudukanuu u ayrentupukannu B OC Windows

32. CoxpaHHOCTb IapoJieil y4eTHBIX 3anuceit

33. 3amura uHGopmanuu B aitnoBoit cucreme NTFS

34. [Mudpyromas ¢aitnosas cucrema (EFS) Encrypting File System

35. B3aumoneiictBue daitnoBoii cuctemsl 3amuthl NTFS u 3ammth pecypca o0riero
noctyna (Sharing)

36.  AamuHHCTpUpOBaHHE AuckoB B Windows

37. Windows : 3amwura naposnei

38.  Bo3MOXHOCTH CTaHIApTHOM cucTeMbl pazrpanndenus nqocryma OC Linux

39. Cucrema LIDS



40.
41.
42.
43.
44,
45.
46.
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®dopmar cepTU(HUKATOB OTKPHITHIX Kitouen X.509
WNHdpacTpyKTypa OTKPBITHIX KITIOUEH

TeopeTnueckre NPUHLUIIBI TOCTPOSHUS OMOMETPUUYECKUX CUCTEM
BexTop napameTpoB pu aHaiIM3€ pyKONMCHOIO IIoYepKa

3anuTa Ha ypoBHE pacuupenuid BIOS

3amuTa Ha ypOBHE 3arpy34MKOB ONEPAllMOHHON CUCTEMBI
Ceprudukar oTKpbITHIX KiTr0ueit X.509

[Tpumep Ourera.

1.
2.
3.

KomneroTepHO€e TECTUPOBAHHUE.
AyTeHTH()HKAINSA C UCTIOIb30BaHHUEM aCUMMETPUYHBIX AJITOPUTMOB IIHU(PPOBAHUS.
[TpakTrdeckas HaCTPOMKA MPOrPaMMHO-ANIIAPATHBIX CPEACTB 3aILUTHI.



