[loKyMeHT NoAnucaH NpoCToil 3NeKTPOHHOM NOANMUCHI0

Mgopmauns o sranencie: MUTHUCTEPCTBO HAYKHW 1 BBICIHET'O OBPA3OBAHI S

®WNO: Makeumos Anexceli bopucosuy 1 .
[lonxHoCTb: AMpekTOp fienapTameHTa no o6paaoBaTenB9ggme/I(’KOH (DEI[EPALH/H/I
[Jlata nonnwcaHMﬂ:(bIEWQpBJIBm& rocy1apCTB€HHOC ABTOHOMHOC 06pa30BaTeanoe YUYPCKOACHUE

YHUKanbHbI MPOrpaMMHbIA KIKOY: BBICIIIETO 06paBOBaHI/I}I
DIt RO KO BE KU HOMUTEXHIYECKUI YHUBEPCUTET

®dakynbTeT UHPOPMALMOHHBIX TEXHOJIOTUN

YTBEPXJIEHO

_rsnnrm]lexan dakyibreTa
l‘}i(})OpMal[MOH%x TEXHOJIOTHH

f( / 7 j[] JlemujioB /

«;g_g*{’ Qi) 2023

=
PABOYASA ITPOI'PAMMA JTUCIHUAITI/IMHBI

«CeTH 1 cucTeMbl nepeaayu HHGopMaum»

HampaBiieHne moaroToBK1/CleUaIbHOCTh
09.03.03 Ipukaagnas uHpopmaTnka

[Tpoduns/cermanuzanus
«AndopmMaunoHHbIe TEXHOJOTHU YIIPABJIeHUSA OM3HECOM»

Ksamudukamnms
bakanasp

®dopMbl 00yUeHHUS
oYHAas

Mockaa, 2023 r.



Paspaborunk(u):

(Ufta, // A.B. Kapnos /
N / T1.B. Makcumos /
Crapumit npenosasarens s

CornacoBano:
3asenyromuii Kabeapoit «MHpOKOrHUTHBHBIE TEXHOIOTHHY,

K.T.H., IOIICHT &}%/ E.A. ITyxosa/



wn =

Conep:xanue

[lenu, 3a1auu U MJIaHUPYEMBbIE PE3YIbTAThl OOYUYEHUS M0 JUCHUIUIUHE................ 4
MecTo AUCHUIUIMHBI B CTPYKTYPE 00pa30BaATEIBLHON MPOTPAMMBIL........vveeeereennnse 5
CTpyKTypa U CONECPKAHUE TUCIIMIITHHDBI ....vveiuvereteeeineessreessseessesessneessneesnnessnsessnns 5
3.1. Buasl yueOHOI pabOThI M TPYJOEMKOCTD I OYHON (hOPMBI O0yUCHHS)...... D
3.2. TemaTtuueckuit TUIaH U3yUCHUS TUCIUTUINHBI TSI OYHOW POpMBI 0O0ydeHus 5
3.3. COOCPIKAHUE JTUCTIUTIIIITHBI ...veeevveesereessneessressssesaseessssesssnessssessnsessnsensssnesssneens 5
VYyeOHo-MeToAMUECKOE U UHOOPMALIMOHHOE OOCCIICUCHUE «....veenvveeeniieeeanenenns 10
4.1. HopmatuHbie JOKYMEHTBI U [OCTBI.....cccvviiiiiiiiiiiiecee e 10
4.2. OCHOBHAS JTUTEPATYPA -vveeuvvrernreesreesureesnneessesasesassesssssesssnesssseessessnsessssesensees 10
4.3. DNEKTPOHHBIC 00PA30BATEIBHBIC PECYPCBL. .. uvvrieiirressstieesssieeesssrenesssneeesssees 11
4.4, JIOTIOTHUTEITBHAS TUTEPATYPA tvvveeerrrreesssreresssseeesnssessssssesssssessssessssseessssnees 11
MaTepHaTbHO-TEXHUUECKOE OOCCTICUCHUE ......vveervreerereesureesnreesnteeasieeessneessneessneens 10
5.1. TpeboBanus K 000PYTOBAHUIO U IIOMEIICHUIO JIUISA 3AHATHH] ..vvvvevvveeeiiinnenns 11
5.2. TpeOoBaHUS K TPOTPAMMHOMY OOCCTIEUCHUIO ... .ccvverrersreanreeieesieesireenneennas 11
METOINUECKUE PEKOMEHIALIMI ......vvveeesnsrreeeeesansreeesesanssseeessassseesesassnesessansnneeeesans 11
6.1. Meroauueckue peKOMEHJAUMU [UIs TMpenojaBaresis [0 OpraHu3anuu
(010 (5351 RO PP PUPRPRTRR 11
6.2. Meroaudeckue ykazaHus sl 00yJaromUXcs MO0 OCBOSHUIO JUCITUTIIIMHEI. 12
703291 0)1 (13 (01205 13 0. 07 0157 (o SRR 12
7.1. Onucanue nNokazaTenaei U KPUTCPUEB OLICHUBAHMS ....ceevvvererurreesrreeaaineenns 12

7.2. Onmcanue TOKaszareleld W KPUTEPUEB OICHUBAHHUS KOMIICTCHITUH,

dbopMUpPYEMBIX TIO UTOTaM OCBOCHUS JUCIUIUIMHBI, OMUCAHKUE KA OI[CHUBAHUS
12

7.3. Illkana olEHWUBAHMUS PE3YJbTAaTOB IPOMEKYTOUHOM aTTecTallMk U €€

0] 107 (621 5 1 (PN 15

7.4. Onucanuss TIOKa3aTeledl  OLICHWBAHWUS W KPUTEPUEB  OICHUBAHMS

10 ) Y08 (K= & 010 1% OO 16
7.5, DK3aAMEHAIIMOHHOE 3ATIAHME. «evvvuneerrrrsusserersuseessessssesssssnssessssasssesssonseesesnon 18
7.6. CrIMCOK DK3aMEHAITMOHHBIX BOTIPOCOB. ..c.uvveertreetreessreesssessnresssseessssesssseesneess 18
7.7. TlpuMepHBIN CIUCOK BOIPOCOB IS KOHTPOJIBHBIX PYOEkKeH W 3aluThl

TIAOOPATOPHBIX PAOOT .vvvrevrrieeisrieesitreresireeeasreessstressssseesasssessssseesssssessssessssssesesnseees 18
7.8. Tlpumep u3 TecTa B CUCTEME JIMC . ..oooiiiiiiiiiii e 48
7.9. Tlpumep opopMIIEHUS FIK3AMEHAITUOHHOTO OHMITETA ..vevvveeivvieeieeesiieesieee s 48



1. Hesan, 3a0aun U NVIAHUPYEMbIe Pe3yJbTATHI 00y4eHUSs M0 JUCHUIINHE

K oCHOBHBIM LEJISIM OCBOCHHS JNUCHUTUTHHBI «CeTH U CHUCTEMBI Iepenadyu WHPOPMAITUN
OTHOCHTCS:

* MOJIY9YCHHE 3HAHUE O MPUHIIMITAX TIOCTPOCHHUS KOMIIBIOTEPHBIX CETEH;

* OBJIa/ICHUE OOIIe METOIUKONH CUCTEMHOTO aJIMUHUCTPUPOBAHUS CETEBOT0 000PYA0BaHUS;

* 3aKpeIUICHUE TTOTYYaeMbIX B CEMECTPE 3HAHHWI U HABBIKOB HA MTPAKTHKE;

* (hopmMHpoBaHUE B3aMMOCBSI3€H, MOJIy4aeMbIX B CEMECTPE 3HAHHI U HABBIKOB C U3YYECHHBIMU
paHee ¥ U3y4aeMbIX MapajuIesbHO C JAHHON JUCUUILIMHOW;

* TMOJrOTOBKA CTYJIEHTOB K JIE€ATEIbHOCTH B COOTBETCTBUU C KBaJU(UKALMOHHON
XapaKTepUCTHKON OakaaBpa.

K ocHoBHBIM 3agauyam quciuruivibl «CeTH U CUCTEMBI Tiepeiaud HHPOPMAIUI» OTHOCSITCS:

* 03HAaKOMJICHHUE C MPUHIUIIAMU CETEBOTO B3aUMOAEHCTBUS Ha ocHOBe Mojenu OSI u creka
TEJICKOMMYHHUKAIIMOHHBIX MpoToK0JI0B TCP/IP;

* U3y4EHHUE U OCBOCHHE TEOPETUYECKOT0 MaTepualia, KaK B MPOLECCe KOHTAKTHOM, TaK U B
X0JI€ CAMOCTOSITENILHOM PaboThI;

* BBITIOJTHEHUE MPETOCTABICHHBIX IPAKTHUECKUX 3aJaHUN PA3IMIHBIX POPM, KaK B IpoIiecce
KOHTAKTHOM, TaK ¥ B X0JI€ CAMOCTOSITEJIbHOM paboThI;

* camMocCTosITeNbHAsT paboTa Ha/l TEeMATUKON JUCIHUILTUHBI 11 (POPMUPOBAHUS KOMITETCHIIUI
OCHOBHOM 00pa3oBaTenbHOM nmporpammsl (manee, OOIT).

B pesynbrare OCBOEHHUS AHUCHUUIUIMHBI Yy OOy4YaromUXcs (QOPMUPYIOTCA CIEIyIOIIHe
KOMIETCHIIMHM ¥ JIOJDKHBI OBITh JOCTUTHYTBI CIEAYIONIUE pPE3yJabTaThl OOYYCHHS Kak JTall
(dbopMUPOBaHUS COOTBETCTBYIOIIMX KOMIETEHIIUH.

Koa u HanmeHoBaHHe KOMIIeTeHIMHT HHaukaTopbl IUIAHUPYEMBIX Ppe3yJbTATOB  00y4YeHUS] 1O
AUCIHUILINHE

OIIK-5. Cnocoben nHctaupoBats | OITK-5.1. 3HaeT OCHOBBI CHCTEMHOrO aJAMUHHCTPHPOBAHUS,

MIPOTPaMMHOE U amnmapaTHoe oOecnedeHne U | aqMHUHUCTPUPOBAHUS CVB/, COBPEMCHHBIE METO/IBI

WH(QOPMAMOHHBIX M aBTOMAaTU3MPOBAHHBIX | MH(MOPMAIIMOHHOTO  B3aMMOJCHCTBHA  WH(GOPMAIMOHHBIX U

cUCTEM aBTOMAaTHU3UPOBAHHBIX CHCTEM; CIHOCOOBI HMHCTaJUTALIA

MPOrPAaMMHOTO 00ECIICUCHHS, CIIOCOOBI OIICHKH MacCIITaOUPOBAHHSI
CHCTEM, CIIOCOOBI MHCTAIUISALIUH alMapaTHOro 00eceYeH s, METO/IbI
OLICHKH IMPOU3BOAUTECIIBHOCTU I/IH(l)OpMaIlI/IOHHBIX u
aBTOMaTU3UPOBAHHBIX CUCTEM.

OIIK-5.2. YMeeT MHCTaUIMPOBaTh MPOrpaMMHOE OOecredeHue, B
TOM YHCIIE B COCTaBE THIIEPCUCTEM, MHCTAJUIMPOBATH alliapaTHOE
obecrieueHue, MacmTabupoBaTh nH(pOpMannOHHbIE n
ABTOMAaTU3UPOBAaHHbIE CHCTEMBI, OIIEHMBAaTh  HEOOXOANMOCTH
MacITabupoOBaHUsl CUCTEM, OLIEHWBATh 3aTPaThl Ha MHCTAJUISLHIO
amnmapaTHOTO W MPOTPAMMHOTO O0ECTICUCHHSI.

OIIK-5.3. Brmageer: MeTogaMH YCTaHOBKH CHCTEMHOTO |
TIPUKIIATHOTO MIPOTPaAMMHOTO obecrieyeHus, OIICHUBaEM
IMPOU3BOAUTECIIBHOCTU I/IH(bOpMaHI/IOHHBIX H aBTOMAaTU3UPOBAHHBIX
CHCTEM, MacIITa0OMpPOBaHMEM CHCTEM 32 CYET WHCTAUIALUH
annapaTHOro U MporpaMMHOro o0ecIeueHHUsI.

OIIK-7. CriocobeH yuactBoBath B Hactpoiike n | OITK-7.1.  3Haer  OCHOBHBIE  S3BIKM  IIPOTPaMMHPOBAHUS,
HaJlajike MIPOrpaMMHO-aNINAPATHBIX | ONMEPallIOHHBIE CHCTEMbl W OOOJIOYKH, COBPEMEHHBIC CpEJbI
KOMIIJIEKCOB pa3paboTKy MPOrpaMMHOTo o0ecTieueHHsI.

OIIK-7.2. YMeeT coCTaBIATh alrOPUTMBI, IUCATh U OTIAXKUBATh
KOJIBI Ha SI3BIKE MPOrpaMMHPOBaHUS, TECTUPOBATh
paboTOCIOCOOHOCTh IMPOTpPaMMBbl, WHTErPUPOBaTh IPOrpaMMHbBIE
MO/JIYJIH.

OI1K-7.3. BmameeT S36IKOM IIPOT PAMMHPOBAHHSI, METOIAMH OTJIAIKH
Y TECTHPOBaHMS pab0TOCIIOCOOHOCTH MPOTPaMMBbI

OIIK-8. Cmocoben pa3zpabartsiBate anroputMbl | OITK-8.1. 3HaeT OCHOBHBIC TEXHOJOTHH CO3JAHHWSA W BHEIPEHUS
U IPOrPaMMBbl, IPUTOJHBIE ISl IPAKTHYECKOro | MH()OPMAIMOHHBIX CHUCTEM, CTaHIAPTHl YIPAaBICHHUS KU3HEHHBIM
pUMEHEHHS IIUKJIOM MH()OPMaMOHHON CHCTEMBI.




B nporiecce ocBoeHust 06pa3zoBaTenbHOM IPOrpaMMbl JaHHbIE KOMIIETEHIIMY, B TOM YUCIIE UX
OTJEJIbHbIE KOMIIOHEHTBI, (POPMHUPYIOTCS MOITAIHO B XOJ€ OCBOECHUS O0YYarOIMMUCS JUCLUIUIMH
(MomyJieit), MPakTUK B COOTBETCTBUHU C yYEOHBIM IUIAHOM U KaJCHOApHBIM IpaUKOM y4yeOHOTO
porecca.

2. MecTO TUCHUILTUHBI B CTPYKTYpPe 00pa30BaTeIbHON MPOrpaMMbl

Jucuumnuna «CeTu U CUCTEMBbI Mepefadyd MHPOpPMALUK» OTHOCHTCS K YHUCIY y4eOHBIX
TUCHUIIIMH  o0si3aTenbHOM vactu  bl.1  ydeOHOro 1iaHa OCHOBHOWM —MpodeCCHOHATBHOU
00pa30BaTeNIbHOI POrpamMMBbl.

JucuuniuHa B3aMMOCBSI3aHa JIOTHYECKH U CO/IEPIKATEIbHO-METOIMYECKU CO CIEIYIOIIMMHU
JUCUHUTIITNHAMU

* 51.1.9 OcHoBBI HH(POPMAITMOHHO-KOMMYHHKAITMOHHBIX TEXHOJOTHA.

3. CTpyKTypa M coep:KaHue IUCHUILTUHBI

OO6m1ast TpPyI0EMKOCTh JUCITUIUTMHBI COCTABIISAET 4 3aueTHBIX eauHullbl (144 akameMudecKux
4acoB, U3 HUX /2 Yaca — CaMOCTOSITeTIbHAs paboTa CTYIEHTOB).

Pazmensl AMCOMILIMHBI HW3y4alOTCS HA BTOPOM Kypce B TpeTbeM cemecTpe, (opma
MPOMEKYTOUYHOM aTTeCTaIMH - IK3aMEH.

3.1.Buabl yueOHoi1 paGoThbl H TPYI0EMKOCTbD J1JIsl 04HOI (hopMBbl 00yUeHUs1)

Ne Bt vieGmoii paboThi KosnuecTBo CemecTpbl
n/n ny P 4acoB 3
1 AynuTOpHBIE 3aHATUSL 72 72
B ToM uncne:
1.1 Jlexrun 8 8
1.2 CeMHHapCKUe/TIPAaKTHUECKHE 3aHATHS
13 JlabopaTopHbIe 3aHATHS 64 64
2 CamocTosiTespHas paboTta 72 72
3 ITpoMeKyTOUHAs aTTECTAIHS
OK3aMeH 9K3aMeH
Uroro: 144 144

3.2. TemaTH4yeCKuil IJIaH N3y4YeHHUS TUCHMILINHBI 1JIs1 04YHOI (popmMbI
00y4eHus

TpynoemMKocCTh, 4ac
AynuropHas pabora
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1 Tema «M3yuyenue cetu» 1 4 7
2 Tema «CeteBas onepaliOHHAasi CUCTEMaY 1 14 7
3 Tema «CeTeBble IPOTOKOIBD) 1 4 7
4 Tema «CeteBoil foctym» 8
5 Tema «KananbHbIN ypOBEHB» 1 8 7
6 Tema «CeTeBoii YpOBEHb) 1 10 7
7 Tema «IP-anpecaunsi» 8
8 Tema «Pa3peneHue Ha OJICETH» 1 4 7
9 Tema «TpaHCIOPTHBIN YPOBEHBY 1 8 7
10 Tema «YpOBEHb NPHIIOKEHHI» 1 12 7
Bcero yacoB 110 TMCHMILIMHE Ha TepBoM Kypce | 144 8 64 72
P yp

3.3.Conepxanne TUCHUUILTHHBI
Tema 1 U3yuenne ceTu




1.0 Beegenue

1.1 Ha cBs3u co Bcem Mmupom

1.1.1 CoBpeMeHHBIE CETEBBIE TEXHOIOTUHU

1.1.2 IIpenocTaBiieHre peCypCOB B paMKaxX CETH

1.2 Jloxanwnbie cetn (LAN), rmobansubie cetu (WAN), a Takxke ceth HTEpHET
1.2.1 KomnoneHTsI ceTn

1.2.2 Cetu LAN u WAN

1.2.3 Cetu Untepuer, UnTpaneT u DkCcTpaHeT

1.2.4 Tloaxmrouenue k UHTepHETY

1.3 Cetb kak miaTdopma

1.3.1 KoHBepreHTHbIE CETH

1.3.2 HagexxHas ceThb

1.4 TTocTOosITHHO MEHSIOIIAsICS CETEeBas Cpejia

1.4.1 TenaeHUMM pa3BUTHUS CETEM

1.4.2 CeTeBble TEXHOJIOTUH ISl IoMa

1.4.3 Obecnieuenue ceTeBoil 0€30MacHOCTH

1.4.4 CereBast apxuTeKTypa

1.5 3axmroueHue

JlaGopatopnas padota Nel OTobpaxkenue kaptsl HTEpHET
* [IpoBepka coegMHEHUs C IOMOIIIbIO KOMaH/Ibl ping

* OTclie)KMBaHUE MapIIPyTa K YJIaIEHHOMY y3Iy € IIOMOIIbIO cpeAcTBa traceroute B OC

Windows

* OTCcne)xrBaHue MapuIpyTa K yJaIEHHOMY y3I1y € TIOMOIIBIO POTPaMMHOT0 00eCTIeYeHHUS 1
BEO-UHCTPYMEHTOB

* AHanu3 pe3yJbTaTOB OTCIEKUBAHUS

Tema 2 CereBasi onepamuoHHasi cucTeMa

2.0 Beenenue

2.1 Yueonsrit kypc 10S

2.1.1 Cisco 10S

2.1.2 Joctym k Cisco 10S

2.1.3 HaBuramus no I10S

2.1.4 CtpyKkTypa KOMaH]

2.2 ba3oBas HacTpoOMHKa yCTPOMCTB

2.2.1 Nmena y310B

2.2.2 OrpaHn4eHue 10CcTyna K KOHPUryparusM yCTpOHCTB

2.2.3 CoxpaHenue KoHpUrypauui

2.3 Cxembl afpecoB

2.3.1 IlopTel 1 anpeca

2.3.2 Hactpoiika [P-anpecanuu

2.3.3 [IpoBepka coeqMHEHUS

2.4 3axitoueHue

JlabGopaTtopnas pabota Ne2 Hasurarus o 10S

* Co3/laHue OCHOBHBIX MOJKIIOUEHUH, TocTyn K uHTepdeiicy komanaHoit crpoku (CLI) u
U3y4YEHUE CIPaBKU

* V3ydeHue pexxuMOB JI0CTyTa K HHTEpQeiicy KOMaHIHOM CTPOKH

* HacTpolika BpemeHn

JlaGopatopHas padorta Ne3 Hactpoiika OCHOBHBIX TapaMEeTPOB KOMMYTATOPa

* [IpoBepka KOHUTypauu 10 yMOITYaHHIO HA KOMMYTAaToOpe

* HacTpoiika 0OCHOBHBIX ITapaMeTpoB KoMMyTaTopa S1

* Hactpoiika kommyTaTtopa S2

* HacTpolika KOMIIBIOTEPOB

* Hacrpoiika BupTyanpbHOro uHTepdelica KoMMyTaTtopa IJii BO3MOXHOCTH YJaJCHHOMN
HACTPOMKHU

JlaGopaTtopnas padota Ne4 bazoBas koHpUTypaIis KOMMyTaTOpa ¥ OKOHEUYHOTO yCTPOIMCTBA

6



* Hactpouts numena y3noB u IP-agpeca BupTyanbHOro uurepgderica Ha KOMMYTaTOpax MOA
ympasiearueM OC Cisco [0S ¢ moMomipio KOHCOIBHOTO TOIKIIOUYCHHS U HHTepdeiica KOMaHIHOM
ctpoku (CLI).

* 3a7aTh MapaMeTpsl JOCTYNA WU OTPaHUYUTh JOCTYH K KOH(PUTYpallMd KOMMYTATOpA.

* COXpaHUTb BHITIOJIHEHHbIE HACTPOUKHU.

* [IpucBouTh IBYyM OKOHEUHBIM ycTpoiicTBam [P-angpeca.

* [IpoBepuTh CKBO3HOE MOAKIOYEHUE MEXKAY ABYMSI OKOHEUHBIMH YCTPONCTBAMHM.

JlaGopaTtopnas padora Ne5 HacTpoiika koMMyTaTopa ¥ OKOHEYHOT'O YCTPOUCTBA

* HacTpolika OCHOBHBIX I1apaMETPOB CETEBOTO yCTPONCTBA

* [IpoBepka u TeCTUpOBAHUE MOIKIIOYSHHS K CETU

Tema 3 CeTeBble IPOTOKOJIBI

3.0 BBenenue

3.1 [IpaBuia KOMMyHUKALIUHA

3.1.1 [IpaBuna

3.2 CeteBbl€ IPOTOKOJIBI ¥ CTAHAAPTHI

3.2.1 [IpoTokosl

3.2.2 HaGop npoToKoj0B

3.2.3 Opranuzanuu 1o CTaHaapTU3auu

3.2.4 DranoHHble MOAEIU

3.3 Ilepenaya 1aHHBIX B CETH

3.3.1 Unkancynauus JaHHbIX

3.3.2 JlocTyn K JaHHBIM

3.4 3akitoueHue

JlabGopaTtopnas padora Ne6 M3zyuenue moneneit TCP/IP u OSI

* Uzyuenne HTTP-tpaduxa

* Uzyuenue paboThl HEKOTOPBIX ITPOTOKOJIOB U3 cemeiictBa TCP/IP

Tema 4 CeteBoii 1octyn

4.0 BBenenue

4.1 TIpoTokomsl GU3NIECKOTO YPOBHS

4.1.1 IoxxmrovyeHne GU3MIESCKOTO YPOBHS

4.1.2 Ha3nauenue GuU3N4IECKOTO YPOBHS

4.1.3 XapakTepuCTHUKN (PU3NIECKOTO YPOBHS

4.2 CeteBble CpeICTBA MOAKIIOUEHHUS

4.2.1 Mennslii kadenb

4.2.1.6 bezonacHOCTh MeIHBIX Kabemei

4.2.2 Ka6enu tuma UTP

4.2.3 Tlpokiiagka onTOBOJIOKOHHBIX Kabemneit

4.2.4 Cpenctsa 6€CTIpOBOHOTO TIOIKITFOUCHHS

4.3 IIpoTOKOJIBI KAHATILHOTO YPOBHS

4.3.1 HazHaueHne KaHAJIBHOTO YPOBHS

4.4 YupaBneHue A0CTYIIOM K CpeJie

4.4.1 Tononoruu

4.4.2 Tononoruu rinodansHeix ceteir (WAN)

4.4.3 Tononoruu nokanbHbIX ceteil (LAN)

4.4.4 Kanp xaHasia nepeadyu JaHHbIX

4.5 3akmroueHue

Tema S KanajabHblil ypoBeHb

5.0 BBenenue

5.1 IIporokomn Ethernet

5.1.1 Kagp Ethernet

5.1.2 MAC-anpeca Ethernet

5.2 KommyTtaTops! IokanbHbIX ceteit (LAN)

5.2.1 Tabauma MAC-agpecoB

5.2.2 CnocoOsI MepechbUIKH Ha KOMMYyTaTope



5.2.3 Hacrpoiika nopToB KOMMYTaTopa

5.3 IIporokon pazpemenus aapecoB (ARP)

53.1 MACulIP

5.3.2 [IpoTokon pa3pemenus aapecos (ARP)

5.3.3 Ilpo6nemsr ARP

5.4 3axmodyeHue

JlaGopatopnast pabora Ne7 Amnamu3 kanpoB Ethernet m mpocmorp cereBoro Tpaduka c
nomoInbio nporpammel Wireshark

 Uzyuenue noneit kaapa Ethernet |1

* 3axBar W aHanu3 AaHHbIX npotokosa ICMP B nokanbHON ceTu ¢ MOMOLIBIO IPOTrPAMMBI
Wireshark

* 3axBaT ¥ aHaIN3 AaHHBIX TpoTokona ICMP 11 yaaneHHbIX y3710B € TOMOIIBIO IPOTrPAMMBI
Wireshark

JlaGopaTtopnas padora Ne8 Ananmmu3 paboTsl npotokosa ARP

» Co3/1aHue ¥ HacTpoKa ceTu

* Ucnonb3oBanue komauasl arp B OC Windows

* lcnonb3oBanue komauasl show arp B 10S

* Ananu3 oOmeHa coobmenusiMu ARP ¢ momomnisto nporpammsl Wireshark

Tema 6 CeteBoii ypoBeHb

6.0 Beenenue

6.1 IIpoTOKOIBI CETEBOrO YPOBHS

6.1.1 CereBoil ypoBeHb B ITpoLiecce MEpeadn JaHHbBIX

6.1.2 Xapaxrepuctuku nportokosa [P

6.1.3 Ilaker IPv4

6.1.4 TTaker IPv6

6.2 MapmpyTtuszanus

6.2.1 MeToap! MapIIpyTH3AINH y3JI0B

6.2.2 Tabnuiipl MapIIpyTHU3AMKY MapLIPyTU3aTOpa

6.3 MapupyTu3aropsl

6.3.1 YcTpoiicTBO MapuIpyTusaropa

6.3.2 3arpy3ka MapuipyTuzaTopa

6.4 Hactpoiika mapupyTtuszaropa Cisco

6.4.1 Hactpolika HCXOIHBIX MTApaMETPOB

6.4.2 Hactpoiika untepgeiicon

6.4.3 Hacrtpoiika 1niro3a 1Mo yMOJTIaHHEO

6.5 3akimoueHue

JlaboparopHnas padota Ne9 [Toaxmrouenne mapupytusaropa k jgokanbHoit cetu (LAN)

* OToOpaxkeHre CBeIEHUI 0 MapuIpyTH3aTOpe

* Hactpoiika uarepdeiicoB MapuipytuzaTopa

* [IpoBepka KOHUTYpaLTIH

JlabopaTtopnas pabota Nel(Q YcrpaneHnue HEmosan0K, CBSI3aHHBIX ¢ OCHOBHBIM IILTI030M

* [IpoBepka ceTeBOl JOKyMEHTAIMU U YCTpaHeHHE Tpo0iIeM

* BHenpenue, npoBepka n JOKyMEHTUPOBAHKUE PEICHUIN

Tema 7 IP-aapecanus

7.0 Beenenne

7.1 Ceressie IPv4-anpeca

7.1.1 Tlpeobpa3oBanue JBOMYHBIX 3HAYECHUH B JECATUIHBIC

7.1.2 Crpykrypa IPv4-aagpeca

7.1.3 OnHoaapecHasi, MUPOKOBENIATEIbHAS 1 MHOTOaipecHas paccbuika [PV4

7.1.4 Tuns [Pv4-anpecos

7.2 Ceresbie IPv6-anpeca

7.2.1 IIpo6nemsr [Pv4

7.2.2 IPv6-anpecanus

7.2.3 Tunsl IPv6-anpecos



7.2.4 UnauBunyansHele IPv6-anpeca

7.2.5 I'pynmoseie [Pv6-aapeca

7.3 IIpoBepka coeTMHEHUS

7.3.1 ICMP

7.3.2 TectupoBaHHE U IPOBEPKA

7.4 O630p

7.4.1 3axitoueHue

Tema 8 PazgesieHne HAa moaceTn

8.0 Brenenue

8.0.1 Jo6po moxkanoBaTh!

8.1 Pa3nenenue IPv4-cetn Ha noaceru

8.1.1 CermenTanus cetu

8.1.2 Paznenenue IPv4-cetn Ha noacetu

8.1.3 Pa3nenenne Ha nmoacetu ¢ npeduxcom /16 u /8

8.1.4 Paznenenue Ha OACETH B LEJSIX COOTBETCTBUS TPEOOBAHUAM

8.1.5 IIpeumymiecTBa pa3aeneHus Ha MOACETH C UCIIOIb30BAHUEM. ..

8.2 CxeMslI azipecaliyiu

8.2.1 CTpyKTYypUpOBAHHBII TPOEKT

8.3 Ocobennoctu npoektupoBanus [Pvo-cetu

8.3.1 Pasnenenue IPv6-ceTu Ha moaceTu

8.4 3akmoueHue

JlabopaTtopnas padora Nel1 Usyuenue IPv4 anpecanuun

* Onpenenenue IP-agpeca cetu mo uzsecruomy IPv4-anpecy u macke

* Pacuet mapameTrpoB nojcereli mo |Pv4-aapecy

Tema 9 TpancnopTHBI ypOBeHb

9.0 Benenue

9.1 IIpoTOKOJIBI TPAHCIIOPTHOTO YPOBHS

9.1.1 Ilepenaya qaHHBIX

9.1.2 0O630p nipotokonos TCP u UDP

9.2 TCP u UDP

9.2.1 O6men nanabMHE 110 TTpoTOKOITy TCP

9.2.2 Hane’)xHOCTh M YIIpaBJI€HUE TOTOKOM MEPeIaun TaHHBIX

9.2.3 O6men nanabMH 10 TipoToKory UDP

9.2.4 TCP umu UDP

9.3 3akmoueHue

Jlaboparopnas pabora Nel2 HaGmiomeHue 3a mporieccoM TPEXCTOPOHHETO PYKOIOXKATHs
npotokosia TCP ¢ momomsio nporpammel Wireshark

* [ToarotoBka nporpammsl Wireshark k 3axBaty kaznpos

* BriGepure HeoOX0oquMBIN UHTEp(dENic CETEeBOro aganTepa A 3axBaTa KaJpoB.

* 3axBart, IOKMCK W aHAJIN3 KaJIpOB

* 3axBaT JTaHHBIX BeO-ceaHca ¢ y3nmom https://mospolytech.ru/.

* [Touck cOOTBETCTBYIOIIUX KAAPOB JJIsl BeO-ceaHca.

* AHanu3 JaHHBIX, COJIEPIKAIIUXCS B Kaapax, Bkiwouas [P-anpeca, Homepa moptoB u ¢iaru
ynpasienust TCP.

JlaboparopHas pabota Nel3 Obmen nanabiMU ¢ ucnonb3oBanuem TCP u UDP

* ['eneparus ceTeBoro Tpaduka B peKUME MOJICTUPOBAHMS

* Uzyuenue nmporecca GyHKIMOHUPOBAHUS MTPOTOKOJIOB TpaHcnopTHoOro ypoBHst TCP u UDP

Tema 10 YpoBeHb NpHJIO:KeHU I

10.0 Beenenue

10.1 [TpoTOKOIBI YPOBHS MPHIIOKEHHI

10.1.1 YpoBeHb NpuI0KEHHUM, ypOBEHD IPEACTABICHUN, CEAHCOBBIM YPOBEHb

10.1.2 CriocoObl B3aWMOJIEHCTBUS TPOTOKOJIOB YPOBHS TMPHUIOKEHUNU C TMPHUIOKCHUSIMHU
KOHEYHBIX I0JIb30BaTEIEH

10.2 O6mien3BecTHBIE MPOTOKOJIBI M CEPBUCKHI YPOBHS MPHIIOKCHUI



https://mospolytech.ru/

10.2.1 IIpoTokounsl BeO-Tpaduka U AIEKTPOHHOM IOUTHI

10.2.2 Cepsucsl [P-agpecanuu

10.2.3 CepBHCHI COBMECTHOTO JOCTYTIA K (aitnam

10.3 3axmroueHue

JlaGopatopHas padota Nel4 M3yuenne GpyHKunoHupoBaHus ciayx0b1 DNS

* Uzyuenne ¢pynknuu cayx061 DNS mo npeodpazoBanuto URL B [P-aapec

* Uzyuenue pabotsl ciyx061 DNS Ha KOMIIBIOTEpE, HCIIONB3Ys KOMaHay nslookup

JlaGopatopHas pabota Nel5 Jloctyn k uHTEpdeiicy KoMaHAHOM CTPOKH 1o npotokoiay SSH

* HacTpolika OCHOBHBIX [TapaMeTPOB YCTPOMCTB

* Hacrpoiika poctyna k wuHTepdeiicy KOMaHIHOH CTpoku Mo mnporokony SSH Ha
MapuIpyTH3aTope

* Hacrpoiika noctyna k uHTepdeiicy KoManHOM CTpOKH 1o npoTokoiay SSH Ha kommyTaTOpe

* YcraHOoBKa coeuHeHus ¢ nHTepdeiica komangHoi ctpoku (CLI) mo mporokony SSH

Metonuka npernoaaBaHus AUCUMILIMHBL «CeTHM M CUCTEMBbl Mepefadyd HHPopManum» u
peanu3alys KOMIIETEHTHOCTHOTO TOAXOJAa B  M3JIOKEHMM U BOCIPHUATHM  MaTepuana
IpelycCMaTpUBaeT MCIOJIb30BAaHUE CIEIYIOIIMX AaKTUBHBIX M MHTEPAKTHUBHBIX (JOPM IMPOBEICHUS
IPYNIOBBIX, UHIMBUAYAIbHBIX, ayJUTOPHBIX 3aHATUH B COYETAHUU C BHEAYAMTOPHOU pabOTOH c
LENIbI0 (POPMUPOBAHUS U Pa3BUTHSI MPO(PECCUOHAIBHBIX HABBIKOB Y 00yYarOIUXCSl:

* BBINOJIHEHUE J1Ta0OPaTOPHBIX PadOT B JIaOOPATOPUSIX BY3a;

* MHAWBHyaJbHBIC U TPYIIOBHIE KOHCYJIBTAIMHU CTYIEHTOB IIPEIo/IaBaTelieM;

* mnoceuieHne NpoduiIbHBIX KOH(epeHIMH M paboTa Ha MacTep-Kiaccax 3KCIEpPTOB U
CHEIMAJIUCTOB B  BEO-TEXHOJIOTUAX, BeO-pazpaboTke, VHTepHET-MapKeTHHIe U  JIpYrHx
poeCCHOHAIBHBIX 00IaCTSIX.

CaMocTosATenbHass BHeayJUTOpHass padoTa CTYIAEHTOB COCTOMT M3 TOJAIOTOBKH K
BBINOJIHEHUIO U 3alIUTe J1a00paTOPHBIX paboT, a TAaKXkKe MOATOTOBKH K POMEXYTOYHOH aTTeCTalluu
BO BpeMs SK3aMEHallMOHHOW ceccuu U cocTasiisgeT 50%.

4. Y4yeOHO-MeTOAMYecKOe U HH(PoPMAIIMOHHOE 00ecTiedeHue

4.1. HopmatuBHble 1okyMeHTbI 1 'OCThI

1. ®enepanpublii 3akoH oT 29.12.2012 Ne 273-®3 «0O6 ob6pazoBanuu B Poccuiickoii
denepannmy.

2. Tlpukaz Munobpnayku Poccum ot 19.09.2017 N 922 (pen. or 08.02.2021) «OG06
yTBEpKACHUH  (elepalbHOro TOCYJIapCTBEHHOIO 00pa30BaTEIbHOTO CTaHAAapTa  BBICILIETO
oOpa3oBanus — OakanaBpuat nmo HampasieHuto noArotoBku 09.03.03 Ilpuknannas uHpopMaTHKa»
(3apeructpuposano B Muntocte Poccuu 12 okta6pst 2017 r. N 48531).

3. Axkagemuueckuil yuyeOHwlii mian Hampasnenue mnoaroroku: 09.03.03 IlpukmagHas
uHpopmatuka [Tpoduns: MnpopmarionHble TEXHONIOTHH yripaBieHus OuzHnecom @opma o0yueHus:
OYHasl.

4. TlonoxeHue O NPOBEACHUM TEKYLIETO KOHTPOJIA YCHEBAEMOCTH U MPOMEKYTOUHOU
aTTecTaluu olydvaromuxcs (eaepaJbHOro TOCYJapCTBEHHOTO aBTOHOMHOI'O 00pa3oBaTeIbHOIO
YUpEKIEHUS BBICIIETO 00pa3oBaHus «MOCKOBCKHI MOTUTEXHUUECKUI YHUBEpCUTET» (Y TBEPIKICHO
npuka3zoM Mockosckoro ITonurexa ot 01.12.2022 Ne 13750/1).

4.2.0cHOBHAas JIUTEpPAaTYypa

1. CeTn u TeJIeKOMMYHUKAIMK: y9eOHUK U TTpakTukyMm i By30B / K. E. Camyiinos [u np.];
nox penaknueit K. E. Camyiinosa, U. A. llanumosa, J1. C. KynsboBa. — 2-e u3n., nepepad. u 101
— Mocksa: U3natenscTBo FOpaiit, 2023. — 464 c¢. — (Bricimee oopazoBanue). — ISBN 978-5-534-
17315-4. — Texkct: anexktpoHHb // OOpasoBatenbHas 1uargpopma HOpaiir [caiit]. — URL:
https://urait.ru/bcode/532855 (mnara obparienus: 18.09.2023)

2. lu6pos, M. B. Cetu u tenekommyHukanuu. Mapuipytuzanus B IP-cersix: yueOHUK u
npakTUKyM 17 By3oB / M. B. lubpoB. — 2-e¢ m3n., mepepad. u non. — Mocksa: M3maTenscTBO
FOpaiit, 2023. — 423 c. — (Bsicmee obpazoBanue). — ISBN 978-5-534-16546-3. — Tekcr:
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AJIEKTPOHHBIN // O6pa3oBarenbHas iatdopma FOpaiit [caiiT]. — URL:
https://urait.ru/bcode/531273 (mara obparenus: 18.09.2023)

4.3.25eKTpoHHbIe 00pa3oBaTe/bHbIe PeCypChl
1. https://online.mospolytech.ru/course/view.php?id10552

4.4. Tono/iHUTEIbHAS JIUTEpPaTypa

1. Tpodumos, B. B. 'mobansHbIe 1 TOKabHBIE ceTH: Y4eOHUK 171 By30B / B. B. Tpodumos,
M. U. bapabanosa, B. U. Kuse. — 4-e u3zn., nepepad. u non. — Mocksa: M3natensctBo FOpaiiT,
2023. — 162 c¢. — (Bricuree oopaszoBanue). — ISBN 978-5-534-17504-2. — TeKcT: 3JIEKTPOHHBIN
// Obpa3oBarenbHas matdopma HOpaiit [caiit]. — URL: https://urait.ru/bcode/533206 (nara
oOpatuenusi: 18.09.2023)

2. 3amsaruna, O. M. BbluMcaUTENbHBIE CHCTEMBI, CETH U TEJICKOMMYHHKAIUU.
MopenupoBanue cereii: yaeoHoe mocoodue aist By3oB / O. M. 3amstuna. — Mocksa: M3naTenscTBo
Opaiit, 2023. — 167 c¢. — (Bsicmiee obpazoBanue). — ISBN 978-5-534-16305-6. — Tekcr:
AJICKTPOHHBIN /! O6pa3zoBaTenpHas maTdopma Opaiit [caiit]. — URL:
https://urait.ru/bcode/530772 (nara obparmienus: 18.09.2023)

5. MarepuajbHO-TEXHHYECKOe o0ecrieyeHue

5.1. TpeGoBanusi kK 000PYA0BAHUIO M TIOMEIIEHHUIO /Il 3AHATHIA

3ansarud no aucuuruinie «CeTu U CUCTeMbl niepeayr HHPOopMaIm» JOHKHBI IPOBOIUTHCS
B CIHEIHMAJIM3UPOBAHHBIX ayIUTOpHUAX B Kopryce MockoBckoro Ilonurexa Ha yi. IlpsHumankoBa
n.2a, aya. 11P2402 wu I1P2403, ocHalIEHHBIX COBPEMEHHOH OPITEXHUKOW M NEPCOHATbLHBIMU
KOMITBIOTEPAaMH C MPOTPaMMHBIM OOECIIEYeHHEM B COOTBETCTBUM C TEMAaTHUKOM H3y4yaeMoro
matepuana. Yucio pabouux MecT B ayJUTOPHH JOKHO OBITH JOCTATOYHBIM Ji OOecreyeHus
WHAUBUIYyAIBHON paboThl cTyneHTOoB. Pabodee mMecTo mpemomaBaTels MOJKHO OBITh OCHAIICHBI
COBPEMEHHBIM KOMIBIOTEPOM C MOJKIIOYEHHBIM K HEMY MPOEKTOPOM Ha HACTEHHBIA 3KpaH, WU
MHBIM aHAJOTMYHBIM 110 (YHKIMOHATHHOMY Ha3HAuUEHHUIO 000PYI10BaHHEM.

5.2. TpeGoBaHusl K NPOrPaAaMMHOMY OOecne4yeHu1o

Jlis  BBIMOJHEHUS J1a0OpaTOpHBIX pabOT M CaMOCTOSTEIbHOH pPabOThl HEOOXOIMMO
CJIeyIoIIee MporpaMMHOE oOecTieueHue:

+OC

» Be6-Opaysep

* Putty

* TerraTerm

* Cisco Packet Tracer

6. MeTtoauyecKue peKoMeHAalUU

6.1.MeToanueckue peKOMeHAAlUM IS IPenoJaBaTe/isi 10 OPraHnu3anuu

00y4eHus

1. HpI/I IMMOATOTOBKE K 3aHATHUAM CJIICAYCT MPCABAPUTCIBHO npopa60TaTL MaTCpHrall 3aHATUA,
MPEAYCMOTPEB €ro MoJIayy TOYHO B OTBEAEHHOE JUIsl 3TOTO BpeMsi 3aHsTHs. ClenyeT MOAr0TOBUTh
H606XOI[I/IMBIG MaTepurajibl — TCOPCTUUCCKUC CBCIACHHA, 3ada4d U Jp. HpI/I IMPOBCACHUHU 3aHATHA
cleayeT KOHTPOJIMPOBATh MOJAauy Marepuaja U pelleHue 3aJaHui ¢ y4€TOM yuyeOHOTO BPEMEHH,
OTBCI[éHHOFO JJIA 3aHATHA.

2. Ilpu npoBepke pabOT W OTYETOB CIIEYET YUYUTHIBATH HE TOJBKO MPABWIBHOCTH
BBITNIOJTHCHUA 33):[8.HI/II>’I, HO MW OINTHUMAJIBHOCTb BBI6paHHLIX METOHOB PpCHICHUSA, IMPABUIBHOCTDH
BBIIIOJTHEHUA BCEX €I'0 IIIaros.

3. ZL]'IH caadyu pa60T, KOTOPBIC CTYACHT HC BBIIMNOJIHUII B TCUCHHUEC CCMECTpPA, MPCTIOAABATECIIb
OpTraHu3yCT JOMOJHUTCIIBHBIC 3aHATHA B KOHLIC CEMCECTpA.
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6.2.MeToanuyeckue yKa3aHus sl 00y4aIOMIUXCsl M0 0CBOEHUIO JUCIMILTHHbBI

W3y4yeHne TUCIUIUINHBL OCYIIECTBIISIETCS B CTPOIOM COOTBETCTBUU C LIEJIEBOM YCTAaHOBKOMW B
TECHOM B3aUMOCBSI3U YUeOHBIM MI1aHOM. OCHOBOM TE€OPETHUUECKOM MOATOTOBKU CTYICHTOB SIBISIOTCS
JICKIIMOHHBIE 3aHATHUS, TAOOpaTOPHBIE PaOOTHI.

B mnponecce camocTosiTenbHOM pabOThl CTYIAEHTHI 3aKPEIUISIOT U YIIIyOJNsIOT 3HaAHMS,
MOJTyYEHHBIC BO BPEMsI ayJTUTOPHBIX 3aHSTHN, TOpa0ATHIBAIOT KOHCIIEKTHI U 3alVCH, TOTOBATCS K
MPOBEJCHUIO M 00pabaThiBalOT PE3yJIbTaThl JIA0OPATOPHBIX PabOT, TOTOBATCA K MPOMEKYTOUHON
aTTECTAIlNH, a TAK)KE CAMOCTOATENIBHO U3Y4al0T OTACIbHBIE TEMbI yU€OHOM MPOrpaMMBbl.

Ha 3aHsTHSX CTYIEHTOB, B TOM YHCJIE MPEINOJIAralollUX MPAKTUYECKYIO JESATEIbHOCTD,
OCYILIECTBIISICTCS 3aKPETJICHUE MOJTYYCHHBIX, B TOM YHCJIE U B MPOLIECCE CAMOCTOSITEIBHOM paboTHI,
3HaHui. Oco0oe BHUMaHHE OOpalaeTcsi Ha pa3BUTHE YMEHUN U HABBIKOB YCTAHOBJIGHUS CBSI3U

MOJIOKEHUN TEOPUH C MPOPECCHOHATBHON IEATEIIbHOCTHIO OYAYIIEro CIeUaINCTA.
CamocTtosaTenbHas paboTa OCYLIECTBISIETCS MHAMBUAYaIbHO. KOHTPOIb caMOCTOATENbHON
paboThI opranusyercs B IBYX Gopmax:
* 3aM1UTa JIA0OPAaTOPHBIX padoT;
* KOHTPOJIb CO CTOPOHBI MpernoaBareneit (TeKyIHi U MPOMEKYTOUHBIN ).

Texkymunii KOHTPOJIb OCYIIECTBISAETCS Ha Ay JUTOPHBIX 3aHATHUSIX, IPOMEKYTOUHBIN KOHTPOIIb
OCYILIECTBIISIETCS HAa DK3aMEHE B MUCbMEHHOM (YCTHOH) hopme.
Kputepusmu orieHKH pe3yabTaTOB CaMOCTOSTEILHOM pabOThI CTyI€HTA SBJISIOTCS:
* YPOBEHb OCBOEHHSI CTYJICHTOM Y4eOHOTr0 MaTrepuaa;
* YMEHHS CTY/IE€HTA HCIOIb30BaTh TEOPETUUECKHE 3HAHUS MPH BBIMOJHEHUH MPAKTHUYECKUX

3a1ay;
® C(i)OpMHpOBaHHOCTB KOMHCTGHHHﬁ;
* ohopMIICHHE MaTepHralia B COOTBETCTBUH C TPCOOBAHUSMHU.
7. MoH] OLIEHOYHBIX CPEACTB
7.1.0nucanue nokasareJeil U KpUTepHeB OLlEHUBAHUS
HaumenoBanue IIpencraBienue
Ne OC | oueHouHoro Kpartkasi xapakTepuCTHKA OLIeHOYHOI'0 CpeACcTBA OLICHOYHOI'0 CPEICTBA B
cpeAcTBa DOC
CpencTBO KOHTpOJNS, OPraHW30BAaHHOE KaK OYHAs
Bonpocst 1o
. Oecella meIarornaeckoro paboTHHUKA ¢ 00yJarOIIIMCS
KonTpompsHbIi pyOex N N TeMam/pazenam
o Ha TEMBI, CBS3aHHBIC C M3Y4aeMOW AWUCIUILIMHOMN, 1
1 (ycTHbIi ompoc/ . | mucnuIuinHBL.  Bompockt
paccuyuTaHHOEe Ha BBIICHEHHE oO0beMa 3HaHHU
cobecenoBaHme) 1o mabopaTOPHBIM
00ydaromerocss Mo OMpPEICeICHHOMY pa3felly, TeMe, aGoTaM
npo0seme, B T.4. 0 1ab0paTOpHBIM paboTam. p
CpencTBo KOHTpPOJISi, OpraHU30BaHHOE Kak OYHBIHA | Bompocsr o
MUCBMEHHBIH  OTBET OOydalollerocs Ha TEMbI, | TeMam/paszenam
2 KoHTposbHbIil pyOeK | CBSI3aHHBIE €  HM3y4aeMOW  AWCHMUIUIMHOW, W | JUCHUIUIMHBL Bompochl
(IMCHEMEHHBIN OMPOC) | pACCUMTAHHBIM Ha BBUICHGHHE O0bEeMa 3HaHHWH | MO 1ab0paTOpPHBIM
oOyyaromierocst o ONpesIeIeHHOMY pasJielly, Teme, | paboram
mpobJieMe, B T.4. 0 J1a00PaTOPHBIM paboTaMm.
4 Tect(T) Cucrema CTaHJapTU3HPOBAHHBIX 3a1aHui, | MOHJ TECTOBBIX 3aJaHUI
MTO3BOJISAIOMIAS aBTOMAaTU3UPOBATH MpOIenypy
M3MEPCHUs YPOBHS 3HAHWHA M YMEHHHA 00YJarOmIerocs.
5 DK3aMCHAITMOHHBIE CpencTBO TPOBEpKH 3HAHWHA, YMCHHUH, HABBIKOB. | DK3aMCHAIMOHHBIC
owretsl (OB) MoskeT  BKIIOYaTh  KOMIUIEKC  TEOPETHYECKHUX | OMJIETHI.
BOTIPOCOB, 3a]1a4, MPAKTHUECKUX 3aTaHUH. [lkama omneHuBaHUS U
poIiefypa MPIUMEHEHHSL.

7.2.0nmMcanue nokasarejeil 1 KpuTepreB OLEHUBAHUS KOMIIeTeHIIUI,
(hopMHpyeMBbIX 10 HTOTaM OCBOEHMS TMCUMILUINHBI, ONMCAHUE IIKAJ

OLlCHUBaHUMA

[Tokazarenem orieHHUBaHMS KOMIIETEHIMI Ha pa3UYHbBIX ATanax UX GOPMUPOBAHUS SIBIISIETCS
JOCTIKEHUE 00y4JaloNIMMHUCS TUNIAHUPYEMBIX Pe3yJIbTaTOB 00yUYEHHS MO JUCLIUTUINHE.
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Iloxa3arenan

Kputepuu onennBanns

2 3

4

5

OIIK-5. CrocoGeH HHCTAIMPOBAaTh IPOrpaMMHOE U ammaparHoe ofecrnedeHue Juiss HHGOPMAIMOHHBIX H

ABTOMATU3UPOBAHHBIX CUCTEM

OIIK-5.1. 3HaeT OCHOBBI
CUCTEMHOT'O

aIMUHHACTPUPOBAHU,
aIMUHHACTPUPOBAHUSA
CVYB[, COBpPEMEHHBIE
METOJIBI
WH(OPMAIOHHOTO
B3aHMOJICHCTBUS
HHOOPMAIIMOHHBIX u
ABTOMaTU3MPOBAHHBIX
CHCTEM; CII0COOBI
HUHCTAUISILUH
HPOrPaMMHOTO
obecrieyeHusi, CIOCOOEI
OLICHKH
MacITabupoBaHU
cucreMm, CIIOCOOBI
HUHCTAUTSIIUH
anmnapaTHoro
obecnieyeHHs,  METOJbI
OLICHKH
MPOU3BOANUTEIEHOCTH
WH(POPMAITHOHHBIX u
aBTOMaTU3MPOBAHHBIX
CHUCTEM.

OIIK-5.2. Ymeer
HWHCTAJLIIMPOBATh
MIPOrpaMMHOE
obecrieueHrue, B  TOM
qucie B cocTaBe
THIIEPCHCTEM,
HUHCTAIIUPOBATh
anmnapatHoe
obecneyenue,
MacImTabupoBaTh
WH(POPMAIIMOHHBIC u
ABTOMATU3UPOBAHHBIC
CHCTEMBI, OIICHHBATh
HEOOXOAUMOCTb
MaciTabupoBaHUs
cucTeMm, OLICHHUBATh
3aTpatsl Ha
WHCTAUISILUIO
anmnapaTHoro u
POrPaMMHOTO
obecnieueHws.
OIIK-5.3. Bmaneer:
METOaAaMU YCTaHOBKH
CHUCTEMHOTO "
HPUKJIATHOTO
MIPOrpaMMHOTO
obecreueHus,
OLIEHHBaEM
MIPOU3BOANTEIHHOCTH
HHOOPMAIIMOHHBIX u
ABTOMATU3MPOBAHHBIX
CHCTEM,

OO6yuatomtuiics Ob6yqatomtmiics
JEMOHCTPHPYET JEMOHCTPHPYET
THIOJTHOE HETIOJIHOE
OTCYTCTBHEC 581050 COOTBETCTBHUEC
HEJ0CTaTOYHOE CJICYIOIIIX
COOTBETCTBHE 3HAHUH, YKa3aHHBIX
MaTepuary B WHIUKATOpax
JICTIATUTAHBI KOMIICTEHITUI
3HaHUH, JVCTIATUTAHBL
YKa3aHHBIX B | Jomyckarorcs
HWHAWKATOpax 3HAYUTEIbHEIC
KOMIIETEHIINI OIIIOKH,
JTUCTIHATUTAHBL. MIPOSIBIISIETCS
HEI0OCTaTOYHOCTh
3HaHUM, TI0 psny
ToKazaTeseH,
oOyyaromuics
HCTIBITHIBACT
3HAYUTEBHEIC
3aTpyOHEHUS  TIpU
OTIePUPOBAHUH

3HAaHUSMH TIPH WX
IepeHoce Ha HOBBHIE
CUTYAaIHH.

Ob6yqatomtmiics
JIEMOHCTPUPYET
HYaCTUYHOC
COOTBETCTBUE
CIIE Ty FOLITNX

3HaHHﬁ, YKa3aHHbIX
B HUHAWKATOpax

KOMIIETEHIIN
ACIUITIAHBL.
JIOITy CKAFOTCS
HE3HAYUTEILHBI
OIIINOKH,
HETOYHOCTH,
3aTpyAHEHUS
AHAJIMTHYECKUX
oTmepanusx.

Ho

(S

pu

OO6yuatomtuiics
JIEMOHCTPUPYET
THIOJIHOE
COOTBETCTBUE

CIEeIyIONINX 3HAHUM,

YKa3aHHBIX
HWHIUKATOpaX
KOMIIETEHIINI
IACIHUTUIAHBL.
CBoboaHO
orepupyer
MIPHOOPETEHHBIMHU
3HAHUSIMH.

B
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MacimTabupoBaHue
CHCTEM 3a
AHCTAJUISALUN
arnmapaTHoro
TPOrPaMMHOTO
obecrieyeHusl.

M
CUCT

n

OIIK-7. CnocobeH y4acTBOBaTh B HACTPOWKE M HaJIaJIKe MPOTPaAMMHO-aIIapaTHBIX KOMIUIEKCOB

OIIK-7.1. 3Haer
OCHOBHEIE SI3BIKHA
IPOrpaMMHUPOBAHUS,
OHepaHI/IOHHLIe CUCTCMBI
u 000JI0YKH,
COBpeMeHHI)Ie cpem)l
pa3paboTku
MIPOTPaMMHOTO
obecrieueHusl.

OIIK-7.2. YMmeer

COCTABJIATEL  AJITOPUTMBI,
nyucartb M OTJIAaXXUBaTb

KOJBI Ha

S3BIKE

IIPOTrPaMMHUPOBAHUS,

TEeCTHPOBATh

paboTocnocoOHOCTh

IIPOrpaMMBl,
HUHTErpUpOBaTh

IporpaMMHbIC MOAYJIN.

OIIK-7.3.
SI3BIKOM

Bmaneer

IIPOTPaMMHPOBAHNS,

METoOAaAMHM  OTJIan
TECTUPOBAHUSA

Kl H

paboTocniocobHOCTH

IIPOTPaMMEI

OO6y4atomtuiics
JIEMOHCTPHPYET
TIOJIHOE
OTCYTCTBUE  WJIH
HEIOCTaTOYHOE
COOTBETCTBHE
Marepuanty
JACLIMILIAHEI
3HAHUH,
YKa3aHHBIX B
WHAUKATOpaX
KOMIIETEHIIHI
THUCIUTUINHEI.

Ob6yqatomtmiics
JEMOHCTPHUPYET
HEMOJIHOE
COOTBETCTBHE
CIIETYIOLINX
3HAHUH, YKa3aHHbBIX
B HMHAMKAaTOpax
KOMIETEHIUH
JUCLUIUIHHBL
Homnyckatores
3HAYUTENbHBIE
OIIIMOKH,
MIPOSIBIISIETCS
HEAOCTATOYHOCTh
3HaHUM, TI0 psny
ToKazaTeseH,
oOyuJaromuics
HCIIBITBIBAET
3HAYUTENbHbIE
3aTpyJHEHUSA
OIEpUPOBAHUH
3HaHUSMHM TpH KX
MIEPEHOCE Ha HOBBLIE
CUTYyalHN.

pu

Ob6yqatomtuiics
JEMOHCTPUPYET
YacTUIHOE
COOTBETCTBHUE

I (1300111704
3HaHMUM, YKa3aHHBIX
B HUHJIUKATOpax
KOMITETCHITHI
JIACIUTLIAHEI.
JIOITYCKAIOTCSI
HE3HAYUTCILHEIC
OIIIMOKH,
HETOYHOCTH,
3aTpyIHEHUS
QHAJTUTHYCCKUX
oTmepausx.

Ho

pu

OO6yuatomtuiics
JEMOHCTPHPYET
TOJIHOE
COOTBETCTBHE
CIEAYIOIINX 3HAaHUM,
YKa3aHHBIX B
HWHIUKATOpaX
KOMITETEHITUI
JUCLUILIAHEL
CBoboaHO
orepupyer
IPHOOPETEHHBIMU
3HaHUSIMH.

OIIK-8. CriocobeH pa3pabaTbIBaTh aJIrOPUTMBI U TIPOTPaMMBI, TPUTOIHBIE [UIS IPAKTHYECKOTO IPUMEHEHHS

OIIK-8.1. 3Haer
OCHOBHBIE ~ TE€XHOJIOTHH
CO3JIaHMsl U BHEAPEHUS
MH(POPMAIMOHHBIX
CHCTEM, CTaHAaPTHI
YIpaBJICHUS )KU3HEHHBIM
LIUKJIOM
MHPOPMAIIMOHHON
CHCTEMBI.

OO6yJatontuiics
JEMOHCTPHPYET
MOJTHOE
OTCYTCTBHEC HIIn
HEJI0CTaTOYHOC
COOTBETCTBUE
MaTepHuary
JIUCITUTUTAHBI
3HAHUH,
yKa3aHHBIX B
WHAWKATOpaxX
KOMIETEHINAI
JAUCHHUIIJINHBI.

OO6yqatomtmiics
JEMOHCTPHPYET
HETIOJIHOE
COOTBETCTBHUE

I (13 0)11170:4
3HAHUH, YKa3aHHBIX
B WHIUKATOpaxX
KOMIIETEHITUN
JUCIUTUTAHBI.
Homnyckatores
3HAYNTEbHBIC
OIIIOKH,
TIPOABJIACTCA
HEJ0CTATOYHOCTh
3HaHUM, TI0 psny
roKasareseH,
oOyuaromuics
HCIBITBIBACT
3HAYUTEbHBIE
3aTpyIHCHUS
OIepPUPOBAHUH
3HAHUSAMH TIPH WX
IepeHoce Ha HOBBIS
CUTYaIINH.

npu

OO6yqatomtmiics
JIEMOHCTPUPYET
YacTUYHOE
COOTBETCTBHE

(o (1301111704
3HaHMM, YKa3aHHBIX
B WHAUKATOpaX
KOMITETCHITUIA
IACIUIIINHEL.
JIOITy CKarOTCSA
HE3HAYMUTEILHEIE
OIIIMOKH,
HETOYHOCTH,
3aTpyAHECHUS
aHAJTUTHYECKUX
orepanusx.

Ho

pu

OO6yJatomtuiics
JIEMOHCTPUPYET
MOJTHOE
COOTBETCTBUE
CIEeIyIONINX 3HAHUMH,
YKa3aHHBIX B
WHAUKATOpaX
KOMITETEHI U
JICTIATUTHHBL
CB00OIHO
oTiepupyeT
MIPHOOPETEHHBIMU
3HAHUSMMU.
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7.3.1lIkana oneHUBaHUs Pe3yIbTATOB MPOMEKYTOYHOM ATTECTAIIUM U eé

OIuCaHHue.

@DopMa NPOMEKYTOYHON aTTECTALMH: IK3aMEH.

[TpomexyTouHas aTTectaius o0y4aronmxcs B (hopMe 3K3aMeHa MPOBOIUTCS O pe3yIbTaTaM
BBITIOJIHEHUSI BCEX BHUIOB y4eOHOW pabOThI, MPEAYCMOTPEHHBIX YYEOHBIM IUTAHOM MO JaHHOU
JTUCIUIIIMHE (MOYII0), IPU 3TOM YUUTBIBAIOTCS PE3yIbTAaThl TEKYIIETO0 KOHTPOJIS YCIIEBAEMOCTH B
TedeHue cemectpa. OneHKa CTENEeHH JOCTHKEHHS OOYYaroUIMMHCS IUIAHUPYEMBIX pe3yJIbTaToB
o0ydeHus MO MAWCHUIUIMHE (MOIYJII0) MPOBOAUTCS TMpernojaBaTelieM, BEAyIIUM 3aHATUSA 110
JUCHUILIMHE (MOIYJII0) METOJIOM 3KCIEpTHOM oleHKU. [1o uToram npomexyToyHOM aTTecTaluu 1o
JTUCIUIIIMHE (MOIYJIO) BBICTABISIETCSA OIIEHKA OTIUYHOY, «XOPOILIOY», «yAOBICTBOPUTEILHO» WIH
«HEYJIOBJIETBOPUTEIHLHOY.

[IpuBeeHHbIE HIDKE MpaBUia BBICTABICHHUS OLICHOK U OMO3JaHHUN MOTYT OBITh MU3MEHEHBI,
€CIM IpenojaBaTeslb COYTeT ATO HEoO0XOoAMMbIM. BakHO, 4YTOOBI CTYJIEHTBI pETYJSPHO
MPOCMAaTPUBAIIH TIaH Kypca, BeutokeHHbI B CJ1O, Ha mpeaMeT ero 0OHOBICHUS WIH U3MEHEHHS.

B cooTBeTcTBHU C TUIAHOM JHCUUIUIMHBI CTYAEHTAaM BbIIAIOTCS 3a/1aHus Ha J1abopaTOpHBIE
pabotsl. JlaGopaTopHbie pabOTBl MOTYT COCTOSTh U3 MPAKTUYECKHUX 3aJaHUi, KOTOpble TPEOyIOT
BBINOJIHEHHUSI PAa0OThl B ayJUTOPUM YHUBEPCUTETAa W 3aJaHUM IS CaMOCTOATENBbHOM pPabOTHI.
[Tomumo TpeOGoBaHMI W omucaHus 3a7aHusl B paboTe yKa3aH KpalHWM Cpok caaud. s coaum
71a00paTOPHOI pabOTHI CTYIEHTY HEOOXOAUMO BBIITOJHUTH MPAKTHYECKYIO YaCTh B COOTBETCTBHUU C
3aJJaHUEM U 3aIIUTUTH padboTy. Bo Bpems 3amuThl 1abopaTopHOU paboThI IIpenogaBaTelb MIPOBEPSET
NPaKTUYECKYI0 YacTb paboThl M ONpallMBaeT CTYACHTa IO TEOPETHYECKUM paslesiaM TEeMbI
nabopatopHoil paboTel. Eciiu cTyJeHT OTKa3bIBaeTCsl OTBEYATh HA BOIMPOCHI, MU JIA€T MOJTHOCTHIO
HEBEPHBIC OTBETHI, WJIH OTBETHI HE 110 TEME, TO paboTa MOKET CUMTATHCS CAAHHOHN, HO TIPU 3TOM OHA
OlLICHUBaeTCA He Bhile 1 6aa.

Pabota nomkHa ObITh BHIIIOJTHEHA CTYIEHTOM CaMOCTOSTENIBHO: HA CHUMKAX SKpaHa CTy/eHTa
JIOJDKEH OBITh BUJEH pabouuii CTOJI, MEHIO MycK ¢ AaToi u BpemeHeM u ®UO crynenra. Ecim ot
npaBuiIa He COOIOAAIOTCS, TO paboTa HE CUUTAETCS CIAHHOM M HE OICHUBAETCSI.

Py6esxHbie KoHTpoU (YCTHBIN/MMCHMEHHBIHN OMPOC) CAAIOTCS B ayAUTOPUN UHIUBUAYAIHHO
110 BapUAHTY 3a/IaHUsl, BEIJIAHHOMY TIperoiaBaTesieM B Ha3HaueHHbIe JHU. [Ipu 0TCYyTCTBUM CTyIeHTa
B JICHb HAMMCaHUS KOHTPOJIbHOHN pabOThl eMy pa3pelaeTcs ciaTh paboTy Ha CIEAYIONIEM 3aHITHH,
IIPU 3TOM CTYACHTY HauucisieTcs mrpad B pazmepe 1 6aia, 3a KKy HEJESII0 IPOCPOUKH.

Kaxnpiii cTyneHT uMmeeT mpaBo Ha 3 Henmenw omno3faHus (0e3 HauyucieHus TpadHBIX
0aJI0B), KOTOPBIE MOTYT OBITh MOTpPAauY€HbI Ha JIIOOBIC 3aJaHusl B TeueHue cemecTtpa. Ono3naHus
npeHa3HaYeHbI JIJIS peIIeHUsI 0COOBIX CUTYaIUi, TaKUX Kak 0OJIE3Hb HIIM Ype3BbIUaiiHbIe CEMEITHbIE
00CTOSITENBCTBA.

CTyneHThl JOMKHBI 3apaHee coo01aTh 0 TOM, YTO Y HUX MOTYT BO3HUKHYThH TPYJIHOCTH CO
CBOEBPEMEHHOM cllaued 3ajaHusl WM MpoekTa. [Ipu Hamuyuu peanbHBIX NPUYUH 3aJePKKU
CTYJIEHTaM CJIelyeT KaKk MOXXHO CKOpEe CBSI3aThCS C MpErojaaBaTeleM U OOCYIUTh BO3MO>KHBIE
yCIIOBUSI.

K npomexyToyHOW aTTecTaluy IOMYyCKAaIOTCS TOIbKO CTYACHTHI, BHIIIOJHUBIINE BCE BUIBI
yueOHO#l paboThl, MpeayCMOTpPeHHbIE paboueil MporpaMMoOi MO JWCIHILIMHE — BBIOJIHEHUE U
3amuTta JlabGopatopHbIx pabOT COracHO TMONYYEHHOMY 3aJlaHUIo, cJada pyOeKHBIX
KOHTPOJICH(yCTHBIX/TTMCEMEHHBIX ~ ONPOCOB/COOECEOBaHM) 1O TeMaM yd4eOHOTO  Kypca,
BBIMIOJITHEHHE TECTOB IO BCEM paslielaM Kypca, BKIIOYas HTOTOBbI Tect B cucteme JIMC
MockoBckoro IlonuTtexa ¢ JOCTHKEHHEM MOPOrOBBIX 3HAYEHHUH OIIEHOK 10 BCEM BMJIaM yueOHOU
pabotel. Ilpu 3TOM uHcHonb3yeTcss OaUIbHO-PEUTHMHTOBas CHUCTEMa, BKIIIOYAIONIAs CIEIyIOIINe

KpUTEPUH OLCHKH.
Kpurepnii 3HavyeHUe KpUTepHs

Brimonnenue u 3amuTa | Ot 1 10 5 GayutoB 3a KaXkayro paboTy B 3aBUCMMOCTH OT YPOBHSI IIPAKTHYECKOTO
naboparopHbIX paboT B cpok. (L) | BbImonHEHUS pabOTHI M 3HAHUS TEOPETUUECKOTO MaTepraa.

MakcuMalibHOE 3HAUSHUE KPUTEpHs — He Ooiee 25 6aJlIoB.

Cnaua pybexupx koHTpoled mo | Ot 1 mo 5 6aymioB 3a kaxmoe cobecefoBaHIE B 3aBUCUMOCTH OT YPOBHS U 3HAHUS
TeMaM Kypca B CPOK | TEOPETHYECKOTO U MPAKTHUECKOTO MaTepHaa.

(YCTHBIN/TIMCHMEHHBbIH ompoc/ | MakcuMaIbHOE 3HAYEHUE KPUTEPHS — He Oostee 25 6alios.

cobecenonanue),(l)
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BrinmonHeHne TECTOB MO TeMaM
kypca B cucreme JIMC(T1)

ITo 1 Gasyuty 3a KaKAblil TecT, BBINOIHEHHBIN Oosiee yeM Ha 70% npaBHIBHBIX
OTBETOB. MakcuMaibHOE 3HAYE€HUE KpuTepuss — He Oonee 10 Oamios.
Jlonyckaercst 3 HONBITKH Ha KaXK/IbIH TECT B TEUCHHE CEMECTpa.

BrimosiHeHe UTOroBOro Tecra 1o
BCEM TCEMaM Kypca B CHUCTEMC
JIMC (T2)

ITo 1 Gamny 3a xaxzaple 10% npaBHIBHBIX OTBETOB B TecTe. MHHHMaJIbHOE
3HaueHue kpurepusi — 7 6amnoB (70% NpaBUIBHBIX OTBETOB), MAKCHMAJILHOE
3HaueHue kputepus — 10 6amios (100% npaBUIBHBIX OTBETOB).

[oceuienue 3ansatuii (V)

ITo 1 OGammy 3a mpucyTCTBHE CTyJeHTa Ha KaXJIOM 3aHSATHM (2 ak. 4aca)
MaxkcumanbHoe 3HaueHne Kpurepus — 30 6amioB.

Koapdumment cmaHHBIX paboT

(K)

Koaddumment pasen 1, ecau Bce paboThl (JTabopaTopHBIe paboTHI, pyOeKHBIC
KOHTPOJIH, TeCTHI) caaHbl U 0 eciu XOTs ObI 0JJHA pa0boTa He cAaHa.

Pacuer nrorosoro 6amna (F)

F=(L+I+T1+T2+V)*K

Brmonanenne 9K3aMCHAITUOHHOTI'O

HpI/I BLI60p6 CTYACHTOM BBIIIOJHCHHUSA 3K3aMCHAIIMOHHOTO 3aJaHUsA OaIubl

HaOpaHHbIE B TEUYCHHH CeMeCTpa OOHYISIOTCS. MaKCUMalIbHOE 3HAYCHUE
kputepust — 100 Gaos.

3aJaHusA

OueHKa 10 UTOTOBOI aTTeCTALMU
HeynoBneTBopuresnpHO

Y 10BIE€TBOPUTENHHO

Xopouio

OTanyHO

OueHka no 6aJJIbHO-PEHTHHIOBOM cHCTEMe
0...60

61...75

76 ...90

91...100

Onucanne

Cpennee 3HadeHHE I BCeX GOPMHUPYEMBIX Ha MOMEHT ITPOBEJICHNS aTTeCTallny YPOBHEH
KOMIETeHIA — 5. BrInoxHeHs! Bce BUABI yueOHOH paboTH, MPEeayCMOTPEHHBIE YIeOHBIM
w1aHoM. CTyI€HT IEeMOHCTPUPYET COOTBETCTBUE 3HAHNH, YMEHHUH, HABBIKOB ITPUBEICHHBIM
B TaOJIMIIaX MOKa3aTelel, oIepupyeT IPHOOPETCHHBIMHU 3HAaHUSAMHE, YMEHUSIMH, HABBIKAMH,
MIPUMEHSIET X B CHUTYallMsIX HOBBIIICHHOH CI0XHOCTH. [IpH 3TOM MOTYT OBITH JTOMYIICHBI
HE3HAYUTENIbHBIE OMIMOKH, HETOYHOCTH, 3aTPyIHEHUS NPU aHAJUTHYECKHX OIEpalMsX,
repeHoce 3HaHUil 1 YMEHUI Ha HOBbIE, HECTAHIAPTHBIE CUTYAIHH.

Cpennee 3HaYeHUE Uil BceX (OPMUPYEMBIX Ha MOMEHT IPOBEJICHNUS aTTECTAlluU YPOBHEH
KomIieTeHIui — 4. BrImoHeHs! Bce BUAbI Y4eOHOM paboThl, MPpeayCcMOTpEHHbBIE YIeOHBIM
ruiaHoM. CTYJICHT IEMOHCTPUPYET HEIOJIHOE, TPaBUIILHOE COOTBETCTBUE 3HAHUN, YMEHUMH,
HaBBIKOB TPHUBEJCHHBIM B TaONHIaX MoKaszaTesel, 1100 eclii IPU ATOM OBLIH JIOMYILICHBI
2-3 HecylIecTBeHHbIE OMINOKH.

Cpennee 3HayeHHUe Ui BCeX (OPMUPYEMBIX Ha MOMEHT ITPOBEJICHUS aTTeCTallui YPOBHEH
KoMIleTeHInI — 3. BrImomHeHs! Bce BUabl y4eOHOH paboThl, IpeaycMOTpEeHHbBIE YIeOHBIM
rutaHoM. CTyJIeHT IEMOHCTPUPYET COOTBETCTBHE 3HAHNH, B KOTOPOM OCBEIIIEHAa OCHOBHAs,
HanboJee BakKHast YacTh MaTepuaia, HO PH 3TOM JIOITyIIeHa OJHA 3HAYUTENbHAas OINOKa
WM HETOYHOCTb.

He mocturHyTo moporoBoe 3HaueHHE XOTSA OBl AJSI ODHOTO YpPOBHS (DOPMHUPYEMBIX Ha
MOMEHT TIPOBE/ICHHS aTTeCTallud KoMmIeTeHuui. He BbimoiHeH onuH wiu Oojee BHIOB
yuebHOil paboThl, MPEeIyCMOTPEHHBIX Y4YeOHBIM IUTaHOM. CTYIZEHT AEMOHCTPUPYET
HEMOJIHOE COOTBETCTBME 3HAHWI, yMEHHWH, HAaBBIKOB IIPHUBEJCHHBIM B TaOIHMIaX
TOKa3aTesyiel, JOIMYCKAroTCsl 3HAYNTEIbHbIE OINMOKH, MPOSBISETCS OTCYTCTBHE 3HAHUM,
YMEHHH, HABBIKOB MO PsAIy MOKa3aTesel, CTyIeHT UCTIBITBIBAET 3HAYNTEIIbHBIC 3aTPYJHEHHS
IIPY ONEPUPOBAHMH 3HAHMSIMU M YMEHUSIMH IIPU MX MIEPEHOCE HAa HOBBIC CUTYaIIUH.

IIIxana oneHUBAHUSA
OTIN4YHO

Xopouio

y)IOBJ'IeTBOpI/ITeJ'H:HO

HeynosnerBoputenbsno

7.4.0nucanus nokas3arejeidl OLCHNBAHUS M KPUTEPUEB OLIEHNBAHUS

KOMIIeTeHIU I
B mporecce ocBoeHHsI MaHHOW AHUCHUIUIMHBI CTYACHT (OPMHUPYET H
caenyromue 0ommenpodeccCuoHaTbHbIC KOMIICTCHITHH!

JEMOHCTPUPYET

Komnerenuuun TexHoJiorus ®opma Crenenu ypoBHeii
Ilepeyensn
(popmupoBanus OLIEHOYHOI0 | OCBOEHMS
Hnpexc Hnpexc KOMIIOHEHTOB . e .
KOMIleTeHUM i cpeAcTBa KOMIIeTeHI Ml
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OIIK-5

Criocobex
HWHCTAJUIMPOBATh
POrpaMMHOE u
anmapatHoe
obecrieueHne Ui
WHPOPMAMOHHBIX H
aBTOMATU3MPOBAHHEI
X CHCTEM

OIIK-5.1. 3HaeT
OCHOBbI CHCTCMHOI'O
AJIMUHUACTPUPOBAHUS
,
AJIMUHUACTPUPOBAHUS
CYB/, coBpeMeHHEIE
METO/IBI
UHPOPMAIIMOHHOTO
B3aUMOJENCTBUSA
WH(POPMAIMOHHBIX U
ABTOMATHU3HUPOBAHHBI
X CHCTEM; CIIOCOOBI
HUHCTAJUISIIIUN
MIPOrPpaMMHOI0
obecreyeHus,
CIIOCOOBI OIICHKHU
MacITabupOBaHUs
CHCTEM, CIOCOO0BI
HMHCTAJUISAIIAN
anmnapaTHOro
obecrieueHusI,
METO/IBI OLICHKHU
IMPOU3BOAUTCIIbHOCTH
HH(POPMALMOHHBIX H
ABTOMATU3UPOBAHHBI
X CHCTEM.

OIIK-5.2. Ymeer
HWHCTAJUTUPOBATh
MPOTPaAMMHOE
obecrieueHne, B TOM
4YhCIE B COCTaBe
THIIEPCUCTEM,
HWHCTAJUTUPOBATh
anmnapaTHoe
obecrieueHue,
MacmTabupoBaTh
HH(POPMALIMOHHBIC |
ABTOMATHU3UPOBAHHBI
e CHCTEMBI,
OLICHUBATH
HE00XO0AUMOCTh
MacITabupPOBaHUS
CHCTEM, OIICHHBAThH
3aTpaThl Ha
HMHCTAJUISAIIUIO
armapaTHOro u
MIPOrPpaMMHOI0
obecreyueHusI.
OIIK-5.3. Bnageer:
METO/IaMH YCTAaHOBKHU
CUCTEMHOTO u
MPUKIIAHOTO
MIPOrPaMMHOTO
obecreyeHus,
OILICHHBACM
MIPOM3BOAUTEIHHOCTH
WH(POPMAMOHHBIX U
ABTOMATH3UPOBAHHBI
X CHCTEM,
MacITabupoBaHHEM
CHCTEM  3a  CYeT
HUHCTAJUISIIIUN
anmnapaTHOro u
MIPOrPaMMHOTO
o0ecreucHusI.

JlaGopaTtopHbie
paboThl,
CaMOCTOSITeNIbHASI
pabora

VO
II
DK3aMeH

BA30BbII
YPOBEHG:
CIIOCOOHOCTH
BBIIIOIHATE
MOJTy4YE€HHOE
3aj1aHne, TPUMEHSISI
TOJTyYeHHbIE 3HAHHE
u YMEHHUS Ha
MPaKTHKE, BIIAJIETh
COOTBETCTBYIOIIAM
W WHIAAKATOpaMH
KOMIICTCHIIUN HpH
BBIITIOJIHCHUN
3a/1aHus.

[TPOJIBUHY ThII
YPOBEHD:
CITOCOOHOCTH
BBIMOJHATH
MOJTy4E€HHOE
3aJjaHue M pelaTh
CaMOCTOSTENLHO
c(hopMHUpPOBaHHBIC
3a7a4M, TPUMEHAA
TOJIY4YCHHBIC 3HAHUE
u YMEHHsI Ha
MPaKTHKE.
YBepeHHO BIaAETh
COOTBETCTBYIOIIUM
U HHAAKATOpaMH
KOMIIETCHI[MA  TIPH
BBITTOJTHEHHH
3ajaHusl,
KOMOWHHUPOBATh WX
MeXIy coboit u ¢
UHAWKaTOpaMu
JIPYTHUX
KOMICTCHIUA IS
JIOCTHIKCHUS
MIPOEKTHBIX
Pe3yIBTATOB.
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OIIK-7 Cnocoben OIIK-7.1. 3Haer
Yy4acTBOBAaTh B | OCHOBHbBIE SI3BIKU
HACTPOMKE M HAAJIKE | MPOrPaMMHUPOBAHHS,
MIPOrpaMMHO- OIIepaIOHHEIC
anmapaTHbIX CHCTEMBI u
KOMIIJIEKCOB 000JI0YKH,
COBPEMEHHBIC CPEJIbl
pa3paboTku
MIPOTPaMMHOTO
obecrieueHusl.
OIIK-7.2. Ymeer
COCTaRBJIATh
QJITOPUTMBI, IUCATH U
OTJI&KUBATh KOIBI Ha
SI3BIKE
MPOrPaMMHUPOBAHUS,
TECTHPOBATh
paboTocnocoOHOCTh
MIPOTPaMMBI,
HWHTErPUPOBAThH
MIPOTrpaMMHBIE
MOTYJIH.

OIIK-7.3. Bmaneer
SI3BIKOM
POTPaMMHUPOBAHHS,
METOJIaMH OTJAJIKU U
TECTHPOBAHUS
paboToCIOCOOHOCTH
MIPOTrPaMMBbI

OIIK-8 Cmocoben OIIK-8.1. 3Haer
pa3pabaTbIBaTh OCHOBHBIE
AITOPUTMBI U | TEXHOJOTUHU
MPOrPaMMBlI, CO3JIaHUs u
MIPUTOTHbIC JUISL | BHEJIPEHUSI
MPaKTHYECKOTO MHPOPMAIMOHHBIX
MIPUMEHEHHS CHUCTEM, CTaHIAPTHI
YIpaBJICHUS
JKM3HEHHBIM IIUKJIOM
MHPOPMAIIMOHHON
CUCTEMBL.

**. CokparieHus (hOpM OICHOYHBIX CPEJICTB CM. B mputoskeHun 2 k PIT.

7.5.9K3aMeHallHOHHOE 3aJaHHE.

dopma 5K3aMEHAIIMOHHOTO 33/IaHUSl BHIOMpAETCS TPETojaBaTelieM W YTBEpXKIaeTcs Ha
3aCccaaHnun Ka(be,[[pbl. DK3aMeH MOKET MMpoxXoaAuTh B CJIICAYIOHINX (i)OpMaX 1 C HCIIOJIB30BaAHUECM
CICAYIOMHUX ONCHOYHBIX CPCACTB.
®opma Ipeacrasiienne oueHo4Horo cpeacrea B ®OC
VYcTHas. BaHk KOHTPONBHBIX BOIIPOCOB, COOTBETCTBYIOIIMX OTIEIBHBIM TEMaM AWCHMIUIMHBI (cM. 1. 4
HACTOSAIIEro JOKyMeHTa). Bompocs! GpopMHUpYIOT 3K3aMEeHAMOHHBIH OMIeT (CM. HIKE), COCTOSIINHA
M3 TEOPETHYECKMX BONPOCOB W TPAKTUYECKUX 3aJaHWH (THIIOBBIE MpPAKTHYECKHE 3aJlaHus
MPEACTaBICHBl HIDKE). buieTsl, BKIIIOYas BOMPOCHI M TPAKTUYECKHE 3aJaHusi, (opMHpYOTCA
MpEerofaBaTeIeM M YTBEP)KIAIOTCS Ha 3acelaHWM Kadenpbl. B HuMX MOTryT OBITh BKIIFOUCHBI
JIOTIOJTHUTEIbHBIE KOHTPOJIbHBIE BOMPOCHI M 3aJaHusi, HE TPEeOYIOIIME Yy CTYJACHTOB HAJIMYUS HE
(hopMHpyeMBIX TaHHOW TUCHUIUIMHON KOMIIETEHIINH 1k 00JIee BBICOKHX TarnoB chOPMUPOBAHHOCTH
(dopmupyembix. [yt OTBeTa Ha KaIbIid BOIPOC U JISI PELICHHUS JIF000T0 MPAKTUYECKOrO 3aaHus
CTY/ICHT JIOJDKCH HaXOIMTCS Ha TpeOyeMOM Ui JaHHOM NUCLHUIUIMHE YPOBHE C(HOPMUPOBAHHOCTU
BCEX COOTBETCTBYIOIMX €W KOMIIETCHLMH: KaXKIbli BOIPOC U 3aJaHue IIPOBEPSET YPOBEHb
c(OPMUPOBAHHOCTH BCEX COOTBETCTBYIOMINX JaHHOM JUCIMIUIMHE KOMIIETEHIIUH.
[MuceMenHas. | OueHOYHOE CPENICTBO MOJTHOCTHIO COOTBETCTBYET OLICHOYHBIM CPEJICTBAM YCTHOW ()OPMBI 33/IaHHSI.

7.6.CnMcok 3K3aMeHaIlMOHHBIX BOIMPOCOB.
1. IIpu pazpaboTke cxemMbl HAUMEHOBAHUS y3JI0B CETH KaKHe JJIEMEHTHI TaHHBIX Hanboiee
BaXXHbI JJIA OIIPEACICHUA UMCHU ysna?
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OnepanmonHasi cucteMa

Tun yctpoiicTBa

l'ox mokynku

MecrononoxeHue

VYcranosnennoe 110

2. Kakwe yrBepxkaeHuss omnucbiBaloT Tabmuiyy ARP wu  Tabmumy wmapmpytuzanuu
Mapupyrusaropa?

Tabnuia MappyTH3aIUi COACPKHUT UH(HOPMALIUIO O CETSIX U 00 OTAENBHBIX y3Iax.

Tabmuna ARP copepxxut nHpopmMariio 06 OTIENbHBIX y371aX, a HE O CEeTX.

Tabnuia MapupyTH3aui COACPKUT UHDOPMALIHIO O CETSIX, a He 00 OT/IENbHBIX y3JaX.

Tabmuna ARP copepxxut nHpOpMaIuio o ceTsx, a He 00 OTACTbHBIX y3/Iax.

Tabnuia MapuipyTH3auu COACPKUT UHPOPMALIHIO 00 OTAETBHBIX y3J1aX, a HE O CeTX.

Tabmuma ARP conepxut nHPpOpMAIUIO O CETIX U 00 OTIEIBHBIX YCTPOHCTBAX.

3. Kakue 35eMeHTbl JaHHBIX BKIIIOUEHBI B (PU3MUECKYIO TOTOJIOTHIO?

Cxema IP-anpecanun

Cxema IMEHOBaHUSI KOMIIBIOTEPOB

Pacnionoxxenue u nnuHa xabenei

Du3nYecKoe pacloiokKeHHE BCEX CETEBbIX YCTPOHCTB

Pa3mep mmpokoBemaTebHbIX U KOJUIM3HOHHBIX JIOMEHOB

AnmnapatHas KOH(UTYpalsi OKOHEYHbBIX Y3JI0B

4. Kakas xomanmga OC Windows oToOpaxkaeT nH(GOpMAIIMIO O KOMITbIOTEpe, BKirodas [P-
aapec uHTepdeiica, MacKy MOJCETH, IUI03 10 YMOJYAHUIO U JOMOJIHUTEIbHYIO HH(pOpMaluio o
cepBepax DHCP u DNS?

winipcfg /all

Ipconfig

ipconfig /all

Winipcfg

5. B kakoii oOmactu cetu TpaduK OT JPYrHMX Yy3J70B MOXKET MPHUBECTH K TOMY, 4YTO
Nepeaolil y3e OCTAaHOBMUT Iepelady AAHHBIX, IOCJIE Yero Nepearolvil y3ed BBDKHIAET
CIy4daitHOe BpeMs mepei MOBTOPHOM nepeaadeit TaHHbIX?

YPOBEHbB pacIpeneacHus

PO CETH

YpOBEHB JI0CTYyIIa

HIMPOKOBEIATENbHBIN TOMEH

JIOMEH KOJUIU3UU

OJIHOPAHTOBasl CETh

6. Beibepute yTBepkIeHUE, OTHOCAIIEECS K KOMaH1aM ping u tracert.

Komanza ping orobpaxaet pe3ysibTaT IpOBEPKU COESIUHEHMS, @ KOMaHa tracert — Her.

Komanpa tracert oroOpakaeT KaxkIyro 4acTh IMyTH, 8 KOMaHJa ping 0TOOpa)kaeT TOJbKO OTBET
OT KOHEYHOTI'0 y3Ja.

Komanp! ping u tracert MOryT oToOpakaTh pe3yabTaThl B Tpa)UuecKoM BHIE.

Komanna tracert ucrmonb3yet [P-anpeca, a komanaa ping — HeT.

7. BeiOepure yTBepKACHHE, OTHOCAIIEECS K Cpejie Mepeiadyi Ha OCHOBE HEPKPAHUPOBAHHON
BHUTOM Maphl.

CaMblii TPOCTOM TUT CETEBOTO KaOest isl yCTAaHOBKHU

WCIIOJIB3YET CBET JUIS IepeIauu JTAHHBIX

HaubOoJee MUPOKO UCTIONB3yEeMbIi THIT CPEIbI Iepeaaun

BOCIIPUUMYHBA K 3JIEKTPOMAarHUTHBIM M paJH0YacTOTHBIM TOMEXaM

OOBIYHO HCTIONB3YETCS MEXKTY 3TAHUSIMH

OOBIYHO MCIOJB3YETCS MOCTABIIMKOM YCIYyT KaOeIbHOTO TEIEBUACHUS AJIS MOAKIIOUEHUS K
HNurepuery

8. Kakoe yTBepxxaenue o yactuoix IP-agpecax BepHo?

6osiee 6e30MacHbI, MOCKOIBbKY BUIHBI TOJBKO B JIOKAJIHHOM CETH.

WCIOJIb3YIOTCA [T Tiepenadyn uepes3 VIHTepHer.
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o0ecreunBaroT JeTKUil TOCTYI BHEUIHUX I10JIb30BaTeNeil K BHyTPEHHHM BeO-cepBepam.
MOTYT UCIIOJIb30BaThCsI TOJIBKO OAHOM KOMIaHUEN OJJHOBPEMEHHO.

9. KakoB MAC-anpec HazHaueHus kaapa Ethernet mmpokoBeriarenbHOM pacchuku?
AA-AA-AA-AA-AA-AA

255.255.255.255

FF-FF-FF-FF-FF-FF

1111

10. BeiGepute MpoTOKOJIbI, OTHOCSIIHECS K MIPUKIATHOMY YpoBHIO Mojaenu OSI.

FTP

DSL

ARP

POP3

TCP

DHCP

11. Touemy texunonorus IEEE 802.11 mno3Boisier mepenaBaTh JaHHbIE Ha OOJbIINE

paccrosiHus, yem texnonorus IEEE 802.15?

nepesiaya OCyLIECTBIIIETCS Ha ropa3fo 0ojee HU3KHX 4acToTax

nepeiaya OCylIeCTBISIETCS Ha ropasio 0oJiee BHICOKUX YacTOTaxX

r“MeeT OOJBIIYI0 BBIXOIHYH MOIIHOCTb

UCIIOJIb3YIOTCS 00JIee MPOJBUHYThIE METO/IbI LIM(PPOBAHUS

12. Kakosbl mpeumyniectBa texHosoruun IEEE 802.11 nmepen TexHonorueil mnpoBOIHOM

JIOKAJILHOU ceTu?

OoJiee JIeIeBbIe CETEBbIC alalTePhl

OoJiee HU3Kasi CTOMMOCTh 00CITYKHBaHUS

0oJiee BHICOKUI YPOBEHb 0€30MIaCHOCTH

OoJbIasi JABHOCTH TIepeIavyn

IPOCTOTA YCTAaHOBKU

JIeTKasi paclIupsieMOCTb

13. Kakoii craHmapt oOecrieunBaeT HAUOONBINYI0 OOPATHYIO COBMECTHMOCTH C

NpeAbIAYIMIUMHA CTaHAApTAMH, HO IIPHU 3TOM JCMOHCTPUPYCT 6OJ'IBH_IYIO HpOI/ISBO,Z[I/ITeJ'IBHOCTB?

SSID

802.11a

802.11b

802,119

802.11n

14. Yro takoe CSMA/CA?

METOJ 1ocTyna, uenoiabzyeMbii TexHonoruer IEEE 802.11 ¢ npegorBpalieHneM KOJUIU3AN
METOJ JOCTyIa, ncnoib3dyeMslil TexHosoruen IEEE 802.11, uro6b1 n3bexath 1yO0nupoBaHus

MCTOA OOCTYIIA, I/ICHOJ'IL3yeMBII71 TEXHOJIOTHEN IMPOBOAHOTO Ethernet AJI1 IpCaO0TBpAllICHUA

KOJUJTU3UH

METOJI JOCTYIa, UCIIOJIb3YyEeMBbIH 1000 TEXHOIOTHEH, KOTOpasi UMEET Upe3MepHbIE KOJTU3UU
15. Ilonp30BaTenb XOYET IPOBEPUTH COETMHEHUE MEXKIY XOCTOM 3 M XOCTOM 8 B ceTH. Kakyro

KOMaHy MOKHO UCIIOJIB30BaTh IJId IPOBCPKU COC,I[I/IHCHI/DI?

nslookup

ipconfig

netstat

ping

16. Kakue nanHbIe MOXKHO OMPEACIIUTD C TTIOMOIIBIO KOMaH bl ipconfig?
MackKa II0JICETH
Cepsep DNS
¢busnueckuii anpec
[IUTIO3 110 YMOJTYaHHUIO
IP-anpec

Cepsep DHCP.
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17. Kak cBeTOIMOIHBIN MHIUKATOP YKa3bIBa€T Ha TO, UTO Yepe3 MOPT nepenaercs Tpapuk?

MIOCTOSIHHO TOPUT KEITHIM

MUTAeT

MIOCTOSIHHO TOPUT 3€JIEHBIM

HaXOJUTCSI B BBIKITFOYUEHHOM COCTOSTHUU

18. HazoBuTe XapaKTepUCTUKH MacIITaOupyemMoii cetu?

COJIEP’KUT OTPAHUYEHHOE KOJIMYECTBO MPUIIOKEHUN

JIETKO Ieperpykaercs MpH yBeInueHuu Tpaduka

MeHee HalIe)XHa, YeM HEOOIIbIIasl CETh

YBEJIMYUBACTCS B pa3Mepe, He 3aTparuBasi CylIeCTBYIOLIUX [10JIb30BaTeNei

COJIEP’KUT MOJTYJIbHBIE YCTPOICTBA, KOTOPBIE JENAI0T BO3MOXHBIM PACILIUPEHNE

19. CereBoit aIMUHUCTPATOP MOXKET YCIIEIIHO OTIPABUTH 3X0-3aIPOC HA CEPBEP IO aJipecy
www.mospolytech.com, HO He MOXET OTIpaBUTh 3X0-3aIPOC Ha BeO-cepBep KOMIIAHUM,
pacmojoKeHHBbIH Ha caliTe WHTEpHET-TIpoBaiifiepa B Apyrom ropoze. Kakyio KoMaHIy MOXHO
MCIIOJIb30BAaTh JUIsl ONIPEAEIEHUSI KOHKPETHOTO MapLIpyTH3aTOpa, B KOTOPOM IIPOU301LIA TOTEPS WK
3aJIep’KKa MMakeToB?

telnet

ipconfig

traceroute

netstat

20. Yto mo3BONSET OTHPABIATh M MOJy4YaTh O3JIEKTPOHHYIO IMOYTY Ha CaMblX pa3HbIX
ycTpoiicTBax?

Bce ycrpoiicTBa ucnosnb3yrot oany u Ty xe OC.

[IporpamMmmHoe obecrieueHre MOYTOBOTO CepBepa MOCTABISAETCS OAHUM ITOCTABIIIUKOM.

VYerpoiicTBa HCTIONB3YIOT OJHO | TO ke [10 mouToBOro KineHra.

[TouroBoe 10 HanmucaHo ¢ KCMONB30BAHUEM CTaHAAPTOB U MPOTOKOJIOB, 00ECTIEYUBAIOLINX
COBMECTHMOCT.

21. Cneunanuct ciykObl TEXHUYECKOW MOIACPKKU IMOAO03pEBaeT MpoOJIeMy Ha CETEBOM
yposHe mMojenu OSI. Kakue BOompocs! T0KEeH 334aTh CIEUAIUCT, 9YTOOBI OOHAPYKUTH PoOIeMy
Ha CETEeBOM ypoBHe? Bair koMmbloTep HaCTPOEH Ha UCIOJIb30BaHue poTokoia DHCP?

Moskere a1 BbI 3aiiT Ha WWwW.mospolytech.com?

[TonxiroyeH nu Ball ceTreBoi Kadenn?

VYcnensslil n 3X0-3anpoc, OTIPABICHHBIN Ha IIUTH03 0 YMOTYaHUIO?

BunuTe v BbI MHAUKATOp COETMHEHUS Ha CETEBOIl maTe?

22. KakoBa 110 yMOJYaHHIO MacKa MoAceTH 1uid aapeca 172.31.18.2227

255.0.0.0

255.255.0.0

255.255.255.0

255.255.255.254

255.255.255.255

23. Kakue u3 aapecoB sIBISIOTCS afpecaMu mojceTH, eciau 172.25.15.0/24 nomonHUTENHHO
pa3OuT Ha MOJICETH MTyTEM 3aMMCTBOBAHHS JOMOTHUTEIBHBIX Y€ThIPEX OUTOB?

172.25.15.0

172.25.15.8

172.25.15.16

172.25.15.40

172.25.15.96

172.25.15.248

24. VY3en A nactpoeH c [P-aapecom 192.168.39.43, a y3en B nactpoen c¢ [P-agpecom
192.168.39.49. O6a y31a UCTIOJIB3YIOT OJIHY U Ty K€ MacKy mojceTu 255.255.255.240, Ho He MOTYT
OTIIPABIIATH 3X0-3aMPOCHI ApyT Ipyry. Kakoe cereBoe ycTpoicTBO TpeOyeTcs A CBSA3U 3THUX IBYX
y3JI0B?

KOMMYTaTop

KOHIIEHTPATOP
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cepBep

MapIIpyTHU3aTop

25. Kakas Macka moJceTu yka3aHa B ceTeBoM aapece 172.16.4.8/18?

255.255.0.0

255.255.128.0

255.255.192.0

255.255.224.0

255.255.240.0

255.255.248.0

255.255.252.0

255.255.254.0

26. Ecnu ceTeBoil aIMMHUCTPATOP NPUMEHIET MacKy nojacetu 255.255.255.248, ckonbko IP-
aJpecoB MOXHO Ha3HAYUTh y3Jam?

6

30

126

254

510

1022

27. Kakoil MeToJq MOXXHO HCIOJIb30BaTh I HAcTpoiku kKommyTtatopa Cisco mepen
npuMmenenueM [P-anpeca k uaTepdeiicy ynpaBneHus?

ITporpammuoe obecnicuenue CiscoView, ucrnonp3yromiee Vian 1

Wurepdeiic komananoii crpoku Cisco 10S ¢ ucnonszoBanuem Vlan 1

Cisco Device Manager ¢ ucronbp30BaHHEM KOHCOJIBHOI'O IOpTa

Wurepdeiic komananoii crpoku Cisco 10S ¢ ncnonb3oBaHneM KOHCOJIBHOTO MOPTA

28. Kakoit 6e30macHbIil BHYTPHUITOJIOCHBIA METO] JOCTYIIa MOKET UCIIOJIb30BaTh KIMEHT JIJIs
MOJIKJIFOUEHUS K YCTPOUCTBY JJIsl YJJaJICHHOT'O MOHUTOPUHIA U HACTPONKN?

HTTP

Telnet

KOHCOJIbHBIN MOPT

SSH

29. Kakoli pe:xuM MapIipyTH3aTopa 0TOOpakaeT MpurjanieHue KOMaHIHOK cTpoku Router#?

I10JIB30BATENbCKAN PEKUM

NPUBHIICTHPOBAHHBINA PEKUM

PEXUM HACTPOHKHU

pexXuUM r106anbHON KoHUrypanuu

30. B kakux ciay4asx HEOOXOIMMO YHPAaBIATh MapHIPyTU3aTOPOM IO CETH C IMOMOIIbIO
IIPOTOKOJIOB?

KOTJla WHTEpHET-NpoBaiijiep MoIydaeT JOCTYN K MapLIpyTH3aTopy MOJIb30BATENs s
KOHTPOJISI HOPMAJIBHOU PabOThI

MOJYYUTh JOCTYI M HACTPOUTH MapIIPyTU3aTOP Mepe]l HayaloM paboThl B CETH

WCIIPAaBUTh OMIMOKY, MPUBOAMBIIYIO K OTKJIFOUEHHUIO CETEBBIX HHTEP(ENHCOB Ha poyTepe

B ClTyyae HEKOPPEKTHBIX HACTpoeK KoHpuryparuu Tpancasiuun NAT

ISl pE3ePBHOTO KOMTUPOBAHUS TeKyIlel kKoH(puUrypamnuu Ha tftp-cepsep

31. Kakue yTBepICHHUS ONHUCBHIBAIOT PE3yJIbTaT BhIMOJHeHHMs koManabl iproute 0.0.0.0
0.0.0.0 192.168.1.1 na mapmpytuzarope?

Ecnu MapuipyT k ceTu Ha3HauY€HHUsI HEU3BECTEH, MMAKET OTIpaBisieTcs B ceTh 192.168.1.1.

Hoctyn k ynanerHoi cetr 192.168.1.0 Bo3MoxkeH depes mto00i nHTEpdeiic.

Mapuipytuzarop He MoKeT focThub ceth 192.168.1.0.

Bce nmakeTsl, mojiydeHHbIE MApIIPYyTU3ATOPOM, OTIPABIAIOTCA Ha aapec 192.168.1.1.

B Tabnuiy MapmpyTu3anuu 100aBiIseTCsl CTaTHYECKUI MapIIpyT M0 YMOTYAHHIO.

32. Jlast uero Heobxoaumo HasHauaTh IP-aapec unrepdeiicy VLANI Ha kommyTatope Cisco?

YTOOBI KOMMYTATOP MOT BBITIOJHSTH MAPIIPYTH3AIUIO MEXKITY CETIMHU

YTOOBI MOJTYYUTh yJIAJICHHBIN TOCTYIl K KOMMYTATOpY JJIsl HACTPOUKH U KOH(OUTYpUPOBaHUS
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YTOOBI KOMMYTATOp MOT TiepechliaTh |P-makers

cO3/7aTh TOJICETh ¢ HOBBIM |P-anpecom Ha KoMMyTaTOpe

33. Kakue MeTonmbl HCIONB3YIOTCS [UId J00aBIeHUS YJaJCHHBIX ceTeil B Taliuily
MapuIpyTu3anuu?

akcnoptupytores u3 tadnuibl MAC-anpecos

BBOJSTCS] aIMUHUCTPATOPOM

UMIOPTUPYETCS U3 (hIIem-IIaMsATH poyTepa

J00ABJISIOTCS Yepe3 MPOTOKOI MapUIpyTH3AUU

N00aBISAIOTCS TyTeM IIMPOKOBEUIATENbHON TIepelaud HUX CETEBOro ajpeca CEeTeBOM
uHTepdercHON TUIaTon

NO0ABJISIOTCS C TIOMOIIBIO MPE0OPa30BAHMUS AJ[PECOB

34. Kak mapuipyTu3aTop noiydyaeT HHGOPMALKIO O HAWIy4YIlleM MaplipyTe MpH OTIpaBKe
NaKkeTa Ha yAaJleHHBIN y3en?

U3 KOH(UTYpaIMOHHOTO (aiisa, XpaHs;IIerocs B ONepaTUBHON MaMATH

ot |OS, xpansimumucs Bo Gpidm-naMaTy JaHHBIMU

u3 nepenanHoro IP-makera

13 TaOJIMIIbI MAapIIPYTH3AINHY, XPAHAIICHCS B ONIEPaTUBHON MTAMATH

35. Ha mapuipytuzarope HeoOX0JUMO HACTPOUTh HOBYIO ceTh. Kakue 3aaun HeoOX0uMO
BBITNIOJIHUTD JUIsl pealu3aliy JUHAMUYECKON MapILIpyTU3aluu AJis1 HOBOH CeTH?

Hasznauuts untepdeiicy IP-agpec u Macky mojceTu.

OO6HOBUTH HH(OpMaLUIO 0 KOHHTyparuu iPhost, ykazas ums ycrpoiictsa u IP-aapec HoBoro
uHTepdeiica.

HacTtpouTs npoTOKOJ MapLIpyTH3alUU, UCHOJIb3YEMBIH Ha BCEX APYTHUX KOPIOPATUBHBIX
MapIIpyTU3aTopax, ¢ HHpopMaled 0 HOBOH CeTH.

BriOparh HacTpanBaeMblil TPOTOKOJ MapLIPyTH3ALINH.

HacTtpouTts npotokon Mapuipytusanuu ¢ |P-agpecom u Mackoii mojacetu HoBoro uHTepdeiica.

Hactpouts npoTtokon Mapuipytusaiuu ¢ |P-aipecom HOBOM ceTu.

36. CeTeBol CICIIMANKMCT HACTPaUBaET HOBBIM MapmpyTu3aTop. MTaTepdeiichl HacTpOeHBI, HO
IPOTOKOJIBI MapIIPyTU3ALMKM UM CTATUYECKUE MapLIPyThl €lle He HacTpoeHbl. Kakue mMapiipyThl
y>Ke MPUCYTCTBYIOT B Ta0JIMIIe MapuIpyTu3anuun?

MapuIpyThl OTCYTCTBYIOT, TaOJIHIIa MapIIPyTH3ALUH ITyCTa.

psIMblE COETUHEHUS

MapLIPYTHI [0 YMOJITYaHUIO

MapUIpyThl IIUPOKOBEIIATEILHON PACCHUIKU

37. Kakue 3ajauM pemaroT IpOTOKOJIbI MapIIpyTU3aluu?

MH(OPMHUPOBAHKE Y3JI0B JIOKAJIBHOM CETH O HOBBIX a/ipecax HUII030B 110 YMOITYaHHUIO

M3Yy4YEHHE JOCTYIHBIX MAPIIPYTOB KO BCEM IIYHKTaM Ha3HAYEHUS

yJAajJeHle MapIIpyToOB U3 TaOJUIBl MAapIIPYTHU3ALMU MTOCIIE UCTEUEHUS CPOKa AEHCTBUS

o0ecrieyeHne CXeMbl aipecaliuy sl UIACHTU(UKALIIH CeTer

pa3MelieHre Haulyy4IIero MapipyTa B TabJIuIe MapuIpyTH3auu

TPAHCIIOPTUPOBKA MOJIb30BATENIbCKUX JAHHBIX B CETh HA3HAUYECHHUS

38. Kaxoii yposens moaenu TCP/IP unkancynupyer nakeTsl AJis epefadd B repeaaroneit
cpene?

Tpa"cnopTHBIM

HNurepHera

[Ipunoxennii

Hoctyna k cetn

39. Kakuwe mnpoTOKOJbI MNPHUKIATHOIO YPOBHA HCMOJIB3YyIOT B KAadyeCTBE MPOTOKOJA
Tpa"cnopTHoro yposss UDP?

SMTP

DNS

HTTP

ICMP

TFTP
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SNMP

40. Kakue npoToKOJIbI ONPEAETSAIOT, KaK MOYTOBBIN KIIMEHT MOJIy4YaeT MoYTy ¢ cepepa’?

Telnet

FTP

IMAP

HTTP

SMTP

POP3

41. B MOMEHT MOJKIIIOUEHUS TIOYTOBBIA KJIMEHT 3arpy’aeT BCcE COOOIICHUS Ha CBOE
YCTPOMCTBO, a 3aTEM yAaJsieT UX C MOYTOBOro cepBepa. Kakoil Tun moAKiIIoueHus: KIMEeHTa JIelaeT
3TO IO YMOJTYAHUIO?

SMTP

IMAP

POP3

POP1

42. Cerment, anpecoBanHblii TCP-mopty 21, moctymaer Ha cepBep. Kakas cmyx0Oa
MPUKIATHOTO YPOBHS SIBJIAETCS MOJTydaTeIeM 3TOr0 CerMeHTa?

IMAP

HTTP

POP3

HTTPS

FTP

43. Jlns 4ero HEOoOXOAMMO, YTOOBI y3IIbI MCTOYHUK W HA3HAYEHUS CHUHXPOHH3HPOBAIU
MOPSIKOBBIE HOMEPA BO BpeMsI TpeXdTanmHoro pykonoxatus TCP?

9TOOBI CO37aTh APy COKETOB JJISl COSAUHEHHS MEXKITy Y3JIaMu

YTOOBI y3€JI MOT ONPEENIUTh, KAKOE MPUIIOKEHHE SIBISIETCA Ha3HAYCHHUEM CErMEHTOB

YTOOBI MPEOCTABUTH HHPOPMAIIHIO O Y3JIe Ha3HAUSHHUS TSl CETEBBIX Y3JIOB, Yepe3 KOTOPhIe
MPOXOTUT MAPUIPYT

4yTOOBI 002 y3J1a MOTJIM OTCIEKUBATH OTIPABJICHHBIC U TTOITBEP>KIECHHBIE CETMEHTHI

4yTOOBI yKa3aTh Bpems npeoOpazoBanus [P-agpeca ysna

JUTSL UICHTU(PUKAIIIY TIOTEPSTHHBIX CETMEHTOB, KOTOPBIE HEOOXOIMMO TIepeIaTh TOBTOPHO

44. Kakue yTBEp:>KI€HHs ONKUCHIBAIOT BHEMOJIOCHOE COEIMHEHUE?

C TOYKH 3pEHHUs YINpaBICHHUSA CIIy)kO0amMu Oojiee MPEANOUYTUTEIbHBIM, YeM YIpaBlIeHUE
YCTPOMCTBOM MO CETH CPEJCTBAMH MPOTOKOJIOB

He TpeOyeT (PU3HUECKOTro MOIKITIOYSHHS

HCIIONB3YETCS ISl IEPBOHAYAIBHON HACTPOMKH YCTPOUCTBA

HCIIONB3YET NPSIMOE KOHCOJIBHOE MOJIKIIIOUCHHE

obecrieunBaeT OoJbIUK HA00P (YHKIIMOHAIBHBIX BO3MOXKHOCTEH, dYeM yIpaBJicHHUE
YCTPOWCTBOM [0 CETH CPEJICTBAMH MPOTOKOJIOB

45. ITouemy VoIP u Buneotpaduk ncnonb3yrot nporokoa UDP?

TpeOyeTcst TOCTaBKa BCEX CETMEHTOB, HE3aBUCUMO OT 3a/ICPIKKH.

TapaHTHPYET JOCTABKY M MOATBEPKICHHUE MOTYyUYEHUs CETMEHTA JaHHBIX,

MO3BOJISIET U30€XKaTh 3a/IeP:KeK, BEI3BAHHBIX TTOBTOPHOM Mepeaadeid, 4ToObl rapaHTUPOBATh
JIOCTAaBKY CErMeHTa

TPEXCTOPOHHEE KBUTHpOBaHUe, ucrnonbdyemoe B UDP, yckopser mepegady rojiocoBbIX U
BHJICOJaHHBIX

46. Kakue TEXHOJOTUH PACUIUPSIIOT BO3MOXKHOCTU YIAJICHHBIX COTPYAHUKOB IO
0e30MacHOMY MOJKIIIOUEHHUIO K BHYTPEHHUM pecypcaM KOMITaHUU?

HTTP

Telnet

FTP

SSH

VPN
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47. Crnenuanucty HEOOXOIUMO YAAJCHHO IPOJEMOHCTPUPOBATH PabOTy MPOrpaMMHOIO
MPUIIOKEHUS Cpa3y HECKOJIBKUM JItoM. Kakoit MHCTpYMEHT MOKHO HCIIOIb30BaTh JIJIsl 3TOT0?

Telnet

FTP

CPEICTBO YAAJICHHOTO JIOCTYTa K paboyeMy CTOITy

JJIEKTPOHHAS 110YTa

48. Kakue JaHHBIE MOXKHO TOJIYYHUTh C MOMOINBI0 KOMaHabl show mac-address-table na
koMmyTaTope Cisco?

IP-anpeca HanpsiMyto NOAKIIOYEHHBIX CETEBBIX Y3JI0B

MAC-aapeca mopToB KoMMyTaTopa

comnocraBienne MAC-aapecos u |IP-agpecoB aisi ceTeBbIX y37I0B

HOPT, UCTIOJIb3YEMbIIl KOMMYTAaTOPOM JIsI IEPECHUIKU KaJpOB Y311y

49. Kakue npOTOKOJIBI HCHONB3YIOTCS JUISI NOAKIIoUeHus ycrpoictBa Cisco mpu
BHYTPHUIIOJIIOCHOM AOCTYyTIE?

Telnet

ARP

SMTP

FTP

SSH

50. Kakue npeumymiectBa ucnosnb3oBanusd VLAN noaydaeT opranuzanusi?

OpraHu3aIys Noiay4yaer riOKoCcTh O1aroaaps BO3MOKHOCTH IPYNITUPOBATH MOJIb30BATENIEH HE
1o (pu3nUecKOMy MECTOMOJIOKEHUIO, a 10 QYHKIUSIM.

MEPCOHAJ OTJeNla U CETEeBBIE PECYpChl MOTYT IEHTPATU30BaHO OOBEIMHATHCS HA OIHOM
bu3NYECKOM ydacTKe.

KOJMYECTBO MIUPOKOBEIIATEIBHBIX JOMEHOB B KOPITOPATUBHOM CETH YMEHBIIIACTCS.

OpraHM3alys MoJydaeT BO3MOXHOCTh JIOTUYECKH OTIEIUTh T'OJIOCOBOW M JAPYroil Ba)KHBIN
TpauK OT BceX OCTAIBHBIX BUIOB TpaduKa.

CHIDKAET 3aTpaThl Ha YNPaABJICHHE CEThIO 33 CUET 3aMEHbI OOJBIIIONO KOJINYECTBA YCTPOUCTB
2-TO ypOBHS HEOOJIBIITUM KOJIMYECTBOM YCTPOMCTB 3-TO YPOBHSL.

yCTpaHseT HeOOXOAUMOCTh MapUIpyTH3aIUH Tpaduka B OOJIBIINX CETSIX.

51. KakoBo Hauiy4Iiee CyMMHUPOBaHHUE MapUIPyTOB /IS CIICAYIOIIETO CITUCKA COSMHEHMI?
209.48.200.0 209.48.201.0 209.48.202.0 209.48.203.0 209.48.200.0/20.

209.48.200.0/22

209.48.201.0/20

209.48.201.0/21

52. K kakoil cetu mpuHaiexut xocT ¢ [P-agpecom 172.32.65.13 u Mackod moAceTH IO
YMOJTYaHHUIO?

172.32.0.0

172.32.32.0

172.32.65.0

172.32.65.32

53. CereBoit anpec kiacca C MOXKHO pa3fenuTh Ha 8 mojaceTel. Mcmonbs3ys Macky mojceTu
nepeMeHHoro pazmepa (VLSM), kKakayro U3 3TUX MOJCETeH MOKHO pa3AenuTh Ha § OoJee MENIKUX
nojcereil. Kakyro Macky HeAeers HEOOXOIUMO HCIOIB30BATH UIS TONYYCHUS 8 TPUTOMHBIX IS
UCIIOJIb30BaHUS aIpeCOB y3J710B?

126

127

128

129

/30

/131

54. Kakoii u3 IP-agpecoB sBisieTcst ampecoM IMOACETH, €CIU I Pa3feieHUs Ha TMOACETH

KCIIOJb30BaAIACh Macka /26?
172.16.43.16

25



172.16.47.224

172.16.128.32

172.16.157.96

172.16.192.252

172.16.243.64

55. 115 4ero Hy»KHa MackH MOJICETH?

Macka nojiceTu Ucnonb3yeTcs Ui onpeaesenus ceteBoil yactu IP-anpeca.

Macka mojaceTn UcHoJib3yercs s pasouenus 48-OoutHoro aapeca Ha OUl m cepuiiHbId
HOMEp MPOU3BOIUTEIIS.

Macka nosicetu TpedyeTcs, €cliu ILII03 [0 YMOJIYaHUIO HE YKa3aH.

Macka nozceT TpeOyeTcsi TOJIBKO MPH 3aMMCTBOBAHUN OUTOB B CETH

56. Kakue npenmymiecTBa CTaTUYECKON MaplIpyTU3allMy MO CPAaBHEHHUIO C JTUHAMUYECKOMN
MapLIpyTu3anuen?

0oJjiee HaJeKHA, TOCKOJIBKY MapUIPyTH3ATOPhI HE OOBSIBISAIOT MApUIPYTHI.

MpoIIe aIMUHUCTPUPOBATH KOH(PHUTYPAIHIO CETH.

o0ecreurBaeT MacITabupPyeMOCTh CETH.

MEHbIIIE TTOABEPIKEHA OIIHOKaM.

MeHbIe 3arpy3ka [I1.

57. Kakue napamerpsl onpeaeneHsl ctanaapramu WAN?

TUI UHKATCYJISIUU

yIpaBJICHUE TTOTOKOM

IP-anpecamms

MOCTABIINK

IPOTOKOJ MapUIpyTH3AIUH.

¢busnyeckas aapecanus

58. Kakue yposuu mozaenu OS| onuckiBatot crangaptel WAN?

TpaHCIIOPTHBIN YpOBEHB

CeaHCOBBIN YPOBEHD

CereBoil ypoBEHb

KananbHblll ypoBEHb

®u3nUeCcKuil ypoBEHb

[TpuxnagHoit ypoBeHb

59. Tlocnme oueHKHM TpeOOBaHMI KOMIIAHMM W TEKyIIeH ceTeBol HMHEGPACTPyKTypHI
pa3paboTUrK CeTH BKIItoYaeT TpeboBaHue: ycTaHOBUThH BTopoit MBI miist nenTpaisHOro BeO-cepBepa
B MpeAIokKEeHHEe 0 0OHOBIIEeHUIO ceTu. Kakas 3ajaua npoeKTUpOBaHMs CeTH Oy/eT pelieHa TaKuM
obpazom?

0€301acHOCTb

MacHTabupyeMocCThb

0TKa30yCTOMYMBOCTh

CKOPOCTh

YIPaBIsIEMOCTh

60. IT-oTnen KOMIaHWM HaHST HOBOTO WHXKeHepa. M T-mMeHemkep NpeaocTaBHsl HOBOMY
COTPYAHHUKY JJIsi O3HAKOMJICHHS CaMyI0 aKTyaJIbHYIO CXeMY JIOTHUECKOW U (pU3MUecKoi TOMOIOTuU
cern. Kakyro nH(popMaImio WHXEHEP JOKEH H3BJICYb U3 ATHX TUarpamm?

CTaHJapTHBIE OOIINE MPUHIIUITEI IMEHOBaHUS

YUYETHBIE TAHHBIE MTOJIL30BATENS ISl HACTPOWKH KOH(PUTYpAIH yCTPOHCTBA

CMETY CEeTeBOI0 000PY0BaHUS

KOHTaKTHBIE JaHHbIE CIIEIIMAIMCTOB 110 YCTAaHOBKE 000pYy10BaHUS.

PacIoIoKEHUE CETEBBIX YCTPOUCTB

CTaTyC KaHaJIOB MaplIPyTU3UPYIOMIUX YCTPOUCTB

61. Yro npowusoiiger npu BeimosHeHnu koman sl dirflash: va mapmpyruszarope?

Conepxxumoe mam-nmamsatu 6yaet nepemenieno B NVRAM.

Omm-naMarte OyaeT crepra

OTtobpaxaeTcst coepKUMOoe (GIIAIII-TTaMSTH.
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Omm-naMate 6yaer oThopMaTHPOBaHA.

62. Kakme nBa KpuTepHsi OLIEHKH IPOU3BOJUTEIBHOCTH CETH KOHEUYHBIE MOJIb30BaTENIN
CUMTAIOT HanboJee BXKHBIMU?

JOCTYHOCTh CETH

WCIOJIb30BAHUE KaHAJa

3 PEeKTUBHOCTDh MAPIIPYTHU3AITTH

OTKJIMK ITPUJIOKEHUN

uepapxus CeTEeBOro Au3aiiHa

63. Ilpu peanmuszammu ceTd ¢ TOAACpk KO |P-renedoHnn Kakoil KOMIIOHEHT TakKke
HEOOXO0MMO BHEPUTH?

ACL-cniucku

QoS

DMZ

MEXKCETEeBOM IKpaH

64. KpymHoii xoMnanuu TpeOyeTcst JOCTYIl K BHyTpEHHEW HH(OpManuu, XpaHsieics Ha
cepBepax KOMIIAHUM, JUId BHEHIHMX COTpyAHHKOB. Kakoli Mmeton obecrieunBaeT Oe3omacHoe
TyHHeNUpoBaHue yepe3 MurepHer?

cucreMa ooHapyxenus Bropskenuii (IDS).

BUpPTyaJibHasi YaCTHAs CETh.

oOuie1ocTymHast 6ecrpoBOHAs TOYKA JOCTYIIA.

ssh-mpoTokost.

65. Kakumu croco6amMu HEKOTOpBIE CETH MOTYT MCHOJB30BaTh |PV6, coxpaHss mpu 3ToM
BO3MOXHOCTH CBS3H Yepe3 MHTepHeT ¢ IpyruMu ceTsMu, ucnoib3yromumu 1Pv4?

Hcnoas3oBats Microsoft Gateway ms mpeobpaszoBanus nmakeros IPv4 B makerst IPV6.

YcraHoBHTh HAa TpaHWYHBIX Mapmpytuzaropax IPv6 o6pas 10S, cmocoOHbrit
npeoOpa3oBbIBaTh MakeThl PV6 B makeTsl |IPVA4.

[TprobpecTr HOBBIE CETEBBIE KapThI, CIIOCOOHBIE paclo3HaBaTh nakeTsl |PV6.

Bxirounte TyHHENMpOBaHUE, YTOOBI pa3pelinTh MHKATNICYISINIO TakeToB |PV6 u ux oTmpaBKy
no cetu |Pv4.

YBenuuuTh pazMep 3arosioBka |Pv4, 9To0bI BKITFOYUTH 3arojioBOK IPV6.

66. Uto MoxeT caenatb aiMUHUCTparop ¢ nmomoimbio VLSM (ceTeBpIx Macok mepeMeHHOH
JUTUHBI)?

ucnoas3oBaTh RIPV] B kauecTBe npoTokoia MappyTu3anuy BO BCEl aBTOHOMHON CUCTEME

UCIIOJIb30BaTh HECKOJIBKO MPOTOKOJIOB MapIIPyTU3AIlMA B aBTOHOMHOI1 crcTeMe

UCIOJIb30BaTh HECKOJIBKO MacOK MOJICETH B OJHOM NpocTpaHcTBe IP-anpecos

HCIIOJIB30BATh €IMHYIO0 MAaCKy ITOJCETH BO BCEMl aBTOHOMHOW CHCTEME.

67. CornacHo cxeme, /uisi HOoBoro kanana Ethernet tpeOyercs momomHuTenbHash MOACETH
MEeXIy MapmipyTuzatopoMm | u mapmpytuzatopom 2. Kakuwe anpeca mojceTd AOKHBI OBITH
HACTPOEHBI B 3TOW CETH, YTOOBI 00ECIEUYUTh MAKCUMYM 14 HCIONB3yeMbIX aJpecoB JUIs JTAHHOTO
KaHaJla TPy TI0Tepe MHHUMAIIBHOE KOJIMYECTBO apecoB?

192.1.1.16/26

192.1.1.96/28

192.1.1.160/28

192.1.1.196/27

192.1.1.224/28

192.1.1.240/28

68. [l yero ucnonb3yercs mudposanue Tpapuka B 6ezonacuoit VPN?

yTOOBI TpaUK OT HEABTOPU30BAHHOTO TEPCOHaNa HE KOH(IUKTOBaI ¢ TpadUKOM OT
aBTOPHM30BAHHOIO IIEPCOHANA

YTOOBI 00ECTIEYNTh MAPIIPYTH3ALMIO TpadHKa B BUPTyTbHONW YaCTHOUW CETH

yTOObl  JaHHBIE,  OTHpAaBIIEMble IO  BHPTYaJIbHOM  CETH  MEXAYy  JABYMS
ayTeHTU(ULIMPOBAHHBIMU KOHEYHBIMUA TOUYKAMHM, HE PACIO3HABAIMCH KaK OTKPBITHIN TEKCT

9TOOBI BeCh TpauK U3 MHTEPHETA HE PACIIO3HABAJICS KaK OTKPBITHIN TEKCT

69. Komnprorep, npeaocTaBis IO CBOM PECYPCHI OJIb30BATEISIM CETH:
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[Tonp30BaTenbCKUii

Kiment

Cepsep

70. O6001eHHas reoMeTpUIecKasi XapaKTepHUCTUKA KOMITBIOTEPHOMN CETH:

Tonosorus cetn

CerteBoli cepBep

VY naneHHbie ceTeBble KOMITbIOTEPHI

71. I'moGasibHast KOMIIBIOTEPHAS CETh MEPOBOTO YPOBHS:

WWWwW

DneKTpOHHAas mouTa

HNutpaner

72. OCHOBHBIMU TUIIAMU KOMITBIOTEPHBIX CETEH SBISIOTCS CETH:

collMabHbIC, pa3BIIeKaTEIbHbIC, OM3HEC-OPUCHTUPOBAHHBIC

JIOKaJIbHBIE, TTI00aTbHbIE, PETUOHATILHBIC

KJIIMEHTCKUE, KOPIIOPATUBHBIE, MEXTYHAPOIHBIE

73. IIpoToKOJ KOMIBIOTEPHOU ceTH - COBOKYITHOCTb:

TexHUYeCKHE XapaKTEPUCTUKH CETEBOTO Tpaduka

DJIEKTPOHHBIN KypHAJI pErUCTPALMM ICUCTBUM MOJIb30BATENICH CETH

[IpaBuna, peraamMeHTUPYIONIKNE PUEM-TIepeady, aKTUBAIUIO JAHHBIX B CETU

74. Ilepenaya Bcex TaHHBIX B KOMIBIOTEPHBIX CETAX PEaIn30BaHa C MOMOIIBIO:

CeTeBbIX ITPOTOKOJIOB

®daiisoBOro ceprepa

E-mail

75. JlokanbHast KOMIIbIOTEpHAs CETh 0003HAYALTCS:

LAN

MAN

WAN

76. I'moGanbHast KOMIIBIOTEPHAs CETh 0003HAYAETCS:

LAN

MAN

WAN

77. CeTb, B KOTOPOU HET BBIJEIIEHHOTO CEpBEpa, Ha3bIBACTCS:

OJIHOYPOBHEBOM

OJIHOPAHTOBOM (TTUPUHTOBOM)

HE MPUBSA3aAHHOH K CEpPBEPY

78. Tononorust ceTu OnpeAensieTcs CTpyKTypOu:

AmnmapaTtHOTo o0ecrieueHus

[IporpammHoOTro 0becteueHmst

CoenuHeHus y3710B CETEBBIMU KaHAJIAMU CBSI3U

79. Kakogsl 1Be 00mue xapakrepuctuku 1CP u UDP?

pa3Mep OKHa 10 yMOJIYaHUIO

0€3 yCTaHOBJICHHSI COCTUHEHUS

HyMepalusi IOpToB

3-3TarHOE PYKOMOKATHE

BO3MOYKHOCTh IIEpeIaBaTh TOJ0C

WCTIOIb30BaHNE KOHTPOJIBHOU CYMMBI

80. Ykaxxurte mHoroaapecusiiit MAC-anpec.

00-FE-C8-B3-1B-4C

FF-FF-FF-FF-FF-FF

01-00-5E-00-00-C8

81. KananpHbIil ypoBeHb pazielieH Ha JBa MoaypoBHsA. O003Ha4YbTe (PYHKUIUHU MOTYPOBHS
LLC.

Conepxut B Kaape MHGOPMAIMIO, YKa3bIBAIOIIYIO, JaHHBIE KaKOTO MPOTOKOJIA CETEBOTO
YPOBHSI MHKAICYJIUPOBAHbI B TaHHBIN KaJap. JTa nHGOpMAaLKs TO3BOJSET Pa3IMYHbIM [IPOTOKOJIAM
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ceTeBoro ypoBHsA, TakuM Kak IPv4 u IPv6, coBMecTHO UCHOJIb30BaTh OJUH M TOT k€ CETEBOU
uHTepderc U MOAKITIOYCHUSI.

JloGaBisieT ynpaBIsIONy 0 HHPOPMAIUIO I JOCTABKH MaKeTa Y31y Ha3HAUCHHUS.

BoinonHseT MHKANCYJSALIUIO JaHHbBIX.

OTtBeuaer 3a pa3MeIlieHne KaJIpoB B Cpejie TIepelavun U yIajJeHne KaJIpoB U3 Hee.

82. MeTo/ 1l KOMMYTAIIMH KaJApoB Ha KomMmyTaTtopax CiSCO. YKakuTe Ipu3HaKd KOMMYTAI[HH
C TIPOMEKYTOUYHBIM XPaHECHUEM.

HEOOXoaWM I aHanu3a KadecTBa oOcimyxuBaHus (QOS) B KOHBEPIE€HTHBIX CETAX, TIE
TpeOyeTcst KiraccuuKamnus KaJpoB JIJIsl HA3HAYCHUSI IPHUOPHUTETOB MPOXOASIIEro Tpaduka.

KOMMyTaTop Oydepusyer TOIBKO 4acTh Kaapa, HeoOxomumyto mis ureHus MAC-ampeca
Ha3HAYCHMSI, YTOOBI OH MOT ONPE/ICIUTh, HAa KAaKOH MOPT MepechlIaTh JaHHbIC

KOMMYTATOP IOJIyYaeT Kaap MEeTUKOM U BBIYHCIISET HUKInYecKuii n30prTounbiii ko (CRC)

KOMMYyTaTop oOpabaThiBacT Kaaphl 0 MEpe UX MOCTYIUICHHS, JaKe €CIIU Mepeaaya eie He
3aBeplIeHa

MO3BOJISIET YMEHBIIIUTh MPOITYCKHYIO CIIOCOOHOCTD, 3aHIMAEMYIO MIOBPEKICHHBIMU JIAHHBIMH

83. Ykaxxure MmHOTOaapecHsie IP-anpeca?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

84. Yxaxurte MHOTOaapecHbIe IP-aapeca B mokansHO# ceT?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

85. Yxaxure obmenoctymnubie (myonuanbie) u yacTHbie |P-anpeca?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

86. Ykaxwure loopback IP-axpeca?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255
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¢ 240.0.0.0 mo 255.255.255.254

87. Yxaxure nokanpHbie IP-anpeca kanaaos?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

88. Yxaxure IP-anpeca TEST-NET?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

89. Vkaxure skcnepuMeHTanbHble |P-agpeca, 3ape3epBUpoOBaHHBIC IJI1 MCIOJIB30BAaHUS B
Oyymem?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

90. Ipunoxenus, ucnonp3yromue nporokon TCP:

FTP

HTTP

SMTP

Telnet

DNS

SNMP

TFTP

DHCP

VolP

IPTV

91. Ilpunoxenus, ucnonbp3yomue npotokona UDP:

FTP

HTTP

SMTP

Telnet

DNS

SNMP

TFTP

DHCP

VolP

IPTV
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92. Kaxkoil mporecc obecrieuyuBaeT pas3leliecHHe NaHHBIX Ha Oojee MenKue ONOKH s
MOCJEAYIOIIEH MepeIayu.

JEKOMIIO3ULIMS

MYJIbTUIUIEKCHPOBAHUE

NEMYJIbTUIUIEKCUPOBaHHE

CerMeHTanus

Oydepuzanus

MHKAICYJISALUA

93. Kakoii npolriecc no3BoOJsSET HECKOJIBKMM IIPOrpaMMaM HUCII0JIb30BATh CETh OJJHOBPEMEHHO.

JEKOMITO3ULIUS

MYJIbTUIIIIEKCUPOBAHUE

JEMYJIbTUIUIEKCUPOBaHUE

CerMeHTalus

Oydepuzarus

MHKAICYJIALNS

KOMMYTalHs

94. Kakoil ImpOTOKOJI OTBEYAET TOJBKO 3a CTPYKTYpY, aApecalio U MapLIpyTH3aLUIO
[IAKETOB, HO HE OINPEEISIET, KAK OHU JOCTABIIAFOTCS WM MEPEJAIOTCS 110 CETH.

TCP/IP

IP

TCP

UDP

SMTP

95. Omnpenenure NPOTOKOJ, HCIOJB3YIOUIMH MEPEYNCICHHBIE OCHOBHBIE ONEpaluu s
oOecrnieueHNs HaJe)KHOM Mepeaadn JaHHbIX 110 CETH:

noBTOpHY!0 nepenauy PDU TpancropTHOro ypoBHS ¢ HETIOATBEPKACHHBIMH JAHHBIMU [TOCIIE
3a/1aHHOTO BPEMEHU OKUIAHMS;

orcnexxuBanue konnuectBa PDU TpaHCOpTHOTO ypOBHS, OTIPABIEHHBIX HA TOT WJIK MHOU
y3€J1 TeEM WM UHBIM NIPWIOKEHUEM, U OATBEPKACHHE MoJ1ydeHHbIX PDU;

KOHTPOJIb pazMmepa U ckopoctu oomeHa PDU TpaHCOpTHOTO ypOBHS MEXIY KIMEHTCKUMU
YCTPOWCTBAMH U CEPBEPAMH.

TCP/IP

IP

TCP

UDP

EIGRP

96. YkaxxuTe NPOTOKOJ, O0ECIEeUMBAIONININ PACIIMPEHHYIO 3aIIUTy JAaHHBIX Ha OCHOBE
mu@poBaHus NpyU Nepesade JaHHbIX ceanca no JuHuu VTY:

VPN

SSH

Telnet

VLAN

97. R1#config t

R1(config)#enable password Ciscol23

R1(config)#enable secret Cisco234

R1(config)#service password-encryption

R1(config)#line con 0

R1(config-line)#password Cisco789

R1(config-line)#end

R1#copy run start

R1#reload

Uto OyaeTr B pesyibTaTe BBOJA 3TOM KOH(UTyparuei, ecinu B CIEAYIOIINN pa3 CeTeBOU
aJIMUHUCTPATOP MOJKIIOYUT KOHCOJBHBIA Kabedb K MapLIpyTH3aToOpy U HE BBEAET HHUKAKHX
JOTIOJTHUTEIbHBIX KOMAaH/?
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AnmvunHHCcTpaTOpy HY*)HO Oyner BBectu Ciscol23

AaMuHHCTpaTOpy HyXkHO Oyaet BBectu Cisco234

AnmMunHHCcTpaTOpy Hy*)HO Oyner BBectu Cisco789

AJIMUHUCTPATOP YBUIUT MpUTIIAlIEeHHEe KOMaHIHOU cTpoku R1>

98. Ilonp30BaTesh OTKPHIBAET TPH Opay3epa Ha OJHOM KOMIIBIOTEpPE, YTOOBI MEPEUTH Ha CalT
www.mospolytech.ru u HaiiTu uHGOPMAIHIO O paclHCaHUU K3aMeHOB. BeO-cepBep oTmpaBiser
oTBeT Ha 3anpoc. Kakyto nHpopMaIuio UCIoyib3yeT cTek npotokosioB TCP/IP kommnbioTepa, 4ToOBI
OTIpeIeNIuTh, KaKoil U3 Tpex BeO-Opay3epoB JOHKEH MOTy4YUTh OTBET?

HOMEp MOpTa HCTOUYHUKA

IP-anpec momyuaTens

HOMEp MopTa Ha3HAYCHHUS

IP-anpec ncrounnka

99. Kak Oymer BBITIIAACTh MaKCHUMadbHO CKaToe TpenctaBienue |Pv6-agpeca
2001:0000:0000:1B5F:0000:0000:0000:0001?

2001:0: 1 B5F::1

2001:0:0: 1 BSF::1

2001:: 1 B5F::1

2001:0000:1B5F::1

2001:: 1 B5F:0:1

100. CkoabKO apecoB y3JI0B MOKHO Ha3HA4YMTh B ceTH 192.168.15.192 ¢ nmpedukcom /26

254

126

62

30

256

128

64

32

101. BecipoBogHOMY KJIMEHTY HEOOXOAMMO OTIIPABUTH IEKTPOHHYIO MOYTY HA MTOYTOBBIN
cepsep. Kakoit mpoTokos OyaeT uCnoiab30BaThCs MpU OTIpaBKe?

FTP

HTTP

DHCP

POP3

SNMP

SMTP

102. Kakas koMmaHJa MOXET HCIIONB30BaThCA [UJIsl OMpeaenieHus: Toro, kakue 1CP-
COCIIMHEHUS OTKPHITHI 1 aKTUBHBI HA CETEBOM Y3JI€, U JJISl TIPOBEPKU COCTOSHUS TUX COCIMHEHUH.

Nslookup

Netstat

Ping

Traceroute

103. Kakue ¢pyHKINHU BBIOIHIET KOMMYTaTOp?

(dbopmupyeT TabnHIly MapmpyTH3aIuy Ha OCHOBE mepBoro |P-agpeca B 3aromoBkax kKaapos

ucnons3yeT MAC-aapeca uCTOUHUKA B KaJpax JUIsl CO3/IaHUS U TOJIEP)KAHUSI B aKTyaTbHOM
cocrostany Tabimiel MAC-anpecos

nepechuIaeT Kaaphl C HeU3BECTHBIMU |P-anpecamMu Ha3HAYSHHMSI IUTFO3Y 110 YMOTYAHUIO

ucrionb3zyet Tabmuiy MAC-agpecoB miis mepechUIKd KaapoB B cooTtBeTcTBUU ¢ MAC-
a/lpecoM Ha3Ha4YCHUs

m3yuyaeT MAC-anpeca Ha3Ha4YCHHSI M CO3/Ia€T HA MX OCHOBE HOBBIE 3amucu B Tabiuie MAC-
azpecoB

104. Kakas uadopmarus 100aBiaseTcs BO BpeMs HHKANCYJIAuu Ha ypoBHe 4 moaenu OSI|?

MAC-anpeca UCTOYHUKA U HA3HAYCHUS

MIPOTOKOJI YPOBHS MPUIIOKEHUH UCTOUHUKA U HA3HAYCHMUSI
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HOMeEpa MOPTOB UCTOYHUKA U Ha3HAYCHHUS

IP-anpec ncrounmka u Ha3HAYCHHS

105. IToka3zath XapakTepUCTUKH pa3beMa ST7?

Pa3bem Hazie:kHO PUKCHPYETCS 3aKPyUMBAIOIIMMCS MEXaHU3MOM OallOHETHOTO TUTA.

OcHaren Mexanu3MoM 3amienku push-pull ams obecriedenns HaeKHON yCTaHOBKU

YMeHbllIeHHass BEpCHUsl ONTOBOJOKOHHOTO pazbeMa. OH HaOupaeT MOMYJSIPHOCTh HU3-3a
CBOET0 HEOOJIBIIOTO pa3Mepa.

106. HazoBuTe XapakTepUCTUKH, TPUMEHUMBIE K ToaypoBHio MAC?

BsanmopneiictByeTr ¢ o0opynoBaHMEM Ui YAOBJIETBOPEHHUS TPeOOBaHUI K MPOITyCKHOMN
CIIOCOOHOCTH U MPOBEPsET HAIMYKME OMIMOOK B OTIIPABJICHHBIX U MOJYyYEHHBIX OUTaX.

B3anmMoneicTByeT ¢ BEpXHUMH YPOBHSIMHU JIsl 100aBICHUS NPUKIAIHOW MHPOPMALIUU IS
JIOCTaBKH JIAHHBIX K IPOTOKOJIaM 0oJiee BEICOKOTO YPOBHS

OcTaeTcst OTHOCUTEIBHO HE3aBUCUMBIM OT (PU3UYECKOT0 000PYAOBAHUSL.

KouTtponupyer npoctym K cpene meperadyd ¢ MNOMOUIbIO TpeOOBaHUI K CTaHaapTam
CUTHAJIN3ALUHU U (PU3NIECKUM HOCUTEIISIM.

VYrpasmuser ceTeBoi HHTEPPEHCHOIN KapTOH ¢ MTOMOIIBIO TPOTrPAMMHBIX JPANBEPOB.

[MonnepxuBaer TexHonoruto Ethernet ¢ ucnonszopanuem CSMA/CD umn CSMA/CA.

107. OT™MeThTEe XapaKTepUCTUKH, OTHOCsIIHECS K anpecy FF02::2?

I'pynnma MHOroagpecHoil pacchUIKM JUIsl BCeX MOAKIIOYEHHBIX y310B |IPv6. Ilaker,
OTIIPaBJICHHBIN B 3Ty IPyIIy, IpUHUMAETCsS U 0OpabaTbiBaeTcsi Bcemu uHTepdericamu IPV6 B kaHaie
WIH CeTU. DTa rpyIia apecoB padoTaeT Tak ke, Kak MMPOKOBEIIATEIBHEIHN ajipec B mpoTokoiie IPV4.

I'pynnma MHOroanpecHOW pacChUIKM AJIsi BCEX MOIKIIOYEHHBIX Mapuipytuzatopos |PV6.
MapuipyTuzarop CTaHOBUTCS 4acThbIO 3TOM IpyIIbl, KOTJa OH IEPEXOIUT 1o ynpasieHue IPv6 c
IIOMOIIIbIO KOMaH/IbI II00aIbHOM KOHHUrypanuu ipv6 unicast-routing. ITaket, oTpaBaCHHBIN B 3Ty
rpymiy, IpuHUMaeTcs U o0padaTeiBaeTcsi BceMu Mapiipytusatopamu IPV6 B kanasne nim ceTu.

108. KakoB nuarna3on o6men3BecTHbx moptoB TCP u UDP?

ot 0 1o 255

ot 0 mo 1023

otT 256 o 1023

ot 1024 no 49151

109. Kakue npuiiokeHus WK CIIy>K0bl IO3BOJISIOT XOCTaM J€MCTBOBATh KAaK KJIMEHT U CEPBEP
OJHOBPEMEHHO?

KJIMEHT/CEPBEPHBIE MPHIIOKEHHS

MPUIIOKEHUS JIEKTPOHHON MOYTHI

P2P npunoxxenus

CITyKObI ayTEHTHU(PHUKATUU

110. Kakue tunbsl ICMP coobmienwnii srstorest oomumu s ICMPv4 u ICMPV6?

VY3en Ha3HAUYEHUS WIH CEPBUC HEIOCTYIIEH

Omnpenenenne UMEHU XOCTa

Hactpoiika IP

Hcrounuk HegocTyneH

[IpeBbIlieH HHTEPBAT OKHUTAHHS

111. Kakue aBa mpOTOKOJIa MOTYT HCIIOJIb30BaThCs YCTPONMCTBAMM B Mpollecce MOAaYu
3as1BKH, OTIPABIISIIOLIEH STIEKTPOHHYIO TTOYTY?

HTTP

SMTP

POP

IMAP

DNS

POP3

112. Kakas xomaHna (mpu €€ NPUMEHEHMM Ha MapUIpyTH3aTOpE) IMOMOXKET CBECTH K
MUHHUMYMY PHCK B3JIOMa MapoJiell Ha MapIIpyTH3aTOpPe METOI0M Tpy0Ooit cuibl?

exec-timeout 30

service password-encryption
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banner motd $Max failed logins 5%

login block-for 60 attempts 5 within 60

113. Kakoii akrop onpenenser pazmep okHa TCP?

00BbeM mepeaBaeMbIX TaHHBIX

KOJIMYECTBO YCIIYT, BKIIOUEHHBIX B cerMeHT T CP

00beM JTaHHBIX, KOTOPhIE MyHKT HA3HAYCHHSI MOXKET 00padaThIBaTh 3a OJIMH pa3

00BEM JaHHBIX, KOTOPBIE HICTOUYHUK CIIOCOOCH OTIIPABIISATH OJHOBPEMEHHO

114. Kakue 3asBienus onuceiBaroT cooomenne DHCP Discover?

Ucxonnsriit anpec MAC 48 (FF-FF-FF-FF-FF-FF-FF)

IP-anpec mynkra HazHaueHus 255.255.255.255

Coo011ieHre UCXOAUT OT cepBepa, npeiaras |P-agpec

Coo01enne UCXOAMT OT KiueHTa, uirymiero |P-aapec

Bce xocTthl nomyuatot coobenue, Ho Toibpko cepsep DHCP orBeuaer

Coo0menue nmomxyyaet Tojibko cepsep DHCP

115. YuursBas npedukc rinodanbHoil Mapiipytusanun /48 u npedukc /64, kakoBa 4acTb
nojaceru creayromiero aapeca: 2001:db8:cafe:1111:2222:33:44:5555

2001

db8

cafe

1111

2222

33

44

5555

116. Kaxoti tun coobmenust ICMPV6 6yaet oTnpaBisTh XOCT AJIs TOTyYSHHUS KOHDUTYpaLuu
IPV6 mipu 3arpyske?

OrtBer cocennero y3ia (NA)

3ampoc cocenuero ysia (NS)

OtBet Mapuipytuzatopa (RA)

3ampoc k mapmpytuzatopy (RS)

117. Kakue ¢pyHKIIMM BBIIIOJIHSAET YPOBEHb NPEACTABICHUS ?

dopmaTHpoBaHUE WM TMpEACTaBICHHE ITaHHBIX W3 HCXOAHOTO YCTpoHcTBa B (opme,
HOJXOAAIICH ISl IOJTYYEeHHUSI YCTPOICTBOM Ha3HAYECHUS

CxaTue DaHHBIX TaKUM 00Opa3oM, 4TOOBI MX MOXHO OBLIO pacrmakoBaTh Ha YCTPOWCTBE
Ha3HAYCHUS

IndpoBaHre JaHHBIX IS IEpeIadd U aemrpoBaHUe MTPH MOTYUSCHUN

OOMeH TaHHBIMU MEXIy TIporpaMMaMu

YcTaHOBIIEHUE COSTMHEHHUS C TIOATBEPKICHUEM OTIPABICHHBIX TaHHBIX

[Tounck HamTydIIero MyTH JOCTaBKU JAHHBIX

ITpoBepka MAC-aapeca UCTOYHHKA ¥ HA3HAUCHUS

7.7.1lpumMepHBbIi CIUCOK BONPOCOB /ISl KOHTPOJILHBIX py0e:eil U 321U ThI

J1abopaTopHbIX padoT

Tema 1

1. Kakue aneMeHThI JaHHBIX BKIIIOUEHBI B (PU3UYECKYIO TOTIOJIOTHIO?

Cxewma [P-agpecanun

CxeMa UMEHOBAaHMS KOMIIBIOTEPOB

Pacnionoxenue u minHa xkadenei

®u3nUecKoe PacroOKEHUE BCEX CETEBBIX YCTPOUCTB

Pa3mep mmpoxoBemaTenbHbIX U KOJUIM3UOHHBIX JIOMEHOB

AmnmnapaTHas KOHQHUTypaiys OKOHEYHbIX Y3JI0B

2. Boibepute yTBepxA€HNUE, OTHOCSAIIEECS K CpeJie Mepeiadyl Ha OCHOBE HEAKPAHUPOBAHHON
BUTOH IapBbl.

CaMbIi IPOCTOM THI CETEBOTO Kales i yCTaHOBKH

HCTIOJIB3YCT CBCT JIA IEpeaavu JaHHbIX
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HaunboJee MUPOKO UCTIOIB3YEMBIH THIT CpPEIbl Iepeaayn
BOCIIPMMMYMBA K 3JICKTPOMArHUTHBIM U PaMOYaCTOTHBIM ITIOMEXaM
OOBIYHO HCTIONIB3YETCS MEXY 3AaHUSIMU

0OBIYHO HCIIOJIB3YCTCA MOCTABHIMKOM YCIIYyT KaOeJIBHOT O TCICBUACHUA NI TOAKIIIOUCHUSA K

HNurepuery

3. Kakoit 6e30macHbIii BHYTPUIIOJOCHBIM METOJ TOCTYIa MOXET MCIOIb30BaTh KIMEHT IS

HOJKJIFOUEHUS K YCTPOUCTBY JJIs1 YJaJICHHOI'O MOHUTOPUHIA U HACTPONKN?
HTTP
Telnet
KOHCOJIBHBII;'I nopT
SSH

4. Kakoli peXuM MapIIpyTH3aTopa oToOpakaeT MpUrjialieHne KOMaHaHOU cTpoku Router#?

10JI30BATEIbCKUM PEKUM

IPUBWICTHPOBAHHBINA PEKUM

PEXUM HACTPOUKHU

peXuM TII00TbHON KOH(pHUTYpaIiu

5. Kakue yTBepKIeHuUs OMUCHIBAIOT BHETIOJIOCHOE COeTMHEHNE?

C TOYKM 3pEHHusl ympaBleHHUs ciyxO0aMu Oojee NpPeArnOYTUTEIbHBIA, YeM YIIpaBJICHUE

YCTPOKCTBOM I10 CETH CPEJICTBAMU IIPOTOKOJIOB
He TpeOyeT GU3UIECKOro MOAKIIOYESHUS
HCIIONB3YETCS ISl IEPBOHAYATIbHOM HACTPOMKH YCTPOUCTBA
UCIIOJIB3YET MPSMOE KOHCOJIBHOE MOAKIYCHHE

obecrieunBaer Ooybmuii HAOOP (YHKIMOHAIBHBIX BO3MOXHOCTEH, HYeM YIIpaBJICHUE

YCTPOI‘/'ICTBOM I10 CE€TH CPpCACTBAMU IIPOTOKOJIOB

6. Kakue TeXHOIOTHH pacupsIOT BO3MOKHOCTH yIaJICHHBIX COTPYIHUKOB IO 0€30MacHOMY

HOJKJIFOUYEHUIO K BHYTPEHHUM pecypcaM KOMITaHUH?

HTTP

Telnet

FTP

SSH

VPN

7. Kakue mnpoTOKOJBl HCHONB3YIOTCA JUIs HoAkmoueHus ycrpoiictBa Cisco
BHYTPHUIIOJIOCHOM A0CTyTE?

Telnet

ARP

SMTP

FTP

SSH

8. Kommbrotep, npeoCcTaBIsIOUINNA CBOU PECYpPChI OJIB30BATENSIM CETH:

[Tons30Barenbeckuit

Knuent

Cepsep

9. O6o0IeHHAs TeOMETpUYECKast XapaKTEPUCTHKA KOMITBIOTEPHON CEeTH:

Tonomnorus cetn

CereBoii cepsep

VYV aneHHbIe CETEBbIE KOMIIBIOTEPHI

10. I'no6anpHast KOMOBbIOTEpHAs! CETh MUPOBOTO YPOBHSI:

WWw

DneKTpoHHAas ouTa

Hutpaner

11. OcHOBHBIMU TUIIAMH KOMITBIOTEPHBIX CETEU SABISAIOTCS CETH:

COLMAJIbHBIE, pa3BIIeKaTeIbHbIC, OM3HEC-OPUEHTUPOBAHHbBIE

JIOKaJbHbIE, TI00ANbHBIE, PErHOHATLHBIE

KIIMEHTCKHE, KOPIIOPATUBHBIE, MEXKTYHAPOTHBIE

npu
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12. TIpoTokos KOMIIBbIOTEPHOH ceTH - COBOKYITHOCTD:

TexHuyeckue XxapakTepUCTUKU CETEBOro Tpaduka

DNEKTPOHHBIN XKypHAJI PETUCTPALIMU AEHCTBUI 110JIb30BATENEHN ceTn

[IpaBuina, pernaMmeHTUpyIOLIME NpUeM-Tiepeaady, akTUBAIMIO JaHHbBIX B CETH

13. Ilepenaya Bcex NaHHBIX B KOMIBIOTEPHBIX CETSAX pealn30BaHa C MOMOIIbI0:CeTeBbIX
IIPOTOKOJIOB

®daiisIoBOro cepsepa

E-mail

14. JlokanbHasi KOMIIBIOTEPHAS CETh 0003HAYACTCS:

LAN

MAN

WAN

15. 'mo6anpHast KOMIBIOTEPHAS CETh 0003HAYACTCS:

LAN

MAN

WAN

16. Cetb, B KOTOPOIi HET BBIJICIICHHOTO CepBepa, Ha3bIBACTCS:

OJIHOYPOBHEBO

OJIHOPaHTOBOM (ITUPUHTOBOM)

HE MPUBA3AHHON K CEpBEPY

17. Tonosnorusi CeTu ONpeaesieTcs: CTPYKTYPO:

AmnmnapaTHOro odecnedeHus

[IporpammuOro 0OecneueHus

CoennHeHus y3J10B CETEBBIMH KaHaJIaMU CBS3H

Tema 2

1. Kakas xomanga OC Windows otoOpakaer uHbOpMaIio 0 KOMIIbIOTEpe, BKItodas IP-
aapec uHTEpdeiica, MacKy MOACETH, HUII03 M0 YMOIYaHUIO M JOMOJHUTEIBHYI0 HH(pOPMAIUIO O
cepepax DHCP u DNS?

winipcfg /all

Ipconfig

ipconfig /all

Winipcfg

2. Yto mO3BOJNSET OTMPABIATH W TMOMydYaTh ODJIEKTPOHHYIO IMOYTY Ha CaMBIX DPa3HBIX
ycTpoiicTBax?

Bce ycrpoiicTBa ucnonb3ytot oany u Ty xe OC.

[IporpamMHoe obecrieueHre MOYTOBOTO CepBepa MOCTABISAETCS] OAHUM MOCTABIIUKOM.

VYcerpolicTBa HCIONB3YOT OAHO U TO ke [1O mouTtoBoro KiIneHTa.

[TouroBoe 10 HanmucaHO ¢ KCTIONB30BAHUEM CTaHAAPTOB U MPOTOKOJIOB, 00ECTIEYUBAIOLINX
COBMECTHMOCTb.

3. Uto npowusoiiger npu BeimoaHeHnn koman sl dirflash: ma mapmpyrtusarope?

Conepxxumoe ¢uaii-namsatu 6yaer nepemenieHo B NVRAM.

QupuI-naMaTe OyJeT crepTa

OTtobpakaeTcst coepkumMoe (GIIAII-NaMITH.

@puI-naMaTe 6yaeT oThopMaTupoBaHa.

4. R1l#config t

R1(config)#enable password Ciscol23

R1(config)#enable secret Cisco234

R1(config)#service password-encryption

R1(config)#line con 0O

R1(config-line)#password Cisco789

R1(config-line)#end

R1#copy run start

R1#reload
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Uro Oynmer B pe3ynbTaTe BBOJA 3TOM KOH(UTypaluel, eciu B CIEIYIOIUN pa3 ceTeBOi
aJIMUHUCTPATOP MOJKIIOYUT KOHCOJBHBIM KaOeab K MaplIpyTH3aTOpy M HE BBEIET HHMKAKHX
JIOTIOJTHUTEIbHBIX KOMaH?

AaMuHHCTpaTOpy HyX)HO OymeT BBectn Cisc0123

AnmMuHHCTpaTOpy HY*)HO Oyner BBectu Cisco234

AJMHHHCTpATOPY HyX)HO OymeT BBectr Cisc0789

AJMUHUCTPATOp YBUIUT NpUIJIALIEHHME KOMaHIHOU cTpoku R1>

5. BeiGepute yTBepakIeHIE, OTHOCALIEECS K KOMaH1aM ping U tracert.

Komanna ping otoOpaxkaet pe3yibTaT IPOBEPKU COSANHEHHS, a KOMaH/a tracert — HeT.

Komanna tracert oroOpakaeT Kax /1yt 4acTh IIyTH, a KOMaH/1a ping 0TOOpa)xaeT TOJbKO OTBET
OT KOHEYHOI'0 y3Ja.

Komanne! ping u tracert MOTyT 0TOOpa)kaTh pe3yJIbTaThl B rpa)u4eckoM BHJIE.

Komanpa tracert ucrionb3yer [P-anpeca, a komanaa ping — Her.

6. ITonb30BaTeNb XOUET IPOBEPUTH COEAUMHEHUE MEXLy XOCTOM 3 1 xocToM 8 B cetu. Kakyro
KOMaH/y MOKHO HUCII0JIb30BATh JUIsl IPOBEPKU COEIMHEHUS?

nslookup

ipconfig

netstat

ping

7. Kakue 1aHHbIE MOXKHO ONPEAETIUTh C OMOLIbI0 KOMaH bl ipconfig?

Macka MoJICeT!

Cepsep DNS

¢busnueckuii anpec

IIJTF03 IO YMOJIYaHUIO

IP-anpec

Cepsep DHCP.

8. CereBoli aIMUHUCTPATOP MOXKET YCIEUIHO OTIPABUTH 3X0-3alPOC HA CEPBEP IO aJpecy
www.mospolytech.com, HO He MOXET OTIpaBUTh 3X0-3aIPOC Ha BeO-cepBep KOMIIAHUM,
pPAacCIIOJIOKEHHBIM Ha CaliTe MHTEpHET-NpoBaijepa B JApyroM ropoge. Kakyro KomaHAy MOKHO
UCIIOJIb30BaTh IS ONPEeAEICHUs KOHKPETHOTO MapLIpyTH3aTopa, B KOTOPOM MIPOU301ILIA TOTEPs WK
3a/IepKKa MaKETOB?

telnet

ipconfig

traceroute

netstat

Tema 3

1. Kaxoii cranaapt oGecrnieunBaeT HanOOIbIIYI0 0OPAaTHYI0 COBMECTUMOCTD C IPEABLIYIIUMHI
CTaHJapTaMH, HO TPHU 3TOM JIEMOHCTPUPYET OONBIIYIO TPOU3BOAUTEILHOCT?

802.11a

802.11b

802,119

802.11n

2. Kakue nmapametps! onpezenens! cranaapramu WAN?

TUI UHKATNCYJISIUU

yIpaBIEHUE IOTOKOM

IP-anpecamms

MIOCTABILUK

MIPOTOKOJI MapLIPyTHU3ALIUH.

(dusnueckas agpecanus

3. Kakue ypoau monenu OSI ommuceiBaroT crangaptel WAN?

TpaHCIIOpTHBIN YPOBEHb

CeaHCOBBIN YPOBEHb

CereBoil ypoBEHb

KananbHblll ypOBEHb
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DuU3nYECKUil ypOBEHD

[IpuxnagHoit ypoBeHb

4. Kakuie mpuI0>KEeHUs WK CITY>KOBI TIO3BOJISIIOT XOCTaM JCHCTBOBATh KaK KIMEHT M CEPBEP
OJHOBPEMEHHO?

KIIMEHT/CEPBEPHBIC MTPUIIOKCHUS

MIPUIIOKEHNS 3JIEKTPOHHOU MOYTHI

P2P npunoxxenus

CITY>KOBI ayTeHTU(DUKAITUN

5. B kakux ciy4asx HEOOXOOUMO YIPABIATh MAapIIPYTHU3aTOPOM IO CETH C IOMOIIBIO
MIPOTOKOJIOB?

KOI'Jla HMHTEpHET-NpoBaiiiep MOoJydaeT AOCTYNl K MapUIpyTH3aTOpy IOJb30BaTENs ISl
KOHTPOJISI HOpMaJIbHOM paboThI

MOJIYYHUTh JOCTYT U HACTPOUTH MAPIIPYTH3ATOP MEepe Ha4yaIoM padOThI B CETH

UCIPAaBUThH OIMUOKY, MIPUBOJUBIIYIO K OTKJIFOUEHUIO CETEBBIX HHTEP(EHCOB Ha poyTepe

B ClTyyae HEKOPPEKTHBIX HACTpoeK KoHpuryparmu Tpancasanun NAT

ISl pE3ePBHOTO KOITUPOBAHUS TeKyIel KoH(purypamuu Ha tftp-cepsep

6. Kakue npenmyiecta nucnons3zoBanuss VLAN nonydaer opranuzanus?

OpraHu3alys nojydaer ruOKocTh O1aroiapsi BO3MOKHOCTH TPYIIIUPOBATH MOJIb30BaTENIeH He
10 (PU3NYECKOMY MECTOIOIOKEHHUIO, a M0 (PYHKIHIM.

NEepCOHANI OTJeNia U CETEBbIE PECYpPChl MOTYT IEHTPAIM30BAHO OOBEIUHATHCS HA OJHOM
(¢u3nIecKOM ydacTKe.

KOJIMYECTBO IIMPOKOBEIIATENIbHBIX JJOMEHOB B KOPIIOPATUBHOM CETH YMEHBILIAETCA.

OpraHu3alys MoJy4aeT BO3MOYKHOCTb JIOTHYECKHA OTACIIMTH FOJIOCOBOM M APYroMl Ba)KHBIN
TpauK OT BCEX OCTAIbHBIX BUJIOB TpaduKa.

CHIDKAET 3aTpaThl HA yNPaBJIEHUE CETHIO 32 CUET 3aMEHBI OOJIBIIOTO KOJIMYECTBA YCTPOHCTB
2-T0 ypOBHS HEOOJIBIIUM KOJIMYECTBOM YCTPOMCTB 3-T0 YPOBHSL.

yCTpaHsAeT HEOOXOAMMOCTh MAPIIPYTH3AIUHU TpadrKa B OOJBIINX CETSIX.

Tema 4

1. Yro Takoe CSMA/CA?

METOJI JoCcTyna, ucnosbdyemblid TexHoaorueit IEEE 802.11 ¢ npenoTBpaliieHHeM KOJTU3UI

METO/] 10CTyNa, ucrosb3yeMblil TexHosorueit IEEE 802.11, uro0s1 n3dexaTh 1yOaupoBaHus
SSID

METOJ JIOCTYyTa, UCIOJIB3yeMblil TexHonorueil nposogHoro Ethernet mis npenorBpameHus
KOJUIM3UI

METO/]I IOCTYTIA, UCTIONB3YEMBIi JIF000H TEXHOJIOTHEN, KOTOpasi HMEET Ype3MEePHbIE KOJUTU3HH

2. B kakoii oOmactu cetd TpaduK OT JPYTHX Yy3J0B MOXKET MPHBECTH K TOMY, 4YTO
nepearonIuil y3eJ OCTAaHOBUT NEpenauvy AaHHbIX, MOCJIE Yero Mepelalolluid y3el BbDKHAAET
CIIy4JailHOe BpeMs Mepe] MOBTOPHOM nepeaadyeil JaHHbIX?

YPOBEHb paclpeeICHHs

PO CETH

YPOBEHB JI0CTYIIa

ITUPOKOBENIATEIIbLHBINA JJOMEH

JIOMEH KOJUIU3UU

OJIHOPAHTOBasl CETh

3. Kak cBeToanoqubIi MHANKATOP YKa3bIBa€T HA TO, UTO Yepe3 MOPT nepeaaercs Tpaduk?

MTOCTOSIHHO TOPUT KEJITHIM

MHUTAET

ITOCTOSIHHO TOPHUT 3€JIEHBIM

HaxOJIUTCS B BBIKIIFOYEHHOM COCTOSIHUU

4. Jlns yero HeoOxoaumo HasHaudaTh IP-ampec unrepdeiicy VLANI Ha kommyTtaTope Cisco?

YTOOBI KOMMYTATOP MOT BBITIOJHSTH MAPIIPYTH3AIUIO MEXKTY CETIMHU

YTOOBI MOJSYYUTh yJIAJICHHBII TOCTYIl K KOMMYTATOPY JJIs1 HACTPOUKH U KOH(OUTYpUPOBaHUS

YTOOBI KOMMYTATOp MOT TiepechliaTh |P-makers

co3/7aTh TOJICETh ¢ HOBBIM |P-anpecom Ha KoMMyTaTOpe
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cpene?

5. Kakoit yposens monenu TCP/IP uHKancymupyeT nakeTsl Ui Nepefadd B Nepearoneit

TpaHcnopTHBIN

Hutepnera

[Ipunoxxenunii

Hoctyna k cetn

6. Kakoil mpouecc obecrieunBaeT pasfelieHHe TaHHBIX Ha Oosiee Menkue ONOKH IS

MOCJICTYIONIEH TIepeIaun.

JEKOMIIO3HIIHSI
MYJIbTHITICKCHPOBAHUE

NEeMYJIbTUIUICKCHPOBAHHE

CerMEeHTaIUs

Oydepuzanus

VHKATICYJISIUS

7. Kakoii mporiecc mo3BoJsieT HeCKOJIbKUM IpoTrpaMMaM HCIOIb30BaTh CETh OJTHOBPEMEHHO.
JICKOMITO3HIIHS

MYJIBTUTIIICKCUPOBAHNE

JIeMYJIbTUTUICKCUPOBAHHUE

CErMEHTaIUs

Oydepuzarus

WHKATICYJISIIHS

KOMMYTaIlust

8. Kakast komanza (ipu e€ NpUMEHEHHH Ha MapIIPyTU3aTOPE) IOMOXKET CBECTH K MUHUMYMY

PHCK B3JIOMa MapoJjieil Ha MapIIpyTU3aTOpe METOI0OM Ipy0oii cribl?

exec-timeout 30

service password-encryption

banner motd $Max failed logins 5$

login block-for 60 attempts 5 within 60

Tema 5

1. KakoB MAC-anpec HazHaueHnus kaapa Ethernet mmpokoBemarenbHON pacChUTKH?
AA-AA-AA-AA-AA-AA

255.255.255.255

FF-FF-FF-FF-FF-FF

1111

2. Kakue naHHBIE MOKHO TOJYYHTh C MOMOIIBIO KoMmaHzbel show mac-address-table Ha

kommyTtarope Cisco?

IP-anpeca HampsiMy10 MOJKITIOUEHHBIX CETEBBIX y3JI0B

MAC-anpeca nopToB KOMMyTaTopa

comnocraBienne MAC-aapecos u |IP-agpecoB ais ceTeBBIX y37I0B

MOPT, UCTIOIB3YEMBI KOMMYTATOPOM IS IEPECHIIKU KaJIPOB y3IIy

3. Ykaxure MHoroaapecuslii MAC-anpec.

00-FE-C8-B3-1B-4C

FF-FF-FF-FF-FF-FF

01-00-5E-00-00-C8

4. KananbHbIi ypOBeHb pa3/ielieH Ha JBa oAy poBHs. O0o3HaubTe pyHKumu noxyposus LLC.
ConepxuT B Kajape MHGOPMAIMIO, YKa3bIBAIOIIYIO, JAHHBIE KAaKOTO MPOTOKOJIA CETEBOTO

YPOBHSI HHKATICYJTUPOBAHBI B TaHHBIA Kaap. JTa nHGOpMAIKS TO3BOJSET Pa3IUYHBIM MIPOTOKOIAM
CeTeBOro ypoBHA, TakuM Kak IPv4 u IPv6, coBMECTHO MCMOJIb30BaTh OJWH M TOT K€ CETEBOM
uHTEpdeic U MOAKIIOYCHHUS.

JloGaBsieT ynpaBIsIoNny0 HHPOPMAIUIO AJIs JOCTABKU MaKeTa y3/1y Ha3HAYCHHUS.
BrInonHseT MHKANICYIISAIUIO JTaHHBIX.

OTtBeuaer 3a pa3MelieHne KaJIpoB B cpejie epelaun U y1ajJeHue KaJlpoB U3 Hee.

5. MeToibl KOMMYTaIIUH KaJipoB Ha kKomMMmyTaTtopax CiSCO. YKaXuTe MPU3HAKU KOMMYTAIUU

C TIPOMEXKYTOYHBIM XpaHECHUEM. HEOoOXOoAuM Il aHanmm3a KkadecTBa oOcmyxuBanus (QO0S) B
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KOHBEPIreHTHBIX CETSAX, rie TpeOyercs kinaccudukanusi KaapoB I HAa3HAYCHHS] TMPHOPHUTETOB
MPOXOISIIero Tpaduka.

KoMMyTaTop Oydepusyer TOJIbKO 4YacTh Kajapa, HeoOxomumyto miusi urenuss MAC-anpeca
Ha3Ha4YeHUsI, YTOOBI OH MOT OIPEJIEIUTh, Ha KaKOM MOPT MepechliaTh JaHHbIE

KOMMYTATOP MOJy4YaeT KaJp ICTUKOM U BBIYMCISACT HUKInUeckuii n3opirounsiii ko1 (CRC)

KOMMYyTaTop oOpabaThIBaeT KaJapbl 10 MEpEe UX MOCTYIUICHHS, JaKe €CliU Mepeaaya eie He
3aBepleHa

MO3BOJIIET YMEHBIIUTH IPOITYCKHYIO CIIOCOOHOCTh, 3aHUMAaEMYI0 MOBPEKICHHBIMU JAHHBIMU

6. Kakue QyHKIIUH BBITOIHIET KOMMYTAaTOp?

(dbopmMupyet TabIUIly MaplIpyTU3alluK Ha OCHOBE mepBoro |P-agpeca B 3aronoBkax KaapoB

ucnons3dyer MAC-agpeca UCTOYHHKA B KaJipax Ui CO3IAHUS U MOJEPKAHHUS B aKTyaIbHOM
coctossHuM Tabauiel MAC-anpecos

nepechlIaeT Kaapel ¢ HeU3BeCTHBIMU |P-agpecamMu Ha3HAUEHHS IUTIO3Y IO YMOJYAHHUIO

ucrnosib3yet Tadmuiy MAC-aapecoB st mepechbulku KaapoB B coorBercTBuu ¢ MAC-
a/IpecoM Ha3HAYCHUs

nzydaeT MAC-anpeca Ha3HauYCHHUS U CO3/1a€T HAa UX OCHOBE HOBBIE 3anucH B Tabymie MAC-
aZpecoB

7. HazoBuTe XapakTepuCTUKH, MPUMEHUMBIE K moaypoBHio MAC?

B3anmopneiictByeTr ¢ o0opynoBaHHMEM Ui YAOBJIETBOPEHHUS TPeOOBaHUI K IPOITYCKHOM
CIIOCOOHOCTH U MPOBEPSET HAIMYKME OMIMOOK B OTIIPABJICHHBIX U MOJYyYEHHBIX OUTaX.

B3anmMoneicTByeT ¢ BEpXHUMH YPOBHSIMHU JJIsl 100ABJICHUS NPUKIAIHOW WHPOPMALIUU /IS
JIOCTAaBKH JIAHHBIX K IPOTOKOJIaM 0oJiee BHICOKOTO YPOBHS

OcTaeTcst OTHOCUTEIHHO HE3aBUCUMBIM OT (PU3UYECKOT0 000PYAOBAHHUSL.

KouTponupyer npoctym K cpelne mnepeiayd ¢ MOMOUIbIO TpeOOBaHUN K CTaHIapTaMm
CUTHAJIN3ALUHU U (PU3NIECKUM HOCUTEIISIM.

VYrpasmuser ceTeBoi HHTEPPEHCHON KapTOM ¢ MTOMOIIBIO TPOTrPAMMHBIX JPAUBEPOB.

[MonnepxuBaet TexHonoruto Ethernet ¢ ucnonszopanuem CSMA/CD wmn CSMA/CA.

8. Kakoii meTon MOXXHO HCHONB30BaTh [UIsl HACTpoilku kKommyTtaropa Cisco mnepen
npumenenueM [P-agpeca k untepdeiicy ynpaiaeHus?

ITporpammuoe obecnieuenue CiscoView, ncronp3yromee Vian 1

Wnrepdeiic komananoii crpoku Cisco 10S ¢ ucnonszoBanuem Vlan 1

Cisco Device Manager ¢ ucronp30BaHHEM KOHCOJIBHOI'O IOpTa

Wurepdeiic komananoii ctpoku Cisco 10S ¢ ncrnonp3oBaHnEM KOHCOJIBHOTO MOPTA

Tema 6

1. Kakume ytBepxkaeHUs oONUChBatOT Tabmuiyy ARP wu  Tabmumy wmapripyTu3anun
MapuipyTusaropa?

Tabnuia MapIpyTH3aIUH COACPKUT UHHOPMAIIHUIO O CETSIX U 00 OTACNBHBIX y3JIax.

Ta6muia ARP coxepxut nndopmaruio 00 OTACIBHBIX y3/1aX, a HE O CETSX.

Tabnuia MapIpyTH3aIUu COACPKUT UH(DOPMAIIHIO O CETSIX, a He 00 OT/IENBHBIX y3Tax.

Tabmuna ARP conepxut nHpOpMaIUIo 0 CETAX, a He 00 OTAENBHBIX y3JIax.

Tabnuia MappyTH3aIUu COACPKUT UHDOPMAIIHIO 00 OTAETBHBIX y3JIaX, a HE O CeTX.

Ta6muia ARP copepxut nndopmaruio o ceTsix 1 00 OTACIBHBIX YCTPONCTBAX.

2. CnenmanucT Ciy>XObl TEXHHYECKOH IMOAMEPKKH MOA03peBaeT MpoOieMy Ha CETEBOM
ypoBHe mozenu OSI. Kakue Bonmpockl JOKEH 3aaTh CIEMUANINCT, YTOObI 0OHAPYKUThH MPoOIeMy
Ha CETEBOM ypoBHE?

Bam xoMnbIoTep HaCTPOEH Ha HCITOJIb30BaHKe IpoTokoia DHCP?

MookeTe 1 BbI 3aiiT Ha WWW.mospolytech.com?

TTonxiroyeH nu Balr ceTeBoi Kadenn?

Ycnemsslil 11 3X0-3anpoc, OTHPABICHHBIN Ha [IUTH03 IO YMOJYaHUIO?

Buaute 11 BBl MHIUKATOP COCAMHEHUS HA CETEBOM I1aTe?

3. ¥3en A mnactpoen c IP-agpecom 192.168.39.43, a y3en B nactpoen ¢ IP-agpecom
192.168.39.49. O6a y31a UCTIOJIB3YIOT OJIHY U Ty K€ MacKy mojceTu 255.255.255.240, Ho HE MOTYT
OTIIPABIATH 3X0-3aMPOCHI IpyT npyry. Kakoe cereBoe ycTpoiicTBO TpeOyeTcs sl CBSA3U 3TUX JIBYX
y3JI0B?
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KOMMYTaTOp

KOHIIEHTPATOp

cepsep

MapIpyTHU3aTop

4. Kakue yTBepKIICHHsI OMICHIBAIOT pe3yJIbTaT BhIMoiHeHUs: koman sl iproute 0.0.0.0 0.0.0.0
192.168.1.1 na mapupytuzarope?

Ecnu MapuipyT k ceTu Ha3Hau€HUs HEU3BECTEH, IaKeT OTHpaBisieTcs B ceTh 192.168.1.1.

Hoctyn k ynanerHoi cetu 192.168.1.0 Bo3MoxkeH depes mt000i nHTEpdeiic.

Mapuipytuzarop He MoKeT 1ocThub ceTh 192.168.1.0.

Bce nmakeTsl, mojiydeHHbIE MAPLIPYyTU3ATOPOM, OTIPABIIAIOTCA Ha aapec 192.168.1.1.

B Tabnuiy MapmpyTu3anuu 100aBiIseTCsl CTaTHYECKUI MapIIpyT MO0 YMOTYAHHIO.

5. Kakue w™eroapl uCHONB3YIOTCA [UIsl A00aBICHUS YIAJICHHBIX ceTedl B TaOIHIly
MapupyTu3auun’?

akcopTupyroTcs u3 tadnuisl MAC-aapecos

BBOJIATCS] aIMUHHCTPATOPOM

UMIIOPTUPYETCS U3 (QUIeHI-MIaMsITH poyTepa

N00aBIISIOTCS Yepe3 MPOTOKOI MAPIIPYTH3ALUN

NOOABJSAIOTCS MyTeM IIMPOKOBEUIATENBHOM Mepefauyd HUX CEeTEeBOro ajpeca CeTeBOM
UHTEpQEICHOI MIaToM

N00ABJISIOTCS C IIOMOILBIO TPe0oOpa30BaHUs aJ[PeCcoB

6. Kax mapmpyTtuzatop moiy4yaer MH(GOPMAIUIO O HAWIYYIIEM MaplIpyTe HpU OTIpPaBKe
MaKeTa Ha yJaJeHHbIN y3en?

13 KOHPUTYpaIMOHHOTO (aiiyia, XpaHs;IIEerocs B OepaTUBHOMN MaMsATH

ot 10S, xpa"smumMucs Bo GJdII-MaMsITH TaHHBIMA

u3 nepenanHoro |P-nakera

U3 TaOJIUIBI MapIIPYTU3ALIUU, XPAHSIICHCS B ONIEpaTUBHOM MaMATH

7. Ha mapmpyTtuzaTtope HEOOXOIUMO HACTPOMUTH HOBYIO ceTh. Kakue 3amaum HE0OX0IUMO
BBITMIOJHUTD ISl peau3aliy JUHAMUYEeCKOW MapuIpyTU3alluy AJsi HOBOU CeTH?

Hasnauuts unrepeiicy IP-anpec u macky nojceru.

Oo6HOBHUTH HH(OpMAIHIO 0 KoH(puUryparuu iphost, ykazas uMs yctpoiictsa u |P-agpec HoBoro
uHTEepdeiica.

HacTtpouTs mpoTOKON MapuIpyTH3allld, UCHOJIb3YEMBIH Ha BCEX APYTUX KOPIOPATHBHBIX
MapIIpyTU3aToOpax, ¢ HH(popMalueln 0 HOBOU CeTH.

BriOpate HacTpanBaeMblil MPOTOKOJI MapIIPYTU3ALIUH.

Hactpouts npoTtokos Mmapuipytusanuu ¢ IP-anpecom u Mackoii mojicetu HoBoro uHTepdeiica.

Hactpouts npoTokon Mapiipytusaiuu ¢ |P-angpecom HOBOM ceTH.

8. CeTeBoii crienagicT HaCTpauBaeT HOBBIM MapuipyTusarop. MHTepdercsl HaCTPOEHbI, HO
MPOTOKOJIBI MapIIPyTH3AIMN WM CTATUYECKHE MapIIPYTHI elie He HacTpoeHbl. Kakue MapmpyTsl
y’K€ IPUCYTCTBYIOT B TaOJIMIE MAPIIPYTU3ALH?

MapIIpyTHl OTCYTCTBYIOT, TAOJIHUIAa MAPIIPYTH3AINH TTyCTa.

NpsIMble COETUHEHUS

MapIIpyTHI 0 YMOTYaHUIO

MapLIpyThl IIMPOKOBELIATEIbHOMN pacChUIKU

9. Kakue 3a1a4u pemaroT MPOTOKOIBI MAPIIPY TU3AIIH?

MH(GOPMHUPOBAHUE Y3JIOB JOKAJIBHON CETH O HOBBIX aJ[pecax MUTI030B M0 YMOIYAHUIO

M3yYeHHUE JOCTYIHBIX MapIIPYTOB KO BCEM ITyHKTaM Ha3HAYCHHS

yJaJIeHnue MapIIpyTOB U3 TaOIMIIbI MApIIPYTH3AMU TIOCIIE UCTEUEHUS CPOKA IEHCTBHS

o0ecrnieyeHne CXeMbl aJipecaliu Jisi UISHTU(PUKALUU CeTel

pa3MelleHre HaWTydliero MapuipyTa B TabJIuie MapIipyTH3AIIH

TPAHCTIOPTUPOBKA MOJIb30BATENILCKUX JAHHBIX B CETh HA3HAUCHUS

10. KakoBo Hamimy4Iee CyMMHPOBAHUE MapUIPyTOB JJIs CICAYIOUIETO CITUCKA COSAMHEHUI?
209.48.200.0 209.48.201.0 209.48.202.0 209.48.203.0 209.48.200.0/20.

209.48.200.0/22

209.48.201.0/20
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209.48.201.0/21

11. Kakue npenMyImiecTBa CTaTUYECKON MapUIPYTHU3AIUU 10 CPABHEHUIO C TUHAMHYECKOU
MapLpyTu3anuen?

0oJjee HaJeKHA, TOCKOJIBKY MapUIPyTH3aTOPBI HE OOBABISAIOT MapUIPYTHI.

MpoIIe aIMUHUCTPUPOBATH KOH(DUTYPAITUIO CETH.

obecrieunBaeT MacIITabuPyeMOCTh CETH.

MEHBIIIE IMOABEPKEHA OIIHOKAM.

MeHbIe 3arpy3ka [I1.

12. Kakoli TpOTOKON OTBEYAET TOJBKO 3a CTPYKTYpYy, aAPECalyio M MapIIpyTHU3AIUIO
MAaKeTOB, HO HE ONpE/ENsIeT, KaK OHU JIOCTABIISIOTCS WU MEPEat0TCs 10 CETH.

TCP/IP

IP

TCP

UDP

SMTP

Tema 7

1. KakoBa 1o ymon4aHuio Macka mojcetu ais aapeca 172.31.18.2227

255.0.0.0

255.255.0.0

255.255.255.0

255.255.255.254

255.255.255.255

2. Kakast Macka mojceTu yka3aHna B ceTeBoM aapece 172.16.4.8/18?

255.255.0.0

255.255.128.0

255.255.192.0

255.255.224.0

255.255.240.0

255.255.248.0

255.255.252.0

255.255.254.0

3. Eciii ceTeBoit aqMUHUCTpaTOp MPUMEHSIET MacKy mojceTu 255.255.255.248, ckonbko IP-
aJpecoB MOXHO HAa3HAYUTh y3Jam?

6

30

126

254

510

1022

4. K xakoii cetn mpuHAIEKUT xocT ¢ [P-agpecom 172.32.65.13 u Mackoil mojaceTu mo
YMOJTYaHHUIO?

172.32.0.0

172.32.32.0

172.32.65.0

172.32.65.32

5. Kaxoit u3 IP-anpecoB siBisiercs agpecoM MOJCETH, €ClU Ui pa3lesieHus Ha IOJCETH
UCTIONB30BaIach Macka /267

172.16.43.16

172.16.47.224

172.16.128.32

172.16.157.96

172.16.192.252

172.16.243.64

6. Jly1st uero Hy»Ha MacKH IOJICETH?
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Macka moJiceT! HCIoib3yeTcs Ui ONpeesieHus ceTeBoii yactu IP-aapeca.

Macka mojaceTn McCHoJib3yeTcst s pasouenus 48-OutHoro aapeca Ha OUl m cepuifHbIN
HOMEP TPOU3BOAUTETIS.

Macka mojceTs TpeOyeTcsi, eCId LT3 TI0 YMOJTYaHUIO HE YKa3aH.

Macka nojiceTu TpedyeTcst TOJIBKO MPU 3aMMCTBOBAaHUY OUTOB B CETH

7. Ykaxxute MHOTOaipecHbIe |P-anpeca?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

8. Ykaxute MHoroaapecHsie |IP-anpeca B mokaiapHOM ceTr?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

9. YVkaxwute obmienoctynHsie (myoanyunbie) u yacTHbie IP-agpeca?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

€ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

10. Vkaxwurte loopback IP-agpeca?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

11. VkaxwuTe nokanbubie |P-agpeca kananos?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255
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¢ 240.0.0.0 mo 255.255.255.254

12. Vxaxwute IP-anpeca TEST-NET?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

13. Vkaxute s3KcriepuMeHTanbHbie |P-ampeca, 3ape3epBUpOBaHHBIC JIJIsI UCIIOJIB30BAHUS B
Oyymem?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

Tema 8

1. CereBoit aapec kinacca C MOXKHO pa3esuTh Ha 8 mojcereil. Mcnonap3yst MacKy moJiceTH
nepemeHHoro pasmepa (VLSM), kaxxayro U3 3TUX MOACETeH MOXKHO pa3/ieNiuTh Ha 8 0oJiee MEJIKUX
nojacerei. Kakyro Macky mojaceTn HEOOXOIUMO HMCIOIB30BaTh IS MOJIYYSHHUS! 8§ MPUTOIHBIX IS
WCIIOJIb30BAHUS aJIPECOB Y3JIOB?

/26

127

128

129

/30

/31

2. Kakue 3 aznpecoB SIBISIOTCS ajpecamu MmojceTH, eciau 172.25.15.0/24 nomomHUTEIBHO
pa30UT Ha MOJICETH MyTEM 3aUMCTBOBAHHUS IOTIOJTHUTENBHBIX Y€ThIpEeX OUTOB?

172.25.15.0

172.25.15.8

172.25.15.16

172.25.15.40

172.25.15.96

172.25.15.248

3. CornacHo cxeme, 1t HOBOTO KaHasa Ethernet tpeGyercst momoHUTEIbHAS TTOCETH MEXTY
Mapuipytuzaropom 1 u mapripytuzatopoMm 2. Kakue agpeca moceTu T0JDKHBI OBITh HACTPOCHBI B
9TOM ceTH, YTOOBI 00ECIeYynuTh MAaKCUMYM 14 HCTHOIB3yEeMBIX aJpecoB JJIS JAHHOTO KaHala MpHu
OTepe MUHUMAaJIbHOE KOJUYECTBO aIpECOB?

192.1.1.16/26

192.1.1.96/28

192.1.1.160/28

192.1.1.196/27

192.1.1.224/28

192.1.1.240/28

4. CKOJBKO aJpecoB y3JI0B MOKHO Ha3HA4YMTh B ceTH 192.168.15.192 ¢ mpedukcom /26

254

126
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62

30

256

128

64

32

5. Kak Oymer BHIIISACTP MaKCUMaNBbHO Ckartoe TmpencraBienue |Pv6-agpeca
2001:0000:0000:1B5F:0000:0000:0000:0001?

2001:0: 1 B5F::1

2001:0:0: 1 BSF::1

2001:: 1 B5F::1

2001:0000:1B5F::1

2001:: 1 B5F:0:1

6. YuuteiBas npeduxc riobdampbHON Mapuipytuzanuu /48 u mpedukc /64, KakoBa 4YacTh
nozcetu cieaytoiero aapeca: 2001:db8:cafe:1111:2222:33:44:5555

2001

db8

cafe

1111

2222

33

44

9555

7. Uto MoxeT cuenaTh amiMUHHCTpaTop ¢ momombio VLSM (ceTeBbiX Macok mepemMeHHOM
JUTUHBI)?

ucnons3oBaTh RIPV1 B kauecTBe mpoToKoIa MapmipyTU3auu BO BCEl aBTOHOMHON CUCTEME

UCIIOJIb30BaTh HECKOJIBKO MIPOTOKOJIOB MAPIIPYTH3AIMK B aBTOHOMHOU CHCTEME

UCIIOJIb30BaTh HECKOJILKO MACOK MOJICETH B OJIHOM MpocTpaHcTBe IP-anpecos

UCIIOJIB30BAaTh €JUHYI0 MACKy ITOACETH BO BCE aBTOHOMHOMN CHUCTEME.

Tema 9

1. Kakue mpOTOKOJNBI TPHUKIATHOTO YPOBHSA UCHIONB3YIOT B KadecTBE IPOTOKOJA
TpaHcnoptHoro yposas UDP?

SMTP

DNS

HTTP

ICMP

TFTP

SNMP

2. Cermenrt, aapecoBanHbli TCP-mopry 21, moctymaer Ha cepBep. Kakas ciyx6a
NPUKIIAJHOTO YPOBHSI SBIISIETCS MOTydaTeNIeM dTOTO CerMeHTa?

IMAP

HTTP

POP3

HTTPS

FTP

3. Jlns 4gero HeoOXOAMMO, YTOOBI Y37bl MCTOYHWUK M Ha3HAYCHUS CHHXPOHH3HPOBAIU
HOPSIIKOBBIE HOMEpA BO BpeMs TpexaTanHoro pykomnoxarus TCP?

YTOOBI CO3AATh APy COKETOB ISl COEAMHEHUS MEXKIY Y3JIaMu

YTOOBI Y3€J1 MOT OIPEIENIUTh, KAKOE MPUIIOKEHUE SIBIISICTCSI HA3HAYEHUEM CEIMEHTOB

YTOOBI MPEAOCTAaBUTH MH(POPMAIUIO O y3JIe Ha3HAUEHUS IS CETEBBIX y3JI0B, Yepe3 KOTOphIe
MPOXOIUT MAPIIPYT

4yTOOBI 002 y371a MOTJIM OTCJIEKUBATH OTIIPABJICHHBIE U MTOATBEPKICHHbBIE CETMEHTHI

4TOOBI YKa3aTh BpeMs npeodpazoBanus [P-anpeca y3na

JUISL UACHTU(PUKAIMY TOTEPSIHHBIX CETMEHTOB, KOTOPbIE HEOOXO0MMO MepelaTh TOBTOPHO

45



4. ITouemy VolP u Bugeotpadpuk ucnonb3yror nporokoa UDP?

TpeOyeTcst TOCTaBKa BCEX CErMEHTOB, HE3aBUCUMO OT 3a/I€PHKKH.

rapaHTHUPYeT TOCTABKY M MOJATBEPXKICHUE MOTyUYEHHs CEerMEHTa JaHHBIX,

MO3BOJISIET M30€XKaTh 3aJIepP’KeK, BbI3BAHHBIX MOBTOPHOM Mepeaayded, 4ToObl rapaHTHPOBATh
JIOCTaBKy CErMEHTa

TPEXCTOPOHHEE KBUTHpPOBaHHUE, ucnoib3dyemoe B UDP, yckopsier mepenady rosocoBbIX U
BUICO/IaHHBIX

5. KakoBs1 aBe obmnue xapakrepuctuku TCP u UDP?

pa3Mep OKHa IO YMOIYaHUIO

0€e3 yCTaHOBJICHUSI COCTUHEHUS

HyMepanus HopToB

3-3TanHoe PyKOMOKaTUe

BO3MOXHOCTb IIE€PeaBaTh rojioc

UCIIOJIb30BaHNE KOHTPOJILHOM CyMMBI

6. [Ipunoxxenusi, ncnoip3yrone npotokon TCP:

FTP

HTTP

SMTP

Telnet

DNS

SNMP

TFTP

DHCP

VolP

IPTV

7. Ilpunosxxenus, ucnonb3yromue mporoxon UDP:

FTP

HTTP

SMTP

Telnet

DNS

SNMP

TFTP

DHCP

VolP

IPTV

8. Ompenenurte NPOTOKOJ, HCIOJB3YIONIMNA IMEPEYUCICHHbIE OCHOBHBIE OIEpaluy s
o0ecrieueHnsT Ha/ICXKHOH Mepelavun JaHHBIX 110 CETH:

noBTOpHYI0 nepeaayy PDU TpaHciopTHOTO ypOBHS ¢ HENOATBEPKICHHBIMHU JAHHBIMU I1OCIIE
3aJJaHHOTO BPEMEHH OKUIaHUS;

oTciexuBaHue konudecTBa PDU TpaHCIIOPTHOTO ypOBHS, OTIPABICHHBIX HA TOT WIM MHON
y3eJ]1 TeM WM UHBIM MPUIOKEHUEM, U MOATBEpKAeHHE MmosydeHHbIX PDU;

KOHTPOJIb pa3zmepa U ckopocTd oOMeHa PDU TpaHCIIOPTHOTO ypOBHS MEXy KIMEHTCKUMHU
ycrpoiictBamu U cepBepamu. TCP/IP

IP

TCP

UDP

EIGRP

9. [Nonp30BaTenb OTKPBIBAET TP Opay3epa Ha OHOM KOMITbIOTEpE, UTOOBI IEPEUTH Ha CalT
www.mospolytech.ru u HaiiTu uHGOPMAIHIO O paclHCaHUU K3aMeHOB. Beb-cepBep oTmpaBiser
OTBeT Ha 3anpoc. Kakyto uHpopMaIuio UCroib3yeT cTek npotokosioB TCP/IP kommnbioTepa, 4TOOBI
OTIpeIeNIuTh, KaKoil U3 Tpex BeO-Opay3epoB JOKEH MOTyUYUTh OTBET?

HOMEp MopTa HCTOYHUKA

IP-anpec momyuaTens
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HOMEp MOopTa Ha3HAYCHUS

IP-anpec ncrounnka

10. Kakast koMaH/1a MOXET UCIIOJIb30BAThCS IS OTpeieNieHus Toro, kakue T CP-coenuneHus
OTKPBITHl U aKTUBHBI HA CETEBOM Y3J1€, U JJIsl IPOBEPKU COCTOSHUS 3TUX COSAMHEHUN.

Nslookup

Netstat

Ping

Traceroute

11. KakoB nuana3oH o0men3BecTHbIX moptoB TCP u UDP?

ot 0 mo 255

ot 0 1o 1023

ot 256 1o 1023

ot 1024 no 49151

12. Kakoii hakTop onpenenser pazmep okHa TCP?

00BEM TepeIaBaeMbIX JTAHHBIX

KOJIMYECTBO YCIIYT, BKIIFOUCHHBIX B cerMeHT | CP

00bEM JaHHBIX, KOTOPBIE ITYHKT Ha3HAYCHHUS MOXKET 00pabaThIBaTh 3a OJMH pa3

00BEM JTaHHBIX, KOTOPbIE UICTOYHHUK CIIOCOOEH OTIPABIATH OJHOBPEMEHHO

Tema 10

1. Kakue pyHKITMHN BBIMOJHSACT YPOBEHD MPECTABICHUS?

dopmaTHpOBaHUE WM MPEACTaBICHUE ITaHHBIX W3 HUCXOAHOTO YCTpoWcTBa B (opme,
MOJXOSIICH ISl TOy4YeHUs YCTPOMCTBOM Ha3HAYEHUS

CxaTue JaHHBIX TakKuM 00pa3oM, 4TOOBI MX MOXHO OBUIO pacmakoBaTh Ha YCTPOWCTBE
Ha3HAYCHUS

udpoBanre qaHHBIX IS IEpeAadd U TSP POBAHUE TIPU TTOTYyUYECHUN

OOMeH TaHHBIMU MEXy IporpaMmmMamMu

YcTaHOBIIEHUE COSIMHECHHUS C TIOITBEPKICHUEM OTITPABIICHHBIX JTAHHBIX

[Tonck HamTydIIero MyTu AOCTaBKU JaHHBIX

ITpoBepka MAC-anpeca UCTOYHHKA ¥ HA3HAYCHUS

2. Kakue 3asBnenus onuceBatoT cooomenne DHCP Discover?

Ucxonnsrit anpec MAC 48 (FF-FF-FF-FF-FF-FF-FF)

IP-anpec mynkra Ha3HaueHus 255.255.255.255

Coo01ienne UCXOAUT OT cepBepa, npeaiaras |P-agpec

Coo01eHre UCXOIMT OT KiueHTa, uiryiero |P-aapec

Bce xocThl nomyuarot coobienue, Ho Toibko cepsep DHCP orBeuaer

CooOmienwue mosryuaet Toiibko cepsep DHCP

3. Kakue aBa mpoToOKOjIa MOTYT HUCIIONIb30BATHCSA YCTPOMCTBAMH B MIPOIECCE TOJA4H 3asIBKH,
OTHPABIAIONIEN ATIEKTPOHHYIO TTOUTY?

HTTP

SMTP

POP

IMAP

DNS

POP3

4. BecnpoBOJHOMY KJIHMEHTY HEOOXOAMMO OTMPABUTH AJIEKTPOHHYIO MOYTY HA IMOYTOBBIN
ceprep. Kakoit mpoTokos OyeT UCTIoIB30BaThCs IPH OTITPaBKe?

FTP

HTTP

DHCP

POP3

SNMP

SMTP
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5. B MOMeHT moaxiIioueHHs TOYTOBBIA KIHEHT 3arpy’kaeT BCe COOOLICHHS Ha CBOE
YCTPOICTBO, a 3aTEM yAaJsieT UX C MOYTOBOro cepBepa. Kakoil TUN MOAKIIIOUEHUs KIMEHTA JIelaeT
3TO IO YMOJTYAaHUIO?

SMTP

IMAP

POP3

POP1

6. Kakue mpoToKoJIbl ONpeeNsoT, KaK MOYTOBBIN KJIMEHT MOJIy4aeT MoUTy ¢ cepepa’

Telnet

FTP

IMAP

HTTP

SMTP

POP3

7. BeibepuTe MpOTOKOJIBI, OTHOCSAIIUECS K MPUKIATHOMY YpoBHIO Mozenu OSI.

FTP

DSL

ARP

POP3

TCP

DHCP

8. VYkaxuTe NpOTOKOJI, 00ECIEeYUBAIOIIUN PACHIMPEHHYIO 3alIUTy JAHHBIX Ha OCHOBE
mmdpoBaHus MPH Nepeade JaHHBIX ceaHca 1mo auHun VTY:

VPN

SSH

Telnet

VLAN

7.8.Ilpumep u3 Tecta B cucreme JIMC.
becnipoBolHOMY KJIMEHTY HEOOXOIUMO OTIIPABUTH HJIEKTPOHHYIO MOYTY Ha IOYTOBBIN
ceprep. Kakoit mpoTokos OyeT UCTIoIB30BaThCs IPH OTITPaBKe?

«FTP
« HTTP
* DHCP
* POP3
* SNMP
* SMTP

7.9.11lpumep odopmiieHns IK3aMEeHANMOHHOTO OUJIeTa

MUWHUCTEPCTBO HAYKU U BBICIIIET'O OBPA30BAHUSI POCCUIICKOM
®EJIEPALTIH
OEJIEPAJIBHOE 'OCYIAPCTBEHHOE ABTOHOMHOE OBPA3OBATEJIBHOE YUPEX/IEHME BBICHIEI'O OBPA3OBAHUA

«MOCKOBCKHH NMOJUTEXHUYECCKUI YHHBEPCUTET»
(MOCKOBCKHAU ITOJINTEX)

DK3AMEHAIIMOHHBIN BUJIET Nel
0 IUCIMIUINHE
«CeTH U CHCTEeMBI TIepe1aun HH(OPMALIUI»
Hanpasienue nmoarorosku 09.03.03
«[IpuknanHas nHGOPMATHKAY

BOIIPOCHI:
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1. Meron noctyna CSMA/CA.
2. MeToapl KOMMyTalUK KaJpoB Ha kommyTatopax Cisco.

3. Ri#config t

R1(config)#enable password Ciscol23

R1(config)#enable secret Cisco234

R1(config)#service password-encryption

R1(config)#line con 0

R1(config-line)#password Cisco789

R1(config-line)#end

R1#copy run start

R1#reload

Yro Oyner B pe3yibTaTe BBOJA 3TOH KOH(UrypauueH, eciu B CIEAYIOUIMNA pa3 ceTeBOi
aJIMMHHUCTPATOP MOAKIIOUUT KOHCOJBbHBIM Kabeslb K MaplIpyTU3aTOpy M HE BBEIET HUKAKUX
JIOTIOJIHATEIIbHBIX KOMaH[?

AnmMuHHCTpaTOpy HY)HO Oynet BBectu Cisco123

AnMmuHHCTpaTOpy HYX)HO Oyaer BBectr Cisco234

AnmMuHHCTpaTOpy HY)HO Oynet BBectu Cisco789

AJIMMHHCTPATOp YBUAUT MpUTJalieHhe KOMaHHOU cTpoku R1>

Y TBepKIEHO: / [« » 20 r.
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