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1. Ilesu ocBOEHHUS TMCUMILIAHBI

K ocHoBHbIM measim ocBoeHUs aucuuiuinHbl «VHpOpManoHnHas 0e301acHOCTbY
CJIelyeT OTHECTH:

® DpAcKpHITUE CYIIHOCTH M 3Ha4eHUS HMH()OPMAIMOHHONH O€30MaCHOCTH W  3allHTHI
uH(pOpMaINK, UX MeCTa B CHCTEME HallMOHAIBHON 0€30MacHOCTH;

e ompezeneHue TEOPETUYECKHX, KOHIICTITYaJIbHBIX, METO0IOTHYECKIX u
OpraHU3aIMOHHBIX OCHOB O0ecrieyeHns Oe30MaCHOCTH HH(POPMAIIHUH;

e iaccuuKanys U XapaKTePUCTHKA COCTABISIONINX MH()OPMALMOHHON 0€30IacHOCTH U
3aIIUTHl HH(POPMAIHH.

K ocHoBHBIM 3agayam ocBoeHus AUCUMILIUHBL «HpOpMaIOHHAs 0€30MacHOCTHY
CJIelyeT OTHECTH:

® packpbITUE TMOHSATUIHOrO ammapaTa B o0JacTd HHQPOPMAIMOHHON 0€30MacHOCTH U
3alUThl HHGOPMALIUK;

® packpeiThe 0a30BBIX COAEPIKATEIBHBIX TOJOKEHUH B 001acT WHGOPMALMOHHOM
0€30MacHOCTH U 3alUThl HHGOPMAIUY;

® pacKpbITHE COBPEMEHHOM JOKTPUHBI HH(POPMALIMOHHON O€30I1aCHOCTH;

e OmpeneNeHue MeTei, 3HaYeHUS ¥ IPUHITUIIOB 3alIUTHl HHPOPMALINH;

® DACKpBITHE METOIOB ONPEICICHHs COCTaBa 3aIIUIIaeMOi HHPOPMAIIUH, KITaCCUPUKAIIHS
€e 10 BUJaM TaifHbl, MaTepUAIbHBIM HOCUTEIISIM, COOCTBEHHHKAM U BIIaJIeIIbIaM;

® YCTaHOBJIEHHE U PACKPBITUE CTPYKTYPHI yIrpo3 3alIUIaeMOi HH(OpMALINK;

® packpbiTUE HamlpaBleHUI, BHAOB, METOJOB U OCOOCHHOCTEH  JeATeIbHOCTU
pa3BebIBaTEIbHBIX OPTaHOB MO JOOBIBAHHUIO KOH(PHUICHINATHHON HH(POpMAIIY;

® YCTaHOBJIEHHE U PACKPHITUE CYIIHOCTH KOMIIOHEHTOB 3alllUThl HH(OpMaLUN;

® pacKpbITHE HA3HAYECHHUS, CYITHOCTU U CTPYKTYPHI CUCTEM 3AIIUTHI HHPOPMAIIHH.

2. Mecto aucuuniannsl B cTpykrype OIl ciennaanrera

Hucimmuimaa  «MHbOpMaloHHass ~ 0e30MacHOCTh» ~ OTHOCHTCS K YHCITY
npo(eCCHOHANBHBIX Y4eOHBIX JUCHUILIMH 0a30BoM vactu nukina b.1.1 obpa3oBarenbHOl
nporpammel crienpanutera (b1.1.9)

Hucunmmmaa  «HpopManoHHas —0e30MacHOCTbY»  B3aWMOCBSI3aHA  JIOTHYECKH H
COJIEpKATEeTbHO-METOANIECKH CO CIICAYIONMMH IUCIMIUTHHAMHE U nipakTukamu OIT:
«be30macHOCTb KU3HEACATEIBHOCTHY, «OCHOBBI 1eI0BOM KOMMYHHUKauuy», «[IpaBoBoe
peryiupoBaHue B cepe HayKd M TEXHOIOTHIN.

3. ITepeyenb niIaHMpyeMbIX pe3yJIbTATOB 00yUeHMs M0 JUCHUILINHE,
COOTHECEHHBbIE C IVIAHUPYEMBIMH Pe3yJIbTATAMH OCBOCHHS 00pa30BaTe/IbHOM NMPOrpaMMbl

B pesynbrare OCBOEHHUS AUCHUILUIMHBI y OOy4aromuxcs (HOpMUPYIOTCS ClEIyoIue
KOMIETEHIIMM W JOJDKHBI OBITh JOCTUTHYTHI CIEIYIOIIME pPe3yJabTaThl OOydeHHUs Kak JTan
(dbopMHpOBaHUS COOTBETCTBYIOLINX KOMITETEHIIUHA:



Kon B pesyJIbTaTe 0CBOCHHSI
R — OﬁpaBOBan:JILHOI/[ nporpammbl | IlepedeHb INIAHNPYEMBIX Pe3yJILTATOB 00yYeHHSI MO AUCHHILINHE
o0yvarommuiics 10JzKeH 00J1a1aTh
3HATH:
TOTOBHOCTBIO ICHCTBOBATH B 3Ha4YeHUE HHPOPMALIMH B Pa3BUTHH COBPEMEHHOT'O OOLIECTBA;
HECTaHIAPTHBIX CUTYAIHSX, HECTH BJIAJETh:
OK-6 CONHANBHYIO U ATHIECKYIO BBICOKOM MOTHBAIMEH K BHIITOIHEHHIO PO ECCHOHATBHOM
OTBETCTBEHHOCTH 32 IIPHHSTHIC JesATeNFHOCTH B 001acTH obecniedeHust HHPOPMAITMOHHOH
penreHns 0e30I1aCHOCTH U 3aIlUTHl HHTEPECOB JIMYHOCTH, O0ILECTBA 1
roCy/apcTBa;
CIIOCOOHOCTBIO PelIaTh 3319l
npo¢ecCHOHANBHON NeATeIbHOCTH 3HATH:
Ha OCHOBE MH(OPMAIIMOHHON U nH(OpPMaMOHHBIE PECYPCHI, MTOUIEXKAIIINE 3aIUTE, YTPO3bI
OIK-1 oubmorpaduIeckoil KyJabTyphI ¢ 0e30MmacHOCTH HHPOPMALIUY;
NpUMEHeHneM HH(OpManOHHO- yMeThb:
KOMMYHUKAIIMOHHBIX TEXHOJIOTUH 1 OIpCACIIATh I/IH(bOpMaI_lI/IOHHI)Ie PECYPCHhI, MOIAJICIKAIIUC 3alTUTE,
C YU4ETOM OCHOBHBIX TpeOOBaHHI yrpo3sl 0e30macHOCTH HH(popManny;
HH(POPMAIMOHHOW 0€30I1aCHOCTH.
CIIOCOOHOCTBIO IIOHUMATB CYLIHOCTD
U 3HaYeHue UH(GOopMaLuK B
Pa3BUTUH COBPEMEHHOTO
nHpopMannoHHOTo 001IECTBA,
CHOCOOHOCTBIO CO3HABATh yMETD:
KOPPEKTHO BBIOPATh U MPUMEHSTH IIPH PEIICHUU MPOHECCHOHATBHBIX
OIIK-7 OIIACHOCTY U YI'PO3bl, BO3ZHUKAIOLIUE o
B 5TOM TIPOTIecce, CTIOCOBHOCTHIO 3a7a4 METOJbl M Cpe/ICTBa MH(DOPMALIMOHHOW 0E30MaCHOCTH U 3aIUThI
COBIIOATH OCHOBHBIC TpeGOBAUA MUHTEPECOB JIMYHOCTH, O0ILECTBa U FOC}i,I[apCTBE'I, cOOJIFOIaTh HOPMBI
N npohecCHOHAIBHON ITHKH;
HHPOPMALMOHHOW O€30MaCHOCTH, B
TOM YHCIIC 3AIHTHI
rOCyAapCTBEHHON TaltHbI

4. CTpyKTypa M cojep:KaHue JUCHUNIUHBI

OO0mass TPyIOEMKOCTh JTUCIUIUIMHBI COCTaBJSIET 3 3aueTHBIC COUHUIBL, T.C.
54 akanemuueckux dyaca (nekuuu - 18 wacoB, saboparopHbele paboThl - 36 uacos,
camocTosITeNbHas paboTa — 54 4vaca, popMa KOHTpOJIA - FK3amMeH) B 1 cemectpe.

CrpykTypa u cojepxanue aucuuminabl «MH(popMmaloHHast 6€301MacHOCThY MO CPOKaM
¥ BUJIaM pabOTHI OTPaXECHBI B IPHIIOKEHHH.

Coaeprxanue pasaesoB IHCHUILTHHBI
1 cemectp
Tema 1. Metogomnorus 3auuTsl “HGOpMaIK
Knaccuukannonnas cxema NoHATUH B 06J1aCTH HHPOPMALIMOHHON 6€30MacHOCTH.
JoxTpuna nHpopmanmonHoi 0e3onacHoctu Poccuiickoit @eneparuu. CtpaTerus pa3BUTHs
uHpopMannoHHOoM 6e3omnacHocTH Poccuiickoit denepannu Ha 2017-2030 roast. HopmaTtusHO-

npaBoBas 6aza P® B o6mactu Mb. 3apyOexHblii ONBIT MPABOBOTO 00ECTICUCHHMS 3aITUTHI
uHpopmanuu. CTaHaapTsl U pekoMeHaanuu mo 6ezonacHoctu ISO. PykoBoasime T0KyMEHThI



®denepanbHON CITYX)OBI 110 TEXHHYECKOMY U dKcropTHOMY KoHTpoito (PCTIK). CroiicTBa
uH(pOpMAIINH, TTOJIeKAIINE 3aITUTE: KOH(PHUIEHITUATBHOCTb, IEJIOCTHOCT U JIOCTYITHOCTD.
KoHnenmus koMIIeKCHO#M cucTemsl 3amuThl nHGopmaruu. Ciy)xeOHas TaitHa. Kommepueckast
taiina. [lepconanpubie qanHbie. ['ocymapcTBeHHas TaiiHa. HTe ek TyanbHas COOCTBEHHOCTD U
aBTOpCKOE MpaBo. Buabl 00beKTOB HHPOpMATH3AIMHN KaK 00BEKTOB 3aIIUTH HHPOPMAIIIH.
Knaccudukanus yrpo3 nuadopmannonHoii 6e3omacHocTr. Moiens yrpo3 HHGOpMaIMOHHON
6e3omacHocTH. Mojienb HapymuTensa. Y poBHU 3auThl HHGopmaruu. [lonutrnka 6€e30MacHOCTH.
['maBHBIC HampaByieHUs padoT o 3ammre nHpopmauu. OpraHu3aIMOHHO-TEXHUIECKIE
MEPONPUITHS 10 3a1IUTe HHPOPMAIIUH, PErIAMEHTHPYIOIIUE  [TPOU3BOJICTBEHHYIO
JESTEIIbHOCTh MPEANPUATHS U €T0 PaOOTHHKOB.

Tema 2. 3amura nHGOpMAITUU B HHPOPMAITMOHHBIX CUCTEMAX OT YTEYKU MO TEXHHUYECKUM
KaHaJIaM.

OOmias kmaccuukanys yrpo3 1 ysi3BUMOCTeH HH(OPMAIIMOHHBIX CUCTEM. MeTonka
oTpezieNieHUs aKTyaJbHBIX yrpo3 6e3omacHOCTH. CTPYKTypa TUIIOBOTO TEXHUYECKOTO KaHasa
yreuku uapopmarun (TKYHN). Knaccuduxamus TKYU. Metoas! u cpecTBa TEXHUIECKOH
3amuThl nHGopManuu Knaccudukaius Texundeckux kananon yreuku uaopmanuu (TKYN).
Yrpo3sl yreukn nHGOpMAIHK TT0 TEXHUYESCKUM KaHajaM. Bupl anmapaTypsl Uisl pErHCTPaIiH
MOOOYHBIX NEKTPOMArHUTHBIX M3MydeHuil u HaBoaok (IIDMHWH). Meronuka oneHku
3aIUIICHHOCTH OT YTEYKH HH(POPMAIIMH 10 TEXHUYESCKUM KaHaJIaM.

Tema 3. 3ammura nHpOpMaITUU B MHPOPMAITMOHHBIX CUCTEMaX OT HECAaHKIIMOHUPOBAHHOTO
noctyna (HC/)

VYrpo3sl HecankunonupoBanHoro fgoctyna (HCJI) k undopmanuu. PazHoBugHOCTH Yrpo3
HCJ m ux wucTOYHMKH. YS3BHUMOCTH HWH(GOPMAIMOHHBIX cucTeM, cBsizanHeile ¢ HC/.
VYS3BUMOCTH CHCTEMHOIO M NPHUKIATHOIO HMPOrpaMMHOro obecneueHus. MeToasl U cpeacTBa
3ammtel uHPopmauumu ot HCJl. Marpuuneile W MHOTOYpOBHEBBIE (MaHIATHBIE) MOJIEIH
pasrpanndeHust nocryna. OCHOBHBIE IPHHLMIIBI KOHTPOJIA JOCTyNIa K pecypcaM CHUCTEMBI.
Hucneruepuszanuss  poctyna. Mpentuduxammss u  ayTeHTHUQUKALUS  I0JIb30BaTEJeH.
Asropu3anus. Kinroun 3amutsel. CoBpeMeHHBIE CHCTEMBI 3aIuThl KoMNbloTepHbIX cucteM (KC)
OT HECAHKIIMOHHMPOBAHHOTO JOCTyNa K HHpopMauuu. XapakTepUCTHKa Yrpo3 NpOorpaMMHO-
maremaTnueckux BozzaeWcTBuil (IIMB). Bunbel BpenonocHsix mporpamm. CeTeBble yrposbl U
YS3BUMOCTH. BO3MOXHBIE TOCIEACTBUA OT pEeaM3aluyd  yrpo3 IpU  MEKCETEBOM
B3aumozeiictBuu. BeiaBnenue yrpoz HCJ[ 3a cuer MeXCETeBOro B3aUMOJECHCTBUS.
Omnpeznenenue kiacca 3allMIIEHHOCTH HH(MOPMAITMOHHONW CUCTEMBI.

Tema 4. 3amuta nHGOPMAIIUH C UCIIOJIB30BAHUEM MIMPPOBATBHBIX (KpUNTOrpapUUECKUX )
CpezcTB

Brenenue B kpunrtonoruto. WMcropuueckuit 0630p. Kpunrorpaduss u kpunroaHaims.
[ToHsATHE KPHUNTOCTOMKOCTH cCHCTeMbl 3amuThl uHpopmanmu. [luppoBanue kak Meron
Kpuntorpaduueckoro npeodpazoBanusa. Kimtoun wu  anroputmsl mmdpoBaHus. MeToab
mudpoBaHus ¢ cUMMETpUYHBIM KimouoM. Kpuntorpadpuueckas cuctema RSA. Dnexkrponnas
nudpoBas TOANMMCH, HA OCHOBE KpunrTorpaduyeckoro mpeodpasoBanus. OcoOeHHOCTH
CTaHJAPTHU3AMH U CePTU(PUKALNN KPUNITOTPAPUIECKUX CPEJICTB.



Tema 5. Cucrema MeHeKMeHTa HHGOpMaoHHON O6e3onacHocThio (CMUB) Ha npeanpustun

CewmeiictBo crannaptoB CMUbB. Ynpasnenue puckamu nH()OpMaImOHHOM
6e3omacuocTu. Ob1Iee coaepKaHne MPoIecca OLEHKH PUCKOB. AHAJIN3 YPOBHS PUCKOB.
@DaKTOpHbI, BIUSIOLIUE HA BEPOATHOCTh pean3aliy yrpo3bsl. MeTo0I0TUH OLIEHKH PUCKOB IO
IBYM U 110 TpeM aktopaM. CyOBEeKTUBHAS IIKATA TSKECTH BO3MOXKHBIX ITOCIICICTBUH.
HucTpyMeHTaNbHBIE Cpe/icTBa aHAIN3a pUCKOB. [Ipunarue pemenuii no o6padoTke u
yrpaBieHUIo puckamu. [IpakTudeckue npaBuia yrpapieHUs HHPOPMAITHOHHON
6e3omacHoCTbhIO. [IpuMep comeprkanus MONIUTUKUA HH(GOPMaLMOHHON 6e30macHocTi. OCHOBHBIE
BONIPOCHI yIIPABJICHUS TOCTYIIOM K mHpopMaIuu. PaccienoBanne HHIMACHTOB B cepe
nH(pOpMaIMOHHOM 0€30MMacHOCTH.

Tema 6.. KomriekcHas cucrema 3amutsl nHGopMmaruu (KC3M)

Onpenenenne KC3U. Tpu ocHoBHbIE KOoMITOHEHTHI co31anus KC3U Hanpennpustiu.
MonenupoBanue KC3U. Dransl coznanus KC3U (TexHUKO-2KOHOMHYECKOE 000CHOBAHHE,
TexHuueckoe 3aaHue, ICKU3HBINA, TEXHUUYECKUH U pabounii mpoekThl. Bueapenue u cnaya B
OTBITHYIO AKcIUTyatanuto. JlopaboTka (mpu HEOOXOAMMOCTH) U MIPHEMKA 3aKa3UUKOM CHUCTEMBbI).

Tema 7. Opranu3anus KOHQUACHIIHATHHOTO JISJTOMPOU3BOJICTBA HA MPEIPUATHH.

OpraHu3anuoHHO-PACIIOPSIUTEIbHBIC TOKYMEHTBI, PETJIaMEHTHPYIOLIHE MOPSIO0K
KOH(HUICHIIMALHOTO JISIONPOn3BoACTBA. OOIIEpOCCHITCKI KiTacCH(DUKATOP YIIPaBICHISCKON
nokymenTaiuu (OKY ). ITopsaok moaroroBku, opopmIiieHUs JOKYMEHTOB U y4eTa
MaTepHalIbHBIX HOCHUTENEH KOH(UIeHINANbHOH nHpopMamy. 3agaun, QyHKIMHA U
JOJDKHOCTHBIC 00513aHHOCTH COTPYJHUKOB KOH(PHICHIIHATHHOTO JICTIONPOU3BOJICTBA.
ABTOMaTH3UPOBAHHBIC CUCTEMBI AJICKTPOHHOTO KOH(UICHITHAILHOTO JISTIOMPOU3BOJICTBA
(CBH). [IpaBuna genonpon3BoACTBa B (peiepaabHBIX OPraHax UCIIOTHUTEIHHON BIACTH.
Opranu3zanys KOHTPOJIS 3a COOJII0IEHUEM HCTIOHUTEISIMU T0OJKHOCTHBIX UHCTPYKIUH.

5. Oopa3oBaTre/ibHbIE TEXHOJIOTHHI

Mertonuka npenojaBanus qucuuminHel «MH(popMannonHast 6€30MacHOCTb» U peaan3anus
KOMIIETEHTHOCTHOTO IOJAXOJa B W3JI0KEHWMM W BOCIPUATUM MaTepualla IpelyCMaTpUBAcT
UCMOJIb30BaHUE CIIEAYIOIINX AaKTHBHBIX W HMHTEPAKTUBHBIX (DOpPM MpPOBEIEHUS TPYIIOBBIX,
WHAUBUAYAJIbHBIX, ayJUTOPHBIX 3aHSATUH B COYETAaHUM C BHEAyJUTOPHON paboTOil C LEenbio
(bopMHpOBaHUS U pa3BUTH MPO(HECCHOHATBHBIX HABBIKOB 00yUYarOIINUXCs:

- MPOBE/ICHNE MHTEPAKTUBHBIX JIEKIIMOHHBIX M JIADOpAaTOPHBIX 3aHATUN B (hopMe BHJIEO
YPOKOB;

- IOATOTOBKA K BBINOJIHEHUIO JaOOPATOPHBIX pabOT C MCHOJIb30BAHUEM BUIIEO YPOKOB;

— MOATOTOBKA, MPEJICTaBlIeHHE U 00CYKJIEHHE MTPE3EHTAIMH Ha JJaO0OPATOPHBIX 3aHATUSAX;

- IOATOTOBKA K 3K3aMEHYy.

VYiaensHBI Bec 3aHATUN, NPOBOJUMBIX B HHTEPAaKTUBHBIX (QoOpMax, omnpeaesneH
00pa3zoBaTeNbHON TMPOrPaMMOM, OCOOCHHOCTHIO KOHTHHTEHTA OOYYaIONIUXCS M COACpKaHUEM
mucuuIuiebel «HpopManmonHas 6€30MacHOCTb» U B LENIOM 0 AUCHUILIHHE cocTaBisier 50%
(27 yacoB) ayAMTOPHBIX 3aHATHI. 3aHATUS JIEKIMOHHOTO THMa cocTaBisitorT 33% (18 vacoB) ot
0o0beMa ayJUTOPHBIX 3aHATHH.



6. OuneHo4HbIe cpeacTBA IS TeKYLero KOHTPOJIsl ycleBaeMoCTH, IPOMEeKYTOYHOMH
aTTeCTALMHU 10 UTOTAM OCBOEHMS IUCHUIIMHBI U Y4eOHO-MeTOAN4eCKoe
o0ecrieyeHne CaMOCTOATEIbHOI PadOThI CTYIEeHTOB

B npouecce 00yueHNs HCIIONIB3YIOTCS CIETYIOLINE OLEHOUHBIE (JOPMBI CAMOCTOSATEIILHON
paboOThl  CTYJEHTOB, OLICHOYHBIE CpPEACTBA TEKYIIErO0 KOHTPOJIS  yCIIEBa€MOCTH U

IIPOMEKYTOUHBIX ATTECTALIMMN:
-[I0ATOTOBKA Ha JIAOOPATOPHOM 3aHATUU OTYeTa ¢ IMpe3eHTauue Ha Temy: «MeTonabl U

cpencTBa 3amuThl HHGOpManuy (MHAMBUAYAIBHO IS KaXKIOro OOydaromerocs) u ¢ ee

00CyXICHUEM,
OOpasupl KOHTPOJBHBIX BOMPOCOB U 3aJaHUM IJIS TPOBEACHHS TEKYIIETO KOHTPOJIA,

OK3aMC€Ha IPUBEACHEI B IIPUIIOKCHNH.

6.1. ®oH/1 OLIEHOYHBIX CPEICTB JIsl IPOBEAECHUsI IPOMEKYTOUHOM aTTeCTAlUMN
00yvyaruuxcst 1Mo JUCHHUIJINHE

6.1.1. IlepevyeHb KOMIIETEHIMI ¢ YKa3aHMEM 3TANOB UX ()OPMHPOBAHUSA B IIpoLecce
0CBOCHMS 00pPa30BaTEJIbHOI IPOrPpaMMBI.

B pesynbrare ocBOCHUS AUCIUIUTUHBI (POPMUPYIOTCS CIIEIYIOUTNE KOMITETCHIINH:

Ko . "
A B pesyabrare ocBoeHMs1 00pa3oBaTe/ibHOM NPOrpaMMbl 00y4aroLmiics 10J:KeH 00J1a1aTh
KOMIIeTeHIIUH

ICOTOBHOCTBIO L[eﬁCTBOBaTI) B HECTAHAAPTHBIX CUTyallUAX, HECTU COLNUAJIBHYIO H OTHUYCCKYIO

OK-6
OTBETCTBEHHOCTb 3a NPUHSTHIC PEIICHUS

CIIOCOOHOCTBIO pElIaTh 3a1aud NpO(EeCCHOHATBHOM NEATeNPHOCTH Ha OCHOBE HH()OPMANMOHHON H
OIIK-1 Or6IMoTrpaduIecKoil KyIbTyphl C IPUMEHEHNEM HH(OPMAIIMOHHO-KOMMYHHKAIIMOHHBIX TEXHOJIOTHH 1 C
[y4ETOM OCHOBHBIX TpeOOBaHHH HH(POPMAIIMOHHON OE30MaCHOCTH.

CIIOCOOHOCTBIO  TIOHMMATh CYLIIHOCTh W 3HaueHHe MHQPOpPMAlMd B Ppa3BUTUU  COBPEMEHHOIO
OIK - 7 MHPOPMAIIMOHHOTO OOIIECTBa, CTIOCOOHOCTHIO CO3HABATh OMACHOCTH W YTPO3bl, BO3HUKAIOIINE B STOM
mporiecce, CroCOOHOCTRIO COOMIOIATh OCHOBHBIE TpeOoBaHMsT HH(MOPMAIMOHHOW 0€30TMacHOCTH, B TOM

MHUCJIC 3alUThI FOCYI[apCTBGHHOﬁ TalHEI

B mnponecce ocBoeHusi oOpa3oBaTelbHON MPOTrpaMMbl JaHHbIE KOMIIETEHIIMH, B TOM
YHCIIe UX OT/IEIbHbIE KOMIIOHEHTHI, (POPMUPYIOTCS MOITATHO B X0/1€ OCBOEHUS 00yUarOIIUMUCS
JUCIIUIUINH, IPAKTUK B COOTBETCTBUHU C YU€OHBIM IJIAaHOM M KaJeHIapHbIM rpadukoM yueOHOTo

rnpomnecca.

6.1.2. Onucanue nokasareJieil 1 KpuTepyeB OLCHUBAHUA KOMIIeTeHLMI,
(opMHupyeMBIX 10 HTOraM OCBOCHHUS AUCHHUILIMHBI, ONIMCAHUE IIKAJ OLCHHBAHUSA

IlokazaTenem OLICHUBAaHUA KOMHCTCHI_[I/II\/'I Ha Ppa3IMYHbIX OSTallaX HX (I)OpMHpOBaHI/IH
ABIACTCA JOCTUIKCHUC O6y‘IaIOHH/IMI/IC$[ IIaHUPYEMBIX PE3YJIBTATOB O6y‘IeHI/I$[ 10 JUCIHHUITIINHE.

OK-6 roToBHOCTBHIO eiicTBOBATH B HECTAHAAPTHBIX CHTYaIMAX, HECTH COLUAIBHYI0 H 3THYECKYI0 OTBETCTBEHHOCTb 3i
MPUHATHIE PelIeHus!

Kpurtepuu oneHuBanus

IToxa3aTenan
2 3 4 5




3HATH: OO6yuatommiics OO6yqatonmuiicss 1eMOHCTpUpYeT|OOydatoniics OO0yyaronuiicst
3HaUCHHE JEMOHCTPHPYET  [HEMOJHOE COOTBETCTBHE |IEMOHCTPUPYET YACTHYHOE [IEMOHCTPUPYET IIOTHOE
nH(popmanuy B MIOJTHOE CJIEAYIOUINX 3HAHMI: 3HAYEHHE|COOTBETCTBHE  CIEIYIOIINX |COOTBETCTBHUE
pa3sBUTHH OTCYTCTBHE  WIH[MHGOpPMAnuM B  Pa3BUTHH [3HAHHUM: 3HAYEHHME |CIICTYIOIINX 3HAHHH:
COBPEMEHHOTO HEJIOCTATOYHOE COBPEMEHHOT'O 00IIECTBA. nHpopManMK B  pa3BUTHH 3HAUCHHE MH(POPMALH B
o01mecTBa; COOTBETCTBHE JlomyckaroTcsi  3HAYMTEIBHBIC |COBPEMEHHOTO  OOIIECTBA, [pa3BUTUH COBPEMEHHOTO

CIEIYIOLINX OIIMOKH, MPOSIBIAETCS [HO JIOIYCKaroTCs |00IecTBa, CBOOOIHO

3HAHWH: 3HAYCHHE|HEJOCTaTOYHOCTh 3HAHWH, II0|HE3HAYWTEJbHBIE  OLIMOKH, |OTIepUpyeT

nHdopmanuu B|pany NoKasaTeJieH, [HETOUHOCTH,  3aTpyAHEHHMs [IPHOOPETEHHBIMU

pa3BUTHU oOyuaromuiics UCTIBITHIBAET |IPU AQHAJMTUYECKHX [3HAHUSIMHU.

COBPEMEHHOT0 3HAUUTENbHBIE  3aTPyJHEHMS |OIepalusix.

o01ecTna. IpU ONEPUPOBAHUM 3HAHUSIMU

IpH KX TIEPEHOCE Ha HOBBIC
CHUTYaIlH

BJIAJIETh: OOyyatonuiicst He |OOy4aromuiics Bianeer|O0yyatomuiics  yactuuHO |OOy4arouuiics B OJTHOM
BBICOKOM BIaJeeT WJIU  B|BBICOKOI MOTHUBAIEH K|BIIazeeT BBICOKOI1 [00BEME BJajJeeT
MOTHBAIMEH K HEIOCTaTOYHON  [BBIMOJIHEHUIO MOTHUBAIMEH K BBIIOJHEHUIO [BEICOKOM MOTHUBaIMel K
BBITOJIHCHUIO CTENeHN  BJaJeeT MpodecCHOHATBHOM npodeccroHabHOI BBINOJIHEHHIO
podecCHOHANBHOMN [BBICOKOM JEeITeNIbHOCTH B OOJIACTH |EATENIbHOCTH B 00J1acTH [MpohecCHOHATBHON
NIeSITEeIEHOCTH B MOTHBAIHEH K|obOecrieueHus obecrieueHus JeATEIBHOCTH B 00JIacTH
oOmactn BBITIOJTHEHHIO nH(popManmoHHOH nH(pOopMannOHHOH obecrieueHus
obecrieueHus npodeccnoHaNBPHO (0€30MaCHOCTH WM 3aIlUTHI [0€30MIaCHOCTH W 3alIWUTHI [HH)OPMALMOHHOM
nH(pOpMaNMOHHON | AEATENHHOCTH B|UHTEPECOB JIMYHOCTH, |[HHTEPECOB JMYHOCTH, |0€30IaCHOCTH M 3aIUTHI
0€e30IacHOCTH U obnactu o0IecTBa 1 rocy1apcTBa. oOmecTBa M ToOCyOapcTBa,|MHTEPECOB  JIMYHOCTH,
3alIUTHl HHTEPECOB |0OecreueHust OOydarouuiicss ~ HCIBITHIBACT [HABBIKU OCBOEHBI, HO|o01ecTBa U
JTYHOCTH, MH()OPMALMOHHOH [3HAYMTENbHBIE  3aTPyIHEHUS [IOMYCKAIOTCS rocyaapcTBa, CBOOOIHO
oO1ecTBa 1 0e30macHOCTH  H|IPH NPUMEHEHHH HABBIKOB B|HE3HAUMTENIbHBIE  OIIMOKH, IPUMEHSAET IOJydCHHBIE
roCyIapcTBa; 3aIUTHI HOBBIX CUTYalUAX HETOYHOCTH, 3aTPyJHEHUs [HaBBIKH B  CHTyalUsIX

HUHTEPECOB pu AQHAJIUTUYECKHX |[TOBBIIICHHOI CI0KHOCTU

JIMYHOCTH, orepanusx, nepeHoce

o0mecTBa " YMEHHH Ha HOBBIE,

roCyaapcTBa. HEeCTaHJapTHBIC CUTYalHH.

OIIK-1 cnocoGHOCTBIO PpelmiaTh 3aja4u  NPO(ecCHOHATBLHON IeATeJILHOCTH HAa OCHOBe WH(OPMAIMOHHOH M
oudamorpadguyeckoii KyJbTypsl ¢ NpPUMEHEHHEM HWH(OPMALMOHHO-KOMMYHMKAIMOHHBIX TEXHOJOTM M € y4eToM
OCHOBHBIX Tpe6oBaHMii HHGOPMAMOHHON 0€30MIACHOCTH.

3HATH:
UH(OPMALMOHHBIE
pecypcsl,
MOJJIeKAII e
3aIInTe, yrpo3bl
6e30macHOCTH
nHpopmanny;

OO0yJaromimiics
JIEMOHCTPUPYET
[IOJIHOE
OTCYTCTBHE WU
HEJI0CTATOYHOE
COOTBETCTBHE
CIICYIOIINX
3HAHUM:
nH(pOpMAMOHHBI
e pecypchl,
[OJIeXKaIUeE
3alluTe, Yrpo3bl
0e30IMaCHOCTH
nHpopmanuy;

OOyuarommiicss JTEMOHCTPUPYET

HETIOJTHOE COOTBETCTBHUE
CIEIYIOLIHX 3HAHWI:
UH(OPMALMOHHBIE pecypcesl,
HOJJIekKAILME 3allUTEe, YIPO3bI
6e30MmacHOCTH HHPOPMALIHH.

Honyckatorcst 3HAYUTEJIbHBIC
OLINOKH, MPOSIBIAETCS
HEJJOCTaTOYHOCTh 3HAHWH, IO
psiy HoKasaresen,
oOyuaromuiics UCIIBITBIBACT

3HAYUTEINIbHBIC 3aTPYJHEHNUS IIPH
ONEPUPOBAHUM 3HAHUAMHU IIPU
UX  IIEpEHOCE Ha  HOBBIE
CUTYyalluu

OO0yJatontuiics
JIEMOHCTPUPYET YaCTUYHOE
COOTBETCTBHE  CJICITYIOLINX
3HaHUI. WHPOPMALMOHHBIE
pecypceHl, O IeXKAIIIe
3aIIuTe, YTPO3bI
6e30macHOCTH MH(OpPMAITHH,
HO JIOITyCKaroTCA
HEe3HAYMTENbHbIE  OIINOKH,
HETOYHOCTH,  3aTpyIHEHUS
pu AHAJIMTHYECKUX
oTepanmsIx.

OO0yuaromnmiics
JIEMOHCTPHPYET IOJTHOE
COOTBETCTBHE
CIIEIYIOIIUX 3HAHUMU:
3HAHUE
UH()OPMALIMOHHBIX
PECYPCOB, IMOJIEKAIIUX
3aIINTE, YTPO3bI
0e30macHOCTH
wHpOpMAUH, CBOOOTHO
orepupyeT
MpHOOPETEHHBIMHU
3HAHUSMH.




yMeThb:
oIpeseNsiTh
WHPOPMALNOHHBIC
pecypcl,
[OJIeKAII e
3aIuTe, yrpo3bl
0e30macHOCTH
nHpopmanuy;

OO0yyaromuiics He
yMeeT WM B
HEJI0CTATOYHO
CTEIICHH  yMeeT]
OTIPE/ICIATh
HHPOPMALNOHHBI
e pecypcehl,
MOIJIeKaI e
3amyTe,  yrpossl
0e30MacHOCTH
nHbopMaLuH.

OOyyJarommiicss JIEMOHCTPUPYET
HETIOTHOE COOTBETCTBHUE
CIIEIYIOIIHNX YMEHUI:
oTpeneNsaTe HWH(GOPMAIMOHHEIE
pEeCYpCHI, TOJUIEKAIITIE 3aIITe,

YTPO3BI Oe3omacHOCTH
nHpopmanum. Homyckarorcst
3HAYUTEJIbHBIE OLIMOKH,

MIPOSABIIACTC  HEIOCTATOYHOCTH
YMEHUH, IO psAAy IIOKas3aTelleH,
oOyuarommuiics UCIBITBIBAET
3HAYUTEIIBHBIC 3aTPYAHCHUS [IPU
ONEPUPOBAHUH YMEHUSMH IPH
HX  TepeHOCE  Ha  HOBBIE
CUTYyallHH.

OO0yuarontuiics

IEMOHCTPUPYET YaCTUIHOE
COOTBETCTBHE  CIICAYIOLINX
YMEHUIL: OIIPENENATh
WHPOPMALMOHHBIE PECYPCHI,

MOZJICKAIITHE 3aIInTe,
YTPO3BI 6e3omacHoCTH
nHdopmanum. Ymenus
OCBOEHBI, HO JIOIyCKaroTCs
HEe3HAYMTENbHbIE  OIINOKH,
HETOYHOCTH, 3aTpyJHEHUS
npu AHATUTUYECKHIX
oTeparnmsix, HepeHoce
YMEHUI Ha HOBBIE,

HECTAHIAPTHBIC CUTYyaINH.

OO0yyaronuiicst
JEMOHCTPUPYET —IIOJIHOE
COOTBETCTBHE
CIEIYIOIINX YMEHUH:
OIIpeNIeIATh
WHPOPMALNOHHBIE
pecypcehl,  MOJuIeKarine
3aIuTe, yIpO3bI
0e3omacHoCTH
uHdopmanun. CBOOOAHO
orepupyeT
NpUOOPETEHHBIMU
YMECHUSIMH,  HPUMEHSCT
nux B CHTYalUsIX
TOBBILLIEHHON
CIIO)KHOCTH.

OIIK - 7 cnocoGHOCTHI0O MOHMMATH CYIIHOCTH W 3HAaUYeHHe WH(popManuu B pa3BUTHH COBPEMEHHOT0 WH(OPMAIHMOHHOIO
001ecTBa, CIOCOOHOCTBIO CO3HABATH ONMACHOCTH M YIPO3bl, BOSHHKAKIIHE B 3TOM Ipolecce, CNOCOOHOCTbIO CO0/II01aTh
OCHOBHbIe TpeOOBaHUS HHGOPMALIMOHHON 6€30IACHOCTH, B TOM YHcJe 3aIUThI FOCY1apCTBeHHOI TaliHbI

yMeTh:

KOPPEKTHO BBIOpATh
U IPUMEHSTH [TPU
pEIICHUH
po¢eCCHOHATBHBIX
3ama4 METOJBI U
cpezcTBa
WHPOPMATMOHHOM
0€30MacHOCTH |
3alIUTHl HHTEPECOB
ITMYHOCTH,
oOliecTBa 1
rocy/iapcTBa,
cOOTI0IaTh HOPMBI
poeCCHOHATBHOMI
STHKH;

OOyJatomiuiicss He

yMeeT WM B
HEAOCTaTOYHOMU
CTEIMEHH ymeeT
KOPPEKTHO
BBIOpaTh "
NPUMEHITh  TIpH|
peIeHIH
pogecCHOHANBH
BIX 3a7a4 METO/Bb]
u CpencTBa
HHPOPMATMOHHON
0€30IacHOCTH U
3AIUTE
HHTEPECOB
JTINYHOCTH,
ob1ecTBa 5|
rocyaapcTea,
co0JIro1aTh
HOPMBI
po¢eCCHOHATBHO)
M OTUKU.

OOyuarommiicss TEMOHCTPUPYET

HEIOoJIHOE COOTBETCTBHUE
CIEIYIOLTHX YMEHHil
KOPPEKTHO BBIOPAThH u
NPUMEHATh 0P PELICHHH
npo(heCcCHOHABHBIX 3amaq
METOIbI " cpencrea
nH(pOpMaMOHHON

0e301acHOCTH u 3aIIHUTHI
HHTEPECOB JIMYHOCTH, OOIECTBa
U TOCyJapcTBa, COOJIOJATh
HOPMBI npodeccroHabHON
JTUKH. Jomnyckarores
3HAYHUTEIIbHBIC onmoKy,

TIPOSIBIISIETCST  HEZIOCTATOYHOCTh
YMEHHUH, MO psAy NOKa3aTeleH,
oOyyarommuiics HCTIBITHIBAET
3HAYUTEIbHBIC 3aTPYAHCHHS TIPU
OIIEpUPOBAHUN YMEHUSIMHU TIPH
UX  TIepeHOCe Ha  HOBHIC
CUTYyallHH.

OO0y4atomntuiics
IEMOHCTPUPYET YaCTUYHOE

COOTBETCTBUE  CIIEAYIOLIUX
YMEHMIA: KOPPEKTHO
BHIOpaTh M NPUMEHATH HPU
peLICHUuH
npodecCHOHANBHBIX 33734
METOJIBI " cpenacTBa
HHPOPMAIMOHHON
0e30macHOCTH W 3aIUTHI
UHTEPECOB JMYHOCTH,

ofIecTea W TOCYIapCTBa,
co0JII01aTh HOPMBI
npodeccnoHanbHOM  ATUKU.
YMmenus OCBOCHBI, HO
TTOTTYCKAIOTCS
HC3HAYUTCIIbHBIC OIHI/I6KI/I,
HETOYHOCTH,  3aTpyAHECHUS
pu AHATUTHYECKIX
oTIepanusx, nepeHoce
YMECHHI Ha HOBEIE,
HECTaHIAPTHEIC CUTYAIHH.

OObyuarommiics
JMEMOHCTPHPYET IOJHOE
COOTBETCTBHUE
CIEAYIOIINX YMEHUN:
KOPPEKTHO BBIOpaTh U
TPUMEHSITD [IPU PEIICHUU
MpoQeCcCHOHATBHBIX
3a1a4 METOIBl U
cpezcTBa
HHPOPMATNOHHOM
0€301MaCHOCTH U 3AlUThI
HWHTEPECOB JUYHOCTH,
ob1ecTBa u
rOoCyAapcTBa, COOIIOAATH
HOPMBI
npodeCCHOHATBHOM
STUKU. CBoboaHO
onepupyer
PUOOPETEHHBIMU
YMEHHUSMH, [PUMEHSET
ux B CHUTYaIUSIX

MOBBIIICHHON CIIOXKHOCTH

[IIkanpl OlleHUBaHUSA pPE3yJIbTaTOB HpOMe)KYTO‘-IHOI‘/’I aTTeCTallui U UX OIMHCAHHUC!

DopmMa NPOMEKYTOYHON aTTEeCTALMH: IK3aMeH

IIpomexxyTounasi arrectanus oOyyaromuxcst B (opMe -5K3aMeHa MPOBOAMTCA IO
pe3yJibTaTaM BBIIOJIHEHUS BCEX BUIOB y4eOHOU pabOThl, IPEIyCMOTPEHHBIX YU€OHBIM IIIAaHOM
[0 JIaHHOW JUCHHUIUIMHE (MOYIIO), MPH 3TOM YUYUTHIBAIOTCS PE3YJbTaThl TEKYLIETr0 KOHTPOJIS

yCII€Ba€MOCTU B TCYCHHE CEMECTpA.

OneHKka CTENMEeHH JOCTIKEHHSI O00YyJarolnuMUCS

IUIAHUPYEMBIX pe3yJIbTaTOB OOYy4eHUs TUCHMIUIMHE (MOIYJI0) HMPOBOJUTCS IMpEnojaBaTeieM,
BEYUIUM 3aHATUS MO JAUCUUIUIMHE (MOJYJI0) METOJOM J3KchepTHOil oueHku. Ilo wurToram
IIPOMEXYTOUHOM aTTeCTalluy IO AMCLUIIIMHE (MOAYIIO) BBICTABISAETCS OLIEHKA «OTIIMYHOY,
«XOPpOILOY», «YAOBIECTBOPUTEIBHO» HIIN «HEYIOBICTBOPUTEIBHOM.




IIxana oueHUBaHUS

Onucanne

Ot1in4gHO

BrmonHeHs! Bce BUIBI y4eOHON paOOThI, IPEXyCMOTPEHHBIE YIEOHBIM IITAHOM.
CTymeHT  JEMOHCTPUpPYET  COOTBETCTBHE  3HAHWIl, yYMEHHH, HAaBBIKOB,
NpPUBEACHHEIM B TaONuIax IMoOKasarelied, OmepupyeT IpHOOPETEHHBIMH
3HaHWSAMH, YMCHHSMH, HABBIKAMH, IPHMEHSET MX B CHUTYalHAX HOBBILICHHOH
CIOXHOCTH. [Ipm 3TOM MoOryTr OBITH JIONYIICHBl HE3HAYUTENBHBIE OIIMOKH,
HETOYHOCTH, 3aTPYAHEHUS NPU aHAIUTHYECKUX OINEpalysix, MepeHoce 3HaHUU U
yYMEHHI Ha HOBBIE, HECTAHAPTHBIC CUTYALINH.

Xopowo

BrmonHeHB! Bce BUIBI Y4eOHON paOOThHI, IPEXyCMOTPEHHbBIC YICOHBIM IITAHOM.
CTyIeHT IeMOHCTPUPYET HEITIOJHOE, IPAaBIIBHOE COOTBETCTBHE 3HAHHM, YMCHUIA,
HaBBIKOB MPUBEJICHHBIM B Ta0iauIax MokaszaTesel, JuOO eciy MpHu 3TOM ObUIN
JIOIYIIEHBI 2-3 HECYIECTBEHHBIE OIINOKH.

YV 10BJIETBOPUTEIBHO

BelinosHeHbl BCe BUJIbI YUeOHOU pabOThl, MPEIYCMOTPEHHBIE YISOHBIM MJIAHOM.
CTyAeHT IEeMOHCTPUPYET COOTBETCTBHE 3HAHMI, B KOTOPOM OCBEIIIEHA OCHOBHASI,
HanboJiee BaXKHAS YacTh MaTepuaia, HO MPU ATOM JIOMYIIeHa OJ[HA 3HAYUTEIIbHAs
omubOKa WM HETOYHOCTD.

HeynosnerBopurenbHO

He BbimonHen oauwH uiau Oojiee BUAOB Y4eOHOW padOTHI, MPENYyCMOTPEHHBIX
yueOHbIM Tm1aHOM. CTYICHT JEMOHCTPUPYET HEIOJIHOC COOTBETCTBUE 3HAHUA,
yYMEHUH, HaBBIKOB, MNPUBEJACHHBIM B TaOJHIax IOKa3aTelel, JOMycKaroTcs
3HAYUTCIIbHBIC OIlII/I6KI/I, MPOABIACTCA OTCYTCTBHUC 3H£1HI/II71, yMeHHfI, HaBBIKOB II0
pany HOKa3aT€H€I>II, CTYACHT HCIILITBIBACT 3HAYUTCIBHBIC 3aTpyJHCHUA [IpU
OTICpPUPOBAHNH 3HAHUSMU M YMEHHUSAMH IIPH UX MEPEHOCE HA HOBBIE CUTYAIIUH.

@DOHBI OIIEHOYHBIX CPEICTB NPEACTABICHBI B IPHIOKEHUH K paboUeil mporpamme.

7. Y4yeOoHO-MeTOAMYECKOE M HH(POPMALIMOHHOE 00ecnieyeHue TUCIHILIMHBI

a) OCHOBHAasl JIMTepaTypa:
1. Maniok A.A. HNudopmaimonHas 0€30MacHOCTb: KOHIIENTYyallbHbIE U METOJI0JIOTHYECKUe
OCHOBBI 3amuThl WHQOpMarnuu: y4yed. mocoOue maius By3oB. - M.: Topsiuas auHUs-

Tenekom, JIro6oe uzganue ['pud MO (60 5k3.)
2.Cemenenko B.A. Hudopmanumonnas 0e30macHOCTB: yde0.mocodbue ast By3oB. - Jlioboe
uznanue I'pud YMO (2010 r.- 210 3k3.)

0) JIOTIOJTHUTENbHAS JIUTeparypa:

1. UndopmanmonHas 06e30MacHOCTb :

yuebHoe nocobue / T.JI. ITapteika, U.W. Ilomos. - 5-€

u31., nepepad. u goi. - M. : ®opym : HUL] UHDOPA-M, 2014. - 432¢. (2002 r.- 72 9k3.)
2. CrpenbuoB A.A. ObecnieueHre nHpopmManoHHO Oe3zomacHocTy Poccun. Teopernueckue u
meroanyeckue ocHoBel. MI'MY, 2007 - 367¢. (2009 r.- 150 5k3.)




B) nporpammMHoe odecneuyeHue u UHTepHeT-pecypcnl:

http://knowledgemanagement.report.ru/

www.Km.improvement.ru2.

www.kmclub.ru (Kity6 IMpakTikoB YipasieHus 3HAHUSIMH)

http://bibliotekar.ru/biznes-29/index.htm

http://www.elitarium.ru/psychology/prinjatie_reshenijj/

http://www.risk-manage.ru/

http://www.genrih-lemke.narod.ru

http://all-ib.ru/

http://citforum.ru/security/

0. http://securityvulns.ru/

11. http://www.itsec.ru/main.php

12. http://www.securrity.ru/

13. JlokasbHBIN ~ DJIGKTPOHHBIM  yueOHMK 1o  HampasieHuto  «MHbopmanmonHas
Oe3omacHOCThY I 6akanaBpoB u crienranuctoB. demopo H.B. CeuaerenbctBo o
rocy/1apCTBEHHOU peructpauuu nporpammsl Juist 9BM Ne 2013610300.

14. Oneparronnas cuctema Windows 7(wtu muxe) — Microsoft Open License
Junensus Ne 61984214, 61984216,61984217, 61984219, 61984213, 61984218,
61984215

15. Oducueie npunoxenust, Microsoft Office 2013(uu mmke) — Microsoft Open License
JInnensus Ne 61984042

Boo~NoR~WNE

8. MaTepl/laJIbHO'TeXl{I/I‘leCKoe odecrneyeHue AUCHHUIIIMHBI

Jns mpoBeneHUs BCEX BHJIOB 3aHATHH HEOOXOIUMO MPE3EHTALMOHHOE O0OpYAOBaHHE
(MyIbTUMEIUNHBIN TPOEKTOP, KOMIIBIOTEP, SKpaH) — 1 KOMILIEKT.

s mpoBeneHuss 1aOOPATOPHBIX PadOT HEOOXOJUMO HATMYHE KOMITBIOTEPHBIX KJIACCOB
000py/I0BaHHBIX COBPEMEHHON BBIYUCIUTEIHHON TEXHUKOM U3 pacyera oJHO pabouee MecTo Ha
OJIHOTO 00y4aeMoro.

9. MeToauueckue PEKOMEHIAUHA JIsA CaMOCTOSITEIbHOI paﬁoTI)I CTYAECHTOB

N3yueHne nIHUCHMIUIMHBI OCYIIECTBIISIETCS B CTPOrOM COOTBETCTBHHM C LEJIEBOM
YCTAaHOBKOW B TECHOW B3aMMOCBSI3M Y4eOHBIM IaHoM. OCHOBOI TeopeTHyecKoW MOATrOTOBKU
CTYJICHTOB SBJISIFOTCS JIEKIIVH.

B npouecce camocTOATENbHOM PabOThl CTYIEHTHI 3aKPEIUISIIOT M YINIyOJSIOT 3HaHUS,
MOJIy4eHHBIE BO BpEMsl ayJIUTOPHBIX 3aHATHH, A0pa0daThIBalOT KOHCIEKTHI JIEKIUH, TOTOBATCS K
HK3aMEHY, a TAKXKE€ CaMOCTOSITENILHO U3Y4aroT OTAENbHbIE TEMbl Y4€OHOM MPOrpaMMBl.

Texkymmii KOHTPOJIb OCYIIECTBISETCS Ha JIaDOPATOPHBIX 3aHATHUSAX, MPOMEXKYTOUHBIH
KOHTPOJIb OCYIIECTBIIIETCS HA SK3aMEHE B TUCbMEHHOW U yCTHOU popme.

10. MeTonuyeckne peKoMeHIAUH /I PenoaBaTesist

BsaumopeiictBue mnpenogaBarenss cO CTYIEHTAMH MOXKHO pa3leIuTb Ha HECKOJIBKO
COCTABJIIOLIMX — JIGKIIMOHHBIE, PAKTHUECKUE U JIAOOPATOPHBIE 3aHATHS U KOHCYJIbTUPOBAHHE.
[IpenogaBaTens AOMKEH MOCIEAOBATENbHO BBHIUNTATh CTYACHTAM DS JEKLUH, B X0/1€ KOTOPBIX
CIIEyeT COCPENOTOYMTh BHHMAHUE Ha KIIOUYEBBIX MOMEHTaX KOHKPETHOI'O TEOPETUYECKOTO
MaTepuaia, a TakK€ OpraHU30BaTh MPOBEICHUE NMPAKTUYECKUX 3aHATHI TakKUM 00pa3oM, 4TOObI
AKTUBHU3UPOBATh MBILUIEHUE CTYJEHTOB, CTUMYJIUPOBATH CAMOCTOSITEIbHOE WU3BICUYEHHE UMU
HeoOXoauMoi HH(pOpMalUKd U3 Pa3IMYHbIX HCTOYHUKOB, CPaBHUTENbHBIN aHalu3 METOJI0B
pELICHU, COMOCTABIEHHE TOJIYYEHHBIX pPe3ylbTaToB, (OPMYIHUPOBKY U apryMEHTAIUIO
COOCTBEHHBIX B3IJISI0B HA MHOTHE CITIOPHBIE TPOOIIEMBI.
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http://knowledgemanagement.report.ru/
http://www.km.improvement.ru2/
http://www.kmclub.ru/
http://bibliotekar.ru/biznes-29/index.htm
http://www.elitarium.ru/psychology/prinjatie_reshenijj/
http://www.risk-manage.ru/
http://all-ib.ru/
http://citforum.ru/security/
http://securityvulns.ru/
http://www.itsec.ru/main.php
http://www.securrity.ru/

ITepen HavaoM npenogaBaHus MPENOIAaBATEN0 HEOOXOIUMO:

- U3YYUTH pabouyro Mporpammy, Hejd U 3aJa4d TUCIHUILTUHB;

- YETKO MPe/ACTaBIATh ce0e, KaKue 3HAHUS, YMEHUS U HaBBIKU JI0JIKEH IPUOOPECTH CTYJIEHT;
- TO3HAKOMUTCSI C BUIaMU Y4eOHON pabOThI;

- I3Y4YUTbh COACPKAHKE PA3CIIOB JUCLUIIINHBI.

B x071€ TeKIIMOHHOT0 3aHATHS IIPETIOAaBaTEINb JOJDKEH Ha3BaTh TEMY, Y4eOHbIE BOIIPOCHI,
O3HAKOMHUTb CTYACHTOB C IIEPEUYHEM OCHOBHOM W JOINOJIHUTEIBHOM JMTEpPaTypsl IO TEME
3aHSTHSL.

Bo BcrynurenbHOM wacTM JieKIMHM OOOCHOBATH MECTO M POJIb H3y4aeMOW TEMbI B
y4e0HOW TUCLUILINHE, PACKPBITh €€ IPaKTUUecKoe 3HaueHue. Eciiu unraercs He nepBas JeKuus,
TO HEOOXOIMMO yBA3aThb €€ TeMy C IpeAblAyIled, He Hapyllas JIOTUKH M3JI0KEHUS y4eOHOro
MaTepuaia. JIekuuo ciaenyeT HauuHaTh, TOJIBKO YETKO 0003HAUMB €€ XapakTep, TEMY U KpYT TeX
BOIIPOCOB, KOTOpPBIE B €€ X0/1€ OyAyT paCCMOTPEHBI.

B ocHOBHOH 4YacTu JEKIUM CIEAyeT pacKpblBaTh COAEPKAHME YUEOHBIX BOIPOCOB,
AKLICHTUPOBATh BHMMAHHUE CTYJCHTOB HA OCHOBHBIX KaTEropusx, SBJICHUAX M IIpoOLECCaXx,
O0COOEHHOCTSX MX MPOTEKaHUsl. PacKpbIBaTh CYIIHOCTb U COACPKAHUE PA3IUUYHBIX TOUYEK 3PEHUs
U HayyHBIX IIOJXOJOB K OOBSICHEHMIO TeX WJIM MHBIX sBiIeHUIl W mnpoueccoB. Crenyer
apryMeHTHPOBaHO 000CHOBATh COOCTBEHHYIO MO3UIIMIO IO CIIOPHBIM TEOPETUUYECKUM BOIIPOCAM.
[TpuBoauTh NpuMephl. 3aJaBaTh 110 X0y H3JI0KEHUS JIEKLMOHHOIO MaTepuajla pUTOPUUYECKUE
BOIIPOCHl M CaMOMY JiaBaTb Ha HMX OTBET. DTO CIIOCOOCTBYET aKTHUBM3AIMM MBICIUTEIbHON
JEATEIIBHOCTH CTYJEHTOB, TOBBIIICHUIO UX BHUMAaHUS M MHTEpeca K Marepualy JIEKLUH, €€
coaepkanuto. [IpenonaBaTens 10KEH PyKOBOIUTH pabOTON CTYAEHTOB IO KOHCIIEKTHPOBAHHIO
JEKLIMOHHOTO MaTepHaia, MoJA4epKuBaTh HEOOXOIUMOCTh OTPAXKEHHUs B KOHCIEKTaX OCHOBHBIX
M0JIO’KEHUHN U3yd4aeMOM TeMbl, 0CO00 BbIAENAS KaTErOpUIHBIN anmnapar.

B 3axitounTenbHON 4acTH JIEKIMH HEOOXOAMMO c(OopMysIupoBaTh OOLIME BBIBOJBI IO
TE€ME, PaCKpbIBAIOIINE COJACPKAHUE BCEX BOMPOCOB, MMOCTABJIEHHBIX B JIEKIMU. OOBSIBUTH IUIaH
OUYEPEHOT0 CEMMHAPCKOI'0 WM JIAOOPATOPHOTO 3aHATUA, JaTh KPaTKUE PEKOMEHJIAIMH I10
NOJMOTOBKE CTYJEHTOB K CEMHUHapy WIu JiabopaTopHOi pabote. Onpenenurb MECTO U BpeMs
KOHCYJIbTAllUM CTY/EHTaM, MOXeJIaBIIUM BBICTYIUTh HA CEMUHApe ¢ JIOKJIagaMu U pedeparamu
10 aKTyaJIbHBIM BOIIPOCAaM 00CYK/1a€MOU TEMBI.

Ienp mpakTUYECKUX W J1a0OPaTOPHBIX 3aHATHH - 00ECHeYnTh KOHTPOJIb YCBOEHUS
yueOHOro Marepuaja CTy/J€HTaMH, paclIMpeHue W yriayOlieHHe 3HAHUMU, MOJIYyYeHHbIX MU Ha
JEeKIHUSIX U B XOJ€ CaMoCTOsTeNbHOW paloThl. [loBbilieHHne 3(PQHEKTUBHOCTH NPAKTHUECKUX
3aHATUN JOCTUTaeTcs IOCPEICTBOM CO3IAHUS TBOPUECKOW OOCTAaHOBKH, pacHoOJararouien
CTYZICHTOB K BBICKa3bIBAHHUIO COOCTBEHHBIX B3IVIAZOB U CYKICHHUH 1O 00CYKJIa€MbIM BOIIPOCaM,
KEJaHHUIO Y CTYJIEHTOB OpadoTaTh Y IOCKH MPH PEIICHUH 3a/au.

ITocne xaxaoro JIEKIUOHHOrO, Ja00paTOPHOTO M NPAKTUYECKOTO 3aHATHS CHENaTh
COOTBETCTBYIOIIYIO 3aIlUCh B )KypPHAJIaX y4eTa IOCEUaeMOCTH 3aHATUHN CTYACHTaMHU, BBISICHUTD Y
CTapOCT y4€OHBIX TPYII NPUYUHBI OTCYTCTBUS CTY/IEHTOB Ha 3aHATHUsIX. [IpoBOAUTH IpymnmoBbie
Y MH/IMBU1yaJIbHbIE KOHCYJIBTAllUU CTYAEHTOB 10 BOIIPOCaM, BOSHUKAIOUIUM Y CTYACHTOB B XOJ€
UX I[OATOTOBKM K TEKylled M IPOMEXKYTOUHOM aTTecTaluu 10 Y4eOHOM IUCIUIUIMHE,
PEKOMEH/10BaTh B OMOILb y4eOHbIE U IPYTHUe MaTepHabl, a TAKKe CIIPAaBOYHYIO JIUTEPATYPY.
OK3aMeH WM 3aueT M0 JUCHUIUIMHE MpOBOIUTCS B (OpMe NHCHbMEHHOTO »JK3aMeHa C
nocienyome  MHIAMBUAYyalbHOW  Oeceloil co  CTYAGHTOM Ha  OCHOBE  BOIPOCOB,
c(OpMyJIMPOBAaHHBIX B 3aY€THBIX WJIM 3K3aMEHAI[MOHHBIX Ouierax. B Owuier BHocuTCS IBa
TEOPETUYECKHUX U OJIMH MPAKTUUYECKUI BOMPOC U3 Pa3IMYHBIX Pa3/esIoB AUCHUILUIMHBI Ui Oojee
MOJIHOM MPOBEPKHU 3HAHUM CTyJAeHTOB. OlieHKa BBICTABISETCS IpernoaaBaTreaeM U oObsABISETCS
nocie oreBera. [lpenonaBarens NPUHUMAKOMMN — 3a4eT WM JK3aMEH JIMYHO  HECET
OTBETCTBEHHOCTb 32 MPABUILHOCTH BBICTABJICHUS OLIEHKH.
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IIpunoxenue

Crpykrypa u conep:xkanue 1ucuuiinabl « AHdopmanuonnas 6e30n1acHOCTHY
10 HanpaBJeHHI0 noAroroBky 23.05.01 "Ha3eMHbIe TPAHCIIOPTHO-TEXHOJIOTHYeCKHe cpeacTBa’

Oo0pa3zoBatenbHas nporpaMmma (Ipo¢ub)
«CnopTHBHBIE TPAHCIIOPTHBIE CPEACTBA»
®opma o0yueHust

Ounas
I'ox mpuema - 2020
(cmenmasmer)
Bl o= g Briet yueonoii padorr1, Bioyas Buael camocrosTeLHOI padoThl DopmbI
3 5 5| CaMOCTOATEIbHYIO padoTy CTYy/IeHTOB
n/n Pazzen S| &8 M TPYA0EMKOCTh B 4acax cryneiron arrecratim
C| =3
J I/C | Jlag. |CPC| KCP |K.P. | K.IIL PTP | Pedepar | K/p 9 3
IIsThIi cemecTp
1. Tema 1. MeTomonmorust 3a0IiThl HHPOPMALIUH 1 1 2 2 6
2. Tema 1. Merojonorus 3amuThbl nHGopManuu 1 2 4 6 +
3 Tema 2. 3amuTa unopmanuu B MHGOPMAIIMOHHBIX CUCTEMAX OT 1 3 2 5 8
YTEUKH 110 TEXHUYECKUM KaHaJIaM.
n Tema 2. 3amuTa uadopmanuu B MHGOPMAIMOHHBIX CUCTEMAX OT 1 4 4 6 +
TEUKHU 110 TEXHUYECKUM KaHaJIaM.
c Tema 3. 3amuTa nHGOpMaUK B MHYOPMAITMOHHBIX CHCTEMAX OT 1 5 2 2 8
) HecaHKIHoHupoBaHHOTO nocryma (HC)
6 Tema 3. 3amuTa nHGOpPMALK B MHPOPMAITMOHHBIX CHCTEMAaX OT 1 6 4 6 +
) HecaHKIHoHUpoBaHHOTO nocryma (HC/I)
- Tema 4. 3amunTa HHGOPMALIMH C UCTIOJIB30BaHHEM M (PPOBAIBHBIX 1 7 2 5 8
' KpHUNTOrpadguIecKux) CpeacTB
5 Tema 4. 3amuTa HHGOPMALIMK C HCTIOJIB30BAHHEM IHU(PPOBATBEHBIX 1 8 4 6 +
' KpHUITOrpadguIecKux) CpeacTs
Tema 5. CucteMa MEHEIKMEHTa UH(POPMAITHOHHON
0. 1 9 4 8
bezonacHocTeio (CMUB) Ha npennpustum
10. Tema 5. CucreMa MEHEIKMEHTA HHPOPMAITHOHHON 1 10 4 6 +
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bezonacHocTeio (CMUB) Ha npennpustuu

11.  [ema 6.. KommuekcHas cucrema 3amuthl nH$popmanuu (KC3U) 11 4 8
12.  [ema 6.. KommuekcHas cucrema 3amuthl nHpopmanuu (KC3U) 12 4 6
13, Tema 7. Opranuzanust KOHQUAESHIMAIEHOTO JEJ0ONPOU3BOJICTBA Ha 13 2 4 8
NpeIpUATHH.
Dopma ammecmayuu 3
Bcero 4acoB IO JUCHHUIUIHHE B IEPBOM CEMECTpe 144 18 36 90 3
Bcero 9acoB 1o IUCIIUIUTHHE 144 18 36 90 3
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[Ipunoxxenue

MUWHHUCTEPCTBO OBPA3OBAHMS 1 HAYKU POCCUICKOM ®EJIEPALIMM
®EJIEPAJIBHOE I'OCY JAPCTBEHHOE BIOJ)KETHOE OBPA30BATEJILHOE
YYPEXJIEHUE BBICIITIETO OBPA3OBAHNA
«MOCKOBCKHUM MOJJUTEXHUYECKU YHUBEPCUTET»
(MOCKOBCKHM IMOJIUTEX)

Hamnpasnenue noarorosku: 23.05.01 "HazemHbIe TpaHCIOPTHO-TEXHOJIOTHYECKUE CPEICTBA"

OII (mpo¢uiib): «CrIOpTHBHBIC TPAHCIIOPTHBIC CPEIICTBAY

®opma 00yueHus: OUHast

Bun npodeccuoHaIbHON JeATEIbHOCTH: Hay4HO-UCCIIEI0BATEIbCKA; [IPOECKTHO-
KOHCTPYKTOpCKas

Kadenpa: «MapopmanmonHas 6€301MacHOCTh)
®OHJ OHEHOYHBIX CPEJACTB
MO AMCIUIIJIMHE

«NHpopmannonHas 6e301aCHOCTD)
Cocras: 1. [laciopT GoHIa OLIEHOUHBIX CPENCTB
2. OnucaHue OLEeHOYHBIX CPEJICTB!

Temaruka TOKIAg0B U COOOIIEHUI

Temsl pedepaToB
Bonpochs! 1u1s TeKyero KOHTpois
Bonpocsl U1 caMOCTOSATENBHOTO U3Y4EHUS
DK3amMeH

CocTaBuTeIDb:

Kk.T.H AianoexoB U.10.

Mocksa, 2020 ron
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Tabmauua 1

MOKA3ATEJIb YPOBHSI COOPMUPOBAHHOCTH KOMIETEHIIAM

NudopmannonHas 6e30nacHOCTh

oroc BO

B npouecce ocBoeHusi AAHHOIH TUCHUIIMHBI CTYAeHT GOopMHUPYeT U 1eMOHCTPUPYET cieaylouue
001IeKyJIbTYPHBbIE U 001IenpodeccHOHATbHbIE KOMIIETEHIMH

KOMIIETEHLIIUA TexHoa0rus ®opma
IlepeyeHb KOMIIOHEHTOB ¢opmupoBanus OLICHOYHOI'0 CreneHnn ypoBHeil 0CBOeHUS KOMIeTeHIHit
HUHAEKC POPMYJIUPOBKA KOMIETCHIH cpencTBa
3HATE: Ba3zoBblii ypoBeHb
3Ha4YeHHe HHPOPMALH B PA3BUTHH 3HaYeHHE HHPOPMALMU B PA3BUTHH
TOTOBHOCTBIO I€HCTBOBATH B coBp eMe:;:;eoT(;fmeCTBa, JIEKIIHS, ‘;_(I)BPeMeHHOFO vo61uecnaa;
HECTaHJAPTHBIX CUTYaLUX, . . CaMOCTOSTENIbHAS Pedepar OBblluJJeHHbIH YPO“BGHB
OK-6 HECTH COIUATIBHYIO U BRICOKOU MOTHBAIIEH K BBIIOTHCHHIO pabora, par, - BJIaZIeTh BHICOKOH MOTHBALIUEH K BBHIIIOJHEHUIO
THYECKYIO OTBETCTBEHHOCTD 32 Hpoq)ecgg;;ﬁ;"ggzci‘zg?;:ocm ® | naGoparopmsie drsaMer HpoGeceHONaILHO eATeNLHOCTH B 0facTH
MPUHSATHIC PEIICHUS HH(OPMAIMOHHOI GE30MaCHOCTH 1 paboTs! obecrieueHnst HHPOPMAITOHHOW 0€30MaCHOCTH 1
3aIUTHl HHTEPECOB JUYHOCTH, OOLIECTBA U
SQIATLL HHTCPECOB HHHHOC_TH’ rocynapcTsa, coOJII0IaTh HOPMBI
of1mecTBa H rocys1apeTBa; npohecCHOHATBLHON ITHKU
CITOCOOHOCTRIO pelaTh 3a7a9u
npodeccuoHaNbLHON 3HATH: ba3oBblii ypoBeHb:
JeATEIEHOCTH Ha OCHOBE UH(POPMALMOHHBIE PECYPCHI, -3HaTh HH(POPMAILIMOHHBIE PECYPCHI, MOJJICKAIINE
UH(OPMALIMOHHON U HOJUIeKAIHE 3aLIUTEe, YTPO3bI CaMOJéiI(;Ii-I[:‘I:I,ILHaH 3aI0uTe, Yrpo3sl 0€30MaCHOCTH HHPOPMALHH;
OIK-1 6ubmmorpaduuecKoi KyIbTyphl ¢ 6e3omacHOCTH MH(POPMAIHH; paora, Pedepar, - YMETH OIPENeNsiTh HH(OPMAIIMOHHBIE PECYPCHI,
NPUMEHEHHEM yMeThb: 9K3aMeH HOIIeKAIIHe 3alIHTe.
nabopaTopHbIE
nH(popManMoHHO- OIIPEAEIATh HHPOPMALIMOHHBIE paboTh! TIOBBINIEHHBII YPOBEHb:

-KOMMYHHKAI[HOHHBIX TEXHOJIOTHH U ¢
Y9eTOM OCHOBHBIX TpeOOBaHHN
MHPOPMAMOHHON 6€30I1aCHOCTH.

pecypcbl, oAJIekKaIIHe 3aliTe, yrpo3b
6e3o0macHOCTH HHPOPMALINY;

-yMETb ONPEIENATh yrPo3bl 0€30MaCHOCTH
nHdopmanuy;
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OIIK - 7

CIIOCOOHOCTHIO TIOHUMATh CYITHOCTb
1 3HaYeHNe HHPOPMAIIH B
Pa3BUTUH COBPEMEHHOTO
HHPOPMAIMOHHOTO 00IIeCTRa,
CIIOCOOHOCTBIO CO3HABATH
OTIACHOCTH U YTPO3BI,
BO3HHUKAIOIIME B 3TOM IIpoliecce,
CHOCOOHOCTBIO COOITI0IATD
OCHOBHBIE TPeOOBaHUS
nH(opManMoHHOI 6e301acHOCTH,
B TOM YHCIIE 3alIUTHI
roCyAapCTBEHHON TailHbI

yMeTb:

KOPPEKTHO BBIOPATh U MPUMEHATH NIPH

peuIcHun HpO(l)eCCI/IOHaJ'ILHLIX 3a1a4

METOABI U CPpEACTBA I/IH(I)OpMaHI/IOHHOFI

0€301acHOCTH M 3aIIUTHl HHTEPECOB
JIMYHOCTH, OOIIECTBA M TOCYIAPCTRa,

co0JIroIaTh HOPMBI TPO(ECCHOHATILHOT]

JTHKH;

JIEKIIHS,
CaMOCTOSITEIbHAS
paborta,
MPAKTHYECKUE
3aHATHS

Pedepar,
9K3aMeH

Ba3oBblii ypoBeHb:

-yYMEeTbh KOPPEKTHO BBIOPATh MPH PELICHUN
IpodeCcCHOHANBHBIX 33124 METOIbI U CPEJICTBA
WHPOPMAMOHHON OE30MTaCHOCTH M 3aIIUTHI
HMHTEPECOB JINYHOCTH, OOIIECTBA M TOCYAAPCTBa,
co00IaTh HOPMBI TPO(PECCHOHATBHON ITUKA

IloBbINIEHHBIH YPOBEHB:

-YMETh KOPPEKTHO IPHMEHSTh IPH PEIICHUN
IpoQeCcCHOHANBHBIX 331a4 METOJbl M CPE/ICTBA
nH(pOpPMaMOHHOHN 0€30MaCHOCTH M 3aIIUTHI
HMHTEPECOB JIMUHOCTH, 00IIIeCTBA U FOCY1apCTBa,
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N

o~

10.
11.
12.

OuneHoYHBIE CPeICTBA /I TEKYLIero KOHTPOJISA YCIIeBaeMOCTH, IPOMeKyTOYH O
aTTeCTAIlMHU 110 UTOI'aM OCBOEHUsI JMCHUILUIMHBI H Y4eOHO-MeToAnYecKoe odecneyeHue
CaMOCTOAITeIbHOH PadoThI

IIpumepHas TemaTuka pedeparoB 0 Kypcy
«AndpopmanuoHHas 6€30MaACHOCTb»

HoBble nH(popMaloHHbIE TEXHOJIOTUU — HOBBIE BO3MOKHOCTH, HOBBIE YTPO3bl
[TepcriekTuBbI pa3BuTus cpeacts 31

HoBsble nH(popMaiMoHHO-KOMMYHKAIIUOHHbBIE TEXHOJIOTUU

MoOunpHBIC TEIEKOMMYHUKAIIMOHHBIE YCTPOHCTBA

PoOoToTexHMKa 1 MEXaTPOHUKA U MEPCIIEKTUBbBI UX Pa3BUTHS
HanotexHosiornu u nepcnexkTuBbl MX NpuMeHeHus B 31

CeTteBble TEXHOJIOTHH U cpencTBa 31

HNudopmannonHoe opyxue u HHPOPMAIIMOHHBIE BOWHBI

KBaHTOBbBIE KOMIIBIOTEPHI U KpUIITOrpadus

10. Cs3p Ub u rynBriia KOMIaHUH

11. IlpaBoBoe obecrieyeHre 3alUThl HHTEUIEKTYalbHON COOCTBEHHOCTH KOMITAHUU

CoNoO~WNE

Bonpocsl 1J151 TeKylniero KOHTpoJIs:

Tema 1. MeTonoJiorust 3aliuThl HHGOpMALMHT
Joxtpuna nndopmanronHoi 6ezonacHoctu Poccuiickoit denepanuu. CrpaTerus pa3BUTHS
uHpopmanmonHoit 6e3onacuoctu Poccutickont @eaepannn va 2017-2030 roapr.
HopwmaruHo-nipaBoBas 6a3a P® B obmactu Ub. icTouHnKM 3HaHWI B KOMITAaHUH.
3apyOeKHBI OMBIT MPaBOBOTO obOecriedeHust 3ammTbl wHGopManuu. CTaHIapThl U
pexomeHaiuu no 6e3omacuoctu [SO.
PykoBonsamme nokymenTel ®denepanbHOil Ciy)KObl MO TEXHUYECKOMY U OIKCIIOPTHOMY
koHTpomo (PCTOK).
CgoiicTBa uWH(pOpMaIUK, TMOJICKANIUE 3aIUTE: KOH(PUIECHIIUATBLHOCTh, IEJIOCTHOCTh U
JOCTYITHOCTb.
KoHnenusi KOMIUIEKCHOM — cucTeMbl  3amuThl  uHpopmaruu. CnyxkeOHas — TaiiHa.
Kommepueckas TaiiHa. [lepconanbuble nannble. ['ocynapcTBeHHas TaiiHa.
WuTennexryanbHas COOCTBEHHOCTb U aBTOPCKOE MPaBo.
Bupl 00bekTOB MH(pOpMATH3AIMK KaK 0OBEKTOB 3alUThI HH(OPMAIIHH.
Knaccudukanus yrpo3 nHpopManmoHHoil 6e3omnacHocTd. Mosens yrpo3 UHQOpMaIOHHOM
6e30macHOCTH. Mojenb HapyIIUTEs.
YpoBHHU 3a1IUThl HH(OPMALIUH.
[Tonutuka 6e3omnacHocTH. [ TaBHbIE HanpaBiIeHUs padoT MO 3alMTe HHPOPMAIUH.
OpraHu3alvoOHHO-TEXHUYECKUE MEPOTIPUATHS O 3alllUTe HHPOPMAIIH, pEriaMeHTUPYIOINe
IPOM3BOJICTBEHHYIO JIEATEIHOCTh MPEANPUATHS U €r0 paOOTHHUKOB.

Tema 2. 3amura nupopmanuu B ”HGOPMAIMOHHBIX CHCTEMAX OT YTEYKH 110 TEXHUYECKUM

1.
2.

KaHaJaM.
OO6mas knaccuuKaius yrpo3 u ysI3BUMOCTeH HHPOPMAIIMOHHBIX CUCTEM.
MeTtouka onpeaeNeHus akTyalbHbIX YTPpo3 0€301MacHOCTH.
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No ok

CTpyKTypa THIIOBOTO TeXHUYEeCKOro kKaHana yreuku uHpopmaruu (TKYUW). Knaccudukarus
TKVYUN.

MeToap! 1 CpeCcTBa TEXHUYECKOH 3auThl HH(pOpMaIiu

Knaccudukanus Texaunueckux kaHanoB yreuku uHbopmaruu (TKYN).

Yrpo3sl yreuku nHGOPMALIUU 0 TEXHUUECKUM KaHaJIaM.

Buael anmapatypsl Ui perucTpaluyd NOOOUHBIX 3JIEKTPOMArHUTHBIX M3IYYEHU U HaBOJIOK
(ITIDMUH).

MeTouKa OLIEHKH 3aIIUIIEHHOCTH OT YTeYKH MHPOPMAIUH 10 TEXHUYECKUM KaHaJIaM.

Tema 3. 3ammrTa nHPopManuu B HHPOPMAIMOHHBIX CHCTEMAX OT HECAHKIIMOHUPOBAHHOTO

N

&

~

8.
9.

nocryna (HCI)

VYrpo3sl HecankumonupoBanHoro aocryna (HCI) k undopmarnmu. PazHoBuIHOCTH YTpo3
HCJI u ux uCTOYHUKH.

Vsa3BuMocTH HHPOPMAITMOHHBIX cucTeM, cBsizaHHble ¢ HC/I.

VYSA3BUMOCTH CHCTEMHOTO M MPUKIAJAHOIO TMporpamMmHoro obecredeHus. MeTonsl u
cpenctra 3amuTthl nHGopmaru ot HCJI.

MaTtpuyHble U MHOTOYPOBHEBbIE (MaHAATHBIC) MOAETH pa3TpaHHUUEHUs AOCTYIIA.

OcHOBHbIE MPUHLUIIBI KOHTPOJS JOCTyna K pecypcaM cucTeMbl. Jlucnerdepuzanus
nocryna. Wpentuduxamuss u ayreHTHUKalusa moib3oBateneid. ApTtopuzanus. Kiroun
3aILUTBHIL.

CoBpeMeHHbIE CUCTEMBI 3aluThl KoMIbIoTepHbIX cucTeM (KC) oT HeCaHKIIMOHUPOBAHHOTO
JocTyna K nHpopMarm.

XapakTepucTuKa yrpo3 nporpaMMHO-MaTeMaTudeckux Bosaericteuil (IIMB).

Buibl BpeZIOHOCHBIX POTpaMM.

CereBble Yrpo3bl M YsSI3BUMOCTU. B03MOXKHBIE MOCIEACTBUSA OT pealu3alud yrpo3 Ipu
MEKCETEBOM B3aUMO/ICHCTBUU.

10. BeisiBnenue yrpo3 HC/] 3a cuet MexxceTeBOro B3auMoAeCTBHSL.
11. Onpenenenue Kaacca 3alUIIECHHOCTH MHPOPMAIIMOHHON CUCTEMBI.

Tema 4. 3amura uHGopmManuM ¢ HCNO/Ib30BaHHEM M (PPOBAIBLHBIX (KPUNTOrpaguYecKuXx)

©CoNok~wWNE

agbrwbnE

cpencTB

Beenenue B kpunronoruto. Ucropuueckuii 0030p.

Kpunrorpadus u KpunroaHaius.

[ToHATHE KPUTITOCTOWKOCTH CHCTEMBI 3aIIUTHI MHPOPMALIUH.

HIndpoBanue kak METO KpUITOrpapruecKoro npeoOpa3oBaHusl.

Kitoun u anroputmsl mmppoBaHus.

Mertoab! UpPOBaHUS C CHMMETPUYHBIM KITIOUOM.

Kpunrorpaduueckas cuctema RSA.

OnexkTpoHHas M(poBas NOANMCH HA OCHOBE KPUNTOrpauIeckoro npeoodpazoBaHumsl.
Oco0eHHOCTH CTaHAapTU3ALUHN U CePTUPUKAUN KPUNITOTpadhuIECKUX CPEJICTB.

Tema S. Cucrema meHexxkMeHTa nHGopManuonHoi 6e3onacHoctbio (CMUB) Ha
npeanpusaTHH

CewmeiictBo crannaproB CMUB. Ynpasnenue puckamMu HHGOpMAIIMOHHON 6€30MaCHOCTH.
O01ee coneprxkaHue Iporecca OLEHKH PUCKOB. AHAIU3 YPOBHS PUCKOB.

@aKTOpPBI, BIUAIOIINE HA BEPOSTHOCTD PEAIU3ALUN YIPO3BI.

MeTo10510T1H OLIEHKH PUCKOB MO BYM U IO TpeM (pakTopam.

CyOBeKkTHBHas MIKaJIa TSHKECTH BO3MOXKHBIX MTOCIIEICTBUIA.

19



NS

N

N

10.

11.

6. HMHcTpyMeHTaIbHBIE CPEe/ICTBA aHAIM3a PUCKOB. [IpuHsaTHe perenunit mo oopaboTke u
YIIPaBICHUIO PUCKAMH.

7. llpakTudeckue mpaBuiia yIpaBieHUs HH(POPMAIIMOHHON 0€30MacHOCTHIO.

8. Ilpumep comeprkaHHs MOTUTUKU HHPOPMAIIMOHHONW O€30IaCHOCTH.

9. OcHOBHBIE BOIIPOCHI YIIPABJICHUS TOCTYIIOM K HH()OPMAITHH.

10. PaccrenoBanue HHIMICHTOB B chepe nHHOPMAITMOHHON 0€30IMacHOCTH.

Tema 6.. KomiuiekcHasi cucrema 3amuthbl nHGopmannu (KC3HN)

Onpenenenne KC3U.

Tpu ocHoBHBIE KOMITIOHEHTHI co3nanust KC3U Ha npeanpustuu.

MopnenupoBanue KC3U.

Otanbel co3manus KC3U (TEeXHHKO-dPKOHOMHYECKOE OOOCHOBaHHME, |EeXHHMYECKOE 3ajjaHue,
ACKU3HBIN, TEXHUUYECKUN U pabouuil mpoekThl. BHeapeHue u ciaya B ONBITHYIO SKCILTyaTaluIo,
nopaboTka (Tipu HeoOXOIUMOCTH) U IPUEMKA 3aKa3YHMKOM CHUCTEMBI).

Tema 7. Opranusanusi KOHpUACHIHMAJIBHOIO 1eJIONPOU3BOACTBA HA NPEeANPUATHH.

Opranu3anuoHHO-PACIIOPSIUTEIbHBIE TOKYMEHTHI, PETJIAMEHTHPYIOIIHE MTOPSIOK
KOH(HICHIIMATHHOTO JICTIONPOU3BOJICTBA.

O6mepoccuiickuii knaccupukaTop ynpapiendeckon nokymentanuu (OKY D).
[MTopsiiok OArOTOBKH, OOPMIICHUS IOKYMEHTOB U y4eTa MaTepUaIbHBIX HOCUTEIICH
KOH(UICHINATLHOW HH()OPMAIIHH.

3anaun, QyHKIMU U TOJDKHOCTHBIE 00513aHHOCTU COTPYTHUKOB KOH(MUACHIIMATHLHOTO
JIeTTOTIPOU3BOICTBA.

ABTOMAaTH3UPOBAHHBIC CUCTEMBI AJICKTPOHHOTO KOH(PHICHIIMATHHOTO JICIONPOU3BOJICTBA
(CO).

[TpaBuia nenonpou3BoACTBa B heiepabHbIX OpraHax UCIIOJIHUTEIBHOM BIACTH.
Opranuzanus KOHTPOJIS 32 COOJTIOICHUEM HCIIOTHUTEIISIMH JIOJDKHOCTHBIX HHCTPYKITUH.

BOHpOCLI JIAA CAMOCTOATEC/IBHOI'0 M3YYCHU S

Nudopmanmonnas 6e3omacHocth (Mb) kak cocTaBnsiomas HalMOHaIbHOW 0€30MacHOCTH.
3anauu rocyaapcTBa B 3Toi oOnactu. MHpopManmonHoe opyxue, HHPOPMAIIMOHHbIE BOWHBI 1
teppopusM. ['ocymapcTBeHHble opranel P®, peanusyromme ¢GyHKIMH —oOecredeHus
MH(OPMaLlMOHHON OE3011aCHOCTH.

HopmartuHo-nipaBoBas 6aza PO B obnactu Ub.

3apyOexHbIi ONBIT MPABOBOT0 0OecreueHus 3auuThl HHpopMmauu. CTaHIapThl U
pexomeHaaiuu no 6e3omacuoctu [SO.

PykoBonsiue nokymeHTsl DenepanbHOM cIy>KObl IO TEXHUYECKOMY U AKCIIOPTHOMY KOHTPOJIIO
(©CTIK).

CgoiicTBa nH(MOpMaIUH, MOJJICKAIINE 3AIUTE: KOHPUIECHIIMATBHOCTb, IIETIOCTHOCTD U
JOCTYITHOCTb.

Konuenius koMmiekcHo# cucreMsl 3amuThl nHGopmanuu. CioyxebHas taitHa. Kommepueckas
tariHa. I[lepconanbuble ganHele. ['ocygapcTBeHHas TalHa.

WuTennextyanbHas COOCTBEHHOCTh U aBTOPCKOE MPaBo.

Bunbr 00bekTOB HH(DOpPMATH3AIMK KaK OOBEKTOB 3alIUThI HH()OPMAIIUH.

Knaccudukanust yrpos napopMannonHoi 6e3onacHoctu. Mojenb yrpo3 nH(popMarmoHHOM
6e30macHOCTH. Mo/enb HapyIINUTEIS.

YpoBHHU 3a1IUThl HH(OPMALIUH.
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13.

14.
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16.

17.
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20.

21.

22.
23.
24.

25.
26.

27.
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30.

31.
32.
33.
34.
35.
36.
37.
38.
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40.
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43.
44,
45.
46.
47.
48.

49.
50.
51.
52.

[Tonutrka 6e30macHOCTH MpeanpusiTus.. [ TaBHbIe HanIpaBIeHU padoT MO 3aIINuTe
nHpopmanuu.

Opranu3aoOHHO-TEXHUYECKUE MEPOTIPHUATHS MO 3alIUTe HH(POPMAIIUH, PETJIAMEHTUPYIOIINE
IPOM3BOJICTBEHHYIO JIEATEILHOCTh MPEIIPUATUS U €r0 paOOTHUKOB.

OO6mmas kmaccuuKanus yrpo3 U ysI3BUMOCTEeH HH()OPMAIIMOHHBIX CUCTEM.

Mertonuka onpeneneHus akTyallbHbIX YTp0o3 6€3011aCHOCTH.

CrpyKTypa THUIIOBOTO TeXHHUYECKOro kaHaia yreuku uHpopmauuu (TKYU). Knaccudpukanus
TKVYH.

MeToapl 1 CpeCTBa TEXHUYECKOH 3aIuThl HH(pOpMaIiu

Knaccudukanus tTexunueckux kananoB yreuku uHpopmanuu (TKYN).

YTrpo3sl yreuku HHPOPMALIUU 0 TEXHHUECKUM KaHaJaM.

Bunapl annapaTypbl A perucTpanMy MOOOYHBIX 3JIEKTPOMArHUTHBIX W3IYyYEHUH UM HABOJOK
(IISMUH).

MetoarKa OLIEHKH 3aLIUIIEHHOCTH OT YT€UKH MH(POPMALIMHU 110 TEXHUUECKUM KaHajaM. YTPO3bl
HecankunonuposanHoro goctyna (HC/I) k nunpopmanuu.

PaznoBuanoctu yrpo3 HC/I 1 ux uCTOYHUKHU.

VYs13BUMOCTH MHPOPMALMOHHBIX cucTeM, cBsizanHbie ¢ HC/I.

VSI3BUMOCTH CUCTEMHOIO U MPHUKIAJHOIO NMPOrpaMMHOro obecredyeHus. MeToabl U cpeacTBa
3amuTel nHGopmanuu ot HC/I.

MarpuuHble 1 MHOTOYpOBHEBBIE (MaH/IaTHBIE) MOJEIH pa3sTpaHUYEHUS JOCTYIA.

OcHOBHbBIE TPUHLUIIBI KOHTPOJISL IOCTyIa K pecypcaMm cucTeMbl. Jlucneruepusanus 10CTyna.
Wnentudukanys u ayreHTu(UKaus noyib3oBateneii. Apropuszanus. Kimroun 3amuThl.
CoBpemeHHbIE CHUCTEMbI 3alUThl KoMnbloTepHbX cucreM (KC) oT HecaHKIMOHMPOBAHHOIO
J0CTyIa K MHGOpMaLuu.

XapakTepucTuka yrpo3 nporpaMMHo-MaremMarnueckux Bo3zaeiicteuit (IIMB).

Bupl Bpe1OHOCHBIX IPOrPAMM.

CereBble yrpo3bl M YsA3BUMOCTU. BO3MOXKHBIE NOCIEACTBHUS OT peaaU3alUu yrpo3 IpU
MEXXCETEBOM B3aUMOACHCTBHH.

BrisiBnenue yrpo3z HC/] 3a cuer MexxceTeBOro B3auMoAEHCTBHUSL.

Onpeznenenue kiacca 3allUIIEHHOCTH HH()OPMAITMOHHONW CUCTEMBI.

OO61re NOHSTHS, UCTOPHS PAa3BUTHS U KJTaCCU(PUKAIUS KPUNTOrpapUUECKUX CPEACTB.
Kpunrorpadus u kpuntoananus. O0muas xapakTepuCcTHKa pa3InYHbIX METOA0B MHU(POBAHUS.
[ToHsiTHE KPUNITOCTONKOCTH CUCTEMBI 3aLUTHI MHPOPMAIUH.

IudpoBanue kak MeTOJ KpUNTOrpahuuecKoro npeodpa3oBaHusl.

Kitoun u anroput™msl mudpoBaHus.

Mertobl UpPOBaHUS C CHMMETPUYHBIM KITIOYOM.

Kpunrorpaduueckas cuctema RSA.

OnexTpoHHas M(poBas MOJMUCh HA OCHOBE KPUNTOrpadguueckoro npeoOpa3oBaHusl.
OcoOeHHOCTH  CTaHJApTHU3allMM M cepTU(UKAIMM  KPUOTOrpaUyYecKuX  CPEICTB.
OTteuecTBEHHBIE U 3apyOeKHbIE CTaHIAPThI MU (POBAHUS.

OO01mas xapakTepuCcTHKa U Ki1accu(UKalys KOMIIBIOTEPHBIX BUPYCOB.

CewmeiictBo crannaproB CMUB. Yipasnenue puckamMu HHGOPMAITMOHHON 6€30MaCHOCTH.
O6miee comepkanue MpoIecca OEHKH PUCKOB. AHAIU3 YPOBHSI PUCKOB.

@DakTOpHl, BAUSIOLIUE HA BEPOATHOCTD PEAIN3ALMH YTPO3BI.

MeTo10510TH OLIEHKH PUCKOB MO ABYM U 1O TpeM (hakTopam.

CyObeKTHBHAs HIKaJIa TSHKECTH BO3MOXKHBIX MTOCIIEICTBUIA.

WucTpymMeHTaNbHbIE cpeAcTBa aHaiu3a puckoB. [IpuHsTHe pemenuii mno oOpaOoTke U
YIPaBIEHUIO PUCKAMH.

[IpakTiueckue npaBuia yrnpapieHUs] HHPOPMAIIMOHHOM 0€301aCHOCTHIO.

VYnpasieHue 10CTyrnoM K HHPOpMaIum.

PaccnenoBanue nHIMAEHTOB B chepe HHPOPMAITHOHHON 0€301TacCHOCTH.

Tpu ocHoBHBIE KOMIIOHEHTHI co3annsd KC3UW Ha npeanpusarun.
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53.
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S7.

58.

59.

60.
61.
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63.
64.
65.

66.

N

o N

10.
11.

MopenupoBanue KC3U.

Oranbl co3manust KC3U (TEXHMKO-2KOHOMHYECKOE OOOCHOBaHHWE, TEXHHYECKOE 3aaHue,
ACKU3HBIN, TEXHUYECKUH U paboumii mpoeKThl. BHeApeHrne U cjaua B ONBITHYIO SKCILTyaTallHtIo,
nopaboTka (Ipu HEOOXOIMMOCTH ) M IPUEMKa 3aKa3YUKOM CHCTEMBI).

OpraHu3anroOHHO-PACTIOPSTUTECILHBIC JIOKYMEHTHI, periIaMeHTHPYIOIINE HOPSIJIOK
KOH(HICHIIMATIHHOTO IETONPOU3BOJICTBA.

O6mepoccuiickuii kiaaccupukaTop ynpapieHdeckor qokymentanuu (OKY D).

[Topsimok TOATOTOBKH, OGOPMIICHHS JOKYMEHTOB U Yyd4eTa MaTepHalbHBIX HOCUTENEH
KOH(pHICHIMAIbHON HH(OpMAITUH.

3amaun, GYHKOMM W JOJDKHOCTHBIE OOS3aHHOCTH COTPYAHUKOB KOH(HIECHIMAIHLHOTO
JIeIIOTIPOU3BOJICTBA.

ABTOMAaTH3UPOBAHHBIE CHUCTEMBI 3JIEKTPOHHOTO KOH(HUACHIIMAIBHOIO JIEIONPOU3BOJICTBA
(CO).

[IpaBuia nenonpou3BoOACTBa B (heiepaIbHBIX OpraHax UCIOTHUTEIBHOM BIACTH.

Opranu3anus KOHTPOJISI 32 COOJIOICHUEM UCTIOTHUTENSIMU JIOJDKHOCTHBIX HHCTPYKIIUH.
CocraBasromye 1 ICTOYHUKH PHCKOB B YIIPABICHHH.

[Toxxompl K OpraHU3aIyy 3alIUThl KOMMEPYECKOH TaltHbI Ha IPEAIPUSTHH

Cnyx0a 6e3onacHOCTH Ha peanpusaTHi. OYHKIUHN CIyKObl 0€301IaCHOCTH Ha MPEATIPUITHN
NudopmaninoHHsle pecypcebl, MpPOAyKTbl U yciayrd. OObeKTUBHAs HEOOXOJUMOCTh U
oO1IecTBEHHAsI TOTPEOHOCTH 3aLUTHI UHPOPMALUH.

Wnentudukanuss U ayreHTUDHUKAIMS CYOBEKTOB JOCTyNa K pecypcaM HH()OpMAaIMOHHOU
cuctemsl. [laponpHbIe METOIBI U OLleHKa UX 3 dekTnBHOCTH. BroMeTpruecKkne MEeTOIbI.

OueHOYHBIE CPEICTBA /1JIS IPOMEKYTOUHOM aTTeCTAUN
IK3aMeH
Cnucox BONPOCOB /Jisl IK3aMeHA MO TUCIHUTLINHE

Nndpopmannonnas 6ezonacHocts (MB) kak cocrapisioias HallMOHAIBbHON 0€3011aCHOCTH.
3agauum rocyaapcTsa B 3Toi obnactu. MHpopmanmonHoe opyxkue, HHGOpMallMOHHbIE BOIHBI U
teppopusM. ['ocynapctBennbie opransl PO, peanusyromme QyHKIuu odbecreueHus
UH(POPMALIMOHHOM 0€30MacHOCTH.

HopmarusHo-npaBoBas 6a3a PO B obnactu Ub.

3apyOeKHBIN OIBIT IPABOBOrO o0ecreyeH s 3auThl HHpopMmaruu. CTaHIapThl U
pexomenaanuu no 6ezonacHoctu ISO.

PykoBoasuue nokymeHTsl deepaabHON CITy>KObI 0 TEXHUUECKOMY U AKCIIOPTHOMY KOHTPOJIIO
(®CT2K).

CoiicTBa nHpOpMaLIKH, MOJIEKAIINE 3AIUTE: KOH(UICHIMAIBHOCTD, LIEJTOCTHOCTD U
JIOCTYITHOCTb.

Konuemnus KOMIUIEKCHOM cucteMsl 3auThl nHopmaruu. CinyxebHas Taitna. Kommepueckas
taiiHa. [lepconanbHble aHHble. ['ocyaapcTBeHHas TalHa.

WuTtemiekTyanbHast COOCTBEHHOCTh U aBTOPCKOE MPaBo.

Buael 00bekTOB MH(OpMaTH3aLUK KaK 0ObEKTOB 3alUTHl HH(GOPMAIUH.

Knaccugukarus yrpo3 nnpopmaiionHoi 6ezonacHoctu. Mojenb yrpo3 HHPOPMAalnOHHOM
6e3omacHoCcTH. Moienb HApyILIUTEIS.

YpoBHU 3a1UTHl HH)OPMAIHH.

[TonuTuka 6e3omacHoCTH NpeaAnpusaTs.. [ 1aBHbIe HanpaBieHus paboT Mo 3aIuTe
uHpOpMaLIUH.

22



12.

13.
14.
15.

16.
17.
18.
19.

20.

21.
22.
23.

24.
25.

26.

27.
28.
29.

30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.

41.
42.
43.
44,
45.
46.
47.

48.
49.
50.
51.
52.

Opranu3alroOHHO-TEXHUYECKUE MEPOTIPUATHS 0 3alUTe HH(POPMAIUH, PErJIaMEHTUPYIOIINE
MIPOU3BOJCTBEHHYIO NEATEIBHOCTh MPEANPUATHUS U €r0 PaOOTHUKOB.

OO6mas kmaccuuKalus yrpo3 U ysi3BUMOCTEH HH()OPMAIIMOHHBIX CHCTEM.

Metoauka onpezenieHus: akTyadbHBIX YIpo3 0€30MacHOCTH.

CrpyKkTypa TUIIOBOTO TeXHHUYecKoro KaHana yreuku nHpopmanuu (TKYH). Knaccudpukarms
TKVYUN.

MeToap! 1 CpeCcTBa TEXHUYECKOH 3aIuThl HH(pOpMaIuu

Knaccudukanms rexunueckux kananoB yreuku uHpopmaruu (TKYN).

Yrpo3sl yreuku nHPOPMALIUU 0 TEXHUUECKUM KaHaJaM.

Bune! anmapatypsl 1715 perucTpanu NoO0YHBIX 3JIEKTPOMArHUTHBIX U3ITy4YE€HUN U HaBOJOK
(IIMUH).

MeTOI[I/IKa OILCHKH 3allIUIIICHHOCTHU OT YTCUKHU I/IH(bOpMaI_[I/II/I 110 TCXHUYCCKHUM KaHaJlaM. erozbl

HecankunonuposanHoro goctyna (HC) k nnpopmanuu.

PaznoBuanoctu yrpo3 HC/I 1 ux ucToyHuKHU.

VYs13BUMOCTH MHPOPMALMOHHBIX cucTeM, cBsizanHble ¢ HC/I.

VYS3BUMOCTH CUCTEMHOTI'O U IIPUKJIAJHOTO IIPOrpaMMHOro obecriedeHusi. MeTosl ¥ cpelicTBa
3amuTel nHGopmanuu ot HCJI.

MarpuuHble 1 MHOTOYpOBHEBBIE (MaH/IaTHbIC) MOJIEIM pa3sTpaHUUYCHUs JOCTYIA.

OcHOBHBIE IPUHLUIIBI KOHTPOJIS IOCTyIa K pecypcaM cUcTeMbl. JlucneTuepusanus 10CTyna.
Wnentudukanus u ayreHTu(uKanus noyib3oBateneii. Apropuszanus. Kirouu 3amuThl.
CoBpeMeHHbIE CUCTEMBI 3aIIUThI KOMITbIOTEPHBIX cucTeM (KC) 0T HecaHKIIMOHUPOBAHHOTO
J0CTyIa K MHGOpMaLuu.

XapakTepucTuka yrpo3 nporpaMMHo-MareMarnueckux Boszaeiictuit (IIMB).

Byl Bpe1OHOCHBIX IPOrPAMM.

CereBble Yyrpo3bl U ysI3BUMOCTH. BO3MOXKHBIE IOCIEACTBUSI OT peanu3aliu yrpo3 npu
MEXXCETEBOM B3aUMOACHCTBHH.

BrisiBnenue yrpo3z HC/] 3a cuer MexxceTeBoro B3auMoAeCTBHSL.

Onpeznenenue kiacca 3allMIIEHHOCTH HH()OPMAITMOHHONW CUCTEMBI.

OO01mue MOHATHS, HCTOPHSI Pa3BUTHS U KJIacCU(UKAIS KpUOTOrpadhUIeCKUX CPEICTB.

Kpuntorpadus u kpuntoananuz. OOmias XxapakTepUCTUKA PA3IMYHBIX METOAOB HIU(POBAHUS.

[ToHsiTHE KPUNITOCTOMKOCTU CUCTEMBI 3aLTUTHI HHPOPMAIUH.

IudpoBanue kak MeTOJ KpUNTOrpahuuecKoro nmpeodpasoBaHusl.

Kntoun u anroput™msl mndpoBaHus.

Mertoabl UPPOBaHUS C CHMMETPUYHBIM KITFOYOM.

Kpunrorpaduueckas cuctema RSA.

OnexTpoHHas U(poBas MOJMUCh HA OCHOBE KPUNTOrpaduyeckoro npeodpa3oBaHusl.
Oco0eHHOCTH CTaHAAPTU3ALUHU U CEPTUPHUKALUU KPUNITOrpaUIECKUX CPENICTB.
OteuecTBEeHHBIE U 3apy0eKHbIE CTaHIAPThI MHU(PPOBAHUS.

OO61mas xapakTepuCcTHKa U Ki1accu(UKalys KOMIIBIOTEPHBIX BUPYCOB.

CemeiictBo crannaproB CMUbB. Ynpasnenue puckaMu HHGOPMAIIMOHHONW 6€30MaCHOCTH.
O6miee comepkanue MpoIecca OEHKH PUCKOB. AHAIU3 YPOBHSI PUCKOB.

@akTOpHl, BAUSAIOLIUE HA BEPOATHOCTD PEAIN3ALMH YTPO3BI.

MeTo/10510TUH OLIEHKH PUCKOB IO IBYM U IO TPEM (paKTopam.

CyObeKTHBHAs HIKaJIa TSHKECTH BO3MOMKHBIX MTOCIIEICTBHIH.

HHcTpymMeHTanbHbIE CpeicTBa aHANNU3a puckoB. [IpuHarue pemenuii no oopaboTke u
YIPaBICHUIO PUCKAMH.

[IpakTiueckue npaBuia yrnpapieHUs] HHPOPMAIIMOHHOM 0€30aCHOCTHIO.
VYnpasieHue 10CTyrnoM K HHPOpMaIuu.

PaccnenoBanue nHIMAEHTOB B chepe HHPOPMAITHOHHOM 0€301TacCHOCTH.

Tpu ocHoBHBIE KOMIIOHEHTHI co3annsa KC3M Ha npennpusarun.

Monenupoanue KC3U.
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53. Oranbl co3panns KC3U (TeXHUKO-DKOHOMHYECKOE 000CHOBaHHE, TeXHUYECKOE 3a/IaHue,

ACKHU3HBIN, TEXHUYECKUH U pabounii MpoeKThl. BHenpeHne u cada B ONMBITHYIO SKCIUTyaTaIlHIo,

nopaboTka (Tipu He0OXOIUMOCTH ) ¥ PUEMKA 3aKa3YHKOM CHUCTEMBI).

54.

55. Opranu3alnOHHO-paclopsSIAUTEIbHbIE JOKYMEHTBI, PEIVIAMEHTUPYIOLIUE TOPSII0K
KOH(HICHIIHATHHOTO JICTIONPOU3BOJICTBA.

56. O6mepoccuiickmii kitaccupukarop ynpasieHueckoi gokymentanuu (OKY ).

57. Tlops 1ok TOATOTOBKY, 0OPMIICHUS IOKYMEHTOB U y4eTa MaTepUaTbHBIX HOCUTEIICH
KOH(UICHIMATLHOW HH()OPMALIHH.

58. 3agaun, PyHKIIMN U JOHKHOCTHBIE 00S13aHHOCTH COTPYIHUKOB KOH(UICHIIUATEHOTO
JIeNTOTIPOU3BOICTBA.

59. ABTOMaTH3MPOBAHHBIC CHCTEMBI DJICKTPOHHOTO KOH(DHUICHIINATBHOTO JEJIONPOU3BOICTBA
(COD).

60. [IpaBuia genonpon3BoACTBa B heliepaibHBIX OpraHaX UCTIOJTHUTEIBHOM BIACTH.

61. Opranu3anus KOHTPOJIS 32 COOIIOICHUEM UCTIOTHUTENSMU JT0JDKHOCTHBIX HHCTPYKLIUH.

62. CocTaBJsitolye ¥ UICTOYHUKH PUCKOB B YIIPABICHHH.

63. [Toax0abI K OPraHU3AIMN 3AMUTH KOMMEPUYECKOHN TalHBI HA TIPEITPUATHH

64. Cniy:x0a 6e3omacHocTy Ha npeanpuiatud. OyHKuuu ciryk0bl 0€30MaCHOCTH Ha MPEANPUITUU

65. UaopmanmoHHbIe pecypehl, MPOIYKTHI U yeayru. OObeKTHBHAS HEOOXOIUMOCTh U
o01IecTBeHHAs MOTPEOHOCTD 3aIUTHI HH(POpMAITUH.

66. UnenTudukanys u ayreHTUUKausI cyObeKTOB JOCTyIa K pecypcaM HH(POPMAITHOHHON
cuctembl. [laponbHble METOBI U OlleHKa uX 3 pekTuBHOCTH. buomeTpuiecke MeTo Ibl.
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