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1. Ilesu ocBOEHUS TMCUMILIUHBI.

K ocHOBHBIM mesiM OCBOEHHUS IUCHMUILUTUHBI «MOHUTOPUHT COOBITUH W yHpaBieHHUE
unuuaentamu (SIEM)» cnengyer otHecTu:

¢ (QopmMHpOBaHUE OCHOBHBIX 3HAHUN ¥ YMEHHI B 00JIaCTH MOHUTOPUHTA HHPOPMALIMOHHOM
0€30MacHOCTH 3alUIICHHBIX aBTOMAaTU3UPOBAHHBIX CUCTEM YIIPABJICHUS.

K ocHOBHBIM 3a1ayaM OCBOCHWHS JUCHUIUIMHBI « MOHUTOPUHT COOBITUI U yNpaBICHHE
unnuaeHtamu (SIEM)» cnemyer otHecTH:

e 3HAaHWE OCHOBHBIX MOHSTUA MOHUTOPUHTA COOBITUN; NPUHIUIOB pPabOTHl CHUCTEM
MOHHTOpPHHTAa HWH(POPMAIMOHHON  O€30MacHOCTH; TMPHUHIMIIOB pPabOTBl  CHUCTEM
yIpaBieHUs] aBTOMAaTU3UPOBAHHBIX CUCTEM M cOObITHSIMU B Oe3onacHoctu SIEM;

® YyMEHHE TPUMEHATH CPEACTBA  MOHUTOPUHIA Ui  OLEHKH  3allUIIEHHOCTU
aBTOMATHM3MPOBAHHBIX  CHUCTEM; HCIIOJNIB30BaTh  CpeICcTBa cOopa ©  aHaiIM3a
uHbopMalMoHHOW  Oe3omacHocTH; (GOpMUPOBATH MpaBuUia  aHajdW3a  COOBITHI
3aIMIIEHHBIX MOHUTOPHUHTA;

e BIAJEHHWE METOJIaMH MOHUTOPUHTA BBISIBICHHUS Yrpo3 MH(POPMAIMOHHON 0€30MacHOCTH
ABTOMATU3UPOBAHHBIX CUCTEM.

2. Mecto qucuuniuHbl B ctpykrype OOIL.

Jucuumnnrna « MOHUTOPHUHT COOBITHI U yripaBieHue nniuaeHTamMu (SIEM)» oTHocuTtces kK
YUCITY MPOPECCUOHAIBHBIX YUECOHBIX NUCIUIUIMH dJeKTuBHOM yacTu mukia (b.1./1B) ocHoBHOIM
obpasoBatenbHOi iporpammel (b.1.71B.7).

N3yuenre MUCHUIUIMHBI OMUpAECTCs HA 3HAHWS, YMEHUS M HaBBIKH, MPUOOPETCHHBIC B
MpeIIIecTBYIOMUX TuciuIuinHax: OcHOBBI HHPOpMaAIMOHHON Oe3omacHocTr; CeTH U CUCTEMBI
nepenaun nHopmanuu; [IporpamMmHO-anmapaTHeie cpeacTBa obecrnedeHus HHHOPMAIMOHHON
Oe3omacHocTH; be3omacHOCTh omepanuMoHHBIX cUCTeM; be3omacHocTh ceteit  DBM;
BeszomacHocth 0a3 JaHHBIX.

3. IlepedeHb MIIAHMPYEMBIX Pe3y/JIbTATOB 00y4YeHHs MO AUCHHUILIHHE (MOIYJIIO),
COOTHECeHHbIE € IJIAHUPYEMBbIMHU Pe3yJIbTATAMH OCBOCHHS 00pa30BaTe/IbHON MPOrpaMMBbl.

B pesynbrate OCBOCHMS AMCUUIUIMHBI (MOAyNsi) y oOydarommxcst (HOpMUPYIOTCS
CJIeTyIOIINE KOMITETEHIIUHN U JIOJKHBI OBITh TOCTUTHYTHI CIEAYIONINE Pe3yabTaThl 00yUYeHUs KaK
sTarn (OPMHUPOBAHUS COOTBETCTBYIOLIMX KOMITETECHIIUMA:

B pe3yabTaTe ocBOeHMs
Kon o0pa3oBaTe/IbHOMH Iepeyens MIAHUPYEMBIX Pe3yJIbTATOB 00y4eHHUs 10

KOMIIeTeHIIUH NPOrpaMmMbl 00y4arouiuics AUCHHILTAHE

JIO0JIZKeH 00J1a1aTh

CnocoOeH BBITIONHSTH 3HAThb:
HOJIHBIA 00BeM paboT, e  OCHOBHBIE IIOHATUS MOHUTOPUHIA COOBITHUIL;
CBSI3aHHBIX C pealin3aluen e TpUHIWIE paboOTBl CHCTEM MOHHTOPHHTA
YACTHBIX MOJIUTHK nH(popMannoHHOI 0e30IacHOCTH;
K-19 MHPOPMAIMOHHON e puHOMIB  PabOTBl  CUCTEM  YNpPaBIICHUS
0e30MacHOCTH aBTOMAaTH3UPOBAHHBIX CHCTEM U COOBITHSMH B
ABTOMATH3MUPOBAHHOM oe3omacuoctu SIEM;
CHCTEMBI, OCYIIIECTBIIATh yMeThb:
MOHHUTOPHHI" K Ay IUT ® [IPUMEHATH CPEACTBA MOHUTOPHUHIA IJIS OLIEHKHU
0e30macHOCTH 3aMIUIIECHHOCTH aBTOMaTU3UPOBAHHBIX CUCTEM;




ABTOMAaTH3MPOBAaHHON ® HCHOJIB30BAaTh CpeACTBa cOopa MW aHaim3a
CUCTEMBI nH}popMannoHHOI 0e30IacHOCTH;
e (opMHpOBAaTH TIpaBWJIA aHANH3a COOBITHI
3aIMUIIEHHBIX MOHUTOPHUHTA;
BJIA/IETh:
e MeTOAZaMH MOHHTOPWHIA BBIABICHHS YIPO3
nHPOPMATMOHHOM Oe3omacHOCTH
ABTOMATU3UPOBAHHBIX CUCTEM.

4. CTpyKTYypa M co/iep:KaHue JMCIUIIIHHBI.

OOmast TPyJOEMKOCTb JHCLUUIUIMHBI COCTaBIsieT 2 3a4eTHBIX EIUHUIBL, T.e. 72
aKaJeMHUYEeCKUX 4acoB (JlabopaTopHble 3aHATUS — 36 yac, camocTosATeNnbHas padora - 36 yacos,
(dopmMa KOHTPOJISI — 9K3aMEH) B 7 ceMecTpe.

CrpykTypa M colep)KaHHe IUCLUIUIMHBI «MOHMTOPUHI COOBITUH M yIpaBleHUE
uHnuaeHTamu (SIEM)» o cpokam u Bugam paboThl OTPaKEHBI B IPUIIOKECHUU.

Copep:xaHue pa3/iesioB JHCHHUIIIHHBI

Tema 1. TeopeTuueckne 0CHOBbI MOHUTOPUHTA 3AIIIUIIIEHHOCTH.

OcHoBHble TOHATHA. TepMHuHbI U onpeaesnenus. OCHOBHBIE MOHATHS MOHUTOPUHTA. MeTo1bl
coopa uHpopMarmu o coObITHSIX. MeToapl o0paboTku uHPOpMamuu o coObitusix. CTpykTypa
CUCTEMbl MOHUTOPHUHTA.

Crpykrypa SIEM. Arentsl Mmonutopunra. Cepsep coObiTuii. Xpanuwnuiine JaHHbIX. KoHCOIb
YIpaBICHHS.

3amaun mepcoHaia CUCTEMBbI MOHUTOpPUHTA. Ponm mepcoHana: cHCTEMHBIA aJIMUHUCTPATOP,
aJIMHHHACTPATOP MH(DOPMAIIMOHHON OE€301MaCHOCTH, OTIepaTop, aHATUTHK. HOopMaTUBHEBIE TOKYMEHTEHI.
[Monutrka monuTopuHra 3amuimeHnoctu 3AC.

Tema 2. HpOGKTHpOBaHHe CUCTEMbI MOHUTOPHHI'Aa aABTOMATU3UPOBAHHBIX CUCTEM.

OO0cnenoBande aBTOMATU3UPOBAHHBIX cHUCTeM. MpaeHTHdUKAIMSI OCHOBHBIX HCTOYHHKOB
0e301acHOCTH, ONPEJCIICHHE TEXHOJIOTHU cOopa, XpaHeHUs W 00paboTKH JaHHBIX. DopMupoBaHUe
TpeOOBaHUI K apXUTEKType W (YHKIHOHAJILHBIM BO3MOXKHOCTSM CHCTEMbI MOHHUTOPHHTA
UH(POPMALIMOHHON 6€30IaCHOCTH.

Pa3paboTka TeXHHYECKOTO MpoekTa. BriOop 000pymOBaHUS M MPOTPAMMHOTO 00ECTICUCHUSI.
Kongurypamus oOopynoBaHHsS W TNpOrpaMMHOTO obOecrieucHus. [lopsaok BHeApeHUs, cxema
MH()OPMAITMOHHBIX TTOTOKOB, TPEOOBAaHUS K BHEIITHEMY OKPYKEHHIO CUCTEMbI MOHUTOPUHTA.

Buenpenue cuctembl m oOyuenue nepcoHana [lumotHoe BHeapenue. TecToBBI paiioH.
AnpobGanusi pemenuii. KoppektupoBka cucreMbl. IIpombiminenHoe BHeapeHue. OpraHuzamus
00y4eHUs TIepcoHaa.

ComnpoBOXK/J€HUE CUCTEMbl MOHHUTOPUHTA. TEXHUYECKOE COMPOBOXKJICHUE IPOCKTA.
PearmpoBanue Ha nHIMIEHTHL. Pa3paboTka HOBBIX MIPABIII aHAJIN3a COOBITUH MOHUTOPHHTA.

5. O0pa3oBaTebHbIE TEXHOJOTHH.

Meroauka mTpenogaBaHus JTUCHUTUIMHBI «MOHHTOPUHT COOBITUH U yIpaBJICHHUE
uHuugeHtamu (SIEM)»  u peanuzanust KOMIETEHTHOCTHOTO IMMOAXOAAa B W3JIO0KEHUU U
BOCIIPUSITUM ~ MaTepuaja TMpeAyCMaTPpUBACT UCIOJIB30BAHUE CIEAYIONIMX AaKTUBHBIX U
WHTEPAKTUBHBIX ()OPM MPOBENCHUS TPYIIOBBIX, WHAUBHIYAIbHBIX, ayJAUTOPHBIX 3aHSITHI B
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COYETAaHUU C BHEAYTUTOPHOI paboToi C €0 (OPMHUPOBAHUS M PA3BUTHUS MPO(PECCHOHATBHBIX
HaBBIKOB 00YyYarOIINXCS:

- MOJITOTOBKA K BBHIMIOJIHEHUIO JIAOOPATOPHBIX pabdoT;

ViensHbI Bec 3aHATUHN, NPOBOJUMBIX B MHTEPAaKTUBHBIX (hopMax IO IUCIHUILIMHE,
coctasisieT 20 % ayaUTOPHBIX 3aHITHH

6. OueHoYHbBIE CPeACTBA 1JIsl TEKYIIero KOHTPOJIS yCIeBaeMOCTH, IPOMEKYTOYHOM
aTTeCTAllMU 110 UTOr'aM OCBOCHUSI JMCUHUILIMHBI H Y4eOHO-MeTouYecKoe obecnevyeHne
CaMOCTOSITeJIbHON PadoThl CTY/ICHTOB.

B npornecce 00yueHHs NCTIOAB3YIOTCS CIIEAYIOUINE OLIEHOYHBIE (POPMBI CAMOCTOSTETLHON
paboThl  CTYJIEHTOB, OIICHOYHBIE CpPEJICTBA TEKYIIEro KOHTPOJS  YCHEBAeMOCTH U
IIPOMEXKYTOUHBIX aTTECTALIUM!

- 3K3aMEH.

O6paBHH OK3aMCHAaIIlMOHHBIX 6I/IJ'IeTOB, IMPUBCACHEBI B IIPHUJIOXKCHUU.

6.1. ®oH OLIEHOYHBIX CPEACTB JJISl IPOBeJIeHHUs MPOMEKYTOYHOM aTTeCTAlMHU
00y4YarIIMXCH M0 TUCHUILINHE (MOIYJIIO).

6.1.1. IlepeueHp KOMIIETEHIIMNA C YKa3aHUEM ATaroB MX (POPMUPOBaHUS B IMPOIECCE OCBOCHUS
00pa30BaTeNIbHON IPOTrPaMMBI.
B pesynbTare 0CBOCHUS AUCHUILIMHBI (MOLYJIs) POPMHUPYIOTCS CIASAYIONINE KOMIIETCHIIHU:

Kon B pe3yiabTaTre ocBOeHHMs 00pa30BaTEJIbLHOM NPOrpaMMbl 00y4alOIIMIicCsl 10JIKEH
KOMIIeTeHIIHH 001a1aTh

CriocoOeH BBITIOJIHATD HOJHBIH 00beM paboT, CBA3aHHBIX C peali3alneil YacTHBIX
I1K-19 MIOJIMTUK WH(POPMAIIMOHHON 0€3011aCHOCTH aBTOMATH3MPOBAHHONW CHCTEMBI,
OCYIIECTBIISITH MOHUTOPHUHT U ayIUT O€30IIaCHOCTH aBTOMAaTH3UPOBAHHON CHCTEMBI

B nponecce ocBoeHusi 00pa3oBaTeabHONW MpPOrpamMMbl JaHHbIE KOMIIETEHIIUH, B TOM
qucie UX OT/AENbHbIE KOMIIOHEHTHI, (JOPMHUPYIOTCS MTO3TAITHO B XOJ€ OCBOCHHUS 00YUaIOIIUMHUCS
TUCIUTIINH (MOAyJiel), TPaKTUK B COOTBETCTBHHM C YYEOHBIM TIUIAHOM H KaJeHIapHBIM
rpauKoM y4eOHOro mporecca.

6.1.2. Onucanue nokasareJieil 1 KpUTepHeB OLCHUBAHUS KOMIIETEHIMH, (POPMHPYEMBbIX 110
HTOramM OCBOCHMUSA JUCHUIIJIMHBI (MO}IyJIﬂ), OIIMCaHuEe IKaJ OIICHUBAaHUA

[Tokazarenem oOlEHUBAaHUS KOMIETEHIMH Ha pa3JIMYHBIX 3Tanax HMX (OPMHUPOBAHUSA
SBIISIETCSL TOCTHKEHHE OO0YUYaIONUMUCS TUTAHUPYEMBIX Pe3yIbTaTOB OOYYEHHS MO TUCIUILINHE
(Momyr0):

IMIK-19 CnocoGen BbINMOJHITL MOJHBIH 00beM pa0doT, CBA3aHHBIX C peaju3alueli YaCTHBIX TOJIUTHK
HHPOPMALMOHHOI  0e30MACHOCTH ABTOMATH3MPOBAHHOW CHCTEMBbI, OCYLIECTBJSTh MOHHTOPHHI M  ayIMT
0e30ImMacHOCTH ABTOMATH3HPOBAHHOI CHCTEMBbI

Kpurtepuu ouennpanus

IToxa3aTeanb




3HATB: OO0yuaromuiics OOyuaromuiics OO0yuaromuiics OO0yuaromuiics
*OCHOBHBIE MOHSTHS | IEMOHCTPUPYET JIEMOHCTPUPYET JIEMOHCTPUPYET JIEMOHCTPUPYET
MOHHTOPHHTA MOJIHOE  OTCYTCTBUE | HEIOJHOE COOTBETCTBHE | YaCTHYHOE HOJIHOE COOTBETCTBHE
COOBITHI; WIM HEeNOCTaTOYHOE | CICHYFOLIMX 3HAHHA: COOTBETCTBHUE CIIEYIOIIX 3HAHUH:
*IIPUHLMUIIEI ~ PabOTHl | COOTBETCTBUE *OCHOBHBIC TIOHATHS CJICIYIOIIUX 3HAHUI: | *OCHOBHBIC ITOHATHUS
CHCTEM MOHHMTODHHIA | CIEAYIOIIMX 3HAHMI: | MOHHUTOPHMHIA COOBITHH; | *OCHOBHBIC IIOHSATHS | MOHMTOPUHIA
MH(OPMAITMOHHON *OCHOBHBIE ITOHATHS | *HPHHIMIIBI Pa0OTHI MOHHTOpPHHTA COOBITHI;
0e30mmacHOCTH; MOHHUTOPHHTA CHCTEM MOHUTOpPUHTA COOBITHH; *TIPUHIIAIIBI PAOOTHI
*IIPUHIMITEI  PabOTHI | COOBITHIA; uH(popMaLMOHHOI *IIPUHIUIBL  pabOTHI | CHCTEM MOHHUTOPHHTA
CHUCTEM  YMpaBJICHUS | *TIPHHIUIBI  paboTHI | 6e30MacHOCTH; CHCTEM MOHHUTOPHHIA | HH(POPMAIMOHHON
ABTOMAaTU3UPOBAHHBIX | CUCTEM MOHWTOPHHIA | *HPUHIMUIIBI pabOTHI nH(OPMaIMOHHON 0e301acHOCTH;
CHUCTEM W COOBITUSIMH | MH(POPMAMOHHON CHCTEM YITpaBJICHUS Oe3omacHOCTH; *TIPUHIMITBL pAOOTHI
B 6e3omacHocTH | OE30MacHOCTH; ABTOMAaTHU3MPOBAHHBIX *TIIPUHIMIIEL  pabOTHI | CUCTEM yIpaBleHUS
SIEM. STIPHHITUITEI ~ pabOTHI | CHCTEM M COOBITHUSMHU B CHCTEM YIIPaBICHHUS | aBTOMATH3MPOBAHHBIX
cucreM ynpasieHus | 6e3omacHoct SIEM. ABTOMATHU3UPOBAHHBI | CHCTEM M COOBITHAMH
ABTOMATH3UPOBaHHBIX | JlomyckaroTcs X CHCTEM U | B 0€30I1aCHOCTH
CHCTEM M COOBITHSMU | 3HAYUTEIbHBIE OIINOKH, | COOBITHSIMH B | SIEM, cB0oOOIHO
B 0e30IacHOCTH | TPOSIBIIETCS 6e3omacHoctu SIEM, | omepupyer
SIEM. HEIOCTaTOYHOCTh HO JOITyCKAIOTCS | IPUOOPETEHHBIMH
3HaHHﬁ, 1o pany HE3HAUUTCIIbHBIC 3HAHUSIMU.
MoKazaTesen, OIITMOKH,
o0yJaromuics HETOYHOCTH,
HCTIBITHIBAET 3aTpyTHEHUS pu
3HAYNTEIIbHBIC AHAJTMTUYECKUX
3aTpyIHEHUS MU OTIeparysiX.
OTIepHPOBAHHUH
3HAHUSMU TIPU UX
MepeHoce Ha HOBBIC
CHUTYalUH.
YMeETh: OO0yuaronuiics He OO0yuatomuiics Oo6yuaronuiics OO0yuatromuiics
*IIPUMEHSTh CPEJCTBA | YMEET WIN B JIEMOHCTPUPYET JIEMOHCTPUPYET JIEMOHCTPUPYET
MOHHUTOPHHTA JUISL | HEOCTATOYHON HETIOJIHOE COOTBETCTBHE | YACTHYHOE MIOJTHOE COOTBETCTBHE
OLICHKH CTETICHH YMEEeT CJIC/TYFOINX YMEHUMH: COOTBETCTBHC CJICTYIOIINX YMEHUMH:
3aIIMIIEHHOCTH *TIPUMEHSTh CPEJICTBA | *IIPUMEHSTH CPEACTBA CIIEAYIONINX YMEHHUH: | *TIPUMEHSTH CPEICTBA
ABTOMATHU3UPOBAHHBIX | MOHUTOPHHIA IS MOHHUTOPHHTA IS *IIPUMEHSTH CPEACTBa | MOHUTOPHHTA IS
CHCTEM; OLICHKU OLICHKH 3aIlMIICHHOCTH | MOHHTOPUHIA JUTS OLICHKU
*HCIIOJIb30BATh 3aIIUIICHHOCTH ABTOMaTHU3MPOBAHHBIX OLICHKU 3aIIUICHHOCTH
cpeactBa cOopa M | aBTOMaTH3MPOBAHHBI | CHUCTEM; 3alIMIIEHHOCTH ABTOMaTU3UPOBAHHBIX
aHajM3a X CHCTEM; *HCIIOJIB30BATh CPEJICTBA | aBTOMATH3UPOBAHHBI | CHUCTEM;
nH(pOpMaIMOHHOH *HCIIOJIb30BATh cOopa u aHanm3za X CHUCTEM; *HCIIOJIb30BATh
Oe3omacHOCTH; cpexacTBa cbopa u nHpopManoHHOMH *HCIIOJIb30BaTh cpexacTBa cbopa u
*(hopMupoOBaTH aHaM3a 0€301acHOCTH; cpencTa coopa u aHaIu3a
npaBuiia aHanM3a | MH(POPMAIIOHHON *opMHpOBaTh NpaBUia | aHaIU3a nHpopManoHHOH
COOBITHI Oe3omacHOCTH; aHaiM3a coObITHI nH(OPMaIMOHHON 6e30macHOCTH;
3aIIMIIEHHBIX *opMupOBaTH 3aIIMIIEHHBIX Oe3omacHOCTH; *opmMHupoOBaTH
MOHHUTOPHHTA. TIpaBuJIa aHaJIM3a MOHHUTOPHHTA. *(opMHupOBaTH IpaBHJIa aHAJIHM3a
coOBITHIT JHormyckarorest MpaBHjIa aHAIIN3a coOBITHI
3aIUIICHHBIX 3HAYUTENbHBIC OMHOKH, | COOBITHIA 3aIIUICHHBIX
MOHHTOPHUHTA. MIPOSIBIISACTCS 3aIUIICHHbBIX MOHHTOPHHTA.
HE/I0CTaTOYHOCTh MOHHMTOPHHTA. CBob6oaHO onepupyeT
YMEHU. YMeHUsI 0CBOCHBI, HO | PHOOPETEHHBIMU
JIOITy CKatoTCs YMEHUSIMH,
HE3HAYHUTEIIbHBIE NPUMEHSET UX B
omnoKy, CUTYyaIHsIX
HETOYHOCTH. MIOBBILIEHHOH
CJIO’KHOCTH.




BJIAJCTh: OO6yuatomuiicst He OOyuaromuiicst Bnageer | OOywarommiics OOyuaromuiics B
METOJIaMH BJIaJCeT I B METO/IaMi MOHUTOPHHIA | YaCTHYHO BJaJeeT MIOJTHOM 00BeMe
MOHHTOPHHTA HEJJOCTaTOYHOM BBISIBIICHHS YTPO3 METOIaMH BIIaJIceT
BBISIBIICHUS yrpo3 | CTENeHH BilafeeT nH(pOpMaIMOHHOM MOHHTOPHHTI'A METOIaMH
UH(OPMAIIMOHHON METOaMH 0e30MmacHOCTH BBISIBIICHHUS yTPO3 MOHHTOPHHI'A
0e3omacHOCTH MOHHTOPHHTIA aBTOMaTU3MPOBAHHBIX NH(OPMALIMOHHON BBISBJICHUS yTPO3
ABTOMATHU3MPOBAHHBIX | BBISBICHUS yTPO3 CHCTEM, HO 0e3omacHOCTH UH(OPMAIMOHHON
CHCTEM. UH(OPMALTMOHHON JOITyCKAIOTCS ABTOMATH3UPOBaHHBI | OE30IaCHOCTH
Oe3omacHOCTH 3HAYUTEbHBIC OMIMOKH, | X CHCTEM, HABBIKU ABTOMAaTU3UPOBAHHBIX
aBTOMAaTU3UPOBaHHBI | TPOSBIIAETCS OCBOEHBI, HO CHCTEM, CBOOOIHO
X CUCTEM. HEJIOCTaTOYHOCTh JIOITy CKaloTCs MpUMEHSET
BIIaJICHUS HE3HAYHUTEIIbHBIE MOJTy4eHHbIE HaBBIKH
omnoKy, B CUTYaIHIX
HETOYHOCTH, MIOBBIICHHOMN
3aTpyAHCHUSL. CIIO)KHOCTH.

IIIxane! olleHUBaHUS PE3YyJIbTaTOB HpOMC)KyTO‘lHOﬁ aTTeCTallu U UX OIIMCAHHCE!
(Dopma npomeafcymouuoﬁ ammecmauuu’ IK3aMEH.

IIpomexxyTounass arrectanus oOydarommxcsi B (QoOpMe »3K3aMeHa MPOBOAMUTCA IO
pe3ysbTaTtaM BBINOJIHEHHsI BCEX BUJOB Y4eOHOI paboThl, MPEeTyCMOTPEHHBIX YUEOHBIM IJIAHOM
[0 JJaHHOM JUCHHMIUIMHE (MOJIYJII0), MPH ATOM YUYUTHIBAIOTCS PE3yJbTaThl TEKYILIEro KOHTPOJISA
yCcIeBaeMoCTH B TeueHue cemecTpa. OLEHKa CTENeHU JOCTHKEHHUS OOy4arolUMUCs
IUTAHUPYEMBIX Pe3yJIbTaTOB O0YUYEHHUS M0 TUCHMILIMHE (MOJYJII0) IPOBOAUTCS MpenojaBaTeseM,
BEYILUM 3aHATUS M0 AUCLUUIUIMHE (MOAYJII0) METOAOM »JKcrepTHOM oneHku. Ilo uroram
IPOMEXYTOUHOW aTTeCTAllMM 10 AMCUUIUIMHE (MOJYJIIO) BBICTABISAETCS OLIEHKA «OTIIMYHOM,
«XOPOIIOY, «YIOBIETBOPUTEIBHO» WIIN «HEYIOBIETBOPUTEIBLHO.

IIIkana oneHUBaAHUSA Onucanune

BeimonHens! Bce BUIBI yU9eOHOH pabOTHI, MPEIyCMOTPEHHBIC YUEOHBIM TIJIAHOM.
CTyneHT  JeMOHCTPUpPYET  COOTBETCTBUE  3HAHUM, yMEHHH,  HAaBBIKOB
NPUBEIECHHBIM B Ta0nWIax MOKaszaTeleH, OINepUpyeT NPHOOPETEHHBIMHU
OTtnnaHO 3HAHWUSAMH, YMEHHSMH, HaBBIKAMH, MPUMEHSACT MX B CHUTYalMsAX MOBBIIICHHOH
cnoxkHoctd. Ilpm 3TOM MOryT OBITH MAOMYNICHBI HE3HAYHUTEIBHBIC OIINOKH,
HETOYHOCTH, 3aTPyAHEHHUS IPH aHAUTHUYECKUX OTEpalusiX, MepeHoce 3HAHUH U
YMEHHH Ha HOBBIE, HECTaHAAPTHBIC CUTYAIIHU.

BeinonHeHb! Bce BUBI yUeOHOW paboThI, MPEIYCMOTPEHHBIE YYEOHBIM IJIAHOM.
CTyneHT IeMOHCTPUPYET HETOJTHOE, IPAaBMIIBHOE COOTBETCTBHE 3HAHHM, YMEHUH,

Xopo1io o
HABBIKOB IMPHUBEJACHHBIM B TaOJHUIAX IOKa3aTeiei, JIMOO €CIU MPH 3TOM OBLIH
JIOTYIIEHBI 2-3 HECYIIECTBCHHBIC OITUOKH.
BrmmonHeHs! Bce BUIBI Y4eOHOU paOOTHI, MPEAYCMOTPEHHBIC YUCOHBIM ILIAHOM.
CTyJeHT IeMOHCTPUPYET COOTBETCTBHE 3HAHHM, B KOTOPOM OCBEINIEHA OCHOBHAS
Y 10BIETBOPUTENBHO e 6 TPUPY ? P i ’

HarboJiee BaKHAs 4acTh MaTepUalia, HO MPH STOM JIOMYIIEHA OJ{HA 3HAYNTEIbHASL
oIInOKa UM HETOYHOCTD.




He BomomneH omumH wim Oosiee BHIOB y4deOHOW paboTHI, TpexyCMOTpPEHHBIX
yueOHbIM IUIaHOM. CTYAEHT NEMOHCTPUPYET HEIOJHOE COOTBETCTBHE 3HAHHI,
YMEHHI, HaBBIKOB IPUBEICHHBIM B TaONHMLAX IOKa3aTelield, OITyCKalTCs
3HAYMUTEIbHBIE OLIMOKHU, NPOSBIIAETCS OTCYTCTBUE 3HAHUM, YMEHUH, HaBBIKOB 110
psioy TIOKa3aTeneil, CTYyIEeHT HCIIBITBIBACT 3HAYMTEIbHBIE 3aTPyAHEHHUS MpH
OIIEPHPOBAHUN 3HAHHAMH M YMEHUSAMH IPH UX NIEPEHOCE Ha HOBBIC CHTYaLlUH.

HeynosnerBopurenbHo

@DoHABI OLIEHOYHBIX CpeacTBOpeEaACTABJICHbI B IPUJIOKCHUHA K paﬁoqeifl nmporpamme.

7. Y4yeOHO-MeTOAMYECKOE M HH(POPMALIMOHHOE 0O0ecnieyeHHue TUCIHIINHBI.

a). OCHOBHAs JIUTepaTypa
1. I[ansprun, B.®. Undpopmannonnas 6€30macHOCTh [DJIEKTPOHHBINA pecypce] : yueo.

nocobue — DnexTpoH. AaH. — Mocksa : JIMK Ilpecc, 2014 — 702 c. — Pexxum
noctyma: https://e.lanbook.com/book/50578. — 3armn. ¢ skpaHa.
2. Nanne, B.A. Zabbix. [IpakTiudeckoe pykoBOACTBO [DNEeKTPOHHBIN pecypc] : pyK. —
OnektpoH. nan. — Mocksa : JIMK IIpecc, 2017 — 356 c. — Pexum gocryna:
https://e.lanbook.com/book/90108. — 3aru. ¢ skpaHa.
0). 10MOJIHUTE/IbHAA JINTEpaTypa
1. buprokos, A.A. UudopmanronHast 6€30MacHOCTh: 3alUTa U HanaJAeHue [ DIeKTPOHHBIN
pecypc] : yaed. — Dnektpon. nan. — Mocksa : JIMK IIpecc, 2012 — 474 c. — Pexum
noctyna: https://e.lanbook.com/book/39990. — 3aru. ¢ skpaHa.
B). IporpaMMHoe obecniedyeHue 1 UHTepHeT-pecypcebl:
1. <KOMRAD Enterprise SIEM»
2. Kompan 2 https://npo-echelon.ru/production/65/11174
3. Zabbix. The Enterprise-class Monitoring Solution for Everyone.
http://www.zabbix.com/ru/

8. MarepuajibHO-TeXHHYeCKoOe o0ecrneyeHre JHCUUIIIMHBI.

Jis mpoBeneHHMs BceX BUAOB 3aHATHH HEOOXOJUMO MPE3EeHTAMOHHOE 000py/I0BaHUE
(MyIbTUMEIUHHBINA TPOEKTOP, IKpaH) — 1 KOMILIEKT.
Jns mpoBeaeHus: 1abOpaTOPHBIX 3aHATUI HEOOXOAMMO HAJIMYUE KOMIBIOTEPHBIX KJIACCOB
000pyI0BaHHBIX COBPEMEHHOM BHIYMCIUTENBHON TEXHUKOM U3 pacyeTa 0JHO pabouyee MecTo Ha
OJIHOTO 00y4aeMoro.

9. MeToanyeckne peKOMEHIAIUH [JIs1 CAMOCTOSATEIHLHOMH PadoThI CTY/IEHTOB

N3ydyenne AUCUMIUIMHBI OCYIIECTBISETCS. B CTPOrOM COOTBETCTBHUM C  LIEJIEBOM
YCTAaHOBKOW B TECHOW B3aMMOCBS3M Y4eOHBIM iaHOM. OCHOBOW TEOPETHYECKOW MOJITOTOBKH
CTY/ICHTOB SBJISIFOTCS JIEKIIUH.

B mporiecce camoctosTensHON pabOThl CTYJEHTHI 3aKpEIUISIOT W YriayOJstoT 3HaHUS,
MOJIyYEHHBIE BO BPEMS ay/IUTOPHBIX 3aHATHUN, TOTOBATCA K SK3aMEHY, a TAK)KE€ CaMOCTOSITEIIbHO
U3Yy4aloT OT/ICJIbHBIEC TEMbI Y4E€OHOM MPOTpaMMBI.

10. MeToauyecKkue peKOMeHAAMHU IS NpenogaBaTeis
[Iporpamma coctaBieHa B COOTBETCTBUHM ¢ DenepanbHBIM  TOCYAapCTBEHHBIM

00pa30BaTeIIbHBIM CTAHIAPTOM BBICIIETO 00pa30BaHus 1Mo HampasieHuto moAarotopku 10.05.03
«AndpopmanmonHasi 6e30MaACHOCTHL ABTOMATH3HPOBAHHBIX CHCTEM.



IIporpammy cocraBmi: K.T.H., joueHT H.B. ®enopos

IIporpamma yTBep:kaeHa Ha 3aceqanuu kapeaps! “Undopmannonnas
oe3onacHocTh” «28» Mas 2020 r., mpotokon Ne 1

3aBeayrommii kadeapoit
«MHdopmarorHas 6€30MacHOCTb

K.T.H., JIOIICHT H.B. ®enopos



[Ipunoxenue.

CTpyKTypa H cofep:KaHue TUCHUNIUHBI « MOHUTOPHHT cOObITHI M ynpaBjenue uHnuaentamu (SIEM)»
10 HANPABJIECHUIO MOATOTOBKH
10.05.03 «MupopmanmoHHasi 6€30MACHOCTL ABTOMATH3HPOBAHHBIX CHCTEM»

(cmenmasmcr)
Buasbl yueOHoit padorsl, Dopm
& = S | BKIIOYAH CAMOCTOATEIBLHYIO Buabl camocTosiTeIbHOM padoThI bl
Paznen § §r § padoTy CTy1EeHTOB, CTY/J€HTOB arrecT
a/n S é § U TPYJI0€MKOCTh B Yacax anuun
J | II/C | JIao | CPC | KCP | K.P. | K.II. | I3 | Pedepar | K/ip | D | 3
7 cemecTp
1 VYcranoBka u 3arpyszka «KOMRAD 1 2 2
Enterprise SIEM».
Hactpoiika UCTOYHHKOB  COOBITHIA.
2 | Coop cobwituiit WMI. CGop coObITHIA 2 2 2

ot OSSEC.

Bumxersl. Pabouas 00sacTh BHIDKETA
Tunsl BumKeToB. Hactpoiika BUmIKeTa. 7
3 | Hacrpoiika MaHEeIn BUJIKETOB. 3 2 2
[IpenycranoBnenHbie BHIKETHI. PaboTa
C BHIDKETAMH.

CoOblTUsI B peaJlbHOM  BPEMEHHU.
Juarpamma coObITUH B peajlbHOM

4 | ppemenn. Tabmuma  coObITH B 4 4 4
pealbHOM  BpemeHu.  Pabora ¢
COOBITUSIMH B PEaJIbHOM BPEMEHH.

5 | AktuBbl.  IlpocMoTp  akTHBOB . ) 2 2




Cozmanne HOBOT'O aKTHUBA.
PenaktupoBanue akTtuBa. Y JaleHUE
aKTHUBA.

CoObiTust  Oe3omacHoctd. Ilouck mo

6 6 4 4
coObITusiM. Bee 3ampocsl.

7 | Kontpome  coorsercrsus. Llemn u 7 4 4
mepbl. Cratrctuka. [TaHens HaBUraIuu

g | Koppemius. KoHCTPYKTOp AMPEKTHB. 8 4 4
NanunenTel.

9 AnanuTtuka. BusyanuzaTop COOBITHIA. 9 4 4
baza dakToB.

10 Monutopunr  nocrynHoctd.  Kapra. 10 4 4
JlocTynmHOCTb.
AnmvunnctpupoBanue. Ilonb3oBarenu.

11 | Kommonentsl. XpaHuiuiie CcOOBITHIA. 11 4 4
HacTtpolika HCTOYHHUKOB
®Dopma ammecmayuu 19-21
Bcero gacoB 1o JucuuIuimHe 36 36
BO CEJIbBMOM CEMECTpE
Bcero yacos no aucuumiInHe 36 36

10



[Ipunoxxenue
paboueii mporpamme
MMHUCTEPCTBO HAYKU U BRICIIEI'O OBPA30OBAHUS
POCCUMCKOU ®EJIEPALIUN
®EJIEPAJIBHOE I'OCYJIAPCTBEHHOE BIOJI)KETHOE OBPA30BATEJIbHOE
YYPEXX/IEHME BBICILIET'O OFPA3OBAHU S
«MOCKOBCKHUM MOJIUTEXHUYECKA YHUBEPCUTET>»

(MOCKOBCKHWH ITOJIUTEX)

Hanpasnenue noarorosku: 10.05.03 «MupopmannonHast 6€30macHOCTh aBTOMATU3UPOBAHHBIX
cuctem» OII (mpoduns): «Obecnieuenne MHPOPMAITMOHHON O€30TTACHOCTH PACIIPEACIICHHBIX
MH(GOPMALIMOHHBIX CUCTEM)
®dopma 00yueHus: ouHas

Bung HpO(I)eCCHOHaHLHOﬁ ACATCIBHOCTH: OKCIUTYaTallMOHHAsA; IPOCKTHO-TCXHOJIOTUYCCKAA,
SKCIICPUMCHTAJIBHO-HUCCIICAOBATCIIbCKAA,; OPIraHU3allMOHHO-YIIPABJICHYCCKAaA

Kadenpa: «MudopmannonHas 6e30macHOCTbY
®OHJ OHEHOYHBIX CPEACTB
MO IMCHUIIJINHE

«MOHMTOpPUHT cOOBITHI 1 ynipaBJjieHue HHHUAeHTamMu (STEM)»

Cocrag: 1. [1acriopt poHIa OTICHOYHBIX CPEACTB

2. OnucaHue OLIEHOYHBIX CPE/ICTB:
DK3aMeH

CocraBurenn: K.T.H., 1oueHt H.B. ®exopos

Mockaa, 2020 rox
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Ta6muna 1

MOKA3ATEJb YPOBHSI COOPMUPOBAHHOCTH KOMIETEHIIUAMI

MoHUTOPHUHT cOOBLITHI M ynipaBJjieHue nHuaenTamu (SIEM)

®I'OC BO 10.05.03 «MudopmannonHas 6e3011aCHOCTh ABTOMATH3MPOBAHHBIX CHCTEM)

B nporiecce ocBoeHuUsT JAHHON TUCHIUTUIMHBI CTYJICHT (POPMHUPYET U JEMOHCTPHUPYET CIICIYIOIIHE
o0menpodeccHoHAIbHbIE H MPO(ecCHOHATbHbIE KOMIIETEHIIUN:

KOMIIETEHIIMH

HNH-
JEKC

OOPMYJINP
OBKA

Hepeqeﬂb KOMIIOHCHTOB

TexHos0or
usi
¢popmupos
aHus
KOMIIeTeH

Dopm
a
OLIEHO
q-
HOI'0

Crenenu ypoBHeil 0CBOEHUSI KOMIIETEHIH

19




[K-19

Criocoben
BBIIOJIHATE ITOJIHBIN
o0Bem pador,
CBA3AHHBIX C
peanuzaruei
YACTHBIX MOJIMTHUK
nH(pOpMaIMOHHOH
0e30MacHOCTH
aBTOMAaTH3UPOBAHHO
W CHCTEMBI,
OCYIIECTBIIATH
MOHUTOPHHT U ayJUT
0€30MMacHOCTH
aBTOMATHU3UPOBAHHO
W CUCTEMBI

3HATh:
* OCHOBHBIC TIOHATUA MOHUTOPUHT'A CO6LITHﬁ;
. IIPUHIUIIBI pa6OTI)I CHUCTEM MOHHUTOPUHTA
nHPOPMAIMOHHON 0e30MIaCHOCTH;

. NPUHIUIBL Pa0OTHI CHCTEM YIPaBICHUS
aBTOMAaTU3MPOBAHHBIX CUCTEM M COOBITHSAMH B O€3011aCHOCTH
SIEM;

YMETB!

. MIPUMEHSTH CPEACTBA MOHUTOPHHTIA JIJISl OLIEHKH
3aIIMIIEHHOCTH aBTOMAaTU3UPOBAaHHBIX CUCTEM;

. UCIIONIb30BaTh CPEACTBA cOopa 1 aHan3a
HHGPOPMAIIMOHHOM OE30MaCHOCTH;

. (hopMUpOBaTh NpaBUIIa aHAIN3a COOBITHI
3aIMUIICHHBIX MOHUTOPHHTA;

BIIaJICTh:
. METOJaMH MOHHUTOPHHTA BEISIBIICHHS yTPO3
HHPOPMAIMOHHOW O€30MTaCHOCTH aBTOMATH3HUPOBAHHBIX
CHUCTEM.

CaMOCTOSITENIbH
ast pabora,
nabopaTopHbIe
3aHATHUS

OK3aMCH

ba30Brlii ypoBEHB:
3HATh:
. OCHOBHBIE ITOHSTHSI MOHUTOPHHTA COOBITHIA;
. MIPUHIXIBI pabOTHI CHCTEM MOHUTOPHHTA
HH(POPMAIMOHHOM O€30MaCHOCTH;
YMETh:
. MIPUMEHATH CPEACTBA MOHUTOPHHTA TSI OLIEHKH
3aIIMIIEHHOCTH aBTOMAaTU3UPOBAHHBIX CHCTEM;
. HCIIONIb30BATh CPEACTBA cOOpa 1 aHAIN3a
MHPOPMAIIMOHHOH 0€30MacHOCTH;
BIIAJIETh!
. METOJIaMH MOHHTOPHHTA BBISIBIICHUS YTPO3
nH(pOpMaMOHHOI 6€30MTaCHOCTH aBTOMATH3UPOBAHHBIX
CHCTEM.

IIoBBILLIEHHBIN YPOBEHB:
3HATB!

. TIPUHIMIIB paOOTHI CUCTEM YIPaBICHHS
aBTOMATHU3UPOBAHHBIX CUCTEM U COOBITHSIMU B O€30IIaCHOCTH
SIEM;

YMETb:!

. (bopMHpOBaTh NpaBUIIa aHAIN3a COOBITHI
3aILMLIEHHBIX MOHUTOPUHIA;

20




BooNoO~LONE

11.
12.
13.
14.

15.
16.
17.

18.

19
20
21
22

1.
2.

0.

[Ipunoxenue 2
K paboueii mporpamme

OueHoYHBIE CPEICTBA /1JIsl IPOMEKYTOUYHOM aTTeCTAMH
IK3aMeH.
CnHCoK BONPOCOB /sl IK3aMeHAa 10 ANCIHUIINHE

OCHOBHBIE TOHATHS MOHUTOPUHTA COOBITH.

MeTtoasl coopa nHGOpPMAIIUK O COOBITHSX.

MeTtoe1 00paboTKH HHPOPMAITHH O COOBITHSX.

CtpyKTypa CHCTEMBbl MOHUTOPHHTA.

ATEHTbI MOHUTOPHHTA.

Cepsep coObITHIA.

XpaHunuiie TaHHBIX.

KoHncons ynpaBnenusi.

3agauu nepcoHaia CUCTEMbl MOHUTOPHHTA.

Posn mepcoHana: CHCTEeMHBIN aIMUHHCTPATOP, A IMHUHUCTPATOP UHPOPMALIMOHHON
6e301acHOCTH, OIIepaTop, aHAJTUTHUK.

[Tonutrka monuTopuHra 3amuimeHHoctu TKC

Nnenruduxarysi OCHOBHBIX HCTOYHUKOB COOBITHI 0€30MacHOCTH

Onpenenenne TeXHOJIOTUU cOOpa, XpaHSHUS U 00paOOTKH JTaHHBIX.
dopmupoBaHue TPeOOBAHH K APXUTEKTYPe U (PYHKIMOHATBHBIM BO3MOXHOCTSIM CHCTEMBI
MOHHUTOPHHTa HHPOPMALMOHHON 0€30I1aCHOCTH.

Br160op 060pynoBanus 1 mporpaMMHOT0 00ecreveHusl.

Konduryparus o0opyoBaHus ¥ IPOrpaMMHOT0 00CCTICUCHHUS.

[Mopsimok BHEenpeHus1, cxeMa HHPOPMAIIMOHHBIX TOTOKOB, TPEOOBAHUS K BHEITHEMY
OKPYKEHHIO CUCTEMbl MOHUTOPHHTA.

[IunotHOE BHEAPEHMUE.

. IIpompblnieHHOE BHEIPEHUE.

. Opranunzamnus o0y4eHus nepcoHana.

. Texunueckoe conpoBOXIeHHE NPOEKTa. PearnpoBanne Ha MHINUICHTHI.

. Pa3paboTka HOBBIX NMpaBHJI aHANIN3a COOBITHII MOHUTOPHHTA.

[Ipumep Ounera.

Konduryparus o6opyioBaHus 1 MPOrpaMMHOT0 00ECIICUEHUSI.
Pa3paboraiiTe HOBOE MPaBUIIO aHAIH3a COOBITUI MOHUTOPUHTA JUISI 3a/IaHHBIX
coOBITHI
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