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1. Ileaun ocBOeHHMSI AMCIUILIMHBI.

K ocHOBHBIM WeJsIM OCBOCHHUS TUCHUIUIMHBI «MOHHUTOPHHT COOBITHI W YIpaBliCHUE
uHnuaeHtamu (SIEM)» ciaenyer oTHeCcTH:

¢ (QopmHpoBaHUE OCHOBHBIX 3HAHWW U YMEHHI B 00JIaCTH MOHUTOPUHTA HH(POPMALIMOHHOM
0€30MacHOCTH 3aIUIICHHBIX AaBTOMAaTU3UPOBAHHBIX CUCTEM YIPaBICHUS.

K ocHOBHBIM 3a/1ayaM OCBOCHHSI JUCHUILTMHBI «MOHUTOPUHT COOBITHI U yIIpaBJICHUE
uHnuaentamu (SIEM)» crnenyer oTHecTH:

® 3HAaHWE OCHOBHBIX TOHATHA MOHUTOPWUHTA COOBITUW; NPUHIUIIOB PAOOTHI CHUCTEM
MOHHTOPHHTAa HMH(POPMAIIMOHHON  O€30MacHOCTH; MPHHIMIIOB PabOTHl  CHUCTEM
yIpaBieHUs aBTOMAaTU3UPOBAHHBIX CUCTEM U cOOBITUSIMU B O6e3omacHocTu SIEM;

e yMEHHE TMPHUMEHSITh CpPEJICTBA  MOHUTOPUHIa IS  OIEHKU  3alUIIEHHOCTH
aBTOMATU3UPOBAHHBIX  CHUCTEM; MCIOJIb30BaTh  CpeiAcTBa cOopa W aHaiu3a
uHpopMallMOHHON  Oe3omacHOCTH;  (GOpPMHUpPOBaTH MpaBWja  aHalIM3a  COOBITHIA
3alIMIIEHHBIX MOHUTOPHUHTA;

e BJaJIeHUE METOJaMU MOHUTOPUHIA BBISBICHUS Yyrpo3 MHPOPMAIMOHHON 0€30MacHOCTH
ABTOMAaTU3UPOBAHHBIX CUCTEM.

2. Mecto nucuuniaudbl B crpykrype OOIL.

Jucuumnuna «MOHUTOPHHT cOOBITHI U yripaBieHue nnuuaeHTamu (SIEM)» oTtHOocuTCS K
YrCay Mpo(ecCHOHANBHBIX YUYeOHBIX JUCIHMILIMH M0 BBIOOPY cTynaeHTa yactu 1ukia (b.1.J1B)
OCHOBHOM 00pa3zoBarepHOi nmporpammel (b.1.JB.7).

W3ydeHne IUCHMIUIMHBI OMMPASTCS HA 3HAHWS, YMCHHUS W HABBIKH, NMPUOOPETCHHBIC B
MpeIIIecTBYIOMMX TuciuIuiiHax: OcHOBBI HHpOpMAIMOHHOM Oe3onacHocTH; CeTH U CUCTEMBI
nepenaun nHpopmanum; [IporpaMMmHO-anmapaTHbeie CpeCcTBa oOecrieueHuss WH()OPMAITMOHHON
Oe3omacHOCTH; be3omacHOCTh  ONEPAaMOHHBIX  CHCTeM; be3omacHocTs ceteli  DOBM;
be3onacHocTh 0a3 naHHBIX.

3. IlepeyeHb MIAHMPYEMBIX Pe3y/JIbTATOB 00yYeHUs MO AUCHUILTUHE (MOIYJIIO),
COOTHECCHHbIE € IJIAHUPYEMBIMHU Pe3yJIbTATAMHU OCBOCHHS 00pa30BaTeJbHOI MPOrpaMMBbl.

B pesynpTaTe OCBOEGHMSI ITUCHUIUIMHBI (MOIy’nsi) Yy oOy4arommxcs (HOpMHUPYIOTCS
CJIEIYIONIE KOMIETEHIIUU U JTOJDKHBI OBITh JOCTUTHYTHI CIEAYIONINE Pe3yabTaThl 00yUeHUS KaK
sTan GOPMHUPOBAHUS COOTBETCTBYIOLIUX KOMITETEHITHI:

B pesyabTare

OCBOEHMS
Kon o0pa3oBaTebHOM Ilepeyenb MIaHUPYeMbIX Pe3yJbTATOB
KOMIIeTeHIIUH NPOrpamMmsl 0o0y4eHHUsI MO AUCUMILINHE
00y4YaKO LU CSl 10JIKEH

o0JaxaTh

CrniocobHOCTD 3HATh!
MIPOBOJUTD ® OCHOBHbIE  IIOHATHS  MOHMTOPHHIA

UHCTPYMEHTAJIbHBIN COOBITHI;

K-17 MOHHUTOPHHT ® [IPUHIIUIIBI paboThI CUCTEM
3aIUIIEHHOCTH MOHHUTOPHHTA nH(pOpMaLMOHHON
nH(pOopManuu B 0e30MmacHOCTH;

ABTOMAaTHU3UPOBAHHON ® [PUHLUIBI PabOTHl CUCTEM YHPaBIECHUS
CHUCTEME U BBISBIIATH aBTOMATHU3UPOBAHHBIX CUCTEM u




KaHaJbl yTEUKU coObITusIMH B Oe3onacHocTH SIEM;

uH(popManun yMeTh:

® IPUMEHATH CPEICTBA MOHUTOPUHTA JUIS
OLICHKHU 3alUIIEHHOCTH
aBTOMATH3UPOBAHHBIX CHCTEM;

® HCIONIB30BaTh  CpeAcTBa  cbopa u

aHaJn3a UH(POPMALIMOHHOM
0e301acHOCTH;
e (opmupoBaTh IpaBuiIa aHaJn3a
COOBITHH 3aIUIICHHBIX MOHUTOPHHTA;
BJIa/1eTh:

e METOoJaMH MOHUTOPHHIA  BBISBIICHUS
yrpo3 MHGOPMALMOHHONH 0€30MacHOCTH
aBTOMATU3UPOBAHHBIX CHUCTEM.

4. CTpyKTypa M coaep:KaHue TUCHUIIMHBI.

OOmiass TPYZOEMKOCTh IMCHUIUIMHBI COCTAaBISIET 2 3a4eTHBIX CIWHHLBL, T.e. (2
aKaJeMUYEeCKUX 9acoB (JlabopaTropHbie 3aHATUS — 36 4ac, camocTrosTenbHas padoTa - 36 4acos,
dhopma KOHTPOJIS — dK3aMeH) B 7 ceMecTpe.

CTpykTypa W COJACp)KaHHUE IUCHUIUIMHBI «MOHHUTOPHHT COOBITHH U YIPaBJICHUE
uanuaeHTamu (SIEM)» o cpokam 1 BuaM paboThl OTPa)KEHBI B TIPHIIOKECHUH.

Conep:kaHue pa3aesioB TUCHUATIHHBI

Tema 1. TeopeTuueckne 0CHOBbI MOHUTOPUHTIA 3AII[UIIIEHHOCTH.

OcnoBHble noHATHs. TepMuHbl U onpeaeneHus. OCHOBHBIE MOHSATHS MOHUTOpUHTA. MeToabl
coopa mH(popmanuu o coObITHSIX. Merombl 00paboTku WHpOpManuu O coObITHAX. CTpyKTypa
CHUCTEMBI MOHUTOPHHTA.

Crpyxtypa SIEM. Arents monutopunra. Cepsep coObITuil. Xpanwiuiie faHHbIX. KoHconb
yIIPaBJICHUSL.

3agaun mepcoHana CUCTeMbl MOHMTOpHHTA. Ponm mepcoHana: CHCTEMHBIH aJIMHHUCTPATOD,
aJIMUHUCTPATOP HH(POPMAIIMOHHON 0€30I1acHOCTH, OTIepaTop, aHATUTUK. HOpMaTHBHBIE JOKYMEHTHI.
[TommTnka MmoHnTOpUHTa 3amuineHHocTd 3AC.

Tema 2. [IpoekTHpPOBaHHE CHCTEMbI MOHUTOPHHIA ABTOMATH3MPOBAHHBIX CHCTEM.

OO6cnenoBanne aBTOMATHU3UPOBAHHBIX cHUCTeM. MneHTH(UKAIMS OCHOBHBIX HCTOYHHKOB
0e301MacHOCTH, OTpe/eNIeHUEe TEXHOJIOTUN cOopa, XpaHeHHs B 00paOOTKHM JaHHBIX. DopMHUpOBaHHE
TpeOOBaHMI K apXUTEKType W (PYHKIMOHAIBHBIM BO3MOXKHOCTSIM CHUCTEMBl MOHWTOPHHTA
UHPOPMAIMOHHON 0€30IacHOCTH.

Pa3paboTtka TexHHueckoro mpoekra. Beibop o0opynoBaHus U MPOrpaMMHOTO O0ECIIeUeHHUS.
Kondurypamus obGopyaoBaHusi u mnporpamMMHOTO oOecrieueHus. [lopsgok BHeEApeHHs, cxema
MH(OPMAIMOHHBIX TTOTOKOB, TPEOOBAaHMSI K BHEITHEMY OKPYKCHHIO CUCTEMbI MOHUTOPHHTA.

Buenpenue cuctembl u oOyueHue nepcoHana llunotHoe BHeapeHue. TecTOBBIM paiioH.
AnpobGarnust  pemenuii. KoppektupoBka cuctembl. [IpomernuienHoe BHeApenue. OpraHuzaius
o0yueHus mepcoHarna.

ConpoBOXJeHHE CHUCTEMBl MOHUTOpPWHTA. TEeXHHMYECKOe CONpPOBOXKICHHE IMPOEKTA.
PearmpoBanne Ha MHIMIEHTHI. Pa3paboTka HOBBIX MPABHJI aHAIN3a COOBITHY MOHUTOPHHTA.



5. O6pa3oBare/ibHbIe TEXHOJOTHH.

Metonuka mTpenojaBaHus AUCHUIUIMHBI «MOHHUTOPUHT COOBITHIA ¥ yIpPaBJICHHE
uHiuaeHramMu  (SIEM)»  u peanusanusi KOMIIETEHTHOCTHOTO IIOJXOAa B HU3JIOXKEHUH H
BOCIIPHATHM ~MaTepHuaja TIpelyCcMaTpUBaeT HCIIOIb30BaHME CIEAYIOUIMX AaKTHBHBIX U
MHTEPAKTUBHBIX (DOPM IMPOBEIECHUS TIPYNIOBBIX, UHIUBUAYAJIbHBIX, AyIUTOPHBIX 3aHATUH B
COYETaHUH C BHEAYTUTOPHOI paboTOH C 11eibi0 (OPMUPOBAHUS M Pa3BUTHS MPO(eCCHOHATBHBIX
HaBBIKOB 00yYaroIuxcs:

- MOJITOTOBKA K BBITIOJIHEHUIO JIA00OPATOPHBIX padoT;

VYienbHbIl Bec 3aHATUH, NPOBOJUMBIX B HMHTEPAKTUBHBIX (hopMax MO JUCLHUIUIMHE,
cocrasirsieT 20 % ayTUTOPHBIX 3aHATHH

6. OeHoOYHbBIE CPEACTBA /ISl TEKYIIero KOHTPOJIS yCIIeBAeMOCTH, IPOMEKYTOYHOM
aTTeCTALlMU [0 UTOraM OCBOCHUSI JMCHUILIMHBI H Y4eOHO-MeToAHYecKoe obecneyeHne
CaMOCTOSITeILHON pa0oThl CTY/IEHTOB.

B npouiecce 00y4eHNs HCIONB3YIOTCS CIEIYIONINE OLEHOYHBIE (POPMBI CAMOCTOSATEIILHON
paboTbl  CTYJEHTOB, OLICHOYHBIE CpPEACTBAa TEKYIIErO0 KOHTPOJIS  YCIIEBa€MOCTU MU
IIPOMEKYTOUHBIX aTTECTALIUN:

- DK3aMEH.

O6pa3m>1 J3K3aMCHAIIlMOHHBIX 6I/IJ'IeTOB, IMPUBCIACHLI B ITPUJIIOKCHHU.

6.1. ®OH/1 OLIECHOYHBIX CPEACTB /JIl IPOBEACHHUS MPOMEKYTOYHOMN aTTeCTALNH
00y4YaKIIMXCS M0 TUCHUILINHE (MOTYJIIO).

6.1.1. IlepeueHp KOMIETEHIIMIA C YKa3aHUEM 3TanoB MX (OPMUPOBAHHS B MPOIECCE OCBOCHUS
00pa3oBaTeNbHON IPOTrPAMMBI.
B pesynbrare ocBoeHUS AUCHUIUIMHBI (MOAYIs) GOPMHUPYIOTCS CIEAYIONNE KOMIETEHIIUHN:

Kon B pe3yabTare ocBoeHus1 00pa3oBaTeIbHON MPOrpaMMbl 00yUaloUIUiics
KOMIIETeHIIH U HO0JIKeH 00/1a1aTh
[K-17 CnocoOHOCTh MTPOBOAUTH HHCTPYMEHTAIBHBII MOHUTOPUHT

3alMIIEHHOCTH UH(OpPMAaLMK B aBTOMaTU3UPOBAHHOM CHCTEME U BBISIBIISAThH
KaHaJIbl yTeUKH HH(pOpMauu

B mnponecce ocBoeHusi o0pa3oBarelnbHON MpPOrpaMMbl JaHHbBIE KOMIIETEHLUH, B TOM
YHCIIe UX OT/ENbHbIE KOMIIOHEHTHI, (POPMUPYIOTCS MOITAITHO B X0/1€ OCBOEHUS 00yUYaroIUMUCs
JTUCHUTIINH (MOAYJeH), TPakTUK B COOTBETCTBUM C YYE€OHBIM IUJITAaHOM W KaJCHJAApHBIM
rpaduKkoM yuebHOro mporecca.

6.1.2. Onucanue nokasarteseil 1 KpUTepreB OLCHUBAHUS KOMIIETeHIMH, (POPMHPYEMBbIX 110
HTOraM OCBOCHMUSA NJUCHUIIIIMHbBI (MO[[yJIH), OoImMcCaHue NKaJ OCHUBAaHUSA

[Tokazarenem oOlEeHUMBaHUS KOMIETEHIMH Ha pPa3JIMYHBIX 3Tanax HMX (OPMUPOBAHUSA
SBIISIETCS. TOCTHKEHHE OOYUYaAIOUUMUCS TUIAHUPYEMBIX Pe3yJbTaTOB OOy4YEHUS MO JAUCIUIIINHE
(Momymto):



IK-17 CnocoGHOCTh NPOBOAUTH HHCTPYMEHTAIBHbII MOHUTOPHHT 3aUIULIEHHOCTH HH(popManun B
aBTOMATH3WPOBAHHON CHCTEME U BBISIBJSATH KaHAJbI yTe4KkH HHpopMauu

KpuTtepun onenuBanusi

Iloka3arenn
2 3 4 5
3HATH: OOyuaronmiics OOyuaromnmiics OO0y4aronuiics OO0y4aronuiics
*OCHOBHBIC MOHSTHA | IEMOHCTPUPYET JEMOHCTPHPYET JIEMOHCTPUPYET JIEMOHCTPUPYET
MOHHUTOPHHTA MIOJJTHOE  OTCYTCTBHE | HEHOIHOE COOTBETCTBHE | YaCTHYHOE MIOJTHOE€ COOTBETCTBHE
COOBITHH; WIM HEAOCTAaTOYHOE | CIEAYIOLIUX 3HAHUMU: COOTBETCTBHE CIEeNYIOIINX 3HAHUM:
*TIIPUHIWIIEL  PabOTHI | COOTBETCTBHUE *OCHOBHBIC TIOHATHS CJIEAYIOLINX 3HAHUN: | *OCHOBHBIC TIOHATHS
CHCTEM MOHHTOPHHIA | CIEIYIOIINX 3HAHWI: | MOHHUTOPHHIA COOBITHI; | *OCHOBHBIE MOHSTHSA | MOHHTOPHHTA
nH}pOopMaMOHHON *OCHOBHBIC TIOHSTHS | *HIPUHIMUIIBI PaOOTHI MOHHUTOPHHIa COOBITHH;
0e30IacHoCTH; MOHHMTOPHHI'A CHCTEM MOHHTOPHHTA COOBITHH; *TIPUHIUITBI PAOOTHI
*TIIPUHIMITBL  PaOOTHI | COOBITHIA; nH(pOpMaMOHHOK *IIPUHIMIIBL  PabOTHl | CHCTEM MOHHUTOPHHIA
CHUCTEM  YNIPaBJICHHS | *HIPUHLMIBI  paboTHl | Oe30macHoOCTH; CHCTEM MOHHTOPHMHIA | MH()OPMALMOHHOM
ABTOMATH3UPOBAHHBIX | CUCTEM MOHHUTOPHHIA | *TIPHHIUIIBI PAOOTHI nHpopmMannoHHo Oe3omnacHOCTH;
CUCTEM U COOBITUSIMH | MH(POPMALMOHHON CHCTEM YIPaBIICHHS Oe3omnacHoCTH; *TIPUHIUITBI PAOOTEHI
B 6e3omacHOCTH | OE30MACHOCTH; aBTOMAaTH3HPOBaHHBIX *TIPHHIMIIBL  PaOOTHI | CHCTEM YNpPaBICHUS
SIEM. STIPHHIMNITEI ~ PabOTHI | CHCTEM W COOBITHSIMH B CHCTEM YIIPaBICHUS | aBTOMATH3MPOBAHHBIX
cucteM ympasneHus | 6ezomacHoctd SIEM. AaBTOMATH3MPOBAHHEI | CHCTEM M COOBITHSIMHU
aBTOMATH3MPOBAHHBIX | JlomyckaroTcs X cHCcTeM u | B 6e3omacHOCTH
CHCTEM M COOBITHSMH | 3HAYMUTENBHEIE OIIHOKH, COOBITHAMU B | SIEM, cBoOOIHO
B 0€30IacCHOCTH | TPOSIBIISACTCS 6e3omacuoctu SIEM, | omepupyer
SIEM. HEI0CTaTOYHOCTh HO JIOIYCKAIOTCSl | PHOOPETCHHBIMU
3HAHMH, 110 PALY HEe3HAYMTENbHbIC 3HAHUSMH.
noka3aTesieH, OIINOKH,
oOy4aromuiics HETOYHOCTH,
UCTIBITHIBAET 3aTpyJHEHHS npu
3HAYUTEJIbHBIE AHAJTMTHYECKHUX
3aTpyJHEHUS IpU oTeparnusIX.
OTICpUPOBAHUHN
3HAHUSAMH TIPU UX
TIepeHoce Ha HOBBIE
CHUTYaIHH.
yMeTh: OO6yuaromuiics He OO6yygarommiics OOGyuatrouuiicst OGyuarouuiics
*TIPUMEHSTh CPEJCTBA | YMEET WU B JEMOHCTPHPYET JIEMOHCTPUPYET JIEMOHCTPHUPYET
MOHHUTOPHHIA JUISL | HEJOCTaTOYHOM HETIOJTHOE COOTBETCTBUE | YaCTHYHOE TIOJTHOE COOTBETCTBHE
OLIEHKH CTETICHN YMeeT CJICTyIOIINX YMEHHH: COOTBETCTBHE CIIEAYIONINX YMEHHMH:
3aIIMIIEHHOCTH *TIPUMEHATH CPEJICTBA | *HPUMEHSTH CPEICTBA CJICAYIONINX YMEHUH: | *TIPUMEHSTH CPEICTBA
aBTOMATH3UPOBAHHBIX | MOHUTOPHUHTIA IJIS MOHHUTOPHHTIA IJIS *IIPUMEHATH CPEJCTBA | MOHUTOPUHTA JUIS
CHCTEM; OLIEHKH OLICHKH 3aIIUIIEHHOCTH | MOHHUTOPWHIa JUIst OLICHKH
*HCII0JIb30BATh 3alIMIIEHHOCTH ABTOMAaTH3HPOBaHHBIX OLIEHKH 3alIMIIEHHOCTH
cpeactBa  cOopa M | aBTOMaTH3MPOBAHHBI | CHUCTEM; 3aIIMIIEHHOCTH aBTOMaTHU3UPOBAHHBIX
aHaiM3a X CHCTEM; *HCIOJIb30BATh CPEJCTBA | aBTOMATU3UPOBAHHBI | CHUCTEM;
nHpopMaMOHHOH *JICTI0JIB30BATh cbopa u aHann3a X CHUCTEM; *JICII0JIB30BATh
0e3011acHOCTH; cpexnctBa cbopa u UH(OPMALMOHHOH *HCII0JIb30BATh cpexncTBa coopa u
*opmupoBaTh aHaiM3a 6e30macHOCTH; cpexacTBa cOopa u aHanm3a
IpaBuiIa aHaiM3a | MHGOPMAIMOHHON *opMupOBaTh NpaBMia | aHaJu3a nH}popMannoHHOH
coOBITHI 6e3ormacHoCTH; aHaM3a COOBITHH nH(opMannoHHOH Oe3omacHOCTH;
3aIIMIIEHHBIX *opmupoBaTh 3aIIMIIEHHBIX Oe3omacHoOCTH; *(opmupoBaTh
MOHHUTOPHHTA. IIpaBuJIa aHaM3a MOHHUTOPHHTA. *(opmupoBaTh IpaBuJIa aHaJM3a
COOBITHI Jomyckarorcst [IpaBUJIa aHAJIA3A coObITHI
3alIUIIEHHBIX 3HAYUTEJbHBIC OMIMOKK, | COOBITHI 3aIIUIIEHHBIX
MOHHUTOPHHTA. MIPOSIBIISIETCSI 3aIIMIIEHHBIX MOHHUTOPHHTA.
HEI0CTaTOYHOCTh MOHHTOPHHTA. CBobonHO onepupyer
YMEHUH. ‘YMeHHS OCBOCHBI, HO | MPHOOPETEHHBIMHU
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JOIYCKAIOTCS YMEHHSIMH,
HE3HAYHUTEIbHBIC HPUMEHSET UX B
OIINOKH, CUTYAIHIIAX
HETOYHOCTH. HOBBIILICHHOM
CJIO’KHOCTH.
BJIaJeTh: OOyyatromuiicst He OOyyatomuiicst Biageer | OOydaromuiics OOyuaromnuiics B
METOJlaMHU BJaJICeT WIN B METO/IaMH MOHMTOPHHTA | YaCTUYHO BJIafieeT MIOJTHOM 00BeMe
MOHHUTOPHHIA HEJIOCTaTOYHOM BBISIBJICHUSI yTPO3 METOoJlaMU BJazeeT
BBISIBJICHUS yrpo3 | CTENEeHH BiajeeT nH}pOpMaMOHHOK MOHHUTOPHHIa METOJlaMU
nH}pOopMaMOHHON METOJlaMHU 0e301acHOCTH BBISIBJICHUSI yTPO3 MOHHUTOPHHIA
0e30macHoOCTH MOHHUTOPHHI'A ABTOMAaTH3UPOBaHHBIX nH}opMannoHHOH BBISIBJICHUSI YTPO3
ABTOMATH3UPOBAHHBIX | BBIABICHUS yIpo3 CHCTEM, HO Oe3omacHOCTH UH(OPMALMOHHON
CHCTEM. HH(OPMALMOHHON JOITYCKAFOTCS ABTOMAaTH3MPOBAHHBI | OE30IaCHOCTH
0e30MacHOCTH 3HAYHUTENbHBIC ONIMOKH, | X CHCTEM, HABBIKU ABTOMATU3MPOBAHHBIX
ABTOMATH3HPOBAHHBEI | MPOSBIIAECTCS OCBOCHEI, HO CHCTEM, CBOOOIHO
X CHCTEM. HEJJOCTaTOYHOCTh JOIYCKAIOTCSI HPUMEHSCT
BJIaaACHUA HC3HAYUTCIIbHBIC TMOJIYYCHHBIC HABBIKH
OIINOKH, B CUTYyalUsAX
HCTOYHOCTH, MOBBIIIIEHHON
3aTpyJHEHHS. CJIOKHOCTH.

IIIxanel orleHUBaAHUS pEe3yJIbTaTOB HpOMe)KYTOqHOﬁ aTTeCTallu U UX OIIMCAHHC:
(DOpM(l npomeofcymoqnoﬁ ammecmauuu’ IK3amMeH.

IIpomexxyrounas arrectauus oOyvaromuxcs B (opMe 5K3aMeHa MPOBOJIUTCS 10
pe3yabTaTaM BBITOJHEHHS BCEX BHJIOB YUeOHOH paboThHI, MPETyCMOTPEHHBIX YUEOHBIM TIAHOM
[0 JIaHHOW JUCHHUIUIMHE (MOYINIO), MPH 3TOM YUYHUTHIBAIOTCS PE3YJIbTaThl TEKYLIErO KOHTPOJISA
yCcIeBaeMOCTH B TeueHue cemecTpa. OlEHKa CTENeHU JOCTHKEHUS O00ydaroluMucs
IUTAHUPYEMBIX Pe3yIbTaTOB O0YUYEHHUs MO JTUCHUILIMHE (MOIYIII0) IPOBOAUTCS MpenoaBaTesieM,
BEYUIUM 3aHATUS M0 JAHUCUUIUIMHE (MOJYJI0) METOJOM JKCHepTHOH oueHku. [lo wmToram
IPOMEXYTOUHON aTTeCTalMM M0 AUCHUIUIMHE (MOJYJII0) BBICTABIIETCS OLIEHKA «OTIUYHOY,
«XOPOLIOY, «YAOBJIETBOPUTEIBHO» UIIN «HEYJOBIETBOPUTEILHOY.

Ixana oueHuBaHUA Onucanue

BbimonHensl Bce BHMJBI  yuyeOHOM paloThl, MpeaycCMOTpPEHHBIE
yueOHbIM TuIaHOM. CTYAEHT JEMOHCTPUPYET COOTBETCTBUE 3HAHMM,
YMEHUH, HaBBIKOB IIPUBEACHHBIM B TaOMUIAX IOKasaTelseH,
ornepupyeT NpUOOPETEHHBIMU 3HAHUSMU, YMEHMSIMHM, HaBBIKaMU,
IIPUMEHSIET UX B CUTyalMsIX NOBBILIEHHOW CIIOXHOCTH. [Ipu 3TOoM
MOTYT OBITh JONYLIEHbl HE3HAYMTEIbHbIE OLIMOKH, HETOYHOCTH,
3aTPYJHEHMS NIPU aHATIMTUYECKUX ONEpaLUsAX, IEPEHOCE 3HAHUU U
YMEHHH Ha HOBBIE, HECTAHJJAPTHBIE CUTYALIUH.

OTJIINYHO




BemmonHeHsl Bce BHUIBI  y4eOHOUW pabOThI, MPEAyCMOTPEHHBIS
yueOHpIM  mnaHoM.  CTyIAeHT  JeMOHCTpUPYET  HEIOJHOE,
Xopouio MPABUJIBHOE COOTBETCTBUE 3HAHUM, YMEHHI, HaBBIKOB
MPUBEICHHBIM B TaOJIUIaX MMOKa3aresneil, 1100 eciu mpu 3TOM ObLIU
JIOTTYIIICHBI 2-3 HECYIECTBEHHBIC OIIHUOKH.

BemonHeHsl Bce BHUIBI  Y4eOHOU pabOThI, MPETyCMOTPCHHBIC
yueOHbIM Tu1aHOM. CTYAEHT JEeMOHCTPUPYET COOTBETCTBUE 3HAHMIA,
VY I0BIETBOPUTENBHO | B KOTOPOM OCBEILlEHA OCHOBHAas, Haubojiee BaKHAs 4acTb
MaTepuaia, HO IpU STOM JIOMyIIeHa OJHAa 3HAUMTEIbHAs OIIMOKa
WJIM HETOYHOCTb.

He Bomonnen oauH win Oosee BHIOB yueOHOH paboOTHI,
HPEyCMOTPECHHBIX y4eOHbIM IUIAaHOM. CTYIEHT JEMOHCTPUPYET
HEIOJIHOE COOTBETCTBUE 3HAHUI, YMEHHIA, HABHIKOB IPHBEICHHBIM
B Ta0JMIax IOKa3arelel, JONMYCKAIOTCS 3HAYUTENbHBIC OLIMOKH,
NPOSIBIISICTCS.  OTCYTCTBUE 3HAHUWI, yMEHHH, HABBIKOB IO PSIY
HOKa3aTeliei, CTYJACHT HCIBITHIBACT 3HAYUTEIbHBIC 3aTPYAHCHUS
IpU ONCPUPOBAHMH 3HAHHSAMHU M YMEHHSMHU IPH UX MEPEHOCEe Ha
HOBBIC CHTYAIIHH.

Hey,I[OBJ'IeTBOpI/ITeJ'IBHO

@oHbI OLIEHOYHBIX CPEICTBIPEACTABJIEHbI B IPUJI0KEeHUH K padoyeii mporpamme.

7. YueOHO-MeTOAuYecKoe 1 MH(OPMAIHOHHOE 00ecTieyeHue TUCIIUTIIUHBI.

a). OCHOBHAs JIUTepaTypa
1. Hlanbrun, B.®. UndopmanronHas 6€30macHOCTb [ DIEKTPOHHBIN pecypc] : yueo.

nocobue — DnekTpoH. AaH. — Mocksa : JIMK Ilpecc, 2014 — 702 c¢. — Pexum
noctymna: https://e.lanbook.com/book/50578. — 3aru. ¢ skpana.
2. Namne, B.A. Zabbix. [IpakTudeckoe pyKOBOJICTBO [ DIEKTPOHHBIN pecypc] : pyK. —
OnektpoH. naH. — Mocksa : IMK Ilpecc, 2017 — 356 ¢. — Pexxum gocryna:
https://e.lanbook.com/book/90108. — 3ar. ¢ 3kpaHa.
0). 1ONOJIHUTEJIbHAS JINTEpaTypa
1. buprokos, A.A. UudopmarimonHas 6€30mMacHOCTb: 3allUTa U HamaAeHUe [ DIeKTPOHHBIN
pecypc] : yueb. — DnektpoH. g1aH. — Mocksa : JIMK Ilpecc, 2012 — 474 ¢. — Pexum
noctyma: https://e.lanbook.com/book/39990. — 3aru. ¢ skpana.
B). IporpamMmMHoe odecnevyenne 1 MaTepHer-pecypcesi:
1. kKOMRAD Enterprise SIEM»
2. Kompapn 2 https://npo-echelon.ru/production/65/11174
3. Zabbix. The Enterprise-class Monitoring Solution for Everyone.
http://www.zabbix.com/ru/

8. MaTepHaJ’leO'TeXHI/IHECKOC odecneyeHue AUCHHUIIJINHBI.

Jns mpoBeneHUs BCEX BHJIOB 3aHATHH HEOOXOIUMO MPE3EHTAlMOHHOE O0OpYyHAOBaHHUE
(MyTbTUMETUHHBIN TPOEKTOP, SIKpaH) — 1 KOMIUIEKT.
Jns npoBeaeHust 1ab0paTOPHBIX 3aHATUN HEOOXOIUMO HaJIMUKMe KOMIIBIOTEPHBIX KJIACCOB
000py/IOBaHHBIX COBPEMEHHOW BHIYMCIUTENBHON TEXHUKOM U3 pacdera 0JIHO paboyee MeCcTO Ha
OJIHOTO 00y4aeMoro.

9. MeTtoanyecKkue peKOMEHAANMH [IJIsl CAMOCTOSATEIbHOI PadoThI CTY1eHTOB
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N3yueHne NHUCUMIUIMHBI OCYIIECTBIISIETCSI B CTPOTOM COOTBETCTBUU C  LEJIEBOM
YCTAaHOBKOW B TECHOW B3aMMOCBS3M Y4eOHBIM miaHOM. OCHOBOW TEOPETHYECKOW MOJITOTOBKU
CTYJIEHTOB SBJISIFOTCS JIEKLIMH.

B mpomuecce camMOCTOATENBbHOM PabOTHI CTYIEHTHl 3aKPEIUISIOT W YIIayOsIsioT 3HAHMA,
MOJIyYEHHBIE BO BPEMS ayJIUTOPHBIX 3aHATHUNA, TOTOBATCA K SK3aMEHY, a TAaK)KE€ CaMOCTOSTEJIbHO
U3Y4YalOT OT/AEIbHBIE TEMBI YU€OHON TPOrPaMMBI.

10. MeToauyeckne peKOMeHIAMHU JIJIs1 TPeNnoaBaTesis
[Iporpamma cocraBieHa B cooTBeTcTBUM ¢ DenepanbHbIM  TOCyIapCTBEHHBIM
00pa30oBaTeNbHBIM CTaHIAPTOM BEICIIIETO 00pa3oBaHus 1Mo HampasieHuto moaroroBku 10.05.03

«AndopmanuonHas 60€30MaACHOCTh ABTOMATU3UPOBAHHBIX CHCTEM.

IIporpammy cocraBmi: K.T.H., fouieHT H.B. ®enopos

IIporpamma yTBep:kIeHa Ha 3aceqaHuu Kagenapsl “UudopmanuonHas
0e3onmacHocTh” «29» aBrycra 2019 r., mporoxom Ne 1

3aBenyronuii kageapoit
«upopmannonHast 6€30MaCHOCTH

K.T.H., IOLEHT H.B. ®enopos



[Tpunoxenue.

CTpykTypa ¥ coaepkaHue I CHUILINHbI « MOHUTOPHHT cOOBITHI M yripaBjieHue nHuuaeHTamu (SIEM)»
10 HANPABJIEHNIO MOJATOTOBKH
10.05.03 «MupopmannoHHas 6e30MaACHOCTHL ABTOMATH3MPOBAHHBIX CHCTEM»

(cenmaJmcr)
Buab1 yueOHoii padoThl, Dopm
& = 8 BKJIIOYasl CAMOCTOSATEIbHYIO Buabl camocTosiTe1bHOM padoThI bl
Paznen § E{ § padoTy CTYIEeHTOB, CTY/ICHTOB arrect
a/n S ﬁ § U TPYAOEMKOCTb B Yacax anum
J | I/C | JIao | CPC | KCP | K.P. | K.IL. | I3 | Pedepar | K/p |2 | 3
7 cemecTp
1 VYcranoBka u 3arpyzka «KOMRAD 1 2 2
Enterprise SIEM».
Hactpoiika  MCTOYHHKOB  COOBITHIA.
2 | C6op cobwertnit WMI. C6op cobbITHii 2 2 2

ot OSSEC.

Bumxersl. Pabouast 001acTh BHIKETa
Tunsl BumkeToB. Hactpolika BupkeTa. 7
3 | Hacrpoiika HaHeIu BUJIKETOB. 3 2 2
[IpenycranoBneHHble BUKETH. PaboTra
C BUDKETAMH.

CoObiTHI B peabHOM  BpPEMEHHU.
Junarpamma coOBITUH B  pealbHOM

4 | Bpemenn. Tabmuma  CcOObITHI B 4 4 4
pearpHOM  BpemeHu.  PaGora ¢
COOBITHSIMH B PEILHOM BPEMEHH.

5 | AktuBbl.  [IpocMoTp  akTHMBOB . 5 2 2




Coznanue HOBOTO aKTHBA.
PenaktupoBanue axktuBa. YaneHue
aKTHBA.

CoObrtuss  OeszomacHoctu. [louck 110

6 6 4 4
coObITHsIM. Bee 3ampoch!.

v Kontpons coorBerctBusa. llenmum wu 7 4 4
Mepbl. Ctatuctuka. [lanens HaBUTanuu

8 Koppensmus. KoHCTpyKTOp JAHPEKTHB. 8 4 4
NummnenTs!.

9 Ananutuka. Busyanuzatop coObITHIA. 9 4 4
baza akToB.

10 Mounutopuar — goctynHocTu. Kapra. 10 4 4
JloCcTynmHOCTB.
AnvunuctpupoBanue. Ilomp3oBarenm.

11 | KomnonenTsl. XpaHuiuine COOBITHH. 11 4 4
Hactpoiika uCTOUHUKOB
®Dopma ammecmauuu 19-21
Bcero yacoB o guciuimmHe 36 36
BO CEIbLMOM CEMECTpe
Bcero yacoB mo gjucuuIInHe 36 36
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[Ipunoxenue k
pabodeii mporpamme

MUHUCTEPCTBO HAVKM U BBICIIIET'O OBPA3BOBAHM S
POCCHUICKOU ®EJEPALINIU
®EJIEPAJIBHOE I'OCY JAPCTBEHHOE BIOJ)KETHOE OBPA30OBATEJILHOE YUPEXIEHME
BBICIIIEI'O OBPA3OBAHMS

«MOCKOBCKHI TTOJIMTEXHUYECKWII YHUBEPCUTET»
(MOCKOBCKMI1 TOJIATEX)

Hanpagsnenue noarorosku: 10.05.03 «Mudpopmanronnas 6€30mMacHOCTh aBTOMATU3UPOBAHHBIX CUCTEM

OII (mpoduip): «O6ecneuenre nHGHOPMAMOHHON O6€30MaCHOCTH paclpeeeHHbIX HHPOPMAIIMOHHBIX
CUCTEM»

dopma 00ydeHUs: OUHAS

Bun HpO(beCCHOHaHBHOﬁ ACATCIIbBHOCTU: DKCIUTYaTallUOHHAs; IIPOCKTHO-TCXHOJIOTNYCCKAA,
SKCHICPUMCHTAJIbHO-HUCCIICIOBATCIIbCKAA, OPTraHU3allMOHHO-YIIPABJICHYCCKAaA

Kadenpa: «Mudopmanmontas 6€301macHOCTb»
®OH/I OHEHOYHBIX CPEJACTB
Mo AMCIUIIJIMHE

«MoHUTOpPHHT coObITHII U ynpaBieHne nHuuaeHTamu (SIEM)»

Cocrag: 1. [lacnopt (hoHa OLIEHOYHBIX CPEACTB

2. Onucanue OIEHOYHBIX CPEICTB:
DKx3aMeH

CocraBurean: K.T.H., foueHt H.B. ®enopos

Mocksa, 2019 rox
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Tabnuua 1

IMOKA3ATEJb YPOBHA C®OPMHUPOBAHHOCTH KOMIETEHIIUIA

MoHUTOPUHT cOOBLITHI U ynipaBJjieHue nHuaenTamu (SIEM)

®I'OC BO 10.05.03 «MupopmanuoHHasi 6€30MaCHOCTH ABTOMATH3MPOBAHHBIX CHCTEM»

B nportiecce ocBoeHUs JaHHON TUCIUTUIMHBI CTYACHT (POPMHUPYET U IEMOHCTPUPYET CISAYIOIINE
o0menpogeccuoHaJIbHbIE U NPO(ecCHOHATIbHbIE KOMIIETEHIMH !

KOMIIETEHI MU

HNH-
HEKC

OOPMYJINP
OBKA

IlepeyeHb KOMIIOHEHTOB

TexHoJs0r
us
¢opmupos
aHus
KOMIIETEeH

Dopm
a
OLICHO
q-
HOI0

CreneHnu ypoBHeil 0CBOCHUSI KOMIIETEHIM I
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IK-17

BHATh:
. OCHOBHBbIE MTOHSATHSI MOHUTOPUHTA COOBITHIA;
. TPUHIUIIE] paboTsI cHcTeM MOHHUTOPHHTA
MHPOPMAIMOHHON OE30MTaCHOCTH;
CrI0cOGHOCTE . TPUHIUIIE] paboTsl CHCTEM YIIpaBJICHNUS
POBOJUTE ABTOMATH3HPOBAHHBIX CHCTEM M COOBITHSMH B 0€30IIacCHOCTH
MHCTPYMEHTANBHBIH [SIEM;
MOHUTOPHHT yMeTb:
AILHIICHHOCTH . NPUMEHSTh CPEICTBa MOHHMTOPHHTA JUIS OLEHKH
MHPOPMALITH )
B TOMATH3HDOBAHHO BaIIMIIEHHOCTH aBTOMAaTU3HPOBaHHBIX CUCTEM;
i cHCTeME u UCIONB30BaTh  CpeAcTBa  cOopa W aHAIU3a
BLISIBIISITE KkanansAHPOPMaIMOHHON 0€30MacHOCTH;
yTeuku uHpOpMaLH [* (hopmupoBath MpaBHiIa aHanmm3a coOBITHH
BaIIMIIEHHBIX MOHUTOPHHT';
BJIA/1€Th:
. METOJlaMH ~ MOHHMTOPHHTA  BBIABICHHS  YIpo3
nHpOpManMOHHON  0€301mMacHOCTH  aBTOMAaTHU3MPOBAaHHBIX
cHCTEM.

CaMOCTOSATEIbH
ast paborta,
mabopaTopHEIE
BaHATHS

PK3aMCH

ba3oBblii ypoBeHb:

BHATD:
. OCHOBHBbIE MOHSTHSI MOHUTOPHUHTA COOBITHH;

o OPUHLUIBL ~ paboThl  CHCTEM  MOHHMTOPHHTA
MH(POPMALMOHHOM 0€30MIaCHOCTH;

YMeTh:

. NPUMCHATh CPEACTBA MOHHMTOPUHIA [UISl OLCHKH
BAIIMIICHHOCTH aBTOMAaTH3UPOBAHHBIX CHCTEM;

. UCIIONB30BaTh ~ CpPeACTBa  cOopa M aHaNIU3Q
MHPOPMAMOHHON OE€30MaCHOCTH;

BJIA/IeTh:

. METOJJaMd  MOHHUTOPWHIA  BBUSIBICHHS  YIPo3
nHopManMoHHO  0e30MacHOCTH  aBTOMAaTH3UPOBAaHHBIX
CHCTEM.

I[MoBbIIEHHBIH YPOBEHD:

3HATH:

o TPUHIHAIIBL paboTEI CHCTEM yIIpaBJICHUS

ABTOMAaTHU3MPOBAHHBIX CHCTEM U COOBITHAMHU B OE30IIaCHOCTH
SIEM;
YMeTb:
. (dopmupoBathb
BAIMUIIEHHBIX MOHUTOPHHTI A,

rpaBujia aHajau3a COOBITHIA
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BooNoaWONE

11.
12.
13.
14.

15.
16.
17.

18.

19
20
21
22

1.
2.

0.

[Ipunoxenue 2
K paboueli mporpamme

OueHOYHBIE CPEICTBA 1/l IPOMEKYTOUYHOM aTTeCTAUHN
IK3aMeEH.
CnHCcoK BONPOCOB /JIsl IK3aMeHa 10 N CIHUILINHE

OCHOBHbIE MOHATHSI MOHUTOPHHTA COOBITUH.

Mertoapl coopa nHGOpPMAIIH O COOBITHSX.

MeTtoe1 00paboTKH HHPOPMAITHH O COOBITHSX.

CTpyKTypa CUCTEMbI MOHUTOPHHTA.

ATEHTB MOHUTOPHHTA.

CepBep COOBITHIA.

XpaHWIUIIE TaHHBIX.

Koncons ynpasieHus.

3azauy epcoHana CUCTEMbl MOHUTOPUHTA.

Ponu nepconana: cucTeMHbIH aIMUHUCTPATOP, AAMUHUCTPATOP UH(POPMAITMOHHON
6€e3011acCHOCTH, OIIepaTop, aHATUTHUK.

ITonmmTuka MmoruropuHra 3amunieHHocTd TKC

Wnentuduxaryst OCHOBHBIX HCTOYHUKOB COOBITHI 0€30MacCHOCTH

OmnpeneneHne TEXHOIOTUH cOOpa, XpaHEeHUs U 00paOOTKHU TaHHBIX.
dopmupoBaHue TPeOOBAHHUN K ApXUTEKTYpe U (PYHKIMOHAIBHBIM BO3MOXXHOCTSM CHCTEMBI
MOHUTOPHHTa HHPOPMALMOHHON 0€30IacHOCTH.

Br160op 00opynoBaHus U IPOrPaMMHOTO 00ECIICUeHHS.

Kondurypauust 060pyaoBaHus U IPOrPaMMHOTO 00eCIIeUeHHs.

[Topsimox BHeApeHMs, cXxeMa HH(GOPMAIMOHHBIX TOTOKOB, TPEOOBAHUS K BHEIIHEMY
OKPY’KE€HHIO CUCTEMbl MOHUTOPHHTA.

[TunoTtHOE BHEIpEHUE.

. IIpoMbllIIEHHOE BHEIPEHHUE.

. Opranuzaius 00y4eHusl mepcoHaa.

. Texnuueckoe conpoBOXICHHE MPOCKTA. PearnpoBanne Ha MHIUACHTHI.

. Pa3paboTka HOBBIX MMpaBHJI aHAIN3a COOBITHII MOHUTOPHHTA.

[Tpumep Ounera.

Konduryparus o6opyaoBaHus ¥ MPOrpaMMHOTO 00ECTICUEHUSI.
PazpaboTaiiTe HOBOE MpaBmIIO aHAIM3a COOBITUI MOHUTOPUHTA JIJISI 3a/IaHHBIX
COOBITHIA
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