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1. Ilesu ocBOEHUS TMCUMILIUHBI.

K ocCHOBHBIM measiM OCBOEHHUS IUCHHUIUIMHBI «KOMIBIOTEpHAs KPUMHUHAIHMCTHUKAY
CJeayeT OTHECTH:

e o0ecneunTh CTYJCHTOB 0a30BBIMH 3HAHUSMHU IO KOMIBIOTEPHONH KPUMHUHAIMCTUKE W

MIPaBOBBIM obecrneyeHnsIM paccieaoBaHui HHIIUIEHTOB nH(}OpMaAITMOHHOM

0€30I1aCHOCTH;

® 3aJIOKUTh OCHOBBI 3HaHWI 00 aHanM3e JOr-QailyioB, aaropuTMax paccieIOBaHUN
HMHIIUICHTOB

e uH(pOPMAIIMOHHOMN 0e30I1acHOCTH, MIPOBEACHUH KOMITBFOTEPHO-TEXHUYCCKON
OKCIIEPTH3HL;

® JIO3HAKOMHUTHb CTYyACHTOB C OCHOBHBIMHU IIPOTpaMMHBIMH W alllapaTHbBIMH CpCACTBaAMU
IIOMCKa YJIMKOBBIX JaHHBbIX.

K ocHOBHBIM 3a1ayamM OCBOEHMS IUCHUIUIMHBI «KOMIbIOTEpHAs KPUMHUHAITUCTUKA»
CJeIyeT OTHECTH:

e 3HaHUE OCHOB KOMIIBIOTEPHOM KPHMHMHAIHWCTHKHM, IPABOBBIX HOPM paccieOBaHUMI
WHIUACHTOB  MH(OpMAMOHHOW  0€30MacHOCTH,  alNTOPUTMOB  paccielOBaHUI
WHIIUEHTOB WH(OPMAIMOHHOM 0€3011aCHOCTH;

® yMEHHE CaMOCTOSITEJIPHO MPOBOJUTH PACCIICAOBAHMS HHIIUACHTOB HH(POPMAIIMOHHON
0€30MacCHOCTH, MPOBOAUTH KOMIBIOTEPHO-TEXHUUECKYIO IKCIIEPTHU3Y;

® T[pHOOpEeTeHHE OIbITa  IMOHMCKA IU(PPOBBIX CIIEJOB B KOMIIBIOTEPHBIX CHCTEMaXx,
duKcanuu CJIeIOB B KOMIIBIOTEPHBIX CHCTEMaxX B KadeCTBE JIOKA3aTEIbCTB B
FPaKJIAHCKUX UM YrOJIOBHBIX J€JIaX, aHajiiu3a COOpAaHHBIX MAaTepUaioB C LEJbIO
BBISIBICHUS MCTOYHWUKA aTaKd W BOCCTAHOBJIEHHUS PabOTOCIIOCOOHOCTH CHCTEMBI,
JIOKYMEHTUPOBAaHUS IIPOTUBOIIPABHBIX IEUCTBUM 3710YMBIIUICHHUKA.

2. MecTo nucuumiuHel B cTpykrype OOIL

Hucuunnuna  «KoMmbroTepHass — KpUMHHAIMCTHKA) OTHOCUTCS K  YHUCITY
MpoeCCHOHANIBHBIX yYE€OHBIX JUCHUIUIMH JyeKTuBHOM yacth mwmkna (b.1.JIB) ocHoBHOM
obpazoBarensHO# nporpammsi (b.1./1B.5).

W3ydyeHne DUCHMILTUHBI OMHPAETCS HA 3HAHMS, YMEHHUS U HABBIKU, NMPUOOPETEHHBIE B
OpeIIeCTBYIONMX  AuciuminHax:  OpraHM3alliOHHOE W TpaBOBoe  oOecreyeHue
nH(GOpPMaIMOHHON 0e30MacHOCTH, be30macHOCTh ceTell 3JeKTPOHHBIX BRIUMCIUTENBHBIX MAIIHH,
be3omacHOCTh  OMEPAMOHHBIX CUCTEM, 3aluTa KOH(PHIECHIIMANbHOH WHGOpMAUU U
MEPCOHANBHBIX JaHHbIX.

3. IlepeueHb IUIAHUPYEMBIX Pe3yJbTATOB 00YyUY€EHHUsI MO JUCIUIJIMHE (MOIYJIIO),
COOTHECEHHbIE ¢ IVIAHUPYEMBbIMHU pe3y/ibTaTaAMH OCBOCHHSI 00Pa30BaTe/ILHOI MPOrpaMMBbl.

B pesynbraTe OCBOCHHMS AMCUUIUIMHBI (MOmyJisi) y oOydarommxcst (HOpMUPYIOTCS
CJIEYIOLIME KOMIETEHIIUH U JIOJKHBI OBITh TOCTUTHYTHI CIICAYIOLINE PEe3YIbTaThl 00yUeHUs KaK
sTarn (OPMHUPOBAHNUS COOTBETCTBYIONINX KOMITETEHITHHA:



B pe3yabTaTe 0CBOCHUS
Kon o0pa3oBaTeIbHOMH Ilepeyens MIAHUPYEMBIX Pe3yJILTATOB 00y4eHHUs MO

KOMIIeTeHIIUH NMPOrpaMmMbl 00y4arouIuics AUCHHILTAHE

JIOJI2KEH 00,1a3aTh

3HaTh:
®  OCHOBBI KOMIIBIOTEPHOM KPUMHUHAIUCTHUKY,
® IIPaBOBBIC HOPMBI PACCIENOBAHUN WHIUICHTOB
HH(POPMAIIMOHHOW OE30MaCHOCTH;
®  AITOPUTMBI paccieToBaHHuI UHITUICHTOB

HHPOPMAIMOHHON OE30MTaCHOCTH;
Crioco6eH BBIIOTHATD

MOJIHBIN 00BeM padoT,
CBS3aHHBIX C pealn3aluen
YaCTHBIX TTOJUTHK

®  CaMOCTOATENBHO TPOBOAUTH  PACCICIOBAHUS
WHIUIEHTOB HH()OPMAIIOHHOH 0€301acHOCTH;

. ®  [POBOJHTH KOMITBIOTEPHO-TEXHUIECKYIO
UHGOPMAIIMOHHOM
IKCTIEPTHU3Y;
K-19 0€e30IacHOCTH .
- o . KYMEHTUPOBATh ITPOTUBOIPABHEL WCTBUSA
ABTOMATH3UPOBAHHOU AOKyMEHTHPOBA POTHBOIPABHBIC  ICHC
MBIIUIEHHHKA.
CHCTEMBI, OCYIIECTBISTh snoy e a
Baanern:

MOHHUTOPHHT U ayAUT
[ ]
6e30MaACHOCTH METO/laMH  TIOMCKa IHU(POBBIX  CIENOB B

ABTOMATH3UPOBAHHOI KOMITBIOTEPHBIX CUCTEMAX;

CHCTEMBI e MeromaMH (PUKCALMH CIIEOB B KOMIIBIOTEPHBIX
cHUCTeMax B  KayecTBE JIOKA3aTelIbCTB B
TPaKIAQHCKUX U YTOJOBHBIX JENax;

e  HaBBIKAMH AQHATU3UPOBATh coOpaHHbIe
MaTepuanbl C LeNbl0 BBIABICHUS HCTOYHUKA
aTaKd W BOCCTAHOBJICHUS pabOTOCTIOCOOHOCTH
CHCTCMBI.

4. CTpyKTYypa M co/iep:KaHue JMCIHUIIIHHBI.

OOmiass TPyIOEeMKOCTh JWCIUILIMHBI COCTaBIsIeT 4 3a4eTHBIX €JWHUII, T.e. 144
aKaJeMUYeCKNX 4acoB (JlabopaTopHbIE 3aHATHS — 72 4ac, CaMOCTOsTeNbHas paboTta - 72 4acos,
(dbopMa KOHTPOJIS — IK3aMeH) B 6 cemecTpe.

Ctpykrypa u cogepxaHue AUCHUILTUHBI « KoMIbIoTepHas KpUMHUHAIMCTUKA» TI0 CPOKaM
¥ BUaM pabOThI OTPAKCHBI B TIPUIIOKEHUH.

Coaep:xanue pa3ie10B IMCHUUILINHBI
Tema 1. OcHOBBI KOMIILIOTEPHOH KPUMHUHAJIMCTUKH.

BBenenne B KOMIOBIOTEPHYIO KpUMUHATUCTUKY. OCOOEHHOCTH COBPEMEHHBIX MOJXOA0B:
Windows KpUMHMHAIUCTHKA, KPUMHHAJIUCTHKA ONEPATUBHOM MaMATH, KPUMHHAIHCTHKA
MOOUJIBHBIX YCTPONCTB, KPUMHHATUCTHKA CETEBOTO Tpadduka.

. Tema 2. DBosronms neseBbIX aTak Ha 0aHku u online fraud.

XumieHust y IOpUANYECKUX THUI. XulleHus y ¢usuueckux nul. llenenanpaBrneHHbIe

aTaki Ha OaHKM W (UHAHCOBBIC OpraHM3alUU. TEeXHWYECKHE AacCMeKThl aTak: MEeTOJbI

pacrpoCcTpaHeHHs, MOILIEHHHYecTBa ¢ OaHKOBckUMM Kapramu, CHM-kapramu, mnoameHa
IJIaTEKHBIC TOPYYEHUH U T.1I.



Tema 3. ludpoBasi rurnena.

bezonacHocTh anekTpoHHON MouThl. besonacHocTs maposieii. be3onacHOCT MOOMITBHBIX
npwioxeHuid. be3zonmacHocTh KommbIOTEpoB. beszomacHocTs OpaysepoB. beszomacHocTs coir.
Cereli.

Tema 4. PearupoBanne Ha nnunaenTsl Ub. IIpaBoBas 6a3a paccienoBanuii
KHOepnpecTynjieHuni.

[Toctpoenne komaHnbl 1O pearupoBaHuio Ha uMHIMAEHTHI Wb. JlopoxkHas kapra mnpu
pearupoBanuu Ha nHIKAEeHTHI Ub. [IpaBoBas 6a3a pacciieoBanus KubepnpecTymieHui.

Tema 5. Ilonck nuHGoOpMANNH N0 OTKPBLITHIM HCTOYHUKAM.

[Touck ¢ mnoOMOIIBIO TMOPTAJIOB W caToB opranu3anuii. Ilouck ¢ mOMONIBIO
rOCyIapCTBEHHBIX HHPOPMAIIMOHHBIX pecypcoB. [IOMCK ¢ MOMOIIBIO COIMANBHBIX ceTeil. HbIe
HMCTOYHHMKHU WH(OpMAITUH.

5. Ob6pa3oBaTesibHbIE TEXHOJIOTHH.

Metoauka mnpenonaBaHus JAUCUUIUIMHBL  «KOMIBIOTEPHAs KPUMHUHAIUCTUKA» u
peanu3anys KOMIIETEHTHOCTHOTO IOJXOJa B H3JIOKEHMM M BOCIPHATHM Marepuana
npeaycMaTpUBAET HCIIOJIB30BaHUE CIESAYIOMINX aKTUBHBIX U HHTEPAKTUBHBIX (HOPM MPOBEACHUS
IPYNIOBBIX, UHAUBHUIYaJIbHbBIX, ay IUTOPHBIX 3aHATUI B COYETAaHUU C BHEAYAUTOPHON paboTOi ¢
1eNb0 (POPMUPOBAHUS U PA3BUTHS MPO(ECCHOHAIBHBIX HABBIKOB 00YYaOLIHXCS:

- IOATOTOBKA K BBIMIOJIHEHUIO J1a00paTOpHBIX padoT;

VYaensHbI Bec 3aHATUH, MPOBOJUMBIX B MHTEPAKTUBHBIX (hopMax MO IUCIHILIMHE,
cocrasiseT 20 % ayTMTOPHBIX 3aHATHH

6. OneHoYHBIE CPEACTBA /I TEKYLIero KOHTPOJIsl YCIIeBAeMOCTH, IPOMEKYTOYHOM
aTTecTALMH N0 UTOraM OCBOCHHS JMCHHILIMHBI M y4eOHO-MeToAnYecKoe odecrevyeHue
CaMOCTOSITe/ILHOW padoThl CTY/IEHTOB.

B nponecce 00yueHHs NCHIOIB3YIOTCS CIEAYIOLINE OLIEHOUHbIE (POPMBI CAMOCTOSTEILHON
pabOTbl  CTYJIEHTOB, OIICHOYHBIE CpEACTBa TEKYILIEro KOHTPOJS  YCIIEBAEMOCTU H
MIPOMEKYTOUHBIX aTTeCTALlUM:

- DK3aMEH.

O6pa3um TCCTOBBIX 3a,[[aHI/II71, 9K3aMCHAIITMOHHBIX 6I/IJ'ICTOB, NPUBCACHDBI B IPUJIOKCHUU.

6.1. ®oHI OLIEHOYHBIX CPEACTB /sl POBEIEHUS IPOMEKYTOYHOM aTTeCTAlMU
00y4aomMXCcs Mo JUCUMILIHHE (MOXYJII0).

6.1.1. Ilepeuenp kKoMmeTeHIUI ¢ yKa3aHMEM 3TaroB UX (HOPMHUPOBAHMS B MPOILIECCE OCBOCHUS
00pa3oBaTeNbHON POTrPaMMBI.
B pe3ynbraTe 0CBOGHUS NUCHMIIIMHBI (MOYJIs) OPMUPYIOTCS CIeIyIOIMEe KOMIETEHIIUH:

Kon B pe3yabTare ocBOeHHsI 00Pa30BaTEILHON MPOrPaMMBbI 00YIAKIIUIACS T0JKEH
KOMIIETeHIIMH 00J1a1aTh




[1K-19

Crioco0eH BBITTONHSITH MOJIHBIH 00beM paboT, CBSI3aHHBIX C pealin3anel YacTHBIX
MOJIUTHK UH(GOPMAIIMOHHOM 0€30MACHOCTH aBTOMATH3UPOBAHHOMW CUCTEMBI,
OCYIIECTBJIATH MOHUTOPUHI U ayIUT 663OHaCHOCTl/I aBTOMaTHSHpOBaHHOﬁ CHUCTEMBI

B mpouecce ocBoeHuss 0Opa3zoBaTeiabHON HpOrpaMMbl JaHHbIE KOMIETEHIUH, B TOM
YUCJI€ UX OTACIBbHBIC KOMIIOHCHTHI, (i)OpMI/Ip}IIOTCSI IIODTAIIHO B XO0€ OCBOCHUA O6yanOHII/IMI/IC$I
JUCLUUIUIMH (MOJyJel), NpakTUK B COOTBETCTBUM C YYE€OHBIM IUIAHOM M KaJICHIAPHBIM
rpadukom yueGHOro npoiecca.

6.1.2. Onucanue nmokasaresjed 1 KpUTEpUeB OLICHMBAHUA KOMIIETEHIHH, (POPMHUPYEMBbIX 110
HTOraM OCBOCHHS JMCIHMILIMHBI (MOAYJIfA), ONMUCAHME IIKAJ OLCHUBAHMSA

IlokazaTenem OLICHUBAHUWA KOMHCTCHHI/Iﬁ Ha Pa3JIMYHbIX 3TallaX HUX (bOpMHpOBaHI/IH
ABIACTCA NOCTHIKCHHUC 06y‘-IaI-OHII/IMI/IC$I INIAaHUPYEMBIX PE3YJIbTATOB 06yqu1/151 IO JUCHHUIIIINHE

(Momymio):

INK-19Cnoco0eH BbINOJIHATH MOJHbIH 00beM padoT, CBI3aHHBIX ¢ peajin3anneid YacTHBIX
NMOJIUTHK HH(OPMALMOHHOM 0e30I1aACHOCTH ABTOMATH3UPOBAHHOI CHCTEMbI, OCYLIIECTBJISITH
MOHHMTOPHUHT M ayJUT 0€30MaCHOCTH ABTOMATH3UPOBAHHOM CHCTEMbI

Kpurepuu ouenuBanus

Iloka3zarenn
2 3 4 5
3HATH: OO0yuaromuiics OO6y4atomnmuiics OO0yuaromuiics OO0y4aromuiics
*OCHOBBI JEMOHCTPHUPYET JEMOHCTPHUPYET JIEMOHCTPHUPYET JEMOHCTPHUPYET
KOMIBIOTEPHON MOJIHOE  OTCYTCTBUE | HEIOJHOE COOTBETCTBHE | YaCTHYHOE HIOJIHOE COOTBETCTBHE
KPUMUHAJIMCTHKH; WIN HEJOCTaTOYHOE | CIEIYIOUIMX 3HAHMI: COOTBETCTBUE CIICAYIONMX 3HAHHMA:
*IIPaBOBLIC HOPMBI COOTBETCTBHE *OCHOBBI KOMHB}OTCpHOﬁ CIICayromux 3HAHUM: *OCHOBBI
paccienoBaHuit CIIEAYIONINX 3HAHUN: | KPUMHHAINUCTUKHY; *OCHOBBI KOMITBIOTEPHOMU
WHIUACHTOB *OCHOBBI *IIPaBOBBIE HOPMEI KOMIIBIOTEPHON KPUMHUHAJIUCTHKH;
nH(pOpMaIMOHHOMN KOMIBIOTEPHON paccienoBaHuit KPUMHHAJIMCTHKHY; *IIPaBOBbIC HOPMBI
Oe3omacHOCTH; KPUMHHAJIMCTHKHY; WHIIU/ICHTOB *IIpaBOBbIE  HOPMBI | paccieOBaHMiI
*aJITOPUTMBI *IIpaBOBBIC  HOPMBI | MH(GOPMAIIMOHHON paccneoBaHUH VMHINICHTOB
paccienoBaHuit paccneoBaHuH 0e301acHOCTH; WHIUJICHTOB nHpopMannoHHOH
WHIONACHTOB WHIUJICHTOB *aJITOPUTMBI nH(OpPMaIMOHHOH 6e301macHOCTH;
WHPOPMATMOHHOM HHPOPMAITMOHHON paccnenoBaHHH 0e30macHOCTH; *QIITOPUTMBI
Oe3omacHOCTH. Oe3omacHoOCTH; HWHIUJICHTOB *aJITOPUTMBI paccieoBaHuH
*JITOPUTMBI nH(pOpMaIMOHHOM paccieioBaHuH MHIMJICHTOB
paccrienoBaHui 6€30aCHOCTH. HMHIHACHTOB uHpopManoHHOI
HHITUICHTOB Jomyckarotes HH(POPMAITMOHHOK 0e30macHOCTH,
HH(POPMAIIMOHHON 3HAYUTEIIbHBIC OIUOKK, | OC30MacCHOCTH, HO | CBOOOJTHO OMEPHPYET
0e30MacHOCTH.. MPOSIBIISIETCSI JIOITy CKatoTCs NpUOOpPETEHHBIMU
HEJI0CTaTOYHOCTh HE3HAYHUTEIIbHBIE 3HaHHUSAMHU.
3HaHWH, 110 ATy omnoKy,
TOKa3aTenew, HETOYHOCTH,
o0ydJaromuics 3aTpyAHCHUS npH
HCIIBITBIBACT AQHATNTHYECKHX
3HAYHUTEIbHBIC olepanusx.
3aTpYAHCHUS IPH
OIIEpUPOBAHUH

3HAHUSIMU IIPU UX
MEPEHOCE HA HOBBIE
CUTYyal1H.




yMeThb: OO6yuatomuiicst He OOyuaromuiics OO0yuaromuiics OO0yuaromuiics
*CaMOCTOSITEIIBHO yMeeT Win B JIEMOHCTPUPYET JIEMOHCTPUPYET JIEMOHCTPUPYET
MIPOBOUTH HEI0CTaTOYHOM HETIOJIHOE COOTBETCTBHE | YaCTHYHOE MIOJTHOE COOTBETCTBHE
paccienoBaHus CTETICHH YMEET CJICYIOINX YMEHUM: COOTBETCTBHE CJICAYIOIINX YMECHUMH:
WHIOUACHTOB *CaMOCTOSITETIHHO *CaMOCTOSITEIEHO CIIEAYIOIINX YMEHUH: | *CaMOCTOSTEIbHO
UH(OPMALIMOHHON MIPOBOAUTH HPOBOIUTH *CaMOCTOSITETIBHO MPOBOAUTH
6e3omacHOCTH; paccienoBaHus paccienoBaHus MIPOBOAUTH paccienoBaHus
*TIPOBOJUTH UHIOUAECHTOB WHINAECHTOB paccienoBaHus WHIUACHTOB
KOMIIBIOTEPHO- nH(pOpPMaIMOHHON uH(popMaLMOHHOI UHIUICHTOB uH(popMaMOHHOI
TEXHHUYECKYIO 0e3omacHOCTH; 0€301acHOCTH; nH(OpPMaIMOHHON 0€301acHOCTH;
9KCTIEPTHU3Y; *IIPOBOJIUTH *IIPOBOJIUTH Oe3omacHOCTH; *IIPOBOJIUTH
*IOKYMEHTHPOBATh KOMITBIOTEPHO- KOMITBIOTEPHO- *TIPOBOJHTH KOMITBIOTEPHO-
MIPOTHUBOIIPaBHbIE TEXHHUYECKYIO TEXHHUYECKYIO KOMITBIOTEPHO- TEXHHUYECKYIO
JIeUCTBHA 9KCTIEPTHU3Y; 9KCIEPTHU3Y; TEXHHUYECKYIO 9KCIEPTHU3Y;
37I0yMBIIIJICHHHUKA. *IOKYMEHTHPOBATh *IOKyMEHTHPOBATh 9KCTIEPTHU3Y; *IOKyMEHTHPOBATh
MIPOTHBOIIPAaBHBIE MIPOTHBOIIPABHBIE *IOKYMEHTHPOBATh MIPOTHBOIIPABHBIE
IEeUCTBUA JIEUCTBHUS [IPOTHUBOIIPABHBIE IEUCTBHUS
37I0yMBIIIJICHHHUKA. 3710yMBIIICHHHUKA. JeUCTBHA 37I0yMBIIICHHUKA.
Jormyckarorest 3TIOYMBIIIJICHHUKA. CBob6oaHO omepupyeT
3HAYUTEbHBIC OMIMOKH, | YMEHHS OCBOCHBI, HO | MPHOOPETEHHBIMU
IIPOABIACTCA JOITyCKaroTCA YMCHUAMU,
HCIOCTAaTOYHOCTH HE3HAUYUTCIIbHBIC IMPUMCEHACT UX B
YMEHHH. omnoKy, CUTYyaIusIX
HETOYHOCTH. TIOBBILIEHHOM
CJIO’KHOCTH.
BJIAJETh: OObyuaromuiics He OO6yuatomntmiics Bageer | OOywaromuiics OO0yuaromuiics B
*METOZaMHU  IIOHMCKa | BIIaJIeeT MIH B *METOaMH [TOUCKA YaCTHYHO BJIaJeeT MIOJIHOM 00beMe
IU(POBBIX CIEAOB B | HEJOCTATOYHOU U (POBBIX CIIENOB B *METOJIaMH TTOHCKA BJIaJiceT
KOMIIBIOTEPHBIX CTCIICHU BJIaACCT KOMIIBIOTEPHBIX L[I/I(prBI)IX CJICI0B B *MCTOJJaMH ITIOMCKa
cucTeMax; *METOJIaMH ITOHCKA cHCTeMax; KOMITBIOTEPHBIX U (POBBIX CIIENOB B
*MeTOAaMH (HKCAIMU | HU(PPOBHIX CICIOB B | *MeToJaMu (puKcanuu cucTeMax; KOMITBIOTEPHBIX
CIIeIOB KOMITBIOTEPHBIX CJIC/IOB B *METOIaMHU CHCTEMax;
KOMITBIOTEPHBIX cucTeMax; KOMITBIOTEPHBIX (uKcaIy crienoB B *MeTOaMH (PUKCALIH
CHCTEeMaxX B KadecTBE | *METOMaMH CHCTeMax B KauecTBe KOMITBIOTEPHBIX CJIC/IOB B
JIOKa3aTeIbCTB (uKcaly cienos B JIOKa3aTEIbCTB B CHCTEMaXx B KaUeCTBE | KOMIBIOTEPHBIX
TpaXJaHCKUX KOMITBIOTEPHBIX TPaXIAHCKUX U JIOKa3aTeIIbCTB B CHCTEMaX B KaueCTBE
YTOJIOBHBIX JETaX; CHCTEMax B KQUeCTBE | YTOJIOBHBIX J€TIax; TPaKAAHCKHUX U JIOKa3aTEIbCTB B
*HAaBbIKAMU J0OKa3aTcJIbCTB B *HaBbIKaMH YTOJIOBHBIX JI€JIaX; rpaXJaHCKHUX U
AHAJIM3UPOBATH TpaXJIaHCKUX U AHAJIU3UPOBATH *HAaBbIKAMU YTOJIOBHBIX JI€J1aX;
coOpaHHbIe YTOJIOBHBIX JIEJIax; coOpaHHbIE MaTepHabl C | aHAIU3UPOBATH *HaBBIKAMHU
MaTepualbl C IENbI0 | *HaBBIKAMH EIIbIO BBISIBIICHUS coOpaHHbIe aHaJIM3MPOBATh
BBISIBJICHUS aHaJIM3MPOBaTh WCTOYHHKA aTaku U MaTepHalibl C LeNbl0 | cCOOpaHHbIe
UCTOYHHMKA aTaku WU | coOpaHHbIC BOCCTAaHOBJICHUS BBISIBJICHUS MaTepuabl C UENbI0
BOCCTaHOBJICHUS MaTepHallbl C eNblo | paboTocrnocoOHOCTH WCTOYHHKA aTaKU U BBISIBJICHUS
paboTocnocobHOCTH BBISIBIICHUS CHCTEMBI, HO BOCCTaHOBJICHUS WCTOYHHKA aTaku U
CHCTEMBI. WCTOYHHKA aTaKU U JIOIYCKaIoTCs paboTOCIIOCOOHOCTH | BOCCTAHOBJICHUS
BOCCTAHOBIICHUS 3HAYNTEIIbHBIC OMNOKH, | CHCTEMBI, HABBIKH paboTococoOHOCTH
paboTOCTIOCOOHOCTH | TIPOSBISIETCS OCBOEHBI, HO CHCTEMBI, CBOOOTHO
CHCTEMBI. HEI0CTaTOYHOCTh JIOITy CKaloTCA MPUMEHSET
BJIAACHUSA HE3HAUYUTCIIbHBIC IMMOJIYYCHHBIC HABBIKHU
OIINOKH, B CUTYaLUAX
HETOYHOCTH, MOBBILIEHHOM
3aTpy/THEHUS. CJIO’)KHOCTH.

[Ixans! OLIEHUBAaHUS PE3YJIbTATOB IPOMEKYTOUHOM aTTECTALUU U UX OIIMCAHUE

(DOpMﬂ npome.)fcymounoﬁ ammecmauuu.: IK3amMeN.




[IpomexxyTounast arrectanus oOydarommxcsst B (opMe -5K3aMeHa IPOBOAUTCS TIO
pe3yJbTaTaM BBIIOJHEHUS BCEX BHUJOB yuyeOHOM paOoThl, MPEeIyCMOTPEHHBIX YUEOHBIM ILIAHOM
[0 JAHHOM JUCLUIUIMHE (MOAYJIO), IPU 3TOM YUUTBHIBAKOTCS PE3YJIbTAThl TEKYIIErO0 KOHTPOJISA
ycrneBaeMocTd B TeueHHe ceMecTpa. OIlleHKa CTENeHHW JOCTHKEHHsI O00ydaroluMHcs
IUTAHUPYEMBIX Pe3yJIbTaTOB O0YUYECHHUS MO TUCIMITIMHE (MOJYJIIO0) IPOBOAUTCS MpenojaBaTeseM,
BEAYIIMM 3aHATHS 10 JUCUUIUIMHE (MOIYJIK0) METOJOM OJKCHepTHOW oueHku. Ilo uroram
IIPOMEXYTOUYHOM aTTecTalluy 10 AMCLUUIUIMHE (MOIYJII0) BBICTABISAETCS OLIEHKA «OTIMYHOM,
«XOPOILOY», «YJOBIECTBOPUTEIBHO» WIIN «HEYIOBICTBOPUTEIBHON.

Ml kana oneHNBaHUA Onucanue

BeimonHeHs! Bce BUBI yUeOHOH pabOTHI, MPEIyCMOTPEHHBIE YYEOHBIM TIIAHOM.
CTyneHT  J€eMOHCTpUpPYEeT  COOTBETCTBUE  3HAHUH, yMEHMH, HAaBBIKOB
NPUBEICHHBIM B Ta0nWIax I[OKaszaTeleH, OIephupyeT NPHOOPETCHHBIMHU
OTtnraHO 3HAHMUSAMH, YMEHHSMH, HaBBIKAMH, MPUMEHSET MX B CHUTYalMsAX MOBBIIICHHOMH
cioxkHocTd. Ilpn 3TOM MOryT OBITH MAOMYNICHB HE3HAYNUTEIbHBIE OIINOKH,
HETOYHOCTH, 3aTPYAHEHMS MPU aHATUTHYECKUX ONEPALsIX, IEPEeHOCEe 3HAHUN U
YMEHHUH Ha HOBBIE, HECTAHJAPTHBIE CUTYAIHH.

BeimonHeHs! Bce BUABI y4eOHON paboThI, MPELyCMOTPEHHBIE YUEOHBIM IITIAHOM.
CTyIeHT AeMOHCTPUPYET HETIOIHOE, IIPABIIIBHOE COOTBETCTBHE 3HAHUH, YMEHUMH,
HABBIKOB IPHUBEICHHBIM B TaONMHUIaX IOKa3aTelei, MO0 ecd MPH 3TOM OBLIH
JIOTYIIEHBI 2-3 HECYIIECTBCHHBIC OITUOKH.

Xopoo

BrimonneHs! Bce BUbI yqe6Hoﬁ pa6OTI>I, npeayCMOTPCHHBIC y‘le6HBIM IIJIaHOM.
CTy,HeHT JACMOHCTPUPYECT COOTBECTCTBUE 3HaHPII>i, B KOTOPOM OCBCII€HAa OCHOBHAas,
HanboJiee BaskHAs 4acTh MaTtepurajia, HO IIpHU 3TOM JONYIICHA OJHA 3HAYUTCIbHAA
OIIMOKA UJIH HETOYHOCTb.

y[lOBJ'IeTBOpI/ITeJ'H)HO

He BbImomuen oawH wiau Oojee BHAOB y4eOHOH pabOTHI, HPEILyCMOTPEHHBIX
yueOHbIM M1aHOM. CTYZEHT AEMOHCTPHPYET HEIMOJIHOE COOTBETCTBHE 3HAHUM,
YMCHUH, HaBBIKOB TPHBEACHHBIM B Ta0MUImax MOKa3zaTeleH, JOIMyCKaroTCs
3HAYNTEIbHBIC OIINOKH, MPOSBIISICTCSA OTCYTCTBHE 3HAHUI, YMEHNH, HABBIKOB IO
psAay ToKas3aTened, CTYACHT HCHBITHIBACT 3HAYUTEIbHBIC 3aTPyIHEHUS IIPH
OTIEPHPOBAHNY 3HAHUSAMH M YMEHUSIMH IIPU UX IIepEeHOCE HAa HOBBIE CUTYAIIHH.

HeynosnerBoputenbHo

DoHAbI OLIEHOYHBIX CPEACTBIPECTABJIEHbI B IPUJIOKEHNH K padoueii mporpamMmme.

7. YueOHO-MeTOoAuYecKoe U MH(OPMAIITHOHHOE o0ecneyeHue QUCIUTIIUHbI.
a) OCHOBHasl JINTepaTypa:

1. ®enoroB Huxomnait Hukonaepua. @opeH3uKa - KOMIBIOTEPHAs] KpUMUHATUCTHKA [ TeKCT]
/ Huxomnait HukomaeBua @enotoB. - 2-e u3a. - Mocksa : OneBook.ru, 2012. - 418, [1] c. :
ui., Taoi.; 25 cm.; ISBN 978-5-905948-22-0

0) MOMOJIHUTEIbHAS JINTepaTypa:

2. Michael K Robinson. Digital Forensics Workbook: Hands-on Activities in Digital
Forensics

3. John Sammons. The Basics of Digital Forensics: The Primer for Getting Started in
Digital Forensics

4. Cory Altheide, Harlan Carvey. Digital Forensics with Open Source Tools.

5. Marc Goodman. Future Crimes: Inside the Digital Underground and the Battle for our
Connected World

6. Brian Krebs. Spam Nation: The Inside Story of Organized Cybercrime — from Global
Epidemic to Your Front Door



7. Kevin Mitnick. Ghost in the Wires: My Adventures as the World’s Most Wanted Hacker

C. Warren Axelrod. Enterprise Information Security and Privacy

9. Gerardus Blokdyk. Enterprise Information Security Architecture: The Ultimate Step-By-
Step Guide Group-IB. Cobalt: logical attacks on ATMs

10. Mikko Niemala. Anatomy of a cyberattack

11. bauuno W. UadpopmanmoHHOEe IpaBo

12. Sudhansu Chauhan. Hacking Web Intelligence: Open Source Intelligence and Web
Reconnaissance Concepts and Techniques.

13. Michael Bazzel. Open Source Intelligence Techniques: Resources for Searching and
Analyzing Online Information

14. Peter Kim. The Hacker Playbook: Practical Guide To Penetration Testing

15. Chris Sanders. Applied Network Security Monitoring: Collection, Detection, and
Analysis

16. Michael Collins. Network Security Through Data Analysis: Building Situational
Awareness

©

8. MarepuajbHO-TeXHHYeCKoOe o0ecrneyeHue THCUUIIIHHBI.
Jnst mpoBeneHusi BCeX BUJOB 3aHATHI HEOOXOIMMO MPE3EHTAMOHHOE O0O0pYJ0BaHHE
(MyIbTUMEIUNHBINA IPOEKTOP, IKpPaH) — 1 KOMILUIEKT.

Jns npoBeaenust 1a00paTOPHBIX 3aHATUN HEOOXOJUMO HAIMYUE KOMIIBIOTEPHBIX KJIACCOB
000pYy/TOBaHHBIX COBPEMEHHON BBIYMCIUTEIHLHON TEXHUKON M3 pacueTa oJHO pabouee MecTo Ha
OJIHOTO 00y4YaeMoro.

9. MeTtoanyeckue peKOMEeHAAUMHM /ISl CAMOCTONATEIbHOM PadoThl CTY/IEeHTOB

N3yueHne MOHMCUMIUIMHBI OCYIIECTBIISIETCS. B CTPOrOM COOTBETCTBUU C LEJIEBOM
YCTAaHOBKOW B TECHOW B3aMMOCBS3M Y4eOHBIM IiaHOM. OCHOBOW TEOPETHYECKOW MOATOTOBKHU
CTYJICHTOB SBJISIFOTCS JIEKIIUH.

B npouecce camocToATenbHOM pabOThl CTYAEHTHI 3aKPEIUISIIOT U YIIyOJIsIOT 3HAHUS,
MIOJIyYEHHBIE BO BPEMS ayIUTOPHBIX 3aHATHN, TOTOBATCA K SK3aMEHY, a TAKKE CaMOCTOSITEIIbHO
U3y4aloT OT/eIbHbIE TeMbl y4eOHOM MPOTrpaMMBl.

10. MeToauueckue peKOMEHIAINH JJIS MPenogaBaTeis

[Iporpamma cocraBieHa B COOTBETCTBUM ¢ DenepanbHBIM  TOCYAapCTBEHHBIM
00pa3oBaTeNIbHBIM CTaHJIAPTOM BBICIIEro 00pa3oBaHus Mo HampasieHuto noarorosku 10.05.03

«HpopmannoHHas 6e30MACHOCTH ABTOMATH3UPOBAHHBIX CHCTEM).

IIporpammy cocTaBmJI: K.T.H., JOLEHT H.B. ®enopos

IIporpamma yTBep:kaeHa Ha 3aceqanuu kagenps! “Undopmanuonnas
O0esonacHocTh” «28» mas 2020 r., mpotokon Ne 1

3aBeayroumii kadeapoit
«MHdopmarrionHas 6€30MacHOCTb»

K.T.H., JIOIICHT H.B. ®enopos



[Ipunoxenue.

CTpyKTypa H cojep:kaHue TUCHHILTHHBI « KOMIbIOTEepHASI KPUMHHAJIHCTHKA
10 HATIPABJIEHUIO TMOATOTOBKH
10.05.03 «MupopmanmoHHasi 6€30MACHOCTL ABTOMATH3HPOBAHHBIX CHCTEM»

(cmenmasmcr)
Buasbl yueOHoit padorsl, Dopm
2 = S | BKIIOYAA CAMOCTOATEILHYIO Buasbl camocTosiTeIbHON PaGoThI bl
Pazgen § §z § padoTy CTyJEeHTOB, CTY/IEHTOB arrect
/n S é § U TPYA0EMKOCTh B Yacax anuu
J | II/C | JIao | CPC | KCP | K.P. | K.II. | I3 | Pedepar | K/ip | D | 3
6 cemecTp
1 Tema 1. OCHOBBI KOMIIBIOTEPHOU 1-2 8 8
KPUMUHAIUCTUKH.
o | Tema 2. 913.0mou1/m LIEJIEBBIX aTaKk Ha 3-4 8 8
0anku u online fraud.
3 | Tema 3. lludposas rurueHa. 5-8 16 16
Tema 4. PearnpoBanue Ha UHITUIACHTHI 6
4 | UB. TlpaBoBas 0asa pacciemnoBaHUl 6 9-13 20 20
KHOEPIPECTYIIIICHHA.
5 Tema 5. Tlouck wuHboOpmamuu 1O 14-18 20 20
OTKPBITHIM UCTOYHHKAM.
Dopma ammecmayuu 19-21 , c)
Bcero yacoB o nucruruinHe 79 79
BO IIIECTOM CEMECTpe
Bcero 4acoB mo THCIHHUTLINHE 72 72




[Ipunoxxenue
paboueii mporpamme
MMHUCTEPCTBO HAYKU U BBICIIEI'O OBPA30BAHU S
POCCUMCKOU ®EJIEPALIUN
®EJIEPAJIBHOE I'OCYJIAPCTBEHHOE BIOJ)KETHOE OBPA30BATEJIbHOE
YYPEXX/IEHME BBICILIET'O OFPA3OBAHU S
«MOCKOBCKHUM MOJJUTEXHUYECKA YHUBEPCUTET»

(MOCKOBCKHWH IMOJIUTEX)

Hanpasnenue noarorosku: 10.05.03 «MubopmannonHast 6€30macHOCT aBTOMATU3UPOBAHHBIX
cuctem» OII (mpoduns): «Obecnieuenre MHPOPMAITMOHHON O€30TTACHOCTH PACIIPEACIICHHBIX
MH(OPMALIMOHHBIX CHCTEM)
®dopma 00yueHus: ouHas

Bung HpO(I)eCCHOHaHLHOﬁ ACATCIBHOCTH: OKCIUTYaTallMOHHAsA; IPOCKTHO-TCXHOJIOTUYCCKAA,
SKCIICPUMCHTAJIBHO-HUCCIICA0BATCIIbCKAA,; OPIraHU3allMOHHO-YIIPABJICHYCCKAaA

Kadenpa: «MudopmannonHas 6e30macHOCTbY
®OHJ OHEHOYHBIX CPEACTB
MO IMCHUIIJINHE

«KoMnbroTepHasi KpUMMHAJTHCTUKA»

Cocrag: 1. [1acriopt poHIa OTICHOYHBIX CPEACTB

2. OnucaHue OLIEHOYHBIX CPE/ICTB:
DK3aMeH

CocraBurean: gou. ®egopos H.B.

Mockaa, 2020 rox
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Ta6muna 1

MOKA3ATEJb YPOBHS COOPMUPOBAHHOCTH KOMIETEHIIUM

KOMHL]OTepHaﬂ KPpUMHHAJIUCTUKA

®I'OC BO 10.05.03 «MudopmannonHas 6e3011aCHOCTh ABTOMATH3MPOBAHHBIX CHCTEM)

B nporiecce ocBoeHuUsT JAHHON TUCHIUTUIMHBI CTYJICHT (POPMHUPYET U JEMOHCTPHUPYET CIICIYIOIIHE
o0menpodeccuoHaAIbHbIE H MPO(ecCHOHATbHbIE KOMIIETEHIIUN:

KOMIIETEHIIMH

HNH-
JEKC

OOPMYJINP
OBKA

Hepeqeﬂb KOMIIOHCHTOB

TexHos0or
usi
¢popmupos
aHus
KOMIIeTeH

Dopm
a
OLIEHO
q-
HOI'0

Crenenu ypoBHeil 0CBOEHUSI KOMIIETEHIH
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IK-19

Criocoben
BBIIOJIHATE ITOJIHBIN
o0Bem pador,
CBA3AHHBIX C
peanuzaruei
YACTHBIX MOJIMTHUK
nH(pOpMaIMOHHOH
0e30MacHOCTH
aBTOMAaTH3UPOBAHHO
W CHCTEMBI,
OCYIIECTBIIATH
MOHUTOPHHT U ayJUT
0€30MMacHOCTH
aBTOMATHU3UPOBAHHO
W CUCTEMBI

3HaTh:
. OCHOBBI KOMITBIOTEPHOW KPUMHHAIACTHKH;
. MIPaBOBBIC HOPMEI paccieIOBaHUH HHIIHACHTOB
HHPOPMAIIMOHHON Oe30MIaCHOCTH;
. QITOPUTMBI PAaCcCIIeJOBAaHNI HHINICHTOB
HH(POPMAIIMOHHON OE30MaCHOCTH;
YMmers:
. CaMOCTOSITENILHO MPOBOJUTH PACCIICAOBAHUS
HHIMICHTOB HH()OPMAI[HOHHOMN 0€301MacHOCTH;
MIPOBOAUTH KOMITBIOTEPHO-TEXHUYECKYO IKCIIEPTH3Y;
. JIOKYMEHTHPOBATh IPOTHBOIIPABHBIE JCHCTBUS
3TOYMBIIIJICHHUKA.
Bnanets:
. METO/IaMH IOMCKa II(POBBIX CIICAOB B
KOMITBIOTEPHBIX CHCTEMAX;

. MeTo/laMH (PHKCAIMH CIIEIOB B KOMIIBIOTEPHBIX
CHCTEMax B KaUeCTBE JI0Ka3aTeNbCTB B IPAXKIAHCKUX H
YT'OJIOBHBIX JI€JIax;

HaBBIKAMHU aHAJIM3HPOBATH COOpAaHHBIE MaTEPHAIIBI C
LEJTBIO BBISIBIICHHS HCTOYHHUKA aTaKH U BOCCTAHOBICHUS
paboTOCTIOCOOHOCTH CUCTEMBI.

CaMOCTOSITENIbH
ast pabora,
nabopaTopHbIe
3aHATHUS

OK3aMCH

basoBslii ypoBeHb:

3HaTh:
. OCHOBBI KOMIIBIOTEPHON KPUMHHAIUCTHUKY;

. MIPaBOBBIE HOPMBI pacciieIOBaHUN MHIUACHTOB

“H(POPMAIIMOHHOI 0€30MMacHOCTH;

. ITOPUTMBI PacciieI0OBaHNH HHITHICHTOB
nH(POPMAIIMOHHOM 0€30MMacHOCTH;
YMeTs:

. MIPOBO/INTH KOMITBIOTEPHO-TEXHHYECKYTO
IKCIEPTHU3Y;

® JOKYMECHTUPOBATH MMPOTUBOIPABHBIC )IeﬁCTBI/Iﬂ

3JI0yMBIIJIEHHUKA.
Bnanets:
. METOJaMH TIOMCKa MU(POBEIX CIIEAOB B
KOMIBIOTEPHBIX CUCTEMAX;
MeToaMu (PUKCAIMH CIICA0B B KOMITBIOTEPHBIX
CHUCTEMAaX B KaUueCTBE J0KA3aTeJbCTB B IPAXKIAHCKUX U
YTOJIOBHBIX JI€JIax;

[ToBbIIIEHHBIN YPOBEHB:
YMmeTsn:
®  CaMOCTOSTENBHO IPOBOJIUTH PacciIeJOBaHUS
MHIUJIEHTOB HH(OPMAIIMOHHOM 0€3011acHOCTH;

Bnaners:
®  HaBBIKAMH aHAIM3HPOBATH COOPAHHEIC MATCPHAIIBI C
LIEJILIO BEISIBJICHUS HCTOYHUKA aTaKu U
BOCCTaHOBJICHHS Pa0OTOCITIOCOOHOCTH CHCTEMEI.

20




BOooo~NoORWDNE

15.
16.
17.
18.
19.
20.
21.
22.
23.

=

[Ipunoxenue 2
K paboueii mporpamme

OueHOYHBIE CPEICTBA /JIl IPOMEKYTOYHOM aTTeCTAMH
IK3aMeH.
CnHCoK BONPOCOB /JIsl IK3aMeHAa 10 ANCIHUILINHE

OcHoBHbIE HaNpaBICHU 1EATEIbLHOCTH IPYNIUPOBKHU Lazarus
OcHOBHBIE HAMPaBICHUS IEATEIHLHOCTH TPYNIUPOBKH Silence
OcHOBHBIE HaNpaBJICHUS AesATeNbHOCTU TpynnupoBku Cobalt
0\OCHOBHbIC HANPABJICHHUS JACATEIBHOCTU TPYIITUPOBKH Moneytaker
Darkshops, Malware, Botnets

OtrmbiBanue aexer, Crnam, @ummunr, Cybercrime to Cybercrime
Threat Intelligence. CymiectBytorue miarhopmabl.

STIX, TAXII Protocols

Honeypots. 3auem Hy»HBI U KaK UCITOJIb30BaTh

. CTparernueckas kubeppasBeaka
. OnepanronHas KuoeppasBeKa

. TakTnueckas kubeppasBenka
.OSINT

. Tor. Kak paboTtaer

ITomxons! k neanorummsanmu TOR

UYro Takoe «OJIOKUEHH» U «KPUIITOBATIOTHD)?

OcHoBHbIE KHOEPYTPO3BbI ) yUaCTHUKOB Kpuntounayctpuu. [CO

OcHoBHBIE KHOEPYTPO3BI AJIS1 YHACTHUKOB KPUITOUHTyCTpHH. CMapT-KOHTPAKTHI
OcHoBHbIE KHOEPYTPO3BbI I YUaCTHUKOB KpUNTOUHAYCTpuH. KpuntoOup:xu
OcHOBHBIE KHOEPYTPO3BI ISl YHACTHUKOB KpUNTOMHAYCTpUH. KpuntodoHabt
OcHoBHbIE KHOEPYTPO3BI I YIaCTHUKOB KPUNTOUHAYCTpUH. MaitHepbl
KpymHsble u ycnenHsie kubepataky Ha MPOEKThl OJIOKUEHH UHIAYCTPUHU

3amuTa MHTEJUIEKTYalbHOW COOCTBEHHOCTH B UHTEPHETE

[Ipumep Ounera.

Crparerndeckas kubeppas3Beika
OcHOBHBIE KHOEPYTPO3BI AJIS1 YHACTHUKOB KPUITOUHTyCTpHH. CMapT-KOHTPAKTHI

21



22





