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1. llesan ocBOeHUST TUCIUTILIMHBI

K oCHOBHBIM 1eJIIM OCBOCHUS TUCIUILUIMHBI OTHOCUTCS:

o O3HAKOMJICHUE CTYJICHTOB C BO3MOXXHOCTSAMH U OOJIACTAMH NMPUMEHEHUS
CETEBbIX TECXHOJIOTHM;

o O3HAKOMJICHUE CTYIAEHTOB C NPUHUWIIAMU OPTraHU3alMHU JOKAJIbHBIX,
KOPHOPATUBHBIX U PETMOHAIBHBIX (IJI00AIBHBIX) CETEN;

o O3HAKOMJICHME CTYJEHTOB C OCHOBHBIMH CETEBBIMH CIYyKOamu,
MOZEJISIMU ONTMCAHMS CETEBBIX B3aUMOJECHCTBHIA;

o O3HAaKOMJICHME  CTYJAEHTOB C  NPOTOKOJAMH  KOMMYTalUH H
MapuIpyTu3anuu UHGOPMAIMA B BBIYUCIUTENIBHBIX CETSIX, OCHOBAMU OpraHU3alNU
MeEKCETEBBIX B3aUMOJICHCTBUM,

o 3aKpEIJICHUE MOJTYyYaeMbIX B CEMECTPE 3HAHUI U HABBIKOB Ha IIPAKTHKE;

° dbopMupoBaHUE B3aUMOCBS3EH, MOJy4aeMbIX B CEMECTpPE 3HAHUM H
HABBIKOB C U3YUYEHHBIMH PAHEE U U3yYaeMbIX MApAJJIEIbHO C JAHHON AUCIUILIIUHOMN;

o MOArOTOBKA  CTYJIEHTOB K  JICSITEIBHOCTM B  COOTBETCTBUHU C
KBaTM(UKAIIMOHHON XapaKTepUCTUKON OakaaBpa.

K ocHOBHBIM 3a1a4aM JUCHUIUIUHBI OTHOCSITCA:

o MOJyYEHHE 3HAHUH W MPAKTUYECKUX HABBIKOB, IO3BOJISIOIIUX
MPOEKTUPOBATH HOBBIE KOMITBIOTEPHBIE CETH;

o OBJAJICHHE HABbIKAMM TIPOBEJICHUS aHAIM3a W  ONTUMH3ALUU
CYLIECTBYIOIINX KOMITBIOTEPHBIX CETEN

o U3YUYEHHE U OCBOCHHME TEOPETUYECKOr0 MaTepuaina, Kak B IMpolecce
KOHTAKTHOM, TaK U B XOJI€ CAMOCTOSITEILHON paboThI;

o BBITIOJIHEHUE NPENOCTABICHHBIX MPAKTUYECKUX 3aJaHUNA Pa3IMYHBIX
dbopM, Kak B IIpoIIecCce KOHTAKTHOM, TaK U B XOJ€ CAMOCTOSITEILHOM PaOOTHI;

o caMocTosiTeNIbHAsE  paboTa HaJ  TEMAaTUKOW  JUCHUIUIMHBL IS
bopMHpOBaHUA KOMIETEHIMHA OCHOBHOM MPOQPECCHOHATIBHON 00pa3oBaTebHON

nporpammsl (ganee, OITOIT).



2. MecTto nucuuiuiuabl B ctpykrype OITOIT

Jucnummaa « CeTH U TeJICKOMMYHHMKAIMI K YUCITY YICOHBIX JTUCIUIUINH
o0s13atenbHOM yacTu « OCHOBBI HH(POPMAITMOHHBIX TEXHOJIOTHI» OCHOBHOU
00pa3zoBaTeabHON MPOrpaMMBI.

JlucuunimHaa B3auMOCBsI3aHa JJOTUYECKH U COAEPKATETbHO-METOJUYECKH CO
CIEQYIOIMUMHU TuciuIiuinHaMu 1 npaktukamu OITOIT:

e (OCHOBBI I/IH(l)OpMaL[I/IOHHO-KOMMYHI/IKaHI/IOHHBIX TEXHOJIOTHH.

3. IlepeyeHb MIIAHNPYEMBbIX Pe3yJIbTATOB 00y4eHHS M0 JUCHUILUIUHE,
COOTHECEHHbIE C IJIAHNPYEMbIMH Pe3yJbTaTaMH OCBOeHHS 00pa3oBaTeIbHOM

NpOrpamMmbl

B pesynbraTe OCBOEHUS AMCHMIUIMHBI Yy oOydarommxcs (GopMupyroTcs
CJIEyIOIINe KOMIIETEHIIMH U JOJDKHBI OBITh JOCTUTHYTHI CIIEAYIOIIUME PE3yJbTaThl

00yueHust Kak 3Tan GOPMUPOBAHUS COOTBETCTBYIOIINUX KOMITETEHITUH.

Kon HaumeHnoBanmue HNuaukaTopsbl INIAHUPYEMbIX
KOMIIETCHLIMH KOMIIETCeHLIUH pe3yJabTAaTOB 00y4YeHHs 10 AMCUHUILIMHE
OIIK-5 Crnocoben OIIK-5.1. 3naTs:

HHCTAJUINPOBATD OCHOBBI CUCTEMHOTO
HpOrpaMMHOE 1 aIMUHHCTPUPOBAHHUS.
arrnapaTHoe

OIIK-5.2. YMmeTh:
BBITIOJTHATH MOKIIOUCHUE, YCTAHOBKY U

oOecrieueHne I

WH(OPMAITMOHHBIX
ABTOMATH3MPOBAHHBIX | TPOBEPKY allapaTHBIX, POrPaAMMHO-

CHCTEM armapaTHbIX U TPOTPAMMHBIX CPEJICTB.
OIIK-7 Crnoco0en OIIK-7.1. 3uaThb:

y4acTBOBAaTh B METO/Ibl HACTPOMKH, HATAAKH

HACTPOMKE U HAJIAJIKE

MIPOrpaMMHO-ANIaPATHBIX KOMILIEKCOB.

el g OIIK-7.2. YMeTh:
anmapaTHBIX y
KOMILIEKCOB MIPOU3BOJIUTh HACTPOUKY, HATAJIKY U

TECTHPOBaHHUE MPOTPAMMHO-ANTaPaTHBIX
KOMILIEKCOB.

OIIK-7.3. Biagets:

croco0aMu MPOBEPKHU
paboTOCIIOCOOHOCTH MPOTPAMMHO-
anmapaTHBIX KOMILIEKCOB.




B nporecce ocBoeHust 00pa3zoBaTebHON NPOrpaMMbl JaHHBIE KOMIIETEHIIUH, B
TOM YMCJI€ UX OTJEJbHbIE KOMIOHEHTHI, (POPMUPYIOTCS MOITAIHO B XOJI€ OCBOEHUS
00y4JaromuMHUCs JUCHUIUIMH (MOIyJel), MPakTUK B COOTBETCTBHH C Y4YEOHBIM

IUTAHOM U KaJIGHJapHBIM rpaukoM y4eOHOTO mpoliecca.

4. CTpyKTYypa U COAepKAHUE TUCHUIIHMHBI

OO6mrast TpyIOEMKOCTh JHUCIHILIMHBI COCTaBISAET 4 3a4eTHBIX CIUHHUIIBI, T.C.
144 akapemudecKkux 4acoB (M3 HUX /2 4aca — caMOCTOsATeIbHas paboTa CTyICHTOB).

Paznmensl AMCHMILIMHBI M3ydYalOTCsS Ha TIEPBOM Kypce BO BTOPOM CEMECTpeE,
dbopmMa MPOMEKYTOUHON aTTECTAITUH - SK3aMCH.

ConepskaHue M TeMbl JIa00OPATOPHBIX PadoT

JIP-1 Hasuranusi no onepaunonnoi cucreme 1OS usydenue peskumMoB A ax. waca
KOH(HUIypauuu H OCHOBHBIX KOMaH/ '

Hens BbIMOIHeHHs Ja0opaTopHoi padorbl: Co31aHUE OCHOBHBIX IMOJAKIIOYEHHMH, MJOCTYN K
unrepdeiicy xkomangHoit crpoku (CLI) m u3yuyenue cnpaBku. M3yuenue pexumoB EXEC, nactpoiika
9acoB.

Pesyabrar: OCyliecTBlieHa MEPBUYHAS HACTPOITKa KOMMYTaTOpa U YCTAHOBJICHBI JIaTa U BPEMS C
nomoribo CLI.

Ilopsinok BbINOJTHEHHA JIA00PATOPHOI padoThI:
e [loaroToBka K BBITIOJHEHMIO K paboTe, B TOM YHCIIE:
o myuenne pexxumo EXEC;
o wu3ydenue copasku 1o [0S.
o Tloakmrouenue I1C k KOMMyTaTOPY C MOMOIIIBIO KOHCONIBHOTO Kabess. (Packet Tracer)
e VYcranosnenue ceanca ¢ [0S kommyTaropa nocpenctsom nHTepderica komanaHon ctpoku CLI
e Hacrpolika 1aTel ¥ BpeMEHH Ha KOMMYTaTOPE.
e 3ammra 1a60paTOpPHONA PaOOTHI.

KonTpoabHbIe BONPOCHI:

1. Kak cymecTByIOT CIoCOObI MOIKIIOUEHHS K KOMMYTATOPY JJIsl €0 HACTPOUKN?

2. UYro Takoe koMaHaa Show u Kakue y Hee mapamMeTphl?

3. Kakue pexxumsbl padotet IOS BeI 3HAETE?

4. Ilporpammsl sMyJsiuy TepMuHana? Kakue npoToKoss! IPH TOM MCHOJIB3YIOTCS Ul Iepeiadn
KOH(UTYpanOHHOH HH(pOpManny.

Pexwumer padotsr ¢ CLI?

o

6. Kak ycraHoBuTh Bpems Ha ycrpoiictse ¢ [0S?

JIP-2 | HacTpoiika HaYaIbHBIX IAPAaMETPOB KOMMYTATOpa

Ilesap BbINoJHeHHsI JiaGopaTopHoii paGorei: [lodyueHHe NpakTUYECKUX HABBIKOB HACTPOMKHU
KOMMYTaTOpPOB C y4eTOM TpeOoBaHH 6€3011acCHOCTH 000pyI0BAHHUS.

PesyabTar: OcymniecTBieHa MpoBepKa M HACTPOHKa MapaMeTpOB KOMMYTaTopa M coxpaHeHHe (ailios
koHurypanuu B NVRAM.




Iopsanok BbINOJHEHNS J1a00PATOPHOI PadoThI:

e [IpoBepka KOHPHUTYpAIIMU KOMMYTATOpa IO YMOTYAHUIO.
e Hactpoiika OCHOBHBIX ITapaMETPOB KOMMYTATOPA.

e Hactpoiika 6annepa MOTD (coobuienus nus).

e Coxpanenue (aitoB koHpurypaunu B NVRAM.

e Hactpoiika kommyTaTtopa S2.

e 3ammra 1a60paTOpHONA PAOOTHI.

KoHTpoJbHBIE BONIPOCHI:

1. Kak obGecnieunts Oe30macHOCTh AocTyna K uHTepdeticy komananoi crpoku (CLI) n mopram koHconu?
[IpuBeauTe mpuMepbl KOMaH[ 3alIU(PPOBAHHBIX U TEKCTOBBIX MapOJIeH.

2. K xakuM KoMaHIaM JaeT JOCTyI B mpuBMiIernpoBanHblil pexkuM EXEC 1 B 4yem ero oTianane oT

MOJIL30BATEHCKOTO peKUMa?

Kak m3yunts Texyuryio KoHpHUTypaIuo KoMMyTaTopa’?

[IpucBoiiTe KOMMyTaTOpy UMs?

Kak obecrieunts Oe30macHbIi JOCTYI K KOHCOIH?

Kak obecrieunts 0e30macHbIil JOCTYI K IPUBHIIETUPOBAHHOMY PEKUMY ?

Uro takoe 6anHep MOTD (cooOmieHust THS) U KaK ero HaCTPOUTh?

Kak coxpanuts ¢aiin konpurypauuu B NVRAM? Kakas komanga oToOpaskaeT CoaepkumMoe

NVRAM

9. B gem otnuume running-config ot startup-config u rae xpanarcs 3tu dainel KoHpurypamnmii?

© N AW

10. Kak nmpoBepHuTh MPaBHILHOCTH KOHPHUTYpaITIu?

HaCTPOﬁKa OCHOBHBIX mapamMeTrpon MNOAKJIIOYCHUSA K

JIP-3 u
KOMMYTAIlHOHHOMY 000PY/I0BAHUIO ¢ onepaunoHHoi cucreme [0S

4 ax. Yaca

Ilens BbIMOTHeHMs Jgal0opaTtopHoii padorbl: [losydyeHue TNPAKTUYECKHX HABBIKOB HACTPOMKHU
OKOHEYHOT0 ¥ 000pYyJOBaHUS 1151 HAJaKUBAHUS €T0 KOMMYTaTOPOB C y4€TOM TpeOOBaHMH O€301acHOCTH.

PesyabTar: ObGecrnieueHre 0a30BOl CBI3aHHOCTU YCTpOMCTB, HacTpoiika 1K u mHTEepdeiica ynpaBieHus
KOMMYTaTOPOM.

Ilopsinok BbINOJTHEHH JIAG0PATOPHOIi padoThI:

e [loaroroBka K BHIIOJIHEHUIO K paboTe, B TOM YHUCIIE:

o0 wm3y4eHHe pexxuMoB padotsl [0S;

O H3y4YCHHE CIIOCOOOB MOAKIYEHHUS K KOMMYTallUOHHOMY 000pyI0BaHHIO.
e bazoBas HacTpoiika kommyTaTopoB S1 u S2.
e Hacrpoiika I1K.

e Hacrpoiika uaTepdeiica ynpaBieHHsI KOMMYTaTOPOM.
e 3ammra 1a60paTOpPHONA PaOOTHI.

KonTpoabHbIe BONPOCHI:
1. Tloyemy HYXHO HCIOJIB30BaTh KOHCOJBHOE TMOJAKIIOUYEHHE [JIsI IEPBOHAYAIBHOW HACTPOUKU
KoMMyTaTopa?

2. llouyemy Henb3s cpa3y MOJIKIIOYUTHECS K KOMMYTATOPY € MOMOIII0 ipoTokona Telnet mmm SSH?
3. IIporpammsl SMyJISIIMK TEPMUHATIA.
4. Kak mocMOTpeTh COCTOSIHUE MTOPTOB KOMMYTATOPA.
5. UYro takoe VLANI.
6. Kak oToOpa3uth 1 MpoBEpUTH KOHPHUTYPALUIO KOMMYTaTOPA.
7. B uyem coctout dhynkuus naTepdeiica yrnpapnenus kommyratopom SVI.
8. CrnocoOBI MOAKIIOYECHHS K KOMMYTATOPY WIIH MapIIPyTH3aTOPY IS HACTPOHKH.
JIP-4 Co3nanue mnpocTo ceTH ¢ JABYMA Yy3JaMM M JIBYMSA
KOMMYTaTOpaMu

eab BoiNoJIHeHNs JJadopaTopHOil padoThl: [loyueHne MpakTUUYEeCKUX HAaBBIKOB CO3/JaHUS TOMOJIOTHH,




IMPOBCPKU U HaCTpOfIKPI KOMMYTAaTOpPOB U HK, TCCTUPOBAHUEC CBA3AHHOCTU MOCPCACTBOM KOMAaH/IbL PING.

PesyanTat: Co3ganue tononmoruu cetu Ethernet, HacTpotika y3moB 11K, 6a3zoBas HacTpoiika U mpoBepka
napaMeTpoB KOMMYyTaTOpa.

Iopsinok BbINOIHEHNS JA00OPATOPHO padoThI:
e [loaroToBka K BBIIOJHEHUIO K pab0Te, B TOM YHCIIC:
O HW3y4YeHHE MPUHLIMIOB paboTHI mpoTokona [CMP;
O H3yYeHHE CIOCOOO0B Mepeaauu TaHHBIX B JOKAIBHBIX U yIAJICHHBIX CETSX.
e (Co3aaTh CeTh COTIACHO TOMOJIOTHH.
e  YCTaHOBUTH KOHCOJBHOE MOJKIIOUYEHNE K KOMMYTaTopy ¢ kommbtorepa PC-A.
e Hacrpoiite 6a30BBIC TapaMEeTPHl KOMMYTATOPA.
e Hacrpotite IP-anpec Ha kommbioTepe PC-A.
e Orobpa3uTth KOHPUTYpaHIO ycTpoiicTBa S1.
e [IporecTupoBaTh CKBO3HOE MOKIFOYCHUE.
e CoxpanuTts (aitn koHuUTrypaum.
e VYianeHue 3arpy304HOil KOH(PHUTYpaIUy ¢ TOMOIIBIO KOMaHIBI: erase startup-config.

e [lepesarpy3ka ycrpoiicTBa komannoi reload.
e 3amura 1a00paTOPHOI PabOTHI.

KoHTpoJibHBIE BONIPOCHI:

1. Tloyemy Hy>KHO HCIIOJIb30BAaTh KOHCOJIbHOE MTOKIIOUEHHE AT IEPBOHAYAIBHON HACTPOUKU
KoMMyTaTopa?

[Touemy Henb3s cpazy MOAKIIOUYUTHCS K KOMMYTAaTOpy € ITOMOIIbio mpotokoina Telnet mmun SSH?
[IporpaMmBbl SMyJISAIUMHN TEPMHUHATA.

Kak mocmoTpeTs cocTosiHME TOPTOB KOMMYTaTOpa.

UYro takoe VLANI.

Kak otoOpa3uts 1 mpoBepUTh KOHPUTYPALIIO KOMMYTaTopa.

B uem cocrout Qynkuus unrepdeiica ynpasienus kommytaropom SVI.

© NoakrwDd

CriocoObl TOAKIIIOYEHUS! K KOMMYTATOpPY WM MapLIPyTH3aToOpy Uil HACTPOUKH.

HN3yuenune moneneid TCP/IP u OSI B jaeiicTBUM Ha mnpuMepe

JIP-5
B3aumogeiicreust BOb cepsepa n BOb-kianenrta

4 ax. yaca

Heanr BbImoJHenusi JadopatopHoii padorsi: M3yuenme mnpunHiunoB pabotel GET-3ampocos,
BO3MOXKHOCTEH 10 nepenaye Tpaguka OT cepBUCa K KIMEHTCKOMY IPHIOKEHHIO, TOHUMAaHNE MPUHIIMIIOB
MOCTPOEHUS BeO-CEPBHCOB.

PesyabTar: M3ydyeHue auanora cepBuca M KIHMEHTa MO MPOTOKONY http: mOKyMeHT (CTpaHMLa caiita) c
OKHOM IIPOCMOTpa pe3yJjbTaTa.

Ilopsinok BBINOJTHEHHA JIAO0OPATOPHOI padoTHI:
e IloaroTroBka K BBITIOJHEHHIO K paboTe, B TOM YHCIE:
o WMsyuenme tpancnoptupoBkn HTTP-Tpadvka B mOKadbHBIX CETSX.
o MUzyuenwue creka nporokonoB TCP/IP.
e T'enepamnus BeO-Tpaduka (HTTP).
e Uzyuenme comepxxkumoro HTTP-nakera ¢ mexommosunueii ero Ha ypoBHA Mojaenu OSI.
e OrtobpaxeHune 31eMeHTOB cemelicTBa mpoTokosioB TCP/IP.
e MogenupoBaHue 3apocoB K Bab-ciryx0am ¢ ncmoip30BaHNEM 0OIIEN3BECTHRIX MTOPTOB.
e 3ammra 1abopaTOpPHOH pabOTHI.

KoHTpoJbHbIE BONIPOCHI:

UYro takoe PDU.

OYyHKIUU IPOTOKOJIOB.

Mopens OSI u TCP/IP.

Urto Takoe MHKAICYJISLHMS.

Uro takoe CermeHTHpOBaHUE (3 MPEHMYIIIECTBA).

agrwpdE




6. UYro takoe MyNbTHIIIIEKCHPOBAHHE.
7. llporokon ICMP.

HUcnoan3oBanune nporpammbl Wireshark ajst npocmorpa u

JIP-6
aHAJIM3a ceTeBOro Tpaduka

eab BbINOJHEHUSA Ja00opaTOPHOil padoThl: 3yueHre NpUHITUIIOB Mepelladyd KaJpoB B JIOKAIbHBIX U
yAaJeHHBIX CeTsX. V3yueHne NpuHIMIIOB paboTHl aHaTM3aTopa TpadukKa.

Pesyabrar: [lomydeHne HaBBIKOB HCIIONBb30BaHus porpaMmbl Wireshark i 3axBaTta v aHanmm3a
nmauueix: [P agpecos, makeroB manabix ICMP 1 MAC-aapecoB Ethernet-kaapos.

Ilopsinok BbINOTHEHNs 1a00paTOPHON padoOTHI:
e [loaroroBka K BBIIOJIHEHUIO K paboTe, B TOM YHUCIIE:
O UW3yuYeHHE MPUHIMIOB Nepeiaun AaHHbIX B ceTsix Ethernet;
O U3yYEHHE CTPYKTYpHhI KaJpOB, 3arojaoBkoB u PDU.
o MHzyuenue Bo3moxkHOCTEH nporpammbl Wireshark muist ananmusa cereBoro Tpaduka.
e COop nannbix nporokona [CMP no nokansHbIM y31aM B mporpamme Wireshark.
e ll3yueHue nosyuyeHHbIE TaHHBIX.
e (Coop mannsix nmporokona ICMP no ynanenHsiM y3iaM B mporpamme Wireshark.
e ll3yueHue 1 aHATN3 NIOTYyYCHHBIE TaHHBIX.

e 3amura JJabopaTOPHOH pabOTHL.

KoHTpoJibHBIE BONIPOCHI:

1. KakoBa cymectBeHHas ocobeHHocTh [P m MAC ampecoB mpu mepemade 3xo-3ampocoB ICMP B
JIOKAJIbHBIX M YAAJCHHBIX CeTSIX?

2. Kak unpopmanus nonydeHHas npu Ping yaneHHbBIX y37I0B OTIHYAETCS OT HHPOPMAIUH ITOTyYEHHOH
npu Ping nokanbHBIX y3710B?

3. Tlouemy mporpamma Wireshark mokaspiBaer ¢akxtuueckue MAC-ampeca JOKaJlbHBIX Y3JI0B, HO He
nokasbiBaeT pakTuyeckne MAC-aapeca yJaaeHHBIX y310B?

4. Kak obecneunTs MPOIYCK 3X0-3aPOCOB Yepe3 MEKCETEBON IKpaH?

5. Kak co3maBath W OTMEHATh TNpaBwWia, paspemaroniee mpoxoxaeHne ICMP-tpaduka depes
MEXXCETEBOM PKpaH C MOMOIIBIO MAaCTepa CO3AaHHsI HOBBIX IPaBHJI ISl BXOASILINX TOAKIIOYEHUH?

JIP-7 | Ananu3 kaapos Ethernet ¢ nomombio nporpammbl Wireshark

Leas BbIMOJHEHNs JadopaTopHOil padoThl: V3yueHne MPUHLMIOB MepeAayd KaJpoB B JIOKATBHBIX
CeTsX, KaK 3aBUCUT CTPYKTypa Kajpa OT THIa JOCTyNa K Cpelie Mepenadu JaHHbIX. M3yueHue ypoBHel
MOJIeNIM B3auMOZeHcTBUA OTKpPBITHIX cucteM (OSI) u uMHKamcynauuioo B Kajape YpoBHA 2. AHanu3
3aroyioBkoB ypoBHs Ethernet I1.

PesyasbTat: V3ydeHnne CTpyKTypHI 1 3arofioBKOB kKanpa Ethernet I1.

Iopsaaok BbINOJIHeHNs 1a00paTOPHOM padoThI:
e [loaroroBka K BBINOJIHEHUIO K paboTe, B TOM YHUCIIE:
o IlpocMoTpeTs iMHBI U onrcanus nosei 3aroiaoBkoB Ethernet 11
o M3yuuts npunHnun padots! mpotokonaa ARP.
o MUzyuuts conepkanue 3aronoBkos Ethernet II B ARP -3ampoce.
e V3Haiite aapeca nntepdericor cpoero 11K
e COop u ananu3 gaHHbIX npoTokosna ICMP no nokansHbIM y31aM B mporpamMme Wireshark.
e l3yuuTe nosydyeHHbIEC JAHHBIE.
e (COop u ananm3 ganHbIX TpoTokoia ICMP npu oOpamennn Kk ynajJeHHBIM y3JaM.
e ll3yueHue 1 cpaBHEHUE MOITYYEHHBIX JaHHBIX
e 3amura JJabopaTOPHOU pabOTHL.

KonTtpoabHbie Bonpochi:
1. Tlouemy mepen nepBbIM 3x0-3ampocom [1K oTmpasmsier mmpokoBeniarenbHyto pacchbuiky ARP?

2. Kakoga cTtpyktypa 3aronoBka Ethernet |l u amunHBI ero momneii.




3. KaxoBa ocoOeHHOCTB conepkanus moiist aapeca HazHadeHus1? Kak Beirnsaut MAC agpec Ha3HaueHUs
IIPY IIUPOKOBEIIATENIFHON pacchlike o npotokory ARP.

4. HazoBute uaentudukatop nocrasmuka (OUI) cereBoii maTepdeiicnoit mmatsl (NIC) ucrounuka B
HIEPBOM Kape.

5. Kaxkosa ctpykrypa MAC ampeca. Uto o0o3Ha9aroT mepBeie 6 TecTHamaTepudHbx gucenr B MAC
azpece.

6. Yro comepxut nosie Tum kaapa B 3aronoske Ethernet Il u kakue nHanbosee pacrpocTpaHEHHbBIC THITBI
KaJIpOB BbI 3HaeTe?

7. Kak sTa uHpOpManuUs oT PiNG yAaJeHHBIX Y3JIOB OTJIMYACTCS OT JaHHBIX, OJTYYCHHBIX B PE3yJbTaTe
3X0-3alPOCOB JIOKAIbHBIX.

8. Uro conmepxurt none Jlanusie B 3aronoske Ethernet Il 1 kakoBa MUH. U Max. JJTHHA 3TOTO MOJIS.

9. Uro conmepxut none KontponsHas mocienoBatensHoCTh kKajpa (FCS) B 3aronoske Ethernet Il u kax
oHa GopmMupyercs.

JIP-8 | IIpocmoTtp Tabauusl MAC-agpecoB KOMMYyTaTOpa

Lenap BbINoJHeHUs JadopaTopHoil padorsi: l3yuenume npuHIHMIOB paborhl mpotokosna ARP Ha
KOHEUYHBIX y3JIaX U KOMMYTaTope.

Pesyabrar: IlocTpoeHHE TOIONIOTHH, COCTOAIIEH W3 JBYX KOMMYTaTOPOB, COEIMHEHHBIX TPAHKOM.
TecTupoBaHue COCAMHEHUS KOMaHIOH PIiNg ¥ HAOIIOJCHUE 3a MOCTPOCHHEM KOMMYTATOpPaMH TaOJHIl
MAC-aapecoB. JIOKkyMEHTHPOBAaHUE MOTYYEHHBIX JaHHBIX.

Iopsiiok BLINOJTHEHHS JJA00PATOPHOIi padoThI:
e lloaroToBka K BBIIOJHEHHIO K paboTe, B TOM YHCIIE:
O W3YYCHHE NMPUHITUIIOB pabOTHI IpoTokoiia ARP.
O HW3Yy4YCHHE NPHUHIUIIOB PabOThl KOMMYTATOPA.
e CoznaHue B COOTBETCTBHUH C TOMOJIOTHEH U HACTPOITKa CETH.
e Hacrpoiika y3nos I1K.
e BrinoiHeHNe HHAMAIN3ANNN U TIepe3arpy3Ku KOMMYTaTOPEI, €CITH TpeOyeTcsl.
o Uzyuenue tabmuist MAC-anpecoB KOMMyTaTopa.
o TCCTI/IIJOBaHI/Ie HaJIU4YusA COCAUHCHUA.

e 3ammra JJabopaTOPHOH pabOTHI.

KoHnTpoabHbIe BONPOCHI:

1. Ha xommnsiotepe PC-B oTkpoiiTe koMaHAHYIO CTpOKy U BBeaute arp -a. Ckomnbko map IP- 1 MAC-
a/IpecoB YCTPOMCTB OBLIO MOJYYeHO Yepe3 npoTokos ARP?

2. TloakmrouuBIIMCH Yepe3 KOHCOJb K KoMMyTaTopy S2, BBenure kKoMmanay show mac address-table.
HobGasmn 1 kommytarop B Tabiumy MAC-anpecoB monomHurensHsle MAC-anpeca? Ecnu ma, To
KaKue ajpeca u ycTpoucTna?

3. Ha kommetorepe PC-B oTkpoliTe KOMaHIHYIO CTPOKY U €Ille pa3 BBEAUTE KOMaHy arp -a. [[osSBHIIUCH
mu B ARP-kamie komnbiotepa PC-B nononHuTenbHbIE 3aMKcH A1 BCEX CETEBBIX YCTPOMCTB, KOTOPBIM
OBUTH OTIPaBIICHBI 3X0-3aPOCHI?

4. Kaxkue c10)XKHOCTH MOTYT BO3HUKHYTb B KPYIHBIX CETSX Npu padote npotokoia ARP?

5. Uro takoe ARP criyduHr 1 kak OT HEro 3aIlUTHTHCS?

JIP-9 | Onpenenenue MAC u IP agpecoB

Lens BoIMoTHEeHNA JadopaTOpHOii padoThi: COOp cBefeHNH 0 equHMIe JaHHBIX TpoTokoia (PDU) mpu
€ro TMepeMeIeHIH 1o ceTsM. JJOKyMEeHTHpOBaHHE MTOTYIEHHBIX TaHHBIX.

Pesyabtat: Tabmua MAC u IP agpecos B TpeObyemom dopmaTe. OTBETHI Ha TOCTABICHHBIE BOITPOCHI.

Iopsanok BbINOJHEHNUS 1a00pATOPHOI PadoThI:
e [loaroToBKa K BBIIOJHEHHMIO K paboTe, B TOM YHCIIE:
o wuzyuyeHne PDU kaHanbHOTO U CETEBOTO YPOBHS;

o wu3yuyeHue cnocobos nepenauu PDU mo cersim.




e B pexume momenupoBaHUS cOOpaTh CBEACHHWS O €IWHUIEC NaHHBIX mpoTokona (PDU), mpu ero
MepPEMELIEHUH IO CETH.

o 3aIlOKYMeHTI/IpOBaTb MOJIYYCHHBIC JAHHBIC B BUJIC Ta6JII/IIII>I.

e  OTBETUTH Ha PsiJ] BOMPOCOB O COOUPACMBIX TaHHbIX.

e HaiiT 3akOHOMEPHOCTH B CMEHE aJIpecoB B 3arosioBkax PDU.
e 3ammra 1a60paTOpPHONA PAOOTHI.

KoHTpoJbHBIE BONIPOCHI:

Hcnonp3oBanuce n A NOAKIIOUEHUS YCTPOICTB pa3Hble THIIBI IIPOBOJOB?

Otpaszuiiock 11 U3MEHEHHE POBOAOB Ha 00pabOTKe eAMHUIIBI JaHHBIX npoTokona (PDU)?
Bbeumn i Ha Hub (KoHueHTpaTop) moTepsiHbl Kakue-nuoo 1aHHbIe?

Uro Hub (Konuenrparop) nenaer ¢ MAC- u [P-agpecamu?

ISR .

Hemaer nu 4T0-TO TOUKA GECIIPOBOIHOTO TOCTYIIA C JAHHBIMHU, KOTOPBIE HA HEE TOCTYNAIOT?

JIP-10 | M3yuyenue Tadaunb ARP

Lesn BoINOIHeHNs J1abopaTopHOi padoThl: B pexxume MoAenupoBaHus coOpaTh CBEIEHHS O CIUHULIE
nmaHHbIX IpoTokoa(PDU), a Takke OTBETHTH Ha PsIT BOIPOCOB O COOMPAEMBIX TaHHBIX.

PesyabTart: U3yuenne nporokona ARP, tabnuua MAC-anpecoB kommyTaropa, aHainu3 npotokona ARP B
yIaJICHHBIX TOAKIIOYECHUSX.

Iopsanok BbINOJHEeHNS J1a00pATOPHO PadoThI:
e [loaroToBka K BBEITIOJHEHHUIO K paboTe, B TOM YHCJIE:
O W3YYCHHE IMPUHITUIIOB pabOTHI IpoTokoia ARP.
O W3y4YeHHE MPHUHIUIIOB PaboThl KOMMYTATOPA.
e Amnamu3 ARP-3ampoca.
e Uzyuenue tabmuist MAC-anpecoB KOMMyTaTopa.
e  Amnamus npouecca ARP B y1aneHHbIX NOJKITIOUEHUSX.
e 3amura 1a00paTOPHOM PabOTHI.

KoHnTpoabHbIe BONPOCHI:

1. Ha xommbiotepe PC-A oTkpoiiTe KOMaHAHYIO CTPOKY M BBemuTe arp -a. Ckonbko map IP- u MAC-
aJIpECOB YCTPOUCTB OBLIO MOIYYCHO uepe3 npoTtokos ARP?

2. TloakTrIOUMBINIKCE Yepe3 KOHCONb K KoMMyTatopy S2, BBeauTe kKomauay show mac address-table
CrenepupyiiTe JONOTHUTENBHBIN Tpaguk A 3amonHeHus Tadbmuubl MAC-aapecoB KOMMYTaTOpa.
Beimosaute koman gy show mac-address-table. Ckonpko MAC anpecos B Tabiuie? [Touemy?

3. Ha xomnberotepe PC-B oTkpoliTe KOMaHIHYIO CTPOKY U ellle pa3 BBeauTe KoMaHMy arp -a. [losBumuck
mu B ARP-kamie komnbiotepa PC-B nononHuTeNnbHbIE 3aKCcH AJIs BCEX CETEBBIX YCTPOMCTB, KOTOPBIM
OBUTH OTIPaBIICHBI 3X0-3aPOCHI?

4. Kaxkue cJI0)KHOCTU MOTYT BO3HUKHYTb B KPYIHBIX CETsX IpH pabote nporokona ARP?

5. Tlpoanamusupyiite Tabmuiy ARP na Routerl. Cxonsko MAC-aapecos B Tabnuue? [Touemy?

TMoak/wYeHne MapUIPyTH3aTOPA K JIOKAJAbHON ceTH. [lepBoHavyaabHast

JIP-11 N
HACTPOIiKka MapIIpyTH3aTOpa

4 ak. yaca

Leas BbINMOTHEHHA JadopaTopHOii padoThl: [lomydeHne nMpakTHYECKUX HABBIKOB HACTPOWKH 0A30BBIX
HACTPOEK MapIIpyTh3atopa W obecrieueHHe 0€30MacHOCTH C TIOMOIIBI0 OTKPBITBHIX H 3amn(pPOBaHHBIX
napoJiei.

Pe3yabTaT: BhINONHEHNE OCHOBHBIX HACTPOSK MapIIpyTH3aTopa, odecreueHne 6e30MacHOCTH T0CTyIa K
unrepdeticy komangHoit crpoku (CLI) u mopTy KOHCONM C MOMOIIBIO 3alIM(POBAHHBIX M OTKPBITBHIX
naponeii. Hactpoiika OanHepa MOTD-cooOmenus anas monp30BaTeNed, BXOMSIIMX B CHUCTEMY
MapHIpyTH3aTopa.

Ilopsinok BeINOTHEHNS 1a00paTOPHOIi padoTHhI:
e [loaroroBka K BHIIOJIHEHUIO K paboTe, B TOM YHUCIIE:

o Hzydenwne pexumon 10S;




o wm3ydeHue cucrembl komaua 10S.
e [IpoBepka KOHGUTYPALUK MAPIIPYTU3ATOPA IO YMOTYAHUIO.
e Hacrtpoiika 1 mpoBepKa HaAYaTbHON KOHPUTYpaIUU MapIIPyTU3aATOPA.
e CoxpaHeHue (Qaiina TeKyliei KOHQUTYpanuu. 3aluTa 1abopaTopHOi paboTHI.

KonTpoJsbHbIe BONPOCHI:

1. Cmoco0s! momkmoueHns K HHTepdhelicy KOMaHIHOH CTPOKH MapIIpyTH3aTOpa.

2. llowemy HyYXHO WCIIONB30BaTh KOHCOJBHOE TIOAKIIOUEHHE [UIA TIePBOHAYAIBHON HACTPOWKH
KoMMyTaTopa?

ITouemy HenB3s Cpaszy MOAKITIOUUTEHCS K MapIIPYTH3AaTOPy C MOMOIIBIO mpotokoina Telnet mmun SSH?
IIporpammel SMyJISILIUY TEPMUHANA.

Kakx mocmoTpeth cocTostHue HHTEpdEHCcOB MapImpyTH3aTopa.

Kaxk oToOpa3uth 1 MpoBEpHUTH KOHPHUTYPAIHIO MapIIPyTH3aTOpa

Kak coxpanuth daitn kondurypanuu B NVRAM.

Kak coxpanuth (aitir 3arpy309Hoil KOHPHUTYpauy BO (DIIEII-TaMsITh.

© N s~ W

C nomMomipio kakoit koMauas! (show flash) MoxkHO yOemuThCs, UTO (paii 3arpy309HOit KOHGUTYpaAITHH
TeNepb XpaHUTCS BO (IIeHI-TaMsITH.

IlepBoHayanbHasi HACTPOHKA, HACTPOIika MHTeP(eiicOB U ANATHOCTHKA

JIP-12
padoThl MapLIpyTH3aTOpa

4 ak. yaca

Less BbINoJHeHHs1 J1a00opaTOpHOW PpadoThl: V3ydeHue OCHOB MaplIpyTH3aUUHd W (HOPMHUPOBAHUS
Tabauuel Ha MapiipyTtuzarope. Hacrpoiika unrepdelicoB u auarHoctuka mpo0jieM B JOKANbHBIX CETIX
CoJieprKaIlliX MapIIPyTHU3aTOPBI.

PesyabTar: Hactpoiika o0opynoBaHusi 1 UHTEP(ENCOB B CETH, COCTOSILEH M3 HECKOJNBKHUX IOJCETEH,
00bEeIMHEHHBIX MaplIpyTH3aTopamu. IIpoBenenne tuarHocTuky Mpo0IeM U [IOUCKA HEUCIIPAaBHOCTH.

Ilopsinok BbINOTHEHNS 1a00paTOPHOI padoTHI:
e [loxroroBka K BBHITIOJHEHUIO K paboTe, B TOM YHUCIIE:
o MUzyuenwme pexxumos 10S;
o MWzyuenwue cucremsr komany 10S.
e l3yuenwue 3anuceil TaOIMIBI MAPIIPYTH3ALMN HA MAapLIPYTH3ATOPE.

e OroOpaxkeHHE CTATUCTUKA M CBEIEHHH O KOHKpPETHOM HHTepdeiice MapuipyTu3aropa, a TakKke
CBOJHBIN CIICOK MHTEP(EiCcoB.

e Hacrpoiika uatepdeiicoB MapupyTiusaTopa.
e [IpoBepka KoHUTYpaIUH.
e 3ammra JJabopaTOpPHOH pabOTHI.

KOHTpOJII)HI)Ie BOIIPOCHI:

1. Ckonbko ceTeit BbI BUAWTE HA MpeacTaBleHHON Tomonorun? CKONBKO W3 HUX HAXOATCSA B pabodem
COCTOSTHUHN?

2. CKoJbKO mocieaoBaTeIbHbIX HHTep(eiicoB Ha MapipyTu3aropax R1u R2?

w

Ckonbko untepdeiicoB Ethernet na mapmpyrtuzaropax R1 u R2?

4. Snsrores nu Bce nHTepdeiicel Ethernet Ha mapmpytuszatope R1 ognnakoeiMu? Eciin otBeT «Hety,
OOBACHUTE PA3THYMSL.

5. Jlns gero cmyuT Tabnuia MapupyTu3anuy Ha Mapipytusatope? Kak ee oro6pasuth Ha skpane?

6. CxoJbKO B TaONUIIE MOAKIIOUYEHHBIX MappyToB (uMeroT ko1 «C»)? Kakolt MapmipyT mpeacTaBieH B
criucke? Kakum oOpa3zom MapripyTuszarop o0padaThiBaeT MaKeT, NpPEIHA3HAUYCHHBIM IS CETH,
KOTOpasi OTCYTCTBYET B TaOIHIle MapUIpyTH3aN?

7. CKOJIBKO MTOAKIIOYEHHBIX MapipyToB (uMmeroT koa C) oToOpakaeTcs Ha KaKI0OM MapIIpyTuzarope?

8. Cxkomnpko mapmpytoB EIGRP (mmerot xoa D) oToOpaskaercs Ha KaKI0M MapIipyTu3zarope?

9. Ecmm MapmpyTusaTop COMEpKUT JaHHBIE 000 BCEX MapHIpyTaxX B CETH, TOT/a KOJHYECTBO MPSMBIX

MapuIpyToB M JAWHaAMUYecKH moxydeHHbx MapumpyToB (EIGRP) nomkHO paBHATBCA o00memMy

konmdecTBy JokanbHBIX (LAN) u tnoGambHbix (WAN) cerell. Ckombko nokanbHeIX (LAN) u

rmobabHEIX (WAN) cereil npucyTcTByeT B Tomosoruu? COOTBETCTBYET JIM 3TO YHCIIO KOJHYECTBY




MapuipyToB C u D, moka3zaHHBIX B TaOIuUIIe MapIpyTH3ALNN?

JIP-13 | O6MeH naHHbIMH ¢ ucnouab3oBanueM TCP u UDP

Henp BbImoNHeHHst JgadopaTopHoii padotbl: V3yueHue B3aMMOACHCTBHUS CEPBUCOB M KIMEHTCKHUX
HPUIOXKEHUH, IPUHLIUIIOB PAOOTHI IPOTOKOJIOB YPOBHS NPUIOKEHUH U TPAHCIIOPTHOI'O YPOBHSL.

Pe3y.m>TaT: I/IBY‘IGHI/IC BBaHMOﬂeﬁCTBHﬂ CCTCBBIX CCPBUCOB C KIIMCHTAMH, 0CcoOeHHOCTEN MMPUMCHCHUA
TPAHCHOPTHLBIX IMPOTOKOJIOB U IOPTOB.

IMopsinok BBINMOTHEHHU JIAGOPATOPHOIT padoTHhI:
e lloaroToBka K BBITIOJHEHHIO K paboTe, B TOM YHCIIE:
o wusydenue nporokoiaoB HTTP; FTP; DNS; modroBbie MpOTOKOJIEI,
O U3YYCHHE TPAaHCHOPTHBIX MpoToKoIoB TCP, UDP, MynbTHILIEKCHPOBAHUS X HOMEPOB TIOPTOB.
e [eHeparus ceTeBOro TpaduKa B pexKrMe MOICITHPOBAHUS.
o Crenepupyiite TpaduK AJis 3aM0THSHHS TaOIUI] MPOTOKOJIA pa3pelieHus aapecos (ARP).
o Crenepupyiite BeO-Tpadux (HTTP).
o Crenepupyiite FTP-Tpadux
o Crenepupyiite TpaduK JIEKTPOHHON MOYTHI.
e 3yuenue GyHKITMOHAIBHBIX BO3MOXKHOCTEH nmpotokoios TCP u UDP.
Urto Takoe MyIbTHCEPBEDP?
Wzyunre nporecc MyIbTHILIEKCHPOBAHUS TIPH Tepeaade Tpaduka 1Mo CeTH.
N3yunte HTTP-tpaduk, koraa KIHEHTH 0OMEHHUBAIOTCS TAHHBIMU C CEPBEPOM
N3yuute FTP-Tpaduk, xorma KIueHTH 0OMEHHBAIOTCS JAHHBIMU C CEPBEPOM.
N3yunte DNS-Tpaduk, korna KIneHTs 0OMEHHBAIOTCS JAaHHBIME C CEPBEPOM.
Wzyunre Tpaduk 2MEKTPOHHON MOYTHI, KOTJa KIINEHTHl OOMEHUBAIOTCS JAHHBIMHU C CEPBEPOM.

O O O 0O O O O

N3y4nTe UCIIOIh30BaHNE HOMEPOB TIOPTOB HA CEpBEPE
e 3amura JJabopaTOPHOU pabOTHL.

KonTposbHbIE BONPOCHI:

Kaxkue HoMepa OPTOB HCHONIB3YIOT H3YUYSHHBIE CEPBUCHI.

Kak ximeHTsl 00MEHHUBAIOTCS JAHHBIME C cepBepoM 1o rpotokony HTTP.
Kaxkue TpaHCHIOpTHBIE IPOTOKOJIBI U MTOPTHI uctionb3yeT DNS cepauc.
Kaxkue mpoTOKOJIBI M IIOPTHI UCTIONB3YET MOYTOBBIN CEPBHUC.

Kaxkye mpoTOKOJIBI M TIOPTHI UCTIONB3YET (haiIoBBIil CepBUC.

B yem cocTout mporecc MyIbTHILUIEKCUPOBAHUS TP Niepeade Tpauka B CETh U KaKyr0 poJib
WUTPAOT HOMEPA MOPTOB.

o gk~ wbdpE

JIP-14 | Texnojgorus aBoiinoro creka. [Iposepka agpecamuu IPv4 u 1Pv6

Lens BbIMOJIHEHHS JA00OPATOPHOIl padoThI: V3yueHre NMPUHIWIOB PabOTHl TEXHOJOTHH JBOWHOTO
cteka mpotokosioB IP v4 u IP V6, Bo3MOXXHOCTEH 1O MX COBMECTHOMY HCHOJIB30BAHHUIO, HACTPOUKH U
TPacCUPOBKH.

Pe3yasTaT: Hactpoiika TOIOJIOTMH U3 HECKOJIBKUX JIOKAJIBHBIX CETEH ¢ MCIIOIb30BaHUEM JBOMHOTO CTEKa
npotokonos IP v4 u IP V6.

Iopsaaok BbINOJIHEeHNs 1a00paTOPHOH PadOThHI:
e [loaroroBka K BBINOJIHEHUIO K paboTe, B TOM YHUCIIE:
e Uzyuenue cucrems! komann 1OS.
o wu3ydeHwme nporokona IP V4,
o wu3ydeHwme nmporokoia IP V6.
e 3amnosHeHHE TaOIUIIBI aIpecalny.
e TIposepka u BoccraHoBjeHHe [Pv4-oaKIIoueHus ¢ MOMOIIbio komana ipconfig u ping.

e IIposepka u BoccTaHOBjIeHHE IPV6 -ITOIKIIIOUEHHMS ¢ TOMOIIBI0 KoMan ipconfig u ping.




Haxoxnenue npuanHsl c60s1.

OrmpeiesieHue MyTH ¢ TOMOIIBIO TPACCHPOBKH MapIpyTa.
YcrpaHeHue MPUIUHBI HEMOJAAKH.

3amuTa 1a00paTOPHOM PabOTHI.

KoHTpoJbHBIE BONIPOCHI:

1. Yro Takoe IBOMHOI CTEK MPOTOKOJIOB U KaK OH UCIIOJIB3YeTCs Ha MPAKTHKeE?

2. Crpykrypa IP V4 anpeca?

3. Crpykrypa IP V6 anpeca?

4. Kaxkue npoOneMbl ObLIM BBISBIEHBI B NMPOLECCE TECTUPOBAHMS COCOUHEHUs 1O mpoTokony IP V4 u
KaKoBa I10CJIeI0BATEIILHOCTH UX AMAarHOCTUKU U PELICHUS?

5. Kaxkue npoGiiembl ObUTH BBISIBIICHB! B MPOLIECCE TECTUPOBAHUS COCAMHEHHs 1O mpoTokony IP V6 u
KaKoBa [OCIIeIOBATEILHOCTH UX JMATHOCTUKU M PEIICHUS?

6. Kakne koMaHABI HCHOJB30BAINCH MPH MPOCMOTPE HACTPOEK HWHTEP(PENCOB W TECTHPOBAHMUS
HOIKITFOYEHUN?

JIP-15 ]lf;;?donﬂeﬂne KOMAaH/blI ping U TPAaCCHPOBKa MapUIPYTAa /sl HPOBEPKHU 4 ax. waca

Lesns BbINOIHeHUs Ja00PaTOPHOIl padoThl: 3yueHHe NPUHIMIIOB PabOTHl TEXHOJIOTHH IBOHHOTO
creka mpotokosioB IP v4 u IP V6, Bo3MokHOCTEH 1O MX COBMECTHOMY HCITOJE30BAHHIO, HACTPOUKH H
TPacCHPOBKH.

PesyabTaT: HaxokmeHrne W ycTpaHEHHE HETOJAJKU B TOIOJOTHH M3 HECKOJBKUX JIOKATBHBIX CETEH C
UCIOJIb30BAHUEM JABOMHOTO cTeKa MpoTokosioB IP v4 u IP V6.

Ilopsinok BbINOTHEHNS 1a00paTOPHOI padoTHI:

[ToaroToBKa K BBIMOJIHEHUIO K paboTe, B TOM YUCIIE:
o wu3ydeHwue nporokona IP V4,

o wu3ydeHue npotokoja IP V6.

3aroHeHne TaOIUIbl apecaIi.

ITposepka u BoccraHoBneHue I[Pv4-momkiroueHuss ¢ momolpio kKomanz ipconfig, ping show ip
interface brief, show ip route.

ITposepka u BoccraHoBnenue IPv4-momkiroueHuss ¢ momolpio kKomanz ipconfig, ping show ip
interface brief, show ip route.

Haxoxxaenue nmpuuunsl c60s1.

Omnpenenenue MyTH ¢ TOMOIIBIO TPACCHPOBKH MapIIpyTa.
VYcerpaHeHue TpHYHHBI HEMOIaIKH.

3amura 1a60paTOpHOM PabOTHI.

KOHTpOJ]LH])Ie BOIIPOCKHI:

gk wpne
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10.

CKOJIBKO ceTeil Bbl BUIMTE Ha MPEJICTABICHHOW TOMOJIOTHHN?

CKOJIBKO TTOCIIeIOBaTENbHBIX HHTEpdeiicoB Ha MapmipyTuzatopax R1, R2, R3?
Ckonbko nntepdetico Ethernet na mapmpyTtuzatopax R1, R2, R3?

s gero Obla ncnonk3oBaHa kKoMaHaa show ipv6 interface brief,

SBnsrorest mu Bce uHTepdeiicsl Ethernet Ha mapmpyTuzarope R1 omunakoBeiMu? Eciun otBet «Hety,
OOBSICHHUTE Pa3ITUIHSL.

Jst gero ey KuT TabuIia MappyTH3anuy Ha MaprpyTtusarope? Kak ee oroOpa3uth Ha 3KpaHe?

CKOJIbKO B TaONHUIE TIOAKIIOYEHHBIX MapmpyToB (MMeroT ko1 «C»)? Kakolr MapmpyT mpencTaBieH B
criucke? Kakum oOpa3zom wapripyTuzatop o00padaThiBaeT MaKeT, NpEIHA3HAUYCHHBIA IS CETH,
KOTOpasi OTCYTCTBYET B TaOJIMIIC MapIIpyTU3AIHN?

CKOJIBKO MOJKITIOUYEHHBIX MapiipyToB (uMetoT ko C) oToOpaskaeTcss Ha KaxI0OM MaplipyTH3aTrope?
Ckonbko mapupytoB EIGRP (umerot xon D) oToOpakaeTcs Ha KaKa0M MapLipyTusaTope?

Ecnu mMapmpyTH3aTop COAEpKUT JaHHBIE 000 BCEX MapLIpyTax B CETH, TOTZa KOJMYECTBO MPSIMBIX
MapUIpyTOB M JUHAMHYECKH monydeHHbIX MapmpyToB (EIGRP) nmomkHo paBHsTBCS o0O0ImemMy




konmuecTBy JokanbHBIX (LAN) u rnobamenbix (WAN) ceredi. Ckonbko sokanbHbiXx (LAN) u
riobanpHbix (WAN) cerelt mpucyTcTByeT B Tomonoruu? COOTBETCTBYET JIM 3TO YUCIO KOJIUYECTBY
mapmpyTtoB C u D, mokazaHHBIX B TaOJIHIle MapIIPyTU3AINN?

Hab6a1o1eHue 3a mpomeccoM TPEeXCTOPOHHEr0 KBUTHPOBAHMS NMPOTOKOJIA

Lsele TCP ¢ nomomsio nporpammsel Wireshark

4 ax. yaca

Leapb BbINOJHeHUS JadopaTopHOi padoThl: M3ydeHne npoiecca yCTAaHOBICHUS MEXKAY JIBYMs y3IaMu
HanexxHoro TCP-ceanca ¢ MOMOIIBIO TPEXCTOPOHHETO KBUTHPOBaHHUs 110 ipotokoiry TCP.

Pesyabrar: H3yueHue makeToB, KOTOpeIMH oOMeHmBatotcs Opayszep IIK, wucmonw3yrommii HTTP-
NPOTOKOJI, U BeO-cepBep.

IMopsinok BBINMOTHEHH JIAGOPATOPHOI padoTHhI:
e [loaroToBka K BBHITIOJIHEHHIO K paboTe, B TOM YHUCIIE:
o Hzydenue QpyHKITMOHHPOBAHUS TPAHCIIOPTHOTO ITpoTokoia TCP;

O W3y4YeHHE MYJbTUIUICKCHPOBAHUS U MAPKUPOBKH Tpadduka ¢ IMOMOIIbIO0 TOPTOB, MOPSIIKa
ycranoBienus TCP ceccuid.

e COop unpopmaruu o afapecax uaTEpdeiicoB cBoero 1K

e (COop u aHanu3 JaHHBIX nMpoTokosa TCP mo jokankHBIM y31aM B nporpamme Wireshark.
e l3yunTe nonydeHHBIE NaHHEIC.

e Ortkpoiite Be6-0003peBaTels ¥ IEPEHIUTE HA CTpaHUIly WWW.Joogle.com.

L4 Haﬁ,[[HTG COOTBCTCTBYIOIIHMEC MMAKEThI AJI4 BeO-ceaHca.

e l3yueHue B 3aXBaUCHHBIX JJAHHBIX BCETO MPOIEcca B3aUMOCHCTBUS ¢ BOb-cepBucoM, BKIIIOYas
npoTtokon paspemenus agpecoB (ARP), cucremy nomennsix umen (DNS) u TpexcroponHee
kButHpoBanue TCP.

e Omnpenenuts IP-anpec Be6-ceprepa Google.

e U3yuuTh comeprkamniuecs B TakeTax JaHHbIe, BKIodas [P-anpeca, Homepa moptos TCP u dmarn
ynpasienus TCP.

e 3ammra 1a60paTOPHONA PaOOTHI.

KonTpoabHbIe BONPOCHI:

HazoBute Homep nopta nuctounuka TCP.

Kak 051 BbI KI1acCH(UIIMPOBAIN NOPT UCTOUHHUKA?

Kak 0651 BBI KiTaccu(pUIMpOBaIy NOPT Ha3HAYCHUS?

Kakue ycranoenens! ¢iaru?

Kakoe 3HaueHue 3a7jaHO Ul OTHOCUTEIBHOIO OPSAIKOBOIO HOMepa?

ook~ wbdE

HasBars sTans! npouecca TpeXCTOPOHHET0 KBUTHPOBaHus npotokona TCP.

H3yuenue 3axBaueHHbIX NakeToB DNS u UDP ¢ noMouib10 nporpaMmmsl

=l Wireshark

4 ak. yaca

Henp BpinoHeHus JadoparopHoii padothl: 3yuenue 3axBaueHHbIX naketoB DNS u UDP ¢ nomousio
nporpammbl Wireshark, noHuManue npuHIKUIOB GyHKIIMOHUPOBaHUs poTokona DNS.

PesyabTar: M3yuenue 3axBaueHHbIX KajgpoB DNS 3anpocos (3aromoBka u momns ganueix DNS 3ampoca).
Nzyuenne cermenra UDP ¢ momomisio DNS otsera.

ITopsinok BBINOTHEHHS JIA00PATOPHOI padoTHI:
e [loxroroBka K BBHITIOJHEHUIO K paboTe, B TOM YHUCIIE:
O U3YYCHHE MPUHITUIIOB paboTHl mpoTokoa DNS;

O W3yYeHHe CTPYKTyphI JoMeHHBIX nMeH, DNS kak pacnpezneneHHas ceTs cepBepOB, KOTOpas UMeHa
nomeHoB B [P-anpeca.

e 3ammch maHHBIX 0 KoHpuryparuu [P ma I1K.
e 3axsar 3anpocoB 1 0TBeToB DNS ¢ momoripio mporpammel Wireshark.
e  Amnanm3 3axBaueHHBIX TakeToB DNS wiam UDP.



http://www.google.com/

e 3amura J1abopaTOPHOH pabOTHL.

KonTtposabHbie Bonpochi:

1. Ecau cynuts no kanpy Ethernet II mst DNS-oTBera, kakomMy ycTpoicTBY cooTBeTcTBYeT MAC-anpec
HMCTOYHHKA B KaKOE€ YCTPOMCTBO cooTBeTCTBYeT MAC-anpecy Ha3HAUCHUS?

2. OoOparure BHManue Ha [P-aapeca ncrounvka u Ha3HadeHus B [P-makere. HazoBure IP-aapec
HazHaueHus. Hazosure IP-aapec ucrounmka.?

3. UYro mpou301UIO ¢ POISIMU UCTOYHHUKA M HA3HAUYEHHMS JIOKATBHOTO y3J1a U IIUTI03a 110 YMOJIYaHUIO?

4. HazoBuTe HOMEpaA IOPTOB UCTOYHHMKA U Ha3HaueHus. YTo mpousonuio ¢ Homepamu nmoproB UDP mpu
¢dopmupoBannu DNS-oTBera?

5. B uyem npeumymiectBa ucnonb3oBaHus mnpotokona UDP Bmecto mporoxonma TCP B kauecTBe
TpaHCIOPTHOTO MpoTokoaa ;g DNS?

JIP-18 | U3yuenue pa3pemenuii DNS 2 ak. yaca

Lenr BbImogHeHHsi JjgadopaTopHoii padorwl: M3yuenme DNS-mpeoOpazosanmss URL B IP-agpec;
Mzyuenune noncka B DNS ¢ momonisio koMmaHael nslookup na BeO-caiite; M3ydenune momcka B DNS c
MOMOIIIBIO KOMaH 1bI nslookup Ha MOYTOBBIX cepBepax.

PesyabTar: U3yuenve u tectupoBanue mporokoiaa DNS B komaHIHOM CTpoKe ¢ MOMONIBI0 yTHIUT Ping u
nslookup.

Iopsinok BoINoIHEHHS J1a00PATOPHOI padoThbI:
e [loaroroBka K BHIIOJIHEHUIO K paboTe, B TOM YHUCIIE:
O HW3yuYeHHE NMPUHIUIOB paboThl mpoTokona DNS;

O HM3YYCHHE CTPYKTYphI JoMeHHbIX uMeH, DNS kak pacnpeseneHHas ceTh CEpBEpPOB, KOTOpast UMeHA
nomeHoB B [P-angpeca.

e 3anuck naHHbIX 0 KoHpurypamuu I[P Ha [TK.

e Mzyuenne DNS-mpeobpaszosanms URL B IP-aapec ¢ momoripio KoMauas! Ping ymaneHHOro y3ma
(www.icann.org u WWw.cisco.com).

e BsecTH B agpecHyI0 cTpoKy Opaysepa [P-agpec cHauana B 1ecATHIHO-TOUEYHON HOTAIINH, 3aTEM B
JIBOUYHOH U OLICHUTH PE3YJILTATEHI.

e l3yuenme nmorncka B DNS ¢ momompio komanasl nslookup.
e U3yuenue noucka B DNS ¢ nomomipro komanasl nslookup Ha MOYTOBBIX cepBepax.
e 3amura JJabopaTOPHOUH pabOTHI.

KonTtposabHbie Bonpochi:

1. Tlpu ormpaBke 3X0-3ampoca ¢ HOMOIIBI0 KOMaHIbI ping Ha WWW.CISCO.COM BbIaeTcst Takoi ke IP-
ajipec, KaK B mpuMepe, uin apyroi? Jlaiite nmosicaenne

2. B uem cocrout ocHOBHOE HazHayeHue DNS?

w

Kaxk paboraer u ajist uero cirykut yruiaura nslookup?

4. Kak paboraer oOpalieHe K MOYTOBBIM CepBepaM ¢ MOMOIIbI0 ciryk0bl DNS U ju1st 4ero ciryxuT moie
MX preference?

JIP-19 | M3y4yenue nporokona FTP

Lean BoinoaHeHus JadopaTopHoii padoTsl: [lonydeHne HaBBHIKOB B UCTIONB30BaHUH JIOCTYMA K (aiinam
o rpoTtokomy FTP.

PesyabTar: OcymecTBieHa NpOBEpKa BO3MOXKHOCTH OCyIIEecTBIeHMs nepenaud ¢aiiio mo FTP
HPOTOKOJIY Pa3HBIMHU CIIOCOOAMH.

Iopsanok BbINOJHEHNUS 1a00pATOPHOI PadoThI:
e [loaroroBka K BHIIOJIHEHUIO K paboTe, B TOM YHUCIIE:

O H3Y4YEHHE MPOTOKOJIOB YPOBHS MPUIIOKEHUH.

o H3yuenwus “onHOpaHTOBON” M “KIMEHT-CEPBEPHOM MOAEIH B3aUMOJEHCTBHS.
e 3amyck FTP u3 komannHoii cTpoku.

e 3amyck FTP B 6paysepe.
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e 3arpyska FTP-¢aiina c momoripio KiueHTa.
e 3ammra JJabopaTOPHOH pabOTHI.

KoHTpoJbHbIE BONIPOCHI:

1. Yo Takoe mpUIOKEHHS, CEPBUCHI U IPOTOKOIBI YPOBHS MPUIIOKEHHM, s YeTO OHU CITy’KaT.
IIpuBenuTe npuMepsl.

2. Tlepeuncnute mpeuMyIecTBa ucmoyb3oBanus FTP u3 komanaHoM cTpoku, Opay3epa u FTP-kiuenTa.

w

B uem Henocrarok nocryna k FTP u3 komannnoit ctpoku?

4. Kaxkue ponu ypoBHS NpUIOKEHUH Bl 3HAETE, a TAKXKe, KaKhe MPUII0KEHHs], CEPBHUCHI U MTPOTOKOJIIBI
paboTaloT Ha 3TOM ypPOBHE.

5. Kakue nNpeuMyHIeCTBa AJId HIOZLCﬁ 1 Ou3Heca JAar0T CCTCBBIC MMPUIIOKCHUS.

6. HazoBuTe HECKOIBLKO HanOOJIee U3BECTHRIX IIPOTOKOJIOB YPOBHHA HpHHO)KeHHﬁ.

5. O0pa3oBaTe/ibHbIE TEXHOJIOTUHI

MeTtoauka npenogaBaHusl AUCHUIUIMHBL M peaiu3alis KOMIETEHTHOCTHOIO
HOJIX0/J]a B U3JIOXKEHUH U BOCIIPUSATHH MarepHajia NpeayCMaTpUBaeT UCIOJIb30BaHNE
CIEIYIOMNX AaKTHUBHBIX W HMHTEPAKTUBHBIX (OPM TPOBEACHHUS TPYMIOBBIX,
WH/IMBUIyAJIbHBIX, ayIMTOPHBIX 3aHATUN B COUETAHUMU C BHEAYJUTOPHOU pabOTON C
1eNb0 (POPMUPOBAHMS M PA3BUTHUS IPO(PECCHOHATBLHBIX HABBIKOB Y O0YYAIOIINXCS:

o BBITIOJTHEHUE J1a00paTOPHBIX padoT B 1abOpaTOpUsSIX BY3a;

o WHAMBUAyaIbHbBIE W TPYNNOBbIE  KOHCYJbTAlUM  CTYACHTOB
npernojaBaTesieM, B TOM 4YHCJ€ B BUJE 3aIIMThl BBINOJHEHHBIX 33JaHUIl B paMKax
CaMOCTOATENIbHON padOTHI;

o nocelleHrue npopuiIbHbIX KoH(pepeHuil U padboTa Ha MacTep-Kiiaccax
HKCHEPTOB U CIELUATIUCTOB UHIYCTPHH.

CamocTtosiTenbHass BHeayJauTOpHass pabota cTyaeHToB coctaBisieT 50% oT
o01ero 00beMa JUCHUIIIIMHBI U COCTOUT H3:

o HOJIFOTOBKY K BBITIOJTHEHHUIO U MOATOTOBKH K 3aIIUTE J1a00paTOPHBIX
pabor;

o YTEHUS JIUTEPATYPbl 1 OCBOEHHUS JOTOJHUTEIBHOTO MaTeprasa B paMKax
TEMaTUKHU AUCLUUIUINHBI;

o MOJIFOTOBKHU K TEKYIIEH aTTecTaluu;

L4 IIOAT'OTOBKH K HpOMG)K}’TO‘iHOﬁ aTTcCTalu.



6. OneHO4YHBIE CpeCcTBA AJIsl TEKYIIEero KOHTPOJISl YCIIeBAeMOCTH,
NMPOMEKYTOUYHOM ATTECTAMHU M0 UTOTraM OCBOEHUS TMCHUIJIMHBI U y4eOHO-

MeToanYecKoe obecneyeHue caMoOCTOsITe/IbHOI paboThI CTYACHTOB

B mpomecce oOydyeHus UCHONB3YIOTCS CIEIYIOMIME OIEHOYHBIE (HOPMBI
CaMOCTOSATENILHON pPabOThl CTYJIEHTOB, OIICHOYHBIE CPEICTBA TEKYIIETO KOHTPOJIS
YCIIEBAEMOCTH U TPOMEKYTOUHBIX aTTECTAIIUMN:

o BBITIOJTHEHUE JJA00paTOPHBIX padOT, IK3aMEH.

6.1. ®oHJ OLEHOYHBIX CPEACTB AJ5 NPOBeJIeHUs MPOMEKYTOYHOIM
aTTecTaluu 00y4YalIUXCcs Mo fucuuniaune «Ceru u
TeJeKOMMYHHUKAL NN
[lepedyeHb KOMMIETEHIINH C YKa3aHUEM ATANoB UX (popMUpOBaHUS B
IpoI1iecce 0CBOEHUS 00pa30BaTEIbHON MPOrpaMMBI.

B pe3ynbraTe 0CBOCHUS TUCHHUILUTHHBI POPMHUPYIOTCS CICAYIOITHE

KOMIIETEHIIUU:
Kon B pe3yabTaTe 0cBOeHUs 00pa30BaTeIbHOM
KOMIIETEHLIMH MPOrpaMMbl 00y4aKOUIMICH 10J2KEH 00J1a1aTh
OIIK-5 Crnioco0eH MHCTAJUTMPOBATH TPOTPAMMHOE U

anmapatrHoe obecrieueHue uisi ”HPOPMAaIMOHHBIX U
aBTOMAaTU3UPOBAHHBIX CHCTEM

OIIK-7 CrocoOeH y4acTBOBaTh B HACTPOWKE M HAJIATKE
IIPOTrPaMMHO-aNIaPATHBIX KOMILUIEKCOB

B nporecce ocBoeHust o0pa3zoBaTebHOM MpOrpaMMbl JaHHBIE KOMIIETEHIIUH, B
TOM YHCII€ UX OTJEJbHbIE KOMIOHEHTHI, (POPMUPYIOTCS MOITAMHO B XOJE OCBOCHHS
00yJaronMMuUCs JUCUUIUIMHBI B COOTBETCTBUU C YYE€OHBIM IUIAHOM U KaJlEeHIApHBIM
rpadukom yueOHOTro mporecca.

6.1.1. Onucanue noka3areJieii 1 KpUTepHeB OLIEHUBAHUS KOMIIeTEeH M,
(popMHpPYyeMBbIX 10 HTOTAM OCBOCHHS IMCUMIINHBI, ONIMCAHHUE HIKAJI
OLICHUBAHMA

[loka3aTenem OLIEHMBaHUS KOMIIETEHLIMM Ha pAa3MYHBIX JTamax HUX

(dopMupoBaHUs SBISIETCS JOCTHXKEHHE O0YYarOIIMMUCS IUIAHUPYEMBIX pe3ysIbTaToOB

O6y‘leHI/I$[ 10 AUCHUIIJINHE.




Kpurtepun ouennBanus

IHoka3zareanb
2 3 4 5
OIIK-5. Cioco6eH HHCTAIUTHPOBATH MPOTPAMMHOE U ariapaTHOE 00eCTIeUeHUE s
WH(POPMAITMOHHBIX U aBTOMATH3UPOBAHHBIX CHCTEM
OIIK-5.1. 3naTs: Ooyuatommiicss | OOyuarommuiics OOyuatommiicss | OOyuarommiics
OCHOBBI CUCTEMHOT0 | A€MOHCTPUPYET | IEMOHCTPUPYET | IEMOHCTPUPYET | AEMOHCTPUPYET
ATMHHICTpHpoBanys. | NOTHOE HETOJIHOE YaCTUYHOE MOJIHOE
OIIK-5.2. YMeTh: OTCYTCTBHUE COOTBETCTBHUE COOTBETCTBUE COOTBETCTBUE
Wi CJIeIYIOIIUX CJIeIYIOIINUX CJIEIYIOIINX
BBIITOJTHATE HEJOCTAaTOYHOE | 3HAHUM, 3HAHHH, 3HAHHMH,
TOAKIIFOYCHAC, COOTBETCTBUE | YKa3aHHBIX B yYKa3aHHBIX B yKa3aHHBIX B
YCTAHOBKY 1 MaTepuaty MHANKATOpax MHANKATOpax MHINKATOpax
TIpOBEPKY IUCIMIIIINHBI KOMIIETEHIIUH KOMIIETEHIINH KOMIIETCHIINHU
arlnapatHBLX, 3HAHUH, JTUCLUILTUHBI JUCIUILTAHBI JUCIUTLTAHBI
TIpOrpaMMHO~ YKa3aHHBIX B «3HaTby» (CM. 1. «3Hatb» (cM. M. | «3HaTh» (CM. II.
arrapaTHeIX 1 WHIUKAaTOpax 3). Homyckarotrcs | 3). Ho 3). CBobGoaHO
TIPOTrPaMMHBIX KOMIICTCHIIMA | 3HAYUTEIHHBIC JIOTTY CKaIOTCS onepupyeT
CPeACTS. JUCIUTUIAHBI OLIMOKH, HE3HAYUTENIbHbIE | TPUOOPETEHHBIMU
«3HaTh» (CM. II. | POSABIIAETCS OLINOKH, 3HAHUSMU.
3). HEJO0CTAaTOYHOCTh | HETOYHOCTH,
3HAHUU, TIO PSIIY | 3aTpyIHEHUS
MoKa3aTenen, npu
oOyuJaromuiics AHATUTUICCKUX
UCIBITHIBAET orepanusx.
3HAYUTEIILHBIC
3aTpyIHEHUS TpU
OTIepUPOBAHUU

3HAHHUSAMH MTPH
UX IepeHoce Ha
HOBBIE CUTYaIlHH.

OIIK-7. Cnoco0OeH yuacTBOBaTh B HACTPOWKE U HAJAKe MPOrPaMMHO-AMIapaTHBIX KOMITJIEKCOB

OIIK-7.1. 3uaTs:

MCTObI HaCTpOﬁKH,

HaJTagKU
MpOrpaMMHO-
anmapaTHBIX
KOMIIJIEKCOB.
OIIK-7.2. YMeTh:
MIPOU3BOAUTH

HACTPOUKY, HaTaIKy

Y TECTUPOBAHME
IPOTrpaMMHO-
anmnapaTHbIX
KOMILIIEKCOB.

OOyuarommiics
JIEMOHCTPUPYET
MOJTHOE
OTCYTCTBHUE
WIH
HEJO0CTAaTOYHOE
COOTBETCTBHUE
MaTepHuany
JUCIUTIAHBI
3HAHMUIA,
YKa3aHHBIX B
WHINKATOpaX
KOMIIETEHIIU U
JUCITUTUTAHBI
«3HaThH» (CM. II.

OO6yuarommmiics
JEMOHCTPHPYET
HETIOJTHOE
COOTBETCTBHE
CIIeTYIOIIHUX
3HAHUIA,
yKa3aHHBIX B
WHMKATOpaX
KOMIETEHINH
JUCLMIUTMHEI
«3HaThH» (CM. II.
3). HomyckaroTcs
3HAYUTEIbHBIC
OIIOKMU,
MIPOSIBIISAETCS

OO6yuarommiics
JIEMOHCTPHUPYET
YaCTHUYHOE
COOTBETCTBUE
CIICTYIOIIHNX
3HAHUMH,
yKa3aHHBIX B
WHUKATOpaxX
KOMITETECHITUHN
JACIIMIUTUHEI
«3HaTH» (CM. II.
3). Ho
JIOTMYCKAIOTCS
HE3HAYNUTEIIbHBIE
OIIINOKH,

OO0yuarommmiics
JIEMOHCTPHUPYET
TIOJIHOE
COOTBETCTBHUE

[ (S13% 0111704
3HAHUMH,
yKa3aHHBIX B
WHMKATOpaxX
KOMITIETEHIINH
JTUCTIUTUTAHBI
«3HaTh» (CM. II.
3). CBoboaHO
orepupyer
MPUOOPETEHHBIMU
3HAHUSIMH.




OIIK-7.3. Bnanets: 3). HEJOCTATOYHOCTh | HETOYHOCTH,

croco6amMu IpoBEPKH 3HAHMWIL, 110 PsITy | 3aTPyHEHHUS
paboTOCIIOCOOHOCTH TIOKasaTelIcH, 1pH
oOyJaromuics AHATATUICCKUX
IPOrPaMMHO-
UCTIBITEIBAET oIepanusx.
ariapaTHeIX 3HAYUTCJIBbHBIC
KOMILIEKCOB. SATpYIHEHHs TIPH
OINEPUPOBAHUH

3HAHHUSAMU MIPH
UX IIepeHoce Ha
HOBBIE CHTYaI[HH.

[[lkama oOuEHUBAHUSA PE3YJbTATOB IIPOMEKYTOYHOW AaTTeCTallud U €€
OIMCAHHUE:

(I)OpMa HpOMe)KyTO‘IHOﬁ arTreCTallum: 3K3aMcEH.

[IpomexyTounas arrectanusi oOyyaromuxcs B (GopMe dK3aMeHa MPOBOJUTCS
M0 pe3yibTaTaM BBIMOJTHEHUSI BCEX BHJIOB y4eOHON paboOThI, MPETyCMOTPEHHBIX
y4eOHBIM IUIAHOM [0 JaHHOW AUCHUIUIMHE (MOIYJII0), MPU STOM YUHUTHIBAIOTCS
pE3yabTaThl TEKYIIETO KOHTPOJISI YCIEBAEMOCTH B TedeHue cemectpa. OneHka
CTENEHU JIOCTHKEHHUSI OO0YYaloIUMUCS TJIAHUPYEMBIX PE3YJIbTaTOB OOYy4YEHHUsS IO
JTUCHUIUIMHE (MOJYJII0) TIPOBOJUTCS TMpErojiaBaTesieM, BEAYIIMM 3aHSTHS TI0
JUCUUIUIMHE (MOJYJII0) METOJIOM 3KCHEPTHOU onleHkH. [lo uToram mpoMexyToOYHOM
aTTeCTallul IO JUCUUIUIMHE (MOZYJII0) BBICTABISICTCS OLIEHKA «OTIUYHO,
«XOpPOUIO», «YAOBIECTBOPUTEIBLHOY» WUJIN «HEYJIOBIETBOPUTEIIHHOY.

K npomexyrouHoil — arrectanMd  JAOMYCKAKOTCS  TOJBKO  CTYAEHTHI,
BBITIOJTHUBIIIME BCE BUJIBI yU€OHOU pabOThI, MPEyCMOTPEHHBIE paboueil MporpaMmoi

IO AUCHUIIIINHE.

HIxajna oneHUBaHUA Onucanmne

OTtnnaHO Cpennee 3HaueHue JUisi BceX (OPMHUPYEMBIX Ha MOMEHT IPOBEIEHUS
aTTecTalliy YPOBHEW KOMIETEHIMH — 5. BhinonHeHbl Bce BUIbI y4eOHOM
paboThl, IPEeyCMOTPEHHbIE YUeOHbIM TuIaHOM. CTYJIEHT IEMOHCTPUPYET
COOTBETCTBHE 3HAHMN, YMEHHH, HABBIKOB IPHUBEICHHBIM B TaliMIaX
nokaszaresei, omnepupyer IpUOOPETEHHBIMH 3HAHUSAMH, YMEHUSIMH,
HaBBIKAMH, IIPUMEHSET UX B CUTYyalHUsX IOBBIIICHHON CIIOXHOCTH. IIpn
TOM MOTYT OBITH JOMYLICHBl HE3HAYUTEIbHBIC OMIMOKH, HETOYHOCTH,
3aTpyAHEHUS IIPU AHAJIUTUYECKUX Ollepalusax, I[EpEeHOCe 3HAaHUW U
YMEHUH Ha HOBBIE, HECTAHIAPTHBIE CUTYaLlUH.

Xopor1o Cpennee 3HavyeHue sl BceX (OPMHPYEMBIX Ha MOMEHT IPOBEICHHS
aTTeCTAIluu YpOBHEH KoMIleTeHIMH — 4. BoImonHEeHBI Bce BUABI yueOHOM
paboThl, IPEeTyCMOTPEHHbIE Y4eOHbIM TuIaHOM. CTYIEHT IeMOHCTPUPYET




HEIOJIHOE, IIPABWJIBHOE COOTBETCTBUE 3HAHWN, YMEHHH, HaBBIKOB
NPUBEJCHHBIM B TaONHIaxX IOKaszaTesied, JIMOO eclnu MpH 3TOM OBbLTH
JIOTIYIIEHBI 2-3 HECYIIeCTBEHHBIE OIINOKH.

Y IOBIIETBOPUTENBHO CpenHee 3HaueHue I BceX (POpMUPYEMBIX Ha MOMEHT IPOBEICHHUS
aTTeCTalluu YpoBHEH komneTeHuil — 3. BoInonHeHs! Bce BUJIBI yueOHOM
paloThl, MpeIyCMOTPEHHbIE Y4eOHbIM MIaHOM. CTYAECHT AEMOHCTPUPYET
COOTBETCTBHUE 3HAHUI, B KOTOPOM OCBEILEHA OCHOBHAs1, HAU0OJIee BaXKHAs
4acTh MaTepuasia, HO TMPHU ATOM JOIMYIIEHa OJHA 3HAYMTENIbHAs OIIUOKa
WJIM HETOYHOCTb.

HeynosnerBoputenshno | He pocturnyto moporoBoe 3HaueHuEe XOTsS Obl JJIi OAHOTO YPOBHSA
dbopMUpyeMbIX Ha MOMEHT NPOBEACHHUs aTTecTaluu KommneTeHuuil. He
BBITNIOJIHEH OJUMH WM OoJsiee BUJIOB yueOHOU pabOThl, MPEeayCMOTPEHHBIX
yueOHbIM M1aHOM. CTyAEHT JE€MOHCTPUPYET HENOJHOE COOTBETCTBHE
3HAaHUW, YMEHHI, HABBIKOB MPHUBEJCHHBIM B TaONHIAX IOKa3aTemei,
JIOIYCKAlOTCs 3HAUUTENbHbIE OLIMOKH, MPOSIBISIETCS OTCYTCTBUE 3HAHUM,
YMEHUW, HABBIKOB 10 psAIy I[IOKa3aTesle, CTYJEHT HCIbITHIBACT
3HAYUTENbHBIC 3aTPYAHCHUS TIPU OTNICPUPOBAHUU 3HAHUSMU M YMECHHSIMU

IIpU UX IIEPEHOCC HA HOBBIC CUTYyallHH.

7. Y4yeOHO-MeTOAHYECKOEe U HHPOPMALIMOHHOE o0ecnievyeHne TUCIUTIINHBI

7.1. OcHOBHAas JUTEpaTypa

1. Komnwtotepusie cetu. [I[pUHIUIIBI, TEXHOJOTUH, TPOTOKOJbI: YYEeOHUK N5
By30B. 5-¢ u3a. / B.I'. Onmudep, H.A. Omudep. — CII6.: ITutep, 2016. — 992 c.

2. CereBas akagemus CiSCO [DnekTpoHHBIN pecypc]

http://www.netacad.com

7.2. JlonoJIHUTEJIbHAS JINTEPATYypPa

1. Komnwrotepusie cetu, S-¢ uza./ 3. Tanenbaym, Yazepomn . — Cno: Ilutep,
2012, 960 c.

2. BerauciurenbHbIe CUCTEMBI, CeTH B TellekommyHukaruu/ A Il ITatuGpatos,

JLIL. T'yasiasixo, A.A. Kupuuenko. M.: Kunopyc, 2019. — 372 c.

8. MaTepuaJbHO-TEXHUYECKOE o0ecnedyeHue TN CHUIIMHBI

8.1 TpeGoBanus K 000PY/I0BAHNIO M TIOMeEIEHHIO ISl 3AHATHI
JIaGoparopHble pabOTBI W CaMOCTOSATENbHAsE paboTa CTYACHTOB JIOJIKHBI
IPOBOJUTHCA B CIELUATM3UPOBAHHON ayJAUTOPUH, OCHAIICHHOW COBPEMEHHOMU

OPTTEXHUKOW M MEPCOHATBLHBIMU KOMIBIOTEPAMH C MPOrPAaMMHBIM O0ECIiEeYeHHEM B



http://www.netacad.com/

COOTBETCTBHMM C TEMAaTHUKOW H3ydaemMoro wmarepuana. Ywcio paboyux MecT B
ayJIMTOPHUH JIOJDKHO OBITh JOCTATOYHBIM JIJIsI OOCCIICYCHHS WHIUBUTyIbHONW pabOTHI
CTyneHToB. Pabouee MecTo mpernogaBaTessi TOJDKHO OBITh OCHAIIEHBI COBPEMEHHBIM
KOMITBIOTEPOM C TOJKIIOYEHHBIM K HEMY MPOEKTOPOM Ha HACTEHHBIM JKpaH, WU
WHBIM aHAJIOTHYHBIM 10 (PYHKITMOHAIBHOMY Ha3HAYEHUIO0 000PYT0BAHHEM.

8.2 TpeOoBaHus K MPOrPAMMHOMY O0ecriedeHUuI0

Jlist  BBIMONHEHUS J1a0OPATOPHBIX PAOOT M CAMOCTOSITEIBHOM  PabOThI
HEO0OXO0IMMO CIeAyolIee MPOrPaMMHOE 00ECTICUCHHE:!

1. Microsoft Windows.

2 Be6-0pay3ep, Chrome.

3 Cisco Packet Tracer.
4.  Wireshark.
5

Oracle Virtual Box.

9. MeToanuyecKHe peKOMEeHIaIMH J1JIs1 CAMOCTOSITEJIbHOM PadoThl CTYJA€HTOB

N3yueHnue AMCHMIUIMHBI OCYIIECTBIISIETCSI B CTPOIOM COOTBETCTBUM C LIETIEBOM
YCTAaHOBKOM B TECHOW B3aMMOCBS3M y4e€OHbIM TMaHOM. OCHOBOM TEOPETHYECKOI
NOJATOTOBKH CTYJIEHTOB SIBJIIIOTCS ayIMTOPHBIE 3aHATHS, TaOOPATOPHBIE pabOTHI.

B mporuecce camocTosiTensHOM pabOThl CTYAEHTHI 3aKPEIUISIIOT M YIyOJsioT
3HAHMS, MOJYyYEHHBIE BO BpPEMs ayJJUTOPHBIX 3aHSATUH, 10pabaThIBAlOT KOHCIEKTHI U
3alMCH, TOTOBATCA K MPOBEACHUI0O U 00paldaThIBAIOT pPE3YyJIbTAaThl JAOOPATOPHBIX
paboT, rOTOBATCA K MPOMEXYTOUHOM aTTECTAIMH, a TAK)KE CAMOCTOSTEIIbHO U3Yy4atOT
OTJIeTIbHBIE TEMbI YUeOHOI MPOrpaMMBl.

Ha 3aHATHAX CTyA€HTOB, B TOM 4YHUCJIE MPEANOIATAIOMINX MNPAKTHYECKYIO
NEATENbHOCTh, OCYUIECTBIIIETCS 3aKPEIUJIEHUE IIOJIYyYECHHBIX, B TOM 4YHCIE U B
MpoIleccCe CaMOCTOSITeNIbHOM padoThl, 3HaHUU. Ocoboe BHHMMaHHE oOpaliaercs Ha
pa3BUTHE YMEHHU M HABBIKOB YCTAHOBJICHUS CBSI3U IIOJIOKEHUH TEOpUH C
npodeccuoHanbHOM AESITeIbHOCTHIO OyAYIIETro CIEIUATNCTA.

CamocrosiTenbHas paboTa OCYLIECTBISIETCS MHAMBHIyanbHO. KoHTposb

CaMOCTOATENLHOM pabOThl OpraHU3yeTCs B IBYX (popMmax:



® CAMOKOHTPOJIb U CAMOOLICHKA CTYZEHTA;

® KOHTPOJIb CO CTOPOHBI IPEenoaBaTeneil (TEKyIUi U TPOMEKYTOUHBIN).

KpurepusiMu oOuEHKH pe3yJbTaTOB CaMOCTOSITEIbHOM paboThl CTyJIEHTa
SIBJISIFOTCS:

® YPOBEHb OCBOEHUS CTYJEHTOM y4eOHOTO MaTepHaa;

® yMEHMs CTYJEHTA HUCIOJb30BaTh TEOPETUYECKUE 3HAHUS IIPU BBIITIOJIHEHUU
NPAaKTUYECKUX 3a/1a4;

e c(hOopMUPOBAHHOCTH KOMIIETECHIIMI;

e odopMiIeHHE MaTepralia B COOTBETCTBUH C TPSOOBAHHUSIMU.

10. MeToauyeckue peKOMeHIAUM ISl MPenoiaBaTeJisi

1. Ilpy MNOArOTOBKE K 3aHATHSM CIEIyeT MPEeaBAPUTEIHHO MPOpadoTaTh
Marepuall 3aHATHS, IPELYCMOTPEB €r0 MoJady TOYHO B OTBEAEHHOE JJIS 3TOTO BpEMsI
3aHaTua. Crenyer NOArOTOBUTh HEOOXOJUMBIE MaTepualbl — TEOPETUUYECKHE
cBelleHus, 3aaa4un 1 Ap. [Ipy npoBeneHuu 3aHATUSA CleqyeT KOHTPOIUMPOBATh MOJAqy
MaTepualla U pelleHuEe 3aJaHui C y4eTOM y4eOHOIro BPEMEHH, OTBEIECHHOIO IS
3aHATHS.

2. Ilpm mnpoBepke pabOT U OTYETOB CIEAYET YUYUTHIBATh HE TOJIBKO
NPaBHJIBHOCTD BBIMOJHEHHS 33JlaHUi, HO W ONTHUMAJIbHOCTh BBHIOPAHHBIX METOOB

peUICHUA, ITPABUIIBHOCTD BBIIIOJIHCHUS BCCX CI'O IIAIOB.



Ilpunoscenue 1

CprKTypa 1 CoAeCpKaHUEC TUCIUILINHBI «CetHn 1 TCJICKOMMYHHKAIIUN)

M0 HAIMpPaBJICHUI0 IMMOATO0TOBKH

09.03.01 «MupopmaTHKa U BHIYMCIUTEIbHAS TEXHUKA)

O6pa3zoBarenbHas mporpamMma (mpoduib)
«Be0-TexHoI0r UM
(bakasnasp)

Buasbi yueOHoii padoThl,

< . DopMbl
2| = = BKJIIOYAasl CAMOCTOATEIbHYIO Buabl camocTosiTeIbHOM padoThI aTTecTa
Pasien § % § padoTy CTYyIeHTOB, CrynenroB -
S| £3 U TPYAOEMKOCTH B Yacax
n/n M CP | KC
JI IT/C | Jla6 C P K.P. | K.II. | PI'P | Pegepar | K/p | D 3
Jlaboparopnas padora JIP-1.
1 Hapuranusa mno onepanuonHoit cucteme IOS 2 1 4 4
U3yYeHHE  PEXKUMOB  KOHQUTypanuum |
OCHOBHBIX KOMaH]{
Jlaboparopnas pabora JIP-2.
2 | Hacrpoiika HaYyaJbHBIX napameTpoB | 2 2 4 4
KOMMYTaTopa
Jlaboparopnas padora JIP-3.
3 Hacrpoiika OCHOBHBIX rnapameTpoB 2 3 4 4
HOJKITIOUCHHUS K KOMMYTaLUOHHOMY
060pyIoBaHUIoO ¢ onepannoHHou cucreme 10S
JlaboparopHas padora JIP-4.
4 | Co3ganue mpOCTOM CeTH ¢ OBYMs y3inamu U | 2 4 4 4
JIBYMsI KOMMYTaTOpPaMHu
Jlaboparopnas padota JIP-5.
Nzyuenue moxneneit TCP/IP u OSI B neiictBun
5) o 2 5 4 4
Ha TpuMepe B3anMozcicTBus BOb cepBepa u
BOb-knuenra
6 JlaboparopHas padora JIP-6. 9 6 4 4

HcnonbzoBanne mnporpammel Wireshark s




IMpoOCMOTpa U aHaJin3a CETEBOTO Tpa(bI/IKa

JlabopaTopnas pabora JIP-7.
Anamm3  kxagpoB  Ethernet ¢ momormbio
nporpammbl Wireshark

JlaGopaTopnas padora JIP-8.
[IpocmoTp TaOIHIIBI MAC-anpecoB
KOMMYTaTopa

Jlaboparopnas padora JIP-9.
Ompenenenne MAC u IP agpecon

10

JlabopatopHas padota JIP-10.
W3yuenue Tabnunbt ARP

10

11

JlaGoparopHast pabora JIP-11.

[MonkmroueHue mapuipyTuzaTopa K JOKaJIbHOU
CeTH. [lepBonavanpHas HaCTpoiika
MapupyTH3aTopa

11

12

JlabopatopHas pabora JIP-12.
IlepBoHauanpHass  HACTpOMKa,  HAcTpoOHKa
uHTepericoB M JUAarHOCTHKAa  PabOThI
MapupyTH3aTopa

12

13

JlaboparopHas pabora JIP-13.

OOmeH nmaHHbpIMHA ¢ ucrnoab3oBanueM TCP u
UDP

13

14

JlaGoparopnast pabora JIP-14.
Texnonoruss nBoiHoro creka. IIpoBepka
anpecarmu 1IPv4 u IPv6

14

15

JlabopartopHas padota JIP-15.
BeimosiHeHHe KOMaHIbI ping W TPacCHpOBKa
MapIpyTa JUisi IPOBEPKH MYTH

15

16

JlabopartopHas padota JIP-16.

Habxnronenne 3a mpoleccoM TPEXCTOPOHHETO
KBUTHpOBaHust nporokoiga TCP ¢  momorkio
nporpammel Wireshark

16

17

JlaGopaTopnas padora JIP-17.
N3yuenune 3axBadeHHBIX naketoB DNS nu UDP
¢ oMoIIbko Tporpammer Wireshark

17




JlaGoparopnast pabora JIP-18.

18 N3zyuenue pazpemenuiit DNS 18 2 2
JlaGopaTopnas padota JIP-19.
" 18 2 2
3ydeHue npoTtokoyua FTP
19-
Dopma ammecmayuu 21
Bcero yacoB no gucuunjinHe 72 72




ITpunoxxenue 2

MUWHUCTEPCTBO HAVKH U BEICIIIETO OBPA3OBAHUS POCCUICKOI
®EJIEPALTNN
®EJIEPAJILHOE T'OCY IAPCTBEHHOE ABTOHOMHOE OBPA30BATEJILHOE
VYPEXX/IEHUE BBICILIET'O OBPA30OBAHUS

«MOCKOBCKHWH NOJUTEXHUYECKU YHUBEPCUTET»
(MOCKOBCKHMM ITOJIMTEX)

Hamnpasnenue nmoaroroku 09.03.01 MadopmaTrKa U BEIYHCIUTEIbHAS TEXHUKA
npouIk MOAroTOBKU «Beb-TexHOMornm»
®opma 00yueHHs: ouHas

®OH/
OLIEHOYHBIX CPE/JCTB

MO TUCLUTIJIVHE

CeTH U TeJIeKOMMYHUKAIIMH

Cocrasb:
1. Tloka3zatenab YpoBHs c()OPMHPOBAHHOCTH KOMIETEHIUA.
2. TlepeveHb OLIEHOYHBIX CPEACTB.
3. Odopmiienne u onucanne OLEHOYHBIX CPEACTB.

Mocksa, 2021 rox



1. MOKA3ATEJb YPOBHAA COOPMUPOBAHHOCTU KOMIETEHIIUIA

«Cern n TCJICKOMMYHHUKAIIUN»

®I'OC BO 09.03.01 «MHpopmaTuKa U BHIYMCIUTETbHAA TEXHUKA»
npoduis noaroroBku «Bed-TexHoT0rHI»

B npouiecce ocBoeHust JAHHOM TUCUUIUIMHBI CTYACHT (POPMHUPYET U AEMOHCTPUPYET CIETYIOIINE
o0menpodeccioHAIbHbIE KOMIIETEHIMH:

Komnerenuun TexHoJiorus Crenenu ypoBHeil
Ilepeyenn ®opma OLIEHOYHOI 0
¢popmupoBanus o 0CBOCHMS
HNuaekc Hnaexc KOMIIOHEHTOB . cpeacTrsa .
KOMIICTCHIIMH KOMIICTCHIIMH
OIIK-5 Criocoben OIIK-5.1. 3HaTb: JlabopaTopabIie paboTHI, YO BA30OBbIIl YPOBEHbB:
HHCTAJTUPOBATH OCHOBBI CHCTEMHOTO caMocCTosITeNbHAs paboTa 1 CIIOCOOHOCTD BBITIOIHSATH
POrPaMMHOE H AIMIUHICTPUPOBAHHS. Dk3ameH NOJTydeHHOE 3aJaH¥ue,
anmnapatHoe obecrieuenne | OITK-5.2. YmeTs: MPUMEHSIS TTOJTyYeHHBIE
JUTst KHQOPMAIIMOHHBIX U BBITIOJTHSTH MOAKIIOYCHHE, 3HAHUC U YMEHUSI Ha
ABTOMATHU3UPOBAHHBIX YCTaHOBKY U MPOBEPKY NpaKTHKE, BIaJICTh
CHCTEM anmnapaTtHbIX, COOTBETCTBYIOIIIMHU
NPOrPaMMHO-aIIapaTHBIX WHIUKATOPaMHU
Y IPOTPaMMHBIX CPEJICTB. KOMIICTEHIMHU ITPU
OIIK-7 CriocoOeH y4acTBOBaTh B OIIK-7.1. 3HaTh: BBITIOJITHCHHH 3aJJaHHS.

HacCTpOMKE U HaJlagKe
MIPOTrPaMMHO-aNIapaTHBIX
KOMIIJIEKCOB

METO/Ibl HACTPOMKH,
HAJAJIK{ IPOrPAMMHO-
anmnapaTHbIX KOMILICKCOB.
OIIK-7.2. YMeTs:
IIPOU3BOJUThH HACTPOUKY,
HaJaJIKy U TECTUPOBAHUE
NpOrpaMMHO-aNIapaTHBIX
KOMILICKCOB.

OIIK-7.3. Bnanets:
croco6amu MpoBEPKH
padoTocIocoOHOCTH
MPOrpaMMHO-AIMaPaTHBIX
KOMILIEKCOB.

MPOJIBUHYTHIN
YPOBEHbD:
CIOCOOHOCTb BBIMIOJHSATH
MOJy4eHHOE 33/IaHKe 1
peuarb CaMoCTOSTEbHO
c(hOopMHUPOBAHHBIC
3agavuu, IpuMCHIA
MOJTyYCHHBIC 3HAHUC U
YMCHUS Ha MPAKTHKE.
YBepeHHO BIaJETh
COOTBETCTBYIOLINMHU
HMHIUKATOPaMHU
KOMIICTCHIMH TIPH




BBITIOJTHEHHUH 3aJIaHNS,
KOMOMHHUPOBATH UX
MEX1y co0O0¥ U ¢
WHIUKATOpAMHU JPYTHX
KOMITETEHIHHN TS
JOCTHKEHHSI IPOEKTHBIX
PE3YIIbTATOB.

**- CokpariieHust popM OLICHOYHBIX CPEICTB CM. B mpuiiokenun 2 k PIT.




2. IlepeyeHb OLEHOYHBIX CPEICTB MO AUCHUIITUHE

HaumenoBanue [IpencraBnenue
Ne Kparkas xapakrepucruka
n/n OUEHOTHOTO OLICHOYHOT'O CPEJICTBA OLCHOTHOTY
CpeacTBa cpeactea B DOC
1 | KonTponbHas CpencTBo NpoBEepKH YMEHUI Kommiiekr
(camocTrosiTeNnbHAs) | MPUMEHSTD MOJIYyYSHHBIC 3HAHUSI | KOHTPOJIbHBIX
pabora IUTSL pELICHUS 3a/1a4 3aJlaHuM 110
(KP) ONPEIEIIEHHOr0 TUIA IO TEME BapHUaHTaM
WJIU pa3aeny
2 | Pacuerno- CpencTBo NpoBEpKH YMEHUI Komrekr
rpadguyeckas MIPUMEHSIThH NTOJIyYEHHbIC 3HAHUS | 3aJIaHUM 1J1d
pabora I10 3apaHee ONPENEIECHHON BBITIOJTHEHUS
(PT'P) METOJIMKE JIJI PEIICHU 3a/1a4 pacyeTHo-
WJIY 3aJaHUM 110 MOJYJIIO UIIU rpaduyeckoit
NUCILUIUIAHE B LIEJIOM. paboThI
YcTHbIM OIIpoC CpeI[CTBO KOHTPOJIA, BOHpOCBI I10
3 g{’,%:)ceHOBaHHe’ OpPraHU30BaHHOE KaK TeMaM/pasenam
crenuainbHas oecena AUCHUIIIAHBI
MeJaroruueckoro paboTHUKA €
00y4aroIIUMCsl Ha TEMBI,
CBSA3aHHBIC C U3y4aeMOU
JTUCIUIIMHOW, U pACCUUTAHHOE
Ha BBIICHEHUE 00beMa 3HAHUI
oOyyaroierocs mno
ONpENIEIIEHHOMY pa3Jieily, TEME,
npoOsemMe M T.11.
Tecr Cucrema cTanzapTusupoBanseix | POHZ TECTOBBIX
4 (T) 3aJaHui, TT03BOJISIONIAs 3a/laHnn
aBTOMAaTHU3
UpOBaTh MPOLIEAYPY U3MEPEHHUS
YPOBHSI 3HAHUW U YMEHUM
00y4aroerocs.
5 | Dx3ameHannoHHbie | CpeACTBO MPOBEPKU 3HAHUM, DK3aMEHAIlMOHHBIE
OMJIETHI YMEHHI, HABBIKOB. MOXeT OMJIETHI.
(OBb) BKJIFOYATh KOMIIJIEKC [IIxana
TEOPETUYECKHUX BOMPOCOB, 3a/1a4, | OLICHUBAHUS U
MPAKTUYECKUX 3aIaHUI. npoueaypa
IIPUMEHEHMUSL.
[IpomexyTouHas Ok3ameH (D) 1) yctho (V)

arrectauus (I1A)

2) nuceMeHHo (IT)




3. OdopmiieHne 1 onucaHue OLEHOYHBIX CPEICTB

JK3aMeHALMOHHOE 3aaHHe

DK3aMEHAIIMOHHOE 3aJJaHU€ BBIMOJIHAETCS] CTYJEHTOM HHAMBUAYAJIbHO, I10
UTOTaM M3y4YEHHs TUCLMIUIMHBI WK €€ 9acTu. [Ipu 3ToM nocTHXEHHE MOPOroBOro
pe3ynbrata pabOThl  HaJ  SK3aMEHALMOHHBIM  33JaHMEM  COOTBETCTBYET
ONMCAHHOMY B M.3 JAHHOTO JOKYMEHTa 3Tally OCBOEHHUS COOTBETCTBYIOIIUX
KOMIETEHIIUH Ha 6a30BOM WM MPOJBUHYTOM YPOBHE.

ba3oBblii ypoBeHb: CHOCOOHOCTH BBINOJHATH MOJYYEHHOE 3aJaHUeE,
OpUMEHS  MOJy4YEHHblE 3HAHME W YMEHMS Ha  NPAKTUKE, BIAJECTh
COOTBETCTBYIOIIMMH UHIMKATOPAMU KOMIIETEHLIUU MTPU BHIMIOJTHEHUU 3a/IaHUS.

IIpoaBMHYTBI YPOBEHb: CIOCOOHOCTD BBIMOJIHATH MOJYyUYEHHOE 3aJaHue U
pelarh CcaMOCTOSTENbHO C(OPMHUPOBAHHBIE 3aJauM, NPUMEHSAS MOJIyYE€HHbIE
3HAHME W YMEHUS Ha I[PAKTUKE. YBEPEHHO BIAJETh COOTBETCTBYIOIIMMU
WHIMKATOpaMH KOMIIETEHUMU IIPU BBINOJHEHUU 3aJaHMsl, KOMOMHHPOBATH HX
MeXay co00il M C UHAMKATOpPAMHM APYIMX KOMIETEHUUH [ JTOCTHXKEHHS
IPOEKTHBIX PE3YyJIbTATOB.

dopMa S3K3aMEHALIMOHHOTO 3aJaHusl BbIOMpAeTcsl NpernojaBareieM u
yTBEPKJIaeTCs Ha 3aceJaHuu Kadeapbl. DK3aMEeH MOXKET MPOXOAUTH B CIEAYIOMINX
¢dopMax U ¢ UCTOIB30BAHUEM CIEAYIOLIUX OLIEHOYHBIX CPECTB.

®opma IIpencraBienne oneHo4Horo cpeacrea B ®OC

VYcrHas. BaHK KOHTPOIBHBIX BOIIPOCOB, COOTBETCTBYIOIIUX OTJEIBHBIM TEMaM JAMCLIUATLIMHBL
(cMm. m. 4 Hacrosmero AOKyMmMeHTa). Bompockl (GopMupyroT 3K3aMeHaIlMOHHBIA
Ouer (CM. HIDKE), COCTOSILMA M3 TEOPETUYECKUX BOIPOCOB M MPAKTHUECKHX
3a/laHUi (THIOBBIE TPAKTUYECKHE 3aJaHWs TPEJCTaBIEHBI HIDKE). buiersl,
BKJIIOYasi BOMPOCHI M IMPAKTUYECKUE 3aJaHusi, POPMHUPYIOTCS TMpPENojiaBaTeieM H
YTIBEP)KAAIOTCS Ha 3aceiaHuu  Kadeapsl. B HHMX MoOryT OBITH BKIIIOYEHBI
JIOTIOJTHUTENIbHBIE KOHTPOJIbHBIE BOIPOCHI M 3aJIaHMs, HE TPEOYIOIIHe y CTy/ICHTOB
HIMYMSA HE (QOPMUPYEMBIX [AaHHOM AMCHUIUIMHOM KOMIIETCHUWH wWin Oojee
BBICOKMX 3TanoB C(HOPMHPOBAHHOCTH (GopMmupyembix. s oTBeTa Ha KaxIbli
BOMPOC M JUISL pelieHHs J00ro MPaKTUYEeCKOro 3aJlaHHs CTYJCHT JOJDKCH
HaxXoIuTcA Ha TpeOyeMoM Ul JaHHOW AWMCUUILIMHE YPOBHE C(HOPMHPOBAHHOCTH
BCEX COOTBETCTBYIOIIMX €l KOMIIETCHLIMHA: Ka)blid BOIIPOC M 3aJaHUE IPOBEPSET
ypOBEHb CQPOPMUPOBAHHOCTH BCEX COOTBETCTBYIOLUIMX JAHHOM JUCLUILIUHE
KOMIIETEHIIAH.

[TucemenHas. O1eHOYHOE CPEJICTBO MOJHOCTHIO COOTBETCTBYET OIIGHOYHBIM CPEJCTBAM YCTHOM
($hopMBI 3a1aHHS.




TunoBoii YK3aMeHAIITMOHHBIH OWJIeT

1.

2.
3.

MUHUCTEPCTBO HAYKHU U BBICILEI O OBPA3OBAHMSI POCCUICKOI OEAEPAIIUN
OEJIEPAJIBHOE I'OCY JAPCTBEHHOE ABTOHOMHOE OBPA3OBATEJIbHOE YUPEX/IEHVE BBICHIEI'O OBPA3OBAHIA

«MOCKOBCKHM NOJJUTEXHUYECKUIL YHUBEPCUTET»
(MOCKOBCKHH MMOJIUTEX)

DK3AMEHAILIMOHHbIN BUJIET Nel
M0 JUCLMIIIINHE
«CETU U TEJIEKOMMYHUKALIU»
Hanpasierne moarotosku 09.03.01 MadopmaTKa 1 BEIYNCIUTENbHAS TEXHUKA

BOIIPOCBI:

Crpykrypa MAC-anpecoB. Haznauenne MAC-anpecos ycrpoiictBaM. OfHOoaapecHast pacchlUIKa.
WHnuBuyanbHbIH MAC-anpec. [upokoBemarenpHas pacchuIKa. MAC-anpec
IIMPOKOBEIATENbHON pacchlIKu. MHoroaapecHas paccelnka. MAC-agpec MHOroaapecHOR
paccebutku. Tabauna MAC-anpecos.

[Nepecsinka ganubix ¢ Oydepusanueil. [lepecbuika naHHbIX 0€3 Oydepuzanum.

[Ipaxtrueckoe 3ananue. CeTeBO ampec, aapec y3ia U MHAPOKOBEIATSILHBINA apec, aapec
MIEPBOTO y3I1a, aJIpec MOCIEeIHEr0, KOJTUUYECTBO aJIpeCcOB, KOJIHMUECTBO Y3JI0B.

YTBepKIeHO: / [« » 20 T.

TunoBbie NMPAKTUYCCKHUE 3aJaHUA

1. TTo 3amanHomy IP-anpecy u Macku moaceTu OonpeiesiuTh:

CETEBOM ajpec;

HIMPOKOBEATEIbHBIN aapec;

aZpec MepBoro y3ia;

aZpec MOCIETHETO y371a;

KOJIMYECTBO BO3MOXKHBIX aJIPECOB;

KOJIMYECTBO BO3MOXKHBIX y3JIOB.

2. Ins cokpaienHoi 3anucu [Pv6-aapeca HailTH €€ MOJHYIO 3aIKCh.
3. [ns nonnoii 3anucu [Pv6-agpeca HaliTH €€ COKPAILIEHHYIO 3aMHCh.




