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1. Ilesin ocBOEHHUST TUCIUTLIIMHBI

[Tporpamma AUCIUIIIIMHBI CTPOUTCS Ha 0a3e MpOrpaMMbl Kypca CETEBOU
akagemuu CISCO «IT Essentials: bazoBsie komnerenimmu UT certmanucray.
K 0CHOBHBIM LEJIAM OCBOCHUS JTUCIUAIUIMHBI OTHOCUTCH:

o O3HAKOMJICHUE CTYJICHTOB C BO3MOXXHOCTSAMH U OOJIACTAMH MPUMEHEHUS
CETEBBIX TEXHOJIOTUM;

o O3HAKOMJICHUE CTYJCHTOB C MPUHIUNAMUA OPraHU3alMU JIOKAJIbHBIX,
KOPIOPATUBHBIX U PETHOHATBHBIX (TJI00AIBHBIX) CETEH;

o O3HAKOMJICHHE CTYJICHTOB C OCHOBHBIMU CETEBBIMU CIy>KOamu,
MOJIEJISIMU OITUCAHUS CETEBBIX B3aUMOJCHCTBUN;

o O3HAKOMJICHME  CTYJIEHTOB C  NPOTOKOJAMH  KOMMYTallMM U
MapHIpyTH3alud WH(QOPMAIMK B BBIYUCIUTEIBHBIX CETSIX, OCHOBAMHU OpraHU3AINH
MEKCETEBBIX B3aUMOJICHCTBUM,

o 3aKpEIUICHUE MOTyYaeMbIX B CEMECTPE 3HAHUW U HABBIKOB HA MPAKTHUKE;

e dbopMupoBaHUE B3aUMOCBSI3EH, MOJy4a€MbIX B CEMECTPE 3HAHUU H
HAaBBIKOB C U3YUYCHHBIMHU PAHEE U M3YyYAEMBbIX NIApaJIEIbHO C JaHHON JUCLUIUINHON;

o IIOArOTOBKA  CTYJEHTOB K  JICSITEIBHOCTM B  COOTBETCTBUU C
KBaTM(UKAIIMOHHON XapaKTepUCTUKON OakaaBpa.

K ocHOBHBIM 3a1a4aM JUCHUIUIMHBI OTHOCATCS:

o [OJyYeHUE 3HAHUW W NOPAKTUYECKUX HABBIKOB, IO3BOJISIOLINX
MPOEKTUPOBATH HOBBIE KOMITBIOTEPHBIE CETH;

o OBJAJCHHE HABbIKAMM NPOBEJICHUS aHAIM3a W  ONTUMM3ALUU
CYLIECTBYIOIINX KOMIIBIOTEPHBIX CETEN

o M3y4Y€HUE U OCBOCHHUE TEOPETHMYECKOr0 Marepuajia, Kak B MpOIecce
KOHTAKTHOM, TaK U B XOJI€ CAMOCTOSITENIbHON PabOThI;

o BBITIOJIHEHUE NPENOCTABJIECHHBIX MPAKTHYECKUX 3aJaHUA Pa3IMYHBIX

(bOpM, KaK B ITpoHIecce KOHTaKTHOfI, TaK 1 B X0JC CaMOCTOSITEJIbHOMN pa6OTBI;



o caMoCTOsITeTTbHAsT  paboTa HAL  TEMAaTUKOW  TUCHUTUIMHBI IS
dbopMHUpOBaHUA KOMIIETEHIIMA OCHOBHOM MPO(ECCHOHATIBHON 00pa3oBaTeIbHON

nporpammsl (ganee, OITOIT).

2. MecTo nucuuiuiaabl B ctpykrype OITIOIT

JuciuminHa «CeTH U TENEKOMMYHUKALIMI K YACTY YUEOHBIX TUCLHMILINH
o0s3arenbHON yacTu «OCHOBBI MH(POPMAIIMOHHBIX TEXHOJIOTUI» OCHOBHOM
00pa3oBaTeabHOI MPOrpaMMBl.

JlucuuIiuinHa B3aMMOCBSA3aHa JJOTUYECKU U COAECPIKATEIBHO-METOIUUECKH CO
cleAyroumMMu qucuuruimaamMu 1 npaktukamu OITOIT:

e (OCHOBBI I/IH(l)OpMaL[I/IOHHO-KOMMYHI/IKaI_II/IOHHBIX TEXHOJIOTHUH.

3. IlepeyeHb MIIAHNPYEMBbIX Pe3yJIbTATOB 00y4eHHS M0 JUCHUILUIUHE,
COOTHECEHHbIE C MJIAHNPYEeMbIMH Pe3yJbTaTAMH OCBOeHHs 00pa3oBaTeIbHOM

NpOrpamMmbl

B pesynbrate oOCBOEHHS AUCHUIUIMHBI Yy oOOydyaroumxcs (QopMUPYIOTCS
CJIeIyIOIME KOMIETEHIIMM W JIOJKHBI OBITh JOCTUTHYTHI CIEAYIOIIUE PE3YJIbTaThl

O6y‘ICHI/IH KaK JTaIll q)OpMI/IpOBaHI/IH COOTBCTCTBYHOIIHUX KOMHCTGHIII/Iﬁ.

Kon HaumeHnoBanmue NuaukaTopsbl INIAaHUPYEMbIX
KOMIEeTEHIIUH KOMIIETEHIIUH pPe3yJbTaTOB 00y4YeHHs MO JUCHHUILIHHE
OIIK-2 Cnoco6en mpunumath | MOIIK-2.1. 3Hath:

NPUHIKIIEL PaOOTHI COBpEMEHHBIC MH(POPMAITMOHHBIC
COBPEMCHHBIX TEXHOJIOTUH ¥ IIPOTPAMMHBIE CPEJICTBA,
HH(pOPMAITMOHHBIX

N CHOCOOBI OLIEHKH HEOOXOIUMOCTH
TEXHOJIOTUH U
IPOrPAMMHEIX UCTIOJIb30BaHUS IPOTPAMMHBIX CPEICTB.
cpencts, B Tom uncae | AOHK-2.2. Ymers:
OTE€UYECTBEHHOIO UCIIOJIb30BaTh COBPEMEHHbBIE
IPOM3BOJICTBA, U MH(POPMAITMOHHBIE TEXHOJIOTUU H

UCIIOIR30BATh MX IIPH | iporpaMMHBIE CPEJICTBA, KaK B paMKax
pEelIeHUH 3aa4

npodeccruoHanbHOMI
e TENHbHOCTH

OTJICTILHOTO TPEIITPUSTHUS, TAK U B
paMKax KOpHopaiuii, rocy1apCTBEHHbBIX
CUCTEM;

BHCAPATDb U HACTPAaUBAaTb COBPCMCHHBIC




nH()OPMAITMOHHBIC CHCTEMBI, IIPOBOAUTH
UHTETpaIyIo pa3InYHbIX
UH(OPMAITMOHHBIX CHCTEM H
IPOTrPaMMHBIX CPEJCTB, OIIEHUBATh
HEOOXOIUMOCTD HCIIOIHL30BaHUS
MIPOTPAMMHOTO CPEJICTBA ISl PEIICHUS
3aj1ad4.

HOIIK-2.3. BaaneTs:

HaBBIKaMH IPUMEHCHHS COBPEMEHHBIX
UH(OPMAITMOHHBIX TEXHOJIOTHI U
IIPOTPaMMHBIX CPECTB, IIPU PEIICHUU
3a/1a4 B Pa3IMYHBIX OTPACIISIX, BHEAPCHUS
Y HACTPOWKH COBPEMEHHBIX
MH(QOPMAIIMOHHBIX CUCTEM, OLICHKU
HEOOXOIMMOCTH MCIIOIB30BaHUSI
IIPOTPAMMHBIX CPEJICTB U
UH()OPMAIIMOHHBIX CUCTEM JIJIsl PEIICHUS
3a1ad4.

OIIK-5

Cnocoben
WHCTAJNTNPOBATh
MIPOTPaMMHOE H
arnmapaTHOe
obOecreueHue JJis
WH(OPMAITMOHHBIX
aBTOMaTU3UPOBAHHBIX
CUCTEM

HOIIK-5.1. 3uaTs:

OCHOBBI CHCTEMHOTI'O
aIMUHUCTPUPOBAHUS,

HNOIIK-5.2. YMmeTn:

BBITIOJTHATH MOJKIIOUCHUE, YCTAHOBKY U
MIPOBEPKY alllapaTHHIX, IPOrPaMMHO-
armapaTHbIX ¥ TPOTPAMMHBIX CPEJICTB.

B nporniecce ocBoenus o0pa3zoBaTeIbHOM MPOrpaMMbl TAHHBIE KOMITETCHIIUH, B
TOM YHUCJIE€ UX OTACJIbHBIE KOMIIOHEHTHI, POPMHUPYIOTCSI MOITAMHO B X0JI€ OCBOCHUS

oOydJaronmuMucs AJUCIUIUITMH (MOAyJieH), MPAaKTHK B COOTBETCTBUU C YUEOHBIM

MJIaHOM M KaJICHIapHBIM IpadukoM yueOHOTo mpoliecca.

OO0mast TpyJI0EMKOCTh JUCIUIUIMHBI COCTaBIISICT 4 3a4€THBIX €IUHMIBI, T.C.

4. CTpyKTYypa U COAepKAHUE TUCHHUILIHMHBI

144 axapemudeckux 4acoB (M3 HUX /2 4aca — caMOCTOsATeIbHAs paboTa CTyICHTOB).

PaB,Z[GJ'IBI AUCHUIUIMHBI HU3YYaOTCA Ha IICPBOM KYPCC BO BTOPOM CCMCCTPC,

dbopma mpoMeKyTOUHOM aTTEeCTAIMK - SK3aMEH.




Conepskanue M TeMbl JIa0OPATOPHBIX PadoT

HaBurauusi mo onepamuoHHoii cucreme 10S u3zyyenne pe:xumMoB

JIP-1
KOH(UIYypaluu ¥ OCHOBHBIX KOMAaH/{

4 ax. yaca

Hens BbIMOIHeHHs Ja0opaTopHoii padorbl: Co31aHUE OCHOBHBIX IMOJAKIIOYEHHMH, MJOCTYN K
unrepdeticy komangHoit crpoku (CLI) m m3yuenue cnpaBku. M3ydenue pexumoB EXEC, Hactpoiika
4acoB.

PesyabraT: OCyIiecTBIIeHa IEPBUYHAS HACTPOIIKa KOMMYTaTOpa M YCTAHOBJICHBI /1aTa U BPEeMsl C
nomoriso CLI.

IMopsaok BbINOJIHEHHS J1a00PATOPHOH PadOTHI:
e JloaroToBka K BBEIIOJHEHHIO K paboTe, B TOM YHCIIE:
o myuenne pexxumo EXEC;
o wu3ydenue copasku 1o 10S.
o Tloakmrouenue I[1C k KOMMyTaTOpPy C MOMOIIIBIO KOHCONBHOTO Kabes. (Packet Tracer)
e VYcranosnenue ceanca ¢ [0S xkommyTaTropa nmocpenctsom nnTepdetica komangHon ctpoku CLI.
e Hacrpolika 1aTbl ¥ BpeMEHH Ha KOMMYTaTOPE.
e 3ammra 1a60paTOpPHONA PAOOTHI.

KonTposbHbIe BONPOCHI:

1. Kak cymiecTByIOT CIOCOOBI MOIKITIOYECHUS K KOMMYTATOPY JJISL €r0 HACTPOHKU?

2. Uro Takoe komMaHma Show u Kakue y Hee mapaMmeTphl?

3. Kaxkwe pexxumsl pabots! IOS BEI 3HACTE?

4. Tlporpammsl sMyJsun TepMuHana? Kakue mpoTOKOJBI IPY 3TOM HCTIONB3YIOTCS IS TIepeaadu
KOH(UTYpaMOHHOIN HH(OpMaIIH.

Pesxxumsr padotsl ¢ CLI?

o o

Kak ycranoButh Bpems Ha ycTpoiictee ¢ [OS?

JIP-2 | HacTpoiika HayaJbHbIX IAPAMETPOB KOMMYTAaTOpa

Ilesqp BbINOJHeHHs] JiagopaTopHoii paGorei: [lodyueHHe NpaKkTUYECKUX HABBIKOB HACTPONKHU
KOMMYTaTOpPOB C Y4ETOM TpeOoBaHH 6€30MacCHOCTH 000PYI0BaHUSI.

PesyabTar: OcyniecTBieHa NpoBepKa M HACTpOiiKa MapaMeTpoB KOMMYTaTopa M coxpaHeHHue (ailios
koHurypanuu B NVRAM.

ITopsinok BbINOTHEHH JIAG0PATOPHOIT padoTHI:

e [IpoBepka koHUTYpaIK KOMMYTATOpa 10 YMOIYAHHUIO.
e Hacrpoliika OCHOBHBIX TapaMETPOB KOMMYTATOPA.

e Hacrpoiika 6araepa MOTD (cooOmieHus THS).

e Coxpanenue ¢aitnoB kondurypauun B NVRAM.

e Hacrpoiika kommyTaTopa S2.

e 3amura 1a00paTOPHOU PaOOTHI.

KoHTpoJibHBIE BONPOCHI:

1. Kak obecnieunth 0€30MacHOCTH TOCTYIIA K nHTepdeiicy komanmaaoi ctpoku (CLI) u mopram xoHcomm?
[IpuBennTe mpuMepsl KOMaH/ 3aMU(pPOBAHHBIX U TEKCTOBBIX MapOJIeH.

2. K kakuM xoMaHaaMm JaeT A0CTyn B npuBmiIernpoBanublii pexxum EXEC u B yeM ero oTiuuue ot

MI0JIH30BATEIHCKOTO PeXUMa?

Kak u3yuntsp Tekymyto KOHQUTypaluo KoMmMyTaTopa?

[IpucBoiite KOMMyTaTopy UMs?

Kak oGecrieunts Oe30macHbIi JOCTYI K KOHCOIH?

Kak oGecrieunts Oe30macHbIi JOCTYII K MPUBIIETUPOBAHHOMY PEXUMY?
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7.
8.

9.

UYro takoe 6anHep MOTD (cooOmienus AHs) U Kak €ro HaCTPOUTH?
Kak coxpanuts ¢aiin konpurypaunu B NVRAM? Kakas komaHzIa 0ToOpakaeT coaepKumMoe
NVRAM

B yem oTimume running-config ot startup-config u rue xpaHstcs 3T (paiiabpl KOHPUTyparuii?

10. Kax npoBepuTh NpaBUIBHOCTH KOH(HUTYparn?

JIP-3

HacTtpoiika  OCHOBHBIX  NapaMeTPOB  MOAKJIOYEHHS K
KOMMYTAIlHOHHOMY 000pPy10BaHHIO ¢ onepanuoHHoi cucreme 10S

Leas BbImoHeHMs Jgal0opaTopHoii paborbl: [losydyeHue TNPAKTUYECKHX HABBIKOB HACTPOMKHU
OKOHEYHOT0 ¥ 000pyI0BaHUsI ISl HaJla)KUBAHUS €r0 KOMMYTATOPOB C y4eTOM TpeOoBaHUl 6€30MacHOCTH.

PesyabraT: OGecnieueHne 0a30BOW CBA3aHHOCTH yCTpPOWCTB, HacTpoiika [IK u nnTepdeiica yrnpasneHus
KOMMYTaTOPOM.

IMopsiiok BLINOJTHEHNS JIA00PATOPHOIl padoThI:

[ToaroroBka K BBIIOIHEHHIO K pabOTe, B TOM YHUCIIE:

O u3yuyeHHe pexxumMoB padotsl IOS;

O H3yYCHHE CIIOCOOOB MOAKIIOYEHHUS K KOMMYTallMOHHOMY 000pyIOBaHHIO.
ba3oBas HacTpoiika koMMyTatopoB S1 u S2.

Hactpoiika I1K.

Hacrpoiika uaTEepdeiica ynpaBiIeHnss KOMMYTaTOPOM.
3ammra 1a60paTOpHOM PabOTHI.

KOHTpO.]'[LHBIe BOIIPOCHI:

1. IloueMy HYXHO HCHOJB30BaTh KOHCOJBHOE IOAKIIIOYEHHE /IS TIEPBOHAYANBHON HACTPOMKH
KoMMyTaTopa?
2. Tlouemy Hemb3s cpa3y MOAKIIOYHTECSI K KOMMYTATOpy ¢ IoMolibto npotokoia Telnet niam SSH?
3. IIporpammsl SMYJISIIMK TEPMUHATIA.
4. Kak nocMOTpeTb COCTOSIHUE TOPTOB KOMMYTAaTOPA.
5. Uro takoe VLANI.
6. Kak oToOpa3uts 1 mpoBepuTh KOHPUTYPALUIO0 KOMMYTATOPA.
7. B dewm cocrout ¢yHKIWS nHTEpdetica yrpasieHNs: KoMMyTaTtopom SVI.
8. Cnoco0Obl MOAKIIIOUEHHUS] K KOMMYTAaTOpy WM MapLIpyTH3aTOPY AJIsl HACTPOHKH.
JIP-4 Co3nanue mnpocToii ceTH ¢ JBYMSA Yy3jJaMM M JIBYMS 4 ax. Yaca
KOMMYTAaTOpaMH

Henb BoinosiHeHus1 J1adopaTopHoii pa6oTshl: [lonyueHre NpakTUYECKUX HABBIKOB CO3AAHMSI TOMOJIOTHH,
NPOBEPKHU U HacTpoiiku kommyTaTtopos u 11K, TectupoBanune cBa3anHocTH nocpeactsom komanasl PING.

PesyabTar: Co3nanue Tononoruu cetd Ethernet, Hactpoiika y3ioB IIK, 6a3oBas nHacTpoiika u npoBepka
napamMeTpoB KOMMYTaTOPA.

Ilopsinox BbINOTHEHHSA JIaOOPATOPHOIT padoTHI:

[ToaroroBka K BBHIIOJHEHHUIO K paboTe, B TOM YHCIIE:

O W3y4YeHHe NPHUHIUMIOB padoTsl mpoTokona ICMP;

O HW3y4YCHHE CIIOCOOOB Mepeauy JIAaHHBIX B JIOKAJIbHBIX U yAJICHHBIX CETSX.
Co3aathb ceTh COTIACHO TOMOJIOTHH.

VY CcTaHOBUTH KOHCOJIBHOE NOJKIIOYEHNE K KOMMYTaTopy ¢ Kommbiotepa PC-A.
Hacrpoiite 6a30BbIe mapaMeTpsl KOMMYTATOpa.

Hacrpoiite [P-aapec Ha komnbiotepe PC-A.

OT100pa3uth KOHPHUTyparuio ycrpoiictra S1.

[IpoTecTrpoBaTh CKBO3HOE MOAKIIIOUCHHE.

CoxpaHuTh (hai KOHGUTYpaITUH.

VY nanenue 3arpy304Hoil KOH(UTypayy ¢ MOMOIIBI0 KOMaHIbI: erase startup-config.

[Mepe3arpyska ycTpoiicTBa komanaoii reload.
3ammra 1a60paTOPHON PAOOTHI.




KonrtpoJbHble BONpocsI:

1. Tlodemy Hy’XHO HCIIOJIb30BaTh KOHCOJBHOE MOAKITIOUEHHE IS IEPBOHAYATIFHON HACTPOUKH
KOMMyTaTopa?

[Mouemy Henb3st cpasy MOAKIIOUYUTHCS K KOMMYTATOpY C MOMOIIbIo potokona Telnet i SSH?
[TporpaMmBb1 SMyJIAIMH TEPMHUHANIA.

Kak mocMoTpeTh cocTosiHuE TOPTOB KOMMYTATOpA.

Urto takoe VLANTI.

Kak otoOpa3uts 1 mpoBepUTh KOHPUTYPALIIO KOMMYTaTOpA.

B geMm cocrout dhyHKIMA nHTEpdEiica yrpaBiaeHus kKommyTatopoM SVI.
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CrniocoObI TOAKIIIOYEHUS] K KOMMYTAaTOpy WK MaplIpyTH3aToOpy AJISl HACTPOUKH.

HN3yuenune moneneid TCP/IP u OSI B jeiicTBUM Ha mnpuMepe

JIP-5
B3aumogeiicreust BOb cepsepa n BOb-kianenrta

4 ax. yaca

Heanr BbImoJnenusi JadopatopHoii pa6orei: M3yuenwme mnpunuunoB pabotel GET-3ampocos,
BO3MOXKHOCTEH 10 mepeaaye Tpaguka OT cepBUCa K KIMEHTCKOMY NPHIOKEHHIO, TOHUMaHNE MPUHIIUIIOB
MTOCTPOCHUS BEO-CEPBHUCOB.

PesyabTar: M3yueHue auanora cepBuca M KJIMEHTA MO MPOTOKONTy http: MOKyMeHT (CTpaHHLa caiita) C
OKHOM IIPOCMOTpa pe3yibTaTa.

ITopsinok BbINMOJTHEHHA JIAO0OPATOPHOIl padoTHI:
e JloaroToBka K BBEIIOJHEHHIO K paboTe, B TOM YHCIIE:
o WMsyuenme tpancnoptupoBku HTTP-Tpadmka B TOKadbHBIX CETSX.
o MUzyuenme crexa nporokonoB TCP/IP.
e Tenepanus BeO-Tpaduka (HTTP).
e Uzyuenue cogepxxkxumoro HTTP-nmakera ¢ jekoMio3uiiueid ero Ha ypoBHU moaenu OSI.
e OrobpaxeHue 3JIeMEHTOB cemeiicTBa mpoTokosioB TCP/IP.

e MoaenupoBaHue 3anpocoB K Ba0-ciry:x6amM ¢ UCIIOIb30BaHUEM OOIIEH3BECTHRIX MTOPTOB.
e 3ammra JJabopaTOPHOH pabOTHI.

KonTpoabHbie BONIPOCHI:

Yro takoe PDU.

OyHKIUU IPOTOKOJIOB.

Mopens OSI u TCP/IP.

UTto Takoe MHKAICYIISLMS.

Uro takoe CermeHTHpOBaHHE (3 MIPEHMYIIECTBA).
Yro Takoe MyJIbTUILIEKCUPOBAHUE.

[Iporokon ICMP.

NooprwdE

Hcnonb3oBanne nporpammel Wireshark nist npocmorpa u

JIP-6
aHAJIM3a ceTeBOro Tpaduka

4 ak. Yaca

Henp BbINOJHeHUs J1a00paTOPHOIl padoThl: V3yueHue NpUHIMIOB NEepeJay KaJpoB B JOKAJIBHBIX U
yIaIeHHbIX ceTsX. M3yueHne npuHIUIOB paboThl aHaAIN3aTOpa Tpaduka.

Pesyabrar: [loydeHue HaBBIKOB HCIIOJIb30BaHuUs porpammbl Wireshark juis 3axBaTta v aHanmm3a
nmansabeix: IP angpecos, makeroB ganabix ICMP u1 MAC-anpecos Ethernet-kanpos.

IMopsagok BbINOJIHEHHS J1a00PATOPHOH PadOTHI:
e [loxnroroBka K BBHITIOJIHEHHIO K paboTe, B TOM YHUCIIE:
O HW3yuYeHHE MPUHIIMIIOB Niepe/iaun JaHHbIX B ceTsix Ethernet;
O H3Yy4YeHHE CTPYKTYpHhI KaJIpoB, 3arosioBkoB u PDU.
o HMsyuenue Bo3moxxHOCTeH nporpammbl Wireshark mis ananmsa ceteBoro tpaduka.
e Co6op mannbix npotokona ICMP mo jokanbHbIM y371aM B mporpamme Wireshark.
e lI3ydeHue mosydeHHbIEC JaHHBIX.
e COop nansbix nporokona ICMP no ynanennsiM y3nam B nporpamme Wireshark.
e lI3yyeHue u aHAIN3 TIOJTyYCHHBIC JAHHBIX.




e 3ammra JJabopaTOPHOH pabOTHI.

KoHTpoJbHbIE BONIPOCHI:

1. KakoBa cymectBeHHas ocobenHocTs [P m MAC ampecoB mpu mepenade 3xo-3ampocoB ICMP B
JIOKaJIbHBIX U yIAIEHHBIX CETAX?

2. Kak unpopmanus nonydeHHas npu Ping ynaneHHBIX y370B OTIHYAETCS OT MHPOPMALMH TMOTyYSeHHOH
npu Ping nokanbHBIX y3710B?

3. Ilouemy mporpamma Wireshark nokaspiBaer ¢aktinueckne MAC-ampeca JIOKaJbHBIX Y3J10B, HO He
rokaseiBaeT paktuaeckue MAC-aapeca ynaaeHHBIX y3/10B?

4, Kak o0ecreunTh MPOITYCK 3X0-3aMPOCOB Yepe3 MEKCETEBON dKpaH?

5. Kak co3maBatb W OTMEHATHh TpaBwia, paspemammee mnpoxoxaeane [CMP-tpaduka depes
MEKCETEBOI SKpaH C MOMOIIBIO MacTepa CO3/IaHMsI HOBBIX TPABHII JIJIsl BXOZSIIMX TTOAKITIOYSHUH?

JIP-7 | Anaam3 kaapoB Ethernet ¢ nomombsio nporpammsl Wireshark

Henp BBINMOJHEHHUsI JIA00PATOPHOI padoThl: 3yueHHe NPUHIMIOB MEpeJadyd KaJpoB B JIOKAIBHBIX
CeTAX, KaK 3aBUCHT CTPYKTypa Kajpa OT THIa JOCTyla K Cpeae mepeAayd NaHHbIX. 3ydyeHue ypoBHEiH
MOJENT B3aUMOJIEHUCTBHS OTKPHITHIX cucteM (OSI) m wHKancymsmuio B Kaape YpoBHS 2. AHAIU3
3arosoBKoB yposHs Ethernet 1l.

PesyabTat: U3yuenue cTpykTypsl 1 3aronoBkoB kaapa Ethernet I1.

Iopsinok BbINOIHEHHS JA00PATOPHO padoThI:
e [loaroToBka K BBHIIOJIHEHHIO K paboTe, B TOM YHUCIIE:
o IIpocmotpers anuHbI U onucanus noineit 3aroinoBkoB Ethernet 11
o UW3zyuwnts npuHumn padotsl npotokona ARP.
o Wzyuuts conepkanue 3aronoBkos Ethernet II B ARP -3ampoce.
e VY3Haiite agpeca uarepdeiico croero 1K
e Co6op u ananu3 nanHbix mporokosa ICMP 1o nokansHbIM y3iaaM B porpamme Wireshark.
e lI3yuuTe nosy4yeHHbIC JAHHBIE.
e (CoOop u ananm3 ganabX mpoTokoia ICMP npu oOpamernn K yIajJeHHbIM y3J1aM.
e l3ydeHue u cpaBHEHHE MOTYYECHHBIX JAHHBIX
e 3amura 1a00paTOPHOM PabOTHI.

KoHTpoJibHBIE BONIPOCHI:

1. TIlouemy mepen nepBbM 3x0-3ampocom [IK oTmpasmsier mmpoxosemaTensHyo paccbuiky ARP?

2. KaxoBa ctpykrypa 3aronoska Ethernet Il u giuHHBI ero moseit.

3. KaxkoBa ocoOeHHOCTB conepkanus noiis aapeca HazHadeHus1? Kak Beirmsaut MAC anpec Ha3HaueHUs
MIPH ITHPOKOBEIATEIFHON pacchlike 1o mpoTokoiry ARP.

4. Hazosute naentuduxarop nmocrabmmka (OUI) cereBoit maTepdeiicnoi miatel (NIC) ncrounnka B
MIEpPBOM Kajpe.

5. Kakosa crpyktypa MAC azmpeca. Uto o0o3HauaroT nepsble 6 mectHaaunaTepuyHbix uncen B MAC
azpece.

6. Uro comepxur nosne Tun kaapa B 3aronoske Ethernet Il u kakue HanGonee pacnpocTpaHeHHbBIC THITHI
KaJIpoB BbI 3HaeTe?

7. Kak s1a uHpOpMAaIuUsa OT PiNG yAaJeHHBIX Y3JIOB OTJIMYACTCSI OT JAHHBIX, OJTYYCHHBIX B PE3yJIbTATE
9X0-3aIPOCOB JOKAJIBHBIX.

8. Uro comepxwur mnone Jlanubie B 3aronoske Ethernet |l u kakoBa MUH. 1 Max. JJTHHA 3TOTO TTOJIS.

9. Yro comepxwur nose KonrponsHas mocienoBatensHocTh kaapa (FCS) B 3aronoske Ethernet Il u kax
oHa popmupyercs.

JIP-8 | IIpocMoTp Tadaunbl MAC-agpecoB KOMMyTaTopa

Lens BbImoTHEHHs JadopaTopHOl padoThl: V3yueHwe NpUHOUIIOB paboThl mporokona ARP Ha
KOHEYHBIX y371aX U KOMMYTaTope.

Pe3y.m,TaT: HOCTpOCHI/IC TOIIOJIOTHH, COCTOSIIEH U3 JABYX KOMMYTATOPOB, COCAMHCHHLIX TpPAHKOM.




TecTupoBaHue COCAMHEHUS KOMaHIOH PING M HaAOMIOJCHUE 332 MOCTPOSHHEM KOMMYTATOPaMH TaOJIHIl
MAC-anpecoB. JIokyMEHTUPOBaHUE MOJTYYCHHBIX TaHHBIX.

Iopsaaok BbINOJHEHNUS J1a00PATOPHOI PadoThI:
e IloaroToBka K BBITIOTHEHHIO K paboTe, B TOM YHCIIE:
O U3YYCHHE NMPUHITUIIOB paboTHI mpoTokoia ARP.
O W3Yy4YCHHE NPHUHIUIIOB PabOThl KOMMYTATOPA.
e CoznaHue B COOTBETCTBHUH C TOMOJIOTHEN U HACTPOIKa CETH.
e Hacrpoiika y3nos I1K.
e BrInoiHeHNe HHAMAIN3ANNN U TTepe3arpy3Ku KOMMYTAaTOPbI, eCiTi TpeOyeTcs.
e Uzyuenue tabmuist MAC-anpecoB KOMMyTaTopa.
o TCCTI/IPOBaHI/Ie HaJIU4usa COCAUHCHUA.

e 3ammra 1a00paTOPHON PAaOOTHI.

KoHnTpoabHbIe BONPOCHI:

1. Ha xommnsrotepe PC-B oTkpoiiTe komMaHAHYyIO CTpOKy U BBeaute arp -a. Ckomnbko map IP- 1 MAC-
a/IpecoB YCTPOMCTB OBLIO MOy4YeHO Yepe3 mpoTokon ARP?

2. TloakmrouwBIIKCH Yepe3 KOHCOJb K KOMMyTaTopy S2, BBenure kKoManay show mac address-table.
Jlob6aBun mu kommyTtarop B Tabmuiyy MAC-aapecoB pomomautensasie MAC-aapeca? Ecnmm ma, To
Kakue agpeca u yCTpoucTra?

3. Ha kommnetorepe PC-B oTkpoliTe KOMaHHYIO CTPOKY U €llle pa3 BBeJUTe KOMaHay arp -a. [[osSBHIUCH
i B ARP-kamie komnbiotepa PC-B nononHuTenbHbIe 3an1cu A1 BCeX CETEBBIX YCTPOHCTB, KOTOPHIM
OBUTH OTIIPABIICHBI 3X0-3aMIPOCHI?

4. Kaxkue c10)XKHOCTH MOTYT BO3HUKHYTbH B KPYIHBIX CETSAX pu padote npotokona ARP?

5. Uro takoe ARP criyduHr u kak oT HEro 3alUTHTHCS?

JIP-9 | Onpenenenue MAC u IP agpecoB

Lens BoIMoTHEeHNA JadopaTOpHOii padoThi: COOp cBefeHNH 0 equHMIIe JaHHBIX poTokoia (PDU) mpu
€ro TMepeMeIIeHI 1Mo ceTsM. JJOKyMEeHTHPOBaHHUE MOTyIEHHBIX TaHHBIX.

Pesyabrat: Tabmuna MAC u IP agpecos B TpeObyemoMm dopmaTe. OTBETHI Ha ITOCTABIIEHHBIE BOIIPOCHL.

IMopsaaok BbINOJIHEHHS J1a00PATOPHOH PadOTHI:

e [loxroToBka K BBHITIOJIHEHHIO K paboTe, B TOM YHUCIIE:
o myderne PDU kaHabHOTO M CETEBOTO YPOBHS;
o mydeHne cnocobos nepemxaun PDU mo cersim.

e B pexuMe MoIENMpPOBaHUsS cOOpaTh CBEICHUS O enuHUIEC NaHHbIX npoTtokona (PDU), mpu ero
TIEpPEeMEIICHUH TI0 CETH.

e 3aJ0KyMEHTUPOBATh MOIy4YCHHbIE JaHHBIC B BUE TAOIHIIbI.

e  OTBETUTH HA PSIT BOIIPOCOB O COOMPAECMBIX JTAHHBIX.

e HaiiT 3akOHOMEPHOCTH B CMEHE aJIpecoB B 3arosoBkax PDU.
e 3amura 1a00paTOPHOM PaOOTHI.

KonTposbHbIE BONPOCHI:

Hcnonb30Bavch H JUIs TIOAKIIOYEHUS] YCTPONUCTB Pa3HbIC THITHI TPOBOJIOB?

OTpa3uioch U H3MEHEHNE ITPOBOJIOB HA 00pabOTKe €MUHUIIBI JaHHBIX poTokoia (PDU)?
beum mu Ha Hub (KoHueHTpaTop) notepsHbl Kakue-mudo 1aHHbe?

Uro Hub (Konuerntparop) nemaer ¢ MAC- u [P-agpecamu?

RTINS -

I[GHaCT JIK 9YTO-TO TOYKa 6eCHpOBO,Z[HOF0 AO0CTYyIIa C JaHHBIMU, KOTOPBIC HA HEC HOCTyrIaIOT?

JIP-10 | M3yuyenue tadaunb ARP

Henb BuImosiHeHUsI J1a00paTOPHOI padoThl: B pexxnme MomenupoBaHusi cOOpaTh CBEACHUS O CIMHHUIIC
nanueix potokosnia(PDU), a Takke OTBETUTD Ha PSIT BOIIPOCOB O COOMPAEMBIX TAHHBIX.

PesyasnTat: M3ydenne nmporokona ARP, Tabmuma MAC-aapecoB koMMmyTaTopa, aHanu3 nporokojga ARP B




YAAJICHHBIX MOAKIFOUYCHUAX.

Iopsaaok BbIMOJHEHHS JTa00PATOPHOI PadOThI:

e lloaroToBka K BBITIOTHEHHIO K paboTe, B TOM YHCIIE:
O H3YYCHHE NPUHIUIOB paboThl mpoTokosia ARP.
O H3YYCHHE MPUHIIUIIOB PabOThl KOMMYTATOPA.

Amnamu3 ARP-3ampoca.

e Uzyuenue Tabmuist MAC-anpecoB KOMMYTaTopa.

e Amnamus nporecca ARP B yianeHHBIX TOIKIIOUEHUAX.
e 3ammra 1a60paTOpPHONA PAOOTHI.

KonTposbHbie BONPOCHI:

1. Ha xommeiotepe PC-A oTkpoiiTe KOMaHAHYIO CTPOKY M BBexuTe arp -a. Cxonpko map IP- u MAC-
aZpecoB YCTPOMCTB OBLIO MOTyYeHO uepe3 mpoTokoa ARP?

2. TlomkmrouMBINNCE Yepe3 KOHCONb K KOMMyTaTtopy S2, BBeauTe KoMmaHny show mac address-table
CrenepupyiiTe NOMOJIHHUTENBHBIN Tpaduk ans 3amonHeHus Tabmursl MAC-aapecoB KOMMYyTaTopa.
Brimonaute komanay show mac-address-table. Cxonsko MAC anpecos B Tabmuie? [Touemy?

3. Ha kommnetorepe PC-B oTkpoliTe KOMaHIHYIO CTPOKY U €llle pa3 BBEAUTE KOMaHAy arp -a. [[osSBUIUCEH
1 B ARP-xa1ie komnsrotepa PC-B nonoHUTENbHBIE 3aITUCH J1J11 BCEX CETEBBIX YCTPOUCTB, KOTOPHIM
OBUIH OTIIPABJIEHBI 9X0-3aTPOCHI?

4. Kaxkue cI0XHOCTH MOTYT BOSHHKHYTH B KPYITHBIX CETSX MpH padboTe nmporokosa ARP?

5. Tlpoanammsupyiite Tadbmuiry ARP Ha Routerl. Ckoapko MAC-aapecos B Tabnume? [Togemy?

IMoakar0oueHne MapIPYTH3ATOPA K JIOKATbHOM ceTH. IlepBoHavanbHas

JIP-11 N
HACTPOiiKa MapIIpyTH3aTopa

4 ax. yaca

Hean BbInoaHeHus dadopaTopHoii padoTbl: [lonyuyeHne MpakTHYECKUX HABBIKOB HACTPOWKU 0a30BBIX
HACTPOEK MaplpyTH3aropa H obecreyeHrne Oe30MacHOCTH C MOMOIIBIO OTKPBITBIX U 3aIIU(pPOBAHHBIX
napoJsei.

Pe3yabTar: BrinojgHeHHe OCHOBHBIX HACTPOEK MapLIpyTH3aTopa, o0ecrieueHre 0e30MacHOCTH I0CTyIa K
uHTepdeiicy komanaaoi ctpoku (CLI) n mopTy KOHCONM ¢ MOMOIIBIO 3alIM(QPOBAHHBIX H OTKPBITHIX
naposieii. Hacrtpoiika Oannepa MOTD-cooOmieHus Uis M0Jb30BaTelicl, BXOASAIIMX B CHUCTEMY
MapuIpyTH3aTopa.

IMopsiiok BLINOJTHEHNS JIA00PATOPHOIi PadoThI:
e [loaroroBka K BBIIOJIHEHUIO K paboTe, B TOM YHUCIIE:
o MUzyuenue pexxumosn 10S;
o m3ydeHue cucrembl komaua 10S.
e [IpoBepka KoOHUTYpaH MAPIIPYTH3ATOPA 110 YMOTYAHHIO.
e Hacrtpoiika 1 mpoBepka HaAYaTbHON KOHPHUTYpaIUK MApIIPyTH3aTOPA.
e CoxpaHeHue daiina TeKyniei KoHQUTypanuu. 3ammura J1abopaTopHoi paboThI.

KoHTpoJibHbIe BONIPOCHI:
1. Cmoco6b mogkTtoueHus K HHTepdeiicy KOMaHIHON CTPOKH MapIIpyTH3aTopa.

2. TloueMy HYXHO WCIOJB30BaTh KOHCONBHOE WOJIKIIOYCHUE Ui TEPBOHAYAIBHON HACTPOWKH
KoMMyTaTopa?

[ToyeMy Henb3st cpasy MOJIKIIOUUTHCS K MapIIPYTH3aTOpy ¢ oMolbto ipotokoia Telnet nim SSH?
IIporpamMmel SMyJISILIUY TEPMUHANIA.

Kak nmocmotpets cocrosiHre HHTepEiicOB MapIpyTU3aTopa.

Kaxk oToOpa3uTh u MpoBEpUTHh KOHPHUTYPAITHIO MapIIpyTH3aTOpa

Kaxk coxpanuts daitn kondurypanun B NVRAM.

Kak coxpanuth (aitir 3arpy309Hoi KOHPHUTYpauu BO (DIIEII-TaMsITh.

© ©® N s~ W

C nomomipio kakoit koMauas! (show flash) MoxkHO yOemuThes, 9To (ailyr 3arpy309Hoit KOHOUTYpAITAN
Tenepb XpaHUTCS BO (IICHI-TIAMSTH.

JIP-12 | IepBoHayaibHast HACTPOIKA, HACTPOHKA HHTEP(ENCOB U TMATHOCTHKA 4 ak. yaca




patoThl MapIIpyTH3aTOpPa -

Lenr BBIMOJTHEHHUSI JA0OpPATOPHOI padoThI: V3ydeHWe OCHOB MapHIpyTH3aIMHd W (POPMUPOBAHIS
Ta0IuIBl Ha MapmpyTu3aTope. Hactpolika uHTepdEeiHCcoB U TUArHOCTUKA MPOOJIEM B JIOKATBHBIX CETSIX
coliepKalux MapuIpyTU3aTOpPHL.

PesyabTat: Hactpoiika o0opymoBanus W WHTEPPEHCOB B CETH, COCTOSIICH W3 HECKOJIBKUX ITOICETEH,
o0BeIMHEHHBIX MapIIpyTu3zaTopamu. [IpoBeaeHne AMarHocTHKY IpoOIeM U MOUCKa HEMCIIPABHOCTH.

Iopsinok BoINOIHEHUS JA00PATOPHO padoThI:
e [loaroroBka K BBIIOJIHEHUIO K paboTe, B TOM YHUCIIE:
o MUzyuenwue pexxumosn 10S;
o MWsyuenwue cucremsl komany 10S.
e lzydenwue 3amuiceit TAOIUIIBI MAPIIPYTU3AIMHA HA MapIIPYTU3ATOPE.

e OtoOpakeHHE CTATUCTHUKW M CBEJCHHI O KOHKPETHOM HHTepdeiice MaplIpyTH3aTopa, a TakKe
CBOJHBIN CITUCOK MHTEP(]EHCOB.

e Hactpoiika uarepgeiicoB mapmpyTuszaropa.
e [IpoBepka KoHUTYpALHH.
e 3ammra 1a060paTOPHON PAOOTHI.

KoHTpoJbHBIE BONIPOCHI:

1. Ckonbko cerell Bbl BUIUTE Ha IpeAcTaBleHHON Torojoruu? CKOIBKO M3 HUX HAaXOIATCS B padodyeMm
COCTOSTHHH?

2. CxoJbKO mocieaoBaTelbHbIX HHTep(eiicoB Ha MapipyTu3aropax R1u R2?

w

Cxonbko unTepdeiicoB Ethernet na mapmpyrtusaropax R1 u R2?

4. SBusrorcs nu Bce uHTepdeiicsl Ethernet nHa mapmpytuzatope R1 onunakoBeiMu? Ecnu otBet «Hety,
O0OBSCHUTE Pa3INYHs.

5. Jlns gero cmyut Tabnuia MapupyTu3anuy Ha Mapuipytusatope? Kak ee oro6pa3uth Ha skpane?

6. Ckonbko B TabIUIlEe TOJKIIOYEHHBIX MapupyToB (uMetoT koa «C»)? Kakoit MapmipyT mpeacraBieH B
criucke? Kakum oOpa3zom mapmpyTtuzarop oOpabarpiBaeT TaKeT, MPEIHA3HAYCHHBIN IS CETH,
KOTOpasi OTCYTCTBYET B TaOJIUIIC MapIIPyTU3AIHN ?

7. CKOJBKO MOJIKIIOYSHHBIX MapipyToB (MMerT Koz C) 0TOOpaxkaeTcsi Ha KaKJ0M MapiipyTu3aTope?

oo

Ckonbko MapupytoB EIGRP (umetot xon D) oToOpakaeTcs Ha Kax1oM MapuipyTu3arope?

9. Ecnu MapuipyTu3aTop COAEPKHUT JaHHbIe 000 BCEX MapuIpyTax B CETH, TOTJA KOJIHUYECTBO MPSMBIX
MapupyToB ¥ JuHaMu4ecku monydeHHbIXx MapumpytoB (EIGRP) nomkHO paBHATBCS o00memy
konmdecTBy JoOKanbHBIX (LAN) u tnobambHbix (WAN) cereil. Ckompko nokanbHbIX (LAN) n
robanbHeX (WAN) cereil mpucyTcTByeT B Tomonoruu? COOTBETCTBYET JIM 3TO YUCIIO KOJIUYECTBY
MapupyTtoB C u D, mokazaHHBIX B Ta0JIHIIE MapIIPyTH3AINUN?

JIP-13 | O0meH gaHHBIMH ¢ ucnojn3oBanueM TCP u UDP

Henbs BbIMONHEeHHst JdadopaTopHoil padorbl: M3yueHue B3aMMOACHCTBHUSI CEPBUCOB M KIMEHTCKHUX
MIPUIIOKEHHH, TPUHIIUTIOB PabOTHI MPOTOKOJIOB YPOBHS IPHUJIOKEHHA U TPAHCTIOPTHOTO YPOBHS.

Pe3y.m>TaT: I/IBY‘IGHI/Ie BBaHMOHCﬁCTBHﬂ CCTCBBIX CEPBUCOB C KIIMCHTAMH, oco0eHHOCTEH MIPUMCHCHUA
TPAHCHOPTHLBIX ITPOTOKOJIOB U ITOPTOB.

ITopsinok BbINOTHEHHS JIAG0PATOPHOI padoThI:
e [loxroroBka K BBHITIOJIHEHHIO K paboTe, B TOM YHUCIIE:

o wusydenwue nporokojaoB HTTP; FTP; DNS; modroBbie MpOTOKOJIEI,

O U3YYCHHE TPaHCHOPTHBIX MPoTOoKoJIOB TCP, UDP, My nbTHILIEKCHPOBAHHUS X HOMEPOB ITOPTOB.
e [eHeparus ceTeBoro Tpaduka B pexKrMe MOICITHPOBAHNS.

o Crenepupyiite TpapuK s 3aM0JTHSHUS TAOIMI] TPOTOKOIIA pa3peieHus aapecos (ARP).

o Crenepupyiite Be6-Tpaduk (HTTP).

o Crenepupyiite FTP-Tpadux




o CrenepupyiiTe TpaduK JJIEKTPOHHON MOYTHI.
e U3yuenue GpyHKIIMOHAIBHBIX BO3MOXKHOCTeH nmpoTtokonaos TCP u UDP.
UTto Takoe MyIbTHCEPBEP?
Wzyunre nporecc MymbTHILIEKCHPOBAHUS NPH Tiepeaade TpaduKa 1o CeTH.
Nzyunte HTTP-tpaduk, koraa KIHEHTH 0OMEHUBAIOTCS TAHHBIMU C CEPBEPOM
Nzyuute FTP-Tpaduk, korma KIueHTH 0OMEHHBAIOTCS JAaHHBIMU C CEPBEPOM.
N3yunte DNS-Tpaduk, korna KIneHTs 0OMEHHBAIOTCS JAaHHBIME C CEPBEPOM.
Wzyunre Tpaduk 3MEKTPOHHON MOYTHI, KOTJa KIMEHTHl 0OMEHUBAIOTCS JAHHBIMU C CEPBEPOM.

0 0O O O O O O

W3yuute ucnois30BaHNE HOMEPOB TIOPTOB HA CEpBEpe
e 3amura JJabopaTOPHOUH pabOTHL.

KoHTpoJibHBbIE BONIPOCHI:

Kakune HOMepa MOPTOB MCMOJB3YIOT H3YYCHHBIE CEPBHCHI.

Kaxk xmueHTsI 00MEHHBAIOTCS JAHHBIMH C CEPBEPOM 110 mpoTokoay HTTP.

Kakue TpaHCIIOpPTHBIE IPOTOKOJIBI M MTOPTHI HcIoab3yeT DNS cepruc.

Kakue npoToKOJIbI U MOPTHI UCIIONB3YET MOYTOBBIH CEPBUC.

Kaxkue npoToKoIbI M IOPTHI HCIIONIB3YET (PailiIoOBBIN CEPBUC.

B uem cocrout nporiecc MyIbTUIUIEKCHPOBAHUS TP Niepenade Tpaduka B CETh U KAKyHO POJIb
HATParOT HOMEpPA MOPTOB.

o aksrwbdpkE

JIP-14 | TexHosorusi 1BoiiHOro creka. [Iposepka aapecauuu IPv4 u IPv6

Lenr BBIMOJHEHHSI JIadopaTopHO padoThl: M3yueHWe NPHUHIHUIIOB PabOTHI TEXHOJOTHH IBOWHOTO
cteka npotokosioB IP v4 u IP V6, Bo3MOXXHOCTEH MO MX COBMECTHOMY HCIOJIB30BaHHIO, HACTPOWKH U
TPacCHPOBKH.

Pe3syabTat: HacTpoiika TOMOJOTHH U3 HECKOJIBKUX JIOKAIBHBIX CETEM C UCITOIb30BaHUEM JIBOMHOT'O CTEKA
npotokonos IP v4 u IP V6.

Iopsaaok BbINOJIHEeHNs 1a00pATOPHOH padOThHI:
e [loaroroBka K BBINOJIHEHUIO K paboTe, B TOM YHUCIIE:
e Usyuenue cucremsl komans 1OS.
o wm3ydeHue npotokona IP V4,
o wm3yuenne npotokona IP V6.
e 3amoyiHeHHE TaOIUIIBI aJpecanny.
e TIposepka u BoccraHoBjeHue [Pv4-moakIoueHus ¢ oMoIbio komama ipconfig u ping.
e IIpoBepka u BoccTaHoBjeHHE IPV6 -ITOIKITIOUEHHMS ¢ TOMOIIBI0 KoMan  ipconfig u ping.
e HaxoxxaeHue NpuurHbI COOS.
e OnpezaeneHue MyTH C MMOMOIIBIO TPACCUPOBKH MapIIpyTa.
e VYcTpaHeHUe MPUYUHBI HETTONAKH.

e 3amura 1a00paTOPHOM PabOTHI.

KoHnTpo/ibHbIE BONIPOCHI:

1. Yro Takoe MBOHHOW CTEK MPOTOKOJIOB M KaK OH MCIIOIB3YETCS Ha MPAKTHKE?

2. Crpykrypa IP V4 anpeca?

3. Crpykrypa IP V6 ampeca?

4. Kaxkue npobiembl ObUTH BBISIBICHBI B MPOIIECCE TECTUPOBAHUSA COEAMHEHUS MO mpoTokony IP V4 u
KaKOBa MOCTIeI0BATEIbHOCTH X JUArHOCTUKHU U PEIICHUS ?

5. Kaxkue npoGiiembl ObUTH BBISIBIICHBI B IPOIECCE TECTUPOBAHUS COCIMHEHUs 10 mpoTokony [P V6 u
KaKOBa MOCIIEI0BAaTENIbHOCTH UX AMATHOCTHUKHU U PEILICHUs?

6. Kakme xomaHZBI HCHOJB30BANMCH MPH IMPOCMOTPE HACTPOCK HWHTEP(PENCOB W TECTHPOBAHUS
OOIKIIOUEHNI?

BobinosiHeHHe KOMaH/IBI Ping M TPACCHPOBKA MAPLIPYTA /UIsl IPOBEPKH
nyTH

JIP-15

4 ak. yaca




Heanr BbImoJiHeHHs JabopaTopHoii padoTsl: V3yueHne NPUHIMIOB PaOOTHl TEXHOJOTHH JBOHHOTO
creka npotokonoB IP v4 u IP V6, Bo3MokHOCTEl 10 X COBMECTHOMY HMCIOJIb30BAaHHIO, HACTPOUKH H
TPACCHUPOBKH.

PesyabTaTr: HaxokneHue W ycTpaHEHUE HETIOJIAJKH B TOTOJOTHU W3 HECKOJNBKHUX JIOKAIBHBIX CETEeH C
UCIIOJIb30BaHKEM JBOWHOIO cTeKa MpoTokoioB IP v4 u IP V6.

IMopsiiok BLINOJIHEHHS JJa00PATOPHOI padoThI:

e [loaroToBka K BBIIIOJIHEHHIO K paboTe, B TOM YHUCIE:
o wu3yuyeHue nporokoia IP V4;
o wu3yuyeHue nporokona IP V6.

e 3anojHeHUE TaOIUIILI aIpPECAIIHH.

o IlpoBepka M BoccTaHOBIEeHHME IPv4-moakmioueHus ¢ momolnsio komanx ipconfig, ping show ip
interface brief, show ip route.

o [Ilposepka um BoccTaHOBIeHHME IPV4-moakmioueHus ¢ momoinsio komanng ipconfig, ping show ip
interface brief, show ip route.

e HaxoxxneHue npu4yuHbI cO0s1.
e OmnpezaesneHue MyTy C MOMOILBIO TPACCUPOBKH MapLIpyTa.
e YcTpaHeHHE NPUIHHBI HETTONAIKH.

e 3ammra 1a00paTOPHON PAOOTHI.

KonTtpoJbHble BONpPoOCHI:

CKoIbKO ceTell BBl BUANTE Ha MPEACTaBIEHHOM Tomonorun?

CKoJbKO mocneioBaTeNbHBIX nHTepdeiicoB Ha MapmpyTuszaTopax R1, R2, R3?
Ckonbko untepdeiico Ethernet na mapmpytuzaropax R1, R2, R3?

[t wero ObuTa MCTIONB30BaHa KoMaHa show ipvo interface brief,

RSN -

SBnsroresa nmu Bce uHTepdeiicel Ethernet Ha mapmpytuzarope R1 oguraxkoBeimu? Ecnu otBet «Het»,
OOBSCHUTE Pa3THYMSL.

o

[y gero ciayut Tabiiuia MapIIpyTu3aiuu Ha mapimpyTuzarope? Kak ee oroOpa3uth Ha sxpane?

~

CkosbpKO B TabMUIE TOAKIIOYEHHBIX MappyToB (MMeroT ko1 «C»)? Kakol mapiipyT npeacraBieH B
cnucke? Kakum oOpasom MapmpytuzaTop o0pabaThiBaeT NHakeT, MpeJHAa3HAYCHHBIA Ui CEeTH,
KOTOpasi OTCYTCTBYET B TaOJIHIIe MapIIpyTH3AIHA?

8. CKOJBKO MOJIKIIIOUSHHBIX MapIIpyToB (MMeroT koj C) oToOpakaeTcss Ha KaXI0M MapIIpyTH3aTope?
9. Ckonbko mapuipytoB EIGRP (umeror kog D) oroOpaskaeTcst Ha Ka)xa0M MapHipyTruzarope?

10. Ecnu mapiipyTus3aTop COOEpKUT AaHHBIE 000 BCEX MapLIPyTax B CETH, TOTAa KOJIMYECTBO MPSMBIX
MapIpyToB W JauHamudeckd monydeHHbix MapmpytoB (EIGRP) momkHO paBHATBCS 0O0Iemy
koimdecTBy JOKambHBIX (LAN) u tmobampHbix (WAN) ceteir. Ckonbko sokambHbIX (LAN) m
rnobanbHeX (WAN) cereil mpucyTcTByeT B Tomoyoruu? COOTBETCTBYET JIM 3TO YUCIO KOJIUYECTBY
mapuipytoB C u D, mokazaHHBIX B TabuIHIle MapIIpyTH3aLNN?

Haoaroaenue 3a MpomeccoM TPEXCTOPOHHEI0 KBUTHPOBAHUA ITPOTOKOJIA

JIP-16 TCP ¢ nmomomsio nporpammbl Wireshark

4 ak. Jaca

Leapb BbINOJIHeHUS JadopaTopHOi padoThl: M3ydeHne npoiecca yCTAHOBICHUS MEXKAY JIBYMs y3JIaMu
HanexxHoro TCP-ceanca ¢ MOMOIIBIO TPEXCTOPOHHETO KBUTHPOBaHHUs 110 Tipotokoiy TCP.

PesyabTar: M3yueHue makeToB, KOTOphIMH oOMeHmBatorcsi Opayszep IIK, wucmomesyrommit HTTP-
NPOTOKOJI, U BeO-cepBep.

Iopsaaok BbIOJHEHHS JTa00PATOPHOI PadOThHI:
e [loaroToBKa K BBINOJHEHHUIO K pab0OTe, B TOM YHCIIE:
o MHzyuenue GpyHKUMOHUPOBAHUS TpaHCHOPTHOTO NpoTokona TCP;

O HW3yYCHHE MYJIbTHUILICKCUPOBAHUS U MapKUPOBKH Tpad(huka ¢ MOMOIIBIO TOPTOB, MOPSAKA
ycranoBienus TCP ceccuid.

e (CoOop undopmaruu o aapecax uarepdeiicos croero [IK




e (COop u aHanu3 JaHHBIX MpoTokosa TCP mo jokankHBIM y31aM B mporpamme Wireshark.
e l3yunTe noaydeHHBIC NaHHBIE.

e Ortkpoiite Be6-0003peBaTesb U MepeiuTe Ha CTPaHUIy WWW.google.com.

e HaiinuTe cOOTBETCTBYIOIIUE MTAKETHI s BEO-CceaHca.

e l3yueHue B 3aXBaUeHHBIX JaHHBIX BCETO Mpolecca B3aumoaeicTus ¢ BOb-cepsucoM, Brmoyast
poToKoa paspemeHus aapecoB (ARP), cucremy nomennsix nmer (DNS) u TpexcroponHee
kButHpoBanue TCP.

e Ompenemuts IP-anpec BeO-cepBepa Google.

e U3yunTh conmepxauyecs B MakeTax JaHHbIe, BKItoyas [P-anpeca, Homepa moproB TCP u daru
ynpasnenus: TCP.

e 3amura 1a00paTOPHOM PaOOTHI.

KOHTpOJ’le])Ie BOIIPOCKHI:

ok~ wbdpE

HazoBute HOMep nopTa nctounnka TCP.

Kax Ob1 BBI KiTaccu(pUIIMpoBaIy TOPT HCTOYHUKA?

Kak 051 BbI KITaccH(PUIIPOBAIH TOPT HA3HAYCHNS ?

Kaxkue ycranoBneHs! (iaru?

Kakoe 3Ha4eHHne 3a1aHO ISl OTHOCUTEIBHOTO MOPSAKOBOIO HOMepa?
Hasath 3Tansl npolecca TpeXCTOPOHHET0 KBUTHpOoBaHus npoTokosa TCP.

JIP-17

H3yuenune 3axpayeHHbIX nakeToB DNS nu UDP ¢ noMombio nmporpaMmMsl

Wireshark 4 ax. vaca

Ieas BoINOTHEeHNA JadopaTopHOii padoThl: V3yueHnue 3axBaueHHbIX makeToB DNS u UDP ¢ nomormipto
nporpammbl Wireshark, nonumanue npuHounoB GpyHKIoHUpoBaHus mpoTokona DNS.

Pesynbrar: U3yuenue 3axBaueHHbIX kaapoB DNS 3anpocor (3aronoeka u mojst manHbsix DNS 3ampoca).
Uzyuenne cermenta UDP ¢ momomsio DNS otsera.

IMopsiiok BLINOJIHEHHS JJa00PATOPHOI PadoThI:
e [loaroroBka K BHIIOJIHEHUIO K paboTe, B TOM YHUCIIE:
O HW3y4YeHHE NPUHLIUINOB paboTHl mpoTokona DNS;

O H3YYCHHE CTPYKTYphI JoMeHHbIX uMeH, DNS kak pacnpenencHHas ceTh CEpBEPOB, KOTOpas UMEHa
nomeHos B [P-agpeca.

e 3anuck naHHbIX 0 KoHpurypamuu I[P na [1K.

e 3axsar 3ampocoB 1 0TBeToB DNS ¢ momompto nporpammel Wireshark.
e  AHanu3 3axBayeHHbIX naketoB DNS niau UDP.

e 3amura 1a00paTOPHOM PabOTHI.

KoHTpoJibHBIE BONIPOCHI:

1. Ecau cyauts no kaapy Ethernet II mist DNS-otBeTa, kakoMy ycTporcTBY cooTBeTcTBYeT MAC-anpec
HCTOYHHKA U KaKoe yCTpOoHCTBO cooTBeTcTBYeT MAC-anpecy Ha3HadeHHs?

2. OOparure BuuMaHue Ha IP-agpeca ucrounuka u Ha3HadeHus B IP-makere. Hazosure IP-anpec
Ha3zHauenus. Hazosute [P-agpec nucrounuxa.?

3. Uro nmpou301uIo ¢ possSMH UCTOUYHUKA U Ha3HAYCHHUS JIOKAJIBHOTO Y3714 U [IUTI03a IO YMOJTYaHHI0?

4. HasoBuTe HOMepa IOPTOB UCTOUYHMKA U HazHaueHus. Uto npousouuio ¢ Homepamu nopros UDP npu
¢dhopmupoBanun DNS-otBera?

5. B dWem mnpeumymiectBa wucmonb3oBaHus mporokona UDP Bmecto mporoxoma TCP B kadecTBe
TPaHCTIOPTHOTO MpoToKoda urt DNS?

JIP-18

N3ydenne paspemennii DNS

Lesas BbImosnenusi jgadopatopHoii padorsi: M3ydenne DNS-npeoGpazoBannss URL B IP-ampec;
Wzyuenne noncka B DNS ¢ momomipio komauas! nslookup Ha BeO-caiite; M3ydenue momcka B DNS ¢
MTOMOIIEI0 KOMaH Bl nslookup Ha MOYTOBEIX cepBepax.

Pe3yasTat: V3ydyenue u tectupoBanue npotokoia DNS B KoMaHIHOW CTpOKE ¢ MOMOLIBIO YTHIHUT Ping u



http://www.google.com/

nslookup.

Iopsinok BbINOIHEHNS J1Aa00PATOPHOI padoThI:
e [loaroToBKa K BBIOJHEHHUIO K pab0OTe, B TOM YHCIIE:
O HW3yuYeHHE MPUHLOUIOB paboTHl mpoTokoia DNS;

O H3YYCHHE CTPYKTYphI JoMeHHBIX uMeH, DNS kak pacnpeseneHHas ceTh CEpBEpPOB, KOTOpast UMeHA
nomeHoB B [P-angpeca.

e 3anuck naHHBIX 0 KoHpurypammu I[P Ha [TK.

e Mzyuenne DNS-mpeobpaszosanus URL B IP-aapec ¢ momoripio KoMauas! Ping ymaneHHoTo y3ma
(www.icann.org u WWw.cisco.com).

e BBecTH B agpecHyI0 cTpoKy Opaysepa [P-agpec cHayana B 1eCATHIHO-TOUEYHON HOTAIIMH, 3aTEM B
JBOUYHOM U OLICHUTD PE3YJILTATHI.

e l3yuenme noucka B DNS ¢ momompio komanasl nslookup.
e l3yuenue noucka B DNS ¢ moMomipto koMmanp1 nslookup Ha IOYTOBBIX CepBepax.
e 3amura 1a00paTOPHOI PabOTHI.

KonTposbHbie BONPOCHI:

1. TIlpu ormpaBke 3X0-3ampoca ¢ IOMOIIBI0 KOMaHIbl ping Ha WWW.CISCO.COM BhIAAaeTCs Takoi ke IP-
ajipec, Kak B mpuMepe, uin apyroi? Jlaiite mosicuenue

2. B uem cocrout ocHOBHOE HazHayeHue DNS?

w

Kaxk paboraer u aj1st uero ciyxut yruiaura nslookup?

4. Kak pabotaer oOpalieHie K MOYTOBBIM CepBepaM ¢ MOMOIIbI0 cirykObl DNS u 1st 4ero ciryxuT moie
MX preference?

JIP-19 | M3y4yenue nporokona FTP

Lesn BpinoHeHust J1adopaTopHoii padoTsi: [lonyyeHne HABBIKOB B HCTIONB30BAaHUU AOCTYNA K (haiiiam
o rpoTtokony FTP.

PesyabTar: OcymecTBieHa NpOBEpKa BO3MOXKHOCTH OCyIIEecTBIeHMs nepenaud ¢aiiio mo FTP
HPOTOKOJIY Pa3HBIMHU CIIOCOOaMHU.

Ilopsinok BbINOJTHEHHA JIAO0PATOPHOIT padoTHI:
e [loaroToBka K BBITIOJHEHMIO K paboTe, B TOM YHCIIE:
O HU3y4YCHHE MPOTOKOJOB YPOBHS IIPHUIIOKEHUI.
o Hzydenus “oqHOpaHroBOM” U “KIMEHT-CEPBEPHOU  MOJEIN B3aUMOICHCTBHUSI.

3amyck FTP u3 koMaHIHOHN CTPOKH.

3amyck FTP B Gpay3epe.
e 3arpyska FTP-daiina c moMomipio KIMeHTa.
e 3ammra 1a00paTOPHOM PabOTHI.

KOHTpOJ’leBIe BOIIPOCHI:

1. UYro Takoe mpUII0KEHHS, CEPBUCHI X IPOTOKOJIBI YPOBHS MPHUIIOKEHHH, sl YETO OHU CITyKaT.
IIpuBenuTe npuMepsl.

2. llepeuncnute mpeuMyInecTBa ucmnoyib3oBanus FTP u3 komanaHoW cTpoku, Opay3epa u FTP-kiuenTa.

w

B gem nenocrarok nocryna k FTP u3 komannHoit ctpoku?

4. Kaxkue ponu ypoBHS NPUIOKEHUH BbI 3HAETE, a TAKXKe, KaKHe MPHUII0KEHHS], CEPBUCHI M TPOTOKOJIIBI
paboTaloT Ha 3TOM ypOBHE.

5. Kakue npeuMyHIeCTBa AJid 011 {0)1 (87 @' ou3Heca Aal0T CCTCBBIC ITPUJIOKCHUA.

6. HazoBuTe HECKOILKO HanOOJIEe U3BECTHRIX MIPOTOKOJIOB YPOBHHA HpI/IJ'IO)KeHI/II\/'I.



http://www.icann.org/
http://www.cisco.com/

5. O0pa3oBaTe/ibHbIE TEXHOJIOTUU

Meronuka mnpenojaBaHus JUCLUUIUIMHBL M pean3alusi KOMIIETEHTHOCTHOTO
[0JIX0/J1a B U3JIOXKEHUU U BOCIIPUSATHH MaTepHalia NpeayCMaTpUBaeT UCIOJIb30BaHNE
CIENYIOIIMX AaKTUBHBIX W HWHTEPAKTUBHBIX (OpPM NPOBENEHUS TPYIIOBBIX,
UH/IMBHUIyaJIbHBIX, ayIUTOPHBIX 3aHATUN B COUETAHUHU C BHEAYJUTOPHOU paboOTOU ¢
1eNb0 (POPMUPOBAHMS M PA3BUTHUS IPO(PECCHOHATBLHBIX HABBIKOB Y O0OYYAIOIINXCS:

o BBHITIOJTHEHUE J1a00paTOPHBIX padboT B TabOpaTOpUsX BY3a;

o UHAUBUIYaAJIbHBIE M TPYNIOBBIE  KOHCYJbTAlMM  CTYJICHTOB
npernojaaBaTesieM, B TOM 4YHCJ€ B BUJE 3aIIMUTHl BBINOJHEHHBIX 33JJaHUN B paMKax
CaMOCTOATENIbHON padOTHI;

o nocelleHne npopuiIbHbIX KOH(pepeHIui 1 paboTa Ha MacTep-Kiaccax
HKCHEPTOB U CIIELUATIUCTOB UHIYCTPHH.

CamocTosiTenbHas BHeayJauTOpHass paboTa cTyaeHToB coctaBiseT 50% oT
o0u1ero oobeMa JUCHUILTUHBL U COCTOUT U3:

o MOJITOTOBKY K BBITIOJTHEHHUIO M MOATOTOBKH K 3aIIUTE J1a00paTOPHBIX
pabor;

o YTEHUS JIUTEPATYPbl U OCBOEHHUS JOTOJHUTEIBHOTO MaTepraia B paMKax
TEMaTHKU AUCUUTUIHHBI;

o HOJIFOTOBKHU K TEKYIIEH aTTeCTalluN;

L4 IIOATOTOBKH K HpOMCX(yTOqHOﬁ arTeCTaluu.

6. OneHoO4YHBIE CpeCcTBA AJIs TEKYLIEr0 KOHTPOJIS YCIIeBAeMOCTH,
NMPOMEKYTOYHOM aTTEeCTAMHU 110 MTOraM OCBOCHUS TMCLHMILIMHBI M Y4eOHO-

MeToAnYecKoe o0ecrneyeHue CaMoCTOATEIbHOM PadoThl CTYACHTOB

B npouecce o0yueHHs MCHOJB3YIOTCS CIEAYIOIIME OLICHOYHBbIE (OPMBbI
CaMOCTOATENIbHOM padOThl CTYJIEHTOB, OLEHOYHBIE CPEACTBA TEKYLIEro KOHTPOJIS
YCIEBAEMOCTH U MPOMEKYTOUHBIX aTTECTALUI:

L4 BBIITOJIHCHUC Ha60paTOpHBIX pa60T, OK3aMCH.



6.1. ®oHJ OLIEHOYHBIX CPEJACTB AJsI NPOBeAeHUsI MPOMEKYTOYHOI
aTTecTaluu o0yJyamuxcs nmo pucuuminte «Cetu u
TeJEeKOMMYHUKAIMH
[lepeyeHb KOMIETEHIIMM C YKa3aHUEM ATAIlOB UX (HOPMUPOBAHUS B
poIiecce 0CBOEHUS 00pa30BaTEIbHON MPOrpaMMBI.

B pe3ynbraTe 0CBOCHUS TUCHHUILTHHBI POPMHUPYIOTCS CICAYIOITHE

KOMIIETEHIIUU:
Kon B pe3yabTaTe ocBOeHUs 00pa3oBaTebHOM
KOMIIETEHLMH MPOrpamMmMbl 00y4aKOUIMIiCs 10/2KeH 00/1a1aTh
OI1K-2 CriocoOeH nMpuHUMATh MPUHITUIBI PA0OThHI

COBPEMEHHBIX HH(POPMAIIMOHHBIX TEXHOJIOTHUN U
MPOTrPaMMHBIX CPEACTB, B TOM YHCIIE OTEYECTBEHHOT'O
MPOU3BOJCTBA, U UCIIOJIb30BaTh UX IIPU PEIICHUU 3a]1a4
poheCCHOHAILHON JISITSIIbHOCTH

OIIK-5 Crioco6eH HHCTAUTHPOBATh MTPOTPAMMHOE H
anmnapaTHoe obecriedeHue st THOOPMALIMOHHBIX U
aBTOMATU3UPOBAHHBIX CUCTEM

B mporiecce ocBoeHust 00pa3oBaTebHOM MPOrpaMMBbl IaHHBIE KOMIIETEHIUH, B
TOM YHUCJIE UX OTJEJbHbIE KOMIIOHEHTHI, (DOPMHUPYIOTCS MOITAITHO B XO0JI€ OCBOCHHUS
00yJarouMMuUcs JUCUUIUIMHBI B COOTBETCTBUU C YUYE€OHBIM IUIAHOM U KaJIEHJApHBIM
rpadgukomM yueOHOTO mporiecca.

6.1.1. Onucanue nokasareseil U KpUTepreB OLEHUBAHUS KOMIIeTEHIIHUIA,
(popMHUpPYyeMBbIX 10 HTOTaM O0CBOCHMS IMCUMILVINHBI, ONMCAHUE HIKAJI
OLICHUBAHMA

[loka3aTenemM OLEHMBaHUS KOMIIETEHIIMM Ha pa3JIMYHBIX J3Tamax HUX

dbopMupOBaHUs SBISIETCS JAOCTIXKEHHE OOYYarOIIMMHUCS TUIAHUPYEMBIX PEe3yIbTaToOB

O6y‘ICHI/IH 10 JMCOUIIIIMHC.

Kpurepun onenuBanus

IHoka3aTean
2 3 4 5

OIIK-2. CnocoGeH NpruHUMaTh PUHLUIIBI PA0OTHl COBPEMEHHBIX MH(POPMALIMOHHBIX TEXHOJIOTUHN U
IPOTPaMMHBIX CPE/ICTB, B TOM YHCJIE OTEUECTBEHHOT'O ITPOU3BO/ICTBA, U UCIIOIb30BaTh UX MPHU
peleHnH 3a1a4 IpoQecCuOHaIbHOM eI TeTbHOCTH




HOIIK-2.1. 3HaTb:
COBPEMECHHEIE
UH(POPMALIMOHHBIE
TEXHOJIOTHH U
IPOrPaMMHEIC
CpE/CTBa,

CIIOCOOBI OLIEHKHU
HEOOXO0IMMOCTH
HCIIOJIb30BaHUS
POrPaMMHBIX
CPEIICTB.

HOIIK-2.2. YMmeTs:
HCII0JIb30BaTh
COBPEMEHHBIC
nH(OpMAITMOHHBIC
TEXHOJIOTHH U
pOrpaMMHBIE
CpEIICTBA, KaK B
pamMKax OTIEeIILHOTO
IPEIPHUSITHS, TAK U B
paMKax KOpIIOpaLHii,
rOCyIapCTBEHHBIX
CHCTEM,

BHEJIPATH U
HACTpauBaTh
COBPEMEHHBIE
UH(POPMAIMOHHBIE
CUCTEMBI, TIPOBOJIUTH
HUHTETPaIIIo
Pa3TUYHBIX
nH()OPMAITMOHHBIX
CHCTEM H
MPOrPaMMHBIX
CPEIICTB, OLIEHUBATh
HEOOXOIMMOCTE
HCIIOJIb30BaHUS
IPOrPaMMHOTO
CpeJIICTBA JIIS
pelIeHUs 3a/1a4.
HNOIIK-2.3. Bnanets:

HaBBIKAMH
MPUMEHEHUS
COBPEMEHHBIX
UH(POPMAITMOHHBIX
TEXHOJIOTUH U

OOyuaromuiics
JIEMOHCTpUpYE
T TIOJTHOE
OTCYTCTBHE
WA
HEJOCTAaTOYHOE
COOTBETCTBHE
Marepuainy
JUCIATLINHEI
3HAHUM,
yKa3aHHBIX B
WHIUKATOpax
KOMIICTCHITUM
JUCIATUINHEI.

OO0yuatoumiics
JEMOHCTPHUPYET
HETIOJIHOE
COOTBETCTBHE
CJEAYIOIINX
3HaHUMH,
YKa3aHHBIX B
WHIUKATOpax
KOMIIETCHIIUH
JTACIIUILTHBI.
Jomyckarorcs
3HAYUTEIbHBIC
OIINOKH,
MIPOSIBIISIETCS
HEJIOCTaTOYHOCT
b 3HAHWM, 11O
pAny
TOKa3aTelIeH,
oOyJaromuics
HCITBITHIBACT
3HAYUTEIIbHbIC
3aTpyaHEHUS
npu
OTICPUPOBAHUU
3HaHUSMU [IPU
UX TIEPEHOCEe Ha

HOBBIC CUTYyallNU.

OOyuaromuiics
JEMOHCTPUPYET
YaCTUYHOE
COOTBETCTBHUE
CJIEIYIOIIUX
3HAHHI,
yKa3aHHBIX B
WHIUKATOpax
KOMIIETECHITUMN
JUACIUTUINHEI.
Ho
JIOITyCKAKOTCS
HE3HAYUTECIIbHBI
€ OIMOKH,
HETOYHOCTH,
3aTpyAHCHUS
npu
AHATMTUYCCKHUX
onepanusx.

OO6yuatronmiics
JEMOHCTPUPYET
MIOJTHOE
COOTBETCTBHUE

[ (13 % 0111704
3HAHHH,
yKa3aHHBIX B
WHMKATOpaXxX
KOMITETEHIIU I
JUCLUATLIAHBI.
CBo0OoiHO
orepupyer
npruoOpeTeHHBIM
Y 3HaHHSMHU.




IPOTrPaMMHBIX
CPEJIICTB, IpU
pelLeHnH 3ajja4 B
Pa3IUYHbIX OTPACIISIX,
BHE/IPEHUS U
HaCTPOUKH
COBPEMEHHBIX
MH(GOPMaLIMOHHBIX
CHUCTEM, OLICHKH
HEO00X0IUMOCTH
UCIIOJIb30BaHUS
IPOrpaMMHBIX
CPEICTB U
MH(GOPMaLMOHHBIX
CUCTEM JUIsl pELICHHUS
3azad.

OIIK-5. CiocobeH nHCTAITMPOBaTh MPOTrPAMMHOE U aIllapaTHOE 00ecreueHue Jis

I/IH(bopMaI_II/IOHHBIX N aBTOMATU3UPOBAHHBIX CUCTEM

HOIIK-5.1. 3naTh:
OCHOBBI CHCTEMHOI'0
aIMUHHACTPUPOBAHMS,
aIMUHUACTPUPOBAHHMS
CVYB/l, coBpemeHHbIE
METO/IbI
UH(POPMALIMOHHOTO
B3aUMOJICUCTBUS
UH(POPMAIMOHHBIX U
ABTOMATH3UPOBAHHBI
X CHUCTEM,;

CITOCOOBI
WHCTAJLISIINI
MPOrPaMMHOTO
obOecrieueHus,
CITOCOOBI OLICHKU
MacITabupoBaHUs
CHCTEM, CIIOCOOBI
MHCTaJUISIUN
arnmapaTHOTO
obecneyeHus,
METO/Ibl OIICHKH
MPOU3BOIUTEIEHOCTH
WH(POPMAIMOHHBIX U
ABTOMATH3UPOBAHHBI
X CHCTEM.
HOIIK-5.2. Y™meTs:

OO6yuarommmiics
JEMOHCTPUPYE
T IOJIHOE
OTCYTCTBHE
HWIIH
HEIOCTAaTOYHOE
COOTBETCTBUE
MaTepuany
JHACITATLIMHEL
3HAHHMH,
YKa3aHHBIX B
WHJIUKATOpax
KOMIICTCHITUM
JUCITATLINHEI.

OO0yuarommiics
JEMOHCTPUPYET
HETIOJTHOE
COOTBETCTBHUE
CJICTYIOIINX
3HAHUMH,
yKa3aHHBIX B
WHJIUKATOpax
KOMIIETCHITUIH
JUCIUTLINHEL.
Honyckatorcs
3HAYNTEIIbHBIC
OIITOKHU,
MPOSIBIIACTCS
HEJIOCTaTOYHOCT
b 3HAHWH, 10
pany
ToKa3aTejiei,
oOyyaromuics
HCIIBITHIBACT
3HAYHMTCILHBIC
3aTpyAHEHUS
npu
ONEepUPOBAHUU
3HAHUSIMU TIPU
UX MEepeHoce Ha

HOBBIC CUTYyallNH.

OO6yuarommiics
JEMOHCTPUPYET
YacTHYHOE
COOTBETCTBHE

[ (14%{0)1117.¢
3HaHUIA,
yKa3aHHBIX B
WHJIUKATOpax
KOMIICTCHITUM
JUCIATLINHEI.
Ho
JOTTyCKAOTCSI
HE3HAYUTEIILHEI
€ OIINOKH,
HETOYHOCTH,
3aTPyIHCHUS
npu
AHATMTUYECKHUX
onepauusx.

OO0yuarommiics
JEMOHCTPUPYET
MTOJTHOE
COOTBETCTBHUE
CJICTYIOIINX
3HAHUH,
yKa3aHHBIX B
WHJIUKATOpax
KOMIICTCHITUIH
JHUCIUTLINHEL.
CB00601HO
onepupyer
proOpeTeHHBIM
Y 3HAaHHUSMU.




UHCTaJNTUPOBATh
pOTrpaMMHOE
obOecrieueHue, B TOM
YHUCJIC B COCTABE
THIIEPCHCTEM,
UHCTAJUTUPOBATh
arnmapaTtHoe
obOecrieueHue,
MaciTabupoBaTh
UH(POPMAIIMOHHBIE U
ABTOMATH3UPOBAHHBIC
CHUCTEMEI, OLIEHUBATh
HEOOXOIMMOCTE
MacCIITaOuPOBaHUS
CHCTEM, OLICHHBATh
3aTparhl Ha
HUHCTAJUISIHIO
anmapaTHoro u
POTrPaMMHOTO
oOecreucHHS.

[[Ixkana OLEHMBAHUS PE3YJAbTATOB IPOMEXKYTOUYHOM AaTTECTAalMd U €€
OIIMCaHHUE:

dopMa NPOMEKYTOUHOM aTTECTAIUM: IK3aAMEH.

[TpomexxyTounasi arrectanus oOydaromuxcs B (Gopme 3K3aMeHa MPOBOAUTCS
Mo pe3yJibTaTaM BBHITIOJTHEHUS BCEX BHUAOB YueOHON pabOThI, MPEeayCMOTPEHHBIX
y4eOHBIM IUIAHOM MO JAaHHOW JUCHUIUIMHE (MOJYJIO), TPU 3TOM YUYUTHIBAIOTCS
pe3yJbTaThl TEKYIIEr0 KOHTPOJISI YCHEBAEMOCTH B TeueHue cemectpa. OneHka
CTENECHU JOCTHXKEHUS OO0YYaroIIUMHUCS IUIAHUPYEMBIX Pe3yJbTaTOB OOy4EeHHUsS IO
JUCUUIUIMHE (MOJYJI0) TPOBOJAUTCS MpPENojiaBaTeieM, BEIyUIUM 3aHSATUSA [0
JTUCIUTUIMHE (MOJYJII0) METOJIOM JKCIIEPTHOM oreHKkH. [lo uroram mpomMexyTouHoM
aTTeCTallu MO JUCHUIUIMHE (MOJYJII0) BBICTABISCTCS OLIEHKA «OTIUYHOY,
«XOPOILO», KYAOBICTBOPUTEIHHO» WA «HEYAOBICTBOPUTEILHO.

K  mpomexyTouHOol — arrecTtauMyd  JOMYCKAalOTCS  TOJBKO  CTYJIEHTBHI,
BBITIOJTHUBILIME BCE BUJIbI YU€OHOU pabOThI, MPeyCMOTPEHHBIE pabouei MporpaMmoi

10 ANCHUIIJINHC.




HIxaja oneHUBaHUA

Onucanue

OT1IM4HO

Cpennee 3HaueHue sl BceX (OPMHPYEMBIX Ha MOMEHT MPOBEICHUS
aTTECTAIlMU YPOBHEH KOMITETCHIIMA — 5. BBIMOTHEHBI Bce BUABI yUueOHOM
paboThI, IPETyCMOTPEHHBIC YUeOHBIM TIaHOM. CTYJICHT TEMOHCTPUPYET
COOTBETCTBUE 3HAHUM, YMEHUN, HABBIKOB MPHUBEICHHBIM B TabIuUIlaxX
MOKa3aTesnei, OmepupyeT MNPUOOPETCHHBIMU 3HAHUSIMH, YMEHHUIMH,
HaBbIKaMH, HpI/IMeHSIeT Hx B CI/ITyaL[I/IHX HOBLIIHCHHOﬁ CJIOXKHOCTHU. HpI/I
3TOM MOI‘yT 6BITB I[OHyH_IeHBI HC3HAUYUTCIIBHBIC OIJ_II/I6KI/I, HETOYHOCTH,
3any,Z[HCHI/I$I HpI/I AHAJIUTUYCCKUX onepauuﬁx, Hepeﬂoce 3HaHI/II>'I 158
YMeHI/If/'I Ha HOBBIC, HGCTaHZ[apTHI)IC CI/ITyaHI/II/I.

Xopomuio

Cpennee 3HayeHWe Ui BceX (OPMHPYEMBIX HAa MOMEHT IPOBEICHHS
aTTECTAIlMu YpOBHEH KOMIIeTeHIIMH — 4. BhImoHEHBI Bce BUABI yUeOHOM
paboThl, IPEeTyCMOTPEHHbIE Y4eOHbIM TuIaHOM. CTYIEHT IeMOHCTPUPYET
HEIOJIHOE, MPaBUJIBHOE COOTBETCTBUE 3HAHMM, YMEHMH, HaBBIKOB
NPUBEJCHHBIM B TaOnMIax IOKaszaresned, JMOO eciu MpH 3TOM ObLTH
JIOMYILIEHBI 2-3 HECYIIECTBEHHBIE OIIHOKHU.

Y 10BIETBOPUTEIEHO

Cpennee 3HadyeHue il BceX (OPMHUPYEMBIX Ha MOMEHT MPOBEICHHS
aTTeCTalliy YpOBHEH KOMIIETeHIMH — 3. BoImonHeHbI Bce BUABI yueOHOM
paboThl, IPelyCMOTPEHHbIE Y4eOHbIM TuIaHOM. CTYJIEHT JIEMOHCTPUPYET
COOTBETCTBHE 3HAHUI, B KOTOPOM OCBEIlI€Ha OCHOBHAs, HanboJjee BakHas
YacTh MaTepuaina, HO MPU 3TOM JOMYIIEeHA OfHA 3HAYUTeNbHas OIIMOKa
WJIA HETOYHOCTb.

HeynosnerBopurenbHo

He nocturHyTto mnoporoBoe 3Hau€HHE XOTsS Obl Ui OJHOTO YPOBHS
dbopMUpyeMbIX Ha MOMEHT NPOBEACHHUS aTTecTauuu KomneTeHuui. He
BBITIOJIHEH OJUMH WM OoJsiee BUJIOB yueOHOW pabOThl, MPEAyCMOTPEHHBIX
yueOHbIM MIaHoM. CTyAEHT JAEMOHCTPUPYET HEINOJHOE COOTBETCTBUE
3HAHUM, yMEHMH, HaABBIKOB IPHUBEJEHHBIM B TaliuIax IoKa3aTenel,
JIOITyCKAIOTCS 3HAYUTEJIbHbIE OIINOKH, MPOSBISETCS OTCYTCTBUE 3HAHMIA,
YMEHMI, HaBBIKOB [0 psAy IIOKa3aTelei, CTYyAE€HT HCIBITHIBAET
3HAYUTENIbHbIE 3aTPYAHEHUS MPU ONEPUPOBAHUU 3HAHUAMU U YMEHUSIMU
IIPU UX NIEPEHOCE HA HOBBIE CUTYyAI[UH.

7. Y4yeOHO-MeTOAUYECKOEe U MHPOPMALIMOHHOE o0ecnieyeHne TUCIUTIINHBI

7.1. OcHOBHAas JUTEpaTypa

1. Komnetotepusie cetu. [I[pyUHIUIIBI, TEXHOJOTUHU, TPOTOKOJbI: Y YeOHUK NSt

BY30B. 5-¢ u3a. / B.I'. Onmudep, H.A. Onmudep. — CIIO.: [Turep, 2016. — 992 c.

2. CereBas akagemus CiSCO [DneKTpoHHBIN pecypc|

http://www.netacad.com



http://www.netacad.com/

7.2. JlonoJIHUTEJIbHAS JINTEPATYypPa

1. Komnwrotepusie cetu, S-e uza./ 3. Tanenbaym, Yazeposn J. — Cno: Ilutep,
2012, 960 c.

2. BeruucnurenbHble cucTeMBbl, ceT U TeiekommyHukaruu/ A Il [1atubpatos,

JLIL. T'yneiasiko, A.A. Kupuuenko. M.: Knopyc, 2019. — 372 c.

8. MaTepHaJbHO-TEXHHYECKOE o0ecnedyeHue T CHUTIIIMHbI

8.1 TpeGoBaHus1 K 000PY/I0BAHUIO M TIOMeEIEHHIO ISl 3AHATHI

JIaGoparopHble pabOTBI W CaMOCTOSTENbHAsE paboTa CTYACHTOB JIOJIKHBI
IPOBOJUTHCA B CHEUUATM3UPOBAHHON ayAUTOPUH, OCHAIIEHHOW COBPEMEHHOMU
OpPITEXHUKON M MEePCOHATBHBIMH KOMITBIOTEpAMU C MPOrPAMMHBIM OOECIICUEHUEM B
COOTBETCTBUM C TEMaTUKOW H3yyaemMoro wmarepuana. 4Yucio paboymx MecT B
ayJIMTOPHUH JOJHKHO OBITh JOCTATOYHBIM JJI1 OOECNeYeHUs] NHIMBHUIyalbHOU pabOThI
cTyaeHToB. Pabouyee MecTo mpenojaBaTesst JOMKHO ObITh OCHAIIEHBI COBPEMEHHBIM
KOMITBIOTEPOM C TMOJKIIOUYEHHBIM K HEMY MPOEKTOPOM Ha HACTEHHBIM 3KpaH, WU

WHBIM aHAJIOTUYHBIM 1O (DYHKIIMOHATLHOMY Ha3HAYEHUIO 000PYIOBAHUEM.

8.2 TpeGoBaHusl K NPOrpaMMHOMY 00ecTieYeHH 0
Jlis  BbIMOJHEHHUsT Ja0OpaTOpHBIX pPabOT U CaMOCTOSTENBbHOM paboThI
HE00X0IMMO ClIeIyIollee MPorpaMMHOe 00eCieUeHHE:
1. Microsoft Windows.
Be6-6paysep, Chrome.

Wireshark.

2

3. Cisco Packet Tracer.
4

5 Oracle Virtual Box.

9. Meroanuyeckue peKOMEHIANUH JJI1 CAMOCTOATEIbHON padoThl CTYIeHTOB

N3yueHne AMCUMIUIMHBI OCYLIECTBIISIETCS B CTPOIOM COOTBETCTBUU C LIEJIEBOM
YCTAaHOBKON B TECHOM B3aMMOCBA3M y4eOHbIM I1aHOM. OCHOBOW TEOPETHYECKOM

MOJITOTOBKH CTYJICHTOB SIBIIIIOTCS Ay IMTOPHBIE 3aHATHSI, TA0OPATOPHBIE paOOTHI.



B mpouecce camocTosTensHOM pabOThl CTYJEHTHI 3aKPEIUISIOT M YIIIyOJstoT
3HaHUs, TIOJYYEHHBIE BO BpeMsl ayIMTOPHBIX 3aHSATHH, TOpadaThIBAIOT KOHCICKTHI U
3alliCH, TOTOBSTCS K TPOBEACHHUIO W 00pabaThIBalOT Pe3yibTaThl JaOOPATOPHBIX
paboT, TOTOBATCS K MPOMEXKYTOYHOM aTTECTAllMHU, & TAK)KE CAMOCTOSTEILHO U3y4atoT
OTJIEbHBIE TEeMbI Y4eOHOI MPOrpaMMBl.

Ha 3anATHAX CTyA€HTOB, B TOM 4YHCJE MPEANOIATaoNINX MPAKTHIECKYIO
NEeSITEbHOCTh, OCYIIECTBIIACTCS 3aKpeIieHHe TOJyYEeHHbIX, B TOM YHCIE€ U B
MpOIIECCe CaMOCTOSATENbHOU padoThl, 3HaHUU. Ocoboe BHHMMaHUE OOpaiiaercs Ha
pa3BUTHE YMEHHM ¥ HABBIKOB YCTAHOBIICHHUS CBSI3M TIOJOKCHUA TEOPHUH C
npo(ecCHOHaNbHOMN AESITebHOCTRIO OyAYIIETro CIeUaICTa.

CaMmocTtosiTenbHass paboTa OCYIIECTBISIETCS HHAWBHUAyanbHO. KoOHTpoOIb
CaMOCTOATENLHON pabOThl OpraHU3yeTcs B IBYX GopMax:

® CaMOKOHTPOJIb U CAaMOOILICHKA CTY/ICHTA;

® KOHTPOJIb CO CTOPOHBI MpernoiaBaTeseit (TEKyIui U IPOMEKYTOUHBIN).

KputepussmMu OIEHKH pe3yJibTaTOB CaMOCTOSITENIbHON paboThl CTyAeHTa
SIBIISTFOTCSI:

® YpPOBEHBb OCBOCHHS CTYACHTOM Y4eOHOTO MaTepuaa,

® YMEHHS CTYyJE€HTa WCIOJIb30BaTh TEOPETHUUYECKUE 3HAHUS MPHU BBIOJHEHUU
MPAKTUYECKUX 3a]1aY;

e c(hopMUPOBAHHOCTH KOMITETECHIIHI;

e odopmiieHHE MaTepraia B COOTBETCTBUHU C TPEOOBAHUAMH.

10. MeToauyeckue peKOMeHIAlMM ISl MPenoiaBaTes

1. Tlpy moOArOTOBKE K 3aHATUAM CJEAYET TMPEeIBapUTEIHHO MNpopadoTaTh
Marepuai 3aHATHS, IPEIyCMOTPEB €ro MoJjadyy TOYHO B OTBEIECHHOE ISl 3TOr0 BpeMs
3aHsATUg. CleayeT TMOATOTOBUTh HEOOXOJMMBIE MaTepuaibl — TEOPETUUECKHUE
cBeaeHus, 3aaauun u ap. [Ipu nmpoBeneHun 3aHATHS ClIeAyeT KOHTPOJIUPOBATH MOAUY
MaTepualia U pelieHre 3aJaHui C y4eTOM y4eOHOTO BPEMEHHU, OTBEJIEHHOTO IS

3aHATHA.



2. Ilpm mnpoBepke pabOT W OTYETOB CJEAYET YYUTHIBATH HE TOJIBKO
MPaBWIBHOCTh BBINOJHEHUS 3aJaHUNA, HO W ONTHUMAJIBHOCTh BBIOPAHHBIX METOOB

peICHUA, IIPABUJIBbHOCTD BBIIIOJIHCHHUA BCCX €0 1Iaros.



Ilpunoscenue 1
CTpykTypa u coaepkaHue TUCHUILVINHBI «CeTH U TeJ1eKOMMYHUKAMU»
10 HANIPABJIEHUIO MOATOTOBKH
09.03.03 «IIpuxknagnas ungpopmMaTuka
O6pa3zoBarenbHas mporpamMma (mpoduib)
«KopnopaTuBHble HHPOPMALHOHHBIE CHCTEMBI»
(bakasnasp)

Buasbi yueOHoii padorsl,

< . DopMbl
2| = = BKJIIYAasl CAMOCTOATEILHYIO Buabl camocTosiTeIbHOM padoThI aTTecTa
Pasien § % § padoTy CTYyIeHTOB, CrynenroB -
S| £3 U TPYAOEMKOCTH B Yacax
n/n M CP | KC
JI IT/C | Jla6 C P K.P. | K.II. | PI'P | Pegepar | K/p | D 3
Jlaboparopnas padora JIP-1.
1 Hapuranusa mno onepanuonHoit cucreme IOS 2 1 4 4
U3yYeHHE  PEXKUMOB  KOHQUTypanuum |
OCHOBHBIX KOMaH]{
Jlaboparopnas pabora JIP-2.
2 | Hacrpoiika HaYyaJbHBIX napameTpoB | 2 2 4 4
KOMMYTaTopa
Jlaboparopnas padora JIP-3.
3 Hacrpoiika OCHOBHBIX rnapameTpoB 2 3 4 4
HOJKITIOUCHHUS K KOMMYTaLUOHHOMY
060pyIoBaHuIo ¢ onepannoHHou cucreme 10S
JlaboparopHas padora JIP-4.
4 | Co3ganue mpOCTOM CeTH ¢ OBYMs y3inamu U | 2 4 4 4
JIBYMsI KOMMYTaTOpPaMHu
Jlaboparopnas padota JIP-5.
Nzyuenue moxneneit TCP/IP u OSI B neiictBun
5) o 2 5 4 4
Ha TpuMepe B3anMozeicTBus BOb cepBepa m
BOb-knuenra
6 JlaboparopHas padora JIP-6. 9 6 4 4

HcnonbzoBanne mnporpammel Wireshark s




IMpoOCMOTpa U aHaJin3a CETEBOTO Tpa(bI/IKa

JlabopaTopnas pabora JIP-7.
Anamm3  kxagpoB  Ethernet ¢ momormbio
nporpammsl Wireshark

JlaGopaTopnas padora JIP-8.
[IpocmoTp TaOIHIIBI MAC-anpecoB
KOMMYTaTopa

Jlaboparopnas padora JIP-9.
Ompenenenne MAC u IP agpecon

10

JlabopatopHas padota JIP-10.
W3yuenue Tabnunbt ARP

10

11

JlaGoparopnast pabora JIP-11.

[MonkmroueHue mMapuipyTuzaTopa K JOKaJIbHOU
CeTH. [lepBonavanpHas HaCTpoiika
MapupyTH3aTopa

11

12

JlabopatopHas pabora JIP-12.
IlepBoHauanbHass  HACTpOIiKa,  HacTpoWka
uHTepericoB M JUAarHOCTHKAa  PabOThI
MapupyTH3aTopa

12

13

JlaboparopHas pabora JIP-13.

OOmMmeH nmaHHBIMUA ¢ ucmnoab3oBanneM TCP u
UDP

13

14

JlaGoparopnast pabora JIP-14.
Texnonoruss nBoiHoro creka. IIpoBepka
anpecarmu 1IPv4 u IPv6

14

15

JlabopartopHas padota JIP-15.
BeimonHenne komaHasl PiNg U TpacCHpPOBKa
MapIpyTa JUisi IPOBEPKHU MYTH

15

16

JlabopartopHas padota JIP-16.

HaGumofeHre 3a MpoOIECCOM TPEXCTOPOHHETO
kBUTHpOBaHus rnporokosa TCP ¢ momorrsio
nporpammsl Wireshark

16

17

JlaGopaTopnas padora JIP-17.
N3yuenune 3axBadeHHBIX naketoB DNS n UDP
¢ moMoInbko porpammelr Wireshark

17




JlaGoparopnast pabora JIP-18.

18 N3zyuenue pazpemenuiit DNS 18 2 2
JlaGopaTopnas padota JIP-19.
" 18 2 2
3ydeHue npoTtokoyua FTP
19-
Dopma ammecmayuu 21
Bcero yacoB no gucuunjinHe 72 72




ITpunoxxenue 2

MUWHUCTEPCTBO HAVKH U BEICIIIETO OBPA3OBAHUS POCCUICKOI
®EJIEPALTNN
®EJIEPAJILHOE T'OCY IAPCTBEHHOE ABTOHOMHOE OBPA30BATEJILHOE
VYPEXX/IEHUE BBICILIET'O OBPA30OBAHUS

«MOCKOBCKHWH NOJUTEXHUYECKA YHUBEPCUTET»
(MOCKOBCKHMM ITOJIMTEX)

Hamnpasnenue nmoaroroku 09.03.03 Ilpuknagnas nHpopMaTHKa
npoduias moarotToBku «KopropatuBHbie HHGOPMAITMOHHBIE CHCTEMBI)
®opma 00yueHHs: ouHas

®OH/
OLIEHOYHBIX CPEJCTB

MO TUCLUTIJIVHE

CeTH U TeJIeKOMMYHUKAIIMH

Cocrasb:
1. Iloka3zatenab YpoBHs cOPMHPOBAHHOCTH KOMIIETEHIM M.
2. TlepeveHb OLIEHOYHBIX CPEACTB.
3. Odopmiienne u onucanne OLEHOYHBIX CPEACTB.

Mocksa, 2021 rox



1. MOKA3ATEJb YPOBHAA COOPMUPOBAHHOCTU KOMIETEHIUI

«Cern n TCJICKOMMYHHUKAIIUN»

®I'OC BO 09.03.03 «IIpukaagnas nanpopMaTuka

npoduns noarotosku «KopnopatuBHbie HH(pOPMAIHOHHBIE CHCTEMbD

B npouiecce ocBoeHust JAHHOM TUCUUIUIMHBI CTYACHT (POPMHUPYET U AEMOHCTPUPYET CIETYIOIINE
o0menpodeccioHAIbHbIE KOMIIETEHIMH:

Komnerenuun TexHoJiorus Crenenu ypoBHeil
Ilepeyenn ®opma OLIEHOYHOI 0
¢hopmupoBaHusn e OCBOEHUS
HNuaekc Hnaexc KOMIIOHEHTOB . cpeacTrsa .
KOMIICTCHIIUU KOMIICTCHIIUHN
OIIK-2 CriocobeH IpHHUMATh HOIIK-2.1. 3Hats: JlaGopaTopHbie paboTHl, YO BA30OBbIIl YPOBEHbB:

TIPUHLIATIBI pa60TH COBpPEMEHHBIE CaMOCTOATCIIbHAA pa60Ta I1 CIIOCOOHOCTH BBHIITOIHATH

COBPEMEHHBIX MH()OPMAIMOHHBIE Ox3amen TIOTyICHHOC 3a/TaHuC,

MMPUMEHAA TOJTYYCHHBIC
UHGPOPMAIIMOHHBIX TEXHOJIOTUH U

TEXHOJIOTUH K
MPOTPAaMMHBIX CPEJICTB, B
TOM YHCJIe
OTEYCCTBEHHOTO
MIPOU3BO/JICTBA, U
HCTIOH30BATh UX TPH
peleHnn 3a1a4q
po¢eCCHOHATBFHOMN
JIEeATETbHOCTH

MpOrpaMMHBIE CPEJICTBA,;
CIIOCOOBI OIIEHKH
HEO0OXOIUMOCTH
HCIONB30BaHUS
MIPOTPaMMHBIX CPEJICTB.
HOIIK-2.2. YMmeTs:
HCITIONIE30BAaTh
COBpEMEHHbBIC
uH(pOpMAIMOHHbIE
TEXHOJIOTUH U
POrpaMMHBIE CPEJICTBA,
KaK B paMKax OTJEJIbHOrO
NPEANPUATHSA, TaK U B
paMKax Kopriopaiu,
rOCY/JIapCTBEHHBIX CUCTEM;
BHEJIPATh U HACTPAUBATH

3HAaHUC U YMCHHA Ha
IMMpaKTUKE, BJIAJCTh
COOTBETCTBYIOIIIUMU
HUHAWKATOpaAMHU
KOMIICTCHIIUU TTPpH
BBIITIOJTHCHUH 3aaHUA.

MPOJIBUHYTHIN
YPOBEHbD:
CIOCOOHOCTb BBIMIOJHSATH
MOJy4eHHOE 33/IaHKe 1
peuarb CaMoCTOSTEbHO
c(hOopMHUPOBAHHBIC
3agavuu, IpuMCHIA
MOJTyYCHHBIC 3HAHUC U
YMCHUS Ha MPAKTHKE.
YBepeHHO BIaAETh
COOTBETCTBYIOLINMHU
HH/IUKaTOpaMHU




COBpEMEHHEIE
MHPOPMALINOHHBIE
CHUCTEMBI, IPOBOANTH
WHTETPAIUIO Pa3IMIHBIX
WH(POPMAIMOHHBIX CHCTEM
U TIPOTPaMMHBIX CPEJICTB,
OIICHUBATh
HEO0OXO0IUMOCTh
HCIIOIB30BaHMUS
MPOrPaAaMMHOTO CPEIICTBA
JUTS pemIeHns 3aad.
NOIIK-2.3. Braners:
HaBBIKAMU TIPUMCHECHUS
COBPEMCHHBIX
HH(POPMAIIMOHHBIX
TEXHOJIOTUH U
MPOTPAMMHBIX CPEJICTB,
MY PEIICHUH 3a/1a4 B
pa3HI/I‘{HBIX OTpaCJ'ISIX,
BHEJIPEHUSI U HACTPONKHU
COBpPEMEHHBIX
WH(POPMAIINOHHBIX CHCTEM,
OIICHKH HEOOXOIUMOCTH
HCTIOJTb30BaHUS
MPOTPaAMMHBIX CPEJICTB 1
MH(OPMALIMOHHBIX CHCTEM
JUTSL pELICHUS 3a7a4.

OIIK-5

Crocoben
HWHCTAJUIMPOBATH
MPOrPaMMHOE U
anrmapaTHoe o0ecrieueHne
JUTsl ”HOPMAIIMOHHBIX U
ABTOMATHU3UPOBAHHBIX
cHCTEM

OIIK-5.1. 35aTh:
OCHOBBI CHCTEMHOT'O
aIMUHUCTPUPOBAHHSL.
OIIK-5.2. YMeTh:
BBIIIOJIHATE

MOIKJIFOUEHHE,

KOMIIETCHIIUH TIPH
BBITIOJTHEHHH 3a][aHus,
KOMOMHHUPOBATH UX
MeXIy coboli u ¢
WHIUKATOPAMU JPYTHX
KOMITETSHIHHN TS
JOCTH)KSHUSI IPOSKTHBIX
Pe3yIIbTaTOB.




YCTaHOBKY U
IIPOBEPKY
annaparHsbIX,
POTrpaMMHO-
annapaTHbIX U
POTrPaMMHBIX
CPEJICTB.

**- CokparieHus (GopM OIIEHOYHBIX CPENICTB CM. B priiokeHnu 2 Kk PIL.




2. IlepeyeHb OLEHOYHBIX CPEICTB MO JUCHUILIUHE

HaumenoBanue [IpencraBnenue
Ne Kparkas xapakrepucruka
n/n OUEHOTHOTO OLICHOYHOT'O CPEJICTBA OLCHOTHOTY
CpeacTBa cpeactea B DOC
1 | KonTponbHas CpencTBo NpoBEepKH YMEHUI Kommiiekr
(camocTrosiTeNnbHAs) | MPUMEHSTD MOJIYyYSHHBIC 3HAHUSI | KOHTPOJIbHBIX
pabora IUTSL pELICHUS 3a/1a4 3aJlaHuM 110
(KP) ONPEIEIIEHHOr0 TUIA IO TEME BapHUaHTaM
WJIU pa3aeny
2 | Pacuerno- CpencTBo MpoBEPKH YMEHUIN Komrekr
rpadguyeckas MIPUMEHSIThH NTOJIyYEHHbIC 3HAHUS | 3aJIaHUM 1J1d
paborta I10 3apaHee ONPENEIECHHON BBITIOJTHEHUS
(PT'P) METOJIMKE JIJI PEIICHU 3a/1a4 pacyeTHo-
WJIY 3aJaHUM 110 MOJYJIIO UIIU rpaduyeckoit
NUCILUIUIAHE B LIEJIOM. paboThI
YcTHbIM OIIpoC CpeI[CTBO KOHTPOJIA, BOHpOCBI I10
3 g{’,%:)ceHOBaHHe’ OpPraHU30BaHHOE KaK TeMaM/pasenam
crenuainbHas oecena AUCHUIIIAHBI
MeJarornueckoro paboTHUKA C
00y4aroIIUMCsl Ha TEMBI,
CBSA3aHHBIC C U3y4aeMOU
JTUCIUIIMHOW, U pACCUUTAHHOE
Ha BBIICHEHUE 00beMa 3HAHUI
oOyyaroierocs mno
ONPENIETIEHHOMY pa3lielly, TEME,
npoOsemMe M T.11.
Tecr Cucrema cTanzapTusuposanseix | POHI TECTOBBIX
4 (T) 3a7aHUH, TT03BOJISIOIAsT 3a/laHnn
aBTOMAaTHU3
UpOBaTh MPOLIEAYPY U3MEPEHHUS
YPOBHSI 3HAHUW U YMEHUM
00y4aroerocs.
5 | Dx3ameHannoHHbie | CpeACTBO MPOBEPKU 3HAHUM, DK3aMEHAIlMOHHBIE
OMJIETHI YMEHHI, HABBIKOB. MOXeT OMJIETHI.
(OBb) BKJIFOYATh KOMIIJIEKC [IIxana
TEOPETUYECKHUX BOMPOCOB, 3a/1a4, | OLICHUBAHUS U
MPAKTUYECKUX 3aIaHUM. npoueaypa
IIPUMEHEHMUSL.
[IpomexyTouHas Ok3ameH (D) 1) yctho (V)

arrectauus (I1A)

2) nuceMeHHo (IT)




3. OdopmiieHne 1 onucaHue OLEHOYHBIX CPEICTB

JK3aMeHALMOHHOE 3aaHHe

DK3aMEHALIMOHHOE 3aJJaHME€ BBIMIOJIHIETCS CTYJEHTOM WHAUBUIYAJIbHO, IO
UTOTaM M3y4YEHHs TUCLMIUIMHBI WK €€ 9acTu. [Ipu 3ToM nocTHXEHHE MOPOroBOro
pe3ynbraTa paboOThl  HaJ  SK3aMEHAlMOHHBIM  33/JIaHHEM  COOTBETCTBYET
ONMCAHHOMY B M.3 JAHHOTO JOKYMEHTa 3Tally OCBOEHHS COOTBETCTBYIOLIUX
KOMIETEHIINI Ha 6a30BOM WJIM MTPOJBUHYTOM YpPOBHE.

ba3oBblii ypoBeHb: CHOCOOHOCTH BBINOJHATH MOJYYEHHOE 3aJaHUeE,
OpUMEHS  MOJy4YEHHblE 3HAHME W YMEHMS Ha  NPAKTUKE, BIAJECTh
COOTBETCTBYIOIIMMH MUHJIUKATOPAMU KOMIIETEHIIUU NP BBITIOJHEHUN 3a/1aHHUS.

IIpoaBMHYTHI YPOBEHb: CIOCOOHOCTD BBIMOJHATH MOJYYEHHOE 3aJJaHUE U
pelarh CcaMOCTOSTENbHO C(OPMHUPOBAHHBIE 3aJauM, NPUMEHSAS MOJIyYE€HHbIE
3HAHME W YMEHUS Ha I[PAKTUKE. YBEPEHHO BIAJETh COOTBETCTBYIOIIMMU
UHIMKAaTOpaMH KOMIIETEHIIMU TpU BBINOJHEHUM 3a/aHus, KOMOMHHMpOBATh HX
Mexay co0Oil W C MHAMKATOpPAaMH JPYTUX KOMIIETEHUUW i1 JOCTUKEHUS
IPOEKTHBIX PE3YyJIbTATOB.

dopMa S3K3aMEHALIMOHHOTO 3aJaHusl BbIOMpAeTcsl NpernojaBareieM u
YTBEPKJIaeTCs HA 3aceJaHuu Kadeapbl. DK3aMEeH MOKET MPOXOAUTH B CIETYIOIINX
dopMax U ¢ UCTOIB30BAHUEM CIEAYIOIUX OLEHOYHBIX CPECTB.

®opma IIpencraBienne onenovHoro cpeacrsa B ®OC

VYcrHas. BaHK KOHTPOIBHBIX BOIIPOCOB, COOTBETCTBYIOIIUX OTJEIBHBIM TEMaM JAMCLIUATLIMHBL
(cMm. m. 4 Hacrosmiero AOKyMeHTa). Bompockl (GopMupyroT 3K3aMeHaI[MOHHBIHN
Ouer (CM. HIDKE), COCTOSILMA M3 TEOPETUYECKUX BOMPOCOB M MPAKTUUECKUX
3aaHUi  (THIOBBIE TPAaKTUYECKHE 3aJaHusl MPEICTaBICHH HIDKe). bumersl,
BKJIIOYasi BOMPOCHI M IMPAKTUYECKUE 3aJaHusi, POPMHUPYIOTCS TMpPENojiaBaTeieM H
YIBEpP)KAAIOTCS Ha 3acefaHuu Kadeapsl. B HHMX MOryr OBITh BKJIIOYEHBI
JIOTIOJTHUTENIbHBIE KOHTPOJIbHBIE BOTIPOCH! M 3a/laHUs, HE TPeOYIOIie ¥ CTyIEHTOB
HIM4MSA HE (QOPMHUPYEMBIX JIAaHHOM IUCHUIUIMHON KOMIETeHUM wunu Oonee
BBICOKMX 3TanoB C(HOPMHPOBAHHOCTH (GopMmupyembix. s oTBeTa Ha KaxIbli
BOMPOC M JUIS peleHHs JTI00ro MPaKTUYEeCKOTo 3alaHus CTYJCHT JOJDKCH
HaxXoIuTcA Ha TpeOyeMOM Mjsl JaHHOW AMCUUILIMHE YPOBHE cHOPMHPOBAHHOCTH
BCEX COOTBETCTBYIOIIMX €l KOMIIETCHLIMNA: Ka) bl BOIIPOC U 3aJaHUE IPOBEPSET
ypOBEHb CQPOPMUPOBAHHOCTH BCEX COOTBETCTBYIOLUIMX JAHHOM JUCLUILIUHE
KOMIIETEHIIAH.

IIucemennast. OI1IeHOYHOE CPEJICTBO TOJHOCTHIO COOTBETCTBYET OIEHOYHEBIM CPEICTBAM yCTHOU

($hopMBI 3a1aHHS.




TunoBoi YK3aMeHAIIMOHHBIN OWJIET

1.

2.
3.

MUHUCTEPCTBO HAYKHU U BBICILEI O OBPA3OBAHMSI POCCUICKOI OEAEPAIIUN
OEJIEPAJIBHOE I'OCY JAPCTBEHHOE ABTOHOMHOE OBPA3OBATEJIbHOE YUPEX/IEHVE BBICHIEI'O OBPA3OBAHIA

«MOCKOBCKHNH NOJUTEXHUYECKUI YHUBEPCUTET»
(MOCKOBCKHH MMOJIUTEX)

DK3AMEHALIMOHHBIN BUJIET Nel
10 AUCLUIIIMHE
«CETHU U TEJJEKOMMYHUKALI1IN»
Hanpasienue noarorosku 09.03.03 [MpukinagHas nHGOpMaTHKA

BOIIPOCBI:

Crpykrypa MAC-anpecoB. Haznauenne MAC-anpecoB ycrpoiictBam. O HOaapecHasl pacchuIKa.
WHauBuyanbHbIH MAC-anpec. [upokoBemarenpHas pacchuIKa. MAC-anpec
IIMPOKOBEIIATENbHON pacchlIKu. MHoroanpecHas paccelnka. MAC-agpec MHOroaapecHOR
paccebutku. Tabauna MAC-anpecos.

[Nepecbinka ganHbIx ¢ Oydepuszauueii. Ilepecbuika naHubIx 6e3 Oydepuzanum.

[Ipaxtrueckoe 3ananue. CeTeBO anpec, apec y3ia U MHUPOKOBEIIATEILHBIN alipec, aapec
MIEPBOTO y3I1a, aJIpec MOCIEAHEr0, KOJIUYECTBO aJpeCcOB, KOJIHMUECTBO y3JI0B.

YTBepKIeHO: / [« » 20 T.

TunoBbie MNPAKTUYECCKHUE 3aJaHUA

1. ITo 3aganHOMYy |IP-anpecy u Macku MOACETH ONPEACIINUTD:

CETEBOM ajpec;

IMPOKOBENIATEIBHBIN apeC;

aZipec MepBoro y3ia;

aZpec MOCIETHETO y371a;

KOJIMYECTBO BO3MOXKHBIX aJIPECOB;

KOJIMYECTBO BO3MOXKHBIX y3JIOB.

2. Ins cokpaienHoi 3anucu [Pv6-agpeca HaliTH €€ MOTHYIO 3alKCh.
3. lng nonHow 3anucu |IPV6-aapeca HalTH €€ COKpAIIEHHYIO 3aMKCh.




