[loKyMeHT NoAnucaH NpoCToil 3NeKTPOHHOM NOANMUCHI0
NHbopmaums o Bnagenbue:

©0: Makcumos Arexcelt oo MIMHUCTEPCTBO HAYKHW U BBICLIEI'O OBPA3OBAHUSA

[LoKHOCTb: AMPEKTOp ienapTaMeHTa no 06pa3oBaTesibhgi - 2
[arta nognucanus: 06.07.2026 12:16:30 ﬁﬁWﬁP[CKOH (I)EI[EPAHHH

ViukansHsii nporpaviP@AEPATIBHOE TOCY JAPCTBEHHOE ABTOHOMHOE 00Pa30BaTENILHOE YUPEKIECHUE

«MOCKOBCKHHU NOJUTEXHUUYECKUU YHUBEPCUTET»

VTBEPXJIAIO
Hexan dakynbrera
«HH(GOpMALOHHBIX TEXHOIOTHI

/é?_;é'% / I.I". Jemumos /
& AL » E-L«'ngﬂg,g 2026 T.

PABOYASA ITPOI'PAMMA JUCIHHUIIJIMHBI

«CucreMHoe AIMHUHUCTPHUPOBAHUC»

HanpasneHnne noAroToBKH/CEIUaTIbHOCTh
09.03.02 UudopmManiuoOHHbIE CUCTEMbI U TEXHOJIOTHH
[Ipoduns/ciermanuzanus

ABTOMATH3MPOBAHHbIE CHCTEMbI 00Pa00TKU MH(OPMAIIUM U YIIPABJIEHUS

Ksanudukarus
bakajsasp

®opma oOydeHus
Oumnasi, 3a04uHast

Mocksa 2026 T.



Pa3zpaboTuux(u):

JlotieHT Kadeaps
«udopmaruka u nHPOpMAITMOHHBIE
TEXHOJIOTUWY, K.T.H.

CorJiacoBaHo:

3aBenyromuii kadenpoit
«ndopmaruka u uHGOpPMaAIIIOHHBIE
TEXHOJIOTUWY, K.T.H.

~ )
- ///

/M.A. UBaubko/

ﬁé /E.B. BynatHukos /



CoaepxaHnue

1. Ilenwm, 3amauu ¥ TUTAHUPYEMBIEC PE3YIIbTAThI O0YUEHUS IO TUCIUTUINHE............... 4
2. Mecto quctuiuHbL B CTPYKTYPE Ol oo, 4
3. CTpYyKTypa U COACPIKAHUE TUCIIUTIIIAHBL ......eeeeerrurrrreeeeanunrereeesesnnnrereeessssnreseeessnns 5
3.1 Buasl yueOHOM paOOThI ¥ TPYJ0EMKOCTh (110 (popMaM OOYUEHUS) .................... 5
3.2 TeMaTHueCcKuii IJIaH U3yYECHUS JUCHUIUTUHBI (TT0 opMaM 0O0YUEHHUS) ............. 6
3.3 ConeprkaHHUE PA3AETOB JUCIIUIIITIHB .....cceeueeiivvvirreereeeeeeeeeeeesesennnnnsssaeeeeeeeeeeens 11
3.4 TeMaTnka CeMHUHAPCKUX/TIPAKTUYECKUI U JTAOOPATOPHBIX 3AHITHUH ................ 11
3.5 TeMatnka KypCOBBIX MIPOECKTOB (KYPCOBBIX PAOOT) ..vvveeruvrreeairieeenireeeennneeennnns 12
4. VYdebHO-MeTOau4YecKOoe U UHHOPMAITUOHHOE OOCCIICUCHHEC ......cceuvvvreeeeeennernenn. 12
4.1 HopmatuHble JOKYMEHTBI U ['OCTBI .......coviiiiiiiiiiiiiiiiiicceeeeeee e, 12
4.2 OCHOBHAS JIATEPATYPA .evvvvveeeeerrunnrrreeeesanunrrteeeesssunsteeesssssnsseeeessssnssseeessssnnssseeens 12
4.3 JIOTIOTHUTETBHAS JIUTEPATYPA .evvvvvrreeeerunrrreeeesarinreeeeesssnnnereeessssnnsreeessssssnseeeens 13
4.4 DNEeKTPOHHBIE OOPAZOBATEIBHBIE PECYPCBL...eeeeeuerrieeririieeaireeeernreeeensneeessnneeenns 13

4.5 JInuneH3noHHOe U CBOOOIHO pacipocTpaHsIeMoe MporpaMMHoe obecriedeHue 13

4.6 CoBpemeHHbIe TpodeccuoHaIbHbIe 0a3bl JaHHBIX U UHG)OPMAITHOHHBIC

CIIPABOUHBIEC CHCTEMDBI ....cceeeeeeeieetirrreeeeeeeaeeeeeeessssennnsssssessseseeseesesesssssssssssssssseeeeseeees 13
5. MarepuaabHO-TEXHUYECKOE OOCCTICUCHHE ......uvvvvvrreeeeeerrieeeeeeeerrreeeeeeennraeeeeaanns 13
6. METOANYECKUE PEKOMEHIALIIM .....uvvvvvrrrrrreereeeeeeeeessseennsnssssrseesesessessesssnnnnnnnssssnees 13

6.1 Meroauyeckue peKOMEHJalUK JIJIs TIpernoaBarTesieid Mo opranu3ainu

(010 (5321 S USSR 13

6.2 MeTtoauyeckrue peKoOMEHIauu i1 00y4arouXCs 10 OCBOEHUIO JUCIUIIINHBI

................................................................................................................................. 14
7. DOHI OLEHOUHBIX CPEIICTB ..ceeeeeueueerrrrrrrrreeeeeeeeeeesasssnsnsssssseseesasesseseessssssnssssssssnes 14

7.1 MeToapl KOHTPOJIS U OLEHUBAHUS PE3YJIBTATOB OOYUCHUS ....evveeenereeeeneereennnn. 14

7.2 lllkana u KpUTEPUU OLIEHUBAHUS PE3YJIBTATOB OOYUCHUS .....vvvveeenereeeeneereaannne 14

7.3 OLICHOUYHBIC CPEICTBA ...uuueeevvrrrvrrrreeeeeeaeeeeassssennssssssseseeeeeseeessesssnssssssssssssseseeeeeees 15



1. ]_[e.lll/l, 3a/lavdi U IVIAaHUPYEMbIC PE3yJabTaThbl Oﬁy‘leHl/lﬁ o AMCIOMIIJIMHE

Heabo ocBoeHus aucuUmUIUHBl «CHCTEMHOE aJIMUHUCTPUPOBAHUEY SIBISETCS
(dhopMUpOBaHUE Yy CTYJIEHTOB TEOPETUUECKUX 3HAHHUI O COBPEMEHHBIX MH(GOPMAIIMOHHBIX
CUCTEMAaX M TEXHOJIOTHSX, MOJENSIX, METOaX U CPEACTBAX pelleHUs] (PYHKIMOHATBHBIX
3a/lad M OpraHu3ali  HWH()OPMAIMOHHBIX MPOILIECCOB, M3YYEHUE OPraHU3aIMOHHOM,
(GyHKIIMOHANBHON U (PU3UUECKON CTPYKTYpbl apXUTEKTYphl MH(OPMAIMOHHBIX CHUCTEM ,
0a30BOi HMH(OPMAIMOHHON TEXHOJOTMM M 0a30BBIX WH(OPMAIIMOHHBIX IPOIIECCOB,
pacCMOTpPEHUE TMEPCIEeKTUB HUCMIOJIb30BaHUSI MH()POPMAIIMOHHBIX TEXHOJIOTHM B YCIOBUSAX
nepexoaa K "H(HOpMaIMOHHOMY OOLIECTBY.

3agauu JMCHUIIMHBI:
OCHOBHOW 3aJjaueid U3yUYEHHUS JUCLHUIUIMHBI SIBJISIETCS OBJIAJCHUE METOIaMMU:
— H3YYECHHUS OpraHu3alMOHHOM, GyHKIIMOHAIBHOM CTPYKTYPBbI

aIMUHUCTPUPOBAHUS UHPOPMAITMOHHBIX CUCTEM;

aIMUHUCTPUPOBAHUST UHGOPMAIMOHHBIX CUCTEM U 0a30BbIX MHGOPMAIMOHHBIX
MPOIIECCOB B UH(POPMAIMOHHBIX CUCTEMAX;

aIMUHUCTPUPOBAHUS MH(POPMAIIMOHHBIX CHCTEM W aHAJIW3a Pa3BUTHUS
COBPEMEHHBIX MH(POPMAITMOHHBIX TEXHOJIOTHUIA;

peneHust GyHKIIMOHANBHBIX 3a7a4 aAMUHUCTPUPOBAHUS  UH(DOPMAIIMOHHBIX

CUCTEM, C UCIIOJIb30BaHUEM UH(GOPMAIIMOHHBIX TEXHOJIOTUH;

opraHu3anus  aIMUHUCTPUPOBAHUS  WH(OPMALMOHHBIX  CUCTEM  MpPH
UCIIOIb30BaHUU MH(GOPMAIMOHHBIX TEXHOJIOTUHN B U3AATEIbCKOU JEATEIbHOCTH.

O6yuenne mo muctuminHe «CHCTEeMHOE aJIMUHHUCTPUPOBAHHE» HAMPABICHO Ha
dbopmupoBaHUe y 00YUYAIOIINXCS CIEAYIOMINX KOMITETCHITU:

KOI[ ¥ HAUMEHOBAaHHE KOMIIETEHIIM I I/IHZ[I/IKaTOPBI JAOCTHKCHUA KOMIICTCHIINHU

IMK-5. CriocobeH onTUMU3UpOBaTh
dbyukimonuponanue bJ{

HIIK-5.1. 3HaeT crtocoObl ONTHMHU3ANN
3aMpOCOB, UHJIEKCOB, XPAHUMBIX MPOLETYP
NIIK-5.2. YMeeT BBISBIATh NPOOIEMHBIE
cutyanuu B padote bJ] mo oopadboTke
uH(popmMaru

NIIK-5.3. UmeeT HaBbIKH pa3pabOTKU U
MIPUMEHEHUS TPOTPAMMHOTO 00ecTieUeHus
1uist MoHUTOpUHTA padoThl B/l mo o6paboTke
uH(opmaru

2.

Mecto aucuunianHbl B cTpykrype OII

JMucinnnmHa «CUCTEMHOE aJIMUHUCTPUPOBAHUE»  OTHOCUTCS K KaTerOpUH
ANEKTUBHBIX AUCHUIUIMH broka 1. lucuuminnasl (MOIyIM) y4eOHOTO IJIaHa TPOTrPaMMBbl
OakanaBpuata no HanpasieHuto 09.03.02 «MudbopmanmoHHble CUCTEMBI U TEXHOIOTUM.

JlucuunuimHa B3aMMOCBSI3aHA JIOTUYECKM M COJIEPIKATEIIbHO-METOAUYECKH  CO




CHEAYIOIIUMU AUCUUAIUIMHAMHA U npakTukamu OI1:

3.

OO6mast TPyAOEMKOCTh NUCIUIUIMHBI COCTaBlisieT 4 3ayeTHblE €auHuUIlbl, T.e. 144

- OneparmoHHbIE CUCTEMBI
— ba3zsl 1aHHBIX
- CeTHu U TeIEKOMMYHUKAIUU

- HMudopmanronHas 6€301MacHOCTb U 3aluTa HHPOpMaIUu

- MogenupoBaHue cuctem

- TlpousBoacTBeHHAas MPaKTUKA (MPOEKTHO-TEXHOJIOTHYECKAas)

- IlpousBoacTBeHHAas MpaKkTUKA (MPEIIUIIIIOMHAs)
- BreInmonHeHue U 3amuTa BEIMYCKHOW KBaTU()PUKAIIMOHHON paOOThI

CprKTypa H COACPKAHUEC THCIHNIIJINHDbI

AKaJCMHNYCCKHUX Jaca.

3.1 Buabl yueOHOM pad0ThI M TPYA0EMKOCTh (110 popmMaM 00yUeHU)

3.1.1 Oynas ¢popma oOyueHuUs

Ne Br yue6noii padoThI KoanuecrBo | CemecTpbl
n/n 4acoB 6
1 AyIMTOpHBIE 3aHATHS 54 54
B Tom uncie:
1.1 | Jlekuuu 18 18
1.2 | CemuHapckue/IpakTUYECKHE 3aHATHS
1.3 | JlaGopaTopHbIe 3aHATHS 36 36
2 CamocrosiTe1bHas padoTa 90 90
B ToMm uncie:
2.1 | [loaroroBka u BBITIOJHEHUE JJAOOPATOPHBIX padOT 90 90
3 IIpoMeskyTOUHAsI aTTeCTALUS
3auer/sK3amen/qud. 3ader 3a4er 3a4eT
Hroro: 144 144
3.1.2 3aounHas popma oOydeHuUs
Ne Br yue6noii padoThI KoamnuecrBo | CemecTpbl
n/n 4acoB 7
1 AyIMTOpPHBIE 3aHATHS 8 8
B Tom uncie:
1.1 Jlexuyn 4 4
1.2 | CemuHapckue/IpakTUYECKHE 3aHATHS
1.3 | JlaGopaTopHbIe 3aHATHS 4 4
2 CamocrosiTe1bHas padoTa 136 136
B ToMm uncie:
2.1 | [loaroroBka 1 BBINIOJHEHHE JJAOOPATOPHBIX padOT 136 136
3 IIpoMeskyTOUHasI aTTeCTALUS
3auer/sK3amen/qud. 3ader 3a4er 3a4eT
Hroro: 144 144




3.2 TeMaTH4YeCKU IUIAH U3YyYeHHUS JUCHMILIUHBI (110 popmMam 00y4eHus1)
3.2.1 Oynas ¢popma 00yueHuUs

Ne
n/n

Pa3genbl/TeMbl
JAACHUATLINHBI

TpynoemkocTs, yac

Bcero

AynuTopHasi padora

Jlek-

o

Cemu-
Hapckue/
NPaKTH-
YeCcKue
3aHATHS

JIa6o-

parop-
HBIC 3a-
HATUA

[Ipak-
TUYeC-
Kast
noJi-
TOTOB-
Ka

Camoc-
ToSI-
TeJb-
Hasl pa-
oorTa

Tema 1. IIpuHuMnbI padoThI
HNurepnera. Ctanaaptel MHTEpHETA.
Tuns! anpecos. Kiaccer I[P agpecos.
Crnennansuble anpeca. Opranusanus
nojcerel Ha ocHoBe Merona VLSM.
IIpoToKOI AMHAMUYECKOTO
KoH(urypuposanus y3inos DHCP.
dopmar cooOrieHnit. AIroOpuT™M
pabotsl nporokoia. Cucrema
JIOMEHHBIX UMeH. Mepapxust TOMEHOB.
[Ipouenypa pa3penieHust UMEH y3J10B.
Cny>x6a u porokosn DNS. YTunutsl
TECTUPOBAHUS pabOTHI CITyKOBbI.
Cucrema umes NetBIOS.

18

12

Tema 2. Ctek nporokosios TCP/IP.
Mognens OSI. Mognens creka
npotokosnoB TCP/IP. IIpoTokosl
KaHaJIbHOTO ypoBHs. IIporokoin IP.
OcnoBuble ¢pynkuuu. @opmar IP-
natarpammsl. Makancynsanus. [ponecc
JBUKEHMSI TAKETOB B CETH.
®parmenranys nakera. [IpoTokossl
oroOpaxxenus aapecoB ARP u RARP.
KammpoBanue pe3yinbTaToB 3alipocoB.
[IpoTokon ympaBisSONMX COOOIIEeHUN
ICMP. Tumns! coobmmenuii. [Tporpammor
ping u traceroute. [IpoTokomn
JIBYXTOYEYHOT0 coequHenus: PPP.
[TonxiroueHue K CETH MOCPEACTBOM
nporokoina PPP. bezonmacHocTts npu
pabote npotokosia PPP.

18

12

Tema 3. MapmipyTusanus.
IIpoTOKOJIBI NPUKJIATHOIO YPOBHS.
OCHOBBI KOMMYTAaIUU U
Mapuipytusanuu B [P-ceTsx.
Cratuyeckas 1 JUHAMHUYECKast
MapuipyTusanus. MapupyTusaTopsl.
JIMCTaHIIMOHHO-BEKTOPHBIN aJITOPUTM
MapIIpyTU3aLUUA. AJTOPUTM
MapUIPyTU3ALUHU C YYETOM COCTOSHUSA
KkaHaIoB. [IpoTOKOIIBI
Mapuupyrtusanuu. [Iporokon
1oJbp30BaTenbCKux gatarpamm UDP.

27

15




Hasnagenue nosuei 3aroyioBka.
[IpoTokoa HageKHOM JOCTABKU
coobmienuit TCP. @opmar cermeHTa
TCP. HaznaueHue mosieii 3arojoBKa.
Ilepenava naHHBIX B paMKax
YCTaHOBJICHHOT'O COCUHEHUS.
Ckonp3diee okHo npoTtokoina TCP.
IIpoTOKOJI CETEBOrO yIPABICHUS
SNMP. baza gannusix MIB. IIpoTokosst

nepegaun noutel SMTP, POP3 u IMAP.

[Tporokon nepenaun daiinos FTP.

Tema 4. CeTeBble annapaTHble
cpeacTBa M TeXHOJIOTHMH. TeXHOIOTUN
JIOKaJbHBIX U pacIpe/IeICHHBIX CEeTeHl.
Texunonorus Ethernet. Tononorus.
Anpecanus Ethernet. Opranuzanus
noctyna K cetu. becripoBosiHbie
nokajibHble ceTH. [locTpoeHue cetu Ha
ocHoBe TexHonoruu FDDI. ITpuHnums
pabotsl Texnosnoruu Frame Relay.
Ob6nactb npuMeHeHUs. ACUHXPOHHBIH
pexuM nepenaun JaHHBIX. OCHOBHBIC
nonsatust ATM. Hudposas cets ¢
npenoctasieHueM ycayr ISDN.
Hudposas aboHEHTCKAs TUHUS -
texHosnorust DSL.

18

12

Tema 5. CucremHoe u ceTeBoe
aAMMHUCTPUPOBaHNe. YIIpaBJICHUE
M10JIb30BaTENAMU. [ 'pynbl
nosib3oBatesiel. [lonsaTue nomena u
paboueii rpymnmsl. [IpaBa qoctymna k
¢aitnam u xatanoram. [lonutuku
YYETHBIX 3anucei. [IpuHuunmsl
PE3EPBHOTO KOIMMMPOBAHMS. Y CTPOKCTBA,
HCIIOJIb3YEMBIE JIJIS1 PE3EPBHOTO
KOIIUPOBaHMs. ApXUBHPOBAaHUE U
BOCCTaHOBJICHUE MTPU MOJU(PUKALIUT
cucrtemsl. BeneHue nokanbHON
nokymeHTaruu. CliexxeHue 3a
6e3omacHOCThIO cucTeMbl. CTparerus u
METOJIMKa aJIMUHUCTPUPOBAHUSI.
Cucrema NAT. Tpancnsuus agpecos.
Cetesble ciyx0b1. COBMECTHOE
UCTIOJIb30BaHKeE (aiioB.
B3aumopaeiicTBue onepanyoHHbIX
cucteM. Opranusanusi 3J1€KTPOHHON
nouthbl. CeTeBast 6€30MaCHOCTb.
Ayrentudukarus. MTHCTpyMeHTaNbHbIE
cpenctBa 3amuThl. CUCTEMBI
KpUNTOrpaduuecKoi 3aluThI.
bpanamayspsl.

18

12

Tema 6. KiineHT-cepBepHbIe
TexHoJiorun B Unrepuere. BeO-

27

15




xocTtuHr. [Iporokon HTTP. Texnonorus
KIMeHT-cepBep. [IpuHimmnbs: padboT
BeO-cepBepa. MHcTamsnus u
koHurypupoBanue HTTP-cepsepa.
[Tonknroyaembie MOTYIIH.
Kondurypanuonusie daiinsl. Mepapxus
MPOIIECCOB. YTIpaBiIeHHUE BEO-CEPBEPOM.
Buptyanbnsie xocTbl. O030p sI3bIKa
HTML. Unrepdeiic CGIL.
KsmmpoBanue 1 mpoKCH-cepBepHl.
AyrtenTtudukanus. ApXxutrekTypa Beo-
0a3 JaHHBIX

Tema 7. CGI- nporpammupoBaHue.
[lepenaya 1oKyMeHTa M1OJIb30BATENIO.
[epenaua nndopmaru CGI-
cueHaputo. O030p TEXHOIOTHH
CO3/1aHUS CEPBEPHBIX PUIIOKEHUH.
S3eik PHP. Berpausanue PHP B
HTML. JloGaBieHre TUHAMHUYECKOTO
conepxumMoro. KoHcTaHThI 1
nepeMeHHble. OYHKIUU [T paboThI ¢
IIEpEMEHHBIMU. YNCIIEHHO
MHJEKCUPOBAaHHBIE U ACCOLIMATUBHBIE
MaccuBbl. [lepeMeHHbIE OKPYKEHUS
cepepa. HTML-dopmer. O6paboTka
¢dopM. Ypapistomuye KOHCTPYKIUH.
ITukbI.

18

12

Hroro

144

18

36

90

3.2.2 3aounHas hopma oOydeHus

Ne
n/n

Pa3genbl/TeMbl
JAACHUTLINHBI

TpynoemkocTs, yac

Bcero

AynuTopHas padora

Jlek-
An

Cemu-
Hapckue/
NPaKTH-
YeCcKue
3aHATHS

[Ipak-
JlaGo- [rmuec-
parop- | kas
HBIE 3a- | IMOJI-
HATUS [FOTOB-
Ka

Camoc-
ToOSI-
TeJb-
Hasl pa-
oorTa

Tema 1. lIpuHuHMnbI padoThI
HNurepnera. Ctanaaptel MHTEpHETA.
Tuns! anpecos. Kiaccer I[P agpecos.
Crnennansusle anpeca. Opranusanus
nojcerel Ha ocHoBe Merona VLSM.
IIpoToKOI AMHAMUYECKOTO
KoH(urypuposanus y3inos DHCP.
dopmar cooOlrieHnit. AIroOpuT™M
pabotsl nporokoia. Cucrema
JIOMEHHBIX UMeH. Mepapxust TOMEHOB.
[Ipouenypa pa3penieHust UMEH y3J10B.
Cny>x6a u porokosn DNS. YTunutsl
TECTUPOBAHUS pabOTHI CIIyKOBbI.
Cucrema umes NetBIOS.

20,8

0,4

0,4

20




Tema 2. Ctek nporokosios TCP/IP.
Mognens OSI. Moznens creka
npotokosnoB TCP/IP. IIpoTokosl
KaHaJIbHOTO ypoBHs. IIporokosn IP.
OcnoBuble ¢pynkuuu. @opmar IP-
natarpammsl. Makancynsanus. [ponecce
JBUKEHMSI TAKETOB B CETH.
®parmenranys nakera. [IpoTokossl
oroOpaxxenus aapecoB ARP u RARP.
KammpoBanue pe3yinbTaToB 3alipocoB.
[IpoTokon ynpaBisSIONMX COOOIICHUN
ICMP. Tumns! coobmmenuii. [Tporpammsr
ping u traceroute. [IpoTokomn
JBYXTOYEYHOT0 coequHenus: PPP.
[TonxiroueHue K CETH MOCPEICTBOM
nporokoina PPP. bezonmacHocTs npu
pabote npotokosia PPP.

20,8

0,4

0,4

20

Tema 3. MapmipyTusanus.
IIpoTOKOJIBI NPUKJIATHOIO YPOBHS.
OCHOBBI KOMMYTAaIUU U
Mapuipytusanuu B [P-ceTsx.
Cratuueckas 1 JUHAMHYECKas]
MapuipyTusanus. MapupyTusaTopsl.
JIMCTaHIIMOHHO-BEKTOPHBIN aJITOPUTM
MapIIpyTU3aLUU. AJTOPUTM
MapUIpyTU3ALUHU C YYETOM COCTOSHUS
KaHaIoB. [IpoTOKOIIBI
Mapuupyrtusanuu. [Iporokon
I0JIb30BaTeNbCKuX gartarpamMm UDP.
Hasnagenue nosuei 3aroyioska.
[IpoTokoa HageKHOM JOCTABKU
coobuienuit TCP. @opmar cermeHTa
TCP. HaznaueHue mosieii 3arojoBKa.
Ilepenava naHHBIX B paMKax
YCTaHOBJICHHOT'O COCUHEHUS.
Ckonp3diee okHo npoTtokoina TCP.
IIpoTOKOJI CETEBOTO yIIPABICHUS
SNMP. baza gannasix MIB. IIpoTokosst

nepegaun noutel SMTP, POP3 u IMAP.

[Tporokon nepenaun daiinos FTP.

20

18

Tema 4. CeTeBble annapaTHble
cpeacTBa M TeXHOJIOTHMH. TeXHOIOTUN
JIOKaJbHBIX U paclpe/IeICHHBIX CEeTeH.
Texunonorus Ethernet. Tononorus.
Anpecanus Ethernet. Opranuzanust
noctyna K cetu. becripoBosHbie
nokaibHble ceTH. [TocTpoeHue cetu Ha
ocHoBe TexHonoruu FDDI. ITpuHnumns!
pabotsl Texnosnoruu Frame Relay.
Ob6nactb npuMeHeHUs. ACUHXPOHHBIH
peXuM nepenayn JaHHBIX. OCHOBHBIC
nonsatust ATM. Hudposas cetb ¢
npenoctasieHueM ycayr ISDN.
[udposas abOHEHTCKAs! TUHUS -

20,8

0,4

0,4

20




texuosorusa DSL.

Tema 5. CucremHoe u ceTeBoe
aAMMHUCTPUPOBaHMe. YIIpaBJICHUE
M10JIb30BaTENAMU. [ 'pynbl
nosib3oBatesiel. [lonsatue nomena u
paboueii rpymnmsl. [IpaBa qoctymna k
¢aitnam u xatanoram. [lonuTuku
YYETHBIX 3anucei. [IpuHuunmnsl
PE3EPBHOTO KOIMMMPOBAHMS. Y CTPOKCTBA,
HCIIOJIb3YEMBIE JIJIS1 PE3EPBHOTO
KOIIUPOBaHMs. ApXUBHPOBAHUE U
BOCCTaHOBJICHUE MTPU MOJU(PUKALIUT
cucrtemsl. BeneHue nokanbHON
nokymeHTaruu. CliexeHue 3a
6e3omacHOCThIO cucTeMbl. CTparerus u
METOJIMKa aJIMUHUCTPUPOBAHUSI.
Cucrema NAT. Tpancnsauus agpecos.
Cetesble ciyx0b1. COBMECTHOE
UCTIOJIb30BaHKeE (aiiioB.
B3aumopaeiicTBue onepanyoHHbIX
cucteM. Opranusanust 31EKTPOHHON
nouthbl. CeTeBast 6€30MaCHOCTb.
Ayrentudukarus. MTHCTpyMeHTaNbHbIE
cpencrtBa 3amuThl. CUCTEMBI
KpUNTOrpaduuecKoi 3aluThI.
bpanamayspsl.

20,8

0,4

0,4

20

Tema 6. KiimeHT-cepBepHbIe
TexHos10ruu B UHTepHeTe. Beb-
xocTtuHr. [Iporokon HTTP. Texnonorus
KIMeHT-cepBep. [IpuHimmne: padboTh
BeO-cepBepa. MHcTamsnus u
koHurypupoBanue HTTP-cepsepa.
[Tonknroyaembie MOYIIH.
Kondurypanuonusie daiinsl. Mepapxus
MIPOIIECCOB. YTIpaBiIeHHUE BEO-CEPBEPOM.
Buptyanbnsie xocTbl. O030p sI3bIKa
HTML. Unrepdeiic CGIL.
KsmmpoBanue u mpoKCH-cepBepHl.
AyrtenTtudukanus. ApXuTrekTypa Beo-
0a3 JaHHBIX

20

18

Tema 7. CGI- nporpammupoBaHnue.
[lepenaya 1oKyMeHTa MOJIb30BATENIO.
[epenaua nndopmaru CGI-
cueHaputo. O030p TEXHOIOTUH
CO3/1aHUS CEPBEPHBIX MPUIIOKEHUH.
S3eik PHP. Berpausanue PHP B
HTML. JloGaBieHre TUHAMHUYECKOTO
conepxumMoro. KoHcTaHThI 1
nepeMeHHble. OYHKIUU [T pabOoThI ¢
IIEpEMEHHBIMU. YUCIEHHO
MHJEKCUPOBAaHHBIE U ACCOLIMATUBHBIE
MaccuBbl. [lepeMeHHbIE OKPYKEHHUS

20,8

0,4

0,4

20




cepsepa. HTML-dopmer. O6paboTka
¢dhopM. Yrpapustonme KOHCTPYKITHH.
ITukbl.

Hroro 144 4 4 136

3.3 Coaep:kanue pa3aesoB AU CHUIINHBI

Tema 1. lIpununnsl padorsl UaTepHera. Ctannaptel MaTEepHETa. THUIBl agpecos.
Knaccer IP agpecoB. Cnenmanbhbie aapeca. OpraHu3amus MoJACETel Ha OCHOBE METoAa
VLSM. Ilporokon nuHamuyeckoro koHpurypuposanus y3nos DHCP.

Tema 2. Crek nporokosioB TCP/IP. Monens OSI. Monenbs cTeka mpOTOKOJIOB
TCP/IP. IIpoTokonsl kaHanbHOTO ypoBHs. [IpoTokon IP. OcuoBHbie pyHkiuu. @opmar
[P-mararpammbl. Mukancynsauus. [Ipouecc nBukeHus makeTtoB B ceTu. DparmeHTanus
MAKeTa.

Tema 3. Mapuwpyrusanus. IIpoTokosabl NPUKIAAHOIO YpOoBHA. OCHOBBI
KoMMyTanuu W  mapupytuszanuu B [P-cerax. Craruyeckas W JIHHAMHYECKAs
MapIIpyTU3ALUL. MapuipyTu3atopsl. JInCTaHUMOHHO-BEKTOPHBIIN aNTOPUTM
MapUIpyTU3AUUU. AJITOPUTM MapIIPyTU3ALUH C YYETOM COCTOSIHUSA KaHajoB. [IpoToKOIbI
Mapumpytuzauuu. [Iporokon none3oBarensckux gararpamm UDP. Hasnauenue mnosnei
3aroJ0BKa.

Tema 4. CereBble annapaTHbie CPeACTBA U TEXHOJOTMH. TEXHOIOIUHU JIOKATbHBIX
u pacnpenencHHbix cereil. Texuomorus Ethernet. Tomomorus. Anpecarus Ethernet.
Oprann3zanus 10CTyna K CeTH. becnpoBOAHBIE JTOKAIBHBIE CETH.

Tema 5. CucremHoe u cereBoe AaJIMUHHUCTPHMPOBaHHME. YIIPaBICHUE
noyib3oBatessiMu. ['pynmsl nons3oBateneil. [lonsitue qomena u padoueit rpynmel. [Ipasa
nocTymna K ¢ainam u karamoram. [loauTuku ydeTHbIx 3amuced. [IpuHUIUNBI pe3epBHOTO
KOMUPOBAaHUSA.  YCTPOMCTBA, HCIOJb3yEMbIE  JJIS PE3E€PBHOIO  KOMHUPOBAHUS.
ApXUBHpPOBaHUE M BOCCTAHOBJIIEHUE MpHU MoAudUKalMU cUCTeMbl. BeleHre oKanbHOU
nokyMeHrtanuu. CrnexeHnue 3a 0€30MaCHOCTBbIO cucTeMbl. CTpareruss W METOJIHUKa
aIMHUHUCTPUPOBAHUS.

Tema 6. Kuanenr-cepBepHble TexHojioruu B WnTepHere. BeO-xoCTHHT.
[Ipotokon HTTP. Texnonmoruss kinueHt-cepep. I[Ipuninunel paboThl BeO-cepBepa.
Nucramnauus u xondurypuposanue HTTP-cepsepa. [loakntouaembie MOTyIH.

Tema 7. CGIl-nporpammupoBanue. Ilepegaua [TOKymMeHTa MOJb30BATEINIO.
Ilepenaua wundopmanmu CGI-ciienapuro. O030p TEXHOJIOTH CO3JaHHUS CEPBEPHBIX
npunoxenuit. SA3pik PHP. BcerpanBanue PHP B HTML. JloGaBneHune AuHaAMUYECKOTO
coaepKuMoro. KoHCTaHTBI U MEPEMEHHBIE.

3.4 TemaTuka ceMMHAPCKUX/MIPAKTHYECKUN U J1a00PATOPHBIX 3aHATHI

3.4.1 CemuHapckue /MpakTUYECKUE 3aHITUS
CemuHapckue U IPaKTUUECKUE 3aHSATUS HE MPETyCMOTPEHBI

3.4.2 JlaGopaTopHble 3aHATHUS
JlaGopaTopnass paGora 1. ®opmar coolOuieHU. AJATOPUTM PadOTHI MPOTOKOA.



Cucrema nomenHbix uMeH. Mepapxus ngomeHoB. I[lpouenypa paspenieHuss UMEH Y3JIOB.
Cnyx6a u nporokon DNS. VTunutel TectupoBaHus padoThl ciyxkO0bl. CucteMa UMeH
NetBIOS.

JlaGopaTopnasi padora 2. IIporokonbl otoOpaxenus anpecoB ARP u RARP.
Ksmmposanue pesynbraToB 3ampocoB. [IpoTokon ympasistomux cooOmennit [CMP.
Tuner cooOmennit. IlporpamMmmbl  ping u traceroute. IIpoTOKOI JIBYXTOYEHHOTO
coenunenus PPP. Ilonkmrouenue k cetu mocpeactsom nporokoisia PPP. besomacnocts npu
pabote mpoTokoia PPP.

JlaGopaTopHnasi pa6ora 3. [IpoTokon HajexxHoM noctaBku coodienuit TCP. dopmar
cermenta TCP. Ha3znauenme mnoneit 3arosioBka. Ilepemadya paHHBIX B pamKax
YCTaHOBJIEHHOrO coeauHeHus. Ckomp3smee okHO mnportokosna TCP. IIpoTokon cereBoro
yrpasinenuss SNMP. baza manmneix MIB. IIpotokonsl nepemaun moutel SMTP, POP3 u
IMAP. [Iporokon nepenauu ¢aitnos FTP.

Jlaboparopnas padora 4. I[loctpoeHne cetm Ha oOcHOBe TexHojoruu FDDI.
[Ipunuuner padotel TexHosoruu Frame Relay. OOnacte npuMeHeHus. ACHHXPOHHBIN
pexum niepemaun  JgaHHBIX. OcHoBHBIe ToHATHS ATM. IudpoBas cetb ¢
npenoctaBiaenueM yciyr ISDN. [Hudposas abonentckas nuHus - TexHosgorus DSL.

JlaGopaTopnasi pa6ora 5. Cuctema NAT. Tpancnsiust agpecoB. CeTeBble CIyKOBI.
CoBmecTHOe wucnonb3oBaHue ¢ailyioB. B3aumojelcTBue ONEpallMOHHBIX CHCTEM.
Opranuzamnust snaekTpoHHOM mouThl. CeteBasgs 0Oe30macHOCTh.  AyTeHTU(UKALUS.
NHctpyMeHTanbHble  cpeAcTBa 3amuThl. CHCTEMBI  KpUOTOrpauuecKod  3allUThI.
bpanamayaper.

JlaGopaTopnass pa6ora 6. Kondurypammonunsie ¢aiinbl. Mepapxuss mpoiieccos.
VYpasnenue BeO-cepBepoM. Buptyanbnsie xoctsl. O030p sizbika HTML. UnTepdeiic CGI.
Kammposanue u npokcu-cepepbl. AyTeHTudUKaLNs. ApXUTEKTypa Be0-0a3 TaHHbBIX.

JlaGopaTopnasi pabdora 7. Oynkuuu st paboOThl ¢ MNepeMeHHbIMU. YuCIEHHO
VWHJICKCUPOBAaHHBIE M aCCOIMATHBHBICE MAacCHUBBI. [lepeMeHHbIE OKpPYKEHUS CEepBeEpa.
HTML-dopmbl. OOpaboTka GopM. Ynpasistomne KOHCTPYKIUU. [[UKIIbL.

3.5 TemaTuka KypcoOBbIX IPOEKTOB (KyPCOBBIX padoT)
KypcoBbie npoekTsl (paboThl) HE MPEeayCMOTPEHBI.

4. Y4eOHo0-MeTOANYeCKOe U HH(pOPMALIMOHHOE 00eceyeHue

4.1 HopmatuBHbie 10KyMeHTHI 1 'OCTbI

1. https://fgos.ru/fgos/fgos-01-03-02-prikladnaya-matematika-i-informatika-9/ 2.
"[lomoxxennss 00 opraHm3amuyd  o0Opa3oBaTeNIbHOrO Ipolecca B MOCKOBCKOM
ITonuTexHnyeckoM yHuBepcurere"

4.2 OcHOBHas JIUTEepaTypa
* Bunokyp A.U., Banbko A.®., UBanbko M.A. MH(bOpMalMOHHBIE CHUCTEMBI B

u3aarenbckoM gene: yued. mocodue / AWM. Bunokyp, A.®. MBanbko, M.A. VBaHbKO ;
Mock. roc. yH-T neyatu uMenu Msana ®@enoposa. — M.: MI'VII umenu MBana denoposa,



2015. 196 c.

* [TonoB J[.1. UudopmaniionHbie TEXHOJIOTUU B U3AATEIBCKOM JEJi€ U Moaurpaduu:
OCHOBBI NIPOEKTHPOBaHMA 0a3 JaHHBIX : ydyeOHOE MOcOoOHMe ISl CTYJEHTOB BBICIIHMX
y4eOHBIX 3aBeJIeHU, 00yUaromuxcs 1o Hanpasiienuto noarotoBku 20.03.03 "TexHonorus
nonurpadguyeckoro u ymnakoBouHoro mnpousBoiacta" / JI. U. Ilomos, Ilomoma, E.JI.,
Hekpacos, A.B. ; M-Bo o6pa3oBanus u Hayku PO, ®I'BOY BIIO "Mock. roc. yH-T nedatu
nmenu MBana @enoposa”. - M.: MI'VII umenn UBana ®enoposa, 2015. — 165 c.

4.3 TonosiHUTEILHAS JIUTEPATYPA
JleonenkoB A. A3pik UML 2 B aHa/M3€ ¥ MPOECKTUPOBAHUU TPOTPAMMHBIX CUCTEM U

Ou3Hec- npoueccoB  —  HMHTYUT  — [OnexkTpoHHBIT  pecypc] URL:
https://www.intuit.ru/studies/courses/480/336/info.

4.4 DyieKTpOHHBbIE 00pa3oBaTe/ibHbIE PeCYpPChI

DO0P pazpabaTbiBacTCA.

4.5 JIuueH3uoHHOe U CBO0OIHO paclpoCcTpaHsieMoe MPOrpaMMHoOe o0ecnevyeHue

JIns  yCHEmHOro OCBOCHMUS JUCHUIUIMHBIL, CTYAEHT HWCHOJIB3YET CIEAYIOIIUE
MPOrpaMMHbBIE CPEACTBA:

— cpena pa3pabotku Android Studio.

4.6 CoBpeMeHHbIe NIPo¢ecCHOHATIbHBIE 0a3bI JAHHBIX U HH(OPMALIMOHHBbIE
CIPABOYHbIE CHCTEMBbI

OII "IOpaiit" https://urait.ru/
. IPR Smart https://www.iprbookshop.ru/
3. OBbC "Jlanp" https://e.lanbook.com/

N —

5. MartepuajibHO-TeXHHYECKOe o0ecreyeHmne

Jl1st mpoBeieHust 1a00paTOPHBIX PabOT HEOOXOANMM KOMITBIOTEPHBIN Kilacc (HE MEHee
30 mocafiouYHbBIX MECT) C YCTAHOBJIEHHBIM IPOTPAMMHBIM 00€CTIECYEHUEM U MOKIFOUEHHBIM
MHTEPHET-COEIMHEHHUEM.

6. MeToauyecKue peKoMeHIaluu

6.1 MeToaguuecKkue peKOMeH/IaIUM JJIsl IpenoiaBareJieil o OpraHu3aunu
00y4eHUs

JIeKIMOHHBIE 3aHSTHS TMPOBOMATCS B COOTBETCTBHHM C COJACPKAHUEM HACTOSIIEH
paboueil mporpamMMel.



Jlabopatopubie paboThl 1O mucnuiuinHe «CHCTEMHOE aJIMHHHCTPUPOBAHUE)
OCYIIECTBISIETCS B (DOpME CaMOCTOATENHLHON MPOpPabOTKH TEOPETHYECKOTO MaTepuala
OOyYarOIIMMUCS; BBITIOJHEHUS TPAKTUYECKOTO 3aJaHMs; 3allUThl TMPEToAaBaTEIIO
nabopaTopHoii  pa®OTHl (3HaHHME TEOPETHUYECKOTO MaTepuaja W BBHITIOJHECHHUE
MPAKTUYECKOTO 3aJaHus).

[Ipu mpoBeneHUM KOHTPOJBHOW TOYKHU OOydYarolIuecs HE MEHEee YeM 3a HEJNEeII0
UHOOPMUPYIOTCSI 00 ATOM WM WM BBIJAETCS CIMCOK BOIPOCOB JJIsi TOATOTOBKH K
KOHTPOJIBHOM pabdoTe.

6.2 MeToguuecKkue peKoMeHIAIMHU 1JI51 00yUAKIINXCS [0 OCBOCHUIO
AUCHMIIIMHBI

[TocemeHne NEKIMOHHBIX 3aHATUN SIBISIETCA 00s3aTeNbHBIM. [Ipomyck JIEKIIMOHHBIX
3aHATUNA 0€3 YBAXKHUTENIbHBIX MPUUYUH U COTJIACOBAHUS C PYKOBOJCTBOM B 00BbeMe Oosee
40% ot 00111er0 KOJIMYEeCTBA MPEAYCMOTPEHHBIX YUYEOHBIM TUIAHOM HAa CEMECTp JIEKIIUI
BJIEUYET 32 OO0 HEBO3MOXXHOCTh aTTECTAlUU 11O JUCHUILIIUHE.

JlonmyckaeTcsi KOHCHEKTUPOBAaHUE JIEKIIMOHHOTO MaTepHhalia MHUChbMEHHBIM WU
KOMIIBIOTEPHBIM CIIOCOOOM.

Perynsipnass mpopaboTka Marepuana JEKIUH [0 KaXIOMY paslielly B paMKax
MOATOTOBKHU K MPOMEKYTOYHBIM U UTOTOBBIM (hOpMaM aTTECTAllMH, & TAKKE BHITIOJIHEHUE
M MOJrOTOBKA K 3alllUTE JIAOOPATOPHBIX PpadOT MO MUCIHUIUIMHE SIBISETCS OJHUM W3
BOXKHEHUIINX BUIOB CAMOCTOSITEILHOM paboThl 00YyUaloOIIerocs B TEUEHUE CEMECTpA.

7. DoH/ OLICHOYHBIX CPEICTB
7.1 MeToabl KOHTPOJISI M OLICHUBAHUSA Pe3yJbTATOB 00y4eHUs

B mpouecce 00yueHUsT UCHOJIB3YIOTCS  CIEAYIOLIME  OLIEHOYHbIE  (HOPMBI
CaMOCTOSITEILHOM paboThl CTYACHTOB, OIICHOYHBIE CPEJCTBA TEKYIIErOo KOHTPOJIS
YCIIEBAEMOCTH U MTPOMEKYTOUHBIX aTTECTAIIUN:

— MOATOTOBKA K BBIMOJHEHUIO J1a0OPATOPHBIX Pa0dOT U UX 3aIlUTa;

— 3a4er.

OLleHOYHBIE CPEACTBA TEKYILETO KOHTPOJISI YCIIEBAEMOCTU BKJIIOUAIOT KOHTPOJIbHBIC
BOIIPOCHI.

7.2 lllkana u KpUTEPUU OLIECHMBAHMS Pe3yJbTATOB 00y4YeHUsI

[IpomexyTounass arrectramusi oOydaromuxcs B (opme 3aué€ra NPOBOJUTCS IO
pe3yiibTaTaM BBINIOJTHEHUS BCEX BUIOB y4eOHOW pabOThI, MPETyCMOTPEHHBIX YueOHBIM
IJIAHOM [0 JAHHOM JUCHUMUIUIMHE (MOMYJI0), MPU STOM YUYUTHIBAIOTCS PE3YIbTAThI
TEKYIIero KOHTPOJIsl YCIeBaeMOCTH B TeueHue cemectpa. OlleHKa CTENEeHU AOCTHXKEHUS
OoOy4YaroImMUMUCs TJIAHUPYEMBIX pe3yJIbTaTOB OOYyYEHHUs M0 AUCHUIUIMHE (MOJYJIIO)
MPOBOAUTCSL MPENoJiaBaTeeM, BEAYIIUM 3aHATUA MO JUCHUILUIUHE (MOAYJI0) METOI0M
sKkcrepTHOU orneHku. [lo uToraM nNpoMeKyTOUYHO aTTeCTAIlUU MO JUCHUILIUHE (MOJIYIIIO)



BBICTABJISIETCS OIIEHKA «3aYTEHO» WJIU «HE 3a4TCHO.

K mpomexyTouHON aTTecTaluu JOMYCKAIOTCA TOJBKO CTYJIEHTHI, BHIMOJHUBIINE BCE
BUJIbI y4eOHOU paboThl, MPETyCMOTPEHHBbIE paboyel MporpaMMoll MO TUCIUILUIMHE
«CucTeMHOe aIMUHUCTPUPOBAHUE).

Ixana
OLlCHUBAHUSA

Onucanue

BrimonHeHb! Bce BUABI yU4eOHON paboOThI, MPEeIyCMOTPEHHBIC YUeOHBIM TLIAHOM.
CTyaeHT AeMOHCTPUPYET COOTBETCTBUE 3HAHWMM, yMEHHUI, HAaBBIKOB
MPUBEIICHHBIX B Ta0IMIAX TMOKa3aTelied, ONMepupyeT MpUOOPETCHHBIMU

3auTeHo 3HAHUSAMH, YMEHUAMH, HAaBbIKAMU, MPUMEHSET UX B CHUTYyaLMSAX Pa3IMYHON
cIOXHOCTH. [Ipr 3TOM MOTYT OBITH TOMYIICHB HE3HAUYUTEIILHBIE OIIHOKH,
HETOYHOCTH, 3aTPYJHECHUS NPHU AHAUIUTHYECKUX OINEpalusax, NEPEHOCE 3HAHUM U
YMEHHMI Ha HOBBIE, HECTAHJAPTHBIE CUTYALUH.

He BbimonHeH onuH wiu Ooniee BUAOB y4eOHOIH paboThl, MPEayCMOTPEHHBIX
yueOHbIM TuIaHOM. CTYAEHT JeMOHCTPHUPYET HEIOJIHOE COOTBETCTBHE 3HAHUIA,
YMEHUH, HaBBIKOB NMPHUBEJICHHBIX B TAOIUIAX MOKa3aTeseH, JOIyCKaroTCs
3HAYUTEJIbHBIE OIIMOKH, TMPOSBISAETCS OTCYTCTBUE 3HAHUM, YMEHMH, HABBHIKOB
1O psily TOKasaTeleil, CTYJeHT UCHBITHIBACT 3HAYMTENIbHBIC 3aTPYAHEHUS MPHU
OTIEPUPOBAHMHU 3HAHUAMHU U YMEHMSMHU IIPH UX MEPEHOCE HAa HOBBIE CUTYaITUH.

He 3aureno

7.3 OueHouHbIe CpeACTBA

Bormpocsl k 3auery:

1. [Tonstue mndpopmanronHoi cuctembl. OcHoBHBIE KoMmmoHeHTHI MC. Pomm
noJjib30oBatenei B uHpopMalnoHHbIX cucTeMax. Aamunuctparopsl MC. OcHOBHBIE 33124
aIMUHUCTPUPOBAHMUSL.

2. BeruucnurensHble cetd. MHoroypoBHeBas wmogenb OSI, ¢yHkumum u
Ha3HAYEHUE MPOTOKOJIOB OTJIETbHBIX YPOBHEUW MOJIEIH.

3. Crek mporokosnoB TCP/IP. @yHKUMM M Ha3HAY€HHsI OTHAEIBHBIX YPOBHEH.
Otnuuus creka npotokosia TCP/IP ot monenu OSI.

4. Anpecanus B cetsasx TCP/IP. Haznauenue u pynkuuu nporokoia I[P. [Toaceru.
Macka noxacetu. MexceteBoe B3aumozeicTtBue. Mapmpyrtuzanus B cetsix TCP/IP.
OcHoBHblie 3agaun aamuHuctpupoBanus ceteit TCP/IP.

S. Hactpoiika [P-anpecos. [Iunamuueckue u crarnueckue [P-agpeca. ynkunun
u Ha3HaueHue ciyx0 DHCP. OcHoBHble mapameTpsl HacTpoiiku npoTokosnioB TCP/IP B OC
Windows u Unix. [IpocMoTp 1 ynpaBieHre CETEBBIMU MOAKIIOUCHUSIMU.

6. Homennast cucrema umeH. Uepapxus umen. Cmyx0s1 DNS, dyHkuuu u
HazHauenue. Cepepa DNS. Cnyx6a DNS B OC Windows Server u Unix.

7. Opnnopanrossie cetu. CereBble ciyx0bl Windows ynpaBieHHs 0OUIIUM
JOCTYTOM K (aiinam. Y TUINTBI KOMaHAHOW CTPOKH JJIsl YIIpaBieHUs: 0OIUMU (PaliIoBBIMU
pecypcamu.

8. VYupasnenue (daitnoBeiM cepBepoM. KoOHTposib AOCTYMHOCTH (HailioBBIX
pecypcoB. PasrpanudeHuwe aocTyna K JaHHBIM. YIpaBiieHUE O€30MacHOCTBIO OOIIMX



CETEBBIX PECYPCOB.

9. CnyxObl kaTanoroB, pyHKUuMM U Ha3zHaueHue. Ciyxba karamoroB Active
Directory. KoMnoHeHThI cTpyKTypbl Katanora Active Directory.
10. VYyerHas 3anuch noJsib3oBaTens. OCHOBHBbIE 3a7aud aJIMHUHUCTPUPOBAHUS

noib3oBatenel. MHCTpyMEHTBl aJMUHHUCTPUPOBAHUS TMOJb30BaTENel B JIOMEHAax
Microsoft. ['paduyeckue yTUIUTB U yTUIUTH KOMAHIHON CTPOKHU.

I1. ['pynnbl  Oe3omacHOCTEl B OmepalMoOHHBIX cuctemax Ha npumepe OC
Windows. Tumnsl rpyrm 6€30nacHOCTeN, UX Ha3HAYEHUE. Y TUIUTHI yIIpaBIEHUS TPYIIIaMu.
12. OOGecnieuenne wuHGOPMAIIMOHHOW Oe€30mMacHOCTH B ceTsax  Microsoft:

ayTeHTU(UKALKsA, pa3rpaHuIeHHE TOCTYIIa, TPYNIOBbIe NOTUTHKU. THCTpyMeHTHI aHanu3a
U ynpaBlieHHus 0€3011acCHOCThIO B ceTsiX Microsoft.

13. JluckpenuonHoe ynpasiieHHe JocTynoM. CIUCKH IpaB J0CTyna K 00beKTaM
ONepallMOHHON cucTeMbl. THCTpYMEHTHI yIipaBieHus: JOCTYIIOM K (haiijiaM U KaTaJoraMm.
14. ['pynnoBsie monutvkd, GyHKIUUM U Ha3zHaueHUs. OOBEKTHl TpPyHIOBOI

nonutuku. Co3gaHue v peAakTUPOBAHUE OOBEKTOB IPYMIOBOM MONMUTUKUA. THCTpYyMEHTHI
MMOCTPOEHHUS TPYNIOBBIX MOJIUTHUK.

15. [ITabnonsl Oe3omacHOCTH, Ha3HaueHue. [Ipumepsl madnioHOB. THCTpYyMEHTHI
yIpaBleHUs MOJUTUKAMU 0€30MacHOCTH.
16. Kontpomepsl n1omMeHOB, QyHKIMH U Ha3zHaueHue. Ponum KOHTpoOJuiepoB B

cxeme Active Directory. Pennukamusi OaHHBIX MEXAY KOHTpOJIJIEpaMU JIOMEHOB.
[TIpoTOKOIIBI peIUIMKaLAN.

17. VYrpaBieHue yJaieHHbBIM KOMIBIOTEPOM. Y THJIUTHI YIIPaBICHUS YAaTCHHBIM
KOMIIBIOTEPOM: MPOCMOTP HUHPOpMaIuu o0 yAaJIeHHOW cHUCTeMe, 3allyCK U OCTaHOBKa
CIIy0 Y MPUIOKEHUN, OCTAHOBKA yIaJIEHHON CHUCTEMBI.

18. Cepsep TEPMHUHAJIOB. CeaHChbI MOJIb30BATEIICH. Ynpasienue
MHOTOIIOJIb30BATENBCKON cpenon. MHCTpymMeHTsl ynpaBiieHus. JInlieH3npoBanue ceppepa
TEPMUHAJIOB.

19. CepBeppt  bJ/I. Cucremsl ynpaBieHuss ©OazamMu JaHHbIX. DyHKIMM U
Ha3HayeHUe. AIMUHUCTPATUBHBIC 33/1aud yIpaBieHUs cepBepoM 0a3 maHHbIX. [IpuMepbl
cepBepoB b/I.

20. O6mas  xapakrepuctuka CYBJ] MS SQL Server. Apxurexrypa
BhIUHUCIUTENBRHOU cpenbl. KommonenTel MS SQL Server, ux Ha3HaueHHeE.

21. O6mas xapakrepuctuka CYBJ] Oracle. Apxutektypa cepsepa b]l. Bapuantsl
pa3BepThiBaHus cucTeM Tuma Oracle.

22. Crpykrypa penssunonHot bJ[. ®uznueckas m noruueckas ctpykrypa b/l
OcobenHnocTy agMUHHUCTpUpOBaHUs pessiiuoHHbIX bJl. CuctemMHbie U MOIB30BATEILCKUE
Tabnunbl. HazHaueHue CuCTeMHBIX TaOJIHII.

23. ApxutekTtypa nunpopmarmonHoit 6ezonacnoctu B MS SQL Server. Pexxumbi
aytreHtudukanmu B MS SQL Server. Pexxumbl mpoBepku mnomiuHHocTH Windows u
npoBepku nojanuHHocTd MS SQL Server.

24. Nudopmammonnas Oe3omacHocTh cepBepa bJl. PoneBas mopens. Pomnm
nosb3oBateneit Ha ypoBHe cepBepa bJl. Ponu mons3oBaTeneil Ha ypoBHE 0a3bl JIaHHBIX.
NHCcTpyMeHTHI yIpaBieHUsl pOIsIMU MOJIb30BaTENCH.

25. CoBMecTHas  pabota  Heckombkumx  cepBepoB  bJI.  OOGecmneuenue



0TKa30yCcTOMYNBOCTU cepBepoB bJI. CunxpoHusauus JaHHBIX Mexay cepBepamu b/l
Pennukanust 1aHHBIX, OCHOBHBIE TUITBI PEIJIMKALIHM.

26. Monutopunr pabotrsl cepBepa bJ[. MHCTpymMeHTHI MOHUTOpHUHrA.
ABromaruzanus ayauta b/I.

27. @aiinel B/1. Kypuans! Tpanzakuuii. Oneparopsl Transact-SQL yrpaBieHus
¢aitnamu b/] u *KypHallOB TpaH3aKIUH.

28. OGecneuenue 1enoctHocTu naHHbIX B BJ[ MS SQL Server. Monenu
BOCCTAHOBJICHUSI JJAHHBIX, UX 0COOEHHOCTHU. Pe3epBHOE KOMMpPOBaHUE U BOCCTAHOBJICHUE
NaHHbIX. CTpaTeruu pe3epBHOTO KOMMPOBAHUSA U UX CBA3b C MOJEIISIMA BOCCTAHOBJICHHS.

29. Co3panne u ympaieHue mnoJib3oBatenbckumu bJl. Ilpucoenunenue wu
orcoenuHenus b/l. Pe3epBHoe KonupoBaHue MoJIb30BaTeNbCKUX b/I.

30. Ocobennoctu anMuHUCTpUpoBaHus cepBepoB b/l Tuna Oracle.

31. CpenctBa skcnopra/umnopta nanHbix. Ciyx0e1 SQL Server Integration
Services, pyHKIIMU 1 HA3HAYEHUE, HHCTPYMEHTHI paOOTHI.

32. Pazrpannuenue noctyna k qanusiM B BJI. Paspemienus na yposue bJ1, Tabmnuii,
MPEJICTABICHHH, OTACIBHBIX NTOJIEH. THCTPYMEHTBI pa3srpaHUYEHHs JOCTYIA K JaHHBIM.

33. Be6- cepBucel B UntepHeT. OCHOBHBIE MPOTOKOJIBI MPUKIATHOTO YPOBHS,

UCIIOJIb3yeMble NIl nepeAadyd JaHHbIX B WHTepHeT. KiueHT-cepBepHbIE TEXHOJIOTHH.
3ajaun aAMUHUCTPUPOBAHNE BEO-CEPBUCOB.

34. Beb-cepBepsl mon ynpasieHueM MS Windows 2008. CayxObr IIS 7.0.
OCHOBHBIE TOHATHUSA: BEO-CAlThl, NPUIOKEHMS, MyJIbl MNPUIOKEHHH. HHCTpyMEHTHI
ynpasieHus BeO-ciyx0amu. {ucneryep ciayxo0 IIS.

35. [Tonarue BeO-y3na u BeO-mpunoxenus. [lpussizka BeO-y3ma. Co3nanue u
yopasieHue BeO- y3noMm Ha nmpumepe IIS. Paspemiennss Ha noctyn k BeO-y3imy. Daiinbl
KOH(Urypauuu Bed- cepBepa u BeO-y3a.

36. Nudopmarmonnas 0e30MacHOCTh CETEBBIX COCIMHEHUI. 3amuTa BeO-y3JI0B.
Cpencta ayrentuduxanuu IIS. [Iporokon HTTPS, pyHkuuu u Ha3HaUYeHUE.

37. VYnopaBinenue KoOHTEHTOM BeO-y3na. Mcnonb3zoBanue MS Share Point
Foundation 1151 ynpaBineHuss KOHTEHTOM.

38. [TouToBbie cnyx0bl. Tunbl oUTOBBIX cepBepoB. [loutoBsie ciy:xk061 Windows
u Unix. O6mas xapakrepuctuka MS Exchange Sever.

39. Hudpossie ceptudukarel, pyHkunn u HazHaueHue. LleHTpol cepTudukanuu,

KOPHEBBIE U MOJUYMHEHHBIE [IEHTPbI cepTudukanuu. Opranusanus HEHTPOB cepTUPUKaLnU
noa ynpasienueM Windows.

40. Buprtyanbusie uactabsie cetu (VPN). TynnensHbie mpotokosibl PPTP,
L2TP/IPSec. Opranuzauus noaxiaouennii VPN Ha ocHoBe ciy»k0bl MapiupyTuzanuu u
YAQJIEHHOT0 JOCTYyIa.

41. Mapumipytuzanus B [P-cersix. Komanasl ynpaBiieHusT MapuipyTH3alMed Ha
oTnelbHOM Yy3ie mona ympapienueM Microsoft Windows. Ciyx6a MapuipyTtuzanuu u
ynanenHoro goctyna (RRAS) 8 MS Windows.

42. Opranuzamnust  ynaneHdHoro jgoctyna B cersx Windows. Cmyx6a
MaplIpyTHU3aLUU U YIAJIEHHOTO YIPABICHHS ISl OPraHU3aluy yIaI€HHBIX MOIKIIOUYECHUMN.
Cepsepsl RADIUS. Cny»x06a npoBepku MOJJIMHHOCTH B ceTsAx Microsoft.

43. be3onacHocTh ceTeBbIX NOAKIOUeHUW. IPsec, (yHKUMM M Ha3HauyeHHE.



Hacrtpoiika monutuk 6€30MacHOro COeAMHEHU .

44. Nudopmarnmonnas 0e30MacHOCTh IEpUMETpa CeTH. bpanHaMmayspel, HX
(GyHKIIMM W Ha3Ha4YeHUe. 3alluThl CETEeBBIX Yy3J70B. [lepcoHanbHble OpaHAMAay3pHI.
MexcereBbie 3KpaHbl moj ynpaieHueM MS Forefront TMG Server, ocHOBHbIE
(yHKIIMOHATBHBIE BO3MOKHOCTH.



