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1 He.]II/I, 3alavi U IVIAHUPYEMBIC PE3YyJdbTaTbl oﬁyqunﬂ o TMCIHMIIJIMHE

Ieapto npenogaBaHus AUCHUIUIHHBI SBISETCS (OPMUPOBAHUE Y CTY/IEHTOB 3HAHUI B o0nacTu
0€30IMaCHOCTH ONIEPAIMOHHBIX cUcTeM Linux.
3agauu npenoaBaHus AUCHUTUTHHBL:

° U3y4YE€HHE NPUHLUIIOB OpraHu3ali HH()OPMALMOHHBIX CHCTEM B COOTBETCTBUU C
TpeOOBaHUAMM I10 3alUTe HHPOPMALIUH;
o OCBOEGHHE METOJIOB, CIOCOOOB U CpEACTB pa3BEpThIBAHUS, KOHQUIYPUPOBAHUS

BBIYUCIIUTENbHbBIE  CETH, HAacTpauBaHUsA IOJUTUKU  O€30MaCHOCTH  PaclpOoCTPaHEHHbBIX
ONEPAIMOHHBIX CUCTEM, & TAaKXK€ JIOKAJIbHBIX BBIYUCIUTENIBHBIX CETEH, MOCTPOEHHBIX Ha MX
OCHOBE, IPUMEHEHUS 0T€YECTBEHHBIX U 3apyO0eKHbIX CTAaHIAPTOB B 00JaCTH KPUNTOIpaprUECKUX
METOZOB KOMIBIOTEPHOW O€30MacHOCTH ISl TPOCKTHPOBAHUSA, pPa3pabOTKM U  OIEHKHU
3aIUIICHHOCTH KOMIIBIOTEPHBIX CUCTEM;

° U3yYEHHE TUTOBBIX KPUNITOTPa()UIECKUX aJTOPUTMOB.

B pesynbrare ocBOeHMs AMCLUIUIMHBI «be30macHOCTh ONEpalMOHHBIX cHUcTeM Linux» y
oOydaromuxcst (GOpMUPYIOTCA CIEAYIOUIME KOMIETEHLUWW W JOJDKHBI OBbITh JOCTUTHYTHI
CJIeyIOLIEe pe3yabTaThl 00yUueHHsI Kak 3Tan (OpMUPOBaHHS COOTBETCTBYIOIINX KOMIETEHIUI:
3HATh:

- NPUHLUIBl OpPraHU3ald HMHPOPMALMOHHBIX CHCTEM B COOTBETCTBMM C TPeOOBaHMAMHU IO
3ammrTe HWH(pOpManuu, Kpunrorpaduvyeckue CTaHAapTBl W KAk WX HCIONb30BaTh B
UH(POPMALIMOHHBIX CUCTEMAX;

YMETb:

- pa3BepThIBaTh, KOH(PUIYPHPOBATH U HACTPAWBATh BBIUMCIUTENIbHBIE CETH, (GOPMYIMPOBATH U
HACTpauBaTh MOJIUTUKY OE30MaCHOCTH PACHpPOCTPAHEHHBIX OINEPAIMOHHBIX CHUCTEM, a TaKKe
JIOKQJIBHBIX BBIYMCIUTENIBHBIX CETEH, IOCTPOECHHBIX HA X OCHOBE, IPUMEHATh OTEUECTBEHHBIE U
3apyOeKHBIE CTaHAAPTHI B 001aCTH KpUNTOrpahUuecKUX METOAOB KOMITBIOTEPHOM O€30MTaCHOCTH
JUI IPOEKTUPOBAHUS, pa3pabOTKU U OLEHKH 3alUIIEHHOCTH KOMIIBIOTEPHBIX CUCTEM;

BIIAJIETh!

- HaBbIKAMHU UCIIOJIb30BAHUS TUIIOBBIX KPUNTOTPa(pUUECKUX alTOPUTMOB.

OOyuenne mo nucruiuinHe «be3omacHOCTh omepanMoOHHBIX CUCTEM Linux» HampaBleHO Ha
dbopMupoBaHKE Y O0YJAOIINXCSI CICTYIONTNX KOMICTCHITUH:

Koa n HaumMeHOBaHHue KOMIIETECHIINA NHIuKATOPHI J0CTHKEHUS] KOMITETeH U
OIIK-1.2 CnocoGeH agMUHUCTPUPOBATH HOIIK-1.2.1. 3HaeT npuHUMIBI OpraHUu3alun
CpeI[CTBa 3alIUThI I/IH(bOpMaI_[I/II/I B PIH(bOpMaI_II/IOHHI:IX CUCTEM B COOTBCTCTBUU C
KOMITHIOTEPHBIX CUCTEMAX M CETSIX; TpeOOBaHUSIMU TIO 3aIuTe HWHPOPMAIINH,

KpUNTOrpaguyeckue CTaHJapThl M KaK HX
HCTIONIb30BaTh B MH(OPMALIMOHHBIX CUCTEMAX;
NOIIK-1.2.2. Ymeer pa3BepThIBATS,
KOH(UTYpUpOBATH " HacTpauBaTh
BBIYUCIIUTENbHBIE CETH, (OPMYIHUPOBATH H
HAacTpauBaTh  TOJUTHKY  O€30MacHOCTH
pacrpoCTpaHEHHBIX ONEPALMOHHBIX CUCTEM, a
TaKKe JIOKAIBHBIX BBIYUCIUTEIBHBIX CETEH,
MOCTPOCHHBIX HAa HMX OCHOBE, MPUMEHSIThH
OTCYECTBEHHBIC U 3apyOE)KHbIC CTaHAAPTHI B
o0mactd  KpunTorpauueckux  METOJOB
KOMITBIOTEPHOM Oe3omacHOCTH TSt
NPOCKTHPOBAHUSA, pPa3pabOTKU U  OLCHKH
3aIIMIIEHHOCTH KOMIBIOTEPHBIX CUCTEM;




HNOIIK-1.2.3. Bnaneert HaBbIKAMU
HCITIOJIB30BAaHHUA THUITIOBBIX
KpUNTOTpaUIeCKuX aJrTOPUTMOB.

2 MecTo THCUMILIMHBI B CTPYKTYpPe 00pa30BaTe/IbHOM NMPOrpaMMbl

JucuuminHa «be30nacHOCTh OMEpalMoOHHBIX CHCTeM Linux» OTHOCHTCS K YHCIY Y4eOHBIX
nuctuIIuH oos3atenbHoM yacTu (b1.1) ocHOBHOM 00pa3oBaTenbHOM mporpammel (b1.1.25).
I/IsyquHe AUCHUIINIMHBL OIMUPACTCd Ha 3HAaHUA, YMCHHA W HABLIKH, HpI/IO6peTeHHBIe B
NpPEIIECTBYIONINX AUCHUIUIMHAX: «be3omacHoCcTh  omepanMoHHBIX cucteM  Windowsy,
«be3onacHOCTh ceTel OJICKTPOHHBIX BBIYUCIUTCIILHBIX MAIIIUHY.

3 CTpyKkTypa U coaepkaHue JUCHUILIMHBI

OOmass TPyJOEMKOCTh JUCIMIUIMHBI COCTaBISICT 4 3a4eTHBIX COWHUI, T.e. 144 wdacos
(mabopatopHble 3aHATUS — 72 4Yaca, camMOCTosITenbHas pabota — 72 yaca, ¢opMa KOHTPOJIS —
9K3aMeH, KypCOBOM MPOEKT) B 4 ceMmecTpe.

CtpykTypa U coiepaHHe IUCHUIUTMHBI «be30macHOCTh OmepanroHHBIX CUCTeM Linux» 1o
CpPOKaM W BUJaM pabOThI OTPAKCHBI B IPUIIOKESHUU

3.1 Buabl yueOHO# padoThl M TPYI0EMKOCTH
(o popmam oOyueHwHs)

3.1.1 Ounas dhopma oOydeHuUs

Ne Bi yueHoii padoThI KoaunuecTBo CemecTpbl
n/n 4acoB 4
1 | AyauropHble 3aHATHSA 72 72
B ToMm uncie:
1.1 | Jexuuu
1.2 | CeMuHapcKue/MpaKTHIECKHUE 3aHATHS
1.3 | JlaGopaTopHbIe 3aHSTHSI 72 72
2 | CamocTonTeIbHAS paboTa 72 72
B ToMm unce:
2.1 | ...
3 | IIpome:kyTOUYHAsI ATTECTAIMS
DK3aMeH, KypCOBOM MPOEKT
Hroro 144

3.1.2 OuHo-3a04Has popMa 00ydeHus
He mpenycmorpena

3.1.3 3aounas ¢popma oOyueHus

He npenycmotpena

3.2 TemaTnuecknil IUIAH U3yYeHU s AUCIUATIIAHBI
(mo popmam oOyueHUs)




3.2.1 Ounas ¢hopma o0ydeHuUs

TpyaoeMKoOCTBb, Yac
AyauTopHas padoTa
Camo
Ne Pasneny/TeMbl Cemuna | Jlabop | IIpakr | cTosiT
/i e — Beero | Jlexu pckue/ | aTopH | Muecka| eJibHa
. MpaKTU4| ble o s
€CKUE | 3aHATH | moaro | pador
3aHATHS s TOBKa a
Paznen 1.

1.1 | Tema 1. YcrpoiictBo OC Linux. 28 14 14
Tema 2. PaboTa ¢ KOMaHAHOM CTPOKOI, 28 14 14
nporpamMmmupoBaHue Ha Bash.

1.3 | Tema 3. MexaHu3Mbl pa3rpaHudeHUs 28 14 14
npas pocryna B OC Linux.

1.4 | Tema 4. CereBas noxncuctema OC 28 14 14
Linux.

1.5 | Tema 5. Monutopusr coOsituii, COB n 32 16 16
ayaut OC Linux.

Hroro | 144 72 72

3.2.2 OuHo-3a04Hast hopMa 00ydeHHUS
He npenycmorpena.

3.2.2 3aounas ¢popma 00yueHUs
He npenycmotpena

3.3. Coaepxanue TUCUUIINHBI

Ne Pa3nen (Tema) Conepxanue

n/n JUCIUILINHBI

1 2 3

1 Paszgen 1

1.1 | YerpoiictBo OC Linux. Pabora ¢ o0opynoBanuem, ynpasieHue ycrpoiictsamu B Linux.

[Mpomnecc 3arpy3ku Linux. Mannmanmsamnus sysV, systemd,
upstart. [Toncucrtema HHUIIMATU3AIUY U YIIPABICHUS CIIy>KO0aMu
systemd. 3arpy3uuku Linux. Ynpasiienue Ou01roTekaMu B
Linux. Yopasnenue nakeramu B Redhat-nogo0Oueix u B Debian -
noooubx OC. Pabora ¢ )kecTKHMH JTUCKaMU: CO3/IaHUe U
dbopMaTupoBaHUE pa3IeToB KECTKOTO JIUCKA, yIpaBICHHE
KBOTamMu AUCKOB. CTpykTypa (haitnosoii cucremsr OC Linux.
[TpoBepka (haiinoBoil ccTeMbl, MOHTHPOBAHHUE U
JIEMOHTUpPOBaHUE. MSTKHE U )KEeCTKUE CChUTKH. [Tonck u
pacnosoxeHnue komana u Qaitnos B LINUX.
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1.2

Pabora ¢
CTPOKOH,
porpaMMUpOBaHUE  Ha
Bash.

KOMaHIHOU

[TonsiTre kOMaHIHOM 000I0YKH, HACTPOIKA, IEPEMEHHBIE
cpensl, anuacel. PaboTa ¢ mporeccamu B Linux, mpuopuTeTs
nporieccoB. Pabora B koMaHHOU CTpoKe LinuX: TeKCTOBBIC
MOTOKH, oTepanuu ¢ haigamMu U JTUPEKTOPHUSIMH, UCTIOIb30BaHNE
IIOTOKOB, KOHBEHEPOB U NepeHanpasiieHuid. [IporpammupoBanue
Ha Bash: nmepeMeHHbIe, yCIIOBHBIE ONEPATOPBI; MACCUBBI, LIUKJIBI,
BXOJIHBIC MTapaMeTphl, QYHKIIUHU. PeryspHbie BEIpaXCHUS:
o0muii mpuHIMI, 00paboTKa ¢aiiioB opmara csv.

1.3

MexaHU3MBI
pasrpaHuYeHHUS
noctyna B OC Linux.

npaB

[Iponecc ayrentudukanuu noiszosateneid B OC Linux, PAM-
ayTeHTH(UKalus. YIpaBlieHHe yUeTHBIMU 3alUCAMU
IIOJIB30BATEJIEN U IPYII, UX CBOMCTBAMHU. MeXaHU3M NPOBEPKH
IpaB J0CTyNa y cyObekTa K 00beKTy. Biaienblipl manok u
(aiinoB, mpaBa nocTyna K ¢aigaM U mankam, Macka co3aaHus
¢aitnos u nanok. SUID SGID STICKY 6utel. CTpyKTYypsbl
MIOTOKOB U MpoIeccOB. MeXxaHn3M KOHTEIHEepU3aluy MPOLECCOB
cgroups. Crucrema NpUHYIUTETBLHOIO KOHTPOJISI JOCTYTIA
SELinux, AppArmor. Knaccudukanus yszsumocteid OC Linux.

1.4

CereBast moncuctema OC
Linux.

Cern: IPv4 anpeca n Macku nozcereit, kiaccoBasi 1 6e3
KiaccoBas anpecaiuu, ctek TCP/IP, ceTeBbie MOPTHI U CITYKOBI,
npotokoi [Pv6. Konduryparmonusie (aiiasl cetu, pyyHas
HaCTPOMKA CETU, YTUIIUTHI HACTPONKH CETH, yIIPaBICHUE
cereBbiMH JeMoHamu. CeteBast MapupyTuzanus B OC Linux,
WHCTPYMEHTHI IMAaTHOCTUKU CETH, HACTpoiika kinreHta DNS.
Hactpoiika u ucnonbs3zoBanue MexceTeBbix 3kpaHoB B OC Linux.
[Tporokon FTP/SFTP: Mmexanu3m paboThl, HACTpOUKa
6e3onacHoro FTP/SFTP-cepsepa. [Iporokon ssh: Mexanuzm
paboTbl, HacTpolika 6e3omacHoro ssh-cepsepa. VPN.
TyHHenupoBaHue ceccuil ¥ MOPTOB, MHUdpoBaHue (PaitIoB.
ITporoxosn IPSec: TyHHENbHBIN U TPAaHCTIOPTHBIN PEKUMBI.
[TocTpoeHue 3aMIIIEHHOr0 KaHajia cBs3U. BBeaeHue B git,
pa3BepThIBaHUE JIOKAJIBLHOTO git-cepBepa.

1.5

MOHHUTOPUHT  COOBITHH,
COB u aynut OC Linux.

[TnaHMpOBIIMKHY 3a/1a4 Cron, anacron: CHUHTAKCUC U
pacnosoxeHue Qainos, MOIb30BATEILCKUE U CUCTEMHBIE
3aJlaHuA, CIIUCKU AocTyna. XKypHanupoBaHue coObITHil: syslog,
rsyslog, syslog-ng, journal, logrotate. MOHUTOpPHHT CETH C
nomouibto ELK-cTeka: HacTpoiika 1 ucronb3oBaHue. AHAIN3
samuimeHHocTd ELK-creka. Cuctembl 0OHapyKeHHSI BTOP)KEHUM
(COB), Hactpoiika u ucnonb3zoBanue COB Snort. Ayaut
cucTeMbl ¢ moMotisio auditd: HacTpolka u MPUMEHEHHE.
Hcnonbs30BaHKuEe U HACTPOMKA CPEACTBA KOHTEMHEPHU3ALUU
Docker Ha ocHoBe OC Linux.

3.4

TemaTuka ceMUHAPCKUX/TIPAKTHYECKHUX M JIA00PATOPHBIX 3aAHATHI

3.4.1 CemuHapcKue/IpaKTUYECKUE 3aHATHUS

He npedycmompensi yuedOnuvim nianom.

3.4.2 JlaGopaTopHbIe 3aHATHUS




No HanmenoBanue mabopatopHoi paboThI SiLeM’
1 Brimonaenue nabopatopHoit padotst Nel mo teme 1 8
2 Brinonnenue nadopatopHoit padotsl Ne2 mo teme 1 6
3 Brinmonaenne naboparopron padotsl Ne3 o teme 2 6
4 Brimonnenue nabopatopHoit pabotst Ne4 o teme 2 8
5 Brinonaenue nadopatopHoi padoTel Ne5 o reme 3 8
6 Brimonnenue nabopatopHoit paboTsl Ne6 mmo teme 3 6
7 Brinonaenne nadoparopHoii padotel Ne7 o teme 4 4
8 Brimonnenue nabopatopHoit paboTsl Ne§ o teme 4 6
9 Brinonnenue nabopatopHoii padbotsl Ne9 no teme 4 4
10 Brimonaenue mabopatoproit padotst Nel0 mo Teme 5 16
Hroro 72

3.5 TemarTnka KypcoBbIX IPOEKTOB (KypPCOBBIX PadoT)

KypcoBoe npoektupoBaHue MO JaHHON AMCLUUIUIMHE Y4EOHBIM IUIAHOM 3allyIAaHUPOBAHO, TEMBI
KypCOBBIX PadoT:

1. AHanu3 onepaluoHHBIX CUCTEM OECIIPOBOIHBIX TOYEK JOCTYIIA.

2. Pa3zBepThIBaHME [IEHTPAIM30BAHHOM cUCTEMbI cOopa JioroB Ha 0a3e pemenust ELK-crexka.

3. Meroast 06xoaa ayrentudukanuu B OC Linux.

4. BxiroueHue B KOPIOPATUBHYIO CeTh MoJ yrnpasienueM Microsoft Active Directory cepsepos
Ha 6a3e OC Linux.

5. Beigenenue namsatu u ee ucnoin3obanue B OC Linux.

6. PazpaboTka mporpamMmmHoro ooecniedeHust B oosmactu ayaura OC Linux.

7. IlocTpoeHue 3aIUIIeHHOro KaHana cBsizu Ha 6asze [PSec.

8. MeTopl COKpBITUS CIIEI0B HECAaHKIIMOHUpOoBaHHOTO jocTyna B OC Linux.

9. Pa3BepThIBaHNE M HACTPOWKA CUCTEMBI OOHAPY>KEHUS BTOP>KEHHIA Snort.

10. Hactpoiika u ucnosib3oBanue cpeactsa koHTeitHepu3anuu Docker Ha ocaoBe OC Linux.

11. YerpoiictBo BupTyansHoit namsta OC Linux.

12. Cpenctsa otnmanku siapa OC Linux.

13. Ananus 6e3onacHocti OC Linux.

14. Pa3BepThIBaHUE IIEHTPATM30BAHHOTO CEpBepa cOOpa CHCTEMHBIX JIOTOB.

15. Hactpoiika u 6e3onacHas koHpurypamuus cepsepa Apache.

16. Hactpoiika u 6e3onacHas koHpurypamus cepsepa NGINX.

17. MexcereBoii 3xpan B OC Linux: cpenctBa (puiabTpayy CeTeBOro Tpaduka.

18. IIporpammupoBanue Ha bash: aBToMaTH3aIss MOHUTOPUHTA AUCKA.

19. IlporpamMmmupoBanue Ha bash: HacTpoiika ¢uIbTpanuu Nanok u (HailoB B ceTH Ha OCHOBE
PEryJIIpHBIX BbIPaXKEHUI.

20. Hacrpoiika 6e3omacnoro SMTP-cepsepa B OC Linux.

21. ArtuBupychl Linux.

22. Aptedakrsl, octaBisiemble B pedyabrare HCJl B OC Ubuntu.

23. Aptedakrsl, octaBisiemble B pesyiabrare HCJl B OC Cesntos.

4 Y4eOHO-MeTOAMYECKOE U MH(OPMALIMOHHOE 00ecIieYeHne

4.4 HopmatuBHble 10kyMeHThI U 'OCThI
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[IporpamMma coctaBieHa B cOOTBETCTBUU ¢ DeiepalibHbIM IOCyAapCTBEHHBIM 00pa30BaTEIbHBIM
CTaHJapTOM BBICHIETO 0Opa3oBaHUS MO HaMNpaBlIeHUIO MOATOTOBKH OakamaBpoB 10.03.01
«MHpopmanonHas 6€30MacCHOCTbY.

4.5 OcHoBHasi auTeparypa

1. «Bash u kubepOe3omacHOCTh. ATaka, 3alIMTa U aHAJN3 U3 KOMAaH/JIHOW CTPOKW», aBTOPHI:
On6unr Kapn, Tponkon Ilom, url: https://www.ozon.ru/product/bash-i-kiberbezopasnost-ataka-
zashchita-i-analiz-iz-komandnoy-stroki-linux-olbing-karl-tronkon-pol-211432367

2. «Sapo Linuxy, aBrop: . boser, url: https://www .livelib.ru/book/1000289082-yadro-linux-d-
bovet

3. «be3onacHocTth Linux. PykoBoacTBO aIMUHHCTpATOpa 110 CUCTEMaM 3aIIUTHI C OTKPBITHIM
UCXOIHBIM KOooM», aBTop: CroTT MawnH, url: https://www.ozon.ru/product/bezopasnost-linux-
rukovodstvo-administratora-po-sistemam-zashchity-s-otkrytym-ishodnym-kodom-1472334

4.6 [lonmosHHMTebHAA JUTEpaTypa

l. «Linux rmazamu xakepa. 6-¢ wu3m», aBtop: ®meHoB Muxauwn Esrenbesud, url:
https://www.ozon.ru/product/linux-glazami-hakera-6-e-izd-flenov-mihail-evgenevich-
242310026

4.7  DuaexkTpoHHBIe 00pa3oBaTeJbHbIE PeCypChl
1. O0P «be3onacHocTh omepanuMoHHbIX cucteM Linux» [OnextponHblii pecypc] — URL:
https://online.mospolytech.ru/course/view.php?id=9267 (nata obpamenus: 18.02.2023).

4.8 JluneH3uoHHOE ¥ CBOOOIHO PACIPOCTPaHsieMOe IPOrPaAMMHOE
o0ecrieyenmne

1. Virtual Box
2. MuctpubytuB OC Centos7, Ubuntu 20.04
3. Huctpubytus OC Kali Linux

4.9 CoBpemMenHble npodeccnoHaNbHbIC 0a3bI JAHHBIX U HH(POPMALMOHHBIE

CIIPAaBOYHBIE CHCTEMBI
1. HoxymenTaus CentOS [Dnextponnslii pecypc] — URL: https://docs.centos.org/en-US/docs/
(mata obpamenus: 18.02.2023).
2. Hoxymentanus Ubuntu [Dnexkrponnsiii pecypc] — URL: https://help.ubuntu.com/ (mata
obpamenus: 18.02.2023).

5 MarepuajabHO-TEXHHYECKOE OfecreueHne

Jnst mpoBeneHHMsT BCEX BHJIOB 3aHATHA HEOOXOIMMO TMPE3CHTAMOHHOE 000pYyIOBaHHE
(MyIbTUMEIUHHBINA TPOEKTOP, IKpPaH) — | KOMILIEKT.

st mpoBeneHust J1a0OPATOPHBIX 3aHATHH HEOOXOAMMO HAJIUYWE KOMITBIOTEPHBIX KIJIACCOB,
000pyIOBaHHBIX COBPEMEHHON BBIYMCIUTEIHHON TEXHUKOM U3 pacdyeTa 0JHO pabouee MecToO Ha
OJIHOTO 00y4aeMoro.
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6 MeToauveckue peKOMEHIAlNU

6.4 Meroanueckue peKOMEHIANMH IJIs1 MPENoAaBaTeJisi 0 OPraHN3aANNH
00y4eHuUs

1. Ilpu moaroTroBke K 3aHATUSM CIEAyeT MpeABapUTENbHO MpopaboTaTh MaTepuan 3aHATHSA,
MPEeayCMOTPEB €ro MoJady TOYHO B OTBEICHHOE /JIs1 3TOro BpeMs 3aHsTus. ClielyeT noAroTOBUTh
HE0OXO0JMMbIe MaTepuaibl — TEOPETUYECKUE CBEICHNUS, 3aAaun u Ap. [lpu npoBeaeHun 3aHATHSA
CJIeTyeT KOHTPOJIUPOBATH M0/Iayy MaTepHalia U pelieHue 3aJaHuil C y4eTOM y4eOHOTO BPEeMEHH,
OTBEACHHOTO JJIsl 3AHATHS.

2. [Ipu mpoBepke pabOT U OTYETOB CIEIYET YUUTHIBATH HE TOJBKO MPABUIBHOCTH BBITOJIHEHUS
3aJJaHuil, HO U ONTHUMAaJIbHOCTh BEIOPAHHBIX METOJOB PEIIEHHUs, IPaBUILHOCTD BBITIOJHEHUS BCEX
€ro 1IaroB..

6.5 MeToanueckue yKazaHus 1 00y4arOUIUXCs M0 OCBOCHUIO
AUCUMILTHHBI

W3y4eHne MUCUHUILUIMHBI OCYILECTBISETCS B CTPOIOM COOTBETCTBUM C IICJIEBOM YCTaHOBKOH B
TECHOHN B3aMMOCBSI3U yueOHBIM TIIaHOM. OCHOBOM TEOPETUYECKON M MPAKTUYECKON MOATOTOBKH
CTYACHTOB SIBJIAIOTCS JIEKLUH U J1a0OpaTOpHbIE PAOOTHI.

B nporiecce camocTosTenbHON pabOThI CTYACHTHI 3aKPEIUISIOT U YTy OIsIOT 3HAHHUS, TOJTyYeHHbIE
BO BpEMs ayJAMTOPHBIX 3aHATUH, TOTOBATCS K DK3aMEHY, a TAaK)K€ CaMOCTOSATENIbHO HM3Y4aloT
OTJeNIbHBIC TEMbI Y4€OHOH MPOrpaMMBl.

7 DOoH/ OLIECHOYHBIX CPEICTB

7.4 MeToabl KOHTPOJISI M OLICHUBAHUSA Pe3yabTAaTOB 00y4YeHH S

B niporiecce 00ydeHust HCTIONB3YIOTCS CIIEIYIOIIHE OIIEHOYHBIE (DOPMBI CAMOCTOSITEIIBHON PabOThI
CTY/IEHTOB, OLICHOYHBIE CpPEICTBA TEKYIIEr0 KOHTPOJIS YCIEBAEMOCTH M MPOMEKYTOUHBIX
aTTeCcTaIlni:

- IpOBeJIEHUE TA0OPATOPHBIX PAOOT (MPAKTUUECKHX 3aHATUHN C UCTIOIB30BAHUEM CIICITEXHUKH) U
HUX 3allIUTa;

- CAMOCTOSTEIbHAs TOATOTOBKA U MTPOBEACHUE MPE3ECHTAUI IO TEMaM JUCLUILIUHBL;

- DK3aMEH.

7.5 Ixana u KpUTEPHH OLlCHUBAHUS Pe3yJIbTATOB 00y4YeHHA

dopma IPOMEKYTOUHOU ATTECTALUN: IK3AMEH.
[To uToram mpoMeKyTOYHOM aTTECTAIIMU MO TUCHIUIUTAHE (MOJIYJII0) BBICTABIISETCS OIICHKA
COTJIMYHOY, «XOPOILOY, «YIOBJIECTBOPUTEIBHO» WIIH «HEYIOBIECTBOPUTEIIHHON.

Ikaaa oneHUBaHUA Onucanmne

Boinmonuensl Bce BHABI Yy4eOHOM pabOTHI, MPESyCMOTPEHHBIE
y4ueOHBIM TUTaHOM. CTYICHT AEMOHCTPHUPYET COOTBETCTBUE 3HAHMIA,
YMEHHUI, HaBBIKOB NPHUBEICHHBIM B TaOJHMIAX MOKa3aTele,
OTepupyeT NPUOOPETECHHBIMU 3HAHUSAMH, YMECHHSIMH, HaBBIKAMU,
MPUMEHSAET UX B CUTYyalMsAX MOBBIIEHHOMN cioxHOCTH. [Ipym sToM
MOTYT OBITh JOMYIIEHbl HE3HAYUTEIHHBIC OIMUOKH, HETOYHOCTH,

OTIIMYHO
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3aTpyAHEHUS MPU AHAJTMTUYECKUX OIEpalusix, NepeHoce 3HaHUl U
YMEHHI Ha HOBbIE, HECTAHJAPTHBIE CUTYAallHH.

Xopomio

BeimonHeHsl Bce Buabl yueOHOW paOOTHL, TNperycMOTPEHHBIE
y4eOHbIM M1aHOM. CTyIeHT JEMOHCTPUPYET HETMOIHOE, TPaBUIbHOE
COOTBETCTBUE 3HAHUH, YMEHNH, HAaBBIKOB ITPUBEACHHBIM B TaOIHIIaX
nokaszarenei, MO0 ecnu Tpu STOM ObUTHM  AOmymieHsl 2-3
HECYIIECTBEHHbIE OLTHOKH.

Y 10BII€TBOPUTEIIHHO

BeimonHeHnsl Bce BuUAbl y4eOHOH paboOThl, MPELyCMOTPEHHbIE
y4eOHbIM Tu1aHOM. CTYJIHT IEMOHCTPUPYET COOTBETCTBUE 3HAHUH,
B KOTOPOM OCBEIlleHa OCHOBHAsl, HanOoJee BaykHasi YacTh MaTepHala,
HO TpM O3TOM JONyIIeHa OJHA 3HAYUTeNbHass OIIMOKa WIH
HETOYHOCTb.

HeynosnersopurensHo

He BemmonHen oauH wian Ooiiee BUAOB y4eOHOW paboOTHI,
MPEyCMOTPCHHBIX y4eOHBIM TuTaHOM. CTYACHT JEMOHCTPHPYET
HETIOJIHOE COOTBETCTBUE 3HAHUM, YMEHHIA, HABBIKOB IIPUBEICHHBIM B
Ta0nuIax TmMoKa3aTened, JOMyCKAalOTCAd 3HAYUTEIbHBIC OUIUOKH,
MPOSIBIIACTCS. OTCYTCTBUE 3HAHWW, YMCHHM, HABBIKOB 110 PSAY
MOKA3aTeNeH, CTYICHT UCIIBITHIBAET 3HAYUTEILHBIC 3aTPYAHCHUS TIPU
OTICPUPOBAHNHN 3HAHUSAMHU M YMCHHSIMH IIPH UX MIEPEHOCE HA HOBBIC
CUTYaIUH.

7.3.1 Tekyuii KOHTPOJIb

7.6  OueHo4YHBbIE CpeaCTBA

OueHouHbIE CpeACTBA IS TEKYILEH aTTeCTaluu
- 3amuTa OTYETOB O BBHITOJTHEHUH JIAOOPATOPHBIX PabOT

7.3.2 IIpomexxyTouHasi aTTecTarus

OuieHOYHBIE CPENICTBA AJISI IPOMEXKYTOUYHOM aTTecTalluu

- DK3aMeH

Criucok Bompoc ist IpOBEIEHHs SK3aMeHa 110 AUCIUIITHHE:

1. Pabota c o6opynoBanueM, yrnpaBlieHUE yCTporUcTBaMH B Linux.

2. [Iponecc 3arpy3ku Linux. Mnunuanuszamnus sysV, systemd, upstart.

3. IloacucremMa MHUIMATIM3AIMN U YIPABJICHHUS CITy>)kOamu systemd.

4. 3arpy3uuku Linux. YnpaBnenue 6ubnmorekamu B Linux. Ynpasnenue nakeramu B Redhat-
monoOHEIX U B Debian - moxoousrx OC.

5. Pabora ¢ XeCTKMUMHU IUCKaMH: CO3JaHHE M (HOpMATHpPOBAHUE PA3ZEIOB YKECTKOTO IMCKA,
yIpaBJIeHUE KBOTAMH JTUCKOB.

6. Ctpykrypa ¢aitnoBoii cuctemsl OC Linux. IIpoBepka ¢aitnoBoil cucteMbl, MOHTHPOBAHHE U
JIEMOHTHPOBaHUE. MSTKHE U JKECTKHE CChUIKH. [IoMCK M pacroyiokeHre KomMaHI u (aillioB B

LINUX.

7. [lonaTre KOMaHAHON 000JI0UYKH, HACTPOIKA, IEPEMEHHBIC CPE/IbI, AJTUACHI.

8. Pabora c nmponeccamu B Linux, MpHOPHUTETHI MPOIIECCOB.

9. Pabora B KOMaHAHOW CTpoKe Linux: TEKCTOBBIC IOTOKH, omepanuu ¢ (dainamu u
TUPEKTOPHSIMH, UCIIOJIb30BaHNE TTIOTOKOB, KOHBEHEPOB U MEepPEHAMPABICHHIA.
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10. IIporpammupoBanue Ha Bash: mepemeHHbIE, YCIOBHBIE OINEpPATOPHI; MACCHUBBI, ILIUKIIbI;
BXOJIHbIE MTapaMeTphbl, GYHKIINU.

11. PerymnsipHbie BeIpaskeHUs: 0OmIuii mpuHIUI, 00padoTka (haitioB ¢popmara csv.

12. TIpouecc ayrentudukanuu noias3osareneid B OC Linux, PAM-ayTeHTUGUKALHS.

13. YnpaBieHue y4eTHbBIMU 3alMCSIMU 110JIb30BATENEH U IPYII, UX CBOWCTBAMHU.

14. MexaHu3M NPOBEPKHU MpaB J0CTyna y cyObekTa K o0beKTy. Bianenblipl mamnok u ¢aiinos,
mpaBa JocTymna K (aitnam u mankam, macka coznanus ¢ainoB u namnok. SUID SGID STICKY
OUTBHI.

15. CTpyKTypbl HOTOKOB U MPOLIECCOB.

16. MexaHu3M KOHTEHHEpU3aIH ITPOLIECCOB CZroups.

17. Cucrema npuHyAUTEIBHOTO KOHTpOIs noctyna SELinux, AppArmor.

18. Knaccuduxanus ysassumocteit OC Linux.

19. Ceru: IPv4 anpeca u Macku mojceTeid, KiraccoBasi 1 06e3 kinaccoBas anpecaruu, ctek TCP/IP,
CeTeBbIE MOPTHI U CIykObI, IpoTOKOI IPV6.

20. Kon¢wurypaumonnsie (ailibl ceTH, pydHas HACTPOWKA CETH, YTWIHTHI HACTPOWKH CETH,
yIpaBJIeHUE CETEBbIMU IEMOHAMU.

21. CereBas mapmpytuzamust B OC Linux, HHCTpYMEHTHI JHarHOCTHKH CETH, HACTPOIHKA KIINEHTA
DNS.

22. Hactpoiika 1 ucrosib30BaHue MexceTeBbIX 3kpaHoB B OC Linux.

23. TIporokon FTP/SFTP: mexanusm pabotsl, HacTpoiika 6e3onacHoro FTP/SFTP-cepsepa.

24. TIpotokon ssh: Mmexanu3M pabOThI, HACTpOiiKa O6e3ormacHoro ssh-cepsepa.

25. VPN. TyHHenupoBaHue ceccuil 1 MopToB, mudpoBaHue (Haiios.

26. VPN. IIpotokon IPSec: TyHHeNbHBIN U TpaHCHOPTHBIN pekuMbl. [locTpoeHue 3auieHHOro
KaHaJla CBSI3H.

27. Brenenue B git, pa3BepThIBAHUE JIOKAJIILHOTO Zit-cepBepa.

28. [lmaHupoBmIMKKM 3aJad Cron, anacron: CHHTAKCUC U  PaclojioKeHHe (Qaiios,
[10JIb30BaTEIbCKUE U CUCTEMHBIE 33JIaHUs, CIIMCKH JIOCTYyIIA.

29. XKypunanmupoBanue cobbiTui: syslog, rsyslog, syslog-ng, journal, logrotate.

30. MonuTopuHr cetu ¢ nomouipto ELK-cTeka: HacTpoiika U UCIIOJIb30BaHUE.

31. Cucremsl o6HapyxeHust Brop:keanit (COB), HacTpotika u ucnons3oBanue COB Snort.

32. Aynut cucremsl ¢ momotibio auditd: HacTpoiika U IpUMEHEHHeE.

33. Hcnonp30BaHre W HACTpOMKa cpencTBa koHTeHepu3zauu Docker Ha ocHoBe OC Linux.

[Tpumep Ourera.
MUHUCTEPCTBO OBPA3OBAHHS U HAYKU POCCUICKOM ®EJIEPALIUA
®EJIEPAJIBHOE TOCYJJAPCTBEHHOE ABTOHOMHOE OBPA30BATEJILHOE YUYPEXJIEHUE BBICIIETO
OBPA3OBAHUS

«MOCKOBCKHUM HOJIHTEXHI:I‘IECKHFI YHUBEPCUTET»
(MOCKOBCKHWH ITOJIMTEX)

dakynbTeT HHPOPMAITMOHHBIX TEXHOJIOTHI

Kadenpa: Madpopmanrionnast 6€30macHOCTb

JucuunnuHa: bezonacHOCTh onepanoHHbIX cucTeM Linux
bakanaspsl. Kypc 2, cemectp 2

SK3AMEHAILIMOHHBIM BUJIET Ne 1

1. Cucrtema npuHyIUTEIBHOrO KOHTpOd foctyna SELinux, AppArmor.
2. [Tonarue KoMaHAHOM 000JI0YKH, HACTPOIIKA, IEPEMEHHBIE CPE/IbI, ATTHACH.

[IpenogaBatens / Iumynun I'.@. /




