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1 He.)'[l/l, 3alavi U IVIAHUPYEMBIC PE3YJbTaTbl oﬁyquI/m o AMCIOMIIJIMHE

Ienblo mpenonaBaHus AUCHUUIUIMHBI ABISETCS (OPMUPOBAHUE y CTYJIEHTOB 3HAHUU B 00JacTH
0€301acHOCTH OTepaIlMOHHBIX cucTeM Linux.
3agauu npenogaBaHus AUCUUTUTHHBL:

° W3y4eHHE MPHUHLMIIOB OpraHu3alii HWH(OOPMALIMOHHBIX CHCTEM B COOTBETCTBHUH C
TpeOOBaHUSAMM I10 3aIUTe HHPOPMALIUH;
° OCBOEHUE METO/IOB, CIIOCOOOB U CpPEACTB  pa3BEpThIBAHUS, KOH(QUTYPUPOBAHUS

BBIUMCIIUTENbHBIC CETH, HACTPAUBAHUSA MMOJTUTUKH O€30MaCHOCTH PACIIPOCTPAHEHHBIX OTIEPAIIMOHHBIX
CHUCTEM, a TaKXeE JIOKAJIbHBIX BBIYUCIUTEIBHBIX CETEH, MOCTPOCHHBIX HA MX OCHOBE, MPUMEHECHHS
OTEUECTBEHHBIX M 3apyOeKHBIX CTaHJAPTOB B O00JACTH KPUOTOrpaUUECKUX METOOB
KOMITBIOTEPHOW O€30MacHOCTH Il TPOSKTHPOBAHMS, Pa3pabOTKM W OIEHKHM 3allUIICHHOCTH
KOMIIBIOTEPHBIX CUCTEM;

° M3Y4YEHUE TUITOBBIX KPUNITOTPAPUIECKUX AITOPUTMOB.

B pesynbraTe OCBOCHHS IUCHUILUIMHBI «be30MmacHOCTh OMEpalMoOHHBIX CHCTeM Linux» y
oOyygaromuxcst GOpPMHUPYIOTCS CIEAYIOIINE KOMIETEHIIMN U JOHKHBI OBITh IOCTUTHYTHI CIICTYIOITHE
pe3ynbTaThl 00y4YeHUs Kak 3Tarl ((OPMUPOBAHHS COOTBETCTBYIONINX KOMIIETCHIIHIA:

3HATH:

- IPUHLHUIIBI OPTaHU3AIMHA UHPOPMAIIMOHHBIX CUCTEM B COOTBETCTBUH C TPEOOBAHUSAMU IO 3aIIUTE
nH(popManuu, KpUNTOrpaQUUYeCKue CTaHAAPThl U KaK HMX HCIOJIb30BaTh B WH(OPMAIMOHHBIX
CUCTEMAX;

YMETh:

- pa3BepThIBaTh, KOHPUTypUpPOBATh M HACTpaMBaTh BBIUMCIHTEIbHBIC CETH, (OPMYJIHUPOBATH H
HacTpamBaTh TMOJUTUKY OE30MAaCHOCTH PACTPOCTPAHCHHBIX OMNEPAIMOHHBIX CHCTEM, a TaKkKe
JIOKaJbHBIX BBIYMCIUTEIBHBIX CETEH, MOCTPOCHHBIX HAa UX OCHOBE, MPUMEHSATH OTEUECTBEHHBIE U
3apyOeKHBIC CTAHIAAPTHI B 00JACTH KPUNTOTPAPUIECKUX METOJO0B KOMIBIOTEPHOH 0€30MacHOCTH
JUTS IPOCKTHPOBAHMS, pa3pabOTKU U OLIEHKH 3alUIIIEHHOCTH KOMITBIOTEPHBIX CUCTEM;

BJIQ/IETh:

- HaBBIKaMU UCTIOJb30BaHUS TUIOBBIX KPUIITOTPAPUUECKUX aITOPUTMOB.

OOyyenne mnmo aucuUIUIMHE «be30macHOCTh OmepalMoOHHBIX cHCTeM Linux» HampaBleHO Ha
dhopmupoBaHHe y 00yJarONIUXCsl CICTYIONUX KOMIETEHITUH!

Koa m HanmeHoBaHnue KOMIETEHIMIA NuankaTopbl 10CTHKEHUSI KOMIIEeTEHIMH
OIIK-1.2 CiocobeH aAMUHUCTPUPOBATH HNOIIK-1.2.1. 3HaeT npuHUMIBI OpraHU3alluN
CpeJICTBA 3alIUTHl HHPOPMAIIH B MH(OPMALIMOHHBIX CHUCTEM B COOTBETCTBUU C
KOMIIBIOTEPHBIX CUCTEMaX U CETSX; TpeOOBaHUSAMHU 1O 3alluTe HHPOpPMAIHH,

KpUNTOrpaguuecKue CTaHIApThl M KaK HX
HCIOJIb30BaTh B UHPOPMALIMOHHBIX CUCTEMAX;
NOIIK-1.2.2. YMmeer pa3BEPTHIBATS,
KOH(UTypUpOBaTh u HAacTpauBaTh
BBIUUCIIUTENIFHBIE CEeTH, (OPMYIHPOBATH H
HacTpauBaTh  IOJUTHKY  0€30MaCHOCTH
pacrpoCcTpaHEHHBIX ONEPALMOHHBIX CUCTEM, a
TaKXKe JIOKAJIbHBIX BBIUYUCIUTENBHBIX CETEH,
MOCTPOEHHBIX HAa MX OCHOBE, MPUMEHSTH
OTEYECTBEHHBIC U 3apyOe)KHbIE CTAaHAAPTHI B
obmactd  KpunTorpaduueckux  METOJIOB
KOMIIbIOTEPHOM 0e301acHOCTH e
MIPOCKTHUPOBAHUS, pPa3padOTKH U  OICHKH
3aLIUIIEHHOCTH KOMIBIOTEPHBIX CUCTEM;




HOIIK-1.2.3. Bnaneer HaBbIKaMH
HCITIOJIBb30BaHUSI THUITOBBIX
KpUNTOTpaQUIeCKUX aJITOPUTMOB.

2 MecT0 THCUMIVIMHBI B CTPYKTYpPe 00pa30BaTeIbHOM NMPOrpamMMbl

Juctumimaa «be30macHOCTh ONMEparMoHHBIX CUCTEM Linux» OTHOCHTCS K YHUCITY Y4YeOHBIX
nuctuIInH oos3atenbHoM yactu (b1.1) ocHOBHOM 00pa3oBaTenbHOM nmporpammsel (b1.1.25).
W3ydyeHrne NUCHUIUIMHBI OMHUPACTCS HA 3HAHUSA, YMEHHS W HABBIKM, NPHOOpPETEHHBIC B
NPEIIECTBYIONIMX  JUCHUIUIMHAX:  «be3omacHocTh  omepanuoHHBIX — cucteM — Windowsy,
«be30macHOCTh ceTel AIEKTPOHHBIX BHIYHCIUTEIBHBIX MAIITHH.

3 CTpyKkTypa u coaepkaHue IUCHUILIMHBI

O0111ast TPy 10€MKOCTh AUCLMILIUHBI COCTABISAET 4 3aU€THBIX €UHMUIL, T.€. 144 yacoB (1abopaTtopHble
3aHATUS — 72 4Yaca, caMocTosTeNIbHas pabota — 72 yaca, (popMa KOHTPOJS — IK3aMeH, KypCOBOM
MIPOEKT) B 4 cemecTpe.

CTpyKTypa U coepkaHue TUCIUILIMHBI «be30nacHOCTh onepanoHHbIX cucTeM Linux» mo cpokam
U BUuJiaM paboThl OTPaXKEHbI B IPUIIOKEHUU

3.1 Buabl yueOHoii padoThI H TPYA0EMKOCTh
(o popmam oOyueHus)

3.1.1 Ounas popma 00yueHus

Ne Bia yue6Hoii paGoTh1 KoaunuecTBo CemecTpbl
n/n 4acoB 4
1 | AyautopHble 3aHATHSA 72 72
B ToMm unciie:
1.1 | Jlekuuu
1.2 | CemuHapckue/pakTUYECKUE 3aHATHS
1.3 | JJabopaTtopHbIe 3aHSATHUS 72 72
2 | CamocTosiTesibHasi padoTa 72 72
B ToMm unce:
2.1 | ..
3 | IIpomexyTOoUHAasl ATTEeCTAUA
OK3aMeH, KypCOBOW IPOEKT
Hroro 144

3.1.2 OuHo-3a04Hast popma oOyueHus
He npenycmorpena

3.1.3 3aounas ¢popma oOyueHus

He npenycmotpena

3.2 TemaTuyeckuil JIAH U3YYEHUS TUCIATIIIMHBI

(mo hopmam oOyueHus)




3.2.1 Ounas hopma o0ydeHus
TpyaoeMkocTs, yac
AyauTopHas padora
Camo
Ne Pazaebl/TeMbl Cemuna | Jlabop | Ilpakr | cTosAT
n/m HCHHILTHHBI Beero | Jlekn pckue/ | aTopH | Huecka| eJbHa
. NpaKkTH4 |  ble s s
€CKHe | 3aHATH | moAro | pador
3aHATHUS o TOBKA a
| Pazpgen 1.
1.1 | Tema 1. Ycrpoiicteo OC Linux. 28 14 14
1.2 | Tema 2. PaboTta ¢ KOMaHJHOH CTPOKOIA, 28 14 14
nporpaMMupoBanue Ha Bash.
1.3 | Tema 3. MexaHu3Mbl pa3srpaHUYEHUS 28 14 14
mpas jpoctyna B OC Linux.
1.4 | Tema 4. CereBas noacuctema OC 28 14 14
Linux.
1.5 | Tema 5. MonuTopusr coObituii, COB u 32 16 16
aynut OC Linux.
Hroro | 144 72 72

3.2.2 OuHo-3a0uHas popma oOydeHus
He mpenycmorpeHna.

3.2.2 3aouHas ¢opma oOyueHUs
He npenycmotpena

3.3. CoaepxaHue TUCUUIIMHBI
Ne Pa3nen (Tema) Conep:xkanue
n/n AUCHMILIMHBI
1 2 3
1 Paznen 1
1.1 | YerpoiictBo OC Linux. Pabora ¢ o0opynoBanuem, yrnpasieHue ycrpoiictsamu B Linux.

[Tpouecc 3arpy3ku Linux. Mannmanuzanus sysV, systemd,
upstart. [ToacucTema MHUIIMATU3AIIMN U YIIPABICHUS CITyKO0aMu
systemd. 3arpy3unku Linux. Ynpasienune Oubiamnorekamu B
Linux. Yopasnenue nakeramu B Redhat-nono6usix u B Debian -
nmono0HbIX OC. Pabora ¢ )KeCTKUMH IUCKAMU: CO3JaHUE U
dbopMaTupoBaHUE pa3/Ie]IOB KECTKOTO IUCKA, YIIPABICHHE
KkBoTaMu JuckoB. CTpykTypa daitnosoii cuctemsl OC Linux.
[TpoBepka (haii10BOI CHCTEMBI, MOHTUPOBAHUE U
JIEMOHTUPOBaHUE. Msrkue u xecTkue cchliku. [lonck u
pacnonoxeHue koman u ¢aiinos B LINUX.
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1.2

Pabora ¢
CTPOKOH,
mporpaMMUpOBaHUE  Ha
Bash.

KOMAaHIHOM

[TonsiTe kOMaHAHON 000TOYKH, HACTPOIKA, IEPEMEHHBIC
cpensl, anuacel. PaboTta ¢ mporeccamu B Linux, mpuopuTeTs
nporieccoB. Pabora B koMaHIHOU CTpoKe LinuX: TeKCTOBBIC
MOTOKH, oTepanuu ¢ (hainamMu U JUPEKTOPUSIMH, UCTIONB30BaHUE
IIOTOKOB, KOHBEHEPOB U NepeHanpasiieHui. [IporpammupoBanue
Ha Bash: nepeMeHHbI€, yCITIOBHBIE ONIEPATOPHI; MACCUBBI, IIUKIIBI;
BXOJIHBIE TTapameTpbl, GyHKIHUH. PerysipHbie BbIpa>KeHUS:
o0umii mpuHImMn, 06padoTka daiinos Gopmara csv.

1.3

MexaHNU3MBI
pasrpaHu4eHUs
noctymna B OC Linux.

npaB

[Iponecc ayrentudukanun nonszoBarenei B OC Linux, PAM-
ayTeHTH(UKanus. YIpaBieHHE YUeTHBIMH 3alUCAMU
II0JIB30BATENEN U IPYIII, UX CBOMCTBAMHU. MeXaHU3M POBEPKH
npaB J0CTyNa y cyObekTa K 00bekTy. Biasienblipl manok u
¢aiinoB, mpaBa n10cTyna K ¢aiaaM U mankam, Macka Co3JaHus
¢aitnos u nanok. SUID SGID STICKY 6utsl. CTpyKTYypsl
MIOTOKOB U MpOIeccoB. MeXxaHu3M KOHTEIHepr3aluy MpoLecCcoB
cgroups. Crucrema NpuHyIUTENBHOIO KOHTPOJIA JOCTyTa
SELinux, AppArmor. Knaccugukanus ysizssumocreir OC Linux.

1.4

CeteBast noxcucrtema OC
Linux.

Ceru: IPv4 anpeca u Macku nojcereil, kiiaccoBasi v 0e3
KiaccoBas anpecaiuu, ctek TCP/IP, ceTeBbie MOPTHI U CITYKOBI,
npotokoi [Pv6. Kondurypaunonnsie (aiiisl cetu, pydHas
HACTPOMKa CeTH, YTHIINThl HACTPONKHU CETH, YIIPaBJICHUE
cereBbiMH JeMoHamu. CeteBast MapmpyTtuzanus B OC Linux,
WHCTPYMEHTBI IMATHOCTUKHU CETH, HACTpoiika kireHTa DNS.
Hactpoliika u ucnonp3oBaHue MexxceTeBbIX 3KkpaHoB B OC Linux.
[Tporokon FTP/SFTP: Mmexanu3m paboThl, HACTPOMKA
6e3onacHoro FTP/SFTP-cepsepa. [Iporokon ssh: Mexanuzm
paboThl, HacTpoiika Oe3onacHoro ssh-cepsepa. VPN.
TyHHenupoBaHue ceccuil ¥ MOPTOB, MHdpoBaHue (PaiiIoB.
IIporokon IPSec: TyHHENbHBIA U TPAHCIIOPTHBIN PEKUMBI.
[TocTpoeHue 3amMIIEHHOr0 KaHaia CBs3U. BBeneHue B git,
pa3BepThIBaHUE JIOKAJIBLHOTO git-cepBepa.

1.5

MonuTtopuHr  coOBITHH,
COB u ayaut OC Linux.

[T1aHMpOBIIMKHM 3a/1a4 Cron, anacron: CUHTaKCUC U
pacrosiokeHue (haiyioB, MOJIb30BATEIbCKUE U CUCTEMHBIE
3aJaHus, CIIUCKH J0cTyna. XKypHanupoBaHue coObITHIL: syslog,
rsyslog, syslog-ng, journal, logrotate. MoHUTOpPUHT ceTu C
nomouibo ELK-cTeka: HacTpoiika 1 ucronb3oBaHue. AHAIN3
samunieHHocTH ELK-creka. Cuctempl 0OHapyXKeHHUS BTOPYKSHUN
(COB), Hactpoiika u ucnosnb3zoBanue COB Snort. Ayaut
cucTeMsl ¢ momolipio auditd: HacTpoiika U MpUMEeHEHHE.
Hcnonbs3oBaHne U HACTPOMKA CPeICTBA KOHTEHHEPU3ALUN
Docker na ocaose OC Linux.

3.4

TemaTnka ceMUHAPCKUX/TIPAKTHYECKHUX M J1A00PAaTOPHBIX 3aAHATHI

3.4.1 CemuHapCcKue/IPaKTHYECKHIE 3aHATHS

He npedycmompennl yueOHbIM NAAHOM.

3.4.2 JIaGopaTopHBbI€ 3aHATUS




Ne HanmenoBanue mabopatopHoi paboThI SiLeM’
| Brmonaenue nabopatopHoit padbotst Nel mo teme 1 8
2 Brinonnenue nadopatopaoit padotsl Ne2 mo teme 1 6
3 Brimoaenue nadoparopror padbotsl Ne3 1o teme 2 6
4 Brimonnenue nadopatopHoit pabotel Ne4 o teme 2 8
5 Brinonaenue 1abopatopHoi padoTel Ne5 o reme 3 8
6 Brinonnenue nabopatopHoi pabotsl Neb o teme 3 6
7 Brimotaenne nadoparopror padbotel Ne7 o teme 4 4
8 Brinmonnenue nadoparopHoit pabotel Ne§ mo teme 4 6
9 Brinonnenue nadopatopHoit padbotsl Ne9 mo teme 4 4
10 Brinonnenue gaboparopaoit pabotel Nel0 o teme 5 16
Hroro 72

3.5 Temarnka KypcOBbIX IPOEKTOB (KypPCOBbIX padoT)

KypcoBoe mnpoexkTtupoBaHue MO AAHHON AMCLUUIIIMHE YYEOHBIM IUIAHOM 3allJIaHUPOBAHO, TEMBI
KYpPCOBBIX paloT:

1. AHanu3 onepanuoHHBIX CUCTEM OECIPOBOIHBIX TOUYEK JOCTYTIA.

2. Pa3BepThIBaHME [ICHTPAIM30BAHHOM CUCTEMBI cOopa JoroB Ha 0a3e pemenusi ELK-creka.

3. Meroas! 06xoaa ayrentudukanuu B OC Linux.

4. BriroueHue B KOPIOPAaTUBHYIO CETh 1o ynpasieHueM Microsoft Active Directory cepsepoB Ha
6aze OC Linux.

5. Beienenue mamsta u ee ucronb3oanne B OC Linux.

6. Pa3zpaboTka mporpamMmmHoro ooecnederus B obmactu ayaura OC Linux.

7. IlocTpoeHue 3aIuIIeHHOro KaHana cBsi3u Ha Oasze [PSec.

8. MeTo/bl COKPBITHS CIE0B HECAaHKIIMOHUPpOoBaHHOTO jJocTyna B OC Linux.

9. Pa3BepThiBaHUE U HACTPOWKA CUCTEMBI OOHAPYKEHUSI BTOPKEHUI Snort.

10. HacTpoiika 1 ucnosib30BaHue cpeicTBa KoHTeHepu3anuu Docker Ha ocHoBe OC Linux.

11. YerpoiictBo BuptyanbHoit mamsita OC Linux.

12. Cpenctsa otnanku siapa OC Linux.

13. Anamus 6e3onacHoctr OC Linux.

14. Pa3zBepThiBaHNE LIEHTPAIN30BAaHHOTO CEpPBEpa COOpPa CUCTEMHBIX JIOTOB.

15. Hacrpoiika u 6e3onacHast koHuryparus cepsepa Apache.

16. Hactpoiika u 6e3onacHas koHpurypamnus ceppepa NGINX.

17. MexcereBoii skpad B OC Linux: cpenctBa GUIbTpaliiu ceTeBoro Tpaduka.

18. TIporpammupoBanue Ha bash: aBToMaTH3a1Msi MOHUTOPUHTA JTUCKA.

19. IlporpammupoBanue Ha bash: HacTpoiika ¢uiabTpanmuu nmanok M (¢ailioB B CETH Ha OCHOBE
PETYJISPHBIX BBIPAKEHUH.

20. Hacrpoiika 6e3omacaoro SMTP-cepsepa B OC Linux.

21. AaTuBHupycH Linux.

22. Aptedakrsl, octaBisiemble B pesyibrare HCJ[ B OC Ubuntu.

23. Apredaxkrsl, octaBisiemble B pe3yiabTate HCJ[ B OC Cesntos.

4 YueOHO-MeTOAMYECKOE M MH(POPMALIMOHHOE O0ecIieYeHue

4.4 HopmatuBHble 1okyMeHTbI U 'OCTHbI
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IIporpamMmMa coctaBieHa B cOOTBeTCTBUU ¢ DenepanabHbIM roCyJapCTBEHHBIM 00pa30BaTEIbHBIM
CTaHJapTOM BBICHIETO OOpa30BaHMs IO HAaMpaBICHUIO TOArOoTOBKM OakanaBpoB 10.03.01
«MupopMmanoHHast 6€301MacCHOCTHY.

4.5 OcHoBHasi auTeparypa

1. «Bash u kubepbe3onacHocTb. ATaka, 3allUTa U aHAJINU3 U3 KOMAHIHON CTPOKH», aBTOPBI:
On6unr Kapn, Tpoukown Ilon, url: https://www.ozon.ru/product/bash-i-kiberbezopasnost-ataka-
zashchita-i-analiz-iz-komandnoy-stroki-linux-olbing-karl-tronkon-pol-211432367

2. «Snpo Linuxy, aBtop: /1. bosert, url: https://www.livelib.ru/book/1000289082-yadro-linux-d-
bovet

3. «be3onacHocTh Linux. PykoBOICTBO aAMUHUCTpPATOPA O CUCTEMAM 3allUThl C OTKPHITHIM
HCXOJIHBIM KoJ0oM», aBTOp: CkoTT ManH, url: https://www.ozon.ru/product/bezopasnost-linux-
rukovodstvo-administratora-po-sistemam-zashchity-s-otkrytym-ishodnym-kodom-1472334

4.6 lomosHHMTeNbHAA JUTEPATypa

1. «Linux rnazamu Xakepa. 6-¢ wusa.», atop: @nenoB Muxaun EsrenneBuu, url:
https://www.ozon.ru/product/linux-glazami-hakera-6-e-izd-flenov-mihail-evgenevich-242310026

4.7  DJeKTpoOHHBIEC 00pa30BaTeIbHbIE PECYPCHI
1. D0OP «be3omacHOCTh OMEpalMOHHBIX cUcTeM Linux» [DnextponHsiii pecypc] — URL:
https://online.mospolytech.ru/course/view.php?1d=9267 (nata o6pamenwns: 18.02.2023).

4.8 JluueH3uoHHoe U CBOOOAHO PacpPoOCTPaHsieMOe IPOrPaMMHOE
obecrieueHmne

1. Virtual Box
2. Ductpudytus OC Centos7, Ubuntu 20.04
3. Muctpudytus OC Kali Linux

4.9 CoBpeMeHHbIe POpeccHOHATBHBIE 0a3bI JAHHBIX U MH(OPMAIIUOHHBbIE

CIIPaBOYHBbIC CHUCTEMbI
1. JoxymenTarus CentOS [Dnexrponnsiii pecypc] — URL: https://docs.centos.org/en-US/docs/
(mara oopamenus: 18.02.2023).
2. HoxymenTanus Ubuntu [Dnexkrponnsiii pecypc] — URL: https://help.ubuntu.com/ (nata
obpamenus: 18.02.2023).

5 MarepuajbHO-TEXHHYECKOE O0ecreyeHue

Jlnst  mpoBeneHHs BceX BHUAOB 3aHATHA HEOOXOIWMO TPE3CHTAIMOHHOE O0O0pyJOBaHUE
(MyJIBTUMETUIHBINA TTPOCKTOP, IKpaH) — | KOMIUIEKT.

Jis mpoBeneHust 1aOOpaTOPHBIX 3aHATHH HEOOXOAMMO HaIW4YMEe KOMIBIOTEPHBIX KJIACCOB,
000pYTIOBaHHBIX COBPEMEHHOW BBIYMCIMTEIIPHOW TEXHUKOW W3 pacuera OJHO pabouee MecTo Ha
OJTHOTO 00y4YaeMoro.



10
6 MeToauveckue peKOMEHIAlNU

6.4 Meroanueckue peKOMEHIANNH IJIsI MPENoAaBaTesIsl 0 OPraHNu3aAluH
00y4eHuUs

1. IIpu moAaroTroBke K 3aHATUSAM CIEAyeT IpEeABApUTENbHO MpopaboTaTh MaTepuall 3aHsTHS,
MPEAYCMOTPEB €0 M0J1auy TOYHO B OTBEJAEHHOE ISl 3TOro BpeMs 3aHsATusA. Cieayer moAroToBUTh
HEOOXOMMbIe MaTepuajbl — TEOpETUYECKUE CBeAeHMs, 3anauu u 1p. [Ipu mpoBeaeHun 3aHsTUS
ClIeTyeT KOHTPOJIMPOBATh MOJady MaTepualia U PelICHHe 3aJaHuil ¢ Y4eTOM y4eOHOTO BPEMEHH,
OTBEACHHOTO JJISl 3aHSTHS.

2. Tlpu mpoBepke pabOT M OTYETOB CIEAYyET YYUTHIBATH HE TOJIBKO MPABWIBHOCTH BBHIMOJTHCHHS
3a/laHui, HO M ONITUMAaJIbHOCTh BBIOPAHHBIX METOOB PELICHHUS, TPABUILHOCTD BBIIIOJIHEHUS BCEX €T0
1I1aroB.

6.5 MeToanueckue yKazaHus JJis 00y4arOIUXCS M0 OCBOCHUIO JUCHUILTUHBI

W3y4eHne qUCUMILIMHBI OCYLIECTBIIETCS B CTPOTOM COOTBETCTBUU C LIEJIEBOM YCTAHOBKOM B TECHOM
B3aMMOCBS3HM Y4eOHBIM T1aHOM. OCHOBOM TEOPETHUECKOM U MPAKTHYECKON MOJTOTOBKH CTYICHTOB
ABJISIFOTCS JIEKLMU U JTAOOpaTOpHbIE pabOTHI.

B npornecce caMmocTosTENHHON pabOTHI CTYNEHTHI 3aKPEIUISIIOT U YIITyOJIsIFOT 3HAHUS, MOJTyYCHHbIC
BO BpEMs ayJIUTOPHBIX 3aHATUH, TOTOBATCSA K JK3aMEHY, a TAaKXE CaMOCTOSATENBHO HM3y4daroT
OTJIEJIbHBIE TEMBl YUEOHOH POTrpaMMBbl.

7 DOoH/ OLIECHOYHBIX CPEICTB

7.4 MeToabl KOHTPOJISI M OLICHUBAHUSA Pe3yJabTaTOB 00y4eHUS

B mporiecce 00ydeHHs HCTIONB3YIOTCS CIEAYIOIINE OIICHOYHBIE (DOPMBI CAaMOCTOSITEITLHOM PaOOTHI
CTYJICHTOB, OIICHOYHBIE CpEJCTBa TEKYIIEr0 KOHTPOJS YCIHEBAEMOCTH M MPOMEXKYTOUHBIX
aTTecTaIuii:

- MPOBEJICHUE JTA0OPATOPHBIX PadOT (MPAKTUYECKHUX 3aHATHI C UCIIOJIb30BAHUEM CIIEIITEXHUKH) U UX
3aIUTa;

- CaMOCTOsITeNIbHAs TTOATOTOBKA U MPOBEJICHUE MIPE3CHTAIMI 110 TeMaM JUCIUTUINHBI,

- DK3aMEH.

7.5 Ilkaja u KpUTEpHH OLCHUBAHUA PE3yJIbTATOB 00y4YCHUSA

dopma IPOMEKYTOUHON ATTECTALMU: IK3aMEH.
[To mToram MpoMeKyTOYHOM aTTECTAIIMHU TIO0 TUCIUILTAHE (MOJIYITIO) BBICTABIISETCS OIICHKA
COTJIMYHOY, «XOPOILOY, «YIOBIECTBOPUTEIHHO» WIIH «HEYJOBIECTBOPUTEIBHOY.

lxkana oueHUBaHUA Onucanue

BremonHensl Bce BuIBI  y4eOHOM pabOThI, MpPeryCMOTPEHHbBIE
y4eOHBbIM IU1aHOM. CTYJEHT JEMOHCTPUPYET COOTBETCTBUE 3HAHUM,
YMEHHM, HaBBHIKOB TPHUBEIECHHBIM B TaOJHIIAX MOKa3aTeNe,
ONepupyeT NPUOOPETEHHBIMU 3HAHUSAMHU, YMEHMSIMH, HaBBIKAMU,
MPUMEHSAET WX B CUTYyalUsX MOBBILIEHHOHN cioxHOCTH. [Ipu 3TOM
MOTYT OBITH JONYIIEHbl HE3HAUMTEIbHbIE OLIMOKH, HETOYHOCTH,

OTiIn4HO
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3aTpyAHEHUS MPU AHATIMTUYECKUX OIEpalusix, NepeHoce 3HaHUh U
yMEHHI Ha HOBbIE, HECTAHJJAPTHBIE CUTYAIIHH.

Bbimonnensl Bce BBl yueOHOH paboThI, IperyCMOTPEHHbIE
yueOHbIM 11aHOM. CTyJIEHT IeMOHCTPUPYET HETIOJIHOE, TIPAaBUIIBHOE
Xopo1o COOTBETCTBUE 3HAHUHN, YMEHHU, HABBIKOB IIPUBE/ICHHBIM B Ta0IMLIAX
nokaszarenei, MO0 ecnu mTpu OTOM OBUIM  JOMyLICHBI 2-3
HECYIIECTBEHHbIE OIIMOKH.

BomonHensl Bce BuIBI  y4eOHOM pabOThL, MpPeryCMOTPEHHbBIE
yueOHbIM Tu1aHOM. CTYAEHT IEMOHCTPUPYET COOTBETCTBUE 3HAHUM,
Y I0BNETBOPUTENBHO | B KOTOPOM OCBEIlIEHA OCHOBHAsI, HarOoJiee BaskHas 4aCcTh MaTepHara,
HO TpU OTOM JONMyNIeHa OJHA 3HAYUTENbHAas OIIMOKA WIH
HETOYHOCTb.

He BbimonHen oauH wiam  Oosnee BUAOB y4eOHOH paboTHI,
MPEIyCMOTPEHHBIX YYeOHBIM IUTaHOM. CTYAEGHT JIE€MOHCTPUpPYET
HEMOJHOE COOTBETCTBUE 3HAHUM, YMEHHH, HABBIKOB IIPUBEICHHBIM B
Ta0aMIaX TOKa3aTeyel, IOMyCKAlOTCA 3HAYUTEIbHBIC OUIMOKH,
HPOSIBIISICTCS.  OTCYTCTBUE 3HAHWM, yMEHHH, HAaBBIKOB MO PSIY
noKa3aresie, CTyJeHT UCIIBITBIBACT 3HAUUTEIbHBIC 3aTPYyTHECHUS IIPH
OIICPUPOBAHUY 3HAHUSAMH U YMEHHSMH IIPH MX MEPEHOCE Ha HOBBIC
CUTYaIlUH.

HeynosnerBopurenbHo

7.6 OueHoO4YHBIE CPeaCTBA

7.3.1 Tekyiuii KOHTPOJIb
OreHOYHBIE CpPeICTBA JIsl TEKYIIEH aTTecTalluu
- 3ammTa OTYETOB O BBHIIIOJIHEHUH JIa0OPATOPHBIX paboT

7.3.2 IIpomexyTouHas aTTecTaius

OrneHOYHBIE CPEJICTBA IS IPOMEKYTOUHOM aTTECTAIIH
- DK3ameH

Crincox Bompoc Jyisl MPOBEIEHUS IK3aMEHa M0 TUCIUILINHE!

1. Pabota c o6opynoBaHueM, yrpaBieHUe yCTporicTBaMu B Linux.

2. Ipomnecc 3arpy3ku Linux. Manmmanuszanus sysV, systemd, upstart.

3. Ilogcucrema HHUNMAIM3ALMY U YIPABJICHUs clTy>)kO0amu systemd.

4. 3arpy3unku Linux. Ympasnenue Oubnmmorekamu B Linux. Ympasnenwe makeramu B Redhat-
monoOHEIX U B Debian - noxo0usix OC.

5. PaboTa ¢ JXKeCTKMMH JUCKaMH: CO3JaHuMEe M (HOpMaTHpOBAHUE PA3JIEIOB KECTKOTO IHCKa,
ynpaBJIeHUE KBOTaMH JIUCKOB.

6. Crpykrypa ¢aiinoBoit cucrembl OC Linux. IlpoBepka (aiijioBoi CUCTEMBI, MOHTUPOBAHHUE H
JI€MOHTHpOBaHue. Msrkue u xecTtkue ccbliku. [Touck u pacnonoxenne komana 1 ¢aiinos B LINUX.
7. [lonsiTe KOMaHAHON 000JI0YKH, HACTPOIKA, IEPEMEHHBIE CPEIbI, aJTUACHI.

8. Pabora ¢ nmpoueccamu B Linux, IpHOPUTETHI IPOLIECCOB.

9. PaboTa B KoMaHAHO# cTpoke LinuX: TeKCTOBBIE TIOTOKH, ONEepanuy ¢ paillaMi 1 TUPEKTOPUSIMH,
UCIIO0JIb30BaHUE TOTOKOB, KOHBEHEPOB U IiepeHanpaBieHui.
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10. IIporpammupoBanue Ha Bash: nmepemeHHbIe, yCIIOBHBIE ONIEPATOPBI; MACCUBBI, ITUKIIBI; BXOIHbIC
napaMmeTpsl, GyHKITUH.

11. PerymnsipHbie BeIpaskeHUsI: 0O TpuHIUI, 00padoTka (aitioB popmara csv.

12. IIpouecc ayrentudukanuu nois3osarenei B OC Linux, PAM-ayTeHTHGUKALHS.

13. YnpaBieHue y4eTHbBIMH 3alMCSIMH [10JIB30BATENEH U IPYII, UX CBOWCTBAMHU.

14. MexaHu3M NpoBEepKU MpaB JOCTyIA y cyObekTa K 00beKkTy. Biajenbipl nanok u ¢aiinos, npasa
JOCTyTIa K (aitiam u mankam, macka cozaanus ¢ainos u nmamok. SUID SGID STICKY OuTtsr.

15. CTpyKTypbl IOTOKOB U ITPOLIECCOB.

16. MexaHn3M KOHTEHHEpHU3AIUU TTPOILIECCOB CZroups.

17. Cucrema npuHyaAUTeIbHOTO KOHTpOJs noctyna SELinux, AppArmor.

18. Knaccudukanus yszsumocteit OC Linux.

19. Ceru: IPv4 anpeca u Macku mojceTeid, kiaccoBas U 0e3 kiaccoBas anpecanuu, ctek TCP/IP,
CeTeBbIE MOPTHI U CIIyKOBbI, TpoToko [Pv6.

20. Kondurypauuonusie ¢ailibl ceTd, pydyHas HACTpOMKa CEeTH, YTUIMTbl HACTPOMKU CEeTH,
yIpaBJ€HUE CETEBBIMU JIEMOHAMM.

21. CereBas mapumpytuzauus B OC Linux, MHCTpyMEHTbl JUarHOCTUKU CETH, HACTPOIlKa KIMEHTa
DNS.

22. Hactpoiika 1 ucronb3oBaHue MexceTeBbIx 3kpaHoB B OC Linux.

23. [Iporokon FTP/SFTP: mexanusm padoTsl, HacTpoiika 6e3onacHoro FTP/SFTP-cepsepa.

24. TIporoko: ssh: Mmexanu3m paboThl, HacTpoiika OezomacHoro ssh-cepsepa.

25. VPN. TynnenupoBaH#e ceccHii u mopToB, mudpoBanue (aitsios.

26. VPN. IIpotokon [PSec: TyHHENbHBIN U TpaHCHIOPTHBIN pexuMbl. [locTpoeHME 3alIUIEHHOTO
KaHaja CBS3U.

27. Brenenue B git, pa3BepThIBaHUE JIOKAJILHOTO git-cepBepa.

28. [ImaHupOBIIMKH 337a4 Cron, anacron: CHHTAKCHUC U PACIIONOKEeHHE (ailyioB, OIH30BATEIBCKUE U
CUCTEMHBIE 3aJ[aHHsl, CIIUCKU JOCTYTIA.

29. KypnanupoBanue coObITHii: syslog, rsyslog, syslog-ng, journal, logrotate.

30. MouutopuHr cetu ¢ nomoibio ELK-cTeka: HacTpoiika U UCTI0JIb30BaHUE.

31. Cuctemsl oOHapyxeHus Brop:keHuii (COB), Hactpoiika u ucnons3oanue COB Snort.

32. Ayaut cuctemsl ¢ momolisto auditd: HacTpoiika U MPUMEHEHHE.

33. Mcnonp30BaHue U HACTPOIiKa cpeacTBa KoHTelHepu3aun Docker Ha ocHoBe OC Linux.

[Tpumep Ounera.
MUHUCTEPCTBO OBPA30BAHUS U HAYKU POCCUICKOM ®EIEPALIUU
®EJIEPAJIbHOE I'OCYIAPCTBEHHOE ABTOHOMHOE OBPA30BATEJIbHOE YUYPEX/IEHUE BbICILETO
OBPA30OBAHMS

«MOCKOBCKHAM HO.JII/ITEXHICI‘{ECKI/Iﬁ YHUBEPCUTET»
(MOCKOBCKHWH ITOJIMTEX)

®daxynpTeT UHPOPMAIIMOHHBIX TEXHOJIOTUN

Kadenpa: MudopmarmonHas 6€30macHOCTh

Jucnunnuza: be3onacHOCTh onepalmoHHbIX cucTeM Linux
bakanaspsl. Kypc 2, cemectp 2

SK3AMEHAILIMOHHBIM BUJIET Ne 1

1. Cucrema npuHYyIUTENHHOTO KOHTpOJIs goctyna SELinux, AppArmor.
2. [TonsiTHE KOMaHIHOI 000JI0YKH, HACTPOUKA, IEPEMEHHBIE CPEbI, ATUACHI.

[IpenonaBatenb / unynuu I'.®. /




