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1 ]_Ie.]'[l/l, 3alavdi U IVIAHUPYEMBIC PE3YyJabTaTbl oﬁyqunﬂ o TMCIOMIIJIMHE

Heabio npenonaBanys IUCIUIUIMHBI SBISETCS ()OPMUPOBAHUE y CTYJCHTOB 3HAaHHWH B 00JaCTH
MHCTPYMEHTAJIBHBIX CPEJICTB aHAIN3A 3alIUICHHOCTH U YIPABJICHUS YSI3BUMOCTSIMH.
3ajgaum npenogaBaHus IUCLUIINHBL
® U3y4YeHHE METOJbl U CPEeACTBA KOHTPOJS S(P(PEKTHBHOCTH TEXHHYECKOH 3allUTHI
nHpopManuu;
® OCBOGHHE CIIOCOOOB BBIOOpa W 00OCHOBaHUS KpHUTEepuUeB A(PPEKTUBHOCTH
(YHKIIMOHMPOBAHUS 3AIIUIIICHHBIX HH)OPMAIIMOHHBIX CUCTEM;
® OCBOCHHE CIIOCOOOB M CPEJICTB yYacCTHs B HKCHEPTH3E COCTOSHUS 3alUIEHHOCTH
nH(popManuy Ha 0OBEKTE 3aITUTHI,
® OCBOGHHE CpEACTB KOHTPOIS 3(PQPEKTHBHOCTH NPUHATHIX MEp MO pealu3aluu
YaCTHBIX MOJUTHK MH(OPMAIIMOHHON 0€301acCHOCTH MH(POPMALIMOHHBIX CUCTEM.
B pesynbraTe OCBOCHMS IUCHUIUIMHBI «AHAIN3 3alIMIIEHHOCTH CHUCTEM» Y OOyYarom[uxcs
dopMHpYIOTCS  CIEAyIOIME KOMIETEHIMH U JOJDKHBI OBITh JIOCTUTHYTHI —CIIEIyIOIIne
pe3ynbTaThl 00ydeHHs Kak 3Tan (OPMHUPOBAHUS COOTBETCTBYIONINX KOMITETCHIIUH:
3HATB!
- METO/IBI ¥ CPEACTBA KOHTPOIIS 3 (HEKTUBHOCTH TEXHUUECKOH 3alUTHl HHPOpMAIHY;
YMETh!
- KOHTPOJHMPOBaTh 3PQPEKTUBHOCTh MPHHATHIX MEp MO pPEANN3alMd YaCTHBIX IOJUTHK
UH(POPMALIMOHHOM 6e30MacHOCTH HH(OPMAIIMOHHBIX CUCTEM;
BIIAJICTh!
- HaBbIKaMM BbBIOOpa U OOOCHOBaHUS KpHUTEpHEB APPEKTUBHOCTH (HYHKIIMOHHUPOBAHUS
3AIIMINEHHBIX HMHQOPMAIMOHHBIX CHCTEM, HAaBBIKAMH Yy4YacTHUsl B OKCIIEPTHU3€ COCTOSHUS
3aLIUIIEHHOCTH HHPOPMALIUU Ha 00BEKTE 3aIUTHI.

OOyueHue No TUCHUIUIMHE «AHAIU3 3aLIUIIEHHOCTH CHCTEM» HAIpaBieHO Ha (OpPMHUpPOBAHHE
o0yyaroImuxcs CIeIyOUMX KOMIETCHIINNI:

Ko u HamMeHOBaHHe KOMIeTeHIMI NuankaTopbl 10CTHKEHUSI KOMIIETEHIMHU
I1K-3. CnocoOeH npuHUMATh y4acTue B MIIK-3.1. 3naer MeTompl MW  CpeAcTBa
OpraHu3alH U IPOBEICHUU KOHTPOJIbHBIX KOHTpONST  3(PPEKTHBHOCTH  TEXHUYECKOH
HPOBEPOK pabOTOCHOCOOHOCTH U 3alUThl HH(OPMALUH;
3¢ (HEKTHBHOCTH MPUMEHSIEMBIX HIIK-3.2. Ymeer KOHTPOJUPOBATH
IPOTPaMMHBIX, IPOrPAMMHO-ANINAPATHBIX U | 3Q()EKTUBHOCT,  MPHUHATBIX  Mep 10
TEXHUYECKHUX CPEJICTB 3aIIUTHI MHPOPMALIUK; | peann3anuu YaCTHBIX MOJIUTHK

nH(OPMALIMOHHON Oe3omacHoCTH

MH(POPMAIITMOHHBIX CUCTEM;
NIIK-3.3. Bnageer HaBbikamMu BbIOOpa H
00OCHOBaHHSI KpUTEpUEB APPEKTHBHOCTH

(YHKIIMOHMPOBAHUS 3alMIEHHBIX
MH(OPMALIMOHHBIX  CHUCTEM,  HaBBIKAMHU
y4acTHsl B JKCHEepPTU3E COCTOSIHUS
3alMIIEHHOCTH WH(pOpMaluu Ha OOBEKTe
3aLIUTHI.

2 MecTo IMCHUIIMHBI B CTPYKTYype 00pa3oBaTeibHOM MPOrpaMMbl

Huctunnuna «HCTpyMeHTanpHBIE CpeACTBA aHaiM3a 3allMIIEHHOCTH W YIpaBIICHUS
YSI3BEMOCTSIMH» OTHOCHUTCSL K YHCITY TPO(ECCHOHANBHBIX YYEOHBIX AWCHUILIAH YacTH,
dbopmupyeMoit ydacTHUKaMu oOpa3zoBatenbHbIX oTHOmEHUH (b1.2) ocHOBHOM 00pa3oBaTenbHON
nporpammel (b1.2.2).



W3yyenne nUCHMIUIMHBI OMMPAETCs HA 3HAHUSA, YMEHHUS U HAaBBIKM, NPUOOpPETEHHBIE B
OPEIECTBYIOUMX JUCHMITIMHAX: «OCHOBBI MPOEKTUPOBAHUS HH(MOPMAIIMOHHBIX CHCTEMY,
«BBeneHue B aHaTUTUKY HH()OPMALIMOHHON O€30MaCHOCTHY, «AHAIN3 3alIUILIEHHOCTH CUCTEM.

3 CTpyKTypa U coAepKaHue QUCHUIINHBI

OO6mmas TpyA0€MKOCTh TUCHHUIIIUHBI COCTaBJIseT 6 3a4eTHBIX eAUHMIL, T.€. 216 yacoB (JIeKIuu —
36 vacoB, nabopaTopHbIe 3aHATHS — 72 yaca, caMocTosATeldbHas pabora - 108 yacos, gopma
KOHTPOJISI — 9K3aMeH) B 6 cemecTpe.

CrpykTypa H©  COOEp)KaHUE  JUCLUIUIMHBI
3aIMIIEHHOCTH U YIPaBIEHUS YA3BUMOCTSIMM» IO CPOKAM U BUJaM pabOThl OTpaXkeHs! B 1. 3.2.

3.1Buabl yueOHoii padoThl U TPYI0EMKOCTh

(o popmam oOyueHwHs)

3.1.1 Ounas ¢hopma oOydeHuUs

«I/IHCTPYMGHTB.JIBHLIG CpeacTBa aHaJIn3a

Ne Bua yue6Hoii paGoThI KoanuecTBo CeMecTpbl
n/n 4acoB 6
1 | AyauTropHble 3aHATHSA 108 108
B ToMm uncie:
1.1 | Jexuuu 36 36
1.2 | CeMuHapcKue/mIpakTUIECKUE 3aHSTHSI
1.3 | JIaGopaTopHbIe 3aHATH 72 72
2 | CamocTosiTesibHasi paboTa 108 108
B ToMm uncie:
2.1 | ...
3 | Ilpome:xxyTouHasi aTTecTANMS
3auer/mud.3auer/sKk3aMeH DK3aMeH
Hroro 216

3.1.2 OuHo-3a04Has popma o0yUeHus
He npenycmorpena

3.1.3 3aounas ¢popma 0OyueHus

He npenycmotpena

3.2 TemaTuyeckni IJIaAH U3yYeHHU s AUCIUTIIIHHBI

(mo popmam oOyyeHus)

3.2.1 Ouynas ¢popma oO0ydeHus

n/n

TpyaoemkocTs, yac

Pa3zgeanl/TeMbl

AyautopHas paborta

JUCIHMILINHBI Bcero | Jlek

JA85051

CemuHnap TaGopa [Ipakr

ckue/ nyecka
TOpHbBIE
NpaKkTHie a1
3aHATH
CKHEe MOArOT

A
3aHATUA OBKa

Camoc
TOSATE
JbHaA
padort




Pazgen 1.

Tema 1. OcHOBHEIC KOHIICTIIHH, 56 12 16 28

TEXHUKH U UHCTPYMCHTHI IAJId
IMMPOBCACHMA aHaIN3a 3alllUIIICHHOCTU U

YIPABJICHHUS YA3BUMOCTH.

1.2

Tema 2. AHanu3 3alUIIEHHOCTH U 124 18 44 62

TCCTUPOBAHHUC HA TPOHUKHOBCHUC

Windows cucrem.

1.3

Tema 3. AHanu3 3aLUIAIIEHHOCTH U 20 4 6 10

TECTUPOBAHHUC HA TPOHUKHOBCHUC

Linux cucrem.

1.4

Tema 4. Lludpossie cepTHUPUKATHI 16 2 6 8

0€30I1aCHOCTH.

Hroro | 216 36 72 108

3.2.2 OyHo-3a04Has hopMa 00ydeHuUs

He npenycmotpena.

3.2.2 3aouHas popma 0OydeHUs

He mpenycmorpena

3.3. Copepxanue IUCUMILIMHBI

Pa3znen (Tema)
AUCHHUILIMHBI

Coaepxxanue

2

Paznen 1

OcHOBHBIC  KOHIICIIIUH,
TEXHUKU W WHCTPYMEHTHI
JUIS TIPOBEACHMS aHAIIM3a
3aIUIIEHHOCTH u
YIpaBIEHUS YSI3BUMOCTH.

BBenenue B TecTupoBaHUE HAa IPOHUKHOBEHHUE U aHAJIN3
3anuuieHHoCcTH. MHCTpyMeHTapuii Jy1sl TPOBEICHUS aHan3a
3alIUIIEHHOCTH HH(POPMaMOHHBIX cucTeM. Kinaccuduxanus
ceTeBbIX aTak. [laccuBHBIE ceTeBbIE aTaku. AHAIU3 CETEBOIO
Tpaduka. AktuBHbIe ceTeBble aTaku: ARP, DNS, DHCP-
spoofing. AkTuBHBIEC ceTeBbIe ataku: bruteforce, DoS, DDoS.
Metasploit Framework: crpykrypa, komanabsl. Metasploit
Framework: none3nas Harpy3ka, ynpaBjieHUE MOAYJISIMH,
noJlyyeHue yjaaneHHoro gocryna. Metasploit Framework:
crocoObl BHEAPEHUS, MOAU(DUKALINN U JETEKTUPOBAHUS
BPEIOHOCHOTO KoJ1a B (paiiinax. MexaHu3Mbl ayTeHTH(PHUKALIUN
OC, crmoco6s! X 00X0/1a ¥ BOCCTAHOBJICHHS TIApOJICi.
ABTOMAaTU3MPOBAHHBIE CPEJICTBA ITOMCKA YSI3BUMOCTEH:
OpenVas, nmap nse.

1.2

AHanus 3alUIIEHHOCTH U
TECTUPOBAHUE Ha
nporukHOBeHne Windows
CHCTCM.

PowerShell: o6acth mpuMeHeHHs, KOMaHABI U IEPEMEHHBIC,
00bekThl. PowerShell: cTpyKTypbl JaHHBIX, YCIOBHbIE
oneparopsl U 1ukibl. PowerShell: ¢gynkmun, padora ¢
moayisimu. PowerShell: crmocoOs1 10KabHOTO ¥ yAAIEHHOTO
3amycka crieHapueB. Ananu3 ctpykTyp PE-daiina u nporecca,
OCHOBHBIE AJIEMEHTHI HCTIOTHSIOIICH TTOICUCTEMBI.
Pasrpannuenue nocryma kK pecypcam, cOop nHGpopMauu o
CUCTEME U MOJIb30BATENSsIX. DTaIbl TECTUPOBAHUS HA
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MIPOHUKHOBEHHUE cUCTeM ToJ ynpasieaneM Windows AD.
Knaccudukanus atak Ha AD: npoGiiems! nenerupoBanus,
ucnonb3oBanne GPO. Kimaccudukanms atak Ha AD: ys3BUMOcTH
MIPOTOKOJIOB.

1.3 | Ananu3 3amuiieHHocTd 1 | MeToas! u criocoObl cOopa yueTHbIX AaHHBIX B Linux. CriocoObr

TECTUPOBAHHUE Ha | 9KCIUTyaTalluy ysI3BUMOCTEH spa u ciryk0 B Linux, MeTo/p!
npoHukHOBeHHe  Linux | 3amuthel. CiocoObl 3KCIUTyaTallMy ysI3BUMOCTEH TUIA security
CHUCTEM. misconfiguration, MeTOBI 3aIUTHI. Y I3BUMOCTh OUOTMOTEKH

KypHanmupoBaHus log4j: cnocoObl FIKCIUTyaTalluu U €€ 3aKPhITHS.
Hacrpoiika pacmmpenusi cicTeMbl MOHUTOPHHTA Zabbix, ee
UCTIOJIb30BaHUE B KAYECTBE CHCTEMBbI YIIPABICHUS YSI3BUMOCTH.

1.4 | Hudpossie ceprudukarel | PKI: monsTHe, CTpyKTYpa, )KU3HEHHBIN UK cepTudukara. PKI:
0€30MacHOCTH. coznanue Y1I, BBITyCK, OT3BIB, MPOBEPKA NOATHHHOCTH

M 5 b
CepTU(HKATOB.

3.4TemaTuKa CEeMMHAPCKUX/MIPAKTHYECKUX M J1a00PaTOPHBIX

3aHSATHHI

3.4.1 CeMuHapcKue/MpaKTHUECKAC 3aHATHUS

He npedycmompenul yuebnuvim nianom.

3.4.2 JlaGopaTOopHBIE 3aHATHS
Ne HaumenoBanue 1ab60patopHOil paboThI SaiBeM’
1 Brinonnenue naboparopHoit pabotel Nel 16
2 Brinonnenue saboparopHoit pabotbr Ne2 14
3 Brinonnenue nabopatopaoi pabotsr Ne3 14
4 Brimonaenue nadoparopHoii padoTsr Ned 16
5 Brinonnenne naboparopHoit pabotel N5 6
6 Brinonnenne nadoparopHoi padbotel Neb 6
Hroro 72

3.5 TemaTnka KypcOBbIX IPOEKTOB (KypPCOBBIX PadoT)
KypcoBoe npoekTupoBaHue 1Mo JaHHOW JUCITUTUIMHE YU4eOHBIM IIAHOM HE 3aIlJIaHUPOBAHO.
4 YyeOHO-MeTOAMYECKOE U MH(OPMALMOHHOE O0ecIeYeHmne
4.1 HopmatuBHblie 1okyMeHTbI H 'OCTHI

[Iporpamma cocraBieHa B cOOTBETCTBUH ¢ DenepaabHBIM rocyJapCTBEHHBIM 00pa30BaTeIbHBIM
CTaHJAPTOM BBICIIEr0 OOpa30BaHUS TO HANpPAaBICHHUIO TMOATOTOBKH OakamaBpoB 10.05.03
«MHpopMaronHas 6€30MacHOCTh.




4.2 OcHoBHas JUTEpaTypa

«OcHOBBI ynpaBieHuss HH(MOpMAIMOHHOW Oe3omacHocThiO» (Momak, H. H. OcHoBbl
ynpaBieHus: nHPOPMAIIMOHHOHN Oe30macHOCThIO : yueOHoe mocobue / H. H. Momak ; mox
penakuueit B. B. OBunnnukoBa. — Cankt-IlerepOypr : I'VAIL 2022. — ISBN 978-5-8088-
1711-1. — Tekcr : snexkTpoHHBbIA // JlaHb : 3nmekTpoHHO-OnOMMoTeuHas cucrema. — URL:
https://e.lanbook.com/book/340967

«Pa3paboTka 3alMIEHHBIX MPOrPAMMHBIX CPEICTB MH(POPMATU3AIUHN TPOU3BOJCTBEHHBIX
nporeccoB mpeanpusatus» (badymkun, B. M. Pa3paboTka 3amuieHHBIX TPOrpaMMHBIX
cpeacTB HH(OpMAaTH3AIMK TPOU3BOJACTBEHHBIX MPOIIECCOB MPEANPHITHS : YUeOHOEe mocodue
/ B. M. babymkun. — Kazanp : KHUTY-KAU, 2020. — ISBN 978-5-7579-2463-2. —
Texcr : onexktpoHnwlid // Jlabp : »3nekTpoHHO-OMOnMoTeyHast cuctema. — URL:
https://e.lanbook.com/book/193486

«OCHOBBI TEXHMYECKOW 3KCIUTyaTalluy 3aIlUIICHHBIX TEIEKOMMYHUKAIIHOHHBIX CHUCTEM»
(KpspkanoBckuii, A. B. OcCHOBBI  TEXHHYECKOW  OKCIUTyaTalldd  3allUIICHHBIX
TEJIEKOMMYHHUKAIIMOHHBIX CHCTEM : MeToamuyeckue ykazanus / A. B. KpbpkaHoBckmid. —
Camapa : TII'VTHU, 2021. — 50 c. — Tekcr : amekTpoHHBbIH // JlaHb : 37M€KTpOHHO-
oubmmoteunas cuctema. — URL: https://e.lanbook.com/book/301133

4.3 JlonoJTHUTEJIbHAS JIUTEPATYPA

«ba3oBple TpHUHIUNBI HWHOOPMAIIMOHHONH OE30IMaCHOCTH  BBIYHCIHUTENBHBIX  CHCTEM»
(bazoBble mpuHIMIIEI HHOOPMAITMOHHOW 0€30TTACHOCTH BBIUMCIUTEIBHBIX CUCTEM : YYeOHOE
nocobue / A. A. I'maakux, JI. B. 'anun, C. B. KpuBonoros [u ap.]. — Hwxnauit HoBropos :
HI'MB2Y, 2015. — ISBN 978-5-91592-067-4. — Texct : snexktpoHHbld // JlaHb
3JeKTpoHHO-O0ubmoteunas cucrema. — URL: https://e.lanbook.com/book/330293

Koneros, JI. H. JlaGoparopHblii NpakTHKyM II0 OCHOBaM ITOCTPOCHUS 3alUIICHHBIX
KOMITBIOTEPHBIX ceTeld : yuebnoe mocoodue / J{. H. Komeros. — Tomck : TT'Y, 2013. — 140 c.
— Texct : snexkTpoHHblid // JlaHp : 3neKTpoHHO-OuMOmmoreunas cucrema. — URL:
https://e.lanbook.com/book/44913

4.4 DieKTpOHHBIE 00pa3oBaTe/IbHbIE PeCypChl

1. D0OP «MHCTpyMEHTaIbHbBIE CPENICTBA aHAIM3A 3ALIUIIEHHOCTH U YIIPABICHUS YSA3BUMOCTSIMM
[DnexTponHsIii pecypc] — URL: https://online.mospolytech.ru/course/view.php?id=10268 (narta
obpamenus: 18.02.2023).

4.5 JIuueH3u0HHOEe U CBOOOTHO pacnpocTpaHsieMoe MPOrpaMMHoe
o0ecreuyenmne

1. Virtual Box

2. Bupryansnas mamuna Metasploitable3

3. Muctpubdytus OC Kali Linux

4. Tuctpudytus OC Windows Server 2012/2016



5. Huctpubytus OC Windows 7, 10

4.6 CoBpeMeHnHbIe IPodeccnoHATbLHBIEC 0a3bI JAHHBIX U

HHGPOPMALIMOHHBIE CTIPABOYHBIE CHCTEMBbI
1. BAY ®CTOK [Onexrponnsiii pecypc] — URL: https://bdu.fstec.ru/ (nara oOpamenus:
18.02.2023).
2. CVE [Onextponnslii pecypc] — URL: https://www.cve.org/ (nata obpamenus: 18.02.2023).

5 MarepuajibHO-TeXHHYECKOe o0ecneyeHue

Jis mpoBeneHHs BceX BHUAOB 3aHATHH HEOOXOAMMO TIPE3CHTAMOHHOE 000pyJOBaHUE
(MyJTBTUMEIMAHBIN TTPOCKTOP, SKpaH) — | KOMIUIEKT.

Jnsi mpoBeneHUsl J1adOpaTOPHBIX 3aHATHHA HEOOXOAWMO HAJMYUe KOMITBIOTEPHBIX
KJIACCOB, 000PYIOBAaHHBIX COBPEMEHHOUN BBIUMCIUTEILHOW TEXHUKOW M3 pacdyeTa OJHO pabouee
MECTO Ha OJJHOTO 00y94aeMoro.

6 MeToanueckue peKOMeHIAlUU

6.1MeToauyeckne peKOMEHIaLMH A NPenoaaBarTes 1no
OpPraHu3anuu 00y4eHust

1. IIpu mOAroTOBKE K 3aHATHUAM CIEAyeT NpeABApUTEIbHO MpopadoTaTh MaTepuan 3aHATHA,
IPEeAYyCMOTPEB €ro mojady TOYHO B OTBEACHHOE [UIs 3TOro BpeMsa 3aHsaTusa. Crnepyer
HOJATOTOBUTh HEOOXOAMMBIE MaTepHuajbl — TEOPETHYECKHE CBEACHHus, 3amaud u ap. Ilpu
MIPOBEICHUM 3aHATUS CIIEAyeT KOHTPOJIMPOBATh IOJAady Marepuajga M pPEIICHHE 3aJaHuil ¢
y4eTOM y4eOHOT0 BPEMEHH, OTBEIEHHOTO JJIS 3aHSTHS.

2. IIpu npoBepke pabOT U OTYETOB CJIEIYET YUUTHIBATh HE TOJIBKO MPABHJIBHOCTH BBIOJIHEHUS
3a/laHuii, HO W ONTHMAJIbHOCTH BHIOPAHHBIX METOJOB DPEIICHUS, MPABUJIHBHOCTh BBIOJHEHUS
BCEX €ro 1Iaros..

6.2 Meroanuyeckue yKazaHus i 00y4alOLIUXCs 10 OCBOCHUIO
AUCHUIIMHBI

W3yuyeHune NUCHUIUIMHBI OCYIIECTBISIETCS B CTPOIOM COOTBETCTBUU C IIEJIEBOM yCTaHOBKOM B
TECHOHN B3aMMOCBSI3U yueOHbIM IUIaHOM. OCHOBOI TEOPETUYECKOHN U MPAKTUYECKON MOJTOTOBKH
CTYZCHTOB SIBIISIFOTCS JIEKIIUH U JTA00OPATOPHBIE PAOOTHI.

B npomecce camocrosiTenbHON pabOThl CTYIAEHTHl 3aKpEIUIIOT M YINIyOJSIOT 3HaHUS,
MIOJTyYEHHBIE BO BpeMsl ayJUTOPHBIX 3aHITHH, TOTOBSTCS K SK3aMEHY, a TaKKE CaMOCTOSATEIbHO
U3Yy4aloT OT/EIbHbIE TeMbl y4EeOHOM MPOrpaMMBl.

7 MDOHI OLICHOYHBIX CPEACTB
7.1MeToabl KOHTPOJIA U OLIECHUBAHMS Pe3yJbTATOB 00y4YeHUsI
B mnmponecce o6yquI/m HCIIOJIB3YKOTCA CJICAYIOIUEC OLCHOYHBIC q)OpMBI CaMOCTOSITEILHOU

pa6 OThBI CTYACHTOB, OLICHOYHBIC cpeacTBa TCKYLICTO KOHTPOJIA YCIICBAEMOCTHU u
MMPOMEKKYTOYHBIX aTTeCcTalMi:
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- TIpoBeICHNE TAOOPATOPHBIX PadOT (MPAKTUYECKHUX 3aHITUN C UCTIOIH30BAHUEM CIEITEXHHUKH)

M UX 3allluTa,

- CaMOCTOATCIIbHAA MMOAroTOBKAa U IMIPOBCACHUC npeseHTauHﬁ 10 TCMaM AUCHUIIIINHBI,

- OK3aMCH.

7.2111kaa 1 KPUTEPUN OLCHUBAHMUS Pe3yJIbTATOB 00y4YeHUs!

dopma IPOMEKYTOUHOU ATTECTALMN: IK3AMEH.
[To uToram nmpomMexyTOYHON aTTEeCTAllMU MO AUCIHUIUIMHE (MOIYJITI0) BHICTABIISIETCS OIICHKA
COTJIMYHOY, «XOPOILOY, «YIOBJIECTBOPUTEIBHO» WIIH «HEYIOBICTBOPUTEIIHLHOY.

IIxana oueHuBaHuA

Onucanue

OTJIINYHO

BeimonHensl Bce BBl yueOHOH paboThI, MpeayCMOTpPEHHBIE
y4eOHBIM TuTaHOM. CTYJEHT IEMOHCTPUPYET COOTBETCTBUE 3HAHMUH,
YMEHUH, HaBBIKOB IPHUBEICHHBIM B TaOMuIaxX IOKa3aTeleH,
onepupyeT NPUOOPETEHHBIMH 3HAHUSAMH, YMEHHUSMH, HaBBIKAMH,
IIPUMEHAET UX B CHUTyalMsX MOBBILICHHOW CIOXHOCTH. [Ipm 3TOM
MOTYT OBITh JOMYIIEHbl HE3HAYUTEIbHBIC OIIMOKH, HETOYHOCTH,
3aTpyJHEHUS IIPU aHAJIMTUYECKUX ONEPALUAX, IEPEHOCE 3HAHUN U
YMEHHI Ha HOBBIE, HECTAHJAPTHBIE CUTYalUH.

Xopomo

BrimonHensl Bce BUIBI  yueOHOM pabOThI, MpPeayCMOTpPEHHBIE
yueOHbIM  miaHoM.  CTyOeHT  JeMOHCTPUPYET  HEMOIHOE,
MPABUIIBHOE COOTBETCTBHE 3HAHHMH, YMEHUH, HaBBIKOB
MPUBEICHHBIM B TaONMUIaX MOKa3aTesnei, 1100 eciau Mpu STOM OBbLITU
JIOTYIIIEHBI 2-3 HECYIIIECTBEHHBIC OIIHOKH.

Y 10BIIETBOPUTEIIHHO

BeinonHeHnsl Bce BHIBI  y4eOHOMl paboThl, MNpeayCMOTpPEHHbIE
y4eOHbIM T1aHoM. CTYJeHT IeMOHCTPUPYET COOTBETCTBUE 3HAHMUH,
B KOTOPOM OCBEIIEHAa OCHOBHas, HauOoyiee BakHasg YacTh
MaTepuana, HO MpPHU 3TOM JOMYIlEeHa OJHAa 3HAa4YMTENbHas OIIMOKa
WM HETOYHOCTb.

HeynosnerBopurenbHO

He BbimonHeH oauH wiau  Oosjee BUIOB ydeOHOW paboThI,
IPEIYCMOTPEHHBIX Y4eOHbIM IUTaHOM. CTYIEHT JE€MOHCTpUpPYET
HETIOJTHOE COOTBETCTBHE 3HAHWI, YMEHUH, HABBIKOB MPHUBEICHHBIM
B Talnumax TmoKa3aTesel, JOMyCKAIOTCS 3HAYMTENbHBIC OIIMOKH,
NPOSIBIISIETCS. OTCYTCTBUE 3HAHWN, yMEHWH, HAaBBIKOB TI0 DSy
NOKa3aTelNel, CTYIEHT WCIBITBIBACT 3HAYHUTENBHBIC 3aTPyIHEHUS
NpY OTIEPHPOBAHMN 3HAHMSIMH W YMEHHUSMH TIPH HX TIepeHOce Ha
HOBBIE CHTYaIlHH.

7.3.1 Tekyuuii KOHTPOJIb

7.3 OneHoYHbIE CPeACTBA

OueHOYHBIE CPEACTBA AJI TEKYIEH aTTeCTaIllun
- 3ammmTa OTYETOB O BBIMOJIHEHUH JTa00PATOPHBIX padoT

7.3.2 IlpomexyToyHas aTTecTanus
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OrneHOYHBIE CPENICTBA AJIs TPOMEKYTOUHOUN aTTEeCTAIlH
- DK3aMeH

Criucok Bompoc Uist IPOBEIEHUS SK3aMEHa 110 TUCIUILTIHE:

1 BeneHue B TecTUpOBaHHE HA MPOHUKHOBEHHE M aHAJIN3 3aLIUIEHHOCTH.

2. lHCTpYMEHTApHii [T IPOBEICHUS aHAIH3a 3alIUIIEHHOCTH WH(POPMAIIMOHHBIX CHCTEM.
3. Knaccuduxkanus ceteBbix aTak. [laccBHbBIE ceTeBbIE aTaKH.

4. AHanm3 ceTeBoro Tpaduka.

5. AxtuBHble ceteBble aTaku: ARP, DNS, DHCP-spoofing.

6. AktuBHEIE ceTeBbIe aTaku: bruteforce, DoS, DDoS.

7. Metasploit Framework: cTpykTypa, KOMaHabI.

8. Metasploit Framework: mosie3nast Harpy3ka, yrnpaBieHHE MOAYIISIMH, ITOJIYICHHUE yIaJICHHOTO
JIOCTYyTIA.

9. Metasploit Framework: crioco0b1 BHepeHUs, MOIU(DUKAITIH U ICTEKTHPOBAHUS
BPEIOHOCHOT'0 KoJ1a B (paiiinax.

10. Mexanusmsl ayteHTuduranun OC, cnocoObl HX 00X0Aa ¥ BOCCTAHOBJIEHMSI TapoJiei.

11. ABTOMaTU3UpOBaHHbBIE CPE/ICTBA MOKMCKa ysi3BuMocTeil: OpenVas, nmap nse.

12. PowerShell: o6racte mpuMeHEHUs, KOMaH/IbI B IEPEMCHHBIE, OOBEKTHI.

13. PowerShell: cTpyKTypbl JaHHBIX, YCIOBHBIE ONEPATOPHI U IIUKIIBI.

14. PowerShell: pynkmm, padota ¢ MOIyIsIMH.

15. PowerShell: criocoObl 10KanbHOTO U YAAJIEHHOTO 3aIlyCKa CLIEHapUeB.

16. Aramus ctpykryp PE-daiina u nporecca, OCHOBHBIE 3JIEMEHTHI UCTIOTHSIOIICH ITOJICHCTEMBI.
Pasrpannuenue nocrymna K pecypcam, cOop HHPOpPMALIUU O CUCTEME U MOJIb30BATEISIX.

17. Dranbl TecTUpOBaHMS HAa IPOHUKHOBEHHE cUCTEM ToJ ynpaBieHnueM Windows AD.

18. Knaccudukanus arak Ha AD: mpoGiemsl nenerupoBanus, ucnoiabzoBanne GPO.

19. Knaccudukanus arak Ha AD: ys13BUMOCTH IPOTOKOJIOB.

20. Metoapl 1 criocoObl cOOpa yYeTHBIX JaHHBIX B Linux.

21. Crioco0bl 3KCIITyaTaliy ysI3BUMOCTEH Aapa U ciayx0 B Linux, METOIbI 3aIUTHI.

22. CriocoObI AKCIUTyaTaIluy ysI3BUMOCTEH THIIA security misconfiguration, METO/IbI 3aIIUATHI.
23. Ya3BUMOCTb OMOIMOTEKH KypHaTUpoBaHus log4]: criocoObl SIKCIUTyaTalluy U €€ 3aKPbITHS.
24. Hactpoiika pacimpeHus CUCTeMbl MOHUTOpPHHTA zabbix, €€ HCTOIb30BaHUE B KAYECTBE
CHCTEMBI yIIPaBJICHUS YS3BUMOCTH.

25. PKI: nonsaTHe, cTpyKTypa, )KU3HCHHBIN ITUKII cepTUdUKATa.

26. PKI: coznanue Y1, BeIITyCK, OT3BIB, MPOBEPKA MOATUHHOCTH CEPTUDUKATOB.

[Tpumep Ouiteta.
MUHUCTEPCTBO OBPA30BAHUS Y HAYKU POCCUICKOM ®EJIEPALIUU
®EJIEPAJIbHOE T'OCY IAPCTBEHHOE BIOJUKETHOE OBPA3OBATEJIBHOE VUPEX/IEHUE BBICIIETO
. OBPA3OBAHUA .
«MOCKOBCKHUHU NOJIMTEXHUYECKHUU YHUBEPCUTET»

(MOCKOBCKMI1 MTOJINTEX)

dakynabTeT HHPOPMAITMOHHBIX TEXHOJIOTUH
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Kadenpa: Madpopmarnmonnas 6€30macHOCTh

JucuuruinHa:  MHCTpyMeHTanbHble CpEACTBa aHalu3a 3allUIIEHHOCTH U YIPaBICHUS
ySI3BUMOCTSIMHU

bakanaspsi. Kypc 3, cemectp 2

SK3AMEHAILIMOHHBIM BUJIET Ne 1

1. PKI: monsitie, CTpyKTYpa, )KU3HEHHBIN IIUKII CEpTH(HKATA.
2. AxtuBHbIe ceTeBbie atraku: ARP, DNS, DHCP-spoofing.

[IpenonaBarens / umynun I.O. /




