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1 Henau, 3a7a4u U IVIAHUPYEMbIe pPe3yJabTAThl 00y4YeHHs 10 AUCUHUIINHE

K OCHOBHBIM meJsIM OCBOCHHS TUCIHIUIMHBI «be30macHOCTh OMepalMoOHHBIX CUCTEM
Windows» ciemyeT oTHeCTH:
e oOydYeHue CTYJEHTOB MPHUHIIUIIAM TOCcTpoeHus onepanuoHHbix cucteM (OC) Windows;
e oOydeHHMe TpUHIUIAM MOCTpoeHHUs 3amuThl wHpopmanuu B OC Windows u aHanmsa
Hagexuoctu 3amutel OC Windows.
K ocHOBHBIM 3agadyaM OCBOCHUS JHUCHUIUIMHBI «bBe30MacHOCTh ONMEpaMOHHBIX CHCTEM
Windows» crnenyer oTHeCTH:
e 3HaHue npuHIHUNOB ¢pyHKunoHupoanus OC Windows;
® 3HaHHE NPUHIMIIOB MOCTpoeHuUs noacucteM 3amuThl B OC Windows;
® 3HaHWE CPEACTB U METONOB HecaHkmuoHupoBanHoro pgoctyma (HCJI) x pecypcam OC
Windows .

B pesynbrare ocCBOCHHS TUCIUTIIUHBI (MOIYIs) y oOydaronuxcsi GOpMUPYIOTCS CIETYIOITNE
KOMIICTCHIIMU U OOJI?KHBI 6LITI> AOCTUTHYTHI CJICAYIOIIUC PC3YJIbTAThI O6y‘{eHI/I$I KaK OJTall
(GOpMHPOBAHHUST COOTBETCTBYIONIMX KOMITCTECHITHHA:

Koa n HanmeHoBaHHMe KOMMeTeHIMIA NHauKaTopbl 10CTHAKEHUS] KOMIIETEeHIIUH
OIIK-1.1. CiocobeHn pa3pabaTeiBaTh U NOIIK-1.1.1. 3naeT GpopmanabHbIE MOACITH
p€aln30BbIBATH NIOJUTUKHN YIIPABJICHUS MOJUTHUK 0€30IIaCHOCTH, IOJIUTHK

AOCTYIIOM B KOMIIBIOTEPHBIX CHCTCMAX YIPABIEHHUS JOCTYIIOM ¥ HH()OPMAIMOHHBIMU

MMOTOKaMH B KOMIIBIOTEPHBIX CUCTEMAX;
NOIIK-1.1.2. YMeeT npuMeHATh
(dhopmanbHBIC MOACIH TS pa3pabOTKH
MOJINTUK O€30MaCHOCTH, MOJIUTUK
yIpaBIeHUS TOCTYIIOM;

HMOIIK-1.1.3. Bnageer HaBBIKAMH CO3IaHHUSA
(hopMaTbHBIX MOJICTICH yIIPaBICHUS JOCTYTIOM

2 MecTo IMCHUILIMHBI B CTPYKTYpe 00pa30BaTe/IbHOM NIPOrpaMMBbl

Jucuumnmna «be3onacHOCTh omnepannoHHBIX cucteM Windows»  OTHOCHTCS K YHCITY
y4eOHbIX IUCHMIUIMH oOs3arenbHOi uyact  (B1.1) ocHOBHON 00pa3oBaTesbHON MPOrpaMMbl
(b1.1.21).

W3ydeHne IUCHMIUIMHBI ONMUpPAETCs HAa 3HAHWSA, YMEHUS W HaBBIKA, NPUOOpETEHHBIC B
HPEIECTBYOUINX AUCHUIINHAX: «OCHOBBI HH(OPMAIIMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTHIi».

3 Crpykrypa u cojaeprkaHue QUCIHHILTHHbI

OOmass TPyIOEMKOCTh JUCIHUIUIMHBI COCTaBISICT 4 3a4eTHBIX CIWHUIGI, T.c. 144
aKaJeMUYEeCKHX 4acoB (1abopaTopHbIC 3aHATHA — 72 Yaca, caMOCTOsITelbHas paboTa - 72 yaca,
dbopma KOHTPOJISI — HK3aMEH, KypPCOBOM MPOEKT) B 3 ceMecTpe.

CrtpyKkTypa u coaepkaHue TUCUUIUTHHBI «be3onacHocTh onepanuoHHbIX cucteM Windowsy
M0 CPOKaM U BUJAM pabOThI OTPAXKEHBI B MPHIOKEHUU.



3.1 Buabl yueOHO# padoThl M TPYA0EMKOCTD

(o ouHoi (popMe 00yUeHMs1)

Ne /i

Buj yueOHoii padoThl

KoaunuecTBo

CemecTpnl

qacoB

3

1 |AyauTopHbIe 3aHATHS

72

72

B ToMm uucie:

1.1 Ulexiun

1.2

CeMI/IHapCKI/Ie/ MPAKTUYCCKUC 3aHATUSA

1.3 UlaGopaTopHble 3aHATHUS

72

72

2 |CamocTosiTesibHAs padoTa

72

72

B ToMm uucine:

2.1

3 [[IpoMe:xyTOYHasI ATTECTAIUSA

DK3aMeH, KypCOBOM TIPOEKT

Hroro:

144

144

Ounas dopma 00yueHuUs

Pa3nennl/TeMbl
JTUCIHHUIIINHEI

TpynroemMKocTh, 4ac

AyauTo

pHasi padoTa

Bce
ro

Jlek
8050544

CemuHap
ckue/
MIPAKTUY
ecKHe
3aHATHS

OpHBIE
3aHATUA

JlaGopar

IIpakTny
eckas
IIOATOTO
BKa

CamocTodAT
eJbHasA
padora

Tema 1. IlonsTue
OTIEpaIOHHAsI CHCTEMA,
KJIacCUpUKaIus
OTICPAIIMOHHBIX CHCTEM.
CemeiicTBO
OTICPAIIMOHHBIX CHCTEM
Windows. YcTpoiicTBO
1. | OC Windows.
TpeboBaHus peryasiTOpoB
Poccuiickoit ®eneparuu
110 00€CIICYCHUIO
0e30IMacHOCTH
unpopmanuu: PCTIK
Poccun, ®CB Poccun,
Muno6opons! Poccun

28

14

14

Tema 2. IIpoueccsl,

VYnpapieHue naMmsTho.
2. | darisoBas cucrema.
CucreMa BBOIa-BBIBOA.
OCHOBHBIE CHCTEMHBIE
npoieccbl OC Windows

MIOTOKH, pabOThI, 3aJIaHHUS.

28

14

14




Tema 3. Yrpo3ssl
0€e30MacHOCTH
uHpopmanuu. BJIY
®OCTOK Poccun.
Vazsumoctu OC. OC
OTE€YECTBEHHOIO

npousBozacTsa. IIpoussox
utenn OC poccuiickoro
npoussozcTea. OC
POCCHIICKOTO 1
3apy0OeKHOTO
IIPOM3BOJICTBA B
OTEYECTBEHHBIX PEECTPaX.

28

14

14

Tema 4. ba3zoBblii

(out of box)

YPOBEHB 0€30TaCHOCTH
OC Windows. Mepsl 1o
MOBBIIIICHUIO YPOBHSI
6e3onmacHoct OC
Windows

28

14

14

Tema 5. TpeboBanus
0€30MacHOCTH
UH(pOpPMALIUHU K
OTIEpAllMOHHBIM CHCTEMaM
OCTIK Poccun

32

16

16

Tema 6. Ynpasnenue
M0JIb30BATEISIMU U
rpynnamu. daitiosas
cucrema NTFS.
Pasrpannuenue nocrymna c
MOMOIIbI0 MEXaHU3MOB
NTEFS.

Tema 7. Peanuzanus
BCTPOCHHBIX MEXaHH3MOB
3aIIUThl HHQOPMAIIH
Microsoft Windows Ha
ABTOHOMHOM pabouem
MecTe, B OJJHOPaHTOBOM
ceTH, B ceTu Active
Directory

Tema 8.
[Tpumenenne Group Polic
y OC Windows

Tema 9. Texuomoruu gig
pabotrer OC Windows B
CETU, MOHUTOPUHTA U
ay/nTa, pe3epBHOTO
KOITUPOBAHUS

Tema 10. Hamoxenusie
Cpe/ICTBa 3alTUTHI
nHbopmaIuu,




IMPUMCHSACMBIC IJIA

oe3onacuocty OC Windows

OC Windows
Hroro | 144 72 72
3.2 Coneprxkanue QU CIUTLTAHBI
1. Conepxxanue IMCHUNINHBI
Ne Paspnen (tema
( ) Conep:xanue
n/n JUCIUIIINHBI
1 2 3
[TonsTre omepanMoHHAs CHUCTeMa, KIaCCHU(pUKAIUS
OTEPAllMOHHBIX CUCTEM. APXUTEKTYypa MHOT03aJIa4HOM
ITonsTue OllEpallMOHHAs | ceTeBOM  omepaunoHHOM  cucreMbl.  CemeilcTBO
cucTeMa, KJIacCu(pUKaIusl | OmepauOHHbIX CHUCTEM Windows. TpeboBanus
OIlepallMOHHBIX cucreM. | perynsatopoB Poccuiickoit @enepanuu no odbecrnedeHuro
CemeiicTBO onepannoHHbIX | 6e3omacHocTr mHpopManmu: PCTIK Poccun, ®Ch
cucreM Windows. YcrpoiictBo | Poccun, Muno6oponst Poccun. Ilpodunm 3amuThi
1. | OC Windows. TpeGoBaHus | OmEpalMOHHBIX CHUCTEM, 3aJlaHUsI TO OE30MaCHOCTH.
PEryisiTopoB Poccwiickoii | TpeboBanus 0€30MacHOCTH uH(pOopMaun K
denepanuu 10 00ECIIEYCHUIO | ONEPAIMOHHBIM cucTeEMaM OCTOK Poccumn.
0e30MmacHOCTH unpopmanuu: | [Tomcucremsr cuctemsl 3amuThl nHGOopManuu or HCJI B
®CTIK Poccun, ®Ch Poccun, | coorBercteun ¢ «PJI. AC. 3ammra ot HC.
Muno6opons! Poccun Knaccudukanus AC u tpeboBanus o 31» (ot 30 mapra
1992 rona).
[Ipoueccel, moTOKH, paboThl, 3amaHus. (OCHOBHBIC
[Ipomeccrl, mOTOKH, pPabOTHI, .
CHCTEMHBIE MIPOIIECCHI oC Windows.
3a/jaHusl. YTIpaBJICHUE TaMSThIO. . . .
. CewmeiicTBo yTruT Sysinternals Suite.
QainoBas cucrema. Cucrema
2. Hucneryep 3amau (Task Manager).
BBOJIa-BBEIBOJIA. OcHOBHEBIE .
Yrunura Sysinternals Process Explorer u  Process
cucremuble  mpomeccel OC . o
. Monitor. Yopasnenue namsarsro. DailsoBasg cucrema.
Windows
CucreMa BBOIa-BBIBOIA.
Yrpo3er Oe3omacHocTrn uwHpopMaruu. BJIY DCTOK
Poccun. S3BUMOCTH . [lonstue
Yrpo3sl 6e30macHOCTH Y ocC 0C. OC
TU(UIUPOBAHHBIX W JIMIICH3UPOBAHHBIX .
uapopmanmu. BIAY DCTOK cep (? 1H1poBa JTHHCH3MpOBA 0C
OCCHUHCKOTO  TPOU3BOJICTBA, MPOU3BOAUTEIU
Poccun. Vszeumoctn OC. OC [P - P A ’ Og T
UHCKOTO TPOU3BOJICTBA. UHCKOTO U
OTCUCCTBEHHOIO POCCHUHCKOrO  MPOU3BOJICTBA POCCUICKOTO
3apy0exHOTOo MIPOM3BOJICTBA B
3. npousBojcTBa. [IpousBoaurenu .
. peecTpe pOCCHIICKOTO MPOTrPaMMHOTO 00ECTICYSHHUS,
OC poccuiickoro nNponu3BoJICTBaA. o
. €IMHOM peecTpe POCCUHCKHX porpaMm TUTST
ocC pOoccuicKoro u
AJICKTPOHHBIX BBIYHCIUTEIILHBIX MAIllMH U 0a3 JaHHBIX,
3apy0e)HOro TMPOM3BOJACTBA B
peectp cpeacts 3amuThl HHpopmau PCTIK Poccun
TEYCCTBCHHBIX Tpax.
OTEUCCTBE peectpa u ®CBb Poccun. VYpoBHH KOHOUIACHIMATHLHOCTH
uHdopmanuu, oopadateiBaemoit B OC.
bazoBsrit (out of box) | ba3oBeiit  (out of box) ypoBenb 6e3omacHoctu  OC
YpOBEHb O€30MaCHOCTH OC | Windows. MepblI 110 IOBBIILIEHHIO YPOBHS 0€30MaCHOCTH
4. | Windows. Mepsr mo | OC Windows. Ilomxonbl K TIOBBIIMICHHIO YPOBHS
MOBBILIEHUIO ypoBHs | 6e3omacHocTH OC Windows (4ek-IUCTBI 6€301MacHOCTH

OC Windows).




TpeboBanust 0€30MacHOCTH uH(popManuu K
TpebGoBanus 6e3omacHoctu | onepannoHHbiM cuctemam DPCTOK Poccun: Tumsl u
5. nH(pOpMaIMK K OTEPAIMOHHBIM | Kiacchl. PaccMoTperue nmpoduiieii 3aumTsl 1 TPUMEPOB
cuctemamM OCTOK Poccun 3amanuil mo Oe3zomacHoctH OC pa3NUUYHBIX THUIIOB U
KJ1aCCOB.
[Tonp30BaTrenu M uX BUIBL. ['pynmbl moJIb30BATENEH.
VYuéTHple 3amucH MOJb30BaTENied W paboTa ¢ HUMHU.
VYrpagneHue noJib30BaTEsIMU U
. VYnpasreHue noiap30BaTeNIIMU Ha aBTOHOMHOM paboueM
rpynnamu. ®aitnoBas cucrema . . N
6. Mecte, B foMmeHe Active Directory. daiinoBasi cucrema
NTFS. Pasrpanndyenue nocrymna .
NTFS. ®aiinel n nmanku. Pasrpanuuenue pocryna c
¢ moMoIeso MexanusmMoB NTFS. o
nomouipto MexanusMoB NTFS, nactpoiika ACL npas
noctyna nosub3zoBateneil B NTFS.
Peanmuzanusa BCTPOCHHBIX
Kpunrorpaduueckas 3aIuTa MOJIL30BATEILCKUX
MEXaHU3MOB 3aIUTHI ¢ 1w N
HH(OpMALIH Microsoft | ATHBIX CPEaICTBAMH mmmdpyromnieit aitnoBoil CUCTEMbI
Pop EFS. Texnomoruss  BitLocker wu  BitLocker To
7. Windows Ha  aBTOHOMHOM .
Go. TexHonorus DirectAccess. TexHomorus
pabouem MecTe, B .
o Network Access Control. Co3nanue 3aMKHYTOMN
OMHOPAHIOBOM = CCTH, B CCTH | ) 5o MMEOIE ¢ enbl ¢ momotibio pynkuuu AppLocker
Active Directory porp P Y pp )
[Mpumenenne Group Policy OC Windows st 3amuThl
nH(pOpMaIlK HA aBTOHOMHOM pa0oueM MeCTe U B CETU
3 [Tpumenenue Group | Active Directory. TexHnonoruu 0e301acHOro
" | Policy OC Windows YIAQIEHHOTO JIOCTyma K KOPIIOPATHBHBIM pecypcam
(mpumeHeHue BCTPOEHHOTO ¢dbyHKIIMOHATIA
OTICPAIIMOHHBIX CHCTEM).
Texnonoruu 151 a00TBI .
OC Windows A s P coti VYcTraHoBKa U HACTPOIKY ciyk0 ¥ KomrnoHeHToB DNS,
9. > | DHCP, Windows Backup Services, Windows
MOHUTOPUHTA 51 aynura, X
Deployment Services
PE3EpPBHOTO KOTTMPOBAHUS
HanosxenHble cpeacTBa 3alUuThI
Knaccudukanusi, BUIbl HAIO)KEHHBIX CPEJICTB 3aIIUTHI
10. | nnpopmauu, TIPUMCHACMBIC uHpopmanuu, npuMensiemsie 11t OC Windows
g OC Windows p - TP

1. TemaTnka ceMMHAPCKUX/MPAKTHYECKHUX U JIa00PATOPHBIX 3aHATHI

3.4.1 Cemunapckue/IpakTUUECKHUE 3aHATUS

He npedycmompenul yueonvim nianom.

3.4.2 JlabopaTopHbI€ 3aHSATHUS

Ne . O0mnem,
HaumMeHnoBanue nabopaTopHOil pabOThI
n/n qac.
1. | Bemonaenue naboparoproii pabotel Ne 1 o teme 1 6
2. | Boimosinenue gabopatopHoi pabotel Ne 2 1o teme 2 6
3. | Bemmonnenue nadopatopHoit pa6otsl Ne 3 o teme 3 6
4. | Beimonaenwne naboparopHoit padbotel Ne 4 o teme 4 8




5. | Bemonnenue gabopaTopHoit paboTsl Ne 5 1o Teme 5 8

6. | Beimonnenue adbopatopHoi pabotsl No 6 o teme 6 8

7. | Beimonnenue nadopatopHoi pabotsl Ne 7 mo teme 7 8

8. | Bemonnenue maboparopHoii padotsl Ne 8 o teme 8 8

9. | Bemonnenue gabopatopHoit paboTsl Ne 9 o teme 9 8

10. | Beimonnenue sabopatopHoit pabotsl Ne 10 o Teme 10 6
Hroro 72

2. TemaTuka u cofep;kaHue KypPCOBBIX IPOEKTOB (KYPCOBBIX padoT)

KypcoBoe mpoekTupoBaHME 1O JAaHHOM JAUCHMIUIMHE Y4YEOHBIM  IJIAHOM
3aIJIaHUPOBAHO, TeMa KypcoBOoil paboThl: «OCBOEHHE BCTPOCHHBIX MEXAaHHU3MOB
3amuthl uHpopManuu B OC Windows». B xoje BbINOMHEHUS KypcOBOW pabOThI
y4daiuecs JOJDKHBI BBIMTOTHUTH:

yctaHoBKYy Microsoft Windows Server;

BBITIOJIHUTE HAcTpoiiky Microsoft Windows Server nisi MOBBIIICHHS HAYaJIbHOTO
ypOBHSI HHPOPMAITMOHHOW 0€301MaCHOCTH;

YCTaHOBKY M HacTpouKy ciyx0 nqomena Windows — AD DS;

pasBépteiBanne OC APM (monp3oBatensckas OC Windows, He cepBepHasi) o CETH C
nomoisio Windows Deployment Services (WDS), Microsoft Deployment Toolkit;
BbINOJMHUTE HacTpoilky OC APM - Microsoft Windows (monb3oBatens) uis
MOBBIIICHHS] HAYAJIBHOTO YPOBHS HHPOPMAIIMOHHOW 0€3011acHOCTH;

CO3/IaHUE U MPUMEHEHHE MapaMeTpOB 0€30MACHOCTH IO CETH C MOMOIIIbI0 MEXaHU3Ma
Group Policy (GP);

HacTpoiKy ponu «daitn-ceppep», HacTpoiiky ACL mpaB goctyma moib30BaTeseii B
NTEFS;

YCTAaHOBKY U yIIpaBjieHHEe B ceTH jgomeHa Microsoft Windows cepBepHBIX U
xiuentckux Cp3U;

ycTaHoBKy U HacTpoiiky Windows Backup Services.

4 YdyeOHO-MeTOAMYECKOE M MH(OPMALIMOHHOE 0O0ecneveHne

1. Hopmatusnblie 1oKymMeHTbI 1 'OCTb1

[Iporpamma cocraBineHa B coOTBeTCTBHH ¢ (DefepalibHBIM TOCyNapCTBEHHBIM 00pa30BaTEbHBIM
CTaHJApPTOM BBICIIETO OOpa3oBaHHWS 110 HampaBlIeHHWIO TOATOTOBKM OakamaBpoB 10.03.01
«MHupopmarioHHast 6€301MacCHOCTHY.

4.2 OcHoBHas1 JUTEpPaTYypa
1. Acramuyk, B. A. KopnopatuBHble HH()OpPMAIIMOHHBIE CHCTEMBI: TPeOOBAaHUS TPHU
MIPOCKTUPOBAHMH : yueOHOe mocobue s By30B / B. A. Actamuyk, I1. B. Tepemenko.
— 2-e u3A., uctp. u non. — Mocksa : MU3ngarensctBo FOpaiit, 2023. — 113 ¢. —
(Beicmiee oopazoBanne). — ISBN 978-5-534-08546-4. — TekcT : 2IeKTPOHHBIN //



Oo6pazoBarenpHas iardopma Opaiit [caiit]. — URL: https://urait.ru/bcode/514213
(mata obpamenus: 24.09.2023).
T'octes, 1. M. OnepanyioHHble CUCTEMBI | YI€OHHK M MPAKTUKYM Juis By30B / 1. M.

I'octeB. — 2-e u3a., ucnp. u gon. — Mocksa : U3narensctBo FOpaiit, 2023. — 164
c. — (Bwicmee obpazoBanue). — ISBN 978-5-534-04520-8. — TekcT : 3neKTPOHHBIHA
/! O6pa3zoBaTenpHas maTdopma Opaiit [caiiT]. — URL:

https://urait.ru/bcode/512144 (nara obpamenus: 24.09.2023).

4.3 JlonoHuTEIBHAS IUTEPATYPA

1.

CrapoBepoBa, H. A. Omnepamuonnsie cuctemsl : yueOHuk mns crmo / H. A.
CrapoBepoBa. — 2-¢ usn., crep. — Cankr-IlerepOypr : Jlans, 2022. — 412 ¢. —

ISBN 978-5-8114-8984-8. — TekcTt : anekTpoHHBIH // JlaHb : 3JIE€KTpOHHO-
oubmuoreuynas cucrema. — URL: https://e.lanbook.com/book/186048 (mata
oOpamienust: 24.09.2023). — Pexxum noctyna: i aBTOPH3. MOJIb30BaTEICH.

Manaxos, C. B. Onepanuonnsie cuctemsl U o6osouku / C. B. ManaxoB. — CaHKT-
[etepOypr : Jlanwp, 2023. — 120 c¢. — ISBN 978-5-507-45325-2. — TekcT :
9NeKTpoHHBIM //  Jlamb : dnekTpoHHO-OMOMmMoTeunass cucrema. — URL:
https://e.lanbook.com/book/302681 (mara obOpamenus: 24.09.2023). — Pexum

JIOCTYTIA: JIJISl aBTOPH3. TIOJIb30BATEIICH.

4.4 DJIeKTPOHHBbIE 00pa30BaTe/IbHbIE pecypchl
1. D0P «be3omnacHOCTh OMEpPaAIMOHHBIX cucTeM Linux» [DnexTponHsIii pecypc] — URL:
https://online.mospolytech.ru/course/view.php?id=9267 (nata o6pamenus: 01.10.2023).

4.5 JIneH3noHHOEe U CBOOOIHO paclpocTpaHsieMoe MPOrpaMMHoe odecrneyeHue
1. Microsoft Windows

4.6  CoBpeMeHHbIC TPO(ecCHOHAIBHBIEC 0a3bl JaHHBIX H MH(pOPMAaLHOHHBIE CIPABOYHbIEC

CHUCTEMDbI

1. ®enepanbHas rocyaapcTBeHHas HHPpOpMalMoHHas cucTema - HanmoHnanbpHas aeKTpoHHas
oubmmoteka (HOB) https://H36.pd

5. MaTepuaibHO-TeXHUYeCKoe o0ecneyeHue
Jis mpoBeneHHMs BCeX BHMJIOB 3aHATHH HEOOXOIMMO TpPE3eHTAllMOHHOE O0OpYyI0BaHUE
(MyIbTUMEIUNHBIA TPOEKTOP, IKpaH) — | KOMILIEKT.

6. MeToanyeckue peKoOMeHIAUN

6.1 MeToan4yeckue peKOMEHIAUMH /ISl TIPenoJaBaTteJisi 10 OPraHu3aluy 00y4eHus

1. Ilpu moAroTOBKE K 3aHATUSAM CIEAyeT MPeABApUTENbHO MPOopadboTaTh MaTepHal 3aHsITHS,
MPEeayCMOTPEB €ro Mojladyy TOYHO B OTBEACHHOE ISl 3TOTO BpeMsi 3aHsaTHs. ClenyeT NoAroTOBUTh
HEoOXO0MMbIe MaTepuajbl — TEOpPETUYECKUE CBEACHMS, 3a1auu U Ap. [Ipu mpoBeneHuun 3aHATUSA
ClielyeT KOHTPOJIMPOBATh MOJady MaTepuala W pelieHHe 3aJaHHuil C yU4eTOM y4eOHOro BPEMEHH,
OTBEACHHOTO JJIsl 3aHSTHS.

2. Tlpu mpoBepke pabOT W OTYETOB CJEIyeT YYHUTHIBATH HE TOJHKO NPABHILHOCTH
BBIMIOJTHEHMsI 3aJaHuil, HO M ONTHUMAJIbHOCTh BBIOPAHHBIX METOJOB pPEIICHUS, NPaBUIHLHOCTH
BBITIOJIHEHUSI BCEX €r0 I11aroB.
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6.2 Meroauyeckue yKazaHus JJs1 00y4al0NIMXCS 110 OCBOCHHUIO TN CIIUTLIHHBI

W3ydeHne AMCUUIIINHBI OCYIIECTBISETCS B CTPOTOM COOTBETCTBUHM C II€JIEBOM YCTAaHOBKOM B TECHOM
B3aNMOCBA3U y‘-Ie6HLIM mranoM. OcHoBoilt TGOpeTI/IquKOfI MMOATOTOBKHU CTYACHTOB ABJIAIOTCA
JICKIUH.

B npornecce camocToaTenbHON pabOThl CTYACHTHI 3aKPETUISIOT M YIUIYOJISIFOT 3HaHUSI, TTOJTYYCHHBIC
BO BpeMs ayJWTOPHBIX 3aHSATUH, TOTOBATCA K JK3aMEHYy, a TaKXKe CaMOCTOSATEIbHO H3ydaloT
OT/ENIbHBIC TEMbI Y4€OHOH MPOrpaMMBl.

7. ®OHI OLIEHOYHBIX CPEACTB

B nporecce 00yueHus UCTOIB3YIOTCS CIEIYIONINE OIEHOYHBIE (DOPMBI CAaMOCTOSATEIHLHON PaOOTHI
CTYJICHTOB, OIICHOYHBIE CpEJACTBA TEKYILIEr0 KOHTPOJS YCHEBAEMOCTH U IMPOMEKYTOUYHBIX
aTTEeCTaIlUuU:

- KOMIIBIOTCPHOC TECCTUPOBAHUC,
- OK3aMCH.

OO0pa3s1pl TECTOBBIX 33JaHHI, SK3aMEHAIIMOHHBIX OMJIETOB, IPUBEICHBI B IPHIIOKCHHH.

7.1. ®oH OLIEHOYHBIX CPEACTB /JIsl MPOBeAeHHUs MPOMEKYTOUHOI aTTeCTANNMU 00yYaIOIIUXCS
MO AUCHUIIMHE (MOAYJII0).

7.1.1. IlepedyeHb KOMIIETEHIMI C YKa3aHHEM OSTarloB MX (OPMHUPOBAHUS B IPOIECCE OCBOCHUS
00pa30BaTeNIbHOI POrpamMMmBl.
B pesynbpTare 0CBOSHHMS AUCIMILIMHBI (MOIYIIsT) POPMUPYIOTCS CIESAYIOUIME KOMICTECHIINH:

B pe3yabTaTe ocBOeHHMs 00pa30BaTeJIbHOI NPOrpaMMbl 00y4aroIMiics 10JKeH

Koa koMneTeHuu
A 00J121aTh

CriocobeH aIMUHICTPUPOBATEH CPEICTBA 3AITUTH HH()OPMAIIMK B KOMITBIOTEPHBIX CHCTEMAaxX
U CeTAX

OIIK-1.2

B npouecce ocBoenust 006pa3zoBaTenbHOM IPOrpaMMbl JaHHBIE KOMIIETEHIIMY, B TOM YUCIIE UX
OTZAEIbHBIE KOMIIOHEHTHI, ()OPMUPYIOTCS TIO3TAITHO B XO/I€ OCBOCHHS OO0YYAIONIMMUCS JHCIUILIHNH
(MomyIieit), IPakTUK B COOTBETCTBUHU C YYEOHBIM IIJIAHOM M KaJCHIAPHBIM I'pauKoM y4eOHOTO
nporecca.

7.1.2. Onucanue nokaszareJieid 1 KpUTepueB OLlEHUBAHUS KOMIIeTeHIIMi, GOpMHUpPYyeMBbIX 110
HTOraM OCBOEHUS IMCUMILIUHBI (MOYJIs1), OMUCAHUE IIKAJ OLleHUBAHUS

[Toka3zaTenem olleHUBaHMSI KOMIIETEHIIMIA HAa Pa3IUYHBIX dTarnax ux (OpMUPOBAHUS SBISIETCS
JTOCTHXKEHHE 00yJaroMMHUCS IJIAHUPYEMbIX PE3YJIbTaTOB O0yUYEHHs MO AUCIUILIHHE.

I Kpurtepuu ouennBanust

oka3zarellb > (3 (4 B
OIIK-1.1. CnocobeH pa3pabaTbhiBaTh W PEATU30BBIBATH MOJUTUKU YIPABIEHHS JOCTYIIOM B KOMIIBIOTEPHBIX
cucremMax
HOIIK-1.1.1. 3uaer | OOyyaromuiics OO0yuatomruiics Obyyaromuiics OO0yuatorniuiics
(dopManbHble  MOJAENH | IEMOHCTPUPYET | IIEMOHCTPUPYET JIEMOHCTPUPYET JIEMOHCTPUPYET
MOJIMTHK OE30MacHOCTH, | TOJIHOE HEToJIHOe YaCTHYHOE MIOJTHOE
MOJMTUK  YNPAaBJIEHUs | OTCYTCTBHUE WJIHM | COOTBETCTBHE COOTBETCTBUE COOTBETCTBHE
JOCTYTIOM U | HEZOCTaTOYHOE CIIE Y FOILIX CJIETYOIIUX CIIEIYIOIIHIX
UHOOPMALMOHHBIMH COOTBETCTBHUE 3HAHWi, YKa3aHHBIX | 3HAHHH, 3HaHWH, YKa3aHHBIX
MOTOKaMHU B | Marepuaiy B WHIHMKATOpax | yKa3aHHBIX B|B HWHIUKAaTOpax
KOMIBIOTEPHBIX JHUCLMIUTHBL KOMIIETEHIINI HUHIUKAaTOpax KOMIIETeHITHH
CHCTEMaXx; 3HaHUI, JHCIUILIHHBI KOMIETeHIHH JMCIUIIIMHBI
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NOIIK-1.1.2. YMeer | yKazaHHBIX B | «3HaTh» (CM. M. 3). | TUCHUIUIMHBEI «3Hatb» (cM. 1. 3).
MIPUMEHSTh MHIIMKATOpax Honyckarorcs «3Hatb» (cM. 1. 3). | CBoOOIHO
(dopManbHble  MOJAENH | KOMIIETCHLUH 3HAYNTEIIbHbIE Ho nomyckatorcs | onepupyer
JUIst pa3paboTKH | ITUCHIUILIMHBI OLIMOKH, HE3HAYHUTEIIbHbIE MIPUOOPETEHHBIMU
MOJMTUK Oe30macHocTH, | «3HaTh» (CM. . | IPOSBISETCS omnoKy, 3HAHHUSAMH.
MOJWTUK  yTpaBieHus | 3). HEJIOCTaTOYHOCTh HETOYHOCTH,
JIOCTYTIOM; 3HAaHWH, TO psIy | 3aTPyAHEHHS NpHU
HNOIIK-1.1.3. Bnazneer IoKa3aTeJei, AHAJINTHYECKUX
HaBBIKAMHU CO3JaHuUs 00ydJarouics OTepaIysiXx.
dopManbHBIX Monenen UCTIBITBIBACT
YIpaBICHUS JOCTYIIOM 3HAYNTEIIbHBIC

3aTpyJHEHUS IIpHU

OIEPUPOBAHUU

3HaHUAMU TIpU HUX

IepeHoce Ha HOBbIE

CHUTYaLH.

[IIxansl OLIECHUBAaHUS PE3YyJIbTATOB IPOMEKYTOUYHOM aTTECTAL[MU U UX OIIMCAHUE:!

(Dopma npome;»cymouuoﬁ ammecmauuu.: IK3aMeH.

[TpomesxyTouHas aTTecTamys o0yJaromuxcs B GopMe sK3aMeHa IPOBOIUTCS 110 Pe3yIbTaTaM
BBITIOJTHEHHSI BCEX BUAOB Y4eOHOUH palOThI, MPEeIyCMOTPEHHBIX YYEOHBIM IUJIAHOM IO JaHHOU
JUCHUILIMHE (MOIYJI0), IPU 3TOM YUUTBIBAIOTCS PE3YJIbTaThl TEKYIIETO0 KOHTPOJIS yCIIEBAEMOCTH B
TedeHne cemectpa. OleHKa CTENeHH MOCTHKEHHUS OOYydYalolUMUCS TUIAHUPYEMBIX Pe3yJIbTaTOB
o0ydeHHs MO AMCUMIUIMHE (MOAYJII0) MPOBOAUTCSA MPENOJABATENIEM, BEIYIIUM 3aHATHUSA 110
TUCIUILIMHE (MOJYJI0) METOJIOM 3KCIEpTHOH otleHkH. [1o uToram mpomexyTOuHOM aTTecTaiuu 1o
JUCIUIUINHE (MOAYJIO) BBICTABIISIETCS OLIEHKA «OTIUYHO», «XOPOIL0», «yAOBIECTBOPUTEIHHO» WU
«HEYJIOBJIETBOPUTEIHLHOY.

IlIxajia oneHNBaHNA Onucanne

BeITIOTHEHBI BCe BUABI YYEOHOH padOTHI, NMPEIYCMOTPEHHBIC YYEOHBIM ILIAHOM.
CTyIeHT IeMOHCTPUPYET COOTBETCTBHE 3HAHUH, YMCHHIA, HABBIKOB ITPUBEICHHBIM B
rabiuiax ImokKasarenieil, omnepupyer NpPUOOPETEHHBIMU 3HAHUSIMU, YMCHHUSIMH,
HABBIKAMU, TIPUMEHSIET UX B CHUTYalUsIX MOBBINICHHOH crnoxHocTH. [Tpu 3TOM MOTYyT
OBITH JOMYIICHBI HE3HAYMTEIbHbIC OLIMOKH, HETOYHOCTH, 3aTPyAHCHUS NpH
AHAJMTHYECKHUX OIepalusiX, IEpeHOCe 3HAHUI U YMEHUIH Ha HOBbIE, HECTAaH/1apTHbIE
cuTyarum.

BeIIOTHEHBI BCe BUABI YYEOHOH padOTHI, NMPEIYCMOTPEHHBIC YYEOHBIM ILIAHOM.
CTyIeHT IEMOHCTPUPYET HEMOIHOE, MPAaBHIBLHOE COOTBETCTBHE 3HAHWM, YMCHUH,
HABBIKOB TPHBEJCHHBIM B TaOJWIaX IOKa3aTelleH, JIMOO eciid MpH 3TOM ObLIH
ImoITyTIIeHb! 2-3 HEeCYIIeCTBEHHbBIE OITHOKH.

OT1imm4HO

Xopomo

BeIIOTHEHBI BCe BUABI YYEOHOH padOTHI, NMPEIyCMOTPEHHBIC YYEOHBIM ILIAHOM.
CTyIeHT NEMOHCTPUPYET COOTBETCTBUE 3HAHUWI, B KOTOPOM OCBEIICHA OCHOBHA,
HanOoJiee BaXKHAs YacTh MaTepHalia, HO IPH 3TOM JOMYIIeHAa OJHAa 3HAYUTENbHAs
oIIOKa MM HETOYHOCTD.

YIIOBJ'ICTBOpI/ITeIIBHO

He BbINONIHEH 0/1MH WK O0Jiee BUIOB yueOHOI paboThL, ITPEayCMOTPEHHBIX yueOHbIM
ruiaHoM. CTyJIeHT JAEMOHCTPHUPYET HEINOJHOe COOTBETCTBHME 3HAHWM, yMEHHH,
HaBBIKOB TPHUBEACHHBIM B TaONMLAX ITOKa3aTeNiel, IOIyCKAaroTCsl 3HAYUTENIbHbBIC
OIIMOKH, IPOSIBISIETCS OTCYTCTBUE 3HAHWH, YMEHHUH, HABBIKOB I10 Psily OKa3aTeseH,
CTYZEHT HMCIIBITHIBACT 3HAYNTEIIbHBIE 3aTPYAHCHNUS IIPH ONIEPUPOBAHNY 3HAHUSAMU U
YMEHHSMH IIPU UX TIEPEHOCE HA HOBBIC CUTYAIHH.

HeynosneTBopurensHo

DoHABI OLIEHOYHBIX CpeacrTs
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OneHouHbIe cpeacTsa aJjs TeKyHICﬁ aTTeCTAalluH

KOMHBIOTepHOQ TECTHUPOBaHHE.

[To xaxmol Teme npennaraercs 10 BompocoB no kaxaon teme. OCBOCHHE TEMbI 3aBUCUT OT

pe3yabpTata HanucaHus Tecta: 9-10 6ayioB - TeMa CYMTAETCsl OCBOSHHOM Ha MPOJBUHYTOM YPOBHE;

6-8 0ay/IoB - TeMa CUMTAETCS OCBOCHHOW Ha 06a30BOM ypoBHE; 0-5 OaysioB — TeMa CUMTAETCs HE
OCBOECHHOM.

Al S

=00

12.
13.
14.
15.
16.

17.
18.

19.
20.

21.

22.
23.

24.
25.

OueHovHbIe cpeacTBa AJIsl MPOMEKYTOYHOH aTTeCTAIUN
JK3aMeH.
Cnucok BONPOCOB /115l IK3aMeHa MO IMCUUILINHE

[TonsTHE ONIEpanoOHHAas cHUCTEMa, KTacCH(DHUKAITHS ONIEPAIIMOHHBIX CHCTEM.

ApXUTEKTypa MHOT033Ja4YHOU CETEBOM ONEPALIMOHHON CUCTEMBI.

amuiéHnbie (alIoBbIe CUCTEMBI.

[ToHsiTHE OJIUTUKYU pa3TPaHUUYEHUS JOCTYIa B KOMIIBIOTEPHBIX CUCTEMAX.

OnHOypOBHEBas U MHOTOYPOBHEBAsi MOJICNIM PAa3rpPaHUUCHUS JOCTYIA, UX JTOCTOMHCTBA U
HEJIOCTATKHU.

Peanuzarust TeXHOIOTUM pa3TpaHUYCHUS JOCTyTA B OMIEPAIIMOHHBIX CUCTEMaX.
Unentuduxamnus, ayreHTudukanus. aktopsl ayTeHTUDUKALINH.

3arpy3unku onepanuoHHbIx cucteM. Ooecreuenue 3amutel o1 HC/I pu 3arpy3ke CUCTEMBL.
[TonsiTue cepTUPUIMPOBAHHBIX U JTUIIEH3UPOBAHHBIX OMEPAIIMOHHBIX CHCTEM.

. OnepamionHele cucteMbl cemeiictBa Microsoft Windows. OcoOeHHOCTH —peanu3anuu

MCXAaHHM3MOB 3aIlIUThI I/IH(I)OpMaI_II/II/I.

. Kpunirorpaduueckass 3ammra MOJIb30BATEIBCKUX JIAHHBIX CPEICTBAMH MU PYIOMEH

daiinoBoii cuctemsl EFS.

Texnonorus BitLocker u BitLocker To Go.

Texnonorust DirectAccess.

Texnonorus Network Access Control.

Co3zmanne 3aMKHYTOH TPOrpaMMHOM cpefibl ¢ momotbio pyuakmuu AppLocker.

Peanuzanusi BCTPOEHHBIX MEXaHM3MOB 3amUThl UHpopMmauuu Microsoft Windows Ha
aBTOHOMHOM pabo4yeM MecTe, B OJHOPAHTOBO CETH.

3ammra napopmanuu B Active Directory.

[Tonp3oBaTenu u uUx BUAbL. ['pymnmbl mosib30Batesiel. YUETHbIE 3alKMCH TOJb30BaTENEH U
paboTta ¢ HUMHU.

[Tpumenenue Group Policy onepannonusix cucreM Windows 1j1st 3a1iuThl HHGOPMAIIHH.
TexHonoruu 6€30MacHOr0 YJAIEHHOTO AOCTYIMA K KOPIIOPATHBHBIM pecypcam (TpuMeHeHUe
BCTPOCHHOTO (PyHKIIMOHAIA OTIEPAIMOHHBIX CUCTEM ).

OnepanuonHas cucremMa Astra Linux. OcoOeHHOCTH pealn3allid MEXaHW3MOB 3aIlIUTHI
nHpopManuu.

MexaHnu3m U301paTenbHOTO yIpaBieHus focTynoM Astra Linux.

Mexanusm PAM kak peanusanms (QyHKIUH HISHTUDHUKAIUKA W ayTeHTHU(PUKAINHA
nojb3oBarenel B Astra Linux. Cpenctsa noaaep Xk IByX(akTOPHOH ayTeHTU(UKAIIUH.
Homen Astra Linux Directory. TexHonoruu 3amutsl nHGOpMaIuu B foMeHe Astra Linux.
Manpgarnas cymHocTHO-posieBas J[1-Monens ynpaBiaeHus TOCTYIIOM B WH()OPMAIIMOHHBIMU
notokamu (MPOCII [I1-moxnens) Astra Linux Special Edition.
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26.

27.

28.

29.

30.

31.

32.

33

OcHoBHbI€ 1o10keHus pykoBoasaux J0kyMeHToB (P) ®CTIK Poccuu (I"ocTtexkomuccun)
10 3aIuTe HHPOPMAIIHH.

PA. AC. 3ammra or HCHA. Knaccudpukaums AC wu  TpeboBanuss mno 3U
(ot 30 mapta 1992 rona).

P/I. 3amuTa or HCJI. Yacts 1. [IporpammHoe obecrieueHre CpeCTB 3alIuThl HH()OPMAIIUU.
Knaccudukanus mo yposuto kouTposs HIAB (ot 4 utons 1999 rona).

PA. CBT. 3ammra or HCJ] x undopmauuu. ITokazarenu szammménnoctu ot HCJl k
nHdopmaruu (ot 30 mapta 1992 rona).

CpenctBa 3amuThl  HMH(pOpPMAlUKM, YyCTAaHABIMBAaEMble Ha OIEPALMOHHBIE CHUCTEMBI.
Knaccudukanus. Pemaempie 3aiaun.

Cuctemsl 3amuThl HHGOpMaAMU. MeTox ONpesieNeHusl cocTaBa M OLEHKH 3(QeKTuBHOCTH
CUCTEMBI 3alIUThl HHPOPMAIIIH.

VYrpo3sl 6e30nacHOCTH HHPOPMALTUH.

. Ysa3BumocTu OIICPAallMOHHBIX CUCTCM.

[Tpumep Ounera.

1. AnropuTmsl ¥ MEXaHU3MbI CUHXPOHU3ALINH.
2. Pasrpanunuenue gocryna B OC.
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