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1 I_Ie.lm, 3alaYi U IVIAHUPYEMBIEC PE3YJIbTaThbl oﬁyqemm o AMCOMIIJINHE

K ocHOBHBIM LiesIM OCBOCHMS AMCUUIUINHBI «[IporpaMmHoO-anmapaTHble cpeicTBa 3alUThI
nH(pOpMaIUM CleTyeT OTHECTH:

. O3HAaKOMJICHHE CTYJCHTOB C COBPEMEHHBIMH MPOTPaMMHO-aNIapaTHBIMU
CpeACTBaMH 3aIIUTHI HHPOPMALIUU B KOMITBIOTEPHBIX CUCTEMAX;

. OBJIAJICHHE METOJaMU peIleHHs 3afad I[pOTrpaMMHO-ANMapaTHOW  3aIIUThI
UHPOpPMAIINH.

K ocHOBHBIM 33/1a4aM OCBOEHUS TUCIHIUTHHEI «[IporpaMMHO-anmapaTHbie CpeCcTBa 3aIIUTHI
uH(pOpMaMK» CIeIyeT OTHECTH:

. o0y4YeHHe CTYJIEHTOB COBPEMEHHBIM METOJaM MpPOTPaMMHO-aINMapaTHON 3alUThI
uHbOopMaIuy;

. npuoOpereHre MmpodecCHOHANBHOW KOMIIETEHTHOCTH B MPOTPaMMHO-aINapaTHBIX
Cpe/CTBax 3alIUThl HH(pOpMAIINY;

. YMEHHE OpHEHTUPOBATHCS B TIPOMYKTaX U TEHACHIMAX Pa3BUTUS CPEICTB
IPOrpaMMHO-aNIapaTHOMN 3alIUThl HH()OPMAIIMOHHBIX TEXHOIOTHIA.

B pesynapraTe ocBoeHMs aucuuiiuHbl «lIporpamMMHoO-anmapaTHble CpeAcTBa 3allUThl
uHpopMaIuK» y oOydJaromuxcs (GOpMHUPYIOTCS CIEAYIONMEe KOMIIETESHIIMM W JIOJDKHBI OBITh
JOCTUTHYTHI CIEAYIOLIUE pe3yibTaThl OOyueHUs Kak d3Tanm (OPMUPOBAHHUS COOTBETCTBYIOIINX
KOMIIETCHITHH:

[1K - 7. CnnocoOeH npoBOIUTh SKCIIEPUMEHTATIbHBIE HCCIIEA0BAaHNUS 3aIUIIEHHOCTH 00bEKTOB
C NPUMEHEHUEM COOTBETCTBYIOIIMX (DU3MYECKMX M MATEeMaTHYECKUX METOJOB, TEXHHUUECKUX M
IPOTPAMMHBIX CPEICTB 00Pa0OTKU Pe3yIbTaTOB HKCIIEPUMEHTA ;

3HATh:

- BO3MOXXHbI€ JEHCTBUSI NPOTUBHUKA, HANpaBICHHbIE HA HapyLIEHUE MOJUTUKU
0e30MmacHOCTH UH(pOpMAIIHH;

- HauboJtee ys3BUMBIE IS aTaK MPOTUBHUKA 3JIEMEHTHI KOMITBIOTEPHBIX CUCTEM;

MEXaHU3MBbI PELICHNs TUIOBBIX 33/1a4 IPOrPaMMHO-AMNAPATHON 3alUThl HH(POPMAILIUH;

YMETh!

-aHAJIM3MPOBATh MEXaHU3MBl pealu3alii MPOrPaMMHO-AMNNAPATHBIX METOAOB 3alUThI
KOHKPETHBIX 00BEKTOB U MPOLIECCOB IS pellieHus: TPO(heCCHOHATBHBIX 3a/ay;

-IPUMEHATH IITaTHBIE CPEACTBA IPOrPAaMMHO-AINApPaTHON 3aIlUThl U CHIELMATU3UPOBAHHbIE
OPOAYKTHI JIsl PELLIEHUS TUTIOBBIX 33]1a4;

-KBUIM(UIUPOBAHHO  OLIEHWBaTh 00JacTh TNPUMEHEHUs KOHKPETHBIX MEXaHU3MOB
IPOrpaMMHO-aINapaTHON 3alUThl HHPOpMALUHY;

-HMCII0JIb30BaTh alllapaTHbIE U MPOrpaMMHbIE CPEACTBA 3alIUThl MH(OOPMALMH IIPH PEILIEHUH
IPAKTHYECKUX 3ajau.

- OpPraHM30BaTh €r0 BHEIPEHUE U MOCIEAYIOIIee COIPOBOKACHUE;

- BBITIOJIHATH PabOTHI 10 yCTaHOBKE, HACTPOIKE U 00CITY>KUBAHHIO TPOTPAMMHO-AIAPATHBIX
CPEZCTB 3aLIUThl HH(OPMALIUH;

BJIAJICTh!

- HaBBIKAMHM DJKCIUTyaTalid (B YacTH, Kacalollehcs pa3rpaHUyeHus JOCTyIa,
ayTeHTU(HKALUK U ayuTa) 0a3 JaHHBIX, JIOKAJbHBIX KOMITBIOTEPHBIX CETEH, MPOrPaMMHBIX CUCTEM
¢ yueToM TpeOoBaHuil 1o obecreueHno HHPOPMAITMOHHON O€30MTaCHOCTH.

[IK-15 CnocoGen opraHn3oBaTh BHITIOJIHEHHE pabOT MO BBOJY B SKCIUIyaTallMI0 CUCTEM U
cpencTB o0ecnieueHrs HHGOPMAIMOHHON 6€30MacHOCTH



YMETh:

- aJIMHHUCTPUPOBATH MOJICUCTEMbI HH(POPMAIIMOHHON 0€30MaCHOCTH 00bEKTa 3aIIUTHL;

BJIAJICTh:

- HaBBIKAMH aJIMUHUCTPUPOBaHMs (B 4YACTH, KacCaloIIEHCs pa3rpaHHYCHHs HOCTYyIIa,
ayTeHTU(UKAINK U ayauTa) 0a3 TaHHBIX, TOKAITBHBIX KOMIIBIOTEPHBIX CETEH, MPOTrPAMMHBIX CUCTEM
¢ yueTroM TpeOoBaHHUi 10 oOecredyeHn0 HHPOPMAIIMOHHON 0€30IaCHOCTH.

OO6yuenne no nucuuiuinae ««lIporpamMmmHo-anmapaTHbele CpeaCTBa 3alIUThl HHPOPMAIIID
HanpasJIeHO HAa (OPMHUPOBAHUE Y OOYUAIOIINXCS CIETYIONNX KOMITETEHIIUHI:

Kox 1 HamMeHOBaHHe KOMITIETEeHITH I

I/IH}:[I/IKaT()pr JOCTHKCHUA KOMIICTCHIIUHN

IIK -7 NIIK-7.1. 3Haer: METOBI
Crioco0GeH MPOBOIUTH IKCIIEPUMEHTAIbHBIE IKCIIEPUMEHTAIBLHBIX HCCIIeIOBaHUI
UccnenoBanust 3amuieHHOCTH OOBEKTOB C | 3aIIMIIEHHOCTH OOBEKTOB C NPUMEHEHHEM
MIPUMEHEHUEM COOTBETCTBYIOIIUX | COOTBETCTBYIOIINX (buznuecKkux u
(GUBUYECKUX M MaTeMaTHYeCKHMX METOJOB, | MaTeMaTHYECKUX METOJIOB, TEXHHYECKUX U
TEXHHYECKUX ¥ TPOTPAMMHBIX CPEICTB | MPOTPAMMHBIX CpeICTB 00paboTku
00paboTKH Pe3yJIbTaTOB IKCIIEPUMEHTA pe3yabTaTOB YKCIIEPUMEHTA.
HIIK-7.2. VMmeer: MPOBOJIUTH
AKCTICPUMEHTAJIbHBIE HCCIIEOBAHUS
3aIUIICHHOCTH 00BEKTOB C TPUMEHEHUEM
COOTBETCTBYIOIIUX (bu3mIecKux u
MaTEMAaTHUYECKUX METOAOB, TEXHMYECKHX U
MIPOrPaMMHBIX CpeICTB 00paboTku

Pe3yJIbTaTOB HKCIIEPUMEHTA.
HIIK-7.3. Bnageer: HaBbIKAMU MPOBEICHUS

9KCIEPUMEHTATBHBIX UCCIIeI0BAaHHH
3alIUIIEHHOCTH OOBEKTOB C IPUMEHEHHUEM
COOTBETCTBYIOIIHNX ¢busnuecKkux u
MaTeMaTHYECKUX METOJI0B, TEXHHYECKHX U
IIPOrpaMMHBIX CPEICTB 00paboTku
pe3yJIbTaTOB IKCIIEPUMEHTA.

IIK-15 HIIK-15.1. 3maer MeTOoAbl BBOJA B

CrniocoOeH OpraHu30BaTh BBIIIOJHEHUE PA0OT | SKCIUIyaTallMl0  CUCTEM M CpEeACTBa

10 BBOJIy B 9KCIUTyaTallMIO CUCTEM M CPEJICTB | obecreueHust MHPOPMAIIMOHHOM

obecnieueHust THHOPMAITMOHHON 0e30MacHOCTH

6e3omacHoOCTH NIIK-15.2. Ywmeer: OpraHu30BaTh

BBITNOJIHEHHE paboT 10 BBOY B OKCILTyaTalIHIO
CUCTEM u CPEeICTB obecrnievueHus
nH(OpPMAITMOHHOM 0€30MMacHOCTH

UIIK-15.3. Bnageer mMeTonamMu opraHu3aluu

BBIIOJIHEHWsI ~ pabdoOT 1O  BBOAY B
IKCILTyaTaIrio CUCTEM u CpencTB
obecrieueHus MH(pOPMAITMOHHOM
0€30MacCHOCTH

2 MecTo AMCUMILTMHBI B CTPYKTYpe 00pa3oBaTe/IbHOM NPOrpaMMbl




JuctumuinHa «lIporpaMMHo-anmapaTHble CpeJCTBa 3allUThl MHPOPMALUU» OTHOCUTCS K
YUCTYy JJIEKTUBHBIX y4deOHbIX aucruiuind (b1.2.9J1), anektuBnbie mucuumiuabl (b1.2.9]1.1),
OCHOBHOI 00pa30BaTeIbHOMN MPOrpPaMMBI.

W3ydyeHne AMCUMILIMHBI ONMUpaeTCcs Ha 3HAHMS, YMEHHUS U HaBBIKU, NMPUOOPETEHHBIE B
IPEIIIECTBYIOIUX AUCHUIUIMHAX: «OCHOBBI HH(OpMaMOHHONW Oe3onmacHocT», «OcHOBBI KTy,
«Kpunrorpadudeckie METOABI 3aIIUTH HHPOPMAITHI.

3 CTpykTypa u coiep:KaHue TUCUUIINHBI

OO0miass TPyJOEMKOCTh JUCIHIUIMHBI COCTaBisieT 4 3a4eTHBIX €IWHUIBL, T.e. 144
aKaJeMUYeCKNX 9acoB (JeKuu — 18 dacoB, 1abopaTopHbIe 3aHATHS — 54 49ac, CaMOCTOSTEIbHAs
paboTa - 72 yacoB, popma KOHTPOIISL — SK3aMeH) BO 2 CEMECTpe.

Crpyktypa u coaepkanue aucuuruinHbl «lIporpaMMHoO-anmapaTHbIe CpEICTBA 3allUTHI
uHbOpMaIMK» IO CPOKAM U BUJAM paOOThI OTPAKEHBI B MPUIIOKEHUU.

3.1 Buabl yueOHOI padoThI M TPYA0EMKOCTh
(o gpopmam oOyyeHus)

3.1.1 Ounas ¢popma o0ydeHus

Ne Cemectpsbl
n/m Buj yue6Hoii paGoTsl KOJ:;ZESBO Cemectp Henens
CCMCCTpa
1 | AyauTopHble 3aHSATHSA 72 2 1-19
B ToM uncie:
1.1 | Jlekmuu 18 2 -
1.2 | CeMuHapcKue/mpakTHUECKUE 3aHITUS - - -
1.3 | JlabopaTopHble 3aHITH 54 2 3-19
2 | CamocTtosiTeibHasA padoTa 72
B Tom uuncrne:
2.1 | CPC 72 2 1-19
3 | [IpoMe:xxyTOYHAsI ATTECTAIUSA - 2 6-19
3auvet/nud.3aueT/7K3amMeH IK3aMeEH 2 ITo
pacluCaHuio
Hroro 144

3.2 Temaru4yeckuil NVIAH U3yYeHHUS JUCUUNINHBI
(mo popmam oOyueHUs)




3.2.1 Ouynas ¢opma o0ydeHus

Pa3zgeanl/TeMbl
JUCHHUILTHHDI

TpynoeMKoCTh, yac

Bcero

AyauTopHasi padora

Jlek
I1n

CemuHap
ckue/
MpaKkTHIe
CKHe
3aHATHUS

Jlabop
aTopH
bIC
3aHATU
A

[Ipaxr
n4ecka
1
MIOATOT
OBKa

Camoc
TOSITE
JbHas
pa6oTt

Jlekum 1 camocTosiTeIbHas paboTa

Pa3zpaboTka noautuku
UH(POPMALIMOHHOM O€30MaCHOCTH.
MeTo10510THs TOIUTUKA
0€30MaCHOCTH KOMITBFOTEPHBIX
cucteM. OCHOBHBIE TTOJIOKEHUS
MOJIMTUKU MH(POPMALIMOHHON
6e3onacHOCTH. JKM3HEHHBIN ITUKIT
HOJUTHUKU Oe30macHOCTH. [IpuHIHIbI
MOJIMTUKU OE30MaCHOCTH.

1.2

Pa3zpaboTtka nmonutuku
nH(pOpMaIMOHHOM 06€30MacHOCTH
KOMIBIOTEPHON CUCTEMBI.

1.3

Pa3zpaboTtka moaenu yrpo3
KOMIBKOTEPHON CUCTEMBIL.

1.4

OO0bexTsl yrpo3. Kinaccudukanus

yIpo3 1o crnoco0y WX OCYIIECTBICHUS.

Knaccudukanus o0bEKTOB yrpo3.
OyHKIMOHATbHASI MOJENb CUCTEMBI
3amuThl. COCTaB M Ha3HAYEHUE
(GyHKIIMOHATIBHBIX 0710KOB. OCHOBHBIE
TPYIIIBI MEXAaHU3MOB 3aIlIUTHI.
DyHKIMOHAJIBHASI MOJEIb.
PexoMeHgaIum mno oTaenbHbIM
YpOBHSM (HYHKIIMOHAIEHOW MOJIEIH.

1.5

JluckpennnoHHbIE ¥ MaH/IaTHBIC
MOJEIIH.

1.6

Cucrema 3aiuThl THPOPMALUHU OT
HECAHKIIMOHUPOBAHHOTO JOCTYIIA
«CTPAX NT». YcraHoBKka u cHATHE

C3MU. 3amkHyTas nporpaMMHas cpefa.

1.7

Cucrema 3auThl HH(GOPMAIUU OT
HECAHKIIMOHMPOBAHHOTO JOCTYIa
«CTPAX NT». Ynpasnenue
MI0JIb30BATEISIMU. YYEeT HOCUTENEHN U
KOHTPOJIb YCTPOMCTB.

1.8

[IonATHE nOCTYIIa 1 MOHUTOPA
oe3omacHocTH. O0eceueHne
rapaHTUH BBIOJHEHUS MOJTUTHKA
0e301acHOCTH. MeToI0I0T s
HpOGKTI/IpOBaHI/Iﬂ FapaHTI/IpOBaHHO




samuieHHbix KC. Meron renepanun
U30JIMPOBAaHHOM MPOrpaMMHOMN Cpebl.

1.9

Juckpennonubie Mojieau. Mopenb
AJIEIIT-50. I1aTumepHoe
MIPOCTPAHCTBO OE30MACHOCTH
Xaprcrona. MannatHast MOJIeb.
Mogens benna-Jlananyna. Ilepsoe
npaswio Mmojenu bemna-Jlanmanyna.
Bropoe npasuiio moaenu benna-
Jlamanyna. Onucanue Moaenu.

1.10

WNnentuduxanus 1 ayTeHTHPUKALUS.
OCHOBHbIE TTOHATHUS U
knaccupukanus. [Ipocras
ayTeHTH(UKanus. AyTeHTU(UKAUSA
Ha OCHOBE MHOT'OPA30BBIX MapOJIeH.
AyTeHTH(pHKaLMs HA OCHOBE
OJIHOPa30BBIX MMAPOJIEH.
AyTeHTH(HKAIHI HA OCHOBE
ceptudukaToB. buomerpuueckas
UICHTUQUKAIMA U ayTeHTU(UKALTUSL
I0JI30BATENECH.

Crporas ayTeHTHDUKALUS.
[TpoTokosibl ayTeHTUPHUKAIUH C
CHUMMETPUYHBIMH QJITOPUTMAMH
mmdposanus. [IpoTokosl,
OCHOBaHHbIE Ha UCIOJIb30BaHUU
OJIHOHAIPABJIEHHBIX KIIFOYEBBIX XOIII-
byHKIMA. AyTeHTH(DHUKAINS ¢
HCIIOJIb30BaHUEM aCUMMETPUYHBIX
aIrOPUTMOB IU(POBAHHUS.
AyTeHTH(HKaINs, OCHOBaHHAS HA
UCIIOJIb30BaHUH LHU(POBOI MOAMUCH.
[IpoTokoinbl ayTeHTHPUKAIUH C
HYJIEBOM Tepenayeii 3HaYCHUM.
VYrpouieHHas cxema ayTeHTHPUKAUU
C HyJIEBOM Iepelayeii 3HaHUM.
[TapamnenbHas cxema
ayTeHTH(UKALMU C HYJIEBOH
nepeaavyer 3HaHUM.

1.12

[TpoToKOJI NACHTUDUKAIIMH U
ayreHTudukarmu B OC Windows

1.13

[TpoTokos uaeHTUPUKALMY U
ayrentudukanuu B OC Windows .
[Iportokon ayrentudukanuu Kerberos.
CoxpaHHOCTb TIApPOJIEH yUETHBIX
3amuceir. Windows. 3amuTa maposnei.
Kpaxxa SAM-paitna. 3axBaT
npusuieruii. Copoc napossi. B3nom
BTOPUYHBIX Maposieit. Cucrema
pasrpanuyenus gocryna OC LINUX.
Bo3MoxHOCTH CTaHAAPTHOI CUCTEMBI
pasrpannyenus goctyna OC Linux.
Henocratku cTaHgapTHON CHUCTEMBI




pasrpannyenus goctyna OC Linux.
Bo3MoskHOCTH Hanbosee N3BECTHBIX
CPEICTB COBEPIICHCTBOBAHMS
pasrpaandeHus goctyna OC Linux.

[Tporokon ayrentudukanmu Kerberos.

N

Cucrema pasrpannuenus gocryna OC
LINUX.

(o2¢]

1.16

3amuTa QaitiioBoi CUCTEMBI
Windows. Pa3pemienus nis ¢aiiinos u
nanok. [udpyromas daitnosas
cucreMa (EFS) Encrypting File
System. TexHonorus mugppoBaHus.
Boccranosnenue nanssix. [Ipomecc
mmdposanus. [Ipouecc
nemmdpupoBanus. [Iporecc
BOCCTaHOBJICHHS. B3anmoeiictBue
daiinoBoii cuctemsl 3amuThl NTFS n
3alUTHI pecypca o0IIero J0cTymna
(Sharing). TunoBble 3agaun
AIMUHUCTPUPOBAHUSI.
AJIMUHUCTPUPOBAHUE JUCKOB B
Windows. CxoacTBa u pa3nuuus
Mexay Disk Management u Disk
Administrator.

1.17

HIudpyromas ¢aiinosas cuctema
(EFS) Encrypting File System.

1.18

3amuTa daitnooii cucremsr OS
Linux. ®aitnosas cucrema OS Linux .
OCHOBHBIE KOHIIETIINU (DaitToBOM
cuctembl. Bupryanshas daitnoBas
Cuctema (VFS). daitnoBeie cucTeMbl
EXT?2 (The Second Extended File
System).

JlabopaTopHbie padoThl

YcTaHOBKa MPOrpaMMHOTO KOMITIEKCa
ViPNet Administrator 4.x.Co3manue
CTPYKTYPHI 3aIIUICHHONW CETH

2.2

Hactpolika pe3epBHOTO KOMMPOBAHUS
JIAHHBIX U BOCCTAHOBJICHUE JaHHBIX B
ITO ViPNet Administrator.
PasBepTeiBanue pabouero mecta
MOMOIITHHKA TJIAaBHOTO
aJMHHHCTPATOpA.

23

Moaudukanus 3auuIeHHON CeTH.
Kommpomeranusi.

2.4

Hactpoiika nonutuk 6€30macHOCTH B
ViPNet PolicyManager. Y cranoBka
ViPNet Coordinator B kauecTBe
MEKCETEBOI0 IIII03a

2.5

[lepBoHavanbHasg HACTPOMKa
MEKCETEBOI'0 B3aMOJICHCTBUSI.




10

Monudukarysi MeKCETEeBOTO
B3aUMOJEHCTBYS.

2.6 | HacTpoiika 1OKaJbHBIX U TPAH3UTHBIX 4 4
(buIBTPOB OTKPHITOM ceTu. HacTpoiika
(GUIBTPOB 3AIIUIIICHHON CETH.

2.7 | Hacrtpoiika TpaHCIALNH aIpeCcOB 4 4
(NAT). TynnenupoBanue B ViPNet
Coordinator.

2.8 | ViPNetClient 4 — VPN u 4 4

MepCOHAJIbHBINA CETEBOM HKpaH.
Kpunronposaiinep ViPNetCSP.

2.9 | PaboTa ¢ mpWIOKEHUSIMH 4 4

2.10 | YcraHoBKa M MHULMATIA3ALIHAS ) 4
komruiekca «Cobonby. Hacrpoiika
00IIMX ITapaMeTPOB.

2.11 | Hacrpolika n sKcIuryaTanus 2 2
KoMmIuiekca «Cobomby.

2.12 | YcTa”HoBKa ¥ MHULIMATU3AINA 2 2

komIuiekca «Secret Net 5.0-Cy.
HacTtpotika 00mux mapamMeTpoB.

2.13 | YopaBieHue pexxumaMu BXoja B 2 2
cucTtemy. YIpaBJeHUE
NEepCOHATIBHBIMU UACHTU(UKATOPAMHU

I10JIb30BaTENEH.
2.14 | YnpaBnenue ycTpoiicTBamu B Secret 2 2
Net 5.0.
2.15 | IlomHOMOYHOE pa3rpaHUYCHHE 2 2
noctyna B Secret Net 5.0.
2.16 | KoHTpOjb IETOCTHOCTH U 3aMKHYTast 2 2
nporpammHas cpeaa B Secret Net 5.0
2.17 | Hludposanue daiinos B Secret Net 2 2
5.0.
3 Jleknun - - - - - -

Hroro | 144 18 - 54 - 72

3.3 ConeprxkaHue QM CIHUTINHbBI

Temal. IlonsiTue MOJUTHKHM 0€30MACHOCTH MPHU NPOrPAMMHO-ANNAPATHON 3aluTe
uHpopMmanuu.

Pazpabotka monuTHKM WHOOPMAIMOHHOW OE€30MacCHOCTH. METO0JIOTHS  TIOJUTUKH
0€30MaCHOCTH KOMIBIOTEPHBIX CcUCTeM. OCHOBHBIE TOJIOKEHHS TOJUTHKH HH(OPMAIIMOHHON
6e3omacHOCTH. JKU3HEHHBIN LUK TOJUTUKU 6e30macHOCTH. [IpHHIMITBI TOTUTHKY 0€3011aCHOCTH.

Tema 2. ApxuTeKTypa CHCTEMbI IPOrPAMMHO-ANNAPATHOM 321U THI.

O06bexTh yrpo3. Knaccudukamus yrpo3 mo cnocoly ux ocymiectBieHus. Kinaccudukanus
00BekTOB yrpo3. DyHKIMOHANBHAS MOJAENh CUCTeMbl 3amuThl. CocTaB M Ha3HAuYCHUE
(YHKIIMOHATBHBIX 0JI0OKOB. OCHOBHBIE T'PYIIBI MEXaHU3MOB 3aIIUThl. DYHKIIMOHATBHAS MOJIEIb.
PexomeHaimu no oTaeNbHBIM YPOBHSAM (DYHKIIMOHATIBHON MOAEIH.
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Tema 3. Moaenb KOMIIBIOTEPHOI CHCTEMBI.

[Tonsatue noctyma u monHutOopa Oe3omacHocTH. OOecrieueHHe TapaHTH BBITOJHEHUS
MOJUTUKK Oe30MacHOCTU. MEeTOAOJIOTHsl MPOESKTHUPOBAHUS TrapaHTUpoBaHHO 3ammiieHHbIx KC.
Merto reHepau U30JIMPOBAHHON MPOTrPaMMHON CPEJIbI.

Tema 4. Moaeau THUNOBBIX MOJUTUHK 0€30MACHOCTH KOMIBIOTEPHBIX CPEICTB 3alIUTHI
uHpopMauu.

Huckpennonnsie moaenn. Moaens AJIEIIT-50. [TarumepHoe mpocTpaHCTBO 0€30MaCHOCTH
Xaprcrona. ManpatHas moznens. Mognens bemna-Jlamagyna. IlepBoe mpaBwio moxpenu bemna-
Jlanagyna. Bropoe npaBuino moaenu bemna-Jlanagyna. Onucanue Moaenu.

Tema 5. IlporpaMMHoO-annapaTHbie CpPeICTBA WACHTH(MKANUM ¥ AyTEHTH(PUKALUH
MoJib30BaTeJiei.

WNnentndpukanust u ayreHtudukanus. OcHOBHBbIE MOHATHS W Kiaccupukanums. Ilpocras
ayTeHTU(UKaug. AyTeHTHU(HUKAIMS HAa OCHOBE MHOTOPA30BBIX Mapojeil. AyTeHTH(HUKalus Ha
OCHOBE OJHOPA30BBIX TMapojiei. AyTeHTH(UKanus Ha OCHOBE cepThu(ukaToB. buomerpuueckas
uaeHTuUKaIys 1 ayTeHTu(GUKaIys moab3oBaTenei.

Crporas ayrentudukanus. [IpoTokoIsl ayTeHTHPHUKAIMYA ¢ CAMMETPUYHBIME aJITOPUTMAMHU
mmdpoBanus. [IpoToKosBI, OCHOBaHHBIE HAa MCIOJIB30BAaHUU OJIHOHAMPABICHHBIX KIFOUEBBIX XOIII-
GyHKIMHA. AyTeHTH(HUKAIMS C HCHOJIH30BAHUEM ACHMMETPHYHBIX AJITOPUTMOB IIH(PPOBAHUS.
AyTeHTu(ukanus, OCHOBaHHAasT Ha HCIOJb30BaHMU LUdpoBol moxamucu. I[IpoTokoss
ayTeHTH(UKALIMU C HYJIeBOH Nepeaayueii 3HaueHui. Y IpomieHHas cxema ayTeHTU(UKAIUH C HyJIeBOH
nepempaueld 3HaHui. [lapamnenpHas cxema ayTeHTH(PUKAMM C HYJICBOW mepenadeil 3HAHMA.
HNudpacTpyKTypa OTKPBITHIX KIIOUEH.

Tema 6. Mexanusm uaentuduxanmu u ayrentupukanuu B OC. Pasrpanuyenue
AocTyna.

[Ipotokon wunentudukanuu wu ayreHtudukammu B OC  Windows . IIporokon
ayreHTu(ukanuu Kerberos. CoxpaHHOCTb maposeld yueTHbIX 3anuceir. Windows. 3amuTa maposiei.
Kpaxxa SAM-¢aiina. 3axBat npuswieruid. Copoc mapois. Bznom BropuuHbIX maposei. Cucrema
pasrpannyenuss gocryna OC LINUX. Bo3moxHOCTH CTaHIApTHOM CHCTEMBI pa3rpaHUYEeHUS
noctynma OC Linux. Hepocratku ctanmapTHON cucteMbl pasrpanudeHust gocryna OC Linux.
Bo3moxxHocTH HamboJiee M3BECTHBIX CPEJICTB COBEPIICHCTBOBAHUS pasrpanuyeHus gocryna OC
Linux.

Tema 7. 3ammura ¢aiioBoii cucrembl B OC.

3ammura ¢aitnoBoit cucremsl Windows. Paspemenust ansa ¢aiinoB u namok. [udpyromas
¢aiinosas cucrema (EFS) Encrypting File System. Texnomoruss mudpoBanus. BoccrtaHoBneHue
nanHbix. [Ipomecc mmdposanusa. Ilpomnecc pemmdpupoBanus. IIpomecc BoccTaHOBICHHS.
B3aumoneticteue aiinopoii cucreMsl 3amuThl NTFS u 3amuTsr pecypca obiero nocryma (Sharing).
TunoBble 3amaunl aJMUHUCTPUPOBaHUSA. AIMUHUCTpUpoBaHue auckoB B Windows. CxoacTtBa u
paszmmaus mexay Disk Management u Disk Administrator. 3ammra ¢aitioBoit cuctemsl OS Linux.
®aiinopas cuctrema OS Linux. OcHoBHBIE KOHIIENIINK (aiiIoBoi cucteMbl. BupryansHas daitnoBas
Cucrema (VES). ®aitnossie cuctembr EXT2 (The Second Extended File System).
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3.4 TemaTuka cCeMUHAPCKUX/MIPAKTHYECKUX U J1a00PATOPHBIX 3aHATHH

3.4.1. JlabopaTopHbIe 3aHATHUSA

JlabopaTopHnasi pa6ora 1. YcraHoBka mporpamMMmHoro komiuiekca ViPNet Administrator
4.x.Co3gaHue CTPYKTYphI 3aIIUILIEHHON CETH.

JlaGoparopnas padora 2. HacTpoiika pe3epBHOTO KONMMPOBaHUS JaHHBIX U BOCCTAHOBJICHUE
nanaelx B [1O ViPNet Administrator. Pa3BepTriBaHune pabodero mecra IMOMOIIHUKA TJIABHOTO
aJIMHUHHCTpATOpA.

JlabopaTopnasi pa6ora 3. Moaudukanus 3amuiieHnoi cetu. Kommnpomerarmwsi.

JlabopaTopHnasi padora 4. Hactpoiika monutuk Oe3onmacHoctd B ViPNet PolicyManager.
YcranoBka ViPNet Coordinator B kKauecTBe MEKCETEBOTO IITI03a

JlaGoparopHasi padora 5. [lepBoHauasibHasi HACTPOWKA MEXCETEBOIO B3aUMOJICHCTBUS.
Monudukarysi MeKCETEBOTO B3aUMOICHCTBUSI.

JlabopaTopHasi padota 6. Hactpoiika J10oKanbHBIX M TPAH3UTHBIX (PHIIBTPOB OTKPHITOM CETH.
Hacrpoiika GpuabTpoB 3alIUIIEHHON CETH.

JlabopaTopnasi pa6ora 7. Hacrpoiika tpancmsiiuu aapecoB (NAT). TynnenupoBanue B
ViPNet Coordinator.

JladopaTopunasi padora 8. ViPNetClient 4 — VPN u mepcoHanbHBI CETEBOW SKpaH.
Kpunronpogaiinep ViPNetCSP.

JlabopaTopHasi padora 9. PaboTa ¢ npunoxxeHusIMU

JlabopaTopnasi pabGora 10. VYcraHoBka u wuHMOManu3anus Komruiekca «CoOoiby.
Hactpoiika o0mumx mapameTpoB.

JlabopaTopnas padora 11. Hactpoiika u sxcruryaranust komruiekca «Co0omby.

JlaGopaTropHasi padora 12. YcraHoBka u nHuIManu3anus komiiekca «Secret Net 5.0-Cy.
Hactpoiika o6mux napameTpos.

JlaGoparopnasi paGora 13. VYmpapieHue pexuMaMH BXOJa B CHCTEMY. YTpaBJEHUE
MEPCOHATBHBIMU HICHTU(UKATOPAMH TTOJIE30BATEIICH.

JlaGoparopnas padora 14. Ynpasnenue ycrpoiictBamu B Secret Net 5.0.

JlabopaTopnas padora 15. [lonHomouHOe pa3rpanndenue nocryna B Secret Net 5.0.

JlaGoparopHasi pa6ora 16. KoHTpOab 1IETOCTHOCTH M 3aMKHYyTasi IporpaMMHas cpefia B
Secret Net 5.0

JladopaTopnasi padora 17. lludpposanue daitnos B Secret Net 5.0.

3.5 TemarTuka KypcOBbIX IPOEKTOB (KYPCOBBIX padoT)

KprOBOG IMPOCKTUPOBAHUC I10 ,HaHHOﬁ JUCHUITIINHE y‘l€6HBIM IIJIaHOM HE 3allJIaHUPOBAHO.

4 YueOHO-MeTOAM4YECKOEe U MHPOPMALIMOHHOE o0ecriedeHue

4.1 HopmatusHbie 10KyMeHTbI 1 'OCTbI

[Iporpamma coctaBieHa B  cooTBeTcTBUM ¢  DenepalbHBIM  TOCYAapCTBEHHBIM
00pa3oBaTeNbHBIM CTAHIAPTOM BBICIIETO 00Pa30BaHMs IO HAMPABJICHHUIO MOATOTOBKHA MarUCTPAHTOB
10.04.01 «MudpopmannonHas 6e30MaCHOCTD)
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4.2 OcHoBHasi UTepaTypa

1) Mapmaxos, JI. B. [IporpaMmMmHo-amnapaTHbie CpeCTBa 3aIUTH HH)OPMAITUH :
yaeOHoe ocobue / [1.B. Mapmrakos, [I.B. ®arxu ; JloHCKOM TOCY1apCTBEHHBINH TEXHUICCKUI
yHuBepcuteT. Pocros-Ha-Jlony: AI'TY, 2021. - 228 c. - ISBN 978-5-7890-1878-1 — TekcT :
ANEeKTPOHHBIH // JIaHb : 5IeKTpoHHO-OuOMoTeuHas cuctema. — URL:
https://reader.lanbook.com/book/237770 (nata o6pamenus: 01.09.2023). — Pexxum noctyna: mms
aBTOPU3. TIOJIb30BATEIICH.

2) bynerués, I'. T'. I[IporpammHo-anmapaTHbIe CpeICTBA 3aIIUTHl HH()OPMAITUH :
yaeOHo-MeTonudeckoe mocodue / I'. I'. Bynerués. — Mocksa : PTY MUPDA, 2022 — Yacte 1 —
2022. — ISBN 978-5-7339-1652-1. — TekcT : a5ekTpoHHbI# // JIaHb : 371eKTpOHHO-OUOIMOTeUHAs
cuctema. — URL: https://e.lanbook.com/book/310781 (mata ob6pamenus: 01.09.2023). — Pexum
JOCTyNa: JIJIsl aBTOPH3. MOJIb30BaTeNeH.

3) Bynbrués, I'. I'. [IporpammHo-anmapaTHbIe CpEICTBA 3aIIUTHl HHPOPMAIUH :
yueOHo-MeToanueckoe rmocodue / I'. I'. bynbraés. — Mocksa : PTY MUPDA, 2022 — Yactp 2 —
2022. — ISBN 978-5-7339-1653-8. — Tekcr : a5ieKTpoHHbIH // JIaHb : 37IeKTpOHHO-0MOIMOTeUHAS
cuctema. — URL: https://e.lanbook.com/book/310784 (mata obpamenus: 01.09.2023). — Pexum
JocTyna: JUisl aBTOPU3. MOJIb30BaTENEH.

4.3 lonoTHNTEIbHAS JIUTEPATyPa

1) I'opnos, A.Il. ABTOMaTu3upoBaHHas CUCTEMA OIIEHKH () PEKTUBHOCTH
pOrpaMMHO-aNMNapaTHBIX cpeAcTB 3auuThl nHpopmarmu / A.I1. T'opnos, M.IO. PeiTos, JI.A.
JIvicoB // ABTOMaTH3aIIUsI ¥ MOJIETTMPOBAHKE B MPOSKTUPOBAHUU U ynpaBieHuH . — 2019. — Ne 2.
— C. 25-32. — ISSN 2658-6436. — TekcT : aneKkTpoHHbIH // JIaHb : 3eKTPOHHO-ONOIHOTEeUHAS
cuctema. — URL: https://e.lanbook.com/journal/issue/311268 (mara obpamienus: 01.09.2023). —
Pexxum noctyna: i aBTOpuU3. MOJIb30BATENEH. .

2) Kmypog, /1. b. [IporpammHo-anmapaTHbie CpeICTBa 3alTUThI HHPOPMAIIUH :
yuebnoe nocodue / JI. b. Kmypos, C. B. KykoB. — Camapa : Camapckuii yausepcuret, 2022, —
ISBN 978-5-7883-1799-1. — Tekcr : 31eKTpoHHBIN // JIaHb : 2JIEKTPOHHO-OMOINOTEYHAS CHCTEMA.
— URL: https://e.lanbook.com/book/336515 (mara obpamenus: 01.09.2023). — Pexum mocryma:
JUISL aBTOPU3. MOJIb30BATENEH.

3) Bytun, A. A. IIporpaMmmMHoO-anmapaTHblie CpeJCTBa 3alUIUThl HH(POpMAIHH : ydeOHOoe
nocobue / A. A. byrun, H. . I'myxos, C. 1. HockoB. — 2-e u3 ., nepepad. u gomn. — MpKyTck :
NpI'VIIC, 2022. — 92 c. — Tekcr : 31eKTpoHHBIH // JIaHb : 371€KTPOHHO-OMOIHOTEYHAs CUCTEMA.
— URL: https://e.lanbook.com/book/342113 (mara obpamenus: 01.09.2023). — Pexxum noctyma:
JUIsl aBTOPH3. TIOJIb30BATEIICH.

4.4 Js1eKTpOHHBbIe 00pa3oBaTe/bHbIE pecypchl

1. DOP B pa3paboTke
2. https://www.securitycode.ru/products/secret-net-studio/
3. https://infotecs.ru/products/filter/type-is-33/apply/

4.5 JInueH3n0HHOE U CBOOOJAHO pacnpocTpaHsieMoe NPOrpaMMHoe
odecneyeHue

1. T10 «ViPNet Administrator 4»
2. OnexTpoHHbIH 3aMok "Coboinb".


https://www.securitycode.ru/products/secret-net-studio/
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Cucrema 3ammtsl "Secret Net Studio".

ITAK 3amumniennoro xpanenust unpopmanun «Cekpet Ocoboro HazHaueHus»
Kommnekc cpencts 3amutel uHpopmanuu ot HCI «Axkopa—AM/I3»

ITAK 3amuTsl H”HPOPMALUU OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA
«AKKOP/I-Win64» (Bepcus 5.0).

SNk Ww

4.6 CoBpemeHHbIe NPO(ecCHOHANBbHBbIE 0a3bI JaHHBIX M1 HH(POPMAIIHOHHBIE
CIIPaBOYHbIE CHCTEMbI

JlokanbHbI  HayyHO-00pa30BaTEeNbHBIA KOMIUIEKC 1o juciumimHe "IIporpammHo-
amnmapaTHas 3amurta naHpopmanuun'.

5 MaTepuajabHO-TEXHHYECKOE oDecredeHne

Jlis mpoBeleHUsT BCEX BHJIOB 3aHATUH HEOOXOIUMO TPE3CHTAMOHHOE O000pyIOBaHUE
(MyJIbTUMETUMHBINA TTPOCKTOP, IKpaH) — | KOMIUIEKT.

Jns  mpoBeneHus: 1a0OpaTOPHBIX 3aHATHI HEOOXOIMMO HATUYKE KOMIBIOTEPHBIX KJIACCOB
000pyIOBaHHBIX COBPEMEHHOM BBIYMCIUTENBHON TEXHUKOM M3 pacueTa OAHO padouee MECTO Ha
OJIHOTO 00y4aeMoro.

6 MeToanyecKue peKoOMeHAAuu

6.1 MeTonuueckne peKOMeHIAINH JJIsI MPENoaaBaTesi M0 OPraHn3anun
0o0yueHust

1. Ilpu moAroToBKE K 3aHATHUSAM CIEAyeT MpeIBapUTENIbHO MpopaboTaTh MaTepuai 3aHATHUS,
MPEeIyCMOTPEB €ro Mojladyy TOYHO B OTBEACHHOE ISl 3TOTO Bpems 3aHATus. ClielyeT MoAroTOBUTh
HEoOXOMMble MaTepuajbl — TEOPETUUYECKUE CBEACHUA, 3a1auu U Ap. llpu mpoBeneHUM 3aHATHS
ClIelyeT KOHTPOJIMPOBATh MOJady Marepualia U pelieHHe 3aJaHuii C y4eTOM y4eOHOro BPEMEHH,
OTBEJICHHOI'O IS 3aHATHUSA.

2. Tlpu mpoBepke pabOT W OTYETOB CIEAYET YYHUTHIBATH HE TOJBKO TMPABUIHHOCTH
BBIMIOJIHEHUSI 3aJaHuil, HO M ONTUMAJbHOCTh BBHIOPAHHBIX METOJIOB pEIEHHUs, MPaBUIBHOCTh
BBITIOJIHEHHSI BCEX €r0 LIAroB.

6.2 Meronnueckue yKazaHus AJis1 00y4al0UIUXCsl 10 OCBOCHUIO IV CHUNINHBI

N3ydyeHne qUCIUIUINHBI OCYILIECTBIISIETCA B CTPOIOM COOTBETCTBUU C LIEJIEBOM YCTaHOBKOW B
TECHOW B3aUMOCBSI3U y4eOHBIM IIaHOM. OCHOBOW TEOPETHYECKOW M MPAKTHUYECKOH MOJATOTOBKU
CTYACHTOB ABIISIOTCS JIEKIIUH U JJaOOpaTOpHbIE PaOOTHI.

B mnpomecce camocTosiTenbHOM padOThl CTYIAEHTHl 3aKPEIUISIOT U YIIyOJsioT 3HaHMS,
IIOJlyYE€HHBIE BO BpPEMs ayJUTOPHBIX 3aHATHI, FOTOBATCSA K SK3aMEHY, a TAKKE CaMOCTOSATEIBHO
U3Y4aloT OT/AEJIbHbIE TEMbI yUeOHOW IPOrpaMMBI.

7 DoH/I OLICHOYHBIX CPEIACTB
7.1 MeToabl KOHTPOJISI M OLIEHUBAHUS Pe3yJbTATOB 00y4eHU s

B npornecce oOydeHHsT MCTIONB3YIOTCS CIEAYIONIME OIEHOYHbIE (POPMBI CaMOCTOSITEIbHON
paboTHl CTYACHTOB, OIICHOYHBIE CPEJICTBA TEKYIIETO KOHTPOJIS YCIIEBAEMOCTH U MPOMEXKYTOYHBIX
aTTeCTallui:



- TpoBeneHHE JIAOOPATOPHBIX pPA0OT (NMPAaKTUYECKUX 3aHATHH C HCIOJNb30BaHUEM
CHGHTGXHI/IKI/I) " UX 3aliuTra,
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- CaMOCTOATECIIbHAasA IMOArOTOBKA U IMTPOBCACHUC npeseHTauHﬁ 10 TEMaM JHUCHUIIIINHBI,

- OK3aMCH.

7.2 lIkana ¥ KPUTEPHH OLICHUBAHMS Pe3yJIbTATOB 00yUeHUSs

dopMa MpOMEKYTOUHON aTTECTALNN: IK3aMEH.

[To uToramM MpoMeKyTOUYHON aTTECTAIIMU IO TUCHHUIIINHE (MOJIYJI0) BBICTABIISIETCS OLICHKA

COTIIUYIHO», «XOpPOII0», KYAOBJICTBOPHUTCIIbHO» HIIN «HCYIOBJICTBOPHUTCIILHO)).

HIxajna oneHuBaAHUA

Onucanue

OTIUYHO

BreimonHensl Bce BBl yueOHOH pabOThI, MpeayCMOTPEHHBIE
y4eOHbIM Iu1aHOM. CTYyIEeHT AEeMOHCTPUPYET COOTBETCTBUE 3HAHMIA,
YMEHHM, HaBBIKOB NpPHUBEJCHHBIM B TaOJHMIAX MOKa3aTele,
orepupyeT MNpUOOPETEHHBIMU 3HAHUSMHU, YMEHHUSIMH, HaBBIKAMHU,
NpPUMEHSIET UX B CUTYAlMSAX MOBBILIEHHOUN ciioxkHOCTH. [Ipu sTOM
MOTYT OBITh HIOMYIICHBl HE3HAYUTEIbHBIC OIIMOKH, HETOYHOCTH,
3aTpyAHEHUS MPU AHAIUTUYECKUX OIEpalusix, NepeHoce 3HaHUl U
YMEHU Ha HOBBIC, HECTAH/IAPTHBIC CUTYAIIUU.

Xopomo

BreimonHensl Bce BHIBI  Yy4eOHOM pabOThI, MPEeIyCMOTPEHHBIC
y4ueOHbIM T1aHOM. CTYJIEHT AEMOHCTPUPYET HETOJTHOE, IPABUIIbHOE
COOTBETCTBUE 3HAHUI, YMEHUI, HABBIKOB IIPUBEICHHBIM B Ta0JIAIIAX
rokaszaTeneii, Jau00 eciauM TMpu JTOM OBUIM JOMyIIeHBl 2-3
HECYIIECTBEHHBIE OLITUOKH.

YI[OBJ'ICTBOPI/ITGHBHO

BreimonHensr Bce Buabl yd4eOHOW pabOThI, MpeayCMOTPEHHBIE
y4eOHbIM Tu1aHOM. CTYyIEeHT JeMOHCTPUPYET COOTBETCTBUE 3HAHMIA,
B KOTOPOM OCBEIlI€Ha OCHOBHasl, HanboJee BakHas 4acTh MaTepHara,
HO TMpHU O3TOM JONyIlleHa OJHAa 3HAuMWTeJIbHas OmHuOKa WU
HETOYHOCTb.

HeynosnersopurensHo

He BemomHen oamH wiau  Oosnee BUAOB y4eOHOH paboOTHI,
NPEeyCMOTPEHHBIX Yy4eOHbIM MmIaHoM. CTyHeHT JIEeMOHCTPUPYET
HEMOJIHOE COOTBETCTBUE 3HAHUH, YMEHH, HABBIKOB MPUBEICHHBIM B
TaO/IMIax TMoKa3aTeNied, JOMyCKAIOTCS 3HAYUTENbHBIC OIIMOKH,
MPOSIBIISISTCS OTCYTCTBUE 3HAHWH, YMEHWI, HABBIKOB IO PSIy
MTOKa3aTesIeH, CTyICHT UCITBITHIBACT 3HAYUTEIILHBIC 3aTPYAHCHUS TIPH
ONEPUPOBAHNY 3HAHUSMHU M YMECHHSIMH IIPH UX MIEPEHOCE HAa HOBBIC
CUTYaLUH.

7.3 OneHo4HbIe cpeacTBa
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OreHOYHBIC CPENICTBA IS TEKYIIeH aTTecTaluu
KomnbioTepHoe TecTUPOBaHMeE.

OrneHOYHBIC CPEJICTBA IS IPOMEKYTOUHOUW aTTECTAIIMH
IK3aMeH.

Crucox BOITPOCOB JIA 5K3aMCHA MO0 JUCHHUIIIINHE

1. KommbrotepHas cucreMa Kak 00bEKT 3aIlUThl HHpOpMaIu

2. [TonsiTre yrpo3sl nHGoOpMauoHHOU 6e30macHocTH B KC

3. Knaccudukamnms u o6muii anaim3 yrpo3 uHbopMaroHHon 6e3onacHocTa B KC

4. Crnyuaitasie yrpo3sl nHGopmarmonHon 6ezonacuoctu KC

5. [Tpennamepennslie yrpo3sl nHpopmannonHoii 6e3omacunoct KC

6. Pazpabotka nmonmuTtrku nHpopMaroHHo# 6ezomacnoctu KC

7. MeTto10510THS TOIUTUKUA O€30MACHOCTH KOMITBIOTEPHBIX CUCTEM

8. OcCHOBHBIE TIOJIOKEHHUS TOJTUTUKHA UHPOPMALIMOHHOM Oe3omacHocTH KC

9. JKusHenHsi uki noimutuku oeszonacaoctu KC

10. OyHKIMOHATBHAS MOJICNIb CUCTEMBI 3alUThl. COCTaB U Ha3HAYEHUE
(hyHKIIMOHATLHBIX 0JIOKOB

11. [TonsTie noctyna u MOHUTOpa 0€30MaCHOCTH

12. MeTo10710THsI TPOSKTUPOBAHUS TapaHTUPOBAHHO 3amuiieHHbIX KC

13. MeTto/ reHepaiy U30JIMpOBaHHON IPOTrPAMMHOM Cpeibl

14. Mogaens AJIEIIT-50

15. [IaTumepHOE pocTpaHcTBO O€30MacHOCTH XapTCTOHA

16. ManpaaTHas MOJIeNb TOCTyTa

17. Mopens benna-Jlanagyna

18. Unentuduxamus u ayreHtuduxanus. OCHOBHbIC MOHATHS U KlIacCU(DUKALINS

19. [Ipoctas ayrenTrdUKanms

20. DnekTpoHHBIHN 3aMok "Co6oJp"

21. Buomerpuueckas uneHTH(GUKALINSA U ayTEHTU(DHUKAIHS MTOJb30BaTeIeH

22. Crporas ayTeHTUPUKAIIHS

23. [TpoToKOIIBI Ay TEHTH(PHUKAIIUU C CHMMETPHUYHBIMY aJITOPUTMAMHU ITUPPOBAHUS

24, [IpoToKoIbl, OCHOBaHHBIE HA UCIIOJIF30BAHUN OJTHOHANPABICHHBIX KIFOUEBBIX XOIII-
byHKIHH

25. AyTeHTU(]UKAIHS C UCTIOJIb30BAHUEM aCUMMETPUYHBIX allTOPUTMOB MIH(PPOBAHUS

26. AyTteHTH(HKaIN, OCHOBAaHHAs HAa UCTIOIB30BaHUH U(POBOI MOAIHCH

27. [IpoTokoibl ayTeHTU(PUKAIIMK ¢ HYJICBOM Mepeaadeii 3HaueHui

28. YrponieHHast cxema ayTeHTH(PHUKAIIUU ¢ HYJICBOW Tiepeaveii SHaHu!

29. [TapannenpHas cxema ayTeHTH(UKAIIMK C HYJICBOH Mepenadeii 3HaHUi

30. [Iporokoin ayrentuukamuu Kerberos

31. [Tporokon uaeHTudukanuu u ayrentudukanuu B OC Windows

32. CoxpaHHOCTb ITapoJIei yUETHBIX 3anucein

33. 3ammura nadopmanuu B daitnoBoii cucteme NTFS

34. HIudpyromas ¢aitnosas cuctema (EFS) Encrypting File System

35. B3aunmonetictBue daitioBoii cuctemsl 3anuThl NTFS u 3anuTsr pecypca o61iero
noctyna (Sharing)

36. AnMuHHCTpUpOBaHUE AUCKOB B Windows

37. Windows : 3ammra naposei

38. Bo3MmokHOCTH cTaHIapTHOM cucTeMbl pa3drpanndenus aqoctymna OC Linux

39. Cucrema LIDS



40.
41.
42.
43.
44.
45.
46.
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dopmar cepTH(PHUKATOB OTKPHITHIX KiTtodei X.509
HNudpacTpyKkTypa OTKPBITBIX KIHOUei

Teopernueckre MPUHIMITEI TOCTPOSHHSI OMOMETPUIECKUX CUCTEM
Bekrop napameTpoB IpH aHaJIM3€e PyKOMHUCHOTO MOYepKa

3amuTa Ha ypoBHe pacupenuii BIOS

3amurTa Ha ypOBHE 3arpy34MKOB ONEPALMOHHON CUCTEMBI
Ceprudukar OTKpBITHIX Kitodei X.509

[Ipumep Ounera.

KommnsrorepHoe TecTupoBaHue.
AyTeHTH(UKALNA C UCIIOJIB30BaHUEM aCUMMETPUYHBIX AITOPUTMOB UG POBAHHUSL.
[IpakTrueckas HaCTpOKKa MPOrPaMMHO-AIIIAPATHBIX CPEACTB 3aIlUTHI.
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