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1 He.]'[I/I, 3a/1aYM 1 IVIaHUPYEMBI€ pE3yJibTaThbl Oﬁy‘lel-ll/lﬂ o TMCHMIIJIMHE

K OCHOBHBIM HEJAM OCBOCHUS IUCIHILTUHBI «AYIUT HH()OPMAIIMOHHOW OE30TaCHOCTH

cleayeT OTHECTH:

. U3YUYEHUE CTYJEHTAaMU BHUJOB, MPAKTHUYECKUX METOJOB U CPEICTB IPOBEACHHS
aynuta uHpopmarmonHoi 6ezonacHoctu (M1B).

K ocHOBHBIM 3aJa4aM OCBOCHHS JUCIUILTUHBI «AyAUT UHGOPMAITMOHHON 0€30MacCHOCTI

CleayeT OTHECTH:

e (dopMHpOBaHHE TIOHMMaHUSI TMPOIECCOB TpoBepkn u ouenku Wb, npuHIMnon
OpraHu3allMy TMPOIECCOB ayauTa M aHaiu3a puUckoB b M MOArOTOBKM OTYETHBIX
JIOKYMEHTOB;

® O3HAKOMJICHHE C OCHOBHBIMM CTaHAapTamMu B obsactu ayauta Wb, mpaktuueckumu
MpHEeMaMH MPOBEACHUS ayAuTa, METOIaMU cOOpa JaHHBIX, OICHKH PUCKOB M aHAJIM3a
3aIIHIIEHHOCTH;

e 00yuyeHHe UHCTPYMEHTAJIbHBIM CpeCTBaM npoBeaeHus ayaura Ub.

OOydeHue No AUCHMIUIMHE «AYIUT MHPOPMALMOHHOM O€30IaCHOCTHW» HANpaBIEHO Ha
(dopmupoBaHue y 00yJaromuxcs CIEAYIOUMX KOMIIETCHIINI:

Koa n HamMeHoOBaHNe KOMIIETEHIIN I

HHanKATOPHI JOCTHKEHHS KOMIETEHIIUH

OIIK-10. CnocoOeH B KayecTBE TEXHHYECKOIO
criequajinucra HpI/IHI/IMaTI) y‘IaCTI/Ie B
(OpMUPOBAaHUM  TOJUTHKH  HH(POPMAIUOHHON
0€30MacHOCTH, OPTaHU30BBIBATH U MOJIICPKUBATH
BBITIOJIHEHHE KOMIUIEKCA Mep IO 00eCIeueHUto
MH(GOPMAIIMOHHOW  0E30MaCcHOCTH,  YIPABIATH
MPOIIECCOM X peaTU3alii Ha 00bEKTE 3alUThI.

NOIIK-10.1. 3maer npuHIUOL (HOPMHUPOBAHUS
MOJUTUKK WH(QOPMAIOHHON 0e30MacHOCTH B
MHPOPMAIIOHHBIX CHCTEMaX;

HOIIK-10.2. VYwmeer pa3pabaTeiBaTh YacCTHBIE

MOJUTUKKA ~ WHPOPMAIMOHHON  0e30macHOCTH
UH()OPMALTMOHHBIX CHCTEM, OMPe/ICIIATD
KOMIUIEKC Mmep (mpaBua, HpOLIE Ty PHI,
HpaKTHIECKUE HPUEMBI, pyKOBOISIINE
MIPUHITUTIBI, METOJIBI, CPEACTBA) ISl 0OCCIICUCHUS
MHPOPMAITHOHHON 0e30macHOCTH
MH()OPMAITOHHBIX CHCTEM, YIIPaBJIATh

IIPOLIECCOM HX pealu3alliu Ha 0ObEKTE 3allUThI.
HOIIK-10.3. Bmageer Meromamu  paboOTHI
TEXHHYECKOTO CHEUUajucTa U IMOAJEPKKOH
BBINIOJTHEHUSI KOMIUIEKCAa Mep IO 00ecHeueHHIo
WHPOPMAIOHHON 0€30MacHOCTH, YIpaBIeHUEM
MPOILIECCOM X peai3alii Ha 00bEKTE 3aIUThI

[IK-2. CmocobeH mnpuHUMATh Yy4yacTHe B
OpTaHM3allid M COIPOBOXIEHUM AaTTECTALUH
o0bekTa WH(OpPMATHU3alUU 1O TPeOOBaHUSIM
0e3omacHOCTH HHPOPMAITHN

UIIK-2.1. 3maer opraHuzamuio pabOTBl U
HOPMATUBHBIC IPABOBBIE aKThl II0 ATTECTALUH
00BEeKTOB MH(POPMATU3ALNH, METOIBl aTTECTALUH

YPOBHS  3aIIWIIEHHOCTH  HWH()OPMAIMOHHBIX
CHCTEM;

NIIK-2.2. YMmeer ydacTBOBaTh B OpraHHM3allUd U
CONPOBOXKICHUU aTTeCTaIluU o0BeKTa
nH()OpPMATH3AITNH TT0 TPeOOBAaHUSAM 0S30ITaCHOCTH
UHPOPMAIHH;

UIIK-2.3. Bmameer MeTOAMKAMHU IPOBEPKU

3aIUIICHHOCTHU 00BEKTOB I/IH(l)OpMaTI/ISaLII/II/I Ha
COOTBCTCTBUC HOPMATHBHBIX JOKYMCHTOB.

I[IK-6. CmnocobeH mnpuHUMATh ydyacTHe B
(hopMupoBaHuH, OpTraHH30BHIBATh u
MOJICP)KUBATE BBITIONIHEHUE KOMIUIEKCA Mep IO
obecrieueHNI0 WHGOPMAIIMOHHON 0€30MacHOCTH,
YIPAaBJIATh MPOLIECCOM UX PeaTU3alluu

UIIK-6.1. 3naer mnpuHOUNBI (HOPMUPOBAHUSL
KOMILJIEKCa Mep o obecrieyeHuIo
WH(POPMAIIMOHHONW 0e30MMacHOCTH  TPEIIPUATHS
(opraHm3aIumn);

NIIK-6.2. Brnageer MmeTonaMu OpraHU3alMU U




yOpaBIeHUS  JIEATENIBHOCTh  CIYXO  3aIluTHI
MH(OPMAINK Ha IPEANPHUSITHH.

2  MecTo IUCHUILIMHBI B CTPYKTYpPe 00pa30BaTe/IbHOM MPOrpaMMbl

JucuurmimuHa oTHOCHTCS K o0si3arenpHor 9actu (b1.1), 4acThio OCHOBHOI 00pa30BaTeNbHOM
nporpammsl (b1.37).

JlucuuniauHa B3aMMOCBSI3aHA JIOTHYECKH U COAEPIKATEIbHO-METOIUYECKU CO CIENYIOIIUMHU
mucuuuimHaMu U npaktukamu  OOIl:  «AHanmutuka WHQOpPMAaIMOHHOW — 0€30MacHOCTIY,
«MOHHTOPHUHT COOBITHI U ynpaBieHue HHIHACHTaMH (SIEM)».

3 Crpykrypa U coaep:kaHue JTUCUUILITHHBI
OO6m1ast TpyA0€MKOCTh TUCIMIUIMHBI COCTABIISIET 4 3a4eTHBIX eauHUIbI (144 yacoB)

3.1Buabl yueOHOI padoThl M TPYI0EMKOCTh

3.1.1 Ounas dhopma oOyueHus

3 | IIpomexyTouHasi aTTecTANMS

Ne . KoanuectBo CemecTpsl
Buj yueOHoii padoThl
n/n 4acoB 6
1 | AyautopHble 3aHATHSA 72 6
B ToM uucne:

1.1 | Jlekuun 18 6
1.2 | CemuHapckue/mpakTUYECKUE 3aHATHS 6
1.3 | JIaGopaTopHbIe 3aHATHUS 54 6
2 | CamocTosTeIbHAS padoTa 72 6
6
6

DK3aMeH

Hroro: 144




3.2.1 Ounas dopma oOyueHus

3.2TemaTuyecKuii JIaH U3YYeHUS JUCUMILIIHHBI

TpyroeMkocTh, yac
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1 Paznen 1.
Knaccudukanus uHpopManuu B
COOTBETCTBUH c OCCHUUCKUM
p 28 4 ; 8 ; 16
3aKOHOJATEIHLCTBOM.
2 Pasnen 2.
Tumnossle YIPO3bI 0€e30MMacHOCTH
aBTOMaTH3UpPOBaHHLIX cucTeM (AC
p (AC) 22 2 ; 8 ; 12
3 Paznen 3.
Hacrtpoiika u »skciutyatanus CpencTs
obOecrieuennst oezonacHoct AC.
32 4 - 12 - 16
4 Pa3nen 4.
CpenctBa 1 METOJIbI IPOSKTUPOBAHUS H
nocTpoeHus 3amuieHHsx AC.
P t 18 2 ; 8 - 8
5 Paznen 5.
CpencTBa BBISIBICHUS U HEUTpaIU3aIiu
MONBITOK HapylIeHUuss Oe30MacHOCTH
22 2 - 8 - 12
AC.
6 Pasgen 6.
Buner Mopeneit yrpos. Paszpaborka u
BHEIPEHHE.
AP 14 2 ; 8 - 4




7 Paznen 7.
Pa3zpabotka OpraHU3aIMOHHO-
pacCHOpSIUTEIBHOM W HOPMATHUBHO-

o 8 2 - 2 - 4
TEXHUYECKOUI JIOKyMEHTAITU! TUTS
samueHasIx AC
HToro 144 18 54 72

3.3Conep:xanue TUCUMIIIHHBI

Paznen 1. Knaccudukamus wHOpMamuum B COOTBETCTBUM C  POCCHUUCKHAM
3aKOHOAATEIHCTBOM.

[Ipenmert, comepxaHue W 3aladd Kypca, €ro MECTO Cpelu APYruX IUCHUIUIUH y4eOHOTO
rwiana. @OpMbl OTYETHOCTH, OCHOBHAS U JOMOJHUTENbHAs JautepaTypa. UHdopmanus u ee pons B
coBpeMeHHOM obmiectBe. HopmatuBHO-TIpaBoBasi 6a3a i kiaccuukanuu WH(GOpPMAIUH, BHIBI
TallH 1 MUHMMAaJBHBIM HaOOp TpeboBaHMII K oOecrneueHuI0 0e30MacHOCTH Pa3TUYHBIX KaTeropHii
UHpOpMAIIHH.

Pa3nes 2. Tunossie yrpo3sl 6€30MaCHOCTH aBTOMaTU3UPOBAaHHBIX cucteM (AC)

[TonsaTne yrpo3sl 1 0COOEHHOCTH TUIOBBIX YIpo3 JJsl aBTOMAaTU3UpOBaHHBIX cucteM (AC).
ABromarusupoBaHHas cuctema (AC) kak 00beKT 3amuTsl HHPopManuu. Kiaccudukanms u oOmmii
aHanu3 yrpo3 uHpopmarmonHoi 6e3onacHoctu B AC.

Pa3nen 3. Hactpoiika u skcrutyaTaus cpeacTB odecneuenus 6e3omnacuoctu AC.

TumoBoii coctaB cpeactB obecriedeHus wuHMopManuoHHOW  Oe3omacHoctn  AC.
PexkomeHIyeMbie mapamMeTpbl HACTPOWKH B 3aBHCUMOCTH OT HEOOXOIMMOTO YPOBHSI OOCCIICUCHUS
WHPOPMAITMOHHOH  0€30MacHOCTH. OJKCIUTyaTallds ©  HAJEKHOCTh CPEJICTB  OOECTCUCHUs
6e3onacHocTu AC.

Pa3nes 4. Cpenctsa 1 METO/IBI IPOEKTUPOBAHUS U MOCTPOEHUS 3amuIeHHbIX AC

Peanmzamust yrpo3 wHGOpMAaNMOHHONW O€30MacHOCTH MYTEM HECAHKIMOHHUPOBAHHOTO
noctyna. Mojenb TOBEACHUS NOTEHUUANbHOro Hapymutens. OOO0OIIEHHBIE MOAETH CUCTEM
3anuTel nHGopManun AC. OCHOBHBIE TPUHIMITEI o0ecTiedeHns HHPOPMAIIMOHHON 0e301macHOCTH
AC.

Pa3nes 5. CpencTsa BBISIBICHUS U HEMTpanu3aliu MONbITOK HapyiieHus 6ezonacHocty AC.

Cuctembl OOHapy)XeHUSI W TIpeloTBpallleHus: BTopkeHuid. Bueapenue B mepumerp AC
CPEICTB BBIABICHHS W HEUTpalM3allMd TMOMNBITOK HapymeHus Oe3omacHoctTH AC. Ayaut
BHE/IPEHHBIX CPEZCTB U MEp.

Pa3nen 6. Buast Mmogeneii yrpos. PaspaboTka u BHenpeHue.

HopmaruBHO-ipaBoBasi 0a3a His COCTaBJICHHS MOJEIU yrpo3 HH(POPMAIMOHHON
0€30MacHOCTH U MOJENIU HapyIIuTeNs. PUCK-OpUEHTHPOBAHHBIA MOAXOA K OLIEHKE aKTyallbHBIX
yrpo3 OeszonmacHoctu AC. CopnepkaHue THUIOBOW Mojaenu yrpo3. OmmcaHue B MOJENHU Yrpo3
nH(}OpPMAITMOHHOM 0€30MMaCHOCTH HEJIOMYCTUMBIX COOBITHIA.

Pa3znen 7. Pa3paboTka opraHW3allMOHHO-PACTIOPSIUTEIFHON M HOPMATHBHO-TEXHUYECKON
JOKyMeHTaluu A1 3amuieHasix AC.

PazpaboTka compoBoauTensHON JokymeHTaruu kK 3ammumienHod AC. HopmartuBHO-
npaBoBasi 0Oaza 3ammtel AC, knaccudukanus AC mo ypoBHAM (KiaccaM) 3alUIIEHHOCTH.
CornacoBanrie Mep U TpeOOBaHUN pa3IMYHBIX HOPMAaTHUBHO-TIPABOBBIX aKTOB B paMKax
OpraHU3aIMOHHO-PACTIOPAIUTEILHON 1 HOPMATUBHO-TEXHUUECKOW IOKYMEHTALUU IPEATPUSITHS.




3.4TemaTnKa CEeMHHAPCKUX/NIPAKTHYECKUX 3aHATHI

3.4.1 CemuHapcKue/IpaKTHYECKUE 3aHATHSI
He npedycmompenul yuebHbIM NIAHOM.

3.4.2 JlabopatopHble paboTEhI

Pazpen 1. Kiaccudukauus wuHbopManmMu B COOTBETCTBUM C  POCCUHCKUM
3aKOHOJIATEITLCTBOM.

JIaGopatopHas pabota Nel.l. Buasl koH(puACHIMAIBHOW HHPOPMALIUY.

JlaGopatopnast pabGora Nel.2. OcHoBHble TpeOOBaHUS K 3amuTe HHPOPMALUU
OTIpENIeTIEHHOTO BUJIA.

Pa3nen 2. TunoBsie yrpo3sl 6€30MaCHOCTH aBTOMATH3UPOBaHHBIX cucTeM (AC).

JlabopaTopnas pabota Ne2.1. Knaccuduxanus u oOmMil aHANIM3 yIpo3, aKTyalbHBIX IS
AC.

JlabopaTtopHnas padota Ne2.2. Tunoas cucrema 3amutbl AC.

Pasnen 3. Hactpoiika u skcrutyaTarus cpeacts odecrieuenus: 6ezonacuocta AC.

JlaboparopHas pabota Ne3.1. Hactpoiika u SKCIUTyaTausi CUCTEMbI KOMILJIEKCHOTO aHAJIM3a
3aIIUIICHHOCTH.

Jlaboparopnass pabora Ne3.2. Hacrtpolika © SKCIulyaTallMsi CHCTEMBI aHaJIK3a
3alIMIIEHHOCTH CETEM.

Pa3nesa 4. CpenctBa M METO/BI IPOEKTUPOBAHUS U IOCTPOEHUS 3auuieHHbIX AC.
JlaGopaTtopHnas padota Ne4.1. Dranbl npoekTrupoBanus 3aniuieHHbx AC.
JlaGopatopnas pabota Ned.2. [Toctpoerne moaenu 3amuiieHHo AC.

Pazaen S. CpeznctBa BeISBICHHS U HEUTpaTU3aIMK MONBITOK HapymieHus 6e3onacHocta AC.
JlabopaTtopHas pabota Ne5.1. Beisinenue nauuaentoB b AC.
JlaGopatopnas pabota Ne5.2. IlpenoTBpamienue u npotuBojeiicteue Hapymenusm b AC.

Pazaen 6. Bunsr Mmoneneii yrpo3. Pa3paboTka u BHeApEHHE.

JlabGopaTtopHas pab6ota Ne6.1. Pa3zpaGoTka TUTIOBOI MOJIETH YTPO3.

JlaGopatopHass pabora Ne6.2. CorjmacoBaHusi MOJAETH YIPO3 C OPraHU3AIUOHHO-
pacnopsAIUTEIbHON JOKYMEHTAIIUEN TPEATTPUATHS.

Pa3znen 7. Pa3paboTka opraHW3alIMOHHO-PACTIOPSIUTEIFHOM M HOPMATHBHO-TEXHUYECKOU
JOKyMeHTaluu AJis 3amuiieHusix AC.

JlaGopaTopHas pabora Ne7. PazpaboTka KOMIUIEKTa OpPraHU3allMOHHO-PACIIOPSAUTEIBHON
JIOKYMEHTaIlu1, HeoOXoauMoi s mpoeaenus ayaura Ub AC.

3.5TemaTnka KypcoBbIX NPOEKTOB (KYPCOBBIX padoT)

Kypcosoe npoexmuposanue no oucyuniune « Ayoum ungopmayuonnoii 6e30nacHocmuy
npeoyCMOmMpPeHo Y4eOHbiM NAAHOM.

TembI KypCcOBBIX padoT:

1. Ayautr Ub coorBerctBus 187d3 Ha TpaHCIOPTHOM MPEINPUATHH (C IPUMEPOM)

2. Aynautr Ub cootBerctBus 187d3 B 0651aCTH 31paBOOXpaHEHUS (C IPUMEPOM)

3. Ayaur Ub cootBercTBus 187d3 B opranuzanuu KpeauTHO-PpUHAHCOBOI chepbl (¢
IIPUMEPOM)

4. Aynur Ub cootBerctBus cranaapty PCI DSS



Aynut Ub cootBercTBus ctannapty banka Poccun CTO BP

Ayaut Ub cootetcTBus 15203 I1/1H

Aymut Ub coorBercTBusa 633 [{udposas noanuce

Aynut Ub cootBerctBus 752P3 buomerpuueckue [1J1H

Ayaut Ub coorBercTBus ctanmapty ['OCT P 57580.1—2017 be3onacHocTh (prHAHCOBBIX

(0aHKOBCKHX) omnepanui

10. Aynut UB coorBerctBus ctangapty PCI DSS I'OCT P 53647.3 2015 MenenkMeHT
HenpepbIBHOCTH On3Heca. Obecnieuenne cootBercTBus TpedboBanmsim ['OCT P UCO 22301

11. Ayaut Ub cootBerctBust ISO/IEC 27001

O © o

4 Y4eOHO-MeTOaMYecKOe H MHGOPMAIMOHHOE o0ecneYeHne

4.1HopmaTuBHbIe 1o0KyMeHTbI 1 'OCTHI

1. ®enepanphbiii 3akoH 0T 27.07.2006 1. Ne149-D3 «O6 undopmanuu, nHOOPMAITMOHHBIX
TEXHOJIOTHSIX W O  3amuTe  uHbOpMAIuu»,  TEKCT: anekTponHsli, —  URL:
http://pravo.gov.ru/proxy/ips/?docbody&nd=102108264, pexxum qocTymna: CBOOOIHBIMH.

2. ®enepanbHblii 3ak0oH OT 27.07.2006 r. Nel52-®d3 «O mepcoHanbHBIX AAHHBIX», TEKCT:
anektpornbidt, — URL: http://pravo.gov.ru/proxy/ips/?docbody&nd=102108261, pexum mocTyma:
CBOOOTHBIN.

3. TOCT P UCO/M3BK 27001-2021 NUudopmammoHHas TeXHOJIOTHS. METOIBI U Cpe/cTBa
obecrieuennss  Oe3omacHocTH. CHCTEMBI MEHEeKMEHTa HH(OPMAIMOHHONW  0e30MacHOCTH.
TpeboBanusi. Hanmonaneueii crangapt P®: Beexen 01.01.2022: - M.: Cranmgaptundopm, 2021.-
URL:
https://protect.gost.ru/documentl.aspx?control=3 1 &baseC=6&page=10&month=12&year=2021&s
earch=&1d=242006. - TekcT: AIeKTPOHHBIH.

4. TOCT P UCO/MDBK 27004-2021 MupopmMamoHHbIe TEXHOJIOTHH. METOoAbI U CpeicTBa
obecrieyeHnss 0Oe30mMacHOCTH. MeEHEIKMEHT HH(OPMAIIMOHHONH 0e30macHOCTH. MOHHMTOPUHT,
OIICHKA 3alUIICHHOCTH, aHaJIu3 U olleHuBanue. Harmonanbueiit crannapt P®: BBenen 30.11.2021:
- M.: Craagaptuadopm, 2021.- URL:
https://protect.gost.ru/documentl.aspx?control=3 1 &baseC=6&page=52 1 &month=6&year=2008&s
earch=&1d=240761. - TekcT: 3MEeKTPOHHBIA.

5. TOCT P UCO/MDK 27006-2020 MudopmarioHHbIe TEXHOJIOTHH. METOIbI U CPEeACTBA
obecrnieueHus 6e30macHOCTH. TpeOoBaHUS K OpraHaM, OCYIIECTBISIONIUM ayJUT U CePTU(UKAIIIO

CHUCTEM MEHEKMEeHTa WH(POpPMAIMOHHON Oe3omacHocTH. HarnmoHanbHbli cranmapt P®: BBeneH
01.07.2021: - M.: Crangaptunadopm, 2020. URL:
https://protect.gost.ru/document.aspx?control=7&id=238756. — TekcT: 2IEKTPOHHBIN.

6. TOCT P UCO/M3BK 27007-2014 NudopmanroHHas TeXHOJIOTHS. METOIBI U Cpe/IcTBa
obecrieueHns Oe3omacHOCTH. PyKOBOACTBa MO ayauTy CHUCTEM MEHEIKMEHTa HH(OpMaIMOHHOU
6e3onacHocTu. Harmonanbneiii crangapt PO: Beenen 01.06.2015: - M.: Crangaptuadopm, 2019.
URL.: https://protect.gost.ru/document.aspx?control=7&id=187871. — TeKkcT: 3J1IeKTPOHHBIH.

4.20cHOBHas JTUTEpPaTypa

1. Hecrepos, C. A. OcHoBbl nH(opmanmonHoi Oe3omacHocT / C. A. HecrepoB. — 2-¢
u3., crep. — Cankt-IlerepOypr : Jlanp, 2023. — 324 ¢. — ISBN 978-5-507-48149-1. — Texkcr :
AJICKTPOHHBIN /l Jlanb : 3JICKTPOHHO-OMOIMOTEUHAS cucTema. — URL:

https://e.lanbook.com/book/341267




2. Parosun, 0. H. Opranusanus u ynpasjieHue MMopa3AeieHueM 3aliThl HHPOPMALUU Ha
npeanpustan : yue6Hoe mocobume / FO. H. Parosun, B. A. Menbauk. — Cankr-IlerepOypr :
Wntepmenns, 2019. — 240 c¢. — ISBN 978-5-4383-0180-6. — Tekcr : anekTpoHHbIH // JlaHb :
3JIeKTpOHHO-0MOmoTeyHas cuctema. — URL: https://e.lanbook.com/book/161357

3. Ap3ymansH, A. b. MexayHapoaHble CTaHIApPThI TMPABOBOM 3alIUThl MHGOPMAIUU U
UH(POPMAIMOHHBIX TEXHOJIOTHH : ydyeOHoe mocooue / A. b. Ap3ymansH. — Pocros-Ha-J/[oHy :
I0O®Y, 2020. — 140 c. — ISBN 978-5-9275-3546-0. — Tekct : anexktpoHHsblii // JlaHb
ANIeKTpOHHO-OMOMHoTeunas cucrema. — URL: https://e.lanbook.com/book/170355. — Pexum

A0CTyna: IJist aBTOPpH3. MOJIb30BaTEICH.

4.3 /lonoHuTEBHAS JTUTEPATYPA

1. Kanrep, 1. B. YnpaBnenue nadopmaiioHHoi 6e30nacHOCTbIO : yueOHoe nocodue / 1.
B. Kanrep, A. C. [labypoB. — Ilepms : ITHUITY, 2023. — 91 c. — ISBN 978-5-398-02866-9. —
Texct : anexTpoHHbIi // JlaHb : 3neKTpoHHO-OnbIMoTeuHas cucrema. — URL:
https://e.lanbook.com/book/328889. — Pexxum noctyna: Ijisl aBTOPH3. MOIh30BATEINCH.

2. Tymbunckas, M. B. 3amura nHQOopManuu Ha MpeAnpuiATHH : yaeOHoe mocodue / M. B.
Tymounckas, M. B. Ilerposckuii. — Cankt-IlerepOypr : Jlans, 2020. — 184 ¢. — ISBN 978-5-
8114-4291-1. — TexkcT : snekTpoHHbil // JlaHb : 3nexkTpoHHO-OMOMMOTeYHass cucrema. — URL:

https://e.lanbook.com/book/130184. — Pexxum mocTyma: 1j1s aBTOpU3. TOTB30BATEIICH.

4.49J5eKTpoHHBIC 00pa30BaTeIbHbIC PECYPChI

DOP Paspabamuvisaemcs.

4.5)IunieH3M0HHOEe U CBOOOJTHO pacnpocTpaHsieMoe NPorpaMMHoe odecrneyeHue

B pamxax ocgoerus OucyuniuHvl, 00NOJIHUMENbHOE NPOSPAMMHOE obecneyerue He
npeoyCMOmMpeHo.

4.6 CoBpeMeHHbIe TPodeccHOHANbHBIE 0a3bI JTaHHBIX M HHPOPMALIMOHHBbIE CIIPABOYHbIE
MaTepuaJIbl

B pamkax oceoenus oucyuniunsl, UCnOIb308aHUe NPOPecCUoHanbHbvlx 6a3 OAHHLIX U
UHDOPMAYUOHHBIX CNPABOYHBIX MAMEPUATLIO8 He NPedyCMOMPEHO.

5 MarepuajbHO-TeXHMYECKOe o0ecreyeHne

Jlis mpoBefeHUs BCeX BHJOB 3aHATUH HEOOXOIUMO MpPE3eHTAlMIOHHOE 00O0pYyI0BaHUE
(MyIbTUMEIUNHBIA TPOEKTOP, IKpaH) — | KOMILIEKT.

Jlns mpoBeZieHHs JIaOOPAaTOPHBIX 3aHATHI HEOOXOIUMO HAJIMYME KOMIIBIOTEPHBIX KJIAcCOB
000pYIOBAaHHBIX COBPEMEHHOW BBIYMCIUTEIBHONH TEXHHMKOW M3 pacdera OJHO pabodee MecTO Ha
OJTHOTO0 00y4yaeMoro, JOIyCKAaeTCsl MCIOJIb30BaHUE CTYAECHTOM COOCTBEHHOW BBIUMCINTEIBLHON
TEXHHUKU (HOYTOYK).

C nenbio NMOBBIIIEHUS KauecTBa BEJICHHsI 00pa30BaTENbHON JEesATEIbHOCTH B YHUBEPCUTETE
co3JaHa  dJIEKTPOHHAs  MHGOPMAIMOHHO-OOpa3oBarenbHas  cpeaa. OHa — moapa3yMeBaeT
OpraHu3alMI0 B3aMMOJAEHCTBHS MEXIY OOYYalOIIMMHCS M MpPENoJaBaTeNIsIMU Yepe3 CUCTEMY
JMYHBIX KAaOWHETOB CTYJEHTOB, pACHOJOXECHHBIX Ha O(UIMAIEHOM CcalTe YHUBEPCUTETa B
UH(POPMALIMOHHO TEJIEKOMMYHUKaIMOHHOW cetn «MHTepHer». Co3gaHHas HMH(DOPMALMOHHO-
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oOpa3oBaTenbHass cpefa TO3BOJISIET OCYIISCTBISTh B3aMMOJCHCTBHE MEXIy YyYaCTHUKAMU
00pa3oBaTeNbHOTO MPOIECca MOCPEICTBOM OPTaHM3AIlMN JTUCTAHIIMOHHOTO KOHCYJIBTHPOBAHUSI TIO
BOIPOCaM BBITIOJTHEHHSI IPAKTHUECKUX 3aJlaHuil. B mpoiecce caMoCToATeNbHONH pabOThI CTYACHTOB
MPEIyCMOTPEHA BO3MOKHOCTh TMOJYYEHUS WHAWBHUAYAJIbHBIX KOHCYJIbTAlMM MpENnojaBaTess ¢
WCIIOJIb30BAHUEM JIEKTPOHHOM NOYTHI B CETU VHTEpHET.
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6 Meroauyeckue peKOMeHIAIUU

6.1 MeToanueckue peKOMEHIALUH IS PenoJaBaTeJis 0 OPraHu3anuu 00y4eHus

1. Ilpu mOATrOTOBKE K 3aHATUSAM CIIEAYET MPEeABAPUTEIHHO MPOpadoTaTh MaTepHal 3aHsITHS,
MPEeAyCMOTPEB €ro MoJlayy TOYHO B OTBEACHHOE ISl 3TOTO Bpemsi 3aHsATHs. ClenyeT NOAroTOBUTD
HEoOXO0MMbIe MaTepuajbl — TEOPETUYECKUE CBEACHUS, 3a1auu U ap. [Ipu mpoBeneHuu 3aHATUSA
ClielyeT KOHTPOJIMPOBATh MOJady MaTepualia W pelieHHe 3aJaHHuil C yUYeTOM y4eOHOro BPEMEHH,
OTBEACHHOTO JJISl 3aHATHS.

2. Ilpu mpoBepke pabOT M OTYETOB CJENYEeT YYHUTHIBAaTh HE TOJBKO MPAaBUIBLHOCTD
BBHITIOJTHEHMSI 3aJaHUil, HO M ONTUMAIbHOCTh BBIOPAHHBIX METOJOB PEIICHUS, MPABUIHLHOCTH
BBITIOJIHEHHSI BCEX €T0 I11aroB.

3. Ilpu opraHu3anMyu W TPOBEICHHUS 5K3aMECHOB B IPAKTHKO-OPHEHTHUPOBAHHOH (opme
clleZlyeT UCIIOIb30BaTh yTBEP)KICHHbIE Kadeapoil MeToauueckue peKkoOMeHIaluu.

[Iporpamma coctaBieHa B cooTBeTcTBUM ¢  DeiepanbHBIM  TOCYAapCTBEHHBIM
00pa30oBaTeNbHBIM CTAHIAPTOM BBICIIETO OOpa3oBaHus 1O HampapieHuio moaroroBku 10.03.01
«MudopmannonHas 0e301aCHOCTbY.

6.2MeTtoanueckue ykazaHusi A1 00y4arOIMXCH M0 OCBOCHUIO M CUMILIHHBI

W3y4yeHne TUCHUILINHBI OCYIIECTBIIETCA B CTPOIrOM COOTBETCTBUU C LIEJIEBOM YCTaHOBKOU B
TECHOM B3aUMOCBSI3M Yy4eOHbIM IIaHOM. OCHOBOW TEOPETUYECKOH IOATOTOBKH CTY/AECHTOB
ABJISIFOTCSI JICKIUU U JJAOOPATOPHBIE 3aHATHS.

B mpouecce caMocTOSTETBHONM pPa0OTBI CTYIEHTHI 3aKPEIUISIOT U YIUIyOJSIOT 3HAHMA,
NOJy4EHHbIE BO BPEMsI ayIUTOPHBIX 3aHATHH, TOTOBATCS K UG (PEpEeHIINATBHOMY 3aUeTy, a TaKXKe
CaMOCTOSITEJIEHO U3YYalOT OTAEIbHBIC TEMBI yU€OHOH MPOrpaMMmBl.

CamocrosTenbHas paboTa BKIIOYAET U3yUEHHE TEOPETHUECKUX M MPAKTUUYECKUX pa3esioB
JUCIUIUINHBL.

OO0111e peKOMEeHAaluy 110 OpraHu3aluy CaMOCTOSITEIbHON paOOThI:

Bpewmst, KoTopeIM pacrionaraet CTyJASHT JUIsl BBIOJHEHHUS Y4eOHOro IJIaHa, CKJIaJbIBAETCs
U3 JIByX COCTaBJIIOLIMX: OJJHA U3 HUX — 3TO ayJUTOpHas paboTa B By3€ IO PACIUCAHUIO 3aHATHH,
Jpyrasi —BHeayJJUTOpHAsi CaMOCTOsITeNIbHAs paboTa. 3aJaHus U MaTepUaIbl Ul CAMOCTOSTEIbHON
paboThl BBIJAIOTCSI BO BpeMsl Y4YEOHBIX 3aHATHM IO PACHUCAHMIO, HA ATUX K€ 3aHATUAX
IpenojaBaTesb OCYIIECTBISET KOHTPOJIb 32 CaMOCTOSITETIbHON paboTOH, a TakKe OKa3bIBaeT
HOMOIIb CTY/IEHTaM I10 IIPABUIILHON OpraHU3aluy padoThlI.

UtoObI BHIIIOIHUTH BECh 00BEM CAMOCTOSTEILHON PabOThl, HEOOXOAUMO 3aHUMAThCS 1O 1 —
4 qaca exxegHeBHO. HaumHaTh CaMOCTOSTECIIBHBIC BHEAYIUTOPHBIE 3aHATHUS CIENYET C IEPBBIX XKE
nHel cemectpa. IlepBble MHU ceMecTpa OYEHb BaXKHBI JJII TOTO, YTOOBI BKIIIOYHTHCS B PadoTy,
YCTaHOBUTb OINPENEIECHHBIN MOPSI0K, PABHOMEPHBIM PUTM Ha Bechb ceMecTp. Putm B pabore —3T0
€KETHEBHbBIC CAaMOCTOSTEIIbHBIC 3aHATHS, )KEJIaTeJIbHO B OHU U T€ YK€ Yachl, MPH EJIeCO00pazHOM
YepeJOBAHNH 3aHATHI C TIEPEPBIBAMH I OTIBIXA.

Haunnas paboTy, HE HY)KHO CTPEMUTbCA JeNaTh BHAYalle CaMyI0 TSKEIYIO €€ 4acTh, Ha0
BBIOpAaTh YTO-HUOYIb CpeAHee 1O TPYAHOCTH, 3aTeM NeperTu K Oosee TpyaHou padore. U
HAIOCJIEZIOK OCTaBUTh JIETKYIO YacTh, TPEOYIOLIYI0 HE CTOJBKO OOJBIIMX HMHTEIJICKTYaJIbHBIX
YCHUJIMH, CKOJIBKO ONPEEICHHBIX MOTOPHBIX J€MCTBUH (YepUyeHne, TOCTPOeHUE rpa)uKoB U T.I1.).

Crnenyer nmpaBWIBHO OpPraHM30BaTh CBOM 3aHATHS 1Mo BpeMeHu: 50 MuHyT —pabora, 5-10
MUHYT —TepepbiB; mocie 3 dYacoB paboTel mepepbiB —20-25 muHyT. MHade Hapacraromiee
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YTOMJICHHE TIOBJICYET HEYCTOWYMBOCTH BHUMaHMs. OUeHb CyIIECTBEHHBIM ()aKTOPOM, BIHSIIOIINM
Ha TIOBBIIICEHWE YMCTBEHHOW pabOTOCTIOCOOHOCTH, SBJISIOTCS CHCTEMATHYECKHE 3aHSTHS
dusnyeckoil KynbTypoil. OpraHu3zaiusi akTHUBHOTO OT/AbIXa TPEAyCMaTpPHBACT YepeIOBaHUE
YMCTBEHHOU M (PH3HUECKON AEATEIBHOCTH, YTO MOTHOCTHIO BOCCTAHABIMBAET PabOTOCIIOCOOHOCTE.

MeTtonudeckue yka3aHus K OTIACIbHBIM BUIaM JeSTCIbHOCTH:

Jleknua: Hanucanue KOHCHEKTa JIEKIUWA: KpPAaTKO, CXEMaTU4YHO, IMOCIEI0BATEIbHO
(GUKCHPOBATh OCHOBHBIC IMOJIOKECHUS, (DOPMYITHPOBKH, BBIBOABI. lloMeuaTh Ba)XHbIE MBICIIH.
BbiensTe Kiro4eBbIe ¢I0Ba, TEPMHUHEL. [lenaTh MOMETKH Ha BOIIPOCaX, TEPMHUHAX, OJIOKaX B TEKCTE,
KOTOpBIC BBHI3BANM 3aTPYAHCHHS, TOCIE YEro IMOCTapaThCsl HAWTH OTBET B PEKOMEHIyeMOU
muteparype. Ecnm oTBeT He HaiiieH, TO Ha KOHCYJIbTAllu 0OPaTUThCS K TIPEIOIaBaTEeIIo.

JlaboparopHas pabora: PaboTa ¢ KOHCIIEKTOM JIEKIIMA ¥ METOJAWYECKUMHU YKA3aHHUSIMH IO
BBITTOJIHEHHIO JIA0OPATOPHOW paboThI, MPOCMOTP PEKOMEHIyEeMO# INTepaTyphl, KOHCIIEKTUPOBAHHE
OCHOBHBIX MBICIIEi U BBIBOJIOB, pa3pabOTKa IUIaHA BBIMOJHEHUS J1a0OpaTOpHOM pPaboTHI,
npeaBapuTenbHas (popMyITMpoOBKa BO3MOXKHBIX BBIBOAOB 1O padoTe. [1oaroToBKa K MpakTHYeCKUM
3aHIATHUSM, TPOpadOTKa MaTepuaa MO BOIMPOCaM, BHIHOCHMBIM Ha TpaKTHYeckue 3aHsaTus. [lis
Oonee yriyONEHHOTO HM3y4YCHHS TEMBI 3aJaHHs Ui CaMOCTOSITEIbHON pabOThl PEKOMEHIYETCs
BBITIOJHATH MAPAJUIETBHO C H3yUYEHUEM TaHHOW TEMOIA.

7 @oHI OLIEHOYHBIX CPEICTB

7.1MeToabl KOHTPOJISA M OLIEHUBAHUS Pe3yJIbTaTOB 00y4eHM sl

B mporecce o0yueHUsT UCTIOIB3YIOTCS CIEAYIONMUE OIEHOYHBIE (DOPMBI CAMOCTOSITEILHOM
paboTHI CTYJCHTOB, OIICHOYHBIE CPEACTBA TEKYIIETO KOHTPOJS yCIIEBAEMOCTH U MPOMEKYTOUHBIX
aTTeCTaIllui:

- IpoBe/IeHHEe J1a0OpaTOPHBIX  paboT 3aHATHH €

CHeI_ITCXHI/IKI/I) U UX 3aliuTa,

(Hp AKTHYCCKHX HCIIOJIBb30BaHUCM

- mudepeHraIbHbIN 3aueT

7.21llkana u KPUTEPUH OLCHNBAHUS Pe3yJIbTATOB 00yYeHHS

IToxa3aTenem oOlleHMBAaHUS KOMIICTCHIIMN Ha pPa3JIMYHbIX JSTallax MuX (I)OpMI/IpOBaHI/ISI
ABJIACTCA JOCTHXKCHHUC O6y‘laIOH_[I/IMI/IC$[ IJIAHUPYEMBIX PE3YJIbTATOB O6yLIeHI/I$I 110 AUCHUIITINHE.

OIIK-10. CnocofeHn B KayecTBe TEXHMYECKOI0 CHENUAIMCTAa NPUHUMATH Y4yacTue B
¢dopmupoBanun  noauTukn  MHGPOPMALMOHHOW  0e30MACHOCTH, OpPraHM30BbLIBATH H
NOAJeP:KUBATHL  BbINOJHEHHE KOMILUIeKca Mep Mo ofecnedyeHu0 HMHGPOPMALMOHHOIM
0e30MacHOCTH, YIPABJATH MPOIECCOM HX PeaJn3alii Ha 00bEeKTe 3al[UTHI.
Kputepun onennBanns
IMoka3arteab
2 3 4 5

3HATH: OO0yyaromuiics OO0yuaromuiics OO0yuarommuiics OO0yuaromuiics
TIPUHITUTIBI HE 3HACT WX B JIEMOHCTPUPYET JEMOHCTPUPYET | AEMOHCTPUPYET
(hopmupoBaHus HEOCTaTOYHOM YacTUYHOE 3HAHHUE | TOJHOE 3HAHHE MTOJTHOE 3HAHUE
MTOJTUTHKH CTETIeHN 3HAeT MIPUHIINATIOB MIPUHIIATIOB MIPUHIIATIOB
“H(OPMAITUOHHOM TIPHUHITUTIBI (dhopMupoBaHus (hopMupoBaHus (dhopMupoBaHus
0e301acHOCTH B hopmupoBaHus MTOJTUTUKHU MTOJTUTHKHU MTOJTUTHKHU
UH(POPMAITHOHHBIX MOJINTUKH uHpOpPMAIMOHHON | MH(OPMaLMOHHO | HH(OPMAIIMOHH
CHUCTEMaX. WHGOPMAIIMOHHO | 0E30MacHOCTH B i 6e30MacHOCTH | O

it 6e30macHOCTH B | HHOOPMAITMOHHBIX | B 0e30MacHOCTH B

UHGOPMAITMOHHBI | CUCTEMaX. uHpopmarmons | HHGOPMAITMOHH

13



X CUCTEMax.

BIX CUCTEMaAX.

BIX CUCTEMaAX.

Honyckarorcs
3HAYHUTEIILHBIC JonyckaroTcst HonyckatoTcst
OIITMOKHU HE3HAYHTEIbHBIE | HE3HAYHTEIHHEI
OIIUOKHU, € HCTOYHOCTHU
HETOYHOCTH
yMeThb: Obyuatomuiics Obyuatomuiics Ob6yuatommuiics Obyuatomuiics
paspabaTbiBaTh HE YMeeT UJIH B JEMOHCTPUPYET JNEMOHCTPUPYET | JEMOHCTPUPYET
YacTHbBIE MOJUTHKA | HEJAOCTATOYHOM YaCTUYHOE YMEHHE | TIOJIHOE yMEHHE | TIOJHOE yMEHUE
WHPOPMAITMOHHOH CTEIICHH yMEeeT pa3pabaTbiBaTh pa3pabaThIBaTh pa3pabaTsIBaTh
0e30macHOCTH pa3pabaTpIBaTh JacTHBIC JacTHBIC JacTHBIC
WHPOPMALTUOHHBIX YacTHBIE MOJTUTHKH MO THUKA MOJTUTHUKA
CUCTEM, OIIPENENSTh | MOIUTHKH “H(OPMAITMOHHOW | MHPOPMAIIMOHHO | WHPOPMAIIMOHH
KOMIIIEKC Mep HH()OPMAITOHHO | 0€30MacHOCTH i 6e3omacHOCTH | O
(npaBuna, i OezomacHOCTH WHPOPMAMOHHBIX | HHQOpMAIMOHH | 6€30MaCHOCTH
MIPOLIEAYPHI, WH(GOPMAIOHHBI | CHUCTEM, BIX CHCTEM, rH()OPMAITMOHH
MPaKTUIECKUE X CHUCTEM, OTIPEIEIISTh OTIPEIEIISTh BIX CHCTEM,
TIPHEMBEI, OTIpEeIETIATh KOMILIEKC Mep KOMILIEKC Mep OTIpEIETIATh
PYKOBOZSIIINE KOMILUIEKC Mep (mpaBua, (mpaBuina, KOMILIEKC Mep
MPUHIUIBL, METOBL, | (paBuia, poLeaypHl, MPOLEIYPHI, (mpaBwuna,
CpencTBa) AJis TIPOIIE Y PHI, MIPaKTHYECKUE MPAKTHYECKUE MIPOLIEAYPHI,
obecriedeH st NPaKTHYECKHUE MIPUEMBI, MIPUEMBI, MPaKTUIECKUE
WHPOPMAITIOHHON NPUEMBI, PYKOBOJSIIUE PYKOBOJSIINE MIPUEMBI,
0e30macHOCTH PYKOBOASIIINE TIPUHIIATIBL, TIPUHIINTIBL, PYKOBOZSIIINE
WHPOPMALUOHHBIX NPUHIINITEL, METOJBI, METO/BI, TPUHLIMIIBL,
CHUCTEM, YIIPABISATh METO/TBI, CpenCTBa) AJis CpeacTBa) AJs METO/IBI,
MIPOIIECCOM UX CpencTBa) ISt obecrnieueHus obecrieueHus CpencTBa) st
peanu3anyu Ha obecrieveHust nHPOPMAMOHHON | MHQOpMAIMOHHO | o0ecredeHHs
00BEKTE 3aIIUTHI. HH()OPMAITMOHHO | 0€30MacHOCTH i 6e3omacHOCTH | MHGOPMAITMOHH
it 6e30macHOCTH MH(OPMAITMOHHBIX | HHPOPMAIMOHH | OH
WH(POPMAIIOHHBI | CUCTEM, BIX CHUCTEM, 0e30macHOCTH
X CUCTEM, YIIPaBIIsTH YIPaBIATh HHPOPMAIOHH
YIPaBIATH MPOIIECCOM UX MPOIIECCOM MX BIX CHUCTEM,
MIPOIECCOM HX peanmzanvu Ha peanmzanyu Ha YIIPaBISATh

peanu3aiuu Ha
00BEKTE 3aIIUTHI.

00BEKTE 3AIIUTHI.

00BEKTE 3aIUTHL.

MPOLIECCOM HX
peanu3aiuu Ha

Honyckarorcs Honyckarorcs 00BeKTe
3HAYUTEILHEIE HE3HAYUTEILHEIC | 3aIlHUTEHL
OIIMOKHU OIIIMOKH,
HETOYHOCTHU Homyckarorcs
HE3HAYNTEIbHEI
€ HETOYHOCTH
BJIANETD: OO0yyaromuiics OO0yuaromuiics OO0yuaromuiics OO0yuaromuiics
METOJIaMH PaOOThI HE BJIAJZICCT WA B | JICMOHCTPUPYET JNEMOHCTPUPYET | JEMOHCTPUPYET
TEXHHUYECKOTO HEJO0CTaTOYHOM YaCTUYHOE MTOJTHOE IIOJTHOE
CIIEI[HAINCTA H CTEIICHU BJaJeeT | BIAJICHHE BIIAZICHHE BIIaJICHHE
IO IICPKKOM METOJaMH METOJIaMH pabOThl | METOAAMU METOJaMH
BBITIOJIHEHHUS paboThI TEXHUYECKOTO paboTHI paboTEI
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KOMIUIEKCA Mep 10
00eCTIICUCHUTO
WHPOPMAITHOHHOH
0€30IaCHOCTH,
yIpaBICHUEM
MIPOLIECCOM UX
peanu3anyy Ha
00BEKTE 3aIUTHI.

TEXHUYECKOTO
CICIHATNCTa U
MOAAEPIKKOMN
BBIIIOTHEHUS
KOMILIEKCa Mep
0 00CCIICUCHHIO
HH()OPMAITIOHHO
i 6e30IMacHOCTH,
yrpaBJicHHEM
MIPOIIECCOM HX
peanuzanuu Ha
00BEKTE 3aIUTHI.

CIELMAINCTa U
MOJIIEPIKKOH
BEIIOIHEHHS
KOMILIIEKCa Mep TI0
o0ecIieueHUIO
WHPOPMATMOHHON
0€e301acHOCTH,
YIIPaBICHUEM
MPOIIECCOM UX
peau3anuu Ha
00BEKTE 3allUTHI.

Honyckarorcs
3HAYUTENbHEIE
OIINOKHU

TEXHUYIECKOTO
CHEHHAINCTa U
MOJAEPIKKON
BBIIOIHEHHUS
KOMILJIEKCa Mep
o 00ECIICYCHUIO
nH(pOPMAITMOHHO
11 6€30IacHOCTH,
yIpaBJieHHEM
MPOIIECCOM HX
peanu3anuu Ha

00BEKTE 3aIIUTEI.

HomyckaroTcs
HE3HAYUTEIIbHbIC
OIIMOKH,
HETOYHOCTH

TEXHHUYECKOTO
CTICITHAIICTA H
MOJJEPKKOM
BBITIOJTHCHUS
KOMILIEKCa Mep
o
obecIieueHUIo
nH(OPMAITMOHH
ol
0e30IMacHOCTH,
yIpaBICHHEM
MIPOTIIECCOM UX
peanm3anuu Ha
00BeKTE
3aIUTHI.

HomyckaroTcs
HE3HAYUTEIbHBI
€ HETOYHOCTHU

IK-2. Cioco0eH npuHUMATH YYacTHe B OPraHU3ALMHU H CONPOBOKAECHUHN ATTeCTALMU 00 beKTa

HH(pOPMATH3ANMH N0 TPEGOBAHUAM 0€30MACHOCTH HH(OPMAIIUHT

3HATH:
OpraHU3aINI0
paboTH 1
HOPMAaTHUBHBIC
MPABOBBIE AKTHI MO
aTTeCTalluN
00BEKTOB
nH(pOpMaTH3aINH,
METOABI aTTECTAalluU
YPOBHS
3alUIICHHOCTH
“H(OPMAITUOHHBIX
CHCTEM.

OO0yuaromuiics
HE 3HACT WIH B
HEJOCTaTOYHOU
CTCTICHU 3HAET
OpraHU3aINI0
paboTHI 1
HOpPMaTHBHBIE
MIPABOBBIE AKTHI
0 aTTeCTAIllUU
00BEKTOB
nH)OpPMaTH3AITIH
, METO/TBI
aTTecTaIuu
YPOBHS
3aIUIICHHOCTH
HH(OPMAITOHHEI
X CHCTEM.

OO0yuatomuiics
JEMOHCTPUPYET
JaCTHYHOE 3HAHUE
OpraHu3annuu
paboTsI U
HOPMAaTHBHBIX
MPaBOBBIX aKTOB
TI0 aTTECTAllUH
00BEKTOB
nHpopmaTH3anum,
METOJI0B
aTTeCTaluH
YPOBHS
3alUIICHHOCTH
WHPOPMALMOHHBIX
CHCTEM.

HomyckaroTcs
3HAYUTEIbHBIC
omKnoOKH

OOyuaroruiics
JEMOHCTPUPYET
MOJTHOE 3HAaHHE
OpraHHu3aluu
paboTsl U
HOPMaTHBHBIX
MPaBOBBIX aKTOB
0 aTTEeCTALUH
00BEKTOB
nH(pOpMaTH3AIN
1, METOJIOB
aTTecTaluu
YPOBHS
3alMIICHHOCTH
HHPOPMAOHH
BIX CHCTEM.

HomyckaroTcs
HE3HAYHNTEIHHBIE
OIIMOKH,
HETOYHOCTH

OO0yuatromuiics
JIEMOHCTPUPYET
MOJTHOE 3HAHUE
OpraHu3aluu
paboThI U
HOPMAaTUBHBIX
IIPaBOBBIX
aKTOB TIO
aTTeCTallK
00BEKTOB
nHpopMaTH3aIl
WU, METOJIOB
aTTeCTAIlUH
YPOBHS
3aIUIICHHOCTH
nH(pOpPMAITMOHH
BIX CUCTEM.

Honyckarorcs
HE3HAYNUTCIIbHbI
€ HETOYHOCTH
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yMeThb:
y4acTBOBATh B
OpraHU3alnu 1

OO0yuaromuiics
HE yMeeT W B
HEJI0CTaTOYHOM

OO0yuaromuiics
JIEMOHCTPUPYET
YaCTHYHOE YMEHHE

OO0yuarommutics
JIEMOHCTPUPYET
MOJTHOE YMEHHUE

OO0yuaromuiics
JIEMOHCTPUPYET
MOJTHOE YMEHUE

COTIPOBOXICHUHU CTETIeHH yMeeT y4acTBOBATh B y4acTBOBaTh B y4acTBOBATh B
aTTecTalMi 00bEKTa | y4acTBOBAThH B OpraHu3alyy U OpraHu3aluu U OpraHu3alyy U
“H(OPMATHU3AIUY 110 | OpPTaHU3AIUH U COTIPOBOXJICHUU COIIPOBOXKJICHUH | COIPOBOXKIICHU
TpeOOBaHHUAM COTIPOBOXK/IEHUH | aTTeCTalluu aTTecTalliu Y aTTeCcTalliH
0e30MacHOCTH aTTeCTaIuK 00BeKTa o0BeKTa 00BeKTa
rH(pOpMAITIH. o0BeKTa nHpopMaTH3aMK | MHPOpMaTH3anyd | WHPOPMATH3AILl
uHboOpMaATH3AIMK | 110 TPEOOBAHUIM U 10 HH TI0
1o TpeOOBaHUSIM | OE30MaCHOCTH TpeOOBaHUIM TpeOOBaHUSIM
Oe3omacHOCTH nHpOpMaIum. 0e30macHOCTH Oe3omacHOCTH
uHGOPMAITUH. uHopmarum. nHpopMarmn.
HomyckaroTcs
3HAYUTEIbHBIE Honyckarorcs Honyckarorcs
OIINOKHU HE3HAYHUTEIbHBIC | HE3HAYMTEIBHBI
OIITNOKH, € HETOYHOCTHU
HETOYHOCTH
BJIA/IETh: OO6yyaromuiics OO6yuaromuiics OObyuaromuiics OO6yuaromuiics
METOJTUKAMU HE BJIAJICCT WK B | JICMOHCTPUPYET JEMOHCTPUPYET | JAEMOHCTPUPYET
MIPOBEPKHU HEOCTaTOYHOM YacTHYHOE MTOJTHOE TOJTHOE
3aUIICHHOCTH CTCIICHU BJIaJIcCT | BaJcHUE BJIaJICHUE BJIaJICHUE
00BEKTOB METOIUKAMU METOJTUKAMU METOTUKAMU METOJTUKAMU
rH(pOpMaTH3AINH HA | TIPOBEPKU MIPOBEPKHU MIPOBEPKHU MIPOBEPKHU
COOTBETCTBHC 3aUIIICHHOCTH 3aIUIIICHHOCTH 3alUINEHHOCTH | 3alUIIEHHOCTH
HOPMaTHUBHBIX 00BEKTOB 00BEKTOB 00BEKTOB 00BEKTOB
JIOKyMEHTOB. uHQopMaTH3auuu | nHpopMaTu3anuu | UHGopMaTH3amM | HHPOpPMATH3AILl
HA COOTBETCTBUE | HA COOTBETCTBHUE Y Ha YU Ha
HOPMaTHBHBIX HOPMaTHUBHBIX COOTBETCTBHE COOTBETCTBHE
JIOKYMEHTOB, JIOKYMEHTOB., HOPMaTHBHBIX HOPMAaTHUBHBIX
JIOKYMEHTOB. JIOKYMEHTOB.
Honyckarorcs
3HAYUTEILHBIC JomyckaroTcst Jomyckatorcst
OITNOKHU HE3HAYHUTEIbHBIE | HE3HAUUTEIHHBI
OIINOKHU, € HCTOYHOCTHU
HETOYHOCTH

IIK-6. Cioco0eH NpuHUMATH y4YacTHe B (POPMUPOBAHUM, OPTaHN30BBIBATH U NMOJAEPKABATh
BBITIOJIHEHHE KOMILIeKCAa Mep Mo odecnedyeHuI0 HH(OPMAIHOHHOI 6€30MACHOCTH, YIIPABJIATH

MpomecCcoM Ux peajausanuu.

3HATh:
TIPUHIHITBI
(hopmupoBaHus
KOMILIEKCa Mep I10
00ecCITeYeHUIO
nH(pOPMAITHOHHOH
0e30macHOCTH
MPEANPUITHS
(opranmsanun).

OO0yuaromuiics
HE 3HAeT WM B
HEIOCTAaTOYHOU
CTEIICHU 3HAET
TIPUHITATIBI
hopMupoBaHUS
KOMILUIEKCa Mep
o 00€eCTIICUCHUIO
UHQOPMAITIOHHO

OO0yuaromuiics
JEMOHCTPUPYET
YaCTHYHOE 3HAHUE
IPUHIUIIOB
(hopmupoBaHus
KOMILIEKCa Mep I10
o0ecTeyeHuIo
“H(MOPMAITMOHHOM
6e30macHOCTH

OO0yuaromuiics
JEMOHCTPUPYET
MIOJTHOE 3HAHHE
MPUHIUIIOB
(hopMupoBaHus
KOMILIEKCa Mep
1o o0ecrevYeHuIo
MH(OPMAITUOHHO
it 6e3omacHOCTH

OO0yuaromuics
JEMOHCTPUPYET
MIOJIHOE 3HAHHUE
TPUHIIAIIOB
(hopmupoBaHus
KOMILJICKCa Mep
o
obecrieueHIIo
UH(POPMAIMOHH
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3aIIUTEI
nHpOpPMAaLUH Ha
TPEANPUSITHH.

OpraHu3alNu 1
yIpaBJICHUs
JEeATeITbHOCTD
CITyX0 3aIUThI
uHpOpMAIINH Ha

OpTaHu3alNd 1
yIpaBlieHUS
TeATeIbHOCTh
CITy0 3aIHUTHI
nH(pOpMaIH Ha

OpraHu3alny 1
ynpaBieHHS
IeATeIbHOCTD
CITy 0 3aIIUTHI
nH(pOpMAIH Ha

i OezomacHOCTH MPeaNpUITHS NPeanpHUsTUS ol
TIPEATIPUATHS (opranmsarun). (oprarm3arun). 0e30omacHOCTH
(opranuzanum). HNpEANPUATHS
Joryckatorcst JormyckaroTcst (opranuzanum).
3HAYHUTEIILHBIC HE3HAYUTEIIbHBIC
omKnoOKH omuoKH, JomyckatoTcst
HETOYHOCTH HE3HAYNTEIHHBI
€ HETOYHOCTH
BJIA/IETh: OO0yuaromuiics OO6yuatomuiics OOyuaromuiics OO0yuatromuiics
METOAaMHU HE BJIaJICET WM B | JEMOHCTPHUPYET JEMOHCTPUPYET | JEMOHCTPHUPYET
OpraHM3alyd U HETOCTaTOYHOM YacTHYHOE MTOJTHOE IOJTHOE
yIpaBieHHAS CTETICHH BJaJieeT | BIaJlcHHE BJIaJICHHE BJIaJICHUE
JEeSATETFHOCTh CITYy’)KO | MeTo/aMu METOIaMH METOJaMH METOIaMH

OpraHu3alyy 1
yIpaBleHUS
JeATeIbHOCTh
CITyKO0 3aIUTHI
nH(pOopMaIK Ha

HPEATIPUATHH. HPEINPHUITUH. HIPEINPHUATHH. HMPEINPHUITHH.
HomyckaroTcs HomyckaroTcs HomyckaroTcs
3HAYUTENbHBIC HE3HAYHUTEIbHBIE | HE3HAUUTEIHHBI
OIINOKH OIIMOKH, € HETOYHOCTH

HETOYHOCTH

®opmMa NpoMe:KYTOYHOI aTTecTanmu: 1updepeHInanbHbIi 3a4eT

[To uToram MpoMeXKyTOYHOM aTTECTAIlMU MO JTUCHUIUIAHE (MOIYII0) BBICTABIISIETCS OILICHKA

KOTIIMIHO», «XOPOIIO», «yAOBJICTBOPUTCIILHO» HUIIN «HCYJOBJICTBOPUTCIIHLHOY.

Ikana oneHUBaHUA

Onucanue

OT1iIuuHO

BrimonHeHsl Bce BUABI yueOHOW pabOTHI, MPEeNyCMOTPEHHbBIE y4eOHBIM
mwiaHoM. CTyAeHT JEeMOHCTPUPYET COOTBETCTBHE 3HAHUM,
HaBBIKOB  TPUBENCHHBIM B  TaONMIaX  IOKa3aTejel,

YMEHHUI,
omnepupyer
MIPHOOPETEeHHBIMI 3HAHUSMHU, YMEHUSMH, HaBBIKAMH, MPUMEHSET WX B
CUTYaIMsIX TOBBLIIICHHON CIOKHOCTH. [Ipyu 3TOM MOTYT OBITH JOIYIIICHBI
HEe3HA4YHUTEeIbHbBIE OMHOKH, HETOYHOCTH, 3aTPYAHEHUS MTPU aHAIMTHIECKUX
orepanusix, NepeHoce 3HaHWKW W YMEHWA Ha HOBBIE, HECTaHIAPTHHIC
CUTYAIIUH.

Xopo1o

BrimonHeHs! Bce BHIBI y4eOHOW palOTHI, MperyCMOTPEHHBIE y4eOHBIM
wiaHoM. CTyIeHT NEMOHCTPHPYET HEMOJHOE, NPAaBUIIBHOE COOTBETCTBHE
3HaHWM, YMEHHH, HABBIKOB TIPUBEICHHBIM B TAOJIMIIAX IMOKA3aTENICH, JINOO
€CITY IIPH ATOM OBUIH JOMYILEHBI 2-3 HeCYLIECTBEHHbIE OIIHOKH.

Y 10BIETBOPUTENBHO

BrimonHeHs! Bce BHIBI y4eOHOW palOTHI, MperyCMOTPEHHBIE y4eOHBIM
m1aHoM. CTyJIeHT AEMOHCTPUPYET COOTBETCTBHE 3HAHHM, B KOTOPOM
OCBEIlIEHa OCHOBHAs, HauOoJyiee BaXkKHAs 4acTh MaTepHana, HO IPU 3TOM
JOMyLIeHA OJHA 3HAYUTEbHAS OIINOKA WX HETOUHOCTb.
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HeynosnersopurensHo

He Bbmomnen oauH wnu  Oosee  BUAOB  ydueOHOW  paboThI,
IPETyCMOTPEHHBIX ~ y4eOHbIM  TuiaHoM. CTyAeHT  JAeMOHCTpUpYEeT
HETIOJIHOE COOTBETCTBHE 3HAHWM, YMECHWH, HaBBIKOB IPHUBEACHHBIM B
TabMIax  IoKas3arenei, JOIyCKAIOTCS  3HAYMUTEIbHBIE  OLIMOKH,
OpOSIBIISICTCST  OTCYTCTBUE 3HAaHWHA, YMEHHH, HAaBBIKOB 10  PAAY
MoKaszarened, CTYACHT HWCHBITHIBACT 3HAYMTEIbHBIC 3aTPYJHEHUS MpU
ONICPHPOBAHNN 3HAHWAMH W YMEHWSMH IIPH HX II€pEeHOCe Ha HOBBIC
CUTYyaluH.

7.3 OueHo4YHBbIE CpeCcTBA

7.3.1 Texymuii KOHTPOJIb
Texymuii KOHTPOJIb yCIIEBAEMOCTH CTYAEHTOB OCYIIECTBIISETCS B IIPOLIECCE TPOBEICHUS

1a00paTOPHBIX PadoOT.

b=

o »

10.
11.
12.
13.
14.

15.

16.

17.

18.

7.3.2 TlpomexyTouHasi aTTeCTaIUs
OneHouHbIe cpesicTBa AJIs IPOMEKYTOUHOM aTTecTaluu
nuddepeHIaIbHBINA 3aUeT
Cnucok BOmpocoB
Aynut Ub. Konnenmus [1A*4
Onenounsle cTanaapTsl U cnenuduxarnyu Ub.
CocTtaB, OCHOBHBIE CTaHJAPTHI U CIICHU(UKAIINH.
B kakoM HOpPMAaTHMBHOM MIPaBOBOM aKT€ 3aKpEIJICHbl BCE BHUIBI KOH(MUICHIMAILHON
uHpopmanuu?
UYro Takoe nepcoHanbHble JaHHbIe B cooTBeTCTBUU ¢ D3-1527
Kakyio wHpOpManuio 3ampenieHo OTHOCHUTh K KOH(HMICHIHMAIBHOH B COOTBETCTBHH C
3aKOHOM P®?
Packpotiite monstre "KoHGUAECHITNATBHBIN TOKYMEHT"
[lepeuncnure 4 BUAa TaliH OTHOCSIIUXCS K MEPCOHANBHBIM AaHHBIM. B ciydae ecnu Bam
M3BECTHO OO0JbIlIe BUAOB TaliH oTHOCSIIUXCS K [1]] uX ciaemyeT nepedncinTb.
B kakoMm ciyuae ¢ororpaduio MOXHO OTHECTH K OHMOMETPUYECKHM IEPCOHAIBHBIM
JTaHHBIM?
MoskeT 11 SBISATHCS ONEPATOPOM MEPCOHANBHBIX JaHHBIX (PU3NYECKOE JTUILI0?
Kaxkue neiicTBUS MOXXHO MPOU3BOJIUTD C TIEPCOHAILHBIMU JaHHBIMU?
[lepeuncnure knaccuUKaMOHHBIE TPYIIIHI MEPCOHATBHBIX JAaHHBIX MO MPU3HAKY CBOOOIBI
obopora.
Kto sBnsiercs OCHOBHBIM OTBETCTBEHHBIM 3a OIpPEIEICHHE YpPOBHS KiIaccu(UKAINK
nHpopmanuu?
Kakast kareropusi siBisiercs Hanboyiee PUCKOBAHHOW MJIi KOMITAHUUM C TOYKU 3PECHHUS
BEPOSATHOTO MOUICHHUYECTBA M HAapyIIEHUs 0€301MacHOCTH?
Ecnu pasznuuHbIM TpynnaM Mojib3oBaTeNlel ¢ pa3iMyHbIM YPOBHEM JOCTyla Tpelyercs
JIOCTYII K OJTHOM M TOW >Xe MH(]OpMaIMU, KaKoe M3 yKa3aHHBIX HUXKE ICHCTBUU CIEHyeT
MIPEANPUHSITH PYKOBOJCTBY?
KTo B KOHEYHOM cueTe HeceT OTBETCTBEHHOCTh 3a TapaHTHM TOTO, YTO JIaHHBIE
KJ1acCU(UIIUPOBAHBI U 3aLUIIECHbI?
OCHOBHOW [TOKyMEHT, Ha OCHOBE KOTOpPOTO MPOBOAMTCS MOJUTHKA HH(OPMALMOHHON
0e30macHOCTH?
KommMmepueckas TaiiHa 370. ...
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19. 'ocynapcTBeHHas TaiiHa 3T0. ..
20. bankoBckas TaiiHa 3T0. ...
21. IIpodeccuonanbHas TaiiHa. ..

22. Kak Ha3pIBaeTcs TallHa MEPENUCKH, TEICPOHHBIX MEPETOBOPOB, TIOUYTOBBIX, TelerpadHbIX U

WHBIX COOOIIEeHNIT?

23. DneMeHT anmapaTHOM 3alllUThl, I/€ HCIOJNb3YeTCsl Pe3epBUPOBAHUE OCO00 BaXKHBIX

KOMIIBIOTEPHBIX MOJICUCTEM.

24. Crangapt «O6ume Kpurepumn». Konnenuus, OCHOBHbIE OHSATHUS U OTIPEICICHUSI.
25. Crangapt «O6ume Kpurepum». Ouenounsie ypoBHH nosepust (OY [])

26. CTO bP UBBC CrpykTypa, KOHLENIUSA, OCHOBHBIEC IOHATHS U ONIPEACICHUS.

27. CTO BP UBBC IIpoBenenue ayaura COOTBETCTBHSI KPEIWTHO-(PMHAHCOBOW OpraHu3alvu

tpeboBanusim CTO BP UBBC.
28. PCI DSS Ctpykrypa, KOHLIENIUsA, OCHOBHBIC MIOHSTHUS U ONIPEACICHUS.
29. PCI DSS IIposenenue aynura coorBeTcTBUs Tpeboanusm PCI DSS
30. PCI DSS IlpoBenenue camootienku cootBeTcTBus Tpedoanusm PCI DSS
31. PCI DSS OcHoBHble TpeboBanus (12 TpeGoBaHuii)

IIpumep Outera.

MUHUCTEPCTBO OBPA3OBAHU S U HAYKU POCCUNCKOU ®EIEPALIUU
®EJIEPAJIBHOE 'OCYJTAPCTBEHHOE ABTOHOMHOE OBPA3OBATEJIBHOE
VUYPEXXJIEHUE BBICILIETO OBPA3SOBAHUS
«MOCKOBCKHWH MOJJUTEXHUYECKU YHUBEPCUTET»
(MOCKOBCKHWH ITOJIUTEX)

3K3AMEHAL[I/IOHHBH71 BUJIET Nel
10 JUCLIUILINHE

«AYJINT THOOPMAITMOHHOM BE30ITACHOCTM»

HamnpasieHne noaroToBku
10.03.01 UadopmarmonHas 6€30mMacHOCTh

BOIIPOCHI:

1. Kommepueckas TaiiHa 3T0...

2. DNeMeHT anmnapaTHOM 3allUTh, T1Ie UCTIONIB3YETCs pe3ePBUPOBAHNE 0COO0 BaXKHBIX
KOMITBIOTEPHBIX MOJCHCTEM.

3.Kto sBisieTcss OCHOBHBIM OTBETCTBEHHBIM 3a OIPENEICHUE YPOBHS KiIacCU(PUKAIINH
uHpopmanuun?

YTBepKIeHO: / [« » 20 r.
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