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1. Heamn, 3an0aum ¥ IJIAaHUPYeMble Pe3yJbTaThl 00y4eHHs M0 AUCHUILIHHE

K ocHOBHBIM mesisiMm 0ocBOeHMs AUCUUIUIMHBEI «lIporpaMmupoBanue KpunTorpapuuecKux

AJITOPUTMOBY» CIEAYET OTHECTU:

- U3Y4YE€HUE COBPEMEHHBIX METOJIOB U CPEICTB KPUIITOrpaduiecKoil 3amuThl HHPOPMALUU

JUISL peIIeHUs TPo0IIeM 3aluThl HHPOPMaIUH.

K ocHOBHBIM 3agavdamM OCBOCHHA THUCHUIIINHBI ((HpOFpaMMI/IpOBaHI/Ie KpI/IHTOFpa(bI/I‘IeCKI/IX

AJITOPUTMOB» CICAYCT OTHCCTH:

- OBJaJ€HHC OCHOBHBIMU KpI/IHTOFpa(l)I/ILIeCKI/IMI/I HHCTPYMCHTAaMU, H606XOI[I/IMBIMI/I JIs

MMOCTPOCHUS 3alIUIICHHBIX I/IH(bOpMaI_[I/IOHHBIX CHUCTCEM.

OO6yuenne no guciuruiie «lIporpammupoBanre KpunTorpapuueckux airopuTMOBY» HampaBiIeHO

Ha (popMUpOBaHUE y O0YHAIOLINXCS CIEAYIOMNUX KOMIETSHIUH:

Koa n HamMeHoOBaHMe KOMIIeTeHIIMHA

I/IH)II/IKaTopLI JOCTHIKCHUSA KOMIICTCHIIUMN

OIIK-7 CriocobeH NCI0JIb30BaTh SI3BIKU
MPOTrPaMMUPOBAHUSI U TEXHOJIOTUH Pa3pabOTKU
MPOTPAMMHBIX CPEJICTB JUIS PEIICHUS 3a1a4
PO eCCUOHANBHOM JeSITeIPHOCTH

HOIIK-7.1. 3HaeT coBpeMEHHBIC CPEACTBA pa3pabOTKH
¥ aHaJH3a MPOrPaMMHOTO 00ECTICUCHHS Ha SI3bIKaX
BBICOKOT'O YPOBHSI, METOIbI IIPOIPAMMHPOBAHHUS 1
pa3paboTku 3pPEKTUBHBIX aITOPUTMOB PEIICHUS
NPUKJIAIHBIX 337124, 0a30BbIe CTPYKTYPbI JaHHBIX,
OCHOBHBbIE ITOPUTMbI COPTUPOBKH U IOUCKA U
croco0b! uX 3P PEKTUBHON peaTn3anun, OCHOBBI
aJIMUHUCTPUPOBAHMUS ONIEPALIMOHHBIX CUCTEM U
BBIYUCITUTEIFHBIX CETECH, 3TAIOHHYIO MOICITh
B3aMMOJICHCTBHS OTKPBITHIX CUCTEM, METOJIBI
KOMMYTAIIMH ¥ MapuIpyTH3aLHuH, CETCBBIC
MIPOTOKOJIEI,

HOIIK-7.2. BBIOHpaTh HEOOXOIUMBIE
UHCTPYMEHTAJIbHBIE CPEACTBA ISl pa3paboTKu
NpOrpaMM B Pa3JIMuHbIX ONEPALMOHHBIX CUCTEMax U
cpelax, COCTaBIATh, TECTHPOBATh, OTIAXKHUBATH U
oopMIIITH IPOrpaMMBbI Ha SI3bIKaX BBICOKOTO YPOBHSI,
BKJIOYast 00bEKTHO-OPUEHTHPOBAHHBIE,
(hopMann3oBaTh MOCTABJICHHYIO 3a/1a4y, BHIOUPAThH
HE00XOIUMBIEC HHCTPYMEHTAIBHBIC CPEACTBA IS
pa3paboTKK MPOTrpaMM B pa3IHMYHBIX OTIEPAIMOHHBIX
cUcTeMax ¥ cpeliaX, YCTaHABIMBATH M OCYIIECTBIISTh
MIEPBUYHYIO HACTPOIKY OHOU U3 ONEPAIlIOHHBIX
CHCTEM;

HOIIK-7.3. Brageet HaBBIKaMH pa3padOTKH
NpOrpamMM Ha SI3bIKE MPOrPaMMHUPOBAHHS BHICOKOTO
YPOBHSI, OCHOBHBIMH MOAXO0JaMH K OpraHU3aIl1n
nporiecca pa3paboTKU MPOrPaMMHOTO O0ecTIeueHus!.

OIIK-9 Cnoco0eH mpuMeHSTh CPeICTBa
KpUNTOTPa(hUIECKON M TEXHUYECKOH 3aIHUTHI
nH(popManuK A1 peleHus 3a1ad npoQeccHoHaNbHON
JIeSITETbHOCTH

HOIIK-9.1. 3naer cpenctea Kpunrorpaduieckoil u
TEeXHUYECKOH 3aIIUTHl MH(pOpMALNH IJIs1 peIIeHUs
3aj1a4 MpoQeCcCHOHaNBHON JIESITeNbHOCTH;

HOIIK-9.2. YMeeT NpUMEHATh CPeiCTBA
KpUNTOTpapuIecKOl ¥ TEXHUIECKOH 3aIUThI
nHGOPMANNH U PeIeHNs 3a1a4 NpodecCHoHATEHON
JeSITeIbHOCTH;

HOIIK-9.3. BnaneeT cpeAcTBaMu KpUNTOTpadUIeCKOM
1 TEXHHYECKOH MH(OPMAINH IS pEIIeHHUs 3a/1a9
npodeccHoOHATLHOM IEeATENBHOCTH




2. He.]'IH, 3a/laYU U IVNIAHUPYEMBIC PE3yJbTaTbl oﬁyquml o IMCIOMIIJIMHE

Hucuunnuna «IIporpammupoBanne Kpuntorpaduyeckux aaroOpuTMOB» OTHOCHUTCS K YHCITY
eKTUBHBIX yueOHbIX aucuurind (b1.2.9/1), anektuBubie nucturummasl 1 (b1.2.9/1.1.), ocHOBHO#
obpasoBarenbHoi iporpammsel (b1.2.9]1.1.1).

JlucuMiimHa B3aMMOCBSI3aHA JIOTHYECKH U COAEPKATEIbHO-METOJAMYECKU CO CIEAYIOLIUMU
muciuminiamMu U npaktukamu  OOIL: «Metoasl u cpeactBa KpunTorpaduueckoil 3amuThl
uHpopmanuny, «MaTeMaTHUYeCKuil aHanm3», «lucKpeTHas MaTeMaTHKay, « Teopus BeposSsTHOCTEH U
MaTeMaTuuyeckas cTatuctuka», «Teopuss wuHdpopmarum», «YucineHHsle MetoAb», «OCHOBBI
UH(POPMALIMOHHOM 0€30MaCHOCTH.

3. CTpykTypa u coaep:kaHue TUCUUILIHHBI

OO0miast TpyA0€MKOCTh JUCIUIUIMHBI COCTABIISIET 4 3aueTHble euHUIBI (144 daca).

3.1. Buabl yueOHoii padoThl H TPYA0EMKOCTh
(o popmam oOyueHus)

3.1.1 Ounas hopma oOy4eHus

Ne CemecTpsl
n/n Bup yueOHoit padoTbl Koamectso
JacoB Cemectp Henenn
cemMecTpa
1 | AyauTopHble 3aHATHS 72 4 1-18
B ToMm uncne:
1.1 | Jlexkuunu - - -
1.2 | CemuHapckue/mpakTHIECKNE 3aHATHS - - -
1.3 | JIaGoparopHbIe 3aHATHS 72 4 1-18
2 | CamocTosiTeTbHAsI padoTa 72 4 1-18
3 | IlpoMe:kyTOUYHAsI ATTECTAIUS
DK3aMeH 4 ITo pacnucanuto
Hroro 144




(mo popmam oOyueHUs)

3.2.1 Ounas popma oOyueHus
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3.2. TemaTn4yeckuii JIaH U3y4YeHUsl TUCIHUTNTIMHBI

TpynoemkocTsb, yac

AynutopHasi padora

Ne p / Camoc
n/ A3MEABITEMBI Cemunap | JIa6op | IIpakT | TosTe
n AHCTHILTHHEL Beero | . cKue/ | aTOpH | MYecKa | JpHas
. [PAKTHHE | bl s pador
H CKHE |3aHATH |IOATOT| a
3aHATHUS S OBKa
1 Paznen 1. IlporpammupoBanue
QITOPUTMOB CUMMETPUYHBIX 64 - - 34 - 34
KPHUIITOCUCTEM.
1.1 | Tema 1.1. lIudps oqHO3HAYHOMH 8 i i 4 i 4
3aMEHBI
1.2 | Tema 1.2. llupsl MHOTO3HAYHOM 8 i i 4 i 4
3aMEHBI
1.3 | Tema 1.3. IlIudper 6109HON 3aMEHBI 8 - - 4 - 4
1.4 | Tema 1.4. llIudpsr nepecTaHOBKU 8 - - 4 - 4
1.5 | Tema 1.5. llIudgpsr ramMupoBanus 8 - - 4 - 4
1.6 | Tema 1.6. [ToTounsbIe UG PHI 8 - - 4 - 4
1.7 | Tema 1.7. KomOuHamonssle mugps 20 - - 10 - 10
2 Pasnen 2. [IporpammupoBanue
QITOPUTMOB aCHMMETPHUYHBIX 16 - - 8 - 8
KPHUITOCHCTEM
2.1 | Tema 2.1. AcummeTpuuHbIe MUGPHI 16 - - 8 - 8
3 Paznen 3. HporpaMMHPOBaHHe 24 i i 12 i 12
ITOPUTMOB LU (POBOIL MoTUCH
3.1 | Tema 3.1. I'ereparnmst tnppoOBHIX 5 i i 4 i 4
MO CEN
3.2 | Tema 3.2. IIporpammupoBaHue 16 i i 8 i 8
anroputmoB 'OCT P 34.10
4 Pasnen 4. IlporpammupoBanue 4 ) ) 5 ) 5
QITOPUTMOB OOMEHA KIII0YaMH




4.1 | Tema 4.1. OOMeH KIIt0OYaMH 110
anroputmy duddu-Xennmman

5 Pa3nen 5. IlogroroBka otuera o
pOTPaMMHUPOBAHUH 36 - - 18 - 18
KPUIITOIpaUUIEeCKUX alrOPUTMOB

5.1 | Tema 5.1. TecTupoBaHue IPOrpamMm 8 - - 4 - 4

5.2 | Tema 5.2. Pa3paboTka 010K-cXeM

8 - - 4 - 4
nporpamm mmdpoBaHus
5.3 | Tema 5.3. Pa3paboTka o01iero 5 i i 4 i 4
uHTepdeiica mporpamm
5.4 | Tema 5.4. IIpoBepka pabOThI IPOrpaMM 8 i i 4 i 4
Ha TEKCTax
5.5 | Tema 5.5. OT4uer o mporpaMMHUpPOBAHHUH 4 i i 9 i 9
KPUNTOTrpapUIeCcKuX alrOpUTMOB
Hroro | 144 72 72

3.3. ConepxaHue TUCHUNIHHBI

Pasznen 1. HpOFpaMMI/IPOBaHI/Ie AJITOpUTMOB CUMMETPUYHBIX KPUIITOCUCTEM.

Tema 1.1. Hludpsr 0qHO3HAYHOM 3aMEHBI.
Hugpvr npocmoti oono3Haunoul 3amenvl: Amoaw, wughp Llezaps, wugp Honuous. Hlugdpo
MHO203HauHOU 3amenbl. LLIughpvl 6rounoii 3amenvl. [Llugpel cammuposanus.
Tema 1.2. IIndpsl MHOTO3HAYHON 3aMEHBI.
HIugper Tpumemus, bBenazo, Busicenepa. S-6nok 3amenvt I OCT P 34.12-2015.
Tema 1.3. IIudpsr 6;104uHON 3aMEHBI.
Mampuunovui wugp. lugp [nstigepa.
Tema 1.4. HIudps! nepecTaHOBKH.
Hlugper sepmukanvrou nepecmanogxu. Llugpol mapuipymnou nepecmanosku.
Ilosopomuwie pewwemku. Cemv Deticmens.

Tema 1.5. lIudpsr raMmmupoBaHusi.
Oonopazosvui  onoknom ILllennona. [ammuposanue T'OCT P 34.13-2015 mo

anroputmy Marma (I'OCT P 34.12-2015).

Tema 1.6. Ilorounblie mudpsl.

Hlughpor A5/1 u A5/2.
Tema 1.7. KomOuHannoHHble mMUQpHI.

I'OCT P 34.12-2015 Maema u Kyzneuux, OCT 28147-89, AES.
Paspen 2. IIporpaMMupoBaHue aJITOPUTMOB ACHMMETPUYHBIX KPUIITOCHCTEM.

Tema 2.1. AcummMmeTpuuHble UPHL.
Hlughp RSA.

ugp El Gamal.
Kpunmocucmema ECC ¢ ucnonvzosanuem abcyuccvl mouxu.
Paspnen 3. [IporpamMupoBanue aJiroputMoB Hu@poBoi MOANMUCH.

Tema 3.1. ['enepanus nudpoBHIX MOITHCEH.
Anecopummer RSA, EGSA.
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Tema 3.2. IIporpammupoBanue anroputmoB ['OCT P 34.10.
Aneopummst yughposoii noonucu I'OCT P 34.10-94 u TOCT P 34.10-2012.
Pa3znea 4. [IporpaMmMupoBanue aJiropuTMoB 00MeHa KJIIOYAMM.
Tema 4.1. O6Mmen kmogamu 1o anroputmy Huddu-Xemimana.
Obmen knrouamu no areopummy Diffi-Hellman.
Paznen S. IloaroroBka oT4eTa 0 NPOrpaMMHPOBAHNMH KPHUNTOrpaduyecKux
aJITOPUTMOB.

Tema 5.1. TectupoBaHue nporpaMmm.
Tecmuposanue npozpamm no 6apuaHmMam pyuHo20 WU@DPOBAHUSL U YUCTIOBbIM NPUMEPAM,
npusedenuvim 6 cmanoapmax I'OCT P 34.10-2010, I'OCT P 34.12-2015 u I'OCT P 34.13-
2015.
Tema 5.2. Pa3zpaboTrka 6510K-cXeM porpamMm M poBaHHUS.
Paspabomxa 6nox-cxem npoepamm wugposarnus 6 coomseemcmeue ¢ I OCT 19.701-90.
Tema 5.3. Pa3pabotka ob1ero narepdeiica mporpamm muppoBaHus.
Jluanozoswviti unu KouconvHulli unmepghetic. bnok-cxema obweco ummepgeiica.
Tecmuposanue unmepetica.
Tema 5.4. [IpoBepka paboTHI TporpaMM Ha TEKCTaX.
Texcmur 1000 3uaxos. [lugposanue u pacwugposanue mexcmos. Ienepayus

NEKMPOHHOU YUPPOBaAsi NOONUCU K MEKCAM.

Tema 5.5. OTyeT 0 MporpaMMHUPOBAHUN KPUIITOAITOPUTMOB.
lloocomoexka omuema o npocpamMmMuposanuy 6 CcOomeemcmeue ¢ 3a0aHHOU
CMPYKMYypou U 3auuma omyemad.

3.4. TeMaTnka CEMUHAPCKUX/MIPAKTHYECKUX H JIAa0OPATOPHBIX 3aHATHI
3.4.1 CemuHapcKue/MpakKTUICCKUE 3aHITHS

He npedoycmompenvi npoepammotl.

3.4.2 JIaGopaTopHBbIE 3aHSITHUS

Tema 1. Pa3zpaboTka nporpaMm CHMMETPUYHBIX aITOPUTMOB.
JlabopaTtopHas pa6ora 1.1. [lIudgpsl 01HO3HAYHON 3aMEHBI.

HTugper npocmoii 00no3HauHol 3amensl: Amobaw, wugp Llesapsa, wugp Ionubus. [Hugper
MHo203HauHou 3amenvl. [ugpvr b6rounot samenvl. Lllugpor cammuposanusi.
JlaboparopHas pabota 1.2. ITudpsl MHOTO3HAYHOI 3aMEHBI.
HIugper Tpumemus, Benazo, Busicenepa. S-6nok 3amenvt I OCT P 34.12-2015.
JIaGoparophas pa6ota 1.3. [lIudpsl 6104HOIM 3aMEHBI.
Mampuunovui wugp. lugp [nstigepa.
JlaGopatopHas pabota 1.4. IlIudps! nepecraHoBKH.
Hlugper sepmukanvrou nepecmanogxu. Lllugpol mapuipymnou nepecmano8Ku.
Ilosopommuvie pewremru. Cemo Deticmensi.

JlaboparopHnas padota 1.5. Hudpsl raMmmupoBaHusl.
Oonopasosviii  6noknom Illennona. I'ammuposanue TOCT P 34.13-2015 mo
anroputmy Marma (I'OCT P 34.12-2015).
JlabopaTtopHast pabota 1.6. [ToTounsie mmudpwI.
Hlugppor A5/1 u A5/2.

JlaGopaTtopnas padota 1.7. KomOunanmoHHbIe A QPHIL.
I'OCT P 34.12-2015 Maema u Kyzneuux, OCT 28147-89, AES.
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Tewma 2. Pa3zpaboTka nmporpaMM aCHMMETPHUYHBIX KPUIITOCHCTEM.

JlaGopaTtopHas pabora 2.1. AcuMMeTpruyHbIe MUQPHI.
Hlughp RSA.

ugp El Gamal.
Kpunmocucmema ECC ¢ ucnonvzosanuem abcyuccol moyxu.
Tewma 3. Pa3paboTka nporpaMm 31eKTPOHHONU U(PPOBOH TOAMHUCH.

JlaGopaTtopHas pabora 3.1. ['eHepanms UG POBBIX TOAMUCEH.
Aneopummsr RSA, EGSA.
JlabopaTtopHas padora 3.2. [Iporpammuposanue airoputmoB 'OCT P 34.10.
Aneopummst yughposoti noonucu I'OCT P 34.10-94 u TOCT P 34.10-2012.
Tema 4. PazpaboTka mporpamMm oOMeHa KITFOUaMH.
JIaGoparopnas pabota 4.1. O6men kimoyamu 1o anroputmy Jduddu-Xemnmmana.
Obmen kmouamu no areopummy Diffi-Hellman.
Tema 5. ITogroroBka oT4era 0 MPOrpaMMUPOBAHUH KPUITOTPAPHUECKUX AITOPUTMOB.
JlaGopaTtopHas pabota 5.1. TecTupoBaHHe MPOrpaMm.

Tecmuposanue npoepamm no 8apuanmam.
JlaGoparopHas pabota 5.2. Pa3zpaboTka 010K-cXxeM mporpaMm mudpoBaHusL.
JlaGopaTopHas padora 5.3. Pa3zpaboTka ob1iero uHTepdeiica mporpaMm.
Juanoeoswviti unu Kouconvuwlli unmepetic. brox-cxema obwezo unmepgelica.
Tecmuposanue unmepdetica.
JlaGopaTtopHast pabota 5.4. [IpoBepka pabOThI MPOTpaMM Ha TEKCTaX.
Texcmor 1000 3naxos. [lupposanue u pacwugposanue mekcmos. IiekmpoHHAs

yughposas noonuce.

JlaboparopHas padota 5.5. OTUeT 0 MpOrpaMMUPOBAHUU KPUIITOTPAPUUECKUX aJITOPUTMOB.
Cmpykmypa omuema.

3.5. TemaTnka KypcoBbIX NPOEKTOB (KYPCOBBIX padoT)

He npedycmompenvi npoepammotl.

4. Y4yeOHO-MeTOAUYeCKOe M HHPOPMALIMOHHOE o0ecneueHne

4.1. HopmatuBHbie 1o0KyMeHTHI 1 'OCThI

1. ®enepanbubiii 3akoH ot 06.04.2011 N 63-®3 (pea. or 11.06.2021) «OO0 31eKTPOHHOU
HOJITHCH: Tekcr: AIEKTPOHHBIN // Texakcnepr: [caiiT].— URL:
https://docs.cntd.ru/document/902271495 (nara obpamenus 15.03.2021);

2. TOCT P 34.10-2012 WudopmanmonHas TtexHojorus. Kpunrorpaduueckas 3amura
uHpopmanuu. Ilpoueccsl (opMuUpoBaHMS W TPOBEPKU 3NEKTpoHHOU mudpoBoi Information
technology. Cryptographic data security. Generation and verification processes of electronic digital
signature: HanmonanbHbiii cranaapt P®: Beex. 01.01.2013: -M.: Crannaptundopm, 2018. -URL:
https://docs.cntd.ru/document/1200095034 (nata obpamenus 15.03.2021).- TekcT: 3IEKTPOHHBIN.

3. TOCT P 34.11-2012  HudopmanmonHas TexHonorus. Kpunrtorpaduueckas 3ammra

nHpopmarnuu. Oyukuus xamupoBanus Information technology. Cryptographic data security. Hash-
function: Hanmonanensiii crannapr PO®: Been. 01.01.2013:- M.: Cranmaptungopm, 2013.- URL:
https://docs.cntd.ru/document/1200095035 (nata obpamienus 15.03.2021).- Tekcr: 37eKTpOHHBIN.



https://docs.cntd.ru/document/902271495
https://docs.cntd.ru/document/1200095034
https://docs.cntd.ru/document/1200095035
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4. TOCT P 34.12-2015 Wudopmanuonnas texHoiorus. Kpunrorpadpuueckas 3ammra
uHopmarnuu. bnounsie mmppe: Hamwonamenbiit cranmapt P®: Beex. 01.01.2016:- M.:
Cranmaprundopm, 2015.- URL: https://docs.cntd.ru/document/1200121983 (mara obGparieHus
15.03.2021). - TeKcT: 3JIeKTPOHHBIN.

5. TOCT P 34.13-2015 HWndopmanuonHas TtexHonorus. Kpunrorpadudeckas 3ammra
uHpopmarnuu. Pexxumbr pabotel Omounbix mmdpos: nformation technology. Cryptographic data
security. Modes of operation for block ciphers: Hannonansnsiii crangapt P®: Been. 01.01.2016:-
M.: Crannaptundopm, 2015.- URL:https://docs.cntd.ru/document/1200121984 (nmata oOparneHus
16.03.2021).- Tekct: 3NeKTPOHHBIH.

I'OCT 19.701-90 Enunas cuctema nporpaMmMHoOM JoKyMeHTauu. CXeMbl aITOPUTMOB, POrpamMM,
JaHHBIX U cucteM. MexayHapoausiii ctanaapt.: Beea. 01.01.1992. — I'ocyiapcTBEHHBIN KOMUTET
CCCP no BeruuciauTeNbHON TexHUKE U nHpopmaTuke. [lepensnan — suBaps 2010.

4.2. OcHOBHasI TUTepaTypa

1. byrakoBa H.I'., ®enopo B.H. Kpunrorpaduyeckue MeToAbl U CpeACTBA 3aIIUTHI
uHpopmanuu: ydeObHoe mocodue. M3manue 2-e, ucmpasiienHoe W jpomnonHeHHoe. — CII6: I
«uaTepmennay, 2020. — 380c. — ISBN 978-5-4383-0210-0.

2. Beenenwne B kpunrorpadguueckyro 3ammrty uHdopmau 00bexToB: yueonuk mis CI1O /

C.H. Unbunsix, C.I'. Amommuna, T.M. Kanuakuna [u gp.]. - M.: KT MTYCH, 2021. - 276¢c. —
Tekcr : anexTpoHHbIN // JIaHb : 31eKTpoHHO-0MOMMoTeuHas cuctema. — URL:
https://reader.lanbook.com/book/215231

3. Epmakoga, A. 1O. Kpunrorpaduueckue merons! 3amutsl uHpopmarmu / A. FO. EpmakoBa. —
M. : MUPDA - Poccuiickuil TexHoaorndeckuii yausepcurer, 2021. — 172 ¢. — Tekcr :

JIEKTPOHHBIH // JIaHb : aekTpoHHO-OnOMoTeunas cuctema. — URL:
https://reader.lanbook.com/book/176563

4.3. JlonoTHUTEeILHAS JINTepaTypa

1. ByrakoBa H.I'., Cemenenko B.A., ®enopos H.B. Kpunrorpaduueckas 3amnmura
uHpopmanuu: yaeOHoe ocodue s By30B. — M. : U3n-Bo MI'Y, 2011 . — 316 c. - ISBN 978-5-
2760-1503-3

2. byrakosa H.I'., ®enopor B.H. Kpunrorpaduieckne MeTobl ¥ CpeACTBa 3aIIUTHI
uHpopmanuu: yuedHoe nocobdue. — CI16: UL «Mutepmenua», 2016. —384c. — ISBN 978-5-4383-
0135-6. [locTyIm K 3JIEKTPOHHOM BEpPCUHM KHUTH OTKPBIT Ha caiiTe
https://elibrary.ru/item.asp?id=28331738.

3. Kopuuenko A. A. Kpunrorpaduueckue npoTokossl : yued. mocobue / A. A. Kopuuenko, M.
JI. T'myxapes. — CI16 : ®T'BOY BO II'YIIC, 2020. — 74 c. — ISBN 978-5-7641-1509-2. — TekcT :
ANEKTPOHHBIHN // JlaHb : 35ekTpoHHO-O0nbMMoTeunas cucrema. — URL:
https://reader.lanbook.com/book/191009

4. Urnatees E. b. 3amuTta nHbopManuu: KpUNToaIropuTMbl XeIIMPOBAHUS: yueOHOE ITocoone
s By3oB / E. b. Urnatees. - Cankr-IlerepOypr: Jlans, 2023. - 264 c. — TekcT : 31eKTpOHHBIH //
Jlans : anexTpoHHO-OMOMHOTEeYHast cuctema. — URL: https://reader.lanbook.com/book/311792

5. OBuMHHUKOB, A. A. Kpunrorpaduueckre MeToAb! 3alIUThl HHPOpMaLuu: Y4yeOHoe
nocobue / A. A. OBunHHUKOB. — CII0 : Cankt-IleTepOyprckuit rocy1apcTBEeHHBI YHUBEPCUTET
a’pokocmuueckoro npudopoctpoenus, 2021. — 133 c. — ISBN 978-5-8088-1591-9. — Teker :


https://docs.cntd.ru/document/1200121983
https://docs.cntd.ru/document/1200121984
https://elibrary.ru/item.asp?id=28331738
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3JICKTPOHHBIN // JIaHb : anekTpoHHO-0nbMMoTeunas cucrema. — URL:
https://e.lanbook.com/book/216491

4.4, JnekTpoHHBIE 00pa3oBaTeIbHbIE PecypChl

1. Byrakoa H.I'. Kpunrorpaduueckre MeTOIbI 3aUThl HHOOPMAIUU. DJIEKTPOHHBIH
00pazoBarebHbIN pecypc. MockoBckuii [Tonurex, 2020 -
https://Ims.mospolytech.ru/course/view.php?id=2518.

2. byrakosa  H.I'.  IlporpammupoBanue  KpuUOTOrpaUUecKUX  aJTOPUTMOB.

DONeKTpOHHBbIH  oOpa3zoBarenbHBIE  pecypc.  MockoBckuit  Ilomurex, 2020 -
https://Ims.mospolytech.ru/course/view.php?id=8378&

4.5 JIueH3noHHOE H CBOOOTHO PACTIPOCTPaHsieMoe MPOrpaMMHOe o0ecriedeHne

1. Onepanmonnas cucrema Microsoft Windows ot 7 Bepcun u Boitie; Microsoft Office wim Open
Office, 6paysep (Firefox/Google Chrome /Explorer).

4.6 CoBpeMeHHbIe MPo¢ecCHOHATIbHBbIE 0a3bl TAHHBIX U MH(POPMAIIMOHHbIE
CIIpaBOYHbIE CHCTEMBI

1. eLIBRARY.RU: Hayunas snexrpoHHas 6umbmuoreka: caiT. - Mocksa, 2000 -. - URL:
https://www.elibrary.ru (gara oopamenus: 16.03.2021). — TekcT: 3eKTPOHHBIH.

2. JIAHD: snexktponHo-6ubroTeyHas cucrema: cat. — Cankr-IletepOypr,2010 -. - URL:
https://e.lanbook.com (nara obpamenus: 10.03.2021). - TekcT: 37I€KTPOHHBIH.

3. ®CTOK Poccun: I'ocymapcTBeHHBIH peecTp CepTH(PHIMPOBAHHBIX CPEICTB 3alUTHI
undopmarmu. — Mocksa, 2014. - . - URL: https://fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii (mara ooOpamenus: 10.03.2021). -
TekcT: 2NeKTPOHHBIN.

4. bubnuorpaduueckas u pedepaTtuBHas 0aza JaHHBIX HAYYHOM MEPUOAMKH «Scopus» -
WWW.SCOopus.com.

5. Caiit ®enepanbHoii ciyx0b1 0e3omacHocTr Poccuu (PCB Poccun). -http://www.fsb.ru.

6. Caiir ®enepanbHON CIyk Obl M0 TEXHUYECKOMY M 3KCIOPTHOMY KoHTpoiro (PCTIOK
Poccun). - http://www.fstec.ru.

7. IlopTaJ TEXHUUECKOI'0O KOMMTETA IO CTaHZapTHU3aluu «3aluTra
uHbopManuu». — http://tk.gost.ru/wps/portal/tk362

8. HHbopMaIIMOHHO —aHAJUTHUUECKUM WHTepHeT—1mIOpTall
IS027000.ru. — http://www.is027000.ru/.

5. MarepuajibHO-TeXHHMYECKOe oOecreyeHmne

Jlnst mpoBeleHHsT BCEX BHJIOB 3aHATHH HEOOXOJAMMO TIPE3EHTAIMOHHOE O0OpyIOBaHUE
(MyTbTUMEIUHHBIN TPOEKTOP, HOYTOYK, SKpaH WU HHTEPAKTUBHAS JOCKa) — 1 KOMILUIEKT.


https://lms.mospolytech.ru/course/view.php?id=2518
https://lms.mospolytech.ru/course/view.php?id=8378&
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii
http://www.scopus.com/
http://vpo.pk.mesi.ru/www.fsb.ru
http://www.fstec.ru/
http://tk.gost.ru/wps/portal/tk362
http://www.iso27000.ru/
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,HJ'I?I IMPOBCACHUA HPAKTUUCCKHUX 3aHATHH HGO6XOI[I/IMO HAJINYHUEC KOMIIBIOTCPHBIX KJIACCOB,
O60py,Z[OBaHHBIX COBpeMeHHOﬁ BBIUMCIIMTEIIPHON TEXHUKOHU W3 pacdue€Tta OJHO pa60qee MECTO Ha
OAHOI'0 06yqaeMor0.

6. MeToanyecKkue peKOMeHIaAUU
6.1 MeToanueckue peKOMeHIAMH IS PenoaBaTeJisi 0 OPraHu3aiuu 00ydeHust

[Ipu moxaroroBke K a0OpaTopHbIM paboTaM cileayeT MpeaBapUTeNIbHO MpopadoTaTh
TEOPETUIECKHI MaTepra 3aHsATHUS, IPETyCMOTPEB €T0 M01a4y TOYHO B OTBEICHHOE JIJISl STOTO BPEMSI
3aHATHUA.

[Ipu npoBeneHny 3aHATH CIeAyeT KOHTPOJIUPOBATH MOJauy MaTepHala 1 pelieHue 3aJanui
C YYETOM y4eOHOIr0o BpEMEHH, OTBEACHHOTO JIJIsl 3aHATHUSI.

[Ipu npoBepke pabOT M OTYETOB CIIEAYET YYMUTHIBATH MPABWIBHOCTh BBIMOJTHEHUS
71a00paTOpHBIX pabOT HA BCEX Tamax.

6.2 MeToanuyecKue YKa3aHHs JJIsl 00yYaIOMUXCsl M0 OCBOEHHIO THCIHTILTHHBI

N3ydyeHne qUCHUIUIMHBI OCYLIECTBIIETCS B CTPOIOM COOTBETCTBUU C 1I€JIEBOI YCTaHOBKOM B
TECHOH B3aMMOCBSI3U y4eOHbIM I1aHOM. OCHOBOM TEOPETHYECKOH TOITOTOBKU CTYAEHTOB SIBIISIOTCS
JeKyuu.

B mnpomecce camocToATEnbHOM pabOTHI CTYIEHTHl 3aKPEIUISIOT U YIUIyONSIOT 3HAHUS,
MIOJTyYCHHBIE BO BpeMs ayAMTOPHBIX 3aHATHHA, JOpaOaTBHIBAIOT KOHCIEKTHI JICKIIUH, TOTOBSTCS K
9K3aMEHY, a TAK)Ke CaMOCTOSITENIbHO U3yUYaloT OT/IEIbHbBIE TEMbI Y4eOHOM MpOrpamMMmBbl.

JlaboparopHble pabOTHl TMPOBOIATCSA IO HaWOOJee BAXKHBIM TEMaM JTUCIUIUINHEI.
OcymiecTBisieTcss 3aKpeIUieHne 3HAaHUM, MOJIYYEHHBIX CTYJEHTaMH Ha JICKIUSX M B Ipolecce
camocTosTeNnbHO paboTel. Ocoboe BHUMaHHE OOpallaercs Ha pa3BUTHE YMEHUN M HaBBIKOB
YCTQHOBJICHHSI CBSI3U IOJIOKEHUM Teopuu ¢ MpodecCHOHATBHONW JesTeIbHOCThIO OYIyIIero
cnenuanucra no Mb. JlaGopatopHble paOOTHI MPOBOAATCS MO TEOPETHUYECKHMM M MPOOJIEMHBIM
Bonpocam Mb. JlaGopaTtopHble paboThl MpeanoaraeT TBOPUYECKUE JAUCKYCCHM, aKTHBHBIN 0OMeH
MHEHUSIMH TI0 TIOCTaBJIEHHBIM BOIpOCAaM, 3acilyllMBaHWE U OOCYXIEHHE JOKJIaJ0B IO
IPEI0KEHHBIM MPENoaBaTesIeM TEMaM.

BaxxHBIM 0OCTOSITEILCTBOM SIBIISIETCS MPHUBIICYCHNE BHUMAHHUS CTYJIEHTOB K 00CYKIaeMOi
npobiemMe, CTUMYJIMpPOBAaHHWE MHTepeca K HEW M OpraHu3anys aKTUBHOIO OOCYXICHHs, Kak
CTPYKTYpbI MpOOJEMbI, TaK M COCTaBISIOLIUX €€ Hambojee aKTyalbHbIX TeM. JlJs MoBbIIEHUS
3(pPEKTUBHOCTH MPOBEIEHHUS 3aHATHS TpeOyeTcs NpeABapUTEIbHas MOJATOTOBKAa BCEX €ro
y4acTHUKOB. B 3TOll cBsI3u pexkomeHayeTcs: 3a0aroBpeMeHHO (He MeHee, YeM 3a HeEeNo)
OTIOBECTUTH CTYJICHTOB O TEME 3aHATHUs, JaTh I€PEUCHb JIUTEPATYPhl 110 TEME, HA3HAUUTh U3 YUClia
CTYJEHTOB JTOKJIaTYMKOB U COT0KIIATUYNKOB.

ITpu npoBeneHnM 1a60paTOpHOI PabOTHI MpENoaBaTeib BEINOIHAET, B OCHOBHOM, (YHKIIMU
BEIYIIETO - CIEIUT 3a PErJIAaMEHTOM BPEMEHH, MOMOTaeT YTOYHHUTH (POpMYyIUpPOBKH, 0000IIaeT
pe3yJabTaThl JTUCKYCCUH, MOABOAUT WUTOT 3aHATHIO B 1eJOM. lIpu BBICOKOM YpOBHE MOATOTOBKU
CTYACHYECKON TPYIIIBI OT/ACTbHBIE (PYHKIIMU BEIYIIET0 MOXHO MOPYUYUTHh OJHOMY M3 CTyIEHTOB. B
cilydyae HeoOXOAMMOCTH, MPENoAaBaTeNlb OKa3blBaeT €My MOJIEPIKKY, a MPHU MOABEICHUN HUTOTOB -
JIaeT OIICHKY pa0oTe BEAYIIETO.

AKTHBHas pabora CTyAeHTa Ha JabOopaTOpPHON paboTe YUYHMTHIBAECTCS MpPU ONpeAeTIeHUU
WTOTOBOM OIIEHKH €r0 3HAaHUM MO JUCIUIIIIMHE HAa SK3aMEHE.

CamocrosarenbHass paboTa CTYAEHTOB TMpENAINojiaraeT M3y4YeHHE TEeOPETUUYECKOro H
NPaKTUYECKOr0 MaTepuana 10 aKTyaJlbHBIM  BOINPOCaM JHCHUIUIMHBL — PekomeHmyercs
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CaMOCTOSITEJIbHOE HU3yueHHE Y4eOHOH M HaydHOH JUTepaTypbl, HCIOJIb30BAHUE CIIPABOYHOMN
JUTEPATYpHI U Ap..

IIpu BbIave 3ajaHUI HA CAMOCTOSITEIbHYIO PabOTy MCIOb3yeTcs AUpQepeHInpOBaHHbIN
NOJXO0/ K cTyieHTaM. [lepes BBIOTHEHHEM CTyIGHTAaMH CaMOCTOSITENIbHOW BHEAYAUTOPHOU pabOTHI
IPEernoJiaBaTesb IPOBOJIUT HHCTPYKTAXK 110 BBITIOJIHEHUIO 3aJaHMsI, KOTOPBIN BKIIOYAET: L1€Jb 3[aHu,
€ro cojiepKaHue, CPOKH BBHITOTHEHHS, OPUEHTUPOBOUHBIA 00BEM pabOThI, OCHOBHBIE TPEOOBAHUS K
pe3yiabTaTtaM padoThl, KpUTEPUHU OLIEHKH. B mporiecce nHCTpyKTaka MpernoiaBaTellb NpelynpexiacT
CTYACHTOB O BO3MOXHBIX THUIIMYHBIX OIIMOKAX, BCTPEYAIOIIMXCS IPH BBHINOJHEHUU 33JaHMUS.
WHCTpyKTaX NPOBOIUTCA MPENOAaBaTesIeM 3a cueT 00beMa BPEMEHM, OTBEJIEHHOIO Ha U3y4EHUE
JUCLUIUINHBI.

Texyuuii KOHTPOJIb OCYLIECTBIAETCSA HAa MPAKTUYECKUX 3aHATHSIX, IPOMEKYTOUHBIA KOHTPOJIb
OCYILIECTBIISICTCS HA K3aMEHE B MCbMEHHOM (YCTHOIT) (hopme.

CamocrosrenbHas paboTa OCYLIECTBISAETCS HHAUBUAYAIBHO.

KoHTposib caMoCTOsATENbHON pabOTHl OpraHnu3yeTcs B IBYX (popmax:

®  CAMOKOHTPOJIb U CAMOOLIEHKA CTY/IEHTa;

®  KOHTpPOJb CO CTOPOHBI NpernoaBaTeiell (TEKYIUN U IPOMEKYTOUHBIN ).

Texyuuii KOHTPOJIb OCYLIECTBISETCSA Ha MPAKTUUYECKUX 3aHATHIX, IPOMEXKYTOUHbIH KOHTPOJIb
OCYIIECTBJISIETCS Ha SK3aMEHE B MMCbMEHHOMH (yCTHOM) QopMme.

Kputepusimu oLieHKH pe3ysIbTaTOB CaMOCTOSATENILHOM pabOThl CTYICHTA SBIISIFOTCA:

®  ypOBEHb OCBOEHUS CTYJEHTOM yuyeOHOIo MaTepuaa,

®  yMEHMs CTYyJICHTa UCIOJIb30BATh TEOPETUUECKUE 3HAHUS IIPU BHIMOJIHEHUH MTPAKTHYECKUX

3aja4;
® cpOopMHUPOBAHHOCTh KOMIIETEHLIUH;
e odopMmieHHE MaTeprala B COOTBETCTBUU C TPEOOBAHUSIMH.

7 doH]I OLIEHOYHBIX CPEACTB
7.1 MeToabl KOHTPOJISI H OLlCHUBAHMS Pe3yJbTaTOB 00y4eHUs!

B mpouiecce 00yueHus: MCHOIB3YIOTCS CIEAYIONIME OLIEHOYHbIE (POPMBI CAMOCTOSITENLHOM
paboThl CTYACHTOB, OILICHOYHBIE CPEJICTBA TEKYIIETO KOHTPOJISI YCIIEBAEMOCTH U MPOMEKYTOUHBIX
aTTecTalui:

- TpoBeleHHE Ja0OpaTOpHBIX pPaOOT (MPAaKTHUYECKUX 3aHATUH C HCIOJIb30BaHUEM
CIEUTEXHUKH) U UX 3aIIUTa;

- CaMOCTOsITEIbHAs MTOATOTOBKA U MTPOBEACHHUE MPE3EHTAIUH 110 TeMaM JUCIUTIUINHBL;

- 9K3aMeEH.

7.2 llIkaysa 1 KpUTEPUH OLlEHMBAHUS Pe3yJIbTATOB 00y4YeHH

ITokazaTenem OLICHUBAHUA KOMHCTGHHI/Iﬁ Ha PA3JIMYHbBIX 3Tallax ux (bOpMI/IpOBaHI/IH SABJIICTCA
JOCTHIXCHHC O6y‘~IaI-OHII/IMI/IC$I IJIAHUPYEMBIX PE3YJILTATOB o6yqu1/1$1 110 JUCIHUITIINHE.

OIIK-7 Cnoco0eH HCIOb30BATH A3BIKH MPOrPAMMHIPOBAHUS M TEXHOJOTHH Pa3padoTKH MPOrpaAMMHBIX
CPEACTB /ISl pelieHus 3aAa4 NPo(ecCHOHAILHOM AesITeJTbHOCTH

Kpurtepun oueHnBanus

IToxka3aTean
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3HATh: OO0yuarontuiicst OO0yuarontuiicst OO0yuarontuiicst OO0yuaronuiicst
COBPEMEHHBIC JIEMOHCTPUPYET JIEMOHCTPUPYET JIEMOHCTPUPYET JEMOHCTPHUPYET
cpencTBa pa3paboTKU | MOJHOE OTCYTCTBHE | YaCTHYHOE 3HAHUE MIOJTHOE 3HaHUE MIOJTHOE 3HAHUE
U aHaJn3a WM HEJIOCTATOYHOE | COBPEMEHHBIX COBPEMEHHBIX cpencraa
HPOrPaMMHOTO 3HAHHE CpelCTB pa3padoTKu CpencTB Kpunrorpaduuec
obecrieueHus Ha COBPEMEHHBIX W aHaImM3a pa3paboTKu 1 KO 3aIlUTHI
SI3BIKaX BBICOKOTO CpeACTB MPOrPaMMHOTO aHamM3a uHbopMaLuH
YPOBHSI, METOJIBI pa3paboTKu u obecrieueHus Ha MPOTrPaMMHOTO JUISL pELLICHNUS
NPOrpaMMHpPOBaHUS | aHalu3a SI3BIKaxX BBICOKOTO obecrieueHus Ha 3a1a4
U pa3paboTku MPOrPaMMHOTO YPOBHSI, METO/IBI SI3BIKaxX BBICOKOTO npodeccronans
3 PEKTUBHBIX obecrieueHus Ha MPOTrPaMMHUPOBAHUS U | YPOBHS, METOJIBI HOM
aNTOPUTMOB S3BIKaX BBICOKOTO pa3paboTku IPOTPaMMHPOBAaHH | IEATEIBHOCTH.
peteHus YPOBHSI, METOABI 3¢ PEKTUBHBIX s ¥ pa3paboTKu CBobonHO
NPUKIaIHBIX 337124, NPOTPaMMHPOBAaHH | AJITOPHTMOB peIleHUS | 3P HEKTUBHBIX orepupyer
0a30BBIC CTPYKTYPHl | 51 M pa3paboTKH NPUKJIaHBIX 33714, AJITOPUTMOB TEePMUHAMH
TAHHBIX 3¢ PEKTUBHBIX 0a30BbIC CTPYKTYPHI pemeHus TTOHATHUSAMI.
AIITOPUTMOB JaHHBIX. VICIBITEIBAET | NPHKIAIHBIX Homyckarorcs
pemeHus 3aTpyJHEHHS IPU 3aga4, 6a30BbIC HE3HAYNTEIbHbIC
NPUKJIAJIHBIX 3334, | ONEpUPOBAHUH CTPYKTYPBI HETOYHOCTH
0azoBble TEpMHHAMH U JIAHHBIX, HO
CTPYKTYPBI JaHHBIX | MOHSATHUSMH JIOIyCKaeT
HEe3HAYMTENIbHbIC
OIINOKH,
HETOYHOCTH
yMeTh: OO6yuaromuiics He OOGyuaromuiics OOGyuarouuiics OO0yuaronuiics
BBIOMpATh yMeeT WII B JIEMOHCTPUPYET JIEMOHCTPUPYET JEMOHCTPHPYET
HEOOX0UMBIE HEJIOCTaTOYHOM YaCTHYHOE YMEHHE MOJIHOE YMEHHUE MOJIHOE YMEHHUE
WHCTPYMEHTAIbHbIE CTETICHU YMeeT NPUMEHSTH CPEJICTBA | BHIOMpATh BBIOMPATH
cpencTBa Jis BBIOUPATH Kpunrorpadgudeckoir | HEOOXOIMMBIC HEOOXO0IUMbIE
pa3paboTKu HEe0o0X0IMMbIe 3aI0UTHl HHPOPMAIMK | MHCTPYMCHTAJIBbHBl | HHCTPYMEHTAIBH
HpOrpaMMm B MUHCTPYMEHTAIIbHBIC | JJIS PEIICHUS 3a1ad € Cpe/CcTBa s BIe CPEACTBA VIS
Pa3IHYHBIX cpencrtsa ais npodecCHOHATBLHON pa3paboTku pa3paboTKu
OInepanoHHBIX pa3paboTku JeATEeIbHOCTH. IpOrpaMMm B IporpaMm B
CHCTEMax U cpejax, IpOrpaMmm B Homyckarorcs Pas3IMYHBIX Pa3IMYHBIX
COCTaBIIATS, Pa3IMYHBIX 3HAYHTEIbHBIC OIepaOHHBIX OTepalOHHBIX
TECTUPOBATh, OTepaIMOHHBIX OLIMOKH cucreMax u cucTeMax
OTJIaXHBATh U cucTeMax U cpefax, cpenax, cpenax,
odopMIITH COCTaBJISATH, COCTaBJISATS, COCTaBJIATH,
pOrpaMMBbl Ha TECTUPOBATH, TECTUPOBATH, TECTUPOBATH,
SI3BIKaX BBICOKOTO OTJIaXKHBATh U OTJIaXHBATh U OTJIQXKUBATh U
YPOBHSI, BKITFOYAs 0pOpMIIATH 0pOpPMIIATH 0pOopMIIAT

00BEKTHO-
OpHEHTHPOBAHHEIE,
(dopmamm3oBath
MIOCTaBJICHHYO
3aj1a4y

MpOrpaMMBbI Ha
SI3BIKaX BBEICOKOI'O
YPOBHSI, BKITFOUast
00BEKTHO-
OpPHEHTHPOBAHHbIE,
(hopmanuzoBaTh
MOCTABJICHHYO
3amaqy

MpOTpaMMEI Ha
SI3BIKaX BBICOKOTO
YPOBHS, BKITIOUAs
00BEKTHO-
OpUCHTHUPOBAHHEIE,
(dhopMan3oBaTh
MOCTABJICHHYO
3agaqy.
JonyckaroTcs
HE3HAYNTEIILHBIC
OIIIHOKH,
HETOYHOCTHU

MPOrpamMMBbl Ha
SI3BIKAX
BBICOKOTO
YPOBHS,
BKJTFOUAst
00BEKTHO-
OPUCHTUPOBAHH
bIC,
(dhopmanuzoBath
MOCTABJICHHY IO
3ajaqy.
Homnyckarores
HE3HAYHUTEIILHbIC
HETOYHOCTH
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BJIAJETh:
CpencTBaMu
Kpunrorpaduaeckoi
3aIIUTHI
HHPOPMALINH [T
pelreHus 3a1aq
poeCCHOHATBHOM
JeATEINHEHOCTH.

OO0yuarommuiics He
yMEET WIH B
HEA0CTaTOYHOM
CTETICHH YMEeT
HCIIONB30BAaTh
cpencTaa
KpunTorpaduiecko
M 3l THI
HHPOPMALIUH IS
peleHus 3aaa4
npo¢heCCUOHATBHOM
JIEATEIILHOCTH

OO0yuarontuiicst
JIEMOHCTPUPYET
YaCTHYHOE yMEHHE
UCIIOJIb30BAaTh
cpezacTBa
KpHITOrpaduueckoi
3aIUThl THPOPMAITUU
JUTSL pEIICHUS 3a1a4
npo¢heCCUOHANTBHOIM
JIESITETTBHOCTH.
JonyckaroTcs
3HAYUTEIIbHbIC
OIIINOKH,

OO0yuarontuiicst
JIEMOHCTPHPYET
MIOJTHOE YMEHHE
HCII0JIb30BAaTh
cpencraa
KpunTorpaduiecko
¥ 321U THI
HHPOPMALIUY JIS
peleHus 3a1a4
npodeccroHanbsHO
¥ 1esITebHOCTH.
Homnyckarores
HE3HAYHUTEIIbHBIC
OIINOKH,
HETOYHOCTH

OO0yuaronuiicst
JEMOHCTPHPYET
MTOJTHOE YMEHHE
HCTIOJTb30BaTh
cperncTBa
KpunTorpagpuuec
KO 3aIlIUTHI
uHbopManuu
JUISL pELLICHUS
3a1a4
npodecCHOHANb
HOH
JeSITeTHbHOCTH.
Homnyckarores
HE3HAYHTEIbHBIC
HETOYHOCTH

OIIK-9 Cnoco0eH MpUMEHSITh CPEICTBA KPHNTOTPapuuecKoil M TeXHHYECKOH 3aIUThI HHpOPMALUH 1
peureHusi 3aaa4 NpoeccuoHAIbLHOMN AeTeTbHOCTH

Kpurtepnu oneHuBanusi

Iloxa3zarenn
2 3 4 5
3HATH: OO0y4atomtmiics OO0y4atomtmiics OO0yuatontuiics OO6yuatommiics
cpezncTBa JIEMOHCTPHUPYET JIEMOHCTPHUPYET JIEMOHCTPHUPYET JEMOHCTPHPYET
KpHITorpauieckol | IMoJHOE OTCYTCTBHE | YaCTHYHOE 3HAHHE MIOJTHOE 3HAHUE TIOJTHOE 3HAHNE
3aIINTHI WM HEJIOCTaTOYHOE | CPEACTBa CpencTB CpeACTB
nHpopmanuu s 3HaHHE CPEICTB KpunTorpaduieckoil | KpunTorpaduuecko | Kpumrorpaduiec
pereHus 3aaay KpUnTorpaduyecko | 3amuThl MHPOPMAIMK | U 3alUTHI KO 3aIUTHI
npodeccHoHaNBHOMN 7 3aIIUTHI JUISL peLlIeHus 3a1a4 nHpopmanuu s uHbopmauu
NesITeIbHOCTH; nHpopmanuu s npodeccroHabHOI pemieHus 3agay JUI peLIeHus
pemeHus 3agay JIESITETIBHOCTH. npodecCHOHaNbHO | 3a/1ad
npodeccroHanbHOi | VchbIThIBaeT I 1eATEIbHOCTH, npodeccronanb
JIeSITeTIBHOCTH; 3aTpyIHEHUS NIPH HO JIONyCKaeT HOM
OTIEpUPOBAHUH HE3HAYHTENbHbIE JIeITeIIbHOCTH.
TEPMHUHAMH U OIINOKH, CsobomHO
MOHATHSAMH HETOYHOCTH ornepupyer
TEepMHUHAMHU U
TTOHATHAMM.
Homnyckarores
HEe3HA4YHTEIIbHbIC
HETOYHOCTH
yMeTh: OO0yyatomnimiicst He OO0yyarontmiics OO0yyarontuiics OO6yJatommiics
MIPUMEHSATH CPE/ICTBA | YMEET WU B JIEMOHCTPHUPYET JIEMOHCTPHUPYET JEMOHCTPHPYET
Kpurtorpaduueckoi | HeZOCTaTOUHOM YacTHYHOE yMEHHE TIOJTHOE YMEHHE TIOJTHOE YMEHHE
3aIINTHI CTETICHN YMEeT MPUMEHSTH CPEICTBA | NMIPUMEHSTH TIPUMEHSTh
nHpopmanuu ass MPUMEHSTh Kpunrorpadudyeckoit | cpencrsa cperncTaa
peuieHus 3anaqy cpencraa 3amUTEl HHQOpMAaMK | KpHITOrpadudecko | Kpumrorpaduyec
poeCCHOHATIBHOM Kpunrorpaduyecko | Ui pereHus 3a1aq 1 3a1uThI KO 3aIUThI
JIESITEIIBHOCTH; 1 3aI1UThI npodeccrnoHaTbHOM nHGOPMALIUH IS uHpOpMAIUT
HHPOPMALINH [T JIESITETIBHOCTH. pemeHus 3agaq JUTS PELICHUs
pemeHus 3aga4d Jomyckarorcs npodeCCHOHANBHO | 33134
npodeccHOHABHON | 3HAYUTENbHBIC I IeSITEIEHOCTH. npodeccroHab
JIeSITeIIbHOCTH OLIHMOKH Jonyckarorcst HOHU
HEe3HAYHTENbHbIE JIeITeIILHOCTH.
OILIMOKH, Homnyckarorcst

HCTOYHOCTH
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HC3HAYUTCIIbHBIC

HETOYHOCTH
BJIAETh: OO6yuatomntuiics: He OO6yuatomtmiics OO0yuatomtmiics Obyuatormmiics
cpeacTBaMu yMEeT WIU B JIEMOHCTPUPYET JIEMOHCTPUPYET JIEMOHCTPHPYET
KpurTorpaduyeckoil | HeIOCTATOUHOMN YaCTHYHOE yMEHHE MOJIHOE YMEHHUE MOJIHOE YMEHHE
3aI[UTEI CTCIICHU yMEeT HCIOJIB30BaTh HCIOJIB30BaTh HCIIOJIb30BaTh
HHPOPMALIUY IS HCIOJIB30BaTh cpencTaa cpencTaa cpencTBa
pelieHus 3a1a4 cpencTaa Kpunrorpaduaeckoit Kpunrorpadguyecko | kpunrorpadpuuec
po¢heCCHOHATBHOM KpUnrorpaguyecko | 3amuThl HHGOPMAIUU | ¥ 3aLUTHI KO 3aIlUThI
JESITENBbHOCTH. W 3aIUTHI JUTS PEUICHUS 3a1a4 HHPOPMALIUY JIS HHPOpPMALTUU
HHPOPMALIUH IS npo¢heCCUOHATBHOM peleHus 3a1a4 JUTSL PEIICHUS
petieHust 3a1a4 JIEATEILHOCTH. npodeccroHaNbHO | 3amad
npodeccronansHoit | JlomyckatoTcs ¥ OesATEeNbHOCTH. npodeccHoHab
LIEATEIILHOCTH 3HAYUTEIILHEIE Jonyckarorcst HOH
OIINOKY, HE3HAYHTENILHBIE EATEILHOCTH.
OIINOKY, Homyckarorcst
HETOYHOCTH HE3HAYUTENBHBIE
HCTOYHOCTHU

DopMa NPOMEKYTOYHON aTTECTALMH: IK3aAMeH.
ITo nToram mpomMeKyTOUHOM aTTecTalMy MO AUCHUILUIMHE (MOJIYJII0) BBICTABISIETCS OLEHKA
«OTIIMYHO», «XOPOLIO», «YIAOBJIETBOPUTEIBLHO» UIIU «HEYIOBICTBOPUTEIBLHO.

Hlxkana
OllcHUBaHUSA

Onucanune

BoimonHensl Bce BHMIBI  y4eOHOW paboOThl, NpeayCMOTPEHHbIE
y4eOHBbIM I1aHOM. CTyA€HT IEMOHCTPUPYET COOTBETCTBUE 3HAHUM,
YMEHUH, HaBBIKOB TPUBEACHHBIM B Ta0iuIax IOKa3aTeleHn,
ornepupyeT NpUOOPETEHHBIMU 3HAHUSIMHU, YMEHHUSIMH, HABBIKAMU,
MIPUMEHSIET UX B CUTYalUsX MOBBIIIEHHON ClI0XHOCTH. [Ipu aTom
MOTYT OBITH JOMYIIEHbl HE3HAUUTEIbHBbIE OIIMOKH, HETOYHOCTH,
3aTpyIHEHUS NIPU AHATUTUYECKHUX ONepanusix, epeHoce 3HaHUN U
YMEHHI Ha HOBbIE, HECTAHJIAPTHBIE CUTYAIIUH.

O1ianyHo

BremonHeHsr Bce BHIBI y4eOHOW pPabOTHI, TPETyCMOTPEHHBIE
yueOHbIM T1aHoM. CTYJIeHT IEMOHCTPUPYET HEMOIHOE, TPABUILHOE
COOTBETCTBHUE 3HAHWH, YMEHUH, HABBIKOB MTPUBEICHHBIM B TaOJIHIIaxX
nokaszarenei, MO0 ecau TOpu ITOM ObUIM JOMyIleHbl 2-3
HECYIIECTBEHHBIC OITHOKH.

Xopomo

BoinonHensl Bce BUABl yueOHOW palOTHI, NpPEeAyCMOTpPEHHBIE
yueOHbIM Tu1aHOM. CTYIEHT JeMOHCTPUPYET COOTBETCTBHE 3HAHMH,
B KOTOPOM OCBEIlI€Ha OCHOBHas1, HanboJiee BaXkKHasl 4acTh MaTepuaia,
HO TIpU O3TOM JIONMYIIEHa OJHA 3HAa4YMTeJbHas OMMOKa WIN
HETOYHOCTb.

Y 10BIETBOPUTETBHO
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He BomonHen oauH wim Oonee BHUIOB y4yeOHOW paboOTHI,
IPEAYCMOTPEHHBIX Y4eOHbIM IUTaHOM. CTYAEHT IEeMOHCTPHUPYET
HETIOJHOE COOTBETCTBUE 3HAHUHN, YMEHUH, HABBIKOB IIPUBEACHHBIM B
Ta0nuIax IoKas3arenei, JJOIyCKAaloTCS 3HAYUTEIbHBIC OLIMOKH,
MPOSIBIISIETCS. OTCYTCTBUE 3HAHWK, YMEHHH, HABBIKOB IO psay
MIOKA3aTeNe, CTYIEHT HCIBITHIBACT 3HAYUTEIBbHBIC 3aTPYyJHECHUS
IpU ONEPHPOBAHUU 3HAHMSAMU U YMEHHSIMHU NPU UX IMEpEeHOce Ha
HOBBIE CUTYaIHH.

HeynosnerBopurensHo

7.3 OueHovHbIe CpeACTBA
7.3.1 Tekymuii KOHTPOJIb

Texymuii KOHTPOJIb YCIIEBAEMOCTH CTYACHTOB OCYILECTBIISAETCS B IPOLIECCE TPOBEACHUS
71a00paTOPHBIX PabOT, MPOMEKYTOUHBIX TECTOB U KOHTPOJIBHBIX PA0OT, MOATOTOBIEHHBIX B PAMKAX
CaMOCTOSITENIbHON PabOTHI IO TEMAM.

Bonpocel kK KOHTPOJIBHBIM paboTam

Haiite obmee nonarue kpuntorpaduu. B uem cocrout cynmHocTs mmdpoBanus u aemmdpoBaHus
uHpopmanun?

CooTtHecuTe MeXay cO00H MOHATHS «KPpUNTOrpadus», KKPUITOAHATIH3» U «KPHUITTOIOTHS.
[TpuBeauTe UcTOpUYECKHE IPUMEPHI 3aPOXKAECHUS KpUIITOrpaduu.

OxapakTepu3yiiTe JOHAy4YHBIH MEpUOa pa3BUTHs Kpunrtorpaduu. Paccmorpure mepsbie mmdpsi
3aMEHBI U NIEPECTAHOBKH.

C kakoro BpeMeHH HayvaJCs HAyYHBIN Mepro pa3BuTHs kpunrorpadpun? Kakue coOBITHS cTany ais
3TOr0 ONPEIEIISIOIUMA?

Uem omnpeaenseTcss KpUNTOCTOMKOCTh mM@poBanus? Kakue npyrue tpeboBaHus NpeabsBISIOTCS K
muGpoBaHUIO?

B uem cocroutr mpasmio Kepkroddca? Ilouemy 3TO mpaBuiao sBIseTCS OOIIECTIPUHSATHIM B
Kkpunrorpapuu?

Korna mnosBunach kpuntorpadust ¢ OTKPBHITBIMH KJIIOYaMH M TepBas peajibHas cucrema
mudpoBaHus?

Kakux Bpiaromuxcs kpunrorpagon XX B. Bol 3Haete?

YeM oTIMYAIOTCS MOAXOABI K oOecrneyeHuto 0e30macHOCTH MH(opManuu B Kpuntorpapuu M B
cTeraHorpaguu?

Yro 06111ero u B yeM OTIIMYHME KPUIITOrpadudeckoro npeoOpa3oBaHus HHPOPMALIUU OT KOJUPOBAHUS
€e TIPH 3alIUTe OT CIyYalHbBIX YyIpo3 0€301acHOCTH?

Kakumu meronamu obecrieunBaeTcst KOHGUASHINATLHOCTh HH(pOpMarum?

Uto Takoe 1eT0CTHOCTh UH(POPMALIHH?

JaiiTe onpenenenre UMUTOCTOMKOCTH I (pa.

Yro Takoe nMuTOBCTaBKa? J[J151 KaKMX 11eJIel OHA UCTIOIB3YETCS?

Jlns kakux acrekToB MHPOPMAIIMOHHOTO B3aMO/IEUCTBUS He00X01uMa ayTeHTUUKaus?

J1Ba ocHOBHBIX TpeOoBaHUA K X3UI-PpyHKIMAM. [IpOTHB KakuX aTak OHM HaIpPaBJICHbI?

Kakwue cpenctBa nucnomnp3yrores 1 00ecredeHnsi HeBO3MOKHOCTH OTKa3a OT aBTOpCTBa?

Yrto 03HaYaET CBOMCTBO OAHOCTOPOHHOCTH KPUITOTpapuuecKon Xou-(pyHKIuu?

B ueM cyTh npeBapuUTEIBRHOTO pacipeeieHus KIIIouen?

Yro Takoe cepTU(UKAT OTKPHITOrO KiIroya?

Jist yero ucnonb3yeTcs cxema pasJesieHus cekpeTa?

[TpuBeauTe kmaccuUKaU0 METOJOB MIM(POBAHUS B 3aBUCUMOCTH OT croco0a mpeoOpa3oBaHUs
uH(pOpMaLIUH.

Yro takoe mudpBennyrHa, muppodo3HaueHUE U KaK ITH MOHATUS COOTHOCSATCS?
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Kakne ocoO€HHOCTHM XapakTepHbl AJs METOAOB IIU(PPOBaHMUS C CHUMMETPUYHBIM KIHOYOM U
HECUMMETPUYHBIM (OTKPBITHIM) KJIIOUOM?

YeM oTiIMYAOTCA CUMMETPUYHBIE IU(PCUCTEMBI OT ACUMMETPHYHBIX ?

[TosicHuTe HA MpUMeEpE CYIIHOCTh MU(POBAHKS METOJIOM 3aMEHBI.

[TpuBenure npumepbl MWUGPOBAaHUS METOJAMM IE€PECTAaHOBKU. YUTO oO3HayaeT MapuipyTHas
nepecTaHoBKa?

[TosicHuTe cCymHOCT, TaMMHUpPOBaHMs Kak croco0a Kpunrorpaduyeckoro mnpeoOpa3oBaHUs
uHpopmanuu. UTo sSBIsSETCS MPU ITOM KIIOYOM MK (POBaHUS?

[Touemy anauTHBHBIE METOABI IU(BPOBAHUS OTHOCATCS K IK(paM raMMUPOBaHU?

K kakomy kiaccy mu@poB OTHOCSATCS aHAIMTHYECKUE CITOCOObI mu(ppoBaHus?

[TpuBeaute npumMep mudpa nepecTaHoBKU, KOTOPbII MOXKET pacCMaTpUBATHCS M KaK 0JI0UHBINA (P
3aMeHbI?

C KakuMH LeJIAMH B KpUITOTpapuy BBOAATCS MOAEIN OTKPBITHIX TEKCTOB?

Kakue noaxoap! MCIONb3YOTCS 1711 pacliO3HABAHUS OTKPBITHIX TEKCTOB

Kakoe npaBuiio jeKUT B OCHOBE BCEX IIM(PPOB NepeCTaHOBKU?

Uro sBASETCS KIIFOYOM mudpa mepecTaHOBKH?

Ha3zoBuTte 0CHOBHOI HEOCTATOK IN(POB NEPECTAHOBKHU.

[TpuBeauTe npumep mmdpa MepecTaHOBKU, KOTOPHIA MOXKET pacCMaTPUBATHCS M KaK OJIOYHBIN
mudp 3aMeHbI?

Kak onpenenuts o KpunrorpaMme, rmorydeHHON ¢ OMOIIBIO MH(pa BepTHKAIEHON
HEPECTaHOBKH, YUCIIO KOPOTKUX CTOJIOIOB 3aI10JIHEHHOT'O OTKPBITHIM TEKCTOM OCHOBHOI'O
IPSIMOYTOJIbHUKA?

Kakue cBOlCTBa OTKPBITOIO TEKCTA MCIIOJIB3YOTCS IPU BCKPBHITUH MK (Pa IEPECTaHOBKU?

Kakune mmpsl Ha3pIBAIOTCS MUPpPaMHU IPOCTON 3aMEHBI?

[TpuBeaure npumep mudpa nepecTaHoBKU, KOTOPBIA MOXKET pacCMaTpUBATHCS U KaK OJIOUHBIN
mmdp 3amMeHbI?

Yro sBnseTcs KIo4oM mudpa npoctoil 3ameHsl? KakoBo MakCUMaIbHO BO3MOYXKHOE YUCIIO KITIOUYEH
mmdpa npocTor 3aMeHbI?

Yro Gonee 1esnecoodpa3Ho A HAASKHOM 3alUThl HH(OPMAIMK: apXUBalLlUs OTKPBITOTO TEKCTA €
NoCIeAYOIUM MK(poBaHKEM WIIH MK(POBAHUE OTKPHITOIO TEKCTA C MOCIEAYIOIIEeH apXuBauen?
Nwmeer nu mudp [Imsiidepa sxBUBaIeHTHBIE KIIOUH, TO €CTh TAKHE KIFOUH, HA KOTOPBIX JII00bIE
OTKPBIThIE TEKCTHI ITUPPYIOTCS OJJTMHAKOBO?

Kakue mu¢ps! HazpiBatoTcst omoponamu? [Ipuseaure npumep.

K kakum mmdpam otHocutcs cucrema mudposanus [erpa I «{upups»?

Kakwue mu¢ps! HazpIBatoTCs mK(paMu MHOro3HauHOM 3ameHsbl? [IpuBenuTe npuMepsl.

SBnsgercs nu wudp NponopuUHOHATILHON 3aMeHbI OMO(oHOM?

[TosicuuTe, 4TO BBl MOHUMAETE 0] COBEPIIEHHBIM IKdpom. [IpuBeanTe npumepsl.

[Touemy mu¢pp Tpuremus, nexaummii B ocHoBe mmdpa Bukenepa, He sBisgercs muppom
raMMHpOBaHUs?

[Touemy Hano)XeHHE Ha OTKPBITBIH TEKCT TaMMBbl, IPEICTABISAIOLIEH COOO0H MEepHOANYECKYIO
MOCJIEI0BATENbHOCTh HEOOJIBILIOTO MEPUOJIA, HE JAaeT HAJEKHOM 3aIUThI?

[ToyeMy HEZOMYCTMMO HCIONB30BaTh JBAXAbl OJHY M Ty Xe TaMMmy (Jaxe CclaydalHyr Hu
PaBHOBEPOSATHOCTHYIO!) /U1 3aIn(pOBaHUsI pa3HBIX OTKPBITHIX TEKCTOB?

[Tepeuncnure OCHOBHBIE TPEOOBAHUS K TaMMe.

KakoBbl ¢ TOUKM 3peHus Kpunrorpaduu NperMyIlecTBa M HEJOCTAaTKU Mepexoja K OJoYyHOMY
mudpoBaHuio?

Kax peanusyercs npemioxenHslii K.IIIeHHOHOM NpUHIAIT «TI€pEMENIMBAHUS NPU NTPAKTHYECKOU
peanu3alyy aNropuTMoB 0J0YHOTO MUppOBaHUS?

KakoBsl ocHOBHBIE HeocTaTKu anroputMa DES, u kakoBbI TyTH WX yCTpaHEeHUA?

B kakux ciydasx MOXXHO PEKOMEHJI0BAaTh HCIIOJIb30BaTh OJOYHBIN MIU(pP B peKUME MPOCTOU
3aMEHBbI?
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OT KakuX MOTCHITHATBHBIX CITA00CTEH MO3BOJISIET N30aBUTHCS UCIIOIB30BaHUE OJIOYHBIX MU(POB B
pexxumax mudpoBaHus ¢ 00paTHOMN CBA3bIO?

B 4em 3akioyaroTcs JOCTOMHCTBA U HEIOCTATKU CUCTEM IOTOYHOT'O MU(POBAHUSI 10 CPABHEHHUIO C
O5oyHBIMH IUppaMu?

[Touemy Bo3HMKaeT npoOIeMa CHHXPOHU3ALUU TOTOYHbIX HIH(POB?

Kakue npruynHbl 00yCIIOBMIIM IIMPOKOE MCIOJIb30BAaHUE JIMHEWHBIX PETUCTPOB CIABUIA B KAUECTBE
YHIPaBISIOMUX OJIOKOB NOTOYHBIX MHUPpcUcTEM?

[TpoBenuTe cpaBHUTENBHBIN aHAN3 anropuT™MoB mudpoBanust RC4 u RCS.

[Tepeuncnure OCHOBHBIE PEKUMBI PaOOThI, IPETYCMOTPEHHBIE B POCCUIICKOM CTaHJapTe
mudpoBaHus TaHHBIX

B 4eM cocTosAT mpeumyIiecTBa CUCTEM € OTKPBITBIMU KIIFOYaMU Iepe]l CUMMETPUYHBIMU
mmdpcucremamu?

CJI0’)KHOCTBIO KaKOW MaTeMaTUUYECKOM 3a/1aun ONpEAesieTCs CTOMKOCTh cucTeMbl RSA?

Kakue TpeboBaHMs MPeIbsBISAIOTCS K KiouaM B mudpe RSA?

K kakomy Tuny mu¢poB NpuHAUIEKUT cXxeMa MU POBaHUs, UCIIOIb3yeMas B CUCTEME Dilb-
[Namana? B yem ee npeumymiecTBa?

CH0XHOCTBIO KaKOW MaTeMaTHYECKON 3aJjaudl OMpeAessieTcss CTOMKOCTh MmudpcucTeMsl Dilb-
["amans?

HazoBure HeoctaTku cxembl Diib-1"amaiis.

Kakwne npo6iembl nH(pOpMAIMOHHOH 0€30ITaCHOCTH MOKHO PEIIUTh € TIOMOIIBI0 aCHMMETPUYHBIX
U poB.

N3noxuTe NpUHIUIUAIBHYIO CXEMY OPTaHU3allMKM CEKPETHON CBSA3H C UCIOJIb30BaHUEM
MHU(PCUCTEMBI C OTKPBITHIM KIIFOUOM.

Kakum 006pa3oM ¢ moMoIpio KpunrocucreMbl RSA MOKHO OpraHu3oBath nepeady cooOLIeHHH,
HOJUIMHHOCTh KOTOPBIX MOT ObI IPOBEPUTH JH000M MoTyyaTess?

Kakum 06pazom ¢ moMoIpto KpunrocucteMbl RSA MOXHO OpraHu30BaTh nepeaady cooOneHnH,
HOJUIMHHOCTh aBTOPCTBA KOTOPBIX MOKHO IPH HEOOXOAUMOCTH J10Ka3aTh?

Uro obmero Mexty 00braHOM 1 i poBoi moanuceio? UeM OHU pa3mudaroTcs?

Kakue 3agaum no3BosisieT pemuTh HudpoBas NoAIUCh?

B uewm 3akiroyaeTcsi NpUHIUNNATBHAS CI0KHOCTh B MPAKTUYECKOM IPUMEHEHUH CUCTEM LIUPPOBOI
MOAITHCHU?

[Touemy B KpunrTorpa@uueckux CHUCTEMaX, OCHOBAaHHBIX Ha OTKPBITHIX KJIHOYaX, HEJb3s
HCIIOJIb30BaTh OJIMHAKOBBIE KIIIOUH JJIs UPpOoBaHUSA U LU(PpOBOI moanucu?

[TpuBennTe npuMep NOpsiiKa OTKPBITOTO PaCIPENEICHHs KIIFOUEl 110 KBAHTOBOMY KaHaIly.

KakoBa npuposa cekpeTHOCTH KBaHTOBOM Kpumntorpapuu?

[Touemy KBaHTOBBIN KpUNTOAHATIN3 OBICTPO MOXKET BCKPBITh Kpuntocucremy RSA?

KakoBbI mpo6sieMbl KBAHTOBOM KpUITOrpaduu’?

TECT-BOITPOCBI

Uro sBnsercs npeamerom Hayku KPUIITOPT AOUA?

A) criocoObl mUGppoBaHUs U ASIIH(PPOBAHNUS;

B) MeToab! cokpbiTus (hakTa nepesaud CeKpeTHOW nH(OpMalnu;

B) crioco6s! mpeobpazoBanust HH(GOPMAIIMHU C LIETbIO €€ 3aIIUTHl OT HECAHKIIMOHUPOBAHHBIX
II0JIb30BATENEH.

KpunTocucrema Ha3pIBaeTCsS KPUNITOCUCTEMOM 0OIIIEro UCIIOIB30BaHUs, €CIIU €€ CTONKOCTb
OCHOBBIBA€TCSI HA CEKPETHOCTHU

A) anropuTMOB HIM(POBAHUS U paCIIU(PPOBAHUS;

b) ximoua;

B) pexxuma mudpoBanus.
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Ha xakue 1Be rpymnibl MOXKHO pa3AeNuTh CAMMETPUYHbBIE KPUIITOCUCTEMBI?
A) 6710YHBIC U TIOTOYHEIE;

bB) cuHXpOoHHbBIE U ACMHXPOHHBIE;

B) ananorossie 1 IU(pOBEIE.

Kakue coObITHS c1TI0cOOCTBOBAIIN Pa3BUTHIO KpUNITOrpaduu?

A) POCT TPaMOTHOCTH CPEAH HACEIICHHUS;

B) pazaen Tepputopuii, 06pazoBaHUE roCyIapCTB, BOMHBL;

B) nepexon K pOHETHYECKOMY MTUCHMY, COKPALIEHUE MOIITHOCTH aJ(aBUTa.

[Touemy noTo4HbIe WUQPHI B 00IIEM ClTydae 0 CKOPOCTH HAMHOTO MPEBOCXOST OJIOYHBIE
mmdps1?

A) OCUMBOJIbHOE IU(PPOBAHIE MEHEE TPYA0EMKO, YeM IU(PPOBaHUE OONBIINMHU OJIOKaMU;

B) norounoe mugpoBanue He TpeOyeT CXeM CUHXPOHU3ALINY;

B) mmdpyromas mocneroBaTeNbHOCTh YaCTO TEHEPUPYETCS HE3aBUCHMO OT OTKPBITOTO TEKCTa MIIN
mmdpTexcra.

HazoBute ocHOBHYIO TIpOOIEMyY ITPH OpPraHU3allii CEKPETHOM CBS3U B CIIy4ae MOTOYHBIX MUGPOB?
A) npobnema nepeaayuun Kirode Mexay aboHEeHTaMu;

B) npoGiema ycTpaneHus OIMOOK B TOTOKE MH(PPYEMbIX TaHHBIX;

B) npo6iieMa CHHXpOHU3ALMH MTOTOKA MIU(PPYEMBIX TaHHBIX.

Kem Obu1a npesioxkena neppas NpakTU4ecKast peain3aius KPUnTorpaduu ¢ OTKPBITHIM KIIFOUOM?
A) Yurpmngom duddu (Whitfield Diffie) u Maprurom Xennmmanom (Martin Hellman) u Pansdom
Mepxkaem (Ralf Merkle);

B) Ponansnom PaiiBuctom (Ronald Rivest), Agu [llamupom (Adi Shamir) u Jleonapom
Annemanom (Leonard Adleman);

B) la¢u NonmpaBaccepom (Shafi Goldwasser) u CupBuo Mukamu (Silvio Micali).

K kaxoii rpynne mugpos otHocutcs mudp CHUTAIIA?
A) mmdp 3aMeHsl;

B) mmidp nepecranoBky;

B) xoMOuHUpOBaHHBIN IH)P.

Cnoso KPUIITOI'PA®U A 3ammppoBano kiaaccuueckuM mudpom Llesaps. Beibepure
COOTBETCTBYIOLIUH IIHUPPTEKCT.

A) YBTOUI'CBU'BTh;

b) ®CXBJIBIKCIIDXIO;

B) HYJII'XCXYT'YJIb.

[Tpu mmdppoBaHUM OTKPHITOTO TEKCTA €ro OYKBHI 3aMEHSIFOTCS MTapOU YKCell, COOTBETCTBYIOIINX
HOMEepaM CTOJIOLIOB M CTPOK JIaHHOM OyKBbI B Tabnuile. Kak Ha3piBaeTcs 3TOT mudp?

A) pemerka Kapnano;

B) xBanpar [lonmubOus;

B) ta6muma Ilopro.

Kak naspiBasncs mudp, Ha OCHOBE KOTOPOTo ObLIT CO3/1aH OJIMH U3 Haubosee CTOMKUX BOEHHO-
Mopckux mudpos Bennkobputanuu Bo Bpemst Bropoit MupoBoii BOiHbI?

A) pemetka Kapnano;

B) xBanpar [lonmuOus;

B) ta6muma Ilopro.
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[Tpu KaKUX YCIOBUSX BOCCTAHOBHUTH TEKCT IO KPUIITOTPAMME KPUTITOAHATUTHKY CTAHOBUTCS
MPUHIUITAATIEHO HEBO3MOXXHO?

A) eciu mdpoBaHUE «CTUPACT» U30BITOYHOCTB;

B) eciu ucnonp3yercs AITUHHBINA KITIOY;

B) ecin anroput™ mudpoBaHKs HEU3BECTEH.

Kak Ha3bpIBatoTCS UCMONIb3yeMble B KpUIITOIpaUU MOJIEIH OTKPBITOTO TEKCTa, YUUTHIBAIOIINE
3aBHCUMOCTH OYKB TEKCTa OT IMPEABLAYIINX OYKB?

A) N03Ha4YHbIE MOJIEJIN OTKPBITOTO TEKCTA;

B) BeposiTHOCTHBIE MOJIeNH K -TO pUOIKEHMS;

B) MapkoBckre MOJIeNI OTKPBITBIX TEKCTOB.

Kto B Poccun pykoBoaui pazpaboTkoit TenedorHoro mudparopa?
A) B.A.KoTenbHHUKOB;

b) A.H.Koamoropos;

B) b.b.ITnotpoBckuii.

B uem cocrout ocHoBHO# npuHIMn Kepkroddea?

A) KOMIIPOMETAIUs CUCTEMBI HE JOJKHA IPUUUHATH HEYT00CTB KOPPECIIOHIEHTaM;

B) HeoOxoaumo, 4T0OBI KpUNTOCHCTEMA ObLIIa IPOCTON B MCIOJIB30BAaHUU, U €€ IPUMEHEHUE HE
TpeOOoBaJIO COOJIIOICHHSI JUIMHHOIO CIIMCKA MTPABUII,;

B) y KOppeCIoHIEHTOB JI0JIKHA OBITH BO3MOXKHOCTBH TI0 COOCTBEHHOM BOJIE MEHSATH KITFOU.

Urto moHUMaeTCst Mo KpUNTOrpahuyeckuM mpoTOKOIOM?

A) anropuT™ MKUQPPOBaHUA JaHHBIX epel nepeaadeld no o0eJ0CTyITHOMY KaHally CBSI3HU;
B) pacnipeneneHHblii anropuT™ peleHus AByMs WK 00jiee ydaCTHUKaMH HEKOTOPOM
Kpunrorpaduueckoi 3aaaum;

B) Habop npasu mmppoBaHuUs U paciGpPOBaHUS KPUIITOCUCTEMBI.

B uem cocTout kpunrtorpaduueckas 3ajaya 00ecreyeHus! 1eTOCTHOCTH?

A) rapaHTHpPOBaHNE HEBO3MOKHOCTH BHECEHUS CIy4YalHBIX OIIMOOK B IpOIECcce MepeIayn 1o
KaHaJIaM CBSI3H;

B) rapanTupoBanue HEBO3MOKHOCTH HECAaHKIIMOHUPOBAHHOIO U3MEHEHUSI HH(POpMAIUK;

B) 06a oTBeTa BEpHHI.

Kakune metonbl pazpabaTbiBatoTCs C LIEIbI0 00ecieueHus ayTeHTU(hUKaIumn?

A) METO/Ibl TOATBEPKJICHHUS MOAJIMHHOCTH CTOPOH U cCaMO MH(POPMAIIMH B MPOIECCE
UH(POPMALIMOHHOTO B3aMMO/IEHCTBHS;

B) MeTobpI IpUCBOECHNS YHUKAIBHOTO HACHTU(PHUKATOPA B3aUMO/IEHCTBYIOIIMM CTOPOHAM U CaMO
uHpOpMalLKK B rpolecce HHPOPMAIIMOHHOTO B3aUMOACHCTBUS;

B) o0a oTBeTa BepHBI.

Kakoii MexaHu3m ucnonb3yercs A 00ecredeHnsi HeBO3MOKHOCTH OTKa3a OT aBTOPCTBA UJIU
IIPUNHCHIBAaHUS aBTOPCTBA?

A) MeXaHU3M CHMMETPUYHOTO MU(POBaHUS C TPUBJICUCHUEM apOUTpa;

B) mexanu3m nuppoBoii moanucy;

B) o0a oTBeTa BepHBI.

C yem cBsi3aHa aKTHUBHAs aTaka Ha 3amin(poBaHHYIO HH(OPMALIKIO?

A) ¢ IpocnyIIMBaHUEM, aHATU30M TpaduKa, IepexBaToM, 3alUChI0 IepeIaBaeMbIX HH(PPOBAHHBIX
COOOIIEHNH;

B) ¢ nemmdpoBanueM, T. €. MONBITKaMH "B3J0MaTh" 3aIIUTY C LIEIbIO OBJIaAeHUs HH(pOpMAaLHEH;
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B) ¢ mpepriBaHMEM mporiecca nepenavyu cCoo0IeHUH, CO3JaHIEM TIOIIETBHBIX COOOIICHUH,
MoauduKaImen nepenaBaeMbIX COOOIICHUN.

OT yero 3aBHCUT BBIOOD criocoda muppoBaHus?

A) oT ocobeHHOCTeH nepeaaBaeMoit nHpopMaIuu (ee EHHOCTH, 00beMa, crioco0a MpeACTaBICHMS,
HE00XO0JUMON CKOPOCTH Nepeaayy,

B) 0T BO3MOXKHOCTEH BJIJICITIBIICB 10 3aIUTE CBOCH HHPOPMALIUU (CTOUMOCTh TIPUMEHSIEMBIX
TEXHUYECKUX YCTPOUCTB, YA0OCTBO UCIOIB30BaHUs, HAIC)KHOCTh ()YHKIIMOHUPOBAHUS,

B) 06a oTBeTa BepHHI.

Jliis oGHapy KeHHsl LielIeHaPaBIeHHOT0 HaBA3bIBaHUS IPOTUBHUKOM JIOKHOW MH(POPMALUU
A) B niepezaBaeMoii nHGOpMaIMK CTHPACTCS N30BITOYHOCTD;

B) B nepenaBaemyro HHGOPMAIUIO BHOCUTCS N30BITOYHOCTD;

B) ucnonp3yercst KoJ1 Y4ETHOCTH.

Kax na3piBaeTcs uncioBasi KOMOMHAIINS, UCTIOIb3yeMast ISl IPOBEPKH LIETOCTHOCTH?
A) IMHTOBCTaBKa;

B) xox ayTeHTH)UKAIIIN COOOIICHHMS;

B) 06a oTBeTa BepHHI.

Kakue TpeOoBaHUs PEIBIBISIOTCS K KITFOYEBBIM Xo1I-GQyHKIUsIM hi(M)=S?

A) HEBO3MOKHOCTD BBIYMCICHUS 3HaueHus h(M) =S s 3amannoro coobmienust M 6e3 3HaHus
kiroua K;

B) HEBO3MOXKHOCTB TI0100pa /ISt 3a1aHHOTO cooOIeHuss M ¢ U3BeCTHBIM 3HaueHueM hy (M) = S
apyroro coobmienust M1, ¢ u3BectHbiM 3HaueHreM hx (M1) = S1 6e3 3Hanus kimoua K;

B) 06a oTBeTa BepHHBI.

Kakoe TpeboBaHre HampaBIeHO POTHB CO3AAHUS MOAIEIBHBIX (c(haOpUKOBaHHBIX) COOOIICHUI
MIPU aTakax THIA KMUTAIUs ?

A) HEBO3MOKHOCTD BBIYMCICHUS 3HaueHus h(M) =S s 3amannoro coodbienust M 0e3 3HaHus
Kiroya K;

B) HEBO3MOXKHOCTB TI0100pa JIJIs 3aIaHHOTO cooO0IeHuss M ¢ U3BECTHBIM 3HaueHueM hy (M) = S
apyroro coobmienus: M1, ¢ u3BectabiM 3HaueHneM hx (M1) = S Ge3 3Hanus kioua K;

B) o0a oTBeTa BepHHI.

Kakoe TpeOoBaHue HampaBieHO MPOTHB MOJU(PUKAIIMH TIepelaBaeMbIX COOOIIEHUH PU aTakax
TUTIA TOIMEHA?

A) HEBO3MOXKHOCTh BbIYHCIICHHs 3HaUeHus Nk(M) = § aist 3agaHHOro coodtueHus M Oe3 3HaHHS
Kiroyva K;

B) HEBO3MOKHOCTB 1O100pa ISt 331aHHOTO cooOIeHus M ¢ n3BecTHbIM 3HaYeHueM hx (M) =S
apyroro coobmienus: M1, ¢ u3BectabiM 3HaueHneM hx (M1) = S1 6e3 3Hanus kioua K;

B) 00a oTBeTa BEpHBI.

Kakas IMpOBEpKa O3HAYACT ayTCHTI/I(I)I/IKaL[I/IIO ceaHca CBs3U?

A) npoBepKa 1eJT0CTHOCTH COeTMHEHNU S, HEBO3MOKHOCTH MTOBTOPHOM Nepeiaun JaHHBIX

28.

IPOTUBHUKOM, CTOPOH B3aUMOJICHCTBUS,

B) npoBepka eT0CTHOCTH COSTUHEHUS, HEBO3MOKHOCTH TIOBTOPHOH Iepeiaun JaHHBIX
IPOTHUBHUKOM, CBOEBPEMEHHOCTH Tepeauyl JaHHbIX;

B) o0a oTBeTa BepHBI.

Kakoe cpencTBo sSBIsIETCSI OCHOBHBIM CPEJICTBOM ISl TIPOBEICHHSI ICHTU(DUKAIIH ?
A) IPOTOKOJIBI OJJHOCTOPOHHEH UACHTU(PHUKAIINH;
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B) nmpoTokoibl B3auMHON UACHTU(UKAIUY,
B) 06a oTBeTa BEpHHBI.

Kak BeIrmsiiuT nndpoBast HOANHUCH AJ1si COOOIIEHNUS ?

A) 4HCII0, TOTYYEHHOE B PE3yJIbTaTe XCIIHNPOBAHMS, IPUMEHEHHOTO K TOMY COOOIICHUIO;

B) uucno, nomyyeHHOE B pe3yabTaTe KpUNTOrpahuIeckux npeodpa3oBaHuil, MIPUMEHEHHBIX K
3TOMY COOOIICHHIO;

B) ko1 ayTeHTH(UKAIUN COOOILICHHUS.

JJ1s 4ero npuMeHsIIoTCs CrielMalbHbIE CUCTEMBI ITPEIBAPUTEIBHOTO PACTIPEICICHUS KITF0Ueii?

A) 1ipu 60JIBIIOM YK CIIE B3aUMOAEHCTBYIOIIUX CTOPOH TpeOyeTcs MpeABaApUTEIbHAS PACCHIIKA
3HAUYUTEIILHOTO 00BbEMa KIIF0UEBOH HH(POPMAIUU U IOCIEAYIOIIEE €€ XPaHEHUE,

b) onpenensercs nopsaOK UCIIOJIB30BAHNSA, CMEHBI, XPAaHEHHS U aDXUBUPOBAHHUS, PE3EPBHOTO
KOIMPOBAHUSI M BOCCTAHOBJICHUS, 3aMEHBI MJIM U3BATHUS U3 00paIeH!s] CKOMIPOMETUPOBAHHBIX, &
TAK)K€ YHUUYTOKEHUS CTAPBIX KIHOYEH;

B) npegycmarpuBaeTcs paclpenesieHue U XpaHEHUE HE CaMUX KIIF0Y€El, a HEKOTOPOUW MEHBIIEH 110
00beMy MH(OpMaIK, Ha OCHOBE KOTOPOH KaX/1as CTOPOHA MOKET BBIYUCIUTD KIIHOY JJIs
B3aUMOJICUCTBUS C APYTOA CTOPOHOM.

Kakum 06pa3om Harbosee mpocTo MOXKHO OCYIIECTBUTh paclpeieiieHUue KItouei sl CeTe ¢
OOJIBIIMM KOJTMYECTBOM a00OHEHTOB?

A) B cucTeMax IpeiBapUTEIILHOIO PaCIpPENeICHNs CEKPETHBIX KIIIOYEH;

B) B cucremMax OTKpBITOTrO pacipeieseHusl CEKPETHBIX KITHYEH;

B) 06a oTBeTa BepHHBI.

Uro Takoe cepTH(UKAT OTKPHITOTO Kiro4a?

A) HabOp JaHHBIX, 3aBEPEHHBIX HUPPOBOI MOIIUCHIO IEHTPA CEPTU(GUKALINHT, U BKIFOYAFOIIHIA
OTKPBITBIA ¥ CEKPETHBIN KIIFOUH, UMSI TTOJIH30BATENIs, IMSI CEPTUPUKAIIMOHHOTO [IEHTPa, HOMEP
cepTudUKaTa, BpeMs JAeUCTBUS cepTuduKara, npegHazHaueHUe OTKPBITOTO Kiitova (1udpoBast
MOAMKCH, MU(PPOBAHKE);

B) Habop naHHBIX, 3aBEPEHHBIX MEYATHIO IIEHTPa CePTU(PUKAIIUYU, U BKIIOYAIOIIUN OTKPBITHIN KITIOY,
CITUCOK JIOTIOJTHUTEIHLHBIX aTPUOYTOB, MPUHAIICKAIINX A00OHCHTY, U TTPEeTHA3HAYCHUE OTKPBITOTO
KJTI0Ya,

B) Habop naHHBIX, 3aBEPEHHBIX TU(POBOI MOJMUCHIO IIEHTPa CepTU(DUKALINN, U BKIIOYAFOIIUN
OTKPBITBIN KITIOY M CITUCOK JIOTIOJTHUTEIIBHBIX aTPUOYTOB, MPUHAIICKAIINX A00OHCHTY .

UTto 03Ha4aeT TEPMUH MOILIHOCTD ajgaBuTa?

A) KOJIMYECTBO CUMBOJIOB B OTKPHITOM an(aBuTe;

B) unci10 BO3MOKHBIX KOMOMHAIIUN CUMBOJIOB OTKPBITOTO ajipaBuTa;
B) xonnuecTBO MU(PBETUYUH OTKPBITOrO andaBuTa.

K kakomy kiaccy mugpoB OTHOCUTCS )P, ecinn (pparMeHT OTKPBITOTO TEKCTa (OTAETbHbIE
OyKBBI WM Trpynna OyKB) 3aMEHSIOTCSI HEKOTOPBIMH UX 3KBUBaJeHTaMHu (OykBamu, Hudpamu,
CHUMBOJIAMHU WJIM UX KOMOMHanuei) B mudprexcre?

A) mudpsl 3aMeHbI;

B) mm¢ps! nepectaHOBKH;

B) xoMmo3uImoHHbIe TTUPHL.

K kaxomy kiaccy mu@poB oTHOCUTCS MUGP, €cii OYKBBI OTKPBITOTO TEKCTa IPU MIN(PPOBaHUU
KaKUM-HHOYIb CIIOCOOOM MepEeCTaHaBINBAIOTCS, TO €CTh U3MEHSETCS TOJIBKO MOPSIIOK CIIeI0BaHUS
CHUMBOJIOB OTKPBITOTO TEKCTa?

A) mmdpsl 3aMEHBI;
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B) mmudper nmepecTaHOBKH;
B) xOMIIO3UIIMOHHBIE TTU(PEIL.

Uro cnenyer Aenarhb s yBEIHMUSHHsI KPUITOCTOMKOCTH mupa?

A) YBETUUMBATh Pa3HUILy MEXKIY YHCIOM IUGPBEIUYUH U YUCIOM OYKB B ajdaBuTe;
B) Gonee paBHOMEpHOI T0JKHA OBITH UarpaMma MOBTOPSIEMOCTH 3HAKOB IU(PTEKCTA;
B) 06a oTBeTa nMpaBUIILHEI.

JIi1st 4ero UcIosb3yroTcs OJ10YHbIe HIH(PHI?

A) U1 yBeTUYEHUS KOJMUECTBA MU (PPBEININH;
B) 17151 yBenu4eHHs: CKOPOCTH IU(PPOBAHUS;

B) 06a oTBeTa MPaBUIIBHBIL.

B 4yeM cocTOUT OCHOBHOE MPEUMYIIECTBO ACUMMETPUYHOTO MU(PPOBAHUS NIEPE] CHUMMETPHYHBIM?
A) HeT He0OXOAMMOCTH B TIepeiauye CEKPETHOrO KIIF04a, KOTOPBI MOXKET OBITh IIepeXBaucH
3JIOYMBIIIJIICHHUKOM;,

B) Gonbiiast TPYA0EMKOCTh MOCIIEIHETO U, KaK Pe3yJIbTaT, MEHBIINE CKOPOCTH MPHU MH(YPOBAHUM;
B) 06a oTBeTa BepHHBI.

Kakwne mm¢psl Ha3piBatoTCst oMmooHaMu?
A) b pbl MHOTO3HAYHOW 3aMEHBI,

B) muaOTOaNaBuTHHIE UG PEI;

B) mudpsl raMmMupoBaHus.

Uro Takoe mudpennyuHa?

A) 9HCII0 BO3MOXKHBIX SKBUBAJICHTOB JIJISl 3aMEHBI OTKPBITHIX CHMBOJIOB;

b) sxBHBaneHTHI B MHU(PTEKCTE, 3aMEHSIONINE CUMBOJIBI WA TPYIIBI CAMBOJIOB B OTKPBITOTO
TEKCTa;

B) oTKpBITHIN TEKCT nepe mudpoBaHUEeM IPEICTABISIETCS B BUE MOCIEI0BATEILHOCTH
«TIOJICITOBY, HA3BIBAEMBIX MU (DPBETMINHAMHU.

C kakuMu 1ensIMU B KpUnTorpaduu BBOASTCS MOJENIN OTKPBITBIX TEKCTOB??

A) city’KaT OCHOBOM JUIsl aBTOMAaTH3allMU IPOIECCOB KPUIITOAHAIN3A U (PPTEKCTOB;

B) cinyxat ocHOBOH B mpoliecce U3y4eHUs! KPUIITOCTOMKOCTH Pa3InYHbIX CHCTEM IU(PPOBAHMS;
B) o0a oTBeTa BepHBI.

K kaxomy kiaccy mu@poB OTHOCSTCS aJAUTHUBHBIE METObI IIUPPOBaAHUS?
A) oMOo(OHBI;

B) mmmdpe1 MHOro3HaYHON 3aMEHBI;

B) mudps1 raMMupoBaHus.

K kakomy kiaccy mu@poB OTHOCSATCS aHAIUTHUECKUE CITOCOObI (ppoBaHus?
A) mudpsl 3aMeHbI;

B) mm¢ps! nepectaHOBKH;

B) MapuipyTHbIE EpeCTaHOBKHU.

Kakue u3 npuBeneHHBIX MUGPOB ABIAIOTCS MU PAMU TEPECTaHOBKU?
A) pemerka Kapnano;

b) xBagpar [lonuGus;

B) Tabnuna [lopTo.

Kakue u3 npuBeieHHBIX HIU(PPOB SABIAIOTCS MU(PpPaMU 3aMEHbI?
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A) RSA:;
B) AES;
B) FOCT 28147-89.

Kakue cBOWCTBa OTKPBITOTO TEKCTa MUCIIOJIB3YIOTCS MPH BCKPHITUU MU PA TIEPECTAHOBKHU?
A) OrpaHUYCHHEM MOXKET MOCITYKUTh MOSIBJICHUE 3alIPETHRIX OUTpamMm;

B) Han6osee yacTpie OUTpaMMBbl OTKPBITOTO TEKCTa, KOTOPhIE MOYKHO COCTaBUTh U3 OYKB
paccMaTpuBaeMOro muppoBaHHOTO TEKCTA;

B) 06a oTBeTa BepHHI.

Kaxkast 13 MmaTeMaTH4YeCKUX MOJIEIICH COOTBETCTBYET alropuTmy mudpa Ardam?
A) Yij = 1j;

B) Yi = Xj+3(mod n);

B) Yi = Xqi +1).

1
A=|3
6

© N b
g1 N oo

SamudpyiTe ¢ TOMOIIBIO MATPUYHOTO ImHdpa ¢ KIIFOUEBON MaTpUIISH
1u(pPOBOTo IKBUBAJICHTa OYKB OTKPHITOTO TEKCTa CIIOBO 3a0asa.

A) 28,35,67,21,26,38;

b) 24,38,42,21,32,46;

B) 12,32,7634,17,19.

Urto Gostee nenecooOpa3Ho i HaEKHOM 3aiIuThl HHPopManuu?
A) apXuBaIus OTKPHITOr0 TEKCTA C MOCIETyIOIUM;

B) mmdpoBaHre OTKPHITOTO TEKCTa C MOCIEAYIONMEH apXUBaIHeH;
B) He umeeT 3HaueHUS.

K kakum mmdpam orHocutcs cucrema mudposanus [erpa I «{upups»?
A) oMOQOHBI;

B) mmdps1 GurpaMMHO 3aMeHBI;

B) mmdpsel npocToii 3aMeHBbI.

Ha xakoMm cniocobe mmgpoBanus 0b11 ocHOBaH Ourpammuslil mugp [miidepa (Playfair,
Benukobpuranus), npuMmensBimiics Benukobputanueit Bo Bpems IlepBoit MupoBoii BOHbI?
A) cnioco0 mu@poBaHus COCTOSUT B pa30MBKE BXOJHOTO TEKCTa HA OUTPaMMBbI;
B) Ha 103yHroBOM croco6e 3anogHeHus MU (PTaOInLIbI;

B) o0a oTBeTa BepHBI.

Kaxkue mmgpsl oTHOCATCS K KM (ppaMu MHOTO3HAUHOM 3aMEeHbI?
A) umdp Brxenepa u mmdp Tpuremus;

B) nmdp [Tniidepa n mmdp Xumna;

B) mmu¢p Bepnama u mmudp Iopra.

CdopmynupyiiTe OCHOBHOE TpeOOBaHHE K KPUNITOTPaPUIECKH CTOMKOMY TeHEepaTopy
TICEBAOCITYYaHHOW MOCIE0BATEIBHOCTH UIN TaMMBI.

A) miepro/1 TaMMBI IOJKEH OBITh JOCTATOYHO OOJBIIUM IS UG POBAHUS COOOIIEHUH pa3IuIHON
JUIMHEL,

B) rammMa 1omkHa OBITH TPYIHO MIPEICKa3yeMoH, T.€. €CJIM U3BECTHBI TUI T€HEPaTopa U KyCOK
raMMBbI, TO HEBO3MOKHO TPEICKA3aTh CIACAYIOIIHNMA 3a 3THM KyCKOM OUT TaMMBI C BEPOSITHOCTHIO
BBIIIIE 3aJaHHOM.
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B) 06a oTBeTa BepHHBI;

[TpuBeauTe npuMep COBEPIIEHHOTO MUQpa.

A) mmdp Brxenepa ¢ caMOKIIOUOM;

B) onnopazoseiii 6stokHOT LlleHHOHa;

B) cucrema Beprama amst tenerpada ¢ OyMaxHBIM KOJIBIIOM, COACPKAIINUM TaMMy.

Kakue mm¢psl sBistoTes muppamMu raMMUpOBaHHS?
A) mmudp Tpuremus;

B) mm¢p Bmwxenepa;

B) 06a oTBeTa BepHHI.

[To xakoMy MOJYJIIO IPOU3BOAUTCS CYMMUPOBAHHE FAMMbI C OTKPBITHIM TEKCTOM B PEKHUME
rammupoBanus ['OCT28147-89?

A) cyMMUPOBaHHUE 110 MOJYJIIO 2;

B) cymmuposanue o Moayimo 2%

B) o0a oTBeTa BepHHI.

KakoB pa3mep 6110ka mudpyemoro tekcra B kpunrocucreme 'OCT28147-89?
A) 32 Owura;

B) 64 Gura;

B) T'OCT28147-89 — moTo4yHasi KpUIITOCHCTEMA.

Kakne ¢pyHKIMY BBIOTHAET KpUNITOCHCTEMA?

A) ycuiieHHe 3alIUIEHHOCTH JaHHBIX M 00jeryeHue padoTsl ¢ KpUITOAITOPUTMOM CO CTOPOHBI
YeJI0BEKa;

B) ycuiienue 3aluieHHOCTH JaHHbBIX U 00ecrieueHre COBMECTUMOCTH ITOTOKA IaHHBIX C APYTHM
MIPOrpaMMHBIM 00€CIIE€YeHUEM;

B) 06a oTBeTa BEpHBHI.

Ji1s 4ero B MOTOYHBIX MK (pax UCTIONb3YIOTCS PETUCTPBI CABUra ¢ 00PaTHON CBA3bIO?
A) 1151 TeHEepaluy KIF0UYE€BOM MOCJIEI0BaTEIbHOCTH;

B) nyia opranu3zanuu pexuma oOpaTHOM CBSI3U B OJOYHBIX MK (pax;

B) 06a oTBeTa BEpHHI.

Yro takoe ckpemOiep?

A) mporpaMMHBIE WU allapaTHbIe peaan3alui reHepaTopa MCeBA0CTyYaiiHO TaMMBbI;

B) nmporpaMMHbIe WK anmnapaTHbEIE pealu3aliy aIropruTMa, MO3BOJISIONIETO MH(PPOBATh MOOUTHO
HEMpepbIBHBIC MOTOKK HHPOPMAIIHH;

B) 00a oTBeTa BEpHBI.

B 4em cocTouT riaBHas nmpobiaema mu@poB Ha OCHOBE CKpeMOsIepoB?

A) CUHXpOHHU3AIUS TIEPEIAIOIETO (KOAUPYIOMIEro) U MPUHUMAIOMIETO (JEKOAUPYIOIIETO)
YCTPOWCTB;

B) xomupyroIas mocie[0BaTeIbHOCTh OUT TIPOU3BOUTCS U3 HEOOIBIIOTO HAYaTFHOTO 00bheMa
uHpOpMaINH;

B) ManeHbKuil NepHOJ TaMMBI.

Kakne METOJbl CHHXPOHU3alIUU ITPUMCHAIOTCA Ha ITPAKTHUKE B CUCTEMAX IHI/ICbPOBaHI/ISI Ha OCHOBC
ckpembnepoB?
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A) noGaBieHue B IOTOK HHPOPMALIUU CHHXPOHU3UPYIOLINX OUTOB, 3apaHee U3BECTHBIX MPUEMHOMN
CTOPOHE, YTO MO3BOJIAET €l PU OTCYTCTBUH TAKOTO OMTa aKTUBHO HayaTh MOMCK CUHXPOHU3AINH C
OTIIPABUTENIEM;

B) ucnonp3oBaHne BBICOKOTOYHBIX T€HEPATOPOB BPEMEHHBIX UMITYJIbCOB, UTO I103BOJISIET B
MOMEHTBI IOTEPU CUHXPOHU3ALUU IPOU3BOAUTE paciin(poBaHUE IPUHUMAEMbIX OUTOB
uHpopmanuu "mo namsaTu" 6e3 CHHXPOHHU3AINH;

B) 06a oTBeTa BepHHI.

Kaxoit MmeTo ucronb3yercs A paHAOMH3aIUN COOOIICHUH ?

A) BHECeHHE CITy4ailHBIX OUT B caM MU(pyeMblil (aiiin ¢ ITHOpUpOBaHUEM MX Ha Jemupyromen
CTOPOHE;

B) mu¢poBanue ncxoaHoro (aiina cirydaitHbIM KIHOUOM;

B) 06a oTBeTa BEepHHI.

Kaxkue I_HI/I(i)pCI/ICTCMBI N3 IIEPCUHUCICHHBIX HUXE SABJIAIOTCA MOTOYHBIMHU?
A) A5, SEAL, RC4;

B) DES, AES, Rijndael;

B) RC2, RC5, IDIA .

[lepeunciyTe OCHOBHBIE PEKUMBI paOOTHI, IPETYCMOTPEHHBIE B CTaHAAPTE MHU(POBAHUS TaHHBIX
'OCT28147-89.

A) pocToii 3aMEeHbI, TAaMMHPOBaHUS, TAMMHUPOBaHUS ¢ 00pPaTHOM CBSA3bI0, TAMMHUPOBAHHS C
00paTHOM CBA3bIO MO MIHU(P TEKCTY;

B) npocroii 3aMeHbl, TaMMHPOBaHUS, TAMMHUPOBAHUS C OOPATHOH CBSI3bI0, BRIPAOOTKH
MMUTOBCTABKH;

B) snexTpoHHAsE KOIOBasi KHHTA, CIETUICHUS OJIOKOB, 00paTHasi CBS3b 110 BHIBOILY, 0OpaTHAas CBSI3b
1o MuQPTEKCTY.

[Tepeuncnure OCHOBHBIE PEKUMBI PAOOTHI, IPEAYCMOTPEHHBIE B CTaHAAPTE MIM(DPOBAHUS JaHHBIX
DES.

A) npocToii 3aMeHbI, FaMMHUPOBaHUs, TAMMHUPOBaHUS ¢ 0OpPaTHOM CBA3bI0, TAMMHUPOBAHHUS C
00paTHOM CBSA3bIO MO MHU(PTEKCTY;

B) npocToii 3ameHbl, raMMUPOBaHUs, TAMMUPOBaHUsI ¢ 00paTHOMN CBSA3bIO, BBIPAOOTKU
MMUTOBCTABKH;

B) snekTpoHHAst KOJJOBasi KHUTA, CIETNIEHUS! 0JIOKOB, 0OpaTHasi CBsI3b MO BBIXO/Y, OOpaTHas CBA3b
1o mudprexcry?

Hazosure neiicTByrouuii ctanaapt mudpoBaHus B Amepuke?
A) DES;

B) AES;

B) Triple DES.

Kakoli kpuntorpadguueckuii anropuTm Jier B OCHOBY cTaHaapTa mugposanus AES?
A) Lucifer;

B) Blowfish;

B) Rijndael.

Kakue u3 npuBeieHHBIX KpUNTOrpapUuecKuX alropuTMOB HCIIONB3YIOT B OCHOBE ceTh Deiictens?
A) DES;

B) Rijndael;

B) o0a oTBeTa BepHBI.
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70. Yro obmiero B crangaprax DES u 'OCT28147-89?
A) pa3mep 610Ka, pazMep KIH04a, KOJTHYECTBO [UKIIOB,;
B) pa3zmep 6i10ka, mpeoOpazoBaHue, KOJUIECTBO IIUKJIOB;
B) 06a oTBeTa BEepHHBI.

71. HasoBure pa3zmep kitova (B Ourax), ucnoiab3zyemoro B kpunrocucreme ' OCT28147-89?
A) 32;
B) 56;
B) 256.

72. ITlouemy xpunrorpaduaeckuit anropurm 'OCT28147-89 Gonee ycTOWYUB K BCKPHITHIO ITyTEM
MOJTHOTO Tepedopa Mo MHOXKECTBY BO3MOXKHBIX 3HaYCHUH Kiroda, yuem DES?
A) dynkmus mmdposarus ['OCT ropaszgo cinoxkaee Gynkiuu mudposanus DES;
B) B cuny HamHOTO OOJBIIEH AJTMHBI KIIIOYa,
B) 06a oTBeTa BepHHI.

73. Uto Takoe maimkecT cooOmenus?
A) pe3ynbTaTa BEIYUCICHHS Xell-(QyHKINY;
B) nudposoii oTreyaTok nagbia;
B) 06a oTBeTa BepHHBI.

74. Kakast MaTeMaTruyeckasi mpooyiemMa JICKUT B OCHOBE CXEMBI OTKPBITOTO pacpeIeTICHuUs KIII0Ue
Huddu u Xennmana (Diffi W., Hellman M.E.)?
A) omepanusi BBIUUCIEHUS JUCKPETHOTO jJorapudma;
B) dbakTopuzaus 60JbIIOro Ynca;
B) 06a oTBeTa BepHHBI.

75. B 94eM coCcTOUT OCHOBHOE OTJIMYME ACHMMETPUYHBIX KPUIITOCUCTEM OT CUMMETPHYHBIX?
A) 1115 Iepeay OTKPBITOTO KIIF0YaA OT IOJTydaTess K OTHPABUTENIO0 CEKPETHBIA KaHa HE HYKEH.
BwmecTo Hero ncnomnp3yercst ayTeHTUYHBIN KaHal, TApaHTUPYIONIHNA TIO/UTMHHOCTh HCTOYHHUKA
uHpOpMaInH;
B) nns mmudposanus n gemm@poBaHUs UCTIONB3YIOTCS pa3IMYHbIE KITIOUH;
B) o0a oTBeTa BepHBI.

76. HazoBurte Hanbojee pacpoCcTpaHEeHHBIC 00JIaCTH TPUMEHEHHSI ACHMMETPHYHBIX
KpUNTOrpaguuecKux cucremM?
A) accuMeTpHYHas CHCTeMa HCIOb3yeTcs A IH(POBaHHUS KOPOTKOTO CEAHCOBOTO KIIFOYA, a
UH(POPMAaLMOHHBIE TOTOKU B TE€YEHUE CEaHCa MPUXOAT 10 CHMMETPUYHOM CUCTEME;
B) accuMeTpuyHast cuctemMa UCIIONIb3YETCs IS I0Ka3aTeNbCTBa MPUHAUIEKHOCTH B CIIydae 0TKa3a
OTIIPABUTEIIS/TIONTydaTelIsl OT paHee MepeJaHHOTO/TIPUHATOTO COOOIIEHUS;
B) o0a oTBeTa BepHBI.

77. Jlns pemieHust Kakux 3a/1a4 UCTOJIb3yeTcsl IU¢poBasi MOMUCH?
A) 115 10Ka3aTenbCTBA MPUHAUICKHOCTH B CITydae 0TKa3a OTIPABUTEISI/TIOTyYaTelNs OT paHee
NepeJaHHOTO/TIPUHATOTO COOOIICHHUS;
B) nns obecnieuenus ayTeHTUPHUKAITMN U KOHTPOJIS IETIOCTHOCTH;
B) o0a oTBeTa BepHBI.

78. SIBiseTcs M BEPHBIM YTBEPXKJICHUE, YTO TPUMEHEHHE aCUMMETPHUIHBIX CHCTEM B OOIIEM ciTydae
MPUBOJUT K CYIIECTBEHHBIM 3aJepKKaM IpH IMHU(PPOBaHUH (10 CPABHEHUIO C CUMMETPUYHBIMU)?
A) na;
b) Her;
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B) 3aBUCHT OT pa3MepOB UCIOJIb3YEMBIX KIIIOUEH.

Kakum 06pa3om Beruucisiercs uudponasi moaIuch?

A) moce10BaTeIbHOE BBIYUCIICHUE XeII-PYHKITUHN OT HCXOJIHOTO COOOIIEHHS 1 U pOBaHUE
MOJTy4YEHHOT0 3HAUYEHHUS Ha CEKPETHOM KIII0Ue OTIpaBuTeNs (WK paciindpoBaHue HA OTKPBITOM
KJIFOY€ [PU IPOBEPKE MOJIUCH);

b) nocnenoBatenbHoe mK(ppoBaHIEe UCXOTHOTO COOOIICHHS HA CEKPETHOM KJTIOUYE OTIPABUTENS U
BBIYUCIICHHE XeII-(PYHKIIUHN OT 3alIM(pPOBAHHOTO COOOILICHHS;

B) nocnenoBaTenbHOCTH ONEpalyii He UMEeT 3HAUCHUS.

BepHo 1 yTBepKACHHUE, YTO B ACUMMETPUYHON CHCTEME HUKTO, KPOME OTIIPABUTEIIS
MOJIMMMCAHHOTO COOOIICHHUS, HE 3HAET CEKPETHOTO KJIF0Ya, Ha KOTOPOM COOOIIeHHe ObLIO
MMOAIINCAHO?

A) na;

B) HeT, CeKpeTHBIN KITI0Y M3BECTEH TAK)KE YIOCTOBEPSIOIIEMY LIEHTPY, BHIJIABIIEMY OTIIPABUTEIIO
ceprudurat nudpoBOA MOANUCH;

B) HeT, cekpeTHBIN KITI0Y U3BECTEH TAK)Ke LIEHTPY Ay TEHTHU(PHUKAIIUU, B KOTOPOM HCIIOIb3yeTCs
KPHUIITOCUCTEMA.

Kakas pyHkIms Ha3bIBaeTCs 0IHOCTOpOHHEH (one-way function)?

A) Oyukrus f(X) HaspiBaeTCs 0JHOCTOPOHHE#H (one-way function), eciu 1151 BceX X U3 ee 001acTH
OIIpEJICTICHHUS JIETKO BBIYUCIUTh Y=F(X), HO HaX0XKICHHUE 110 33JAHHOMY Yo TAKOTO Xo, U1l KOTOPOTO
f(X0)=Yo, BBIYUCIUTEIHHO HEOCYIIIECTBUMO;

B) ®ynkuus f(X) Ha3biBaeTcs omHOCTOPOHHEH (one-way function), eciiu Juist HaXOXKICHHE TI0
3aJIaHHOMY Yo TaKOTO0 Xo, 7151 KOTOpOoro f(Xo)=Yo TpeOyeTcst HACTOIBKO OTPOMHBIN 00BEM
BBIYHCIICHUI, YTO 332 HUX POCTO U HE CTOUT OpaThCs;

B) 00a oTBeTa BEpHBI.

BepHo 1 yTBepKIeHHE, YTO 1IEJIOUMCICHHAs oka3arenbHas ¢pynkuus f(X)=a*(mod n), rae
OCHOBAHHE & ¥ MOKAa3aTeb CTEIECHN X MpUHaIexat narepsany (1,n-1), sBiseTcst 0IHOCTOPOHHEH
byHKLIMEH?

A) na;

B) cyiecTBoBaHME OHOCTOPOHHUX (DYHKIIHMI HE JOKA3aHO, HO OHAa MOXKET OBITh B3Ta B KAUECTBE
IpUOIINKEHNUS;

B) uer.

K kaxum kpunrorpapuyeckum cucteMaM OTHOCUTCS cuctema RSA?

A) K GJI0YHBIM SKCIOHEHIMAJIBHBIM CUCTEMAaM, TaK KaK KaXJblii 610Kk M OTKPBITOrO TeKCTa
paccMmarpuBaeTcs Kak 1esoe urcio B uatepsaie ot 0 10 (n-1) u npeobpa3syercst B 610K
mudpTexcra;

B) x mmdpam 01HO3HaYHON 3aMEHBI;

B) 06a oTBeTa BEpHHI.

Yem onpenensercs CTOMKOCTb KpuntocucteMsl RSA?

A) CI0XHOCTBIO U3BJIEUEHUS] KOPHS CTENEHH € U3 OO0JIBIIOrO 1EJI0r0 YHCIA MO 33JaHHOMY MOJYJIO
n;

B) c10%KHOCTBIO pa3IokKeHNs Ha IPOCTBIE COMHOXKHUTENN OOJIBIIOrO LEIOro YHUCa;

B) 06a oTBeTa BEpHHBI.

Kakas ¢yHkius ncnosib3yercst B kpuntocucreMe RSA 11 reHepanuu ceKpeTHOro Kiroda?
A) ¢pyskms Dinepa;
b) dynkuus Mebuyca;
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B) 06a oTBeTa BEpHHI.

Kaxoit ¢aktop onpenensier pazmep Kiro4a B Kpuntocucreme RSA?
A) pecypcamu OBM, Ha KOTOpO# yCTaHOBJIEHA KPUIITOCUCTEMA;
B) nyrHOM mudpyemMoro OTKphITOTO TEKCTA;

B) pazmepom Moy N, 0 KOTOPOMY UAET MK (pOBaHHE.

Yem ormpenernsercst CTOMKOCTh kpuntocucteMsl Elgamal?

A) CIIO’)KHOCTBIO IUCKPETHOTO JIOTApU(PMUPOBAHNS;

B) cro’XHOCTBIO pa3oXKeHHs Ha MIPOCTHIE COMHOKHUTEIH OOJIBIIOTO HEOro YHCa;
B) 06a oTBeTa BepHHI.

Kakas cxema mmdpoBaHus Jieria B OCHOBY CTaHAAPTOB AJIEKTpoHHOU 1udpoBoit moamnucu B CLIIA
(DSA — Digital Signature Algorithm) u Poccun ('OCT 334.10-2001)?

A) cxema PaiiBecra, [llamwmist u Annemana (Rivest R., Shamir A., Adleman L.;

b) cxema Dnp-I"amans (Elgamal);

B) cxema JIluddu u Xemnmana (Diffi W., Hellman M.E.).

ITo kakoii GpopmyJie BBIYMCISETCS CEKPETHBIA K04 B 1Hdpe Dnb-I'amans?
A)Y = g (mod p)
B) ed = 1 (mod &(n)):

B) BeIOUpaeTcs Mpou3BOIBHO U3 yeinoBus 1 < x <p.

[To xakoit popmysie BBIYUCIAETCS CEKPETHBIN Kito4 B mudpe RSA?
— o

A Y =g (mod p)

B) ed = 1 (mod &(n));

B) BEIOMpacTCs MPOU3BOIBHO U3 yCIIOBUsA 1 <X < p.

K kaxomy knaccy mu@poB oTHocuTcs udp 1o cxeme ib-I'amans?
A) mmdpbl MHOTO3HAYHON 3aMEHBI;

B) cxembl BEpOSTHOCTHOTO MK (POBaHUS;

B) 06a oTBeTa BEpHHI.

Yro obuiero Mmexay kpunrocucremamu Jib-I"amans u RSA?
A) mndpel MHOrO3HaYHON 3aMEHBI;

B) mmdpsl 01HO3HAUHON 3aMEHBI;

B) acummerpuunble mUQpHI.

B uem coctout croco6 B3noma mudpa RSA ?
A) B TOM, 9TOOBI HAUTH METO/T BBIYHCIICHHS KOPHSI CTENEHH € 13 MOd N,. TOCKOJIBbKY KPUIITOrpaMma

C=M ° (mod n), To kopaeMm cterenu € u3 (Mod n) sBisieTcst coodIeHne M;

B) B TOM, 4TOOBI HAlTH TJIABHBIE COMHOXHTEH 0011ero Moayist N (P U (]), MOCKOIBKY € MX
TTIOMOIITBEO MOYKHO JIETKO BBIYMCIIMTB CEKpeTHBIH kmod d st pactmmdposarus M= CY (mod n);
B) o0a oTBeTa BepHBI.

B yem cocTosaT npenmyiecTBa MMGpPCUCTEM C OTKPHITHIMU KIto4aMu?

A) 111 oOMeHa KiiroyaMy aOOHEHTaM CEKPETHBIHM KaHall He HY)KEH;

b) npuMeHeHne CUMMETPUYHBIX CUCTEM MPUBOAMT K CYIIECTBEHHBIM 3a/Iep KKaM MpU MHUPPOBaHUU
(110 CpaBHEHUIO C ACUMMETPUYHBIMH);

B) o0a oTBeTa BepHBI.
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95. Kakue xau-hyHKIIMM UCTIONB3YIOTCs A1 (popMupoBanust tudpoBoii moanucu?
A) OGecKIIIoueBBIE OIHOCTOPOHHKE XAII-(PYHKINY;
B) xiroueBbie 0THOCTOPOHHUE XAII-(YHKIINH;
B) kpunrorpadudeckue x3mi-QyHKIIH.

96. X»omi-3HaueHue Kakoi JMHBI (B Oaiitax) Berauciser crangapt ['OCT P34.11-20017?
A) 32;
b) 16;
B) 20.

97. Kakoit mu¢p ucnonp3yer oreuectBeHHbli cTanaapt xamupoBanust [OCT P 34.11-94 nns
mu(poBaHUS UCXOTHBIX JAHHBIX, YTOOB! 00ECIIEYUTh HEBO3ZMOXKHOCTh 110/J00pa cOO0IIEeHuH ¢
OJIMHAKOBBIM X3III-3HAYEHUEM?

A) RSA;
B) 'OCT 28147-89;
B) mmudp Dab-I"amanns.

98. IlepeuncauTe aNropuTMBbI FJICKTPOHHOU U(PPOBOH oATIHCH?
A) RSA, DSA, EGDA, cxema lInoppa, TOCT P34.10;
B) 'OCT 28147, DES, AES, ESIGN, ECDSA;
B) CTb 1176.2-99, McEliece, Rijndael, Cxema Juddu — Jlammnopra.

99. K kakuM BuJaM aTak ys3BuMa IuQpoBast moanucb RSA?
A) K MyJIbTUIIMKATUBHOU aTaKe;
b) HeueneBoro UCIoNb30BaHUS CEKPETHOTO KJIH0UA;
B) 06a oTBeTa BEpHBHI.

100. Kakumu npeumyuiecTBamMu obsiagaet cxema nudpoBoii moanucu Iib-1"aMais Mo cpaBHEHHUIO CO
cxemoit g poBoit moamucu RSA?
A) 1IpH 3aJJaHHOM YPOBHE CTOMKOCTH aIropuTMa HUu(poBOH NOAMMCH IIeJIbIe YNCIIa, YYaCTBYIOIINE
B BBIUMCJICHUSIX, UMEIOT 3aIIUCh Ha 25% Kopoue, YTO YMEHbBIIAET CI0)KHOCTh BBIYUCIICHUN TIOYTH B
JIBa pa3a U MO3BOJISIET 3aMETHO COKPATUTh 0ObEM HCIIOJIB3YEMON MaMsTH;
B) npu BeIOOpe MOyIIst P 10CTATOYHO HPOBEPHUTH, YTO ATO YHCIIO SBIISCTCS MIPOCTHIM;
B) o0a oTBeTa BepHBI.

7.3.2 [IpomexxyTOUHas aTTeCTaIUs
O1eHOYHBIE CPENICTBA AJISl TPOMEKYTOUHOM aTTeCTaINH
OK3aMeH
Cnrcok BOMpOCOB TSI SK3aMeHa

1. Hapucosatb 0J0K-CXeMy aJropuTMa U IPUBECTH YUCIOBOM nmpumep mudpa Beprnama.

2. IlpuBecT 4yuCIOBOM MpUMEpP C IMHEHHBIM T€HEPATOPOM IT'aMMBbI C MAKCHMAJIbHBIM MIEPUOIOM.

3. HapucoBatp 06110K-cXeMy anropuTMa U IPUBECTH YHCIOBOH NMPUMeEp 0OMEeHa KIIFOUaMH 0 CXeMe
Huddu-Xennmana.

4. HapucoBatb 0J0K-CXeMy alropuTMa U MPUBECTH YKUCIOBOM npuMep 1mudpa RSA.

5. HapucoBare 610K-cXeMy aJropuTMa U MpUBECTH YUCIOBOM mpumMep mudppa Iiab-I'amars.

6. HapucoBars 6m0k-cxemy nudpoBoii moamucu mo anroputMmy RSA. IpuBectn gncnoBoit mpumep.

7. HapucoBatb 6J0K-CXeMy aJropuTMa U MPUBECTH YUCIOBOM MpUMeEp KpHUNTOrpaduyeckoi Xer-
GyHKIIH.

8. Hapucosars 610k-cxemy nudposoii noanucu no anroputmy EGSA. TIpuBectu uncnoBoii mpumep.

9. HapucoBath 0JIOK-CXeMy aJITCOPUTMa M MIPUBECTH YUCIIOBOM MpuMep U (DPOBAHMS TAaHHBIX DJTb-
I'amans.
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HapucoBaTh 0J0K-CXeMy T€HEpallud 4acTHOTO OTKpPHITOTO Kitoua rmo anroputmy ['OCT P 34.10-
2012. IlpuBecTu YnUCIOBOM MpUMED.

HapucoBath 0Oj0k-cxemy reHepanuu rammbl mo cranaapty ['OCT P 34.12-2015. IlpuBectn
YUCJIOBOM IIPUMED.

HapucoBats 610k-cxemMy pacmu@poBaHus JaHHBIX 10 anroputmy Oinb-I"amans. [IpuBectu
YUCJIOBOM IIPUMED.

Hapucoats 610k-cxemy nudposoii moanucu mo anroputmy ECDSA. IlpuBecTn uncioBoit npumep.
Hapucosats 610k-cxemy nudposoii noanucu no anropurmy ECDSA. [IpuBect uncinoBoii npumep.
HapucoBatp 6510K-cXeMy aNropuTMa U IPUBECTH YUCIOBOU MPUMEP CIIOKEHUS ABYX TOUYEK
AJUIMNTUYECKON KPUBOU HAJI KOHEYHBIM ITOJIEM.

HapucoBath 6110K-cXeMy anropurma U IpUBECTH YHCIOBOW MPUMEp YABOCHHUS TOUKH
AJUIMNTUYECKON KPUBOW HAJI KOHEYHBIM ITOJIEM.

Hapucoats 6;10k-cxemy nudpooii noanucu mo anroput™my ['OCT P 34.10-94. [TpuBecty yncaoBoi
npumep.

HapucoBate 06nok-cxemy mudpopoir noanucu mo anroput™my ['OCT P 34.10-2012. [IpuBectn
YUCIIOBOM MPUMED.

HapucoBats Onok-cxemy ¢ynkuuu mudpoBanus nanueix no cranpapry [OCT P 34.12-2015
(Marma). [TpuBecty 4nciIOBOM NpuUMeEp.

HapucoBats 6510k-cxemy GyHKIMU mudpoBanus JaHHbIX 1o crangapty DES. IIpuBectu uncnoBoi
npuMep.

HapucoBatp 6510K-cXeMy anropuTMa U IpUBECTU YUCIOBOU mpumep 3amensl o tadbnuie 'OCT P
34.12-2015. TlpuBecTu YUCIOBON TIPUMED.

HapucoBate Onok-cxemy mudpoBanus nanueix no ctanaapty ['OCT P 34.12-2015 (Marma).
[IpuBecTH YnuCI0BOM ITPUMED.

HapucoBats 6mok-cxemy mmdpoBanus ganHbix o crapaapty ['OCT P 34.12-2015 (Ky3neuuk).
[IpuBecTH YnCI0BOM ITPUMED.

HapucoBats 610k-cxemy mudpoBanus qaHHbix o cranaapty DES. [IpuBecTtu uncinoBoil mpumep.
Hapucosatp 61ok-cxemy mudpoBanust JaHHbIX 10 ctangapty AES. ITpuBectr uyncioBoit mpumep.



