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1. Heau, 3a1a4u ¥ IJIaHUPyeMble pPe3yJbTAThl 00y4eHHs 10 IUCHUILIHHE

K OCHOBHBIM HeJaSIM OCBOCHHUS JUCHUIUTHHBI «METOIBI M CpelCcTBa KPHITOTPadUICCKOM
3alUThl HHOPMALIUNY CIIEAYET OTHECTH:
- U3yYeHUE COBPEMEHHBIX METOJIOB U CPEICTB KpUNTOrpaduueckoi 3amuTsl HHHOpMAIIUN
JUISL pEeIIeHUs TPOoOIIeM 3aluThl HHPOPMAIUH.

K ocHOBHBIM 3aga4aM OCBOCHHMS AUCHUILTHHBI « METOJBI U CPEICTBA KPUMTOTPAdUIECKOM
3amUThl HHHOPMALIUM CIIEAYET OTHECTH:

- OBJNIQJICHHE OCHOBHBIMH KPHUNTOTPAQUUECKUMU HHCTPYMEHTAMHU, HEOOXOAMUMBIMU MJIs
IIOCTPOCHUS 3allIUIIICHHBIX I/IH(i)OpMaIII/IOHHBIX CHUCTEM.
OOyuenne mo aucruruiiHe «MeToabl U CPelNCTBa KpPUNTOrpadUyecKor 3amuThl UHGOPMAIUN
HarpaBJieHO Ha (OPMUPOBAHNE y O0YUAIOIIMXCS CIASAYIOIMINX KOMITETCHITH:

KO}I U HAMMCHOBaHHE KOMHeTeHHI/Iﬁ I/IHI[HKﬂTOpr JOCTHIKCHUSA KOMIICTCHIIMHU
OIIK-9 CnocoGeH mpuMeHATh CpeaCTBa NOIIK-9.1. 3HaeT cpeacrBa kpunrorpapuyeckon u
KpHUNTOrpaguIecKor 1 TEXHUIECKOW 3aIUThI TEXHUYECKOH 3alINTH HH(POPMAIMH JUTS PEIleHHs
nH(OpPMaNNH JUIs peIIeHNs 3a1a4 MPopeCcCHOHaIbHOW | 3a/1a4 MpodecCHOHABHOM NesTeNbHOCTH;
JEATEINBHOCTH HOIIK-9.2. YMeeT npUMEHATh CpeACTBa

KpHunTorpaduueckoi 1 TEXHHYESCKON 3aIIUThI
UH(OPMALUK I PEIICHU 3a1a4 MPpodeCCHOHANTBHOM
JeATeIbHOCTH;

HOIIK-9.3. Bnageer cpeacTBaMu KpUITOTpapuuecKon
Y TEXHUYECKOM MH(POPMALINH VIS pELICHHS 33139
poeCCHOHATIBHOMN e TEIbHOCTH

2. Heun, 321241 U IVIAHUPYeEMbIe Pe3yJabTAThl 00y4YeHUS 0 JUCHUILINHE

JucummuimHa « MeToabl B cpelicTBa KpUNTorpaduieckoil 3amuTsl HHPOPMALUN) OTHOCHTCS K
YuCy y4eOHBIX IuCHMIUIMH Onoka 1 oOsi3arensHoit wactu (b1.1) ocHOBHO# oOpaszoBarenbHOMN
nporpammel (b1.1.19).

JucuuninuHa B3aMMOCBS3aHA JIOTUYECKU U COJIEP’KATEIbHO-METOUYECKH CO CIEIYIONIUMHU
muctuminHamu U npaktukamMu OOIL: «Marematuueckuil aHanus», «JIunelinas anredpay», «Teopus
BEPOATHOCTEH U MaTeMaTHyecKas CTaTUCTHKa», « OCHOBBI HH(DOPMAIIMOHHON O€30MacCHOCTH.

3. CTpykTrypa u coep:KaHue IUCUUILIHHBI

OO6mmas TpyA0€MKOCTh JUCIUIUIMHBI COCTABIAET 4 3a4eTHbIe eAMHUITHI (144 qaca).

3.1. Buasl yueOHoii padoThbl U TPYA0E€MKOCTh
(mo popmam oOyueHUs)

3.1.1 Ounas ¢hopma o0ydeHus

| Bua yueOHoii padboThl CemecTpbl




Ne KommnuectBo | Cemectp Heneasn
n/n 4acoB cemMecTpa
1 | AyauTopHbIe 3aHATHS 72 3 1-18
B toMm uucne:
1.1 | Jexuuu 4 3 -
1.2 | CemuHapcKue/MPakTUUECKHUE 3aHITHS -
1.3 | JIabopaTopHble 3aHSTHSI 68 3
2 | CamocrosiTesibHas padoTa 72 3 1-18
3 | IlpoMexyToUyHas1 aTTeCTAIUSA
OK3aMeH 3 I[To pacnucanuio
Hroro 144




(o popmam oOyueHus)

3.2.1 Oynas popma o0ydeHus

3.2. TemaTuveckuii NJIaH U3y4YeHU s TUCHUIINHbBI

TpynoeMKOCTb, 4ac

AyauTopHasi padora
Camoc
J:; Paznennl/TeMbl Cemnnap | Jlabop | Ilpakt TOSITE
A — Beero | Jlex ckue/ ATOPH | MHeCKa | oo
n MpaKTU4e| bIe A
1017071 padot
CKHE | 3aHATH | HOANOT |~
3aHSITHS o OBKa
Pa3znen 1. Cummerpuunsie
1 60 - - 28 - 32
KPUIITOCUCTEMBI
1.1 | Tema 1. Uctopus pa3Butus 4 - - - - 4
Tema 2. OcHOBHBIE 3a1aUU
1.2 . 5 1 - - - 4
COBpPEMEHHOM Kpunrorpapuu
1.3 | Tema 3. Knnaccudukanms mudpon 4 - - - - 4
1.4 | Tema 4. ludps! nepecTaHOBKH 8 - - 4 - 4
1.5 | Tema 5. Illudpbl 3aMeHbBI 12 - - 8 - 4
1.6 | Tema 6. Illudppbl raMMUpOBaHHSI 8 - - 4 - 4
1.7 Tema 7. [loTOYHBIE CUCTEMBI ] ) ) 4 ) 4
mmdpoBaHus
1.8 Tema 8. biiounsie cuctembl 12 i i ] i 4
g poBaHus
2 Paznen 2. Acummerpuunbie 80 ) 40 40
KPUIITOCUCTEMBI
21 Tema 1. Marematuueckre OCHOBBI 18 5 ] 3
KpUNTOTpaduu ¢ OTKPHITHIM KIFOYOM
29 Tema 20. OTKpBITOE pacnpeiesieHne 6 ) 4 )
KIIIouei
23 Tema 3. Cuctemsl mmdpoBaHus ¢ 12 i ] 4
OTKPBITHIMU KITIOYAMH
24 Tewma 4. Kpunrorpadus Ha 12 ) 4 3
AIUTUOTHYECKUX KPUBBIX
25 Tewma 5. DnekTpoHHbIE ITU(POBBIE 16 ) ) ] ) 3
MTOATHICH
26 Tema 6. gTaHﬂame U(PPOBBIX 16 i i ] i 3
noAnucei
2.7 | Tema 7. KBantoBas kpunrorpadus 3 1 - - - 2
Hroro 144 4 68 72
3.3. Conep:xkanue TUCHUILINHBI
Pasnen 1. CuMMeTpHuYHbIe KPUNITOCHCTEMBI.
Tema 1.1. Vctopust pa3Butusi Kpunrorpaduu.
OcHoBHble TpeOoBanuss K wmmdpam. Ilonstne Kkpunrorpaguyeckod  CTOWKOCTH.

Cosepmennsie mudpel. KoHmenums n305ITO9HOCTH HH(DOPMAIIHH.

Tema 1.2. OCHOBHBIC 33/1a4ul COBPEMEHHOM KpunTorpadpuu.
Konduaenmuanpaocts. IlenoctHocTh. AyTeHTHduKanms. YmpaBiaeHue kiatodamMu. CXeMbl

pa3aciICHUA CCKPETA.




Tema 1.3. Knaccuduxarms mudpos.
Krnaccudukamuss mmdpoB mo pasnuuHbIM mpu3Hakam. QopManbHble MOJENU IIH(POB.
MareMaTHueCKue MOJIETH OTKPHITOTO TEKCTA.

Tema 1.4. I1Iudps! nepecTaHOBKH.
[udper BepTHKanbHOM nepectanoBku. [udper MapmpyTHO#t nepectanoBKHU. [IoBOpoTHBIE

pemerku. Cerp @eiictens. ludpsl nepecTaHoBKU. DIEMEHTHl KpUNTOaHaIu3a LIM(POB
MEePECTaHOBKH.

Tema 1.5. [1Iudps! 3ameHBbI.

Mudpsr mpoctoit  3amenbl. Kpunroanamu3 mmdpoB mpoctoil 3amensl.  1ludpsr
MHOI'03HAYHOW 3aMEHBI.

Tema 1.6. [1Iludpsl raMmmupoBanusl.
OnnopazoBsiii 610kHOT IllenHona. I'ammupoBanue I'OCT P 34.13-2015 nmo anroputmy

Marma (I'OCT P 34.12-2015).

Tema 1.6. [ToTounbie mUQPEHL.

Peructpsr cnsura ¢ o6patHoi cBs3pt0. CkpemOsepbl. MeToabl paHI0MHU3AIUN COOOIICHH.
[orounsie mmdppcucremsl. [lndper AS/1 u AS5/2.

Tema 1.7. biounsie cuctemsbl MUGPOBAHUS.

Koncrpykuun @eiictens. Anroputmsl OiouHoro mudpoBanus. Pexumsl mudpoBaHus

o6mounsix mmppos. [OCT P 34.13-2015, TOCT 34.13-2018. bnounsle cucteMbl mU(POBAHUSL.
Anroputmsl mudposanus DES u AES. Anroputmsl mmdposanus I'OCT 28147-89, TOCT P 34.12-
2015, T'OCT 34.13-2018.

Pa3zgen 2. AcuMMeTpUYHbIe KPUNITOCUCTEMBbI.

Tema 2.1. MaremaTH4ecKrue OCHOBBI aCHMMETPUYHON KpUnTOrpaduu.

HenpepoiBable 1pobu. MynbTumiukaTtuBHble (QyHKIUH. CpaBHEHHE LENbIX YHCEN IO
Moaynto. Pemienue cpaBHeHUH NIEPBOM CTENEHU. ['pymIibl, KOJIbIa, KOHEYHBIE TOJIS.

OJUIMNITUYECKUE KPUBbIE HAJ KOHEYHBIMH MOJSMU.  OJEMEHTbl TEOpUU 4YHUCEN W
anreOpanyeckoi reoMeTpuu. DIUTUIITHIECKHAE KPUBbIE HaJl KOHEUHBIMHU TIOJISIMH.

Tema 2.2. OTKpbITOE pacupeaesieHue KIIYEH.
Cxema luddu-Xennmana.

Tema 2.3. CucteMbl mH(PPOBAHUS C OTKPHITHIMH KITFOYaMH.
Mudp RSA. Kpunroananus mudpa RSA. Iudp El Gamal.

Tema 2.4. Kpunrorpadus Ha 3JUIMITUYECKUX KPUBBIX

[Mpuauun pabotel mudppcucremMbl. KpUNTOCTOWKOCTh MHMQPPCUCTEM HA DIUTUITHUYECKUX
kpuBbix. Kpunrocucrema ECC ¢ ucrnonb3oBaHreM abCIMCCHI TOUKH.

Tema 2.5. DnekTpoHHbIE IU(PPOBHIE MOAMUCH.

MexaHu3M IeHCTBUS AIEKTPOHHON U(PPOBOM MOAIHCH

@OyHKIMK  X3mHpoBaHus. KpunroaHaan3 OJHOCTOPOHHUX XdOUI-(DYHKIMHA. AJNTOPUTMBI
dpoBoi noamnucu. Aaroputmsl mudpooit moanucu RSA nu EGSA.

Tema 2.6. CtangapTsl TU(POBBIX MOAMHUCEH

Anroputmsl 1udposoit noanucu DSA, ECDSA u I'OCT P 34.10-94, -2001 u -2012, TOCT
34.10-2018.

Tema 2.7. KBanToBas kpuntorpagus.

3.4. TemaTuKa CEMUHAPCKUX/TIPAKTHYECKHUX U J1a00PATOPHBIX 3aHATHI

3.4.1 CemuHapCcKHe/IPAKTHYECKUE 3aHATHUS



He npedycmompenvi npoepammoltl.

3.4.2 JlaGopaTopHbIE 3aHATHUS

Tema 1. CummeTpruyHbIE KPUITOCUCTEMBI.
JlabopaTtopnas pa6ora 1.1. llIudgpsl 04HO3HAYHON 3aMEHBI.

Hugpvr npocmoti 00Ho3HauHOU 3amenbl: Ambaw, wugp Leszaps, wugp [orubus.
JlaboparopHas padota 1.2. [Iludpsl MHOTO3HAYHOH 3aMEHBI.

Hlugpvr Tpumemus, benazo, Buscenepa.
JlaboparopHast pabota 1.3. [IoBOpOTHBIC PEIIETKH.

Pewemxa Kapoano.

JlaboparopHas padota 1.4. I1ludpsl nepecTaHOBKU.
HIugpor sepmukanvrou nepecmanogku. LLlugpvl mapupymuot nepecmanosKu.

JlaGopatopnas pabota 1.5. [lIudpst 6104HOM 3aMEHBI.
Mampuunvii wugp. Llugp Insiigepa.
JlaGopatopHas pabota 1.6. [lIudpsl raMmupoBaHus.

Oonopaszosviii bnoknom [llennona.

JlaboparopHnas padota 1.7. Ilorounsie mudpsl.

Hlugppor A5/1 u A5/2.
JlaboparopHas pabota 1.8. KomOuHanmonHpie mudpsi.

I'OCT P 34.12-2015 Maema u Kysneuux, [ OCT 28147-89, AES.
Tema 2. AcuMMETpPUYHBIE KPUIITOCUCTEMBI.

JlaGopatopHas pabota 2.1. MaTtemaTnueckue 0OCHOBBI KPUNITOTPa(UU C OTKPBITHIM KITFOYOM.
Henpepuviguvie opoou. Mynvmuniukamusnvle @yuxyuu. CpasHeHue yenvix uduceni no

mooynio. Pewenue cpagnenuii nepsoti cmenenu. I pynnul, Konvya, KOHeuHble NOAA. DAIUNMudecKue
Kpusbie Ha0 KOHEeYHbIMU NOJAMU. DIAUNMuUdecKue Kpugsble Ha0 KOHeUHbIMU NOIAMU.
JlaGopatopHas pabota 2.1. AcuMmMeTpUIHbIEe HU(PHL.

Aneopumm Jupppu-Xenimana, [Hupp RSA,

Hlugpp El Gamal. Kpunmocucmema ECC c ucnonvzosanuem abcyuccol mouxu.

JlabopartopHas paboTa 2.2. AnropuTMsl HU(POBBIX MOAMHCEH.

Anecopummur RSA, EGSA.
JlabopartopHas padota 2.3. CtanaapTsl Hu(POBON MOIMUCH.

Aneopummst yughposoii noonucu I'OCT P 34.10-94 u TOCT P 34.10-2012.
JlaboparopHas padota 2.4. O6MeH kitoyamu 1o anroputmy dudou-Xenamana.

3.5. TemaTuka KypcoBbIX POEKTOB (KYPCOBBIX padoT)

He npedycmompenwt npocpammoii.

4. YueOHO-MeTOAM4YeCKOe U HH(POPMaTMOHHOE 00ecTedeHue
4.1. HopmatusHbie 1okyMeHThI 4 TOCThI

1. ®enepanphbiii 3akoH 0T 06.04.2011 N 63-P3 (pen. ot 11.06.2021) «OO6 3JIeKTPOHHOMR
TIOJIITHCH : Tekcr: AICKTPOHHBINA // TexskcnepT: [caiiT].— URL:
https://docs.cntd.ru/document/902271495 (narta oopamenus 15.03.2021);

2. TOCT P 34.10-2012 WudopmammonHass TexHosorus. Kpunrorpaduueckas 3amura



https://docs.cntd.ru/document/902271495
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unpopmarmu. Ilpomeccsl (opmupoBaHus U TPOBEpPKU ANEKTpoHHOW muppoBoit Information
technology. Cryptographic data security. Generation and verification processes of electronic digital
signature: Hanmonaneneii crangapt P®: Been. 01.01.2013: -M.: Crannaptuadopm, 2018. -URL:
https://docs.cntd.ru/document/1200095034 (nata obparmenus 15.03.2021).- TekcT: 2IeKTPOHHBIN.
3. TOCT P 34.11-2012  Uudopmaumonnas texHonoruss. Kpunrorpaduueckas 3zamuta
nnopmanuu. Oynkmus xammpoBanus Information technology. Cryptographic data security. Hash-
function: Hammonanenserit crangapt P®: Beea. 01.01.2013:- M.: Crangapruadopm, 2013.- URL:
https://docs.cntd.ru/document/1200095035 (nata o6pamenus 15.03.2021).- TekcT: 37€KTPOHHBIH.

4. TOCT P 34.12-2015 HWudopmammonnas TexHosorus. Kpunrtorpaduueckas 3amura
uHpopmanuu. brouynsie mmppsi: Hanuwonanenenid cranpapr P®: Beex. 01.01.2016:- M.:
Crannaptungopm, 2015.- URL: https://docs.cntd.ru/document/1200121983  (mata oOpaiieHus
15.03.2021). - TekcT: 31E€KTPOHHBIH.

5. TOCT P 34.13-2015 MWudopmanuonHass TtexHomorus. Kpuntorpaduueckas 3amura
uHdopmarnmu. Pexxumbr pabotel 60uHbIX mmdpoB: nformation technology. Cryptographic data
security. Modes of operation for block ciphers: Hanmonanensiit crangapt P®: Been. 01.01.2016:-
M.: Crangaptuadopm, 2015.- URL:https://docs.cntd.ru/document/1200121984 (mara obGpareHus
16.03.2021).- TekcT: 3JIEKTPOHHBIH.

I'OCT 19.701-90 Equnas cucteMa nporpaMMHON TOKyMeHTaluu. CXeMbl aJlTOPUTMOB, IPOTPaMM,
JaHHBIX U cucteM. MexayHapoausiii ctanaapt.: Been. 01.01.1992. — 'ocynapcTBeHHBIN KOMUTET
CCCP no BeluucIuTeNIbHON TeXHUKE U HH(popmaTuke. [lepensman — suBapp 2010.

4.2. OcHOBHAf JTUTEpPATypa

1. Byrakoa H.I'., ®enopo B.H. Kpunrorpadpuueckne MeTOAsl M CpelICTBa 3allUTHI
nHpopmanuu: yyebHoe mnocobue. M3manue 2-e, ucnpamieHHoe u jgomnoinHeHHoe. — CII6: UI]
«nTepmennar, 2020. — 380c. — ISBN 978-5-4383-0210-0.

2. byrakoa H.I'., Cemenenxko B.A., ®emopos H.B. Kpunrorpadpuueckas 3ammura
uHpopmanuu: yuedHoe nocobue aist By3oB. — M. : U3zn-so MI'Y, 2011 . — 316 c. - ISBN 978-5-
2760-1503-3

3. ByrakoBa H.I'., ®enopo B.H. Kpunrorpadpuyeckne MeToAbl M CpeICTBa 3allUThHI
nHpopmanuu: yueonoe nocodue. — CII6: ULl «uTepmenna», 2016. — 384c. — ISBN 978-5-4383-
0135-6. Hoctyn K IIEKTPOHHOMN BEPCHUU KHUTH OTKPBIT Ha caiite
https://elibrary.ru/item.asp?1d=28331738.

4.3. JlonosiHUuTeEIbHAA JIUTEPATYPaA

1. BBenenue B kpunrorpaduueckyro 3anuTy nHpopmanun 00bekToB: yueOHuk mis CI1O /
C.H. Unbunbix, C.I'. Amtommmna, T.U. Kanunakuna [u gp.]. - M.: KT MTYCH, 2021. - 276¢c. —
Texct : anexTpoHHbIH // JIaHb : 2IeKTpOHHO-OMbIHoTeuHas cucrema. — URL:
https://reader.lanbook.com/book/215231

2. Kopauenko A. A. Kpunrorpaduueckue npoTokois! : yuaeod. mocodue / A. A. Kopuuenko, M.
JI. I'myxapes. — CI16 : ®I'bOY BO III'VIIC, 2020. — 74 c. — ISBN 978-5-7641-1509-2. — TekcT :
3JIEKTPOHHBIN // JlaHb : 3ekTpoHHO-OnbOMnoTeunas cucrema. — URL:
https://reader.lanbook.com/book/191009

3. Epmakoga, A. }O. Kpunrorpadguueckue merosl 3amuthl nuHpopmanuu / A. FO. Epmakosa. —
M. : MUPOA - Poccuiickuii TexHosmorndeckuii yausepcurert, 2021. — 172 ¢. — Texker :


https://docs.cntd.ru/document/1200095034
https://docs.cntd.ru/document/1200095035
https://docs.cntd.ru/document/1200121983
https://docs.cntd.ru/document/1200121984
https://elibrary.ru/item.asp?id=28331738

10

JIeKTpOHHBIH // JlaHb : 3nekTpoHHO-OnbanoTeynas cucrema. — URL:
https://reader.lanbook.com/book/176563

4. Urnatees E. b. 3amura nadopmarim: KpUNToaIropuTMbl XEIIMPOBaHUs: yueOHOE mocodne
st By3oB / E. b. Urnatees. - Cankt-IletepOypr: Jlansb, 2023. - 264 c. — TekcT : 31eKTpOHHBIH //
Jlanb : anexTpoHHO-O0MOMMoTeuHas cucrema. — URL: https://reader.lanbook.com/book/311792

5. OBuuHHUKOB, A. A. Kpunrorpadguueckrue MeTo 1l 3a1iuThl HH(pOpMaLuu: YueOHoe
nocobue / A. A. OBunHHUKOB. — CII0 : Cankt-IleTepOyprckuii rocy1apcTBEHHbIN YHUBEPCUTET
a’pokocmuueckoro npudopocrpoenus, 2021. — 133 ¢. — ISBN 978-5-8088-1591-9. — Tekcr :
3JICKTPOHHBIN // JlaHb : 35eKTpoHHO-OnbOMnoTeunas cucrema. — URL:
https://e.lanbook.com/book/216491

4.4. dieKTpOoHHBbIE 00pa3oBaTe/ibHbIE Pecypchl

1. ByrakoBa H.I'. Kpunrorpadudeckue MeTOIbI 3aIUTH HHPOPMAIHH. DJIEKTPOHHBIN
00pa3oBaTeNbHBIHI pecypc. MockoBcKui [Tonurex, 2020 -
https://lms.mospolytech.ru/course/view.php?id=2518.

2. Byrakosa H.I'. [IporpammupoBanue KpUnrorpapuueckux anropuTMoB. DIEKTPOHHBIN
00pa3oBaTebHBIN pecypc. MockoBcKkui [TonuTex, 2020 -
https://lms.mospolytech.ru/course/view.php?1d=8378&

4.5 JIuneH3noHHOE U CBOOOIHO pacnpocTpaHsieMoe NPOorpaMMHoOe odecreyeHune

1. Onepannonnas cuctema Microsoft Windows ot 7 Bepcuu u Bbiie; Microsoft Office wim Open
Office, 6paysep (Firefox/Google Chrome /Explorer).

4.6 CoBpeMeHHbIe IpodecCHOHATIBbHBIE 0a3bl JAHHBIX U HHGOPMAIIMOHHBbIE
CIIPaBOYHbIE CHCTEMbI

1. eLIBRARY.RU: Hayunas snekrponHast Oubnuorexa: caiit. - Mocksa, 2000 -. - URL:
https://www.elibrary.ru (nata o6pamenus: 16.03.2021). — TekcT: 37€KTPOHHBIN.

2. JIAHb: snextpoHHO-0MOMMOTEYHAas cuctema: caiit. — Cankt-Ilerepoypr,2010 -. - URL:
https://e.lanbook.com (mata o6pamenns: 10.03.2021). - TekcT: 2IEKTPOHHBIH.

3. ®CTOK Poccun: I'ocynapcTBeHHBIH peecTp cepTU(UIMPOBAHHBIX CPEACTB 3aIMTHI
uHpopmanmu. — MockBa, 2014. - . - URL: https://fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty-po-sertifikatsii/1 53-sistema-sertifikatsii (mata oOpamenus: 10.03.2021). -
TekcT: 21eKTPOHHBIN.

4. bubnuorpaduueckas u pedeparuBHas 06a3a JaHHBIX Hay4YHON MEPHUOTUKU «Scopusy» -
WWW.SCOpUS.com.

5. Caiit ®enepanpHoii ciyx0b1 6e30macHocTH Poccun (OCh Poccun). -http://www.fsb.ru.

6. Caiir @enepanabHOl Iy Obl MO TEXHUYECKOMY U 3KCIOpTHOMY KoHTpoito (PCTIK
Poccun). - http://www.fstec.ru.

7. TopTan TEXHUYECKOTO KOMHUTETA MO CTaHAApTU3alUH «3aluTa HpopMaumy. —
http://tk.gost.ru/wps/portal/tk362

8. UHbOpPMAIIMOHHO —aHAJUTUUECKUH HHTepHeT—nopTal



https://lms.mospolytech.ru/course/view.php?id=2518
https://lms.mospolytech.ru/course/view.php?id=8378&
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii
http://www.scopus.com/
http://vpo.pk.mesi.ru/www.fsb.ru
http://www.fstec.ru/
http://tk.gost.ru/wps/portal/tk362
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IS027000.ru. — http://www.is027000.ru/.

5. MartepuajabHO-TeXHHYECKOe o0ecrevyeHue

Jlnst mpoBesieHMS BCEX BHUIOB 3aHATHH HEOOXOIUMO IMPE3CHTAMOHHOE O0O0pYIOBaHHE
(MyIBTUMETUUHBIN IPOEKTOP, HOYTOYK, SKpaH WM UHTEPAKTUBHASA JOCKA) — 1 KOMILIEKT.

I[J'ISI MMPOBCACHUA NPAKTHICCKUX 3aHATHHN H€O6XOI[I/IMO HaJIMYUC KOMIIBIOTCPHBIX KJIaCCOB,
000pYIOBaHHBIX COBPEMEHHOW BBIYMCIMTEIIPHOW TEXHUKOW M3 pacuera OJHO pabouee MecTo Ha

OIOHOI'O 06yqaeM0ro .

6. MeToanyeckue peKoOMeHIaluU
6.1 MeTOJII/I‘IECKI/Ie PEKOMECHAAIINH JIA NPENOAaABATEA 110 OpraHu3anuu Oﬁy‘leHI/Iﬂ

[Ipu moxaroroBke K 1abOpaTOpHBIM paboTaM CIEeAyeT IMpeIBapUTeIbHO NpopadboTaTh
TEOPETUUECKUM MaTepual 3aHATUS, IPELyCMOTPEB €TI0 110/1a4y TOYHO B OTBEJIEHHOE JIJIs1 STOTO BPEMSI
3aHSTHS.

[Ipu npoBeneHny 3aHATUS CleAyeT KOHTPOJIUPOBATh M0Jjauy MaTepuaa U pelieHue 3aJaHuil
C YYETOM yueOHOr0o BpEMEHH, OTBEACHHOT'O JJIsl 3aHATHUS.

[Ipu npoBepke pabOT U OTUETOB CIEAYEeT YYHUTHIBATh MPABUILHOCTH BBIIOJHEHUS
1a00paTOpHBIX pabOT Ha BCEX Tamax.

6.2 Meronnuyeckue yKazaHus AJ1s1 00y4al0UIUXCs 10 OCBOCHUIO U CHUNIMHBI

I/I3yquHe AUCHUILIMHBI OCYHICCTBIACTCA B CTPOTOM COOTBETCTBUU C HGJ’IGBOI\/’I YCTaHOBKOﬁ B
TECHOH B3aMMOCBSI3U yu4eOHbIM Tu1aHOM. OCHOBOM T€OPETUYECKOMN MOATOTOBKH CTYACHTOB SIBIISIOTCS
JIeKYuu.

B mpouecce camocTosITeIbHONH pPa0bOTBI CTYJIEHTHI 3aKPEIUISIOT U YIIIyOJSIOT 3HaHMA,
MOJIYUCHHBIC BO BpPEMsA ayJHUTOPHBIX SaHﬂTHﬁ, )IOpa6aTI)IBaIOT KOHCIICKTHI J'ICKHI/Iﬁ, T'OTOBATCA K
9K3aMEHY, a TAKXKe CAMOCTOSITEIbHO U3YYalOT OTJECJIbHBIE TEMbI Y4eOHON MPOrpaMMBl.

JlaGopaTopHble pabOTBl TPOBOIATCS 1O HaWMOOJEe BaXHBIM TEMaM JHCIUTLIAHEIL.
OcyuiecTBisieTcs 3aKpeIIEeHHE 3HAHUM, IOJYYEHHBIX CTYJEHTaMH Ha JIEKIHMAX M B IIpOLECCE
camocTosTeNbHOM paboTel. Ocoboe BHHMMaHuE OOpamiaeTcsi Ha pa3BUTHE YMEHHM W HaBBIKOB
YCTQHOBJICHHUSI CBSI3U IMOJIOKEHUH Teopuu ¢ MNpo(hecCHOHAIBHOW JeATENIbHOCTRIO OyIyIIero
cnenuanucta no WUb. JlaGopatopHble pabOThl MPOBOASATCS MO TEOPETUYECKHUM U MPOOJIEMHBIM
Bonpocam Mb. JlaGopaTopHble paOoThl mpennojaraeT TBOPYECKHE IHCKYCCHM, aKTUBHBIH OOMEH
MHEHHUSMH 110 TIOCTAaBJICHHBIM BOMpPOCaM, 3acilylIMBaHHE M OOCYXICHHWE JIOKJIAJO0B IO
NPEeJI0KEHHBIM NPENOAABATEIEM TEMaM.

BakHBIM 00CTOSTEIIHLCTBOM SIBIISIETCS MPUBJICHCHUC BHUMAHUA CTYICHTOB K 06C}’)KI[3,€MOI>1
npobjeMe, CTUMYJIMpPOBAHHWE HHTepeca K HEW M OpraHu3alys aKTUBHOIO OOCYXKIEHHs, Kak
CTPYKTYpHI MpPOOJEMBbI, TaK U COCTABJIIONIUX €€ HamOojiee aKTyalIbHBIX TeM. JJis TOBBIIICHHS
3¢ (GEeKTUBHOCTH NPOBEACHUS 3aHATUS TpeOyeTcs MpeaBapuUTesIbHAs IOATOTOBKA BCEX €ro
YYaCTHHKOB. B 93TOW CBSI3M peKOMEHIyeTcsi 3a0JlarOoBpeMEeHHO (HE MeHee, 4YeM 3a HEeJeIio)
OTIOBECTUTh CTYJICHTOB O TEME 3aHATHUs, AaTh MepeUeHb JUTEPATYphl 110 TEME, HA3HAYUTh U3 YUCIIa
CTYACHTOB JOKJIIATYHMKOB U COOOKIATYHNKOB.

ITpu npoBeneHnu 1a00paTOpHOM PabOTHI penoaBaTesb BBIIOIHSIET, B OCHOBHOM, (DyHKIMH
BEAYIIETO - CIETUT 3a PErIaMEHTOM BPEMEHH, IIOMOTAeT YTOYHHTH (OPMYIHPOBKH, 0000mIaeT


http://www.iso27000.ru/
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pe3yJIbTaThl IUCKYCCUH, MOJBOAUT WUTOT 3aHATHIO B LeJOM. [Ipu BBICOKOM ypOBHE NOATOTOBKH
CTYJ€HYECKO! IpyINIbl OTAEIbHbIE PYHKIIMU BEAYIIETO MOXKHO MOPYYUTh OJHOMY U3 CTYAEHTOB. B
cilydyae HeoOXOAMMOCTH, MPENoAaBaTeNlb OKa3bIBAeT €My MOJIEPIKKY, a MPHU MOJABEJCHUN UTOTOB -
JIAeT OIICHKY paloTe BEAYIIETO.

AxTuBHas paboTa cTyjAeHTa Ha JabOpaTOPHOM pabOTe YUYMTHIBAETCA MpPU ONpeAeTICHUU
WTOTOBOM OIIEHKH €r0 3HAaHUU 10 TUCLIUILIMNHE Ha SK3aMEHE.

CamocrosrenbHass pa0oTa CTYIEHTOB MPEANOJAraeT H3y4yeHHe TEOPEeTUYECKOIO U
IIPAKTUYECKOI0  MaTepuajga IO akKTyaJbHbIM  BOIIpOcaM JAMCLUMIUIMHBL. ~ PexomeHayeTcs
CaMOCTOSITEJIbHOE H3yueHHe Y4eOHOH M HayyHOM JIMTepaTypbl, HCIOJIb30BAaHHE CIPABOYHOU
JUTEPATYypHl U Ap..

IIpu Bblnave 3aaHUil HA CaMOCTOATENBHYIO padoTy HCHob3yeTcs TU(GepeHIIMPOBAHHBIN
MOAX0J K cTyAeHTaM. Ilepen BpIoIHEHHEM CTYEHTaAMU CaMOCTOSITENIbHON BHEAYAUTOPHON paObOThI
IIPENoAABaTeb IPOBOJUT HHCTPYKTAX 10 BBIIIOIHEHHIO 3aJaHUs, KOTOPBIA BKIIIOYACT: LEJIb 30aHMs,
€ro COoJIepKaHne, CPOKH BBIITOJHEHHS, OPUEHTUPOBOYHBINH 00beM pabOThI, OCHOBHBIC TPEOOBAaHUS K
pe3yabTaTtaM paboThl, KpUTEPUH OLICHKH. B mpoliecce HHCTpyKTaka penoaaBaTeib IpeaynpexiaeT
CTYACHTOB O BO3MOXHBIX THUIIMYHBIX OIIMOKAX, BCTPEUAIOIIMXCS TPHU BBINOJHEHUM 3aJlaHHS.
WHcTpyKTaxk MpoBOAMTCS IpenojaBaTeieM 3a c4eT oObeMa BPEMEHHU, OTBEJCHHOTO Ha H3y4YeHHe
JUCIUIUINHBL.

Texymuii KOHTPOJIb OCYIIECTBIISAETCS HA IPAKTUYECKUX 3aHATUAX, IPOMEKYTOUHBII KOHTPOJIb
OCYILIECTBIISIETCS] HA DK3aMEHE B MUCbMEHHOM (YCTHOI) hopme.

CamocrosTenbHas paboTa OCYLIECTBIAETCA HHANBUAYAIBHO.

KoHTposib caMOCTOSATENbHON pabOThI OpraHu3yeTcs B IByX (popmax:

®  CaMOKOHTPOJb M CAMOOLICHKA CTY/ICHTA;

®  KOHTPOJIb CO CTOPOHBI IIpenoaBaTeiel (TEKYIUI U IPOMEKYTOUHBIN).

Texymuii KOHTPOJIb OCYIIECTBIISAETCS HA PAKTUYECKUX 3aHATUAX, IPOMEKYTOUHBII KOHTPOJIb
OCYILIECTBIISIETCS] HA DK3aMEeHE B MUCbMEHHOM (YCTHOI) hopme.

KpurepusiMu oLileHKH pe3ysIbTaTOB CaMOCTOSATEIbHOW PabOThl CTYIEHTA SIBIISIOTCA:

®  ypOBEHb OCBOEHUS CTYJEHTOM YU4EOHOIro MaTepuaia,

® YMEHHMs CTyJEHTa UCIOJIb30BaTh TEOPETUUECKNE 3HAHNUS IIPH BBIIIOJHEHUH MPAKTHYECKUX

3azay;
® c(popMHPOBAHHOCTh KOMITETEHILINH;
e odopmIIeHHE MaTeprata B COOTBETCTBUH C TPEOOBAHHSIMH.

7 DOHJ OLIEHOYHBIX CPEICTB
7.1 MeTobl KOHTPOJISI M OLleHUBAHUS Pe3y/JIbTATOB 00yUeHHUSs

B mporiecce oOyueHus: UCTIONB3YIOTCS CIEAYIOIINE OIIEHOYHBIE (POPMBI CaMOCTOSITEIBHOMN
paboTHl CTYACHTOB, OIICHOYHBIE CPEACTBA TEKYIIETO KOHTPOJISI YCTIEBAEMOCTH U MPOMEXKYTOUHBIX
aTTecTalui:

- TmpoBeJeHHEe JabOpaTOpHBIX pPAOOT (MPAaKTHYECKUX 3aHATHA C HCIOJIb30BAaHUEM
CHENTEXHUKN) U UX 3aIINTA;

- CaMOCTOsITEIbHAS TTOATOTOBKA M TTPOBEICHHE MPE3CHTAIUI TI0 TeMaM JTUCIUTUIAHEI;

- 9K3aMeEH.

7.2 llIkajia ¥ KPUTEPHUHU OLlCHUBAHUSA Pe3yJIbTATOB 00y4YeHU S

[Tokazarenem oleHUBaHUS KOMIETEHIIUN Ha pa3IMYHbIX 3Tanax ux GOpMUPOBAHUS ABISAETCS
JOCTIKEHHE 00yUYaIOIMMUCS TUNIAHUPYEMBIX pe3yJIbTaTOB 00YUYeHHs IO AUCLUILINHE.
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OITK-9 Cnoco0en mpuMeHATh CPeACTBA KpUNTOrpadguyecKkoil 1 TEXHHYECKOIi 32U ThH HHpoOpManuN 1J1s
pelIeHNs 32124 Npo¢ecCHOHATbHOM JeATeIbHOCTH

Kpurtepun ouennpanus

Iloka3arenn
2 3 4 5
3HATB: OOyuaromuiics OOyuaromuiics OOyuaromuiics OO0yuaromuiics
cpencraa JEMOHCTPUPYET JEMOHCTPUPYET JEMOHCTPUPYET JIEMOHCTPUPYET
KpunTorpaduueckoil | MONHOE OTCYTCTBHE | YaCTHYHOE 3HAHHUE MIOJTHOE 3HAHHUE TIOJTHOE 3HAHUE
3aIIUTHI WM HEJJOCTATOYHOE | CPE/ICTB CpencTB CpencTB
HHPOPMALIUH [T 3HAHUE CPENICTB Kpunrorpaguyeckor | Kpunrorpadudecko | Kpumrorpaduuec
pelIeHus 3a1aq Kpunrorpadguyecko | 3amUTH HHGOPMALUK | i 3aIIUTEI KOM 3aIIUTHI
npodeccHoHaNbHON i 3aIUThI JUISL peLIeHus 33024 uHpopmanuu s nHpopMaIru
JIeSITEeNIbHOCTH; nHpOpMaNnH IS npodeccroHaNbHOI peuieHus 3ana4y JUTSL peleHHsT
peleHus 3a1a4d JeITEIbHOCTH. npodeccroHanbHO | 3ama4
npodeccronanbHol | VcmbIThIBaeT 1 esITebHOCTH, npodeccroHanb
JeITeIbHOCTH; 3aTpyIHEHUs MIPU HO JIOITyCKaeT HOH
OIIEpUPOBAHUH HE3HAYHUTEIbHbIC JIeSITENbHOCTH.
TePMHUHAMH U OIINOKH, CBo0OozHO
TIOHSTUSIMHU HETOYHOCTH ornepupyer
TepMHHAMH U
HOHSTHAMH.
HomnyckaroTcst
HE3HAYUTEIIbHBIC
HETOYHOCTHU
yMeThb: OOyuaromntuiicst He OOyuaronuiics OOyuaromuiics OO0yuaromuiics
NPUMEHATH CPEIICTBA | YMEET MU B JEMOHCTPUPYET JEMOHCTPUPYET JIEMOHCTPUPYET
KpuITorpauueckoi | HeJOCTaTOYHOM YaCTHYHOE yMEHHE TIOJTHOE yMEHHE TIOJTHOE yMEHHE
3aIIUTHI CTENEHH yMeeT NPUMEHATH CPENICTBA | IPHMCHSTH NPUMEHSATD
UHOOPMAIUH IS NPUMEHSATD Kpunrorpaduyeckoii | cpencraa cpencraa
pemieHus 3aaa4 cpencTBa 3amuThl HHGOpPMauu | Kpunrorpadguyecko | kpunrorpaduuec
npoeCCHOHATBHON KpunTorpapuuecko | Ui PeLICHUS 3a1a4 1 3a1IUThI KOW 3alUThI
JIESITeNTBHOCTH; 7 3aIIUTHI npodeccHoHaNbHON uHpopmanuu s nHdopMaIu
nHpOpMaNnH IS JeITEILHOCTH. peueHus 3a1a4 JUISL pelIeHHs
pereHus 3ana4d Homnyckarorcs npodeccroHanbHO | 3a1ad
podecCHOHANBHON | 3HAYNTEIIbHbIC H IeSITeNbHOCTH. npodeccroHanb
JeATEIIHOCTH OLINOKH Homyckarorcst HOHU
HE3HAYUTEIBHbIC JIeSITENBHOCTH.
OIIHNOKH, Jlomyckatorest
HETOYHOCTH HE3HAYUTEIIbHBIC
HETOYHOCTH
BJIATEThH: OOyuatomiuiics He OOyuatoniuiics OO0yuatomuiics Oo6yyaromnuiics
MHCTPYMEHTaMH yYMEET WJU B JIEMOHCTPUPYET JIEMOHCTPUPYET JIEMOHCTPUPYET
KpuITorpauueckoi | HeJOCTaTOYHOM YaCTHYHOE yMEHHE TIOJTHOE yMEHHE TIOJTHOE yMEHHE
3aIINTHI CTETICHH YMEeT HCIIOJIb30BATh HCIIOJIb30BATh UCTIONIb30BATh
nHpopManuu s UCIIONIb30BATh cpexacTBa CpezacTBa cpeacTBa
permieHus 3a1a4 cpencTBa Kpunrorpadguyeckor | Kpunrorpadudecko | Kpumrorpadmuec
po¢eCCHOHATBHOM KpUOTOTpaQuIecKo | 3aIuThl HHpOpMay | i 3aIIUTHI KO 3aIuTHI
JeATeIBHOCTH. { 3aIUTHI IUTS peLeHNs 3a1a4 nHbOpMaIH IS nHMOpPMaUH

uHbOpMaIIAN IS
pelIeHus 3amaq
npodheCCHOHATLHON
JIEATEILHOCTH

npoheCCHOHATBHON
JIeSTEIbHOCTH.
Honyckatorcs
3HAYUTCIbHBIC
OIINOKH,

penieHus 3auaq
npodeccnoHanTbHO
W NesATeIbHOCTH.
Honyckarorcs
HE3HAYUTCJIbHBIC
OINOKH,
HETOYHOCTH

JUTSL peleHHsT
3a7a4
npodeccroHab
HOM
JIESITENIEHOCTH.
JomnyckaroTcst
HE3HAYHUTEIbHBIC
HETOYHOCTH
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dopmMa NPOMEeKYTOUHON aTTECTALMH: IK3aMEH.
ITo uroramM mpoMexyTOUYHOH aTTeCTalMH M0 AUCLUUIUIMHE (MOJYJII0) BBICTABIISETCS OLIEHKA
COTIUYHO», «XOPOLIO», KYIAOBIETBOPUTEIBHO» WU «HEYIOBIETBOPUTEIBHON.

HIxkaJuaa
Onucanue
OLlCHUBAHUSA
Breimonuensl Bce BHUIABI  y4eOHOUW pabOTBI, MPETyCMOTPEHHBIC
y4eOHbIM TUTaHOM. CTYACHT JEMOHCTPHUPYET COOTBETCTBUE 3HAHMM,
YMEHHH, HaBBIKOB TIPUBEJCHHBIM B TaOIWIaX IOKa3aTese,
omHepUpyeT NPUOOPETEHHBIMU 3HAHUSIMU, YMEHUIMH, HaBBIKaMU
OTIIMYHO pupy proop > Y ) ,

MNPUMCHACT UX B CUTyallUAX MOBBIIICHHON CIIOKHOCTH. HpI/I 9TOM
MOI'yT OBITh JOIMyHICHbI HE3HAYUTCIbHBIC OH_II/I6KI/I, HCTOYHOCTH,
3aTPYAHCHUSA MPU AaHAIUTHYCCKUX OIICpalugaX, MEPCHOCE 3HAHUHN U
YMeHI/Iﬁ Ha HOBEBIC, HCCTAaHAAPTHBIC CUTYalluH.

Bbimonnensl Bce BHIbl y4eOHOW paboOThl, NpEeayCMOTPEHHbIE
y‘IC6HLIM IIJTAHOM. CTyIIGHT ACMOHCTPUPYCT HEIIOJIHOC, ITPAaBHUJILHOC
Xopo1o COOTBETCTBUE 3HAHUHN, yMEHUH, HABBIKOB IIPUBEJCHHBIM B TaOIMIIAX
nokaszaresiei, au00 ecauM TpU ITOM ObuIM  JOmymeHsl 2-3
HECYIIECTBEHHbIE OIINOKH.

BoeimonHensl Bce BHIBI y4yeOHOW pPabOThl, NpPeayCMOTPEHHbIE
y4eOHBIM Tu1aHOM. CTyE€HT IEMOHCTPUPYET COOTBETCTBUE 3HAHMIA,

yI[OBJ'ICTBOpI/ITCJ'IBHO B KOTOPOM OCBCIIICHA OCHOBHAA, HauOoJiee BayKHAs 4acTh Martcpuraia,
HO IIpU DOTOM JONIymCHa OJHAa 3HAYUTCIIbHAA omuOKa WIH
HCTOYHOCTB.

He BommonHen ojuH win Oonee BHUJOB y4yeOHOW paboOTHI,
NPEIYCMOTPEHHBIX y4eOHbIM TUIaHOM. CTYIEHT IEeMOHCTPUPYET
HETOJIHOE COOTBETCTBUE 3HAHUMN, YMEHUH, HAaBBIKOB IIPUBEJCHHBIM B
TabnuIax TMokKa3aTesei, JJOMyCKAITCs 3HAYUTETbHBIE OIINOKH,
OpPOSIBJIAETCS OTCYTCTBHE 3HAHUN, YMEHHI, HaBBIKOB IO psay
noKazaresieid, CTYJCHT HCIBITHIBACT 3HAYMTENBHBIC 3aTPyIHECHUS
Opy ONEPUPOBAHUHU 3HAHUAMU M YMEHHMSIMM NpPU UX MEpeHoce Ha
HOBBIE CUTYaIUH.

HeynosnerBopurenbHo

7.3 OneHo4HbIe cpeacTBa
7.3.1 Texymuii KOHTPOJIb

Texymuit KOHTPOJIb YCIIEBAEMOCTH CTYJIEHTOB OCYIIECTBIISIETCS B MPOIIECCE MPOBEICHUS
1a00paTOPHBIX PabOT, MPOMEKYTOUHBIX TECTOB U KOHTPOJIBHBIX PabOT, MOATOTOBICHHBIX B paMKax
CaMOCTOSITENIbHOM pabOTHI [0 TEMaM.

Bompock! k KOHTPOJIBHBIM paboTam

1. Maiite obmiee mouatue kpunrorpadguu. B dem cocTtouTt cymHocTh mudpoBaHus U AeUPpOBAHHI
uHpopmanun?
2. CooTHecuTe MEXIy OO0 MOHATHUS «KPUITOTPADHS», «KPUIITOAHAIN3» U «KPUIITOIOTHSD».
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12.
13.
14.
15.
16.
17.
18.
19.
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21.
22.
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24.
25.

26.
27.
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30.
31.
32.

33.
34.

35

39.
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[IpuBeauTe UCTOPUUECKHE IPUMEPHI 3apOKICHUS KpUnTorpaduu.

OxapakTepu3yiTe JOHAY4YHBIH Tepuon pa3BuTHs Kpunrorpaduu. Paccmorpure mepBbie mmdpsi
3aMEHBI U IEPECTAHOBKH.

C xakoro BpeMeHH Havajcs HAyYHBIN epro pa3BuTus kpuntorpapun? Kakue coObITHS cTanmm 1is
3TOTO OMPEEIIIOIMUMU?

UYeMm ompeznensieTcss KPUIITOCTOUKOCTH mmppoBanus? Kakue npyrue TpeOOBaHUS MPEIBSIBISIOTCS K
muppoBaHUio?

B yem cocrout mpaBmwio Kepkrodpdca? I[louemy 5T0 TpaBHIIO SIBISETCS OOIICTIPUHSITHIM B
Kkpunrorpadun?

Korma mnosBunace xkpunrtorpadusi € OTKPHITBIMH KJIIOYaMH M TIepBas peajbHas cHCTEMa
g poBaHus?

Kakux Boigaromuxcs kpunrorpados XX B. Bel 3Haete?

.UeM oTimnuaroTcs MOAXOAbl K obecrneueHuio Oe3omacHOCTH MHGPOpMAUU B Kpuntorpaguu u B

creranorpagun?

Yro o011ero u B 4eM OTIMYUE KpUIITOrpaguueckoro npeodpa3zoBanus HHGOPMaLUU OT KOAUPOBAHUS
€e MPH 3aLUTe OT CIyYalHBIX yrpo3 0e301macHOCTH?

Kakumu metogamu obecrieunBaeTcsi KOHPHUACHINATBHOCTh HHPOpMAUU?

Urto Takoe 1eI0CcTHOCTh HH(popManun?

JlaliTe onpeneraeHue MUMUTOCTOMKOCTH mudpa.

Urto takoe umMutoBcTaBka? st Kakux 1ejei OHa UCTIOIb3yeTCs?

Jl1g kakux acrekToB MH(POPMAIMOHHOTO B3aUMOICUCTBUS He00X01uMa ayTeHTHU(UKaLus?

JIBa OCHOBHBIX TpeOOBaHUs K XAHI-QyHKIHUAM. [IpOTHB KakuxX aTak OHM HalpaBJICHbI?

Kakue cpenctBa ucnosb3yrores uist ooecredyeHusl HEBO3MOXKHOCTH 0TKa3a OT aBTOPCTBa?

Urto 03HaYaeT CBOMCTBO OJHOCTOPOHHOCTH KPUNTOTpapuuecKoi Xau-QpyHKumn?

B dem cyTh nipeBapuUTEIbHOTO pacipeaeaeHus KIoUen?

Uro Ttakoe cepTU(UKAT OTKPHITOTO KiIroua’?

Jl51g 4ero ucnonb3yeTcs cxema pasJiesieHus cekpeTa?

[MpuBenute KiaccuuKaUO METOIOB MHU(POBAHUS B 3aBUCUMOCTH OT Criocoba mpeoOpa3oBaHUS
nHdOopMaIuu.

UYro Ttakoe mudpBennunHa, mruhpoOO3HaYeHNE U KaK STH MOHITHS COOTHOCSTCS?

Kakue ocoOeHHOCTH XapakTepHbl IS METOJOB HIM(PPOBAHUS C CHUMMETPUYHBIM KIIOUOM H
HECUMMETPUYHBIM (OTKPBITHIM) KJIFOUOM?

YeM OTIMYAIOTCS CUMMETPHYHBIE UG PCUCTEMBI OT ACUMMETPUYHBIX?

[osicHuTe Ha MpUMepe CYIIHOCTh MHU(POBAHUS METOJIOM 3aMEHHBI.

[IpuBeaute mnpumepbl MmUdpoOBaHUS METOJAMH TepecTaHOBKU. YUTO o03Ha4yaeT MapuipyTHas
nepecTaHoBKa?

[TosicauTe cCymiHOCT, TaMMHUpPOBaHUS Kak croco0a KpunTorpauueckoro mpeoOpa3oBaHUs
uHpopManuu. YTo ABISETCS MPU ITOM KIIIOYOM MHU(POBaHUS?

[Touemy anmuTHBHBIE METOIBI IIUGPOBAHUS OTHOCATCS K MH(PpaM raMMHUPOBAHHUS?

K kakomy kiaccy mugpoB OTHOCSATCS aHATUTHYECKUE CTIOCOOBI U(pPOBaHH?

[IpuBeaute npumep mudpa nepecTaHOBKU, KOTOPBIA MOXKET pacCMaTPUBATHCA U KaK OJ0YHBIN Udp
3aMEHBI?

C kakuMHU 1eNsIMU B KpUNTOrpaduu BBOJSTCS MOJENU OTKPBITHIX TEKCTOB?

Kaxue noaxoas! HCHOIB3YIOTCS 1Sl pacliO3HABAHUS OTKPBITHIX TEKCTOB

. Kakoe npaBuiio j1euT B OCHOBE BceX IIU(PPOB NMePeCTaHOBKH?
36.
37.
38.

Uro sBisieTCs KIIOUOM Mn(pa nepecTaHOBKU?

Ha3zoBuTte 0cHOBHOM HeOCTAaTOK MIH(POB MEPECTAHOBKH.

[IpuBeaute npumep mudpa nepecTaHOBKU, KOTOPII MOXKET pacCMaTpUBATHCS U KaK OJIOYHBIN
mdp 3aMeHbI?

Kak onpenenuts mo KpUNTOTpaMMe, TIOTyI€HHO! C ITOMOIIBIO IIH(pa BEPTUKAITEHOM
NIEPECTaHOBKH, YUCIIO KOPOTKUX CTOJIOIOB 3aII0JIHEHHOTO OTKPBITHIM TEKCTOM OCHOBHOT'O
MPSIMOYTOJIbHUKA?
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Kakue cBoiicTBa OTKPBITOrO TEKCTA UCIIOJIB3YIOTCS MPH BCKPBITUH MIU(pa NEPECTaHOBKU?

Kakne mmpsl Ha3pIBaIOTCS MUPPaMU IIPOCTOM 3aMEHBI?

[IpuBenure npumep mmdpa nepecTaHOBKH, KOTOPbIH MOKET pacCMaTPUBATHCS U KaK OJIOUHBIN
mudp 3aMeHbI?

Uro sBnsieTcst Kio4oM mudpa npoctoii 3amensl? KakoBo MakCHMalIbHO BO3MOYKHOE YHCIIO KITIOYEH
mdpa mpocToit 3aMmeHbl?

Yro Gosee nesnecoodpa3Ho A HAASKHOM 3alUThl HH(GOPMALMU: apXUBALUsA OTKPBITOTO TEKCTA €
MOCTIeIYIOIUM MU POBAHHEM WX MK(POBAHUE OTKPHITOTO TEKCTA C MOCIEIYIOIIEH apXuBauei?

. Umeet nmu mmdp [Tniidepa sxBuBaIeHTHBIE KITIOUH, TO €CTh TAKUE KIIIOUH, HA KOTOPBIX JHOObIE

OTKPBITBIE TEKCTHI IUPPYIOTCS OAUHAKOBO?

Kakue mudps! Ha3biBatoTcst omodonamu? IIpusenure npumep.

K kakum mmdpam otHocutes cucrema mudposanus [lerpa I «{upupp»?

Kakue mumdps! Ha3bIBaroTCS UG paMu MHOT03Ha4YHOM 3aMeHbl? [IpuBeaure npumepsl.

SBnsiercs U WUQp TPONOPLUUOHATIHLHON 3aMeHbI OMO()OHOM?

[TosicHuTe, 4TO BBl MOHMMAETE MO COBEPIIEHHBIM MK poM. [IpuBenuTe npuMepsl.

[ouemy mmpp Tpuremus, nexamuit B ocHoBe mudpa Bmwkenepa, He sBiaserca MmHUPpPOM
raMMHUPOBaHUs?

[louemy HanOXKEHHWE HA OTKPBHITBIM TEKCT TraMMbl, HPEICTaBIIOMEH c000i MEePHOIMUYECKYIO
HI0CJIEI0BATEIBHOCTh HEOOJIBIIOTO NEPHOAA, HE JAaeT Ha/IeXKHOM 3a1uThI?

[loueMy HENONMyCTMMO HCHOJIB30BaTh IBAXAbl OAHY M Ty K€ TaMMy (JaXe CIy4alHyl H
PaBHOBEPOSATHOCTHY!O!) 1151 3a1IM(POBAHUS PA3HBIX OTKPHITHIX TEKCTOB?

[lepeuncnure ocHOBHBIE TPeOOBAHUS K TaMME.

KakoBbl ¢ TOUkM 3peHus Kpunrorpaduu NperMyllecTBa W HEJOCTaTKH Iepexofa K OJI0YHOMY
mmdpoBanuio?

Kak peanuzyercsa npemnoxennslii K.IIleHHOHOM NpUHLKI «II€pEMELIMBAHU» NPU MPAKTUUECKOM
peanu3aiy aropuTMOB OJI0YHOTO MU POBAHUS?

KakoBbl ocHOBHBIE HeflocTaTku anroputMa DES, u kakoBbI MyTH WX yCTpaHEHUA?

B kakux ciydasx MOXXHO PEKOMEHJOBaTh MCIOJIb30BaTh OJOYHBIM MIU(pP B PEXUME MPOCTOU
3aMEHBI?

OT KaKkMX MOTEHIIMAIBHBIX CIa00CTEeH MO3BOISIET H30aBUTHCS UCIIOIH30BAHNE OJIOYHBIX MIM(POB B
pexxumax muppoBaHus ¢ 00paTHON CBA3bIO?

B uem 3axitouaroTcs JOCTOMHCTBA U HEJJOCTATKU CUCTEM MOTOYHOTO MIHU(DPOBAHUS IO CPABHEHMIO C
Os1ouHBIMH P paMu?

[Touemy Bo3HHKaeT mpobIeMa CHHXPOHHU3AIMN TTOTOYHBIX MIH(POB?

Kakue nmpuunnbl 00yCIOBUIM IIMPOKOE HUCIOIb30BAHNE JIMHEHHBIX PETUCTPOB CIIBUTA B KaueCTBE
YIPaBIAIONUX OJIOKOB OTOYHBIX MIH(PpcUCTEM?

[IpoBeauTe cCpaBHUTENBHBINA aHATU3 aaropuTMoB mudpoanus RC4 u RCS.

[epeuncnure OCHOBHBIE PEKUMBI PAOOTHI, TPEAYCMOTPEHHBIE B POCCUHCKOM CTaHIapTe

K (POBaHUS TaHHBIX

B uem cocTosT npenmyniecTBa CUCTEM C OTKPBITHIMH KIIFOUaMU NEPe]] CAMMETPUYHBIMU
mudpcuctemamu’?

Cn0KHOCTBIO KaKOM MaTeMaTUYeCKOM 3a/1a4yil ONpeaesieTcs CTOMKOCTh cucTeMbl RSA?

Kaxkue TpebGoBaHus NpeIbsBISIOTCS K Kirouam B mmdpe RSA?

K kakomy Tumy muppoB IpuHAISKUT cXxeMa MHU(POBaHuUs, UCIIOTIb3yeMasi B CHCTEME DITb-
l'amana? B yem ee npeumyiiectBa?

CH0XHOCTBIO KAKOW MaTeMaTHYECKOW 3aJ]aui ONPEAEISeTC CTOMKOCTD MHU(PCHCTEMBI DITb-
lamans?

HazoBute HenocTatku cxemsl Dib-I"amars.

Kakue npo6aemb! nHGOpMaIIMOHHON 6€30MaCHOCTH MOYHO PELIMTh C MOMOILBIO ACUMMETPUYHBIX
QpoB.

W3noxute NpuHIUNHAIBHYIO CXEMY OpTaHU3alMK CEKPETHOM CBSA3U C MCIIOJIb30BaHUEM
HIM(PPCUCTEMBI C OTKPBITHIM KITFOUOM.
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Kakum 06pazom ¢ moMoripio KpunrtocucteMbl RSA MOKHO OpraHn3oBaTh nepeaady cooOIeHHH,
MOJUTMHHOCTBH KOTOPBIX MOT OBl IPOBEPUTH JIFOOOH MMOITydaTennb?

Kakum 06pa3om ¢ moMoIpio KpunrocucteMbl RSA MOKHO OpraHu3oBaTh nepeaady cooOIeHHH,
MOJTMHHOCTh aBTOPCTBA KOTOPHIX MOYKHO MPU HEOOXOIUMOCTH J10Ka3aTh?

Uro obmiero Mexay oObdHOM 1 ndpoBoit moanuceio? YeM oHM pa3inuyaroTcs?

Kaxkue 3amaun mo3BossieT pemuTh nudpoBast moamnmuch?

B uewm 3akioyaeTcsi NpUHIMIHAIBHAS CII0)KHOCTh B MPAKTUYECKOM MPUMEHEHUH CUCTEM HIUPPOBOIL
noAnucu?

[Touemy B Kpunrorpaguueckux CHUCTEMaxX, OCHOBAHHBIX Ha OTKPBITBIX KIIOUaX, HEIb3s
HCIIOJIb30BaTh OJIMHAKOBBIC KIIFOUH AJIs HPpoBaHUs ¥ U(PPOBOIA moaAruCH?

[IpuBenuTe mpumMep NOpsAKa OTKPHITOrO pacpeAesIeHHs] KIYEH 10 KBAHTOBOMY KaHaTy.

KakoBa npuposa cekpeTHOCTH KBaHTOBOW Kpunrorpadun?

[Touemy KBaHTOBBIN KpUTIITOAHAIU3 OBICTPO MOXKET BCKPBITh Kpuntocuctemy RSA?

KaxoBsl ipo0sieMbl KBaHTOBOW KpunTorpadun?

TECT-BOITPOCBI

Uro sBisercs npeamerom Hayku KPUIITOPTADOUA?

A) criocoObI mu$poBanus U nemnGpoBaHNUS;

B) Metonbl cokpbITHA (hakTa neperayn CeKpeTHOW HHPOpPMaLUY;

B) crioco6b!1 npeoOpazoBanust HH(GOPMALMHU C LIETbIO €€ 3aIUThl OT HECAHKIIMOHUPOBAHHBIX
II0JIb30BAaTENICH.

Kpunrocucrema Ha3bIBaeTCs KPUNITOCUCTEMOM OOIIETO UCIIOIB30BAHMUS, €CIIH €€ CTOMKOCTh
OCHOBBIBAETCS HA CEKPETHOCTH

A) anropuT™MOB MK(POBAHUS U paclIH(PppOBaHUS;

b) kmroua,;

B) pexxnma mmdpoBaHus.

Ha kakue nBe rpyIiibl MOKHO pa3feiuTh CHMMETPUYHBIE KPUIITOCUCTEMBI?
A) 0JIOYHBIC U TTOTOYHBIE;

B) cuHXpOHHbBIE U ACHHXPOHHBIE;

B) ananoroseie u ¢ POBHIC.

Kaxue coOpITHSsI CIOCOOCTBOBAIM PAa3BUTUIO KpUTITOTpaduu?

A) poCT rpaMOTHOCTH CPEIU HACEIEHUS;

B) pasznen TeppuTopuii, 00pazoBaHUE TOCYAAPCTB, BOWHBI;

B) nepexon k oHETHUECKOMY MTHCEMY, COKpAIIEHHE MOIIIHOCTH ai(paBUTA.

[Touemy norouyHble MWHUGPHI B 00IIEM CITydae 0 CKOPOCTH HAMHOTO MIPEBOCXOIAT OJI0YHbIE

g ps1?

A) MOCUMBOJIbHOE M (pPOBaHNE MEHEE TPYJ0EMKO, YeM HmH(ppoBanne OONbIIMMU OJIOKAMU;

B) norounoe mudpoBaHue He TpeOyeT CXeM CUHXPOHU3ALINY;

B) mm¢pyromias mociaenoBaTeIbHOCTh YaCTO TEHEPUPYETCS HE3ABUCUMO OT OTKPBITOTO TEKCTa HITH
mudpTEeKCTa.

HazoBuTe ocHOBHYIO po01eMy py OpraHUu3aliy CEKPETHOW CBSI3H B ClTy4ae NOTOYHBIX MH(POB?
A) pobnema nepeaaun KIrode Mex a1y abOHEHTaMH,

B) npobnema ycTpaneHus omOOK B IOTOKE MH(PPYEMBIX JaHHBIX;

B) npoGiema CHHXpOHHU3AIMK TTOTOKA ITH(PPYEMBIX JTaHHBIX.

Kewm 0Opu1a npeaoxkeHa nepBast NpakTUIecKast pealn3anus KPUITorpaguu ¢ OTKPBITHIM KIIFOUOM?



10

11.

12

13.

14.

15.

18

A) Yurpungom dudppu (Whitfield Diffie) u Maptunom Xennmanom (Martin Hellman) u Pansdom
Mepxkaem (Ralf Merkle);

B) Ponanbnom PaiiBuctom (Ronald Rivest), Aau [llamupom (Adi Shamir) u Jleonapaom
Annemanom (Leonard Adleman);

B) [llau IN'onsaBaccepom (Shafi Goldwasser) u CunsBuo Mukamnu (Silvio Micali).

K kakoii rpyme mmudpoB orHocutes mudp CIIATAIIA?
A) mmdp 3aMeHbI;

B) mmudp nepecraHoBKy;

B) koMOMHMpPOBAHHBIN TIHDP.

Cnoso KPUIITOT'PA®U S 3ammudpoBano kinaccudeckuM mmdpom Llesaps. Beidepute
COOTBETCTBYOIIUI MHUPPTEKCT.

A) YBTOUT'CBU'bTh;

B) ®CXKBJIbIKCII2XIO;

B) HYJIT' XCXYT'4JIb.

[Tpu muppoBaHUH OTKPHITOTO TEKCTA €T0 OYKBBI 3aMEHSIOTCS TTAPOU YHCEeN, COOTBETCTBYIOIIMX
HOMEpaM CTOJIOIOB M CTPOK JIaHHOM OyKBBI B Ta0ymie. Kak Ha3piBaeTcst 3TOT mudp?

A) pemerka Kapaano;

B) xBagpar [Toaubwus;

B) tabmuma IlopTo.

Kak nHazpiBasicst mugp, Ha OCHOBE KOTOPOTO OBLT CO3/1aH OJUH U3 HanboJiee CTOMKIX BOCHHO-
Mopckux mudpoB Benmukobpuranuu Bo BpeMs BTopoit MUpoBoii BOHHBI?

A) pemetka Kapaano;

B) xBagpar [Toaubwus;

B) tabauna Ilopro.

[Ipu kakux ycioBHAX BOCCTAHOBUTH TEKCT 10 KPUIITOTPaMME KPUIITOAHAIUTUKY CTAHOBUTCS
NPUHIUIINAIBHO HEBO3MOXXHO?

A) ecru mdpoBaHUE «CTUPACT» U30BITOYHOCTS;

b) ecnu ucnonb3yeTcs JIMHHBIN KITH0Y;

B) ecnu anropuT™ muQpoBaHus HEU3BECTEH.

Kak Ha3bIBaroTCs MCTIOIBb3yeMbIe B KPUIITOTpaUu MOAETH OTKPBITOTO TEKCTa, YUUTHIBAIOIIHE
3aBUCUMOCTh OyKB TEKCTa OT HNpEeAbIAYIINX OYKB?

A) TIO3HaYHBIE MOJIENIN OTKPBITOTO TEKCTA;

B) BepositTHOCTHBIE MOJenu Kk -ro mpuOInKeHus;

B) MapkoBckue MOAEIIN OTKPBITBIX TEKCTOB.

Kto B Poccun pyxoBoani pa3zpabotkoii TenedonHoro mudparopa?
A) B.A.KoTe/lnbHUKOB;

b) A.H.Konmoropos;

B) b.b.IlnotpoBckuii.

B 4em cocrout ocHoBHO# npuHIMn Kepkroddcea?

A) KOMIIPOMETAINS CUCTEMBI HE JOKHA IPUYUHATH HEYJ00CTB KOPPECTIOHAEHTAM;

B) HE0OX01MMO, YTOOBI KPUNITOCUCTEMA ObLITA IPOCTOI B MCIIOJIH30BAHUY, U €€ IPUMEHEHHE HE
TpebOBaJIO COOIOICHNUS JITMHHOTO CIMCKA MTPaBuUI;

B) y KOppecnoHIeHTOB 0JKHA OBITH BO3MOKHOCTB IO COOCTBEHHOM BOJIE MEHSTh KJIFOY.
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16. Yto noHumaercs o KpunTorpapuuecKum npoToKoIoM?

17.

18.

19

20

21

22

23

24

A) anropuT™M MHU(PPOBaHUS JAHHBIX MEpe] Tepeaadei mo o0meI0CTyITHOMY KaHally CBSI3H;
B) pacnpeneneHHbIi anropuT™ pereHus AByMs Win 0oJiee y4acTHUKaMH HEKOTOPOil
Kpunrtorpauueckoi 3agauu;

B) naGop npasui mudpoBaHus 1 pacPppoBaHUs KPUIITOCUCTEMBI.

B 4yem cocrout kpunrorpaduyeckas 3agada o0ecredeHus LeJ0CTHOCTH?

A) rapaHTHpOBaHHE HEBO3MOKHOCTH BHECEHUSI CIIyYalHBIX OLIMOOK B IIPOLIECCE MEPEAAUU 11O
KaHaJlaM CBSI3H;

B) rapanTupoBaHre HEBO3MOKHOCTH HECAHKIIMOHUPOBAHHOTO U3MEHEHUSI MH(POPMALIUY;

B) 06a oTBeTa BEpHHI.

Kaxkue MeTozpl pa3pabaThIBalOTCS € LEeNbI0 00eceyeHusl ay TeHTH(HUKAUH?

A) METOIbI TIOJITBEPKICHUS TIOUTMHHOCTH CTOPOH M CaMOi HH(OpMAIIMK B TIPOIIECCE
MH(OPMAIIMOHHOTO B3aMO/ICHCTBUS;

B) MeTonbI IPUCBOSHHS YHUKAITBHOTO HACHTH(PHUKATOPA B3aUMOJICHCTBYIOIIMM CTOPOHAM U CaAMO
nH(}OPMAIHH B TIporiecce HHOOPMAIIMOHHOTO B3aUMOJICHCTBHS;

B) o6a oTBeTa BepHBI.

Kakoit MexaHu3M UCIOIB3yeTCs U 00ecreueHus] HeBO3MOXKHOCTH OTKa3a OT aBTOPCTBA HITH
IPUIIUCBIBAHUSI aBTOPCTBA?

A) MeXaHH3M CUMMETPHYHOTO MHU(POBAHUS C IPUBJICUCHHEM apOUTpa;

bB) Mmexanu3m 1udpoBoOM MOIUCH;

B) o6a oTBeTa BepHBI.

C gyewm cBs3aHa aKTUBHAS aTaka Ha 3amu(POBaHHYIO HHPOPMAIHIO?

A) ¢ IpocnylMBaHuEM, aHATTU30M TpaduKa, IEPEeXBATOM, 3aMUCHIO MepeIaBaeMbIX MTHU(PPOBAHHBIX
COOOIIIEHHI;

B) ¢ nemmdpoBanueMm, T. €. TONBITKAaMHU "B3JIOMaTh" 3aIUTY C IS0 OBIaACHUS HHPOPMAITUEH;
B) ¢ npepriBaHrEeM mpoliecca mepeaadu CooOIeH!H, CO3JaHIeM MOIISTBHBIX COOOIICHHMIA,
MouduKaIyen neperaBaeMbIX COOOIIECHUH.

Ot vero 3aBUCHUT BBIOOD criocoba mudpoBanus?

A) OT 0COOCHHOCTEH MepeaaBaeMoi HHPopMaIuH (ee IIEHHOCTH, 00beMa, Crloco0a MpeICTaBICHHS,
HEOOXOIMMOW CKOPOCTH TePEIauH;

B) oT BO3MOKHOCTEH BIIaJEIBIEB 110 3aIIUTE CBOCH MH(pOpMAIUU (CTOMMOCTD TPUMEHSIEMBIX
TEXHUYECKUX YCTPOUCTB, YA00CTBO UCIOIB30BAHMUS, HAJIS)KHOCTh ()YHKIIMOHUPOBAHUS;

B) 00a oTrBeTa BEpHBI.

Jlyist oOHapy KeHUs TeJIEHANIPABIIEHHOTO HABSI3bIBAHUSI IIPOTHBHUKOM JIOKHOU MH(OpMAIIAN
A) B niepeaBaeMoii HHGOPMAITUU CTUPAETCS H30BITOYHOCTD;

B) B nepenaBaemyto HHGOPMAILINIO BHOCUTCS H30BITOUHOCTE;

B) ncnonb3yeTrcs Koa YETHOCTH.

Kaxk Ha3piBaeTCs uncioBass KOMOWHAIIMSI, HCTIOIb3yeMast JIJIsl IPOBEPKH IIEJIOCTHOCTH?
A) UIMUTOBCTABKA;

B) xox ayreHTUdUKaIM cOOOIICHMS;

B) 00a oTrBeTa BepHBI.

Kaxue TpeboBanus npeIbABISIOTCS K KIIOUYEBBIM X3II-QyHKIUAM hi(M)=S?
A) HEBO3MOKHOCTb BBIYHCIICHHS 3HAaUCHUS hx(M) =S nis 3amaHHoro coodmenus M 6e3 3HaHus
kiroua k;
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B) HeB03MOXKHOCTH moAOOpa Ui 3a1aHHOTO cooOteHust M ¢ U3BeCTHBIM 3HaueHueM hy (M) =8
npyroro coooOmenust M1, ¢ U3BECTHBIM 3HaUYeHueM hy (M) =81 6e3 3HaHuUs KiIrova k;

B) o6a oTBeTa BepHBI.
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Kaxoe TpeOoBaHue HampaBiIeHO IPOTUB CO3/IaHUs OIIENIbHBIX (C(haOpUKOBAHHBIX) COOOIICHHIA
MIpHU aTakax TUIA UMUTAIs?

A) HEBO3MOKHOCTh BBIYUCIICHUS 3HaueHUs hx(M) =S nis 3aganHoro cooomieHus M 6e3 3HaHuS
Kkmoua k;

B) HeBO3MOXKHOCTB MToAOOpa JIs 3aIaHHOTO coo0MIeHrss M ¢ U3BECTHBIM 3HaUeHUuEM hx (M) =S
npyroro coodOmenus M1, ¢ U3BECTHBIM 3HaUeHueM hy (M) =81 6e3 3HaHus KiIro4a k;

B) 06a oTBeTa BEpHHI.

26. Kakoe TpeboBaHME HAIIPABJICHO MPOTUB MOAU(PHUKAIIMH ITEPEIaBaeMbIX COOOIICHHI MPU aTaKax
THIIA ITOAMcHA?

A) HEBO3MOKHOCTh BBIYUCIICHUS 3HaueHUs hx(M) =S nis 3aganHoro cooomieHus M 6e3 3HaHuS
Kmoua k;

B) HeBO3MOXKHOCTB MToAOOpa JIs 3aIaHHOTO coo0MeHrss M ¢ U3BECTHBIM 3HaUeHUuEM hx (M) =S
npyroro cooomenus M1, ¢ U3BECTHBIM 3HaUeHueM hy (M) =81 6e3 3HaHus KiIro4a k;

B) 06a oTBeTa BEpHHI.

27. Kakast mpoBepKa 03Ha4aeT ayTeHTU(PUKALIUIO ceaHca CBS3U?
A) nipoBepKa 1eIOCTHOCTH COEAMHEHNU S, HEBO3MOKHOCTH [TIOBTOPHON NEPEIauy JaHHBIX
IPOTUBHUKOM, CTOPOH B3aUMOJICUCTBUS;
B) npoBepka 11eI0CTHOCTH COEMHEHNS], HEBO3MOKHOCTH ITIOBTOPHOM I€peayul JTaHHbIX
IPOTUBHUKOM, CBOEBPEMEHHOCTH Tepelaun JaHHbIX;
B) 00a orBeTa BEpHBI.

28. Kakoe cpeicTBO ABISETCS OCHOBHBIM CPEICTBOM ISl IPOBEIECHUS UICHTU(DUKAITIH?
A) TIPOTOKOJIBI OJJHOCTOPOHHEH HICHTU(DUKAIINH;
B) npoTokoiel B3aMHON WICHTU(DUKAIINH;
B) 06a oTBeTa BEpHHI.
29. Kak BeITIAIUT 1TMdpoBast MOAMKUCH I COOOIeH s ?
A) 4HCIIO, TOJYYEHHOE B PE3yJIbTaTe XEIIMPOBAHUS, TPUMEHEHHOTO K 3TOMY COOOIIIEHHUIO;
B) uncno, momydeHHoe B pe3ynbTare KpUnTorpaguyeckux npeoOpa3zoBaHuii, MPUMEHEHHBIX K
3TOMY COOOIIEHUIO;
B) xon ayTeHTHUKAIIMN COOOIICHHMS.

30. /1151 4ero NpUMEHSIIOTCS CIIEHUATIBHBIE CUCTEMBI IPEBAPUTEIBHOTO PACTIPEAEICHUS KItouen?

A) ipu 0OJIBIIIOM YHUCJIE B3aUMOJICHCTBYIOIIUX CTOPOH TpeOyeTcs MpeIBapuTeIbHasl pacChlKa
3HAYUTENIBHOTO 00BheMa KIIF0UeBON HHPOPMAINH U MOCIEAYIONIee €€ XPAaHEeHUE;

B) onpenensercs nopsa0K UCIIOIb30BAHUSL, CMEHBI, XpAaHEHUS U apXUBUPOBAHUS, PE3EPBHOTO
KOIUPOBAHUSI M BOCCTAHOBIICHUS, 3aMEHBI WM U3BATHA U3 00paIIeHUs CKOMIPOMETHPOBAHHBIX, a
TaK)K€ YHUUYTOXKEHUS CTAPBIX KIHOYEH;

B) npeaycmarpuBaeTcs pacrpeeneHle U XpaHEHUE HE cCaMUX KITF0Yel, a HEKOTOPOU MEHbIIEH 1Mo
00beMy HH(pOpMalLIMK, HA OCHOBE KOTOPOI Kak/1asi CTOPOHA MOKET BBIUMCIIUTD KIIFOY JJIsI
B3aMMOJICUCTBUS C IPYTOl CTOPOHOM.

31. Kakum o6pazom Hanbosiee mpoCTO MOXKHO OCYIIIECTBUTH paclipeiefieHUe KITIoue AJis ceTeil ¢
OOJIBIINM KOJIMYECTBOM a00HEHTOB?
A) B cCUCTEMax MPEJIBAPUTEIILHOTO PACIIPEICIICHUS] CEKPETHBIX KITFOUCH;

bB) B cuctemax OTKpBITOrO pacipenesieHAs CEKPETHBIX KIIOYEH;
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B) o6a oTBeTa BepHBI.

UYro Takoe cepTU(UKAT OTKPBITOrO Kiroua?

A) HabOp JaHHBIX, 3aBEPEHHBIX HU(PPOBOI MOINKICHIO IEHTPA CEPTH(UKALNH, U BKIFOYAIOIITHIA
OTKPBITBIA U CEKPETHBIM KIIIOYH, UM 110JIb30BaTENs, UMS CePTUPHUKALIMOHHOTO LIEHTPa, HOMEP
ceptudukara, Bpems AelcTBUs cepTudukaTa, mpeHa3HauYeHHUe OTKPBITOro Kiroua (1udposas
MOJINHKCH, MU(pPOBaHUE);

B) HaGop naHHBIX, 3aBEPEHHBIX M€YATHIO IEHTPa CePTU(UKALINY, U BKIFOUAIOUIHA OTKPBITHINA KITHOY,
CIMCOK JIOIIOJHUTEIJIbHBIX aTprOyTOB, IPUHAICKALIMX A00OHEHTY, U IIpelHa3Hau€HUE OTKPHITOTO
KJIIOYa;

B) Ha0op aHHBIX, 3aBEPEHHBIX LU(POBOM MOJIUCHIO LIEHTPA CEPTU(PUKALINY, U BKIFOYAIOLIUHI
OTKPBITBIN KJIF0Y U CIIMCOK JOTIOJIHUTEIBHBIX aTpUOYTOB, IPUHAJICKAIINX A0OHEHTY .

UYro o3HaYaeT TEPMHUH MOUTHOCTH ajdasura’?

A) KOJIMYECTBO CUMBOJIOB B OTKPBHITOM asi(paBUTE;

B) 4ncio BO3AMOXXHBIX KOMOMHALIMN CUMBOJIOB OTKPBITOTO ali(haBUTa;
B) xonnyecTBO MHU(PPBETUYUH OTKPHITOrO andaBuTa.

K kakomy knaccy mugpoB 0OTHOCUTCS HIM(P, eciu (parMeHT OTKPBITOTO TEKCTA (OTAEIbHbIE
OyKBBI WJIH TpyTIa OyKB) 3aMEHSIOTCS HEKOTOPHIMU MX KBUBaNeHTamMu (OykBamu, nudppamu,
CHMBOJIaMU WJIM MX KOMOUWHAaIKEH) B mudprekcre?

A) mQpsl 3aMEHBI;

B) mmudper mepectaHOBKH;

B) xomMno3uoHHbIE WU PHL.

K kakomy kiaccy mugpoB 0OTHOCUTCS MU )P, ecar OYKBBI OTKPBITOTO TEKCTa NPH MU(POBAHUH
KaKUM-HHOY/Ib CIIOCOOOM MepEeCTaHaBINBAIOTCS, TO €CTh U3MEHSAETCS TOJIBKO MOPSIOK CIeI0BaHUs
CHUMBOJIOB OTKPBITOTO TEKCTA?

A) mdpsl 3aMEHBI,

B) mm¢ps1 nepecTaHOBKH;

B) koMIO3uITMOHHBIE TITU(PBI.

Yro cremyeT nenaTh 1S yBEIUYEHHU KPUIITOCTOMKOCTH mudpa?

A) yBEIMYHMBATH PA3HUILY MEXK]Ly YUCIOM MU(PBETUIUH U YUCIOM OYKB B anaBure;
B) Gonee paBHOMEpHO# T0JKHA OBITH AMarpaMMa IMOBTOPSEMOCTH 3HAKOB IU(PPTEKCTA;
B) 00a oTBeTa MpaBUIIbHBI.

Jis uero ucmonb3yrorcst 0J1049HbIe TTH(PBI?

A) 1715 yBeNUYEeHHsI KOJTMYeCTBa MU PBETUINH;
B) nns yBenuyeHus ckopocTu muppoBaHus;

B) 06a oTBeTa MpaBUIILHEI.

B 4eM cocTOUT OCHOBHOE MPEUMYIIECTBO ACHMMETPUYHOTO MU(PPOBAHUS TIEPE] CHMMETPUIHBIM?
A) HeT He0OXOIMMOCTH B Mepejaue CEKPETHOTO KITF0Ya, KOTOPBIM MOXKET ObITh IEpeXBavueH
3II0YMBIIICHHUKOM;

B) Gonbrast Tpy10eMKOCTh TIOCTICAHETO U, KaK Pe3yJIbTaT, MCHBIINE CKOPOCTH MPH MU(POBAHNH;
B) o6a oTBeTa BEpHBI.

Kakue mmdps! Ha3biBatoTCs oModoHamu?
A) mdpbl MHOTO3HAYHON 3aMEHBI;

B) muoroandasutHbie mupsi;

B) mm¢ps1 raMmmupoBaHus.
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40. Yo Takoe mudpBennynHa?

41

42

43

44

45

46

47

48

.

A) 4HCII0 BO3MOXKHBIX SKBUBAJIEHTOB JIJISl 3aMEHBI OTKPBITBIX CUMBOJIOB;

B) >xBUBasIeHTHI B IU(PPTEKCTE, 3aMEHSIOIINE CHMBOJIBI HJIH TPYTIITBI CHMBOJIOB B OTKPBITOTO
TEKCTA;

B) oTkpbITHIN TEKCT nepe uPOBAHUEM MIPEICTABISETCS B BUJIE IOCIEA0BATEILHOCTH
«TI0JICJIOBY», Ha3bIBAEMBIX U (PBETUINHAMH.

C KaKUMH ETSIMU B KpUITOTPpaUH BBOIATCS MOJIEITH OTKPBITHIX TEKCTOB??

A) cyaT OCHOBOH /711 aBTOMATH3aLMH MPOLIECCOB KPUIITOAHATIHN3a ITH(PPTEKCTOB;

B) ciay»xaT oCHOBO# B IIporiecce N3y4eHns] KpUITOCTOMKOCTH Pa3IMYHBIX CUCTEM IIH(POBaHHUS;
B) o6a oTBeTa BepHBI.

K kakomy knaccy mugpoB OTHOCSATCS aJIUTUBHBIC METOIbI IH(pOBaHUs?
A) oMo OHBI;

B) mm¢psl MHOTO3HAYHOM 3aMEHBI;

B) mmudpel raMMHupOBaHUS.

K kakomy kiaccy mugpoB OTHOCATCS aHAIUTHYECKUE CIIOCO0b! U poBaHUs?
A) mQpsl 3aMEHBI;

B) mudpe mepecTaHOBKH;

B) MapuipyTHbI€ I€pECTAHOBKH.

Kakue u3 npuBeeHHBIX MU(POB SBISIOTCS MUPPAMH TEPECTAHOBKH?
A) pemerka Kapnano;

b) xBanpat [lonuOusi;

B) ta6mmma ITopTo.

Kaxue u3 npuBeneHHBIX MU(POB SBISIOTCS MUbpaMu 3aMeHbI?
A) RSA;

b) AES;

B) T'OCT 28147-89.

Kakwue cBoiicTBa OTKPHITOrO TEKCTA MCIIOJIB3YIOTCS MPH BCKPHITUH MIU(pa EPECTAHOBKU?
A) orpaHMYeHHEM MOXET HNOCTYKHUTh MOSBICHHUE 3alIPETHBIX OUTrpaMM;

B) nHan6onee gacteie OUrpaMMBbI OTKPBITOTO TEKCTA, KOTOPHIE MOKHO COCTAaBUTh U3 OYKB
paccMaTpUBaeMoro muppoBaHHOIO TEKCTA;

B) 00a oTrBeTa BEpHBI.

Kakas n3 MmaTeMaTnuecKux MoJielieil COOTBETCTBYET aJITOPUTMY Iudpa Ardar?
A) Yij =1j;

B) Yi = Xi+3(mod n);

B) Yi= X@-i +1).

A=

AN W =
NoREEN NN
[V, T\ e o]

3amudpyite ¢ MOMOIIBIO MATPUIHOTO MIU(Pa C KIIFOYEBON MaTpHLIEeH
u(poBOro SKBUBAJICHTa OYKB OTKPBITOTO TEKCTA CIOBO 3a0Oasa.

A) 28,35,67,21,26,38;

b) 24,38,42,21,32,46;

B) 12,32,7634,17,19.
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49. Yto Gosee 1enecoodpa3Ho A HaAEKHOM 3aIuThl nH(opManun?
A) apXuBaIys OTKPHITOTO TEKCTA C MOCIIeAYIOIINM;
B) mmdpoBaHre OTKPHITOTO TEKCTA C OCIETYIONIEH apXUBaIUCii;
B) He numeet 3HavyeHUS.

50. K xakum mudpam otHOCcHTCs cuctema mudpoBanus [letpa [ «udupn»?
A) oMo OHBI;
B) mmudpe1 OurpamMmMHO# 3aMEHBI;
B) mm¢psl npocToii 3aMeHbI.

51. Ha xakom cnioco6e mu¢ppoBanust Ob11 ocHOBaH Ourpammusiil mmmdp [lmiidepa (Playfair,
Benmukobpurtanus), npuMmensBmuiics Benukoopuranueii Bo BpeMs [lepBoii MUPOBOI BOHBI?
A) cioco0 mu@poBaHUs COCTOSUT B Pa30MBKE BXOJHOTO TEKCTa Ha OUTpaMMBI;
B) Ha 103yHroBOM crioco0e 3amoaHeHus MUuGPTaAOIUIIBL;
B) o6a oTBeTa BepHBI.
52. Kakue mm¢psl OTHOCATCS K MU(PpPaMU MHOTO3HAYHOW 3aMEHbI?
A) mmudp Bmxenepa u mudp Tpuremus;
B) mm¢p [miidepa n mudpp Xunna,
B) mmudp Bepnama u mmmdp Ilopra.

53. ChopmynupyiiTe OCHOBHOE TpeOOBaHHE K KPUNITOTpahrUIeCKH CTOMKOMY TeHEPaToOpy
IICEBAOCITYYaHON MOCIIEI0BATENBHOCTH NI TaMMBI.

A) nepuo/i raMMbl JOJKEH ObITh JOCTATOYHO OOJIBIINUM IS HIU(PPOBAHUS COOOIIEHUH pa3TnYHON
JUTUHBL,

B) ramma omkHA OBITH TPYAHO TPECKa3yeMoil, T.€. €Il U3BECTHBI THI T€HEPATOpa U KyCOK
raMMbl, TO HEBO3MOXKHO MpeJICKa3aTh CIACAYIOIIMM 3a 3TUM KyCKOM OUT raMMbI C BEPOSITHOCTBIO
BEIIIIE 3aJaHHOM.

B) o0a oTBeTa BepHBI;

54. IlpuBenute mpuMep COBEpIICHHOTO MHUdpa.
A) mmdp BmxeHnepa ¢ caMOKIIOUOM;
B) onnopasosslil 010kHOT [leHHOHA;

B) cucrema Bepnama nns tenerpacda ¢ OyMakKHBIM KOJIBLIOM, COAEPIKAIIUM TaMMYy .

55. Kakue mmudpsl ABISIOTCS UG paMy TaMMUPOBAHUS?
A) mmdp Tpuremus;
b) mmudp Bmxkenepa;

B) 00a orBeTa BEpHBI.

56. 1o kakoMy MOJYyJIFO TPOU3BOJUTCS CYMMUPOBAHHUE TAMMBI C OTKPBITBIM TEKCTOM B PEKUME
rammupoBanus ['OCT28147-89?
A) CyMMHpPOBaHHE IO MOAYJIIO 2;
B) cymMMupoBaHue 110 MOIyIo 232
B) 00a oTrBeTa BepHBI.

57. Kakos pa3mep Osioka mmdpyemoro tekcra B kpunrocucteme [[OCT28147-89?
A) 32 Owura;
B) 64 o6ura;
B) 'OCT28147-89 — noTouHas KpUITOCUCTEMA.
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Kakue ¢yHKIMU BBIONHSAET KpUNTOCHCTEMA?

A) yCcuIIeHHE 3alIUIIEHHOCTH JaHHBIX U 00J1erdeHne paboThl ¢ KPUITOAITOPUTMOM CO CTOPOHBI
YeJI0BEKa;

B) ycunenue 3amuIeHHOCTH TaHHBIX U 00€CTICUeHNEe COBMECTUMOCTH ITOTOKA JTAHHBIX C PYTHM
IPOTrPaMMHBIM 00€CIICUCHHEM;

B) 00a oTrBeTa BepHBI.

J1Jis 9eTo B MOTOYHBIX MIH(pax UCMOIB3YIOTCS PETUCTPHI CABUTA C 00OPATHOM CBSI3bI0?
A) J71s1 TeHEepaluK KJII0YEBOM MOCIIEI0BaTEIbHOCTH;

B) nns opranuzanuu pexuma oOpaTHOMN CBsI3U B OJIOUHBIX MUPPaAX;

B) 06a oTBeTa BEpHHI.

Yro Takoe ckpeMOiep?

A) nporpaMMHbI€ WM allllapaTHbIE pean3alii reHepaTopa ICeBA0CITYYaiiHO TaMMBbl;

B) nporpaMMHBbIe WK annapaTHble pealn3aluy alropuTMa, HO3BOJISAIOIIEro MU POBATh TOOUTHO
HEeNpepbIBHBIE TOTOKU HHPOPMALINH;

B) 06a oTBeTa BEpHHI.

B yem cocTout rnaBHas npobiieMa mu@poB Ha OCHOBE CKpeMOepoB?

A) CHHXpOHHU3AIMS TIEPENAIOIETO (KOAUPYIOUIEr0) U MPUHUMAIOLIETO (AEKOAUPYIOIIETrO)
YCTPOMCTB;

B) xonupytomas nocieq0BaTeIbHOCT OUT MPOU3BOJUTCS U3 HEOOBIIOTO HAYAILHOTO 00beMa
uHdopMaIuu;

B) ManeHbkuil nepuoi raMMsl.

Kakue MeTo1pl CHHXPOHU3AIWH TPUMEHSFOTCS] Ha TIPAKTUKE B CUCTEMax IMU(POBaHMS HA OCHOBE
cKkpeMOs1epoB?

A) no6aBiieHrEe B IOTOK HHPOPMAITUU CHHXPOHU3HPYIOINUX OUTOB, 3apaHee N3BECTHBIX MPUEMHOM
CTOPOHE, UTO MO3BOJISET € MPHU OTCYTCTBUU TAKOTO OMTA aKTUBHO HAYaTh MOMCK CUHXPOHU3AIINU C
OTIIPaBUTEIIEM;

B) ucnonpzoBaHue BEICOKOTOYHBIX T€HEPATOPOB BPEMEHHBIX UMITYJIHCOB, UTO MTO3BOJISIET B
MOMEHTHI IIOTEPHU CHHXPOHHU3AIUH MPOU3BOIUTH PacIu(pOBAHUE TPUHUMAEMBIX OUTOB
uHdopmaIuy "mo naMaTu" 6€3 CHHXPOHU3AIUH;

B) 00a orBeTa BepHBI.

Kaxkoit meTon ucnonb3yeTcs 1Jisi paHOMHU3alUKA COOOIEeHN?

A) BHECEHHE CITy49aliHBIX OUT B caM mudpyemblil Gaitn ¢ irHopupoBaHUEM UX Ha Jemudpyromei
CTOPOHE;

B) mmudposanue ncxomHoro (aiisa cirydaiiHbIM KITHOUYOM;

B) 00a orBeTa BEpHBI.

KaKI/Ie IHI/I(l)pCI/ICTeMI)I nu3 HequI/ICHeHHBIX HWXKE SIBJIAROTCS HOTO‘-IHI)IMI/I?
A) A5, SEAL, RC4;

B) DES, AES, Rijndael;

B) RC2, RC5, IDIA .

[epeuncnure OCHOBHBIE PEKUMBI pabOTHI, IPETYCMOTPEHHBIE B CTaHIapTe NIM(POBAHUS JaHHBIX
I'OCT28147-89.

A) TpocToii 3aMEHBI, TAaMMHPOBAHMUS, TAMMHUPOBAHUS C OOPATHOM CBSI3bI0, TAMMHUPOBAHUS C
00paTHOM CBS3bIO MO MU TEKCTY;

B) npocToii 3aMeHbl, raMMHPOBaHHS, TAMMHPOBAHHUS C 00pPaTHOM CBS3BIO, BBIPAOOTKH
HUMUTOBCTAaBKU,
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B) snekTpoHHas KOJJOBask KHUTA, CLEIUICHHS OJIOKOB, 0OpaTHas CBSI3b IO BBIBOJLY, OOpaTHas CBSI3b
o muQpTeKCTy.

[lepeuncnure OCHOBHBIE peXUMBI PA0OTHI, IPEAYCMOTPEHHBIE B CTaHAAPTE IU(POBAHNS JaHHBIX
DES.

A) npocTOii 3aMeHbl, FaMMHPOBaHUS, TAMMHUPOBAHUS C OOPATHOI CBSI3b0, FTAMMHUPOBAHUS C
00paTHO# CBA3BIO MO MUPPTEKCTY;

B) npocroii 3aMeHbl, raMMHPOBaHUs, TAMMHUPOBAHUS C OOPATHOM CBSI3bI0, BEIPAOOTKU
MMUTOBCTABKH;

B) snexTpoHHas KOOBasi KHHUTA, CHETUICHHS OJIOKOB, 00paTHas CBsI3b 110 BBIXOAY, 0OpaTHas CBS3b
no mudprekcty?

HazoBuTte neiicTByronuii cranaapt mudppopaHus B AMepuke?
A) DES;

b) AES;

B) Triple DES.

Kakoii kpunrorpadguiaeckuii airOpUTM JIeT B OCHOBY cTaHaapTa mudpoBanus AES?
A) Lucifer;

B) Blowfish;

B) Rijndael.

Kakwue u3 npuBeICcHHBIX KpUNTOrpaUIeCKUX aJrOPUTMOB HCIIOJIB3YIOT B OCHOBE ceTh DeiicTens?
A) DES;

b) Rijndael;

B) 00a orBeTa BEpHBI.

UYro obmrero B crannaprax DES u TOCT28147-89?

A) pa3mep 6110Ka, pazMep KiIro4a, KOJTMYECTBO LIUKIIOB;
B) pa3mep 6i10ka, mpeobpazoBaHue, KOJIUIESCTBO ITUKIIOB;
B) 06a oTBeTa BEpHHI.

HazoBute pasmep kiroya (B Ourax), ucnoiaszyemoro B kpunrocucreme ['OCT28147-89?
A) 32;

B) 56;

B) 256.

[Mouemy kpunrorpadudeckuit anroputm ['OCT28147-89 Goiee ycTOHYNUB K BCKPBITHIO TTyTEM
MOJIHOT'O TIepedopa 1Mo MHOXKECTBY BO3MOXKHBIX 3HAYCHHH Kiro4a, ueM DES?

A) ynkius mmdposanus 'OCT ropasno cinoxuee pynkuuu mudpposanus DES;

B) B cruty HaMHOTO OOJIBIICH IITUHBI KITFOYA;

B) 00a oTrBeTa BEpHBI.

Yto Takoe JalIKECT COOOICHUS?

A) pe3ysbTaTa BEIYUCICHUS Xell-(pyHKIINH;
B) mudpoBoii oTneuaTok nanbia;

B) o6a oTBeTa BEpHBI.

Kakas maTtemaTiueckas npoOiiemMa JeKHUT B OCHOBE CXEMBI OTKPBITOTO PAaCIIpEIeIeHHs KIF0UeH
Hudou n Xemmmana (Diffi W., Hellman M.E.)?

A) omeparyisi BEIYMCICHUS TUCKPETHOTO JIorapudma;

B) daxropuzanus 601b1II0TO YHCTA;
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B) o6a oTBeTa BepHBI.

75. B 4yeM cOCTOUT OCHOBHOE OTJINYHE ACUMMCTPHUYHBIX KPUIITOCUCTEM OT CI/IMMeTpI/I‘lHBIX?

76

77

78

79

80
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A) [UTg Iepeadu OTKPBITOTO KITF0Ua OT IOIyYaTelisi K OTIPABUTENIO CEKPETHBINM KaHAI HE HY)KEH.
BmecTo Hero ncnosb3yercst ayTeHTUYHbIN KaHajl, FapaHTUPYIOLUIMHA NOUIMHHOCTh UCTOUYHUKA
nH(popMaLuu;

B) nns mmdposanus u nemudpoBaHus UCIONIB3YOTCS pa3InyHbIe KIIIOYH;

B) o6a oTBeTa BepHBI.

HazoBure Hanboee pacnpocTpaHeHHBIE 00JIACTH IPUMEHEHUST aCUMMETPUIHBIX
KpunrorpapuIecKux cucrem?

A) accUMeTpHYHAasI CHCTEMa MCIIOb3YyeTCs sl I(POBaHHs KOPOTKOTO CEaHCOBOTO KIII0Ya, a
MH(OPMAIIMOHHBIC IOTOKH B TEYCHHE CEAHCA MPUXOIST 10 CHMMETPUYHON CUCTEME;

B) accumMeTpuyHas cucteMa UCIOJIb3yeTCsl ISl I0Ka3aTeIbCTBA IPUHAUIC)KHOCTH B ClIy4ae 0TKa3a
OTIPABUTEJIS/TIOTyYATENsl OT paHee MePeAaHHOrO/IPUHATOrO0 COOOIICHUS;

B) o6a oTBeTa BepHBI.

JUist pereHnst Kakux 3a]1a4 UCTIOIb3yeTcs HU(ppoBasi MOAMHUCH?

A) 1715 TOKa3aTeNnbCTBa NPHHAICKHOCTH B CITydae OTKa3a OTIPABUTEINIS/IOTyYaTelis OT paHee
NepeIaHHOTO/TIPHHSATOTO COOOIICHUS;

B) st oGecnieueHus ayTeHTHOUKALUE U KOHTPOJISI EIIOCTHOCTH;

B) o6a oTBeTa BepHBI.

SIBnsieTcs M BEPHBIM YTBEPXKACHHUE, UTO MPUMEHEHUE aCUMMETPUYHBIX CUCTEM B 00IIEM CiIy4ae
MIPUBOJMT K CYIIECTBEHHBIM 33/IEpKKaM Mpu MuGpoBaHUH (TI0 CPABHEHHUIO C CAMMETPUYHBIMHA ) ?
A) na;

b) ner;

B) 3aBucHUT OT pa3MepOB UCITOJIb3YEMBIX KIIFOUYEH.

Kakum 06pa3omM BerMucsieTCs UQpOBast MOMTUCH?

A) mociieIoBaTeIbHOE BBIYMCICHHUE XEI-(DYHKIIMHA OT UCXOIHOTO COOOIICHHS U MU(pPOBAHHE
MIOJTyYEHHOTO 3HAYCHUSI HAa CEKPETHOM KITFOUE OTIPaBUTENS (WK paciinpoBaHie HA OTKPHITOM
KJTFOY€ TIPY TIPOBEPKE TIOIIHCH);

B) nocnenoBarensHoe mudpoBaHUE HCXOAHOTO COOOIIEHHUS Ha CEKPETHOM KITFOU€ OTIPABUTEINS U
BBIYUCIICHHE XeII-PYHKIIUHN OT 3alIU(PPOBAHHOTO COOOIICHHUS,

B) nociienoBaTenbHOCTh ONEpaldii HE UMEET 3HAYCHHUS.

BepHo nu yTBepkIeHUE, YTO B ACHMMETPHUYHOW CUCTEME HUKTO, KPOME OTIIPABUTEIIS
TIOJIITMCaHHOTO COOOIICHHUS, HE 3HAET CEKPETHOTO KITF0Ya, Ha KOTOPOM COOOIIIeHHE ObLIO
HOJITUCAHO?

A) na;

B) HeT, cekpeTHBIN KITI0Y U3BECTEH TAKXKE yIOCTOBEPSIONIEMY IEHTPY, BBIJABIIEMY OTIIPABUTEITIO
cepTuduKaT MUPPOBON MOATHUCH;

B) HeT, cekpeTHBIN KITI0Y U3BECTEH TAKXKE IIEHTPY ayTeHTU(PHUKALINN, B KOTOPOM UCTIONB3YETCS
KPHUIITOCHCTEMA.

Kakas ¢yHk1ms Ha3pIBaeTCs OMHOCTOPOHHEH (one-way function)?

A) OyHKIHSA f(X) Ha3BIBaETCSI OTHOCTOPOHHEH (one-way function), ecim 1J1st Bcex x U3 ee 00IacTu
OTIpeIeJIeHNs JIETKO BBIYUCIUTD Y=f(X), HO HAaX0XKJICHHUE N0 3aJJaHHOMY )0 TaKOTO X0, AJIs1 KOTOPOTO
f(x0)=y0, BBIMUCIUTETHLHO HEOCYIIECTBUMO;
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B) ®yukuus f(x) Ha3pIBaeTCa OMHOCTOPOHHEH (one-way function), eciu A HaX0XKACHUE IO
3aJJaHHOMY )0 TaKOTO X0, 11 KOTOPOTO f(x0)=)y0 TpeOyeTCs HACTOJIBKO OTPOMHBIH 00BEM
BBIYMCIICHHI, YTO 32 HUX MPOCTO M HE CTOUT OpaThCs;

B) 00a oTrBeTa BepHBI.

Bepno n1u yTBEepxKACHUE, UTO IEJIOYUCIICHHAS TIoKa3aTenbHas QpyHkus f(x)=a*(mod n), rne
OCHOBaHUE a U TMOKa3aTellb CTENEHH X MIPUHAJJIeKaT UHTepBaiy (1,n-1), ABIseTCs OJTHOCTOPOHHEMN
byHKIIHIEH?

A) na;

B) cymecTBoBaHME OJHOCTOPOHHUX (PYHKIIMI HE JOKa3aHO, HO OHA MOXKET OBITh B35Ta B KA4EeCTBE
NPUOJIIKEHNS,

B) uer.

K kakum kpunrorpaguueckuM cucteMaM OTHOCUTCS cuctema RSA?

A) K OJIOYHBIM PKCTIOHEHIIMAIBHBIM CHCTEMaM, TaK KaK KaXJblii OJIOK M OTKPBITOrO TeKcTa
paccmaTpuBaeTCs Kak LeJI0€ YUCIo B uHTepBaiie ot () 10 (n-1) u npeodbpasyercs B OJ0K

MU PTEKCTA;

B) x mm¢ppam 0THO3HAYHOHN 3aMEHBI,

B) 06a oTBeTa BEpHHI.

Uem onpegensieTcss CTOMKOCTh KpunTocuctemMbl RSA?

A) CIOXHOCTBIO U3BJICUCHHUSI KOPHS CTENIEHH € U3 OO0JIBIIOro IEJI0ro YHCa MO 3aJaHHOMY MOYJIIO
n,

B) cro’XHOCTBIO pa3ioXKeHHs Ha MIPOCThIE COMHOXHUTEIH OOJIBIIOTO HEIOT0 YUCIA;

B) 06a oTBeTa BEpHHI.

Kaxkas pyHkIus ucnonp3yercs B kpunrocucteme RSA i1 reHepariy CeKpeTHOro Kiroda?
A) pynkius Ditnepa;

b) dynkus Mebuyca;

B) 00a oTrBeTa BEpHBI.

Kakoit gaxTop onpezensier pa3mep Kitoya B kpunrocucreme RSA?
A) pecypcamu 9BM, Ha KOTOPOIl yCTaHOBJIEHA KPUIITOCUCTEMA;
B) nnuHO# mMQpyeMoro OTKpHITOTO TEKCTa;

B) pazmepom Moayis 1, IO KOTOPOMY UIET MU poOBaHUE.

UYewm ompenensieTcsi CTOMKOCTh KpunTocuctembl Elgamal?

A) CIOXHOCTBIO TUCKPETHOTO JIOTapHU(PMHUPOBAHUS;

B) coxHOCTBIO pa3nokKeHHs Ha TPOCThIE COMHOXKHUTENN OOJIBILIOTO IIEIOT0 YUCIa;
B) 00a orBeTa BEpHBI.

Kakas cxema mm¢ppoBaHus JieTa B OCHOBY CTaHIApTOB AIEKTPOHHOU 1udpoBoit moamucu B CHIA
(DSA — Digital Signature Algorithm) u Poccuu (I'OCT 334.10-2001)?

A) cxema PaiiBecta, lllamuns u Annemana (Rivest R., Shamir A., Adleman L.;

B) cxema Dnp-I'amans (Elgamal);

B) cxema [Iudpdu nu Xemmmana (Diffi W., Hellman M.E.).

ITo xako# GpopmyJie BEIYUCIIAETCS CEKPETHBIN Kitod B mudpe Dmb-I'amans?
Ay =g (mod p),
B) ed = 1 (mod &(n));

B) BIOMpaeTcst mpou3BOJIBLHO U3 yCIoBHs 1 <X <.
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[To xakon (_?opMyne BBIYUCIISICTCS] CEKPETHBIN KiTto4 B mmdpe RSA?
Ay =g (mod p)
B) ed = 1 (mod &(n));

B) BeIOMpaeTcst MpOU3BOJIBLHO U3 yCIIOBH 1 <X <.

K xakomy kiaccy mm¢poB oTHOCHTCS mH@P 1Mo cxeme Iib-1"amans?
A) mdpbl MHOTO3HAYHON 3aMEHBI;

B) cxembl BeposSTHOCTHOTO MIU(POBAHMUS,

B) o6a oTBeTa BepHBI.

Uro obmiero Mexay kpuntocuctemamu Jib-I"amans u RSA?
A) i pbl MHOTO3HAYHON 3aMEHBI,

B) mm¢ps1 0AHO3HAYHOM 3aMEHBI;

B) acummerpuuHbie mudpsI.

B gem cocTout croco6 B3inoma mudpa RSA ?
A) B TOM, 4TOOBI HAWUTU METO/] BEIYUCIICHUS KOPHS CTETICHU e U3 mod n,. IOCKOJIBKY KPUIITOTpaMMa

C=M ‘ (mod n), TO KOpHEM CTEIIEHU e U3 (mod n) ABIseTcs coodmeHue M;

B) B TOM, 94TOOBI HalTH TJIABHBIE COMHOXKHUTEIN 00IIET0 MOAYJIS 7 (p U ¢), TOCKOJIBKY C HX
HOMOIIBEO MOYKHO JIETKO BEIYUCIIHMTE CEKPETHBIH Kitod d juist pacumdposanus M= C¢ (mod n);
B) 06a oTBeTa BEpHHI.

B uem cocrosT npenmymiecTBa MUGPCUCTEM C OTKPHITHIMHU KITI04aMu?

A) s oOMeHa KiIroyaMu aOOHEHTaM CEKPETHBIN KaHal He HYKEH;

B) npuMeHeHrne CUMMETPUYHBIX CUCTEM MPUBOINT K CYIIECTBEHHBIM 33/IepKKaM IpU MIUPPOBAHUU
(110 cpaBHEHHIO C ACUMMETPUYHBIMU);

B) 06a oTBeTa BEpHHI.

Kakne xan1-hyHKIUM HCoNb3yroTes A1t GopMUpOBaHUs IU(GPOBOH Moamucu?
A) GecKIIroueBbIe OJTHOCTOPOHHHUE XAII-(PYHKIIUH;

B) xitoueBbie 0JJHOCTOPOHHHE XOII-(QYHKIHH;

B) xpunrorpadudeckne Xam-QyHKIHAH.

Xoa1-3HaueHne Kakoi anuHel (B Oaiftax) Beraucisier crangapt 'OCT P34.11-2001?
A) 32;
b) 16;
B) 20.

Kaxko#t mmdp ucnonszyer oredectBeHHbINH cTaHaapT xamupoBanus ['OCT P 34.11-94 nns
mrpPOBaHUS HCXOJHBIX JAHHBIX, YTOOBI 00ECTIEYUTh HEBO3ZMOXKHOCTD TI0J100pa COOOIIEHNH ¢
OJIMHAKOBBIM X3II-3HAYECHUEM?

A) RSA;

B) 'OCT 28147-89;

B) mm¢p Dnp-Tamans.

[epeuncnure anropuTMBI AMEKTPOHHON IUPPOBOI MOATIHCH?

A) RSA, DSA, EGDA, cxema [lInoppa, 'OCT P34.10;

B) I'OCT 28147, DES, AES, ESIGN, ECDSA;

B) CTb 1176.2-99, McEliece, Rijndael, Cxema Juddu — Jlammnopra.
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99. K xakuM BHJIaM aTak ys3BUMa IudpoBas noanuck RSA?
A) K MyJIbTUIUIMKaTUBHOW aTaKe;
bB) HeueneBoro UCNonab30BaHUs CEKPETHOTO KITHOYA;
B) 00a oTrBeTa BepHBI.

100. Kakumu npeumyinecTBamMu o0anaet cxema udpoBoi moanucu Dib-I"amaist mo cpaBHEHHUIO CO
cxemoi mudpoBoi moanucu RSA?
A) 1IpH 3aJJaHHOM YPOBHE CTOMKOCTH aIrOpuT™Ma U(PPOBON MOMKCH IIeIIbIe YNCIIA, YIaCTBYIOIINE
B BBIUMCJICHUSIX, UMEIOT 3aIIUCh Ha 25% Kopoue, YTO YMEHbBIIIAET CII0KHOCTh BRIYUCIICHUN TTOYTH B
JIBa pa3a M MO3BOJISET 3aMETHO COKPATHTh 00HEM HCTIOIB3YEeMON aMsITH;
B) npu Be16Ope Moayst P 1OCTaTOYHO MPOBEPUTH, UTO 3TO YUCIIO SIBISIETCS [IPOCTHIM;
B) o6a oTBeTa BepHBI.

7.3.2 IlpomexyTouyHasi aTTeCTaUs
O1eHOYHBIC CPEICTBA JJIsl IIPOMEKYTOYHON aTTeCTalluu
DK3aMeH
Crucok BOMPOCOB ISl SK3aMeHa

1. Wcropus pazsutus kpunrtorpadpuu. 3akoH Kepkroddcea.

2. Konnenmus n3osrrounoit uapopmaruu K.1llennona. Cosepmennsiit mmudp. [ludp Beprama.
3. 3amauu u poOIEMbl COBPEMEHHON KpUIITOTpadum.

4. 3apmaum kpunrorpadpun. Konpunenumuansuocts. Kpunrorpadudeckre anropuTMel.

5. Araku Ha mudpel. Kpunrorpadgudeckas cTOHKOCTS.

6. CUMMeTpUYHbIE U ACHMMETPUYHbBIC KPUIITOCHCTEMBI.

7. 3amaun kpunrorpadun. LlemoctHOCTh. UMHTOCTONKOCTS.

8. 3amaum kpunrorpaduun. Ayrentudukamnus. [IpoTokonsl naeHTHHUKAITUH.

9. 3Bagauu kpuntorpadun. HeBo3M0oXHOCTH O0TKa3a oT aBTopcTBa. L{udposas moamuce.

10. Hudposas noanuck. CepTUGUKAIHS OTKPHITHIX KIIOUESH.

11. IIpoTokonsl pacnpeneneHus kiatodeil. CxeMbl pa3jeneHust cekpera. ATaku Ha MPOTOKOJIbI

pacnpeneseHus KIFo4en.
12. Knaccudukanus mmmdpoB 1o pa3IudHbIM MPU3HAKAM.
13. IlIudpst nepecranoBku. Kpunroananus mudpoB NepecTaHOBKH.
14. Iudper 3amensl. Kpuntoanann3 NoTOYHOTO mu@pa MpoCTOH 3aMEHBI.
15. Iudps rammupoBanus. Kpunroananus mmdpa Biskenepa.
16. TpeboBanus k ramme. OMOKH MPHU KCTIONH30BAaHUH UG POB TAMMHUPOBAHUS.
17. Peructpsl ciBura ¢ o0paTHO# CBs3bI0. CKpeMOIepsl.
18. MeTo1b1 paHIOMHU3AIMH COOOIIICHHIA.
19. Ilotounble UPPCUCTEMBI.
20. brounsle cucteMbl mmdpoBanus. Konctpykmuus deicrens.
21. AnropuTMbl OJI09HOTO HIU(POBAHUS.
22. PexxuMsbl @ poBaHus OJOYHBIX MHU(PPOB. DIEKTPOHHAS KOJIOBAsI KHUTA.
23. Pexxumbl mmgppoBanus 0109HBIX MU(GPOB. Pesxxum cuerienus: 0J0KOB.
24. PexxuMsbl ¢ poBaHus 6J109HBIX MH(POB. PeskxuM 00paTHOM CBS3M 110 MIU(PPTEKCTY.
25. Pexxumbl mmgpoBaHust OI04HBIX MUGPOB. Pesxum 0OpaTHOI CBS3H MO BBIXONY.
26. Anroputm mmdposanus gaHabx ['OCT 28147-89.
27. Anroputmsl mdpoBanus ganHbix [OCT 34.12-2015.
28. Anroput™ mudposanus aaHHeIx DES.
29. Anroputwm mudpoBanus naHHeix AES.
30. Pexumsb! 010unbIx mugppoB 'OCT P 34.13-2015.
31. Pexxums! ucnionb3oBanust DES.
32. MynpTuniukaTuBHble GyHKuu. X cBoiicTBa. @yHKuus Ditnepa.
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HenpepsiBabie apodu. Anroputm Eknnna. Pemero Oparocdena. HempepbsiBHbIE ApoOH.
3aK0H BBIUUCICHUS MOAXOISAIINX TPOOEH.

CpaBHeHMe LIeNbIX yncesa o Moaysto. CBoiCcTBa cpaBHEHUN. Pelenne cpaBHEHU.
Boruncnenue My abTUINIMKATUBHOTO OOPATHOT'O 3JIEMEHTA 110 33JJaHHOMY MOZYJIIO.
Kiaccel uncen. Cucremsl BeueToB. Hx cBoiictea. Teopema Ditiepa. Manast TeopeMa
®depma.

I'pynmer. Konbia. [omns. Tons [Narya. Onepanuu ciioxeHust 1 ymHoxkenus. Jlorapudm
HEHYJIEBOT'O 3JIEMEHTA I10JISl.

Dnunruyeckas KpuBasi HaJl KOHEUHBIMU MOJSIMU. [opa10K 371U TUYECKOM KPUBOH.
Komno3unus u cinoxeHue ToYeK Ha SJUIMITUYECKUX KPUBBIX.

Cucrembl UG pPOBAHUS C OTKPHITHIMU KIHOYaMH.

PexxuMpbl NCIIOJIB30BaHUS CUCTEM C OTKPBITBIM KIIFOUOM.

OTtkpeiToe pactpeaenenue kiodein. Cxema Juddu-Xemmvana.

Kpunrocucrema RSA. Kpunroananus mmdpa RSA.

Cucrema mmdposanus El Gamal. Kpunroananus mudpa El Gamal.

Kpunrocucrems 6e3 nepenauun kiroda. OpraHu3alysi CEKPETHOM CBS3H.
Kpunrorpadus Ha 31IunTHYECKUX KPUBBIX.

Kpunrorpadguueckue xem-¢pynknuu. KiroueBbie u 6eckiitodeBble (GyHKINN XEIIMPOBAHUS,

UX CBOMCTBA M Ha3HAUCHUE.

OnextponHas nudpoas noanuce. Kpunrorpadudyeckre mpoTOKOIIbI.
AnTopuTMBI ITUGPOBOM MTOITUCH.

[IpoTokoun mudposoii noanucu no aroputMy RSA.

Anroput™m nudposoit noarmucu EGSA.

Anroputm mudposoii noanucu DSA.

[IpoTokon mudposoit noanucu o cranaapty DSS.

Anroput™Mbl IU(PPOBON MOANUCH.

Anroput™m rudposoit noamucu 'OCT P34.10-94.

Anroputm mudposoit noamucu 'OCT P34.10- 2012.

DnekTpoHHas udpoBas noanuck. TpeboBaHus K XelI-QyHKIUIM.
Oynkuus xemmposanus no I'OCT P 34.11-2012.

DnekTpoHHas udpoBas MOAMUCH. ANTOpUTMBI XemrpoBanus MDX.
DnekTpoHHas UGPOBas MOANUCH. ANTOpUTMBI XemupoBanus SHA-1.
Kpunrtoananu3 oTHOCTOPOHHUX X31I-(YHKITUH.



