[loKyMeHT NoAnucaH NpoCToil 3NeKTPOHHOM NOANMUCHI0

NHdopmaumsa o Bnagenbue: MUHUCTEPCTBO HAY

®WNO: Makeumos Anexceli bopucosuy

KN 1 BBICIHEI'O ObPA3OBAHUA

[lomKHOCT: NUPEKTOp AenapTaMeHTa no 06paBOBaT€ﬂR@@@Mﬁ(:KOI\/’I CDEI[EPALII/II/I

flara no;mmcam@%gé%ﬁﬁéﬂé}é roCyIapCTBEHHOE

YHUKANbHbI NPOrPAMMHBIA KNHOY:

ABTOHOMHOE 00pa30BaTEIbHOE YUPESIKICHHE

8db180d1a3f02ac9e60521a5672742735¢18b1d6 BBICHICTO 06p3.30BaHI/I}I

«MOCKOBCKHMH ITOJINA

TEXHUYECKHII YHUBEPCUTET»

dakynbTeT UHPOPMAITMOHHBIX TEXHOJIOTUN

YTBEPXJIA

.S;-.’.l SREL TS

10

PABOYAS ITPOI'PAMMA JUCHUAIIJIMHBI

«AIMHHHUCTPUPOBaHUE MHGOPMAIMOHHBIX CHCTEM»

HaHpaBJIeHI/Ie HOI[FOTOBKI/I/ CIICHMUAJIbHOCTD

09.03.03 TIpu

KJIaaHast uHpopMaTuka

[Tpoduns/cenuanuzanus
«Pa3paboTka u MHTErpanus OU3HeC-NMPUJI0KEeHUIN»

KBamuduxanus

O0akanaBp

®opMbl 00yueHH

odYHas

Mocksa, 2025 1.



Pazpa6oTunk(u):

CT.IIPETOIaBaTENb / M.B.JlanbmuHa/

CoraacoBaHo:
3aeayromuii kadenpoit « THPOKOTHUTUBHBIC TEXHOIOTHI,

K.T.H., JOIIEHT / E.A. IlyxoBa /



W N

Coaep:xanue

[enu, 3a1a4u ¥ IUIAHUPYEMBbIE PE3YIbTATHI O0YUEHUS MO AUCIIHUIIIIMHE «..covvveeneieireanreenieeeneeens 4
MecTo AUCHMITITUHBI B CTPYKTYpPE 00pa30BATEIBHOM MPOTPAMMBI .......veenveeireeneierireanreesereeeeans 5
CTpYKTypa U CONEPIKAHUE TUCIIUTIIIITHBI .....eeuvveeuteeneeeeuteeseesneeenseesaseenseesnseeseesnseesseesnseenseesnseenne 5
3.1 Bwuabl yueOHOI pabOTHI U TPYAOEMKOCTD JJIs1 OYHON (DOPMBI OOYUCHUS ..o 5
3.2 TemaTudeckwii IIaH U3YYEHUS TUCIUTUTMHEI 17151 OYHOU (DOPMBI OOYUCHUS ..........e.en.e... 5
3.3 COACPKAHUE JTUCHIUTIITIHBL ...cuvvveeerreenureeesireeenuteeenuseessseessseessseesseeesseessseessnseesssseesnseesnnne 6
3.4 TemaTuKa TAOOPATOPHBIX BAHITHM ...cccuvreerurreereireerireeensreesnsreesnsseessneeessseeessseesssseessseessseesnnns 6
Y4eOHO-METOMYECKOE U MHDOPMAIMOHHOE OOCCTICTCHHE .......vveeevreereerreenereereenareeseensreenseens 9
4.1 HopmaTuBHBIE TOKYMEHTBI M I'OCTBL.....ccciiiiiiiiiiiiee ittt eeaee e 9
4.2 OCHOBHAS JIHTEPATYPA ..veeeennerrereesnrreeeessurreeeesasseeessssseesssnssseessssssseesssssseessssssseessssssseesssssseesanns 9
4.3 JIOTIOTHUTEIIBHAS JIATEPATYPA c..veeenvreernrreerureeeireesureensteeesiseesssseesnseeesnseeesseeesseeesseessseesnnne 9
4.4 DIEKTPOHHBIE OOPA3OBATEIIBHBIC PECYPCBI ...uvervreneienreeurenieeteeirenieenteeresieesseeeesseenseesesseenses 9
4.5 JluneH3uoHHOE ¥ CBOOOIHO PACIIPOCTPaHSIEMOE MMPOTPAMMHOE O0ECIICUCHHE................... 9
4.6 CoBpemeHHbIe NpoheccHOoHaIbHBIE 0a3bl TaHHBIX U HH(POPMAIIMOHHBIEC CIIPAaBOYHBIC
CHICTEMBL ...ttt ettt et e et e et e eat e et eeateeabe e e st e et e e shteeabeesh bt e abeenh bt eabeeeb bt e abeesabeeabeeabbeeabeesaeeenbeesneeanneens 10
MaTepraTbHO-TEXHUUCCKOE OOCCIICUCHIIC ......vveevveenereenreesreesreenseessseeseessseenseessseensesssseensesssnes 10
METOUUECKUE PEKOMEHIALIIHI .......vvveeeenerreeeannrreesannsseeeesnseeesssnsseeessnssseesssnsseeessnssseeessnssseesanns 10
6.1 MeTonuueckne peKOMEH NN JIJIs TIPETIOIaBaTeNs IO OPTaHU3alUud O0YUYEHH .............. 10
6.2 Meroauyeckue yKa3aHus sl 00y4YaIOMINXCs IO OCBOCHUIO TUCHUTUIUHEL..........c..eennne... 10
DOH/T OLIEHOUHBIX CPEIICTB..cuuveeeuureeeereerireeaureessseessteesasteessteesseeesstesssseessseesasseessnseesanseesns 11
7.1  MeTobl KOHTPOJIS ¥ OIICHUBAHUS PE3YTBTATOB OOYUCHUS ..eovvveereenreeaereeeeennreeneenneensens 11
7.2 lllkana u KpUTEPUH OLEHUBAHUS PE3YTBTATOB OOYICHHUS. ....eevvveereenrieanreeerenneeeaeenaneeseens 11
7.3 OIICHOUHBIC CPEICTBA ....veeeuvreesurreenuereenssreessseeessseeessseesssseeassseesssseesssseessseessseesssseessssesssseesns 13



1 I_Ie.Jm, 3alaYi U IVIAHUPYEMBIC PE3YJIbTAaTbl oﬁyqunﬂ nmo TMCHOMIIJIMHE

Lenbt0 OCBOCHMS IUCHHUILIMHBI «AIMUHHCTPHUPOBAHHWE WH(POPMAIMOHHBIX CHCTEM»
aBnsiercd  (OpPMHpPOBAaHHME  KOMIIETEHLMH  oOydaromierocs B 00JaCTM  CHCTEMHOIO
aJIMAHUCTPUPOBAHUS HHPOPMAIIMOHHON CUCTEMBI OpTaHU3aIINH.

3aauaMi OCBOEHUS JTUCLMILIMHBI SBISETCS W3y4YeHUE Ha3HaueHUs, QyHKUUH U oOImmx
CTPYKTYPHBIX PEIICHUM MOCTPOCHMS CTAHAAPTHBIX CPEACTB aJIMUHUCTPUPOBAHUS COBPEMEHHBIX
onepaunoHHbix cucteM (OC) M crnenuaau3upoOBaHHBIX CHCTEMHBIX NPOTPAMMHBIX CPEICTB,
pacmupstonx Bo3mMoxkHoctu OC, popMUpOBaHNE MPAKTUYECKUX HABBIKOB YIPABIEHUS CETEBBIMU
YCTPONCTBAMM, CETEBBIMU IPOTOKOJAMHU, CETEBBIMH ONEPALMOHHBIMH CHCTEMaMH, CIy>KO0aMu
KaTaJIOTOB, CETEBBIMH CITYK0aMu, yrpaBieHUs (aillIoBBIMU pECYypcaMy CHCTEMBI, TIPaBaMH JIOCTYTIA
K pecypcaM, yCTpPOHMCTBAMH II€YaTH, CUCTEMAaMM DPE3EPBHOIO KOIMPOBAHMA U BOCCTAHOBIICHHUS
UH(OPMAIINH, OCYIIECTBICHNS MOHUTOPHHTA CETEBBIX YCTPOUCTB H CITYXO.

OOydenue Mo AMCUUIUIMHE HANpPaBICHO Ha (POPMHUPOBAHHE Y OOYUAIOIIUXCS CIEAYIOMINX
KOMITETECHIIM:

Koa n HauMeHOBaHHe KOMITETEHITHA NHauKaTopbl 10CTHKEHUSI KOMIIETeH N
OIIK-5. Cnocoben uHcraumpoBath | MOTIK-5.1. 3HaeT OCHOBBI CHCTEMHOTO
MpPOrpaMMHOE M amlmnapaTHOe OOecleueHUue | aIMUHUCTPUPOBAHHS, AJMUHUCTPUPOBAHUS
U1 WH(pOPMAITMOHHBIX u | CYB/I, COBpPEMEHHbBIE METOJIEI
ABTOMATHU3MPOBAHHBIX CHCTEM nH()OPMAITMOHHOTO B3aUMOJENCTBUS

WH(GOPMALIMOHHBIX W aBTOMAaTHU3HPOBAHHBIX
CHUCTEM; CIoco0bI WUHCTAJUISIIH
MPOrPaMMHOTO  OOECHeuYeHHusi,  CHOCOObI
OIICHKU MAacIITaOMPOBAHUS CHCTEM, CIIOCOOBI
WHCTAIUISIUM  amlmapaTHOro  oOecreueHus,
METOJIbI ~ OIICHKH  IMPOU3BOJIUTEIHBHOCTH
WH(POPMAIMOHHBIX W aBTOMATH3MPOBAHHBIX
CHUCTEM.

NOIIK-5.2. Ymeer WHCTAJUIUPOBATH
mporpaMMHOe oOecrieyeHrne, B TOM YHUCIE B
COCTaBe  THIIEPCUCTEM,  HHCTAUIMPOBATH
amnmapaTtHoe obecredyeHue, MacIiTabupoBaTh
nH(GOPMAIIMOHHBIE U aBTOMAaTU3UPOBAHHBIE
CUCTEMBI, OIICHUBATH HEO0OXO0IMMOCTH
MacCIITa0UPOBAaHUS  CHCTEM,  OICHUBATh
3aTpaThl Ha HWHCTAUISIUIO ammapaTHOro u
MIPOrpaMMHOTO 00€CTICUCHHUS.

NOIIK-5.3. Bnageer: MeTogaMu yCTaHOBKH
CHUCTEMHOTO U TPUKIATHOTO MPOrPaMMHOTO
obecreyenus, OLIEHHUBAaEM
MPOU3BOIUTEIILHOCTH HMH(DOPMAIIMOHHBIX U
ABTOMATH3MPOBAHHBIX CUCTEM,
MacIITa0UpPOBaHUEM  CHUCTEM  3a  CYET
MHCTAJUISIUU allapaTHOTO U MPOrpaMMHOTO
obecrieyeHus.




2 MecTo IMCHUIUIMHBI B CTPYKTYpe 00pa30BaTe/IbHOM NPOrpaMMbl

JlucuuiuiiHa OTHOCHTCS K 4acTH, (OpMHpyeMOW YyYacTHHKaMH 00pa30BaTEIbHBIX
OTHOIIeHUH O051oka b1 ¥ MeXIUCIUIITUHAPHO CBSI3aHA C TOICPKUBAIOIIMMHE TUCIUIUIMHAMU: ba3bl
JaHHBbIX, U MNOCICAYIOIIUMH  JUCHUILTIMHAMMU: HaI[e)KHOCTI) HH(bOpMaHHOHHBIX CHUCTEM,
ApXI/ITeKTypa ABTOMATHU3UPOBAHHBIX CUCTCM.

3 Crpykrypa M coep:KaHue TUCHUIIHHBI

OO6m1ast TpyA0€MKOCTh TUCIUIUIMHBI COCTABIISIET 4 3aUeTHBIX enuHullbl (144 vaca).

3.1 Buabl yueOHO# padoThl M TPYA0EMKOCTh JJIAA 04HOM GopMbI 00yUeHust

Neo . KoauuectBo CemecTpbl
Bua yueOHoii padoThI
n/n 4acoB 5
1 | AyautopHble 3aHATHS 54 54
B ToM yucne:
1.1 | Jlekuun 18 18
1.2 | CemuHapckue/IpakTUUECKHUE 3aHATHS 18 18
1.3 | JJabopatopHble 3aHATHS 18 18
2 | CamocTosiTeqbHast padoTa 90 90
3 | IlpomexkyTOouHasi aTTecTalus
DK3aMeH 3K3aMEH
Uroro: 144 144

3.2 TemaTn4eckunii JIAH U3yYeHHUS JUCHUILINHBI JJI OYHOH (DOPMBI

o0yueHust
3.2.1 Ouynas ¢opma 00ydeHus
TpyroeMkocTh, 4ac
AyauropHasi padora =
=
o O s 5 =]
Ne Pazzesbl/TeMbl s B = S g oe
= X 5 R a 5 O m = S
n/n AUCHUTIIHHBI Beero | 5 | 82 E| 8 =l £ 2] 88
<
| £E:5| 25| £¢g| &
= Sz S o) g é = =)
= s 9 \Q 8 9 s
0 o < = =
O B = = @)
1 OOmme  cBegeHUss O  CHCTEMHOM | 28 2 2 2 18
aJIMUHUCTPUPOBAHUU
2 CereBoe aIMUHUCTPUPOBAHNE 28 4 4 18
3 AJMUHUCTPUPOBAHUE  ONEPALMOHHBIX | 28 4 4 4 18
cHCTEM
4 Anmunuctpuposanue CYB/I 28 4 4 4 18
5 AJIMUHUCTPUPOBAHUE 32 4 4 4 18
MH(POPMALIMOHHBIX CHCTEM.
Hroro 144 | 18 18 18 90




3.3 Coneprxkanue QU CHUILTHAHBI

OO01ue cBeieHHs 0 CUCTEMHOM aIMUHUCTPUPOBAHUU
CeteBoe aIMUHUCTPUPOBAHNE

AJMHUHUCTPUPOBAHHE OTIEPALIMOHHBIX CHCTEM
Anmunuctpuposanne CYB/]

AJIMHUHUCTpUpPOBaHHE HHPOPMALIMOHHBIX CHCTEM.

3.4 TemaTuka J1a00pATOPHBIX 3AHATHH

1 OO6mue cBeeHUsI O CHCTEMHOM

aaMuHUCTpUpoBaHUM OOIIMe CBEACHHS O CHCTEMHOM aIMUHHCTpUpOBaHUU (OCHOBHBIC
3a7]a4M CETEBOr0 aIMUHUCTPUPOBAHUA.

OO0s13aHHOCTH U POJIb CETEBOTO (M CUCTEMHOT0) aIMUHUCTPATOPA.

CocTaB W Ha3HaUYCHHWE OCHOBHBIX CETEBBIX CIIYKO, (PYHKIIMOHUPYIONINX B KOPIOPATHBHON
CeTH.

2 CerteBoe aIMUHUCTPUPOBAHUE Opranusanys ceTeBoro B3auMoIeHCTBUS

[IpuHUHMIBI MEXKCETEBOTO B3auMoAecTBUS Ha ocHOBe Mojeneit OSI, DARPA.

Hab6op npotokonos, Bxosmmx B ctek TCP/IP.

[IpaBuno ¢opmupoBanus [P-agpeca cereBoro ysma, B3ammocBs3b [P- ampeca m Macku
MOJCETH.

AJNTOpPUTM B3aUMOJICHCTBUS y3J10B, Pa3MEIICHHBIX B OJTHOM MOJICETH U B Pa3HBIX MOJCETSX.

bazossie npasuna [P-mapmpyTuzamuu.

3 CerteBoe aIMUHUCTPUPOBAHUE Paszpemienne umen ysnoB B IP-agpeca, cuctema
noMeHHBIX UMeH DNS.

[IpuHUHUIIBI TOCTPOEHUS UEPAPXUUECKON CUCTEMBI IOMEHHBIX UMeH DNS.

B3anMoCBsI3b MEXAY MOHITUSAMHU «JIOMEH» U «30HA.

[IpuHuumne! pernukanuy n3MeHeHuit B 30Hax DNS.

Anroput™Mbl paboThl UTEPATUBHBIX U peKypcuBHBIX DNS-3ampocos.

ba3oBble ceTeBble TMarHOCTUUECKUE YTUIIUTHI ONEPALlMOHHBIX CUCTEM.

4 AJIMUHHCTPUPOBAHUE OTEPAIMOHHBIX CUCTEM YcranoBka " HayaJIbHas
HACTpOWKa CEpBEpHON ONEpPalMOHHOW CHUCTEMBbI. Penakiuuu ceTeBbIX ONEPaIllMOHHBIX CHUCTEM;
(GyHKIMOHATBHBIE BO3MOKHOCTH CUCTEM PA3JIMYHBIX PEIAKITUN.

Habop ceteBbIx cyk0, peain30BaHHBIX B CEPBEPHBIX ONMEPAIIMOHHBIX CUCTEMAX.

IIponienypa ycTaHOBKM CEpPBEPHON ONEPALMOHHON CUCTEMBI.

HauanpHas HacTpoiika mapaMeTpoB U KOMIIOHEHT CUCTEMBI.

5 AJIMUHHCTPUPOBAHUE OMEPAIMOHHBIX CUCTEM JobaBienre  yCTpOMCTB B
JIOMEH.

JloGaBieHne KIMEHTCKOM paboyeil cTaHIuu.

JloGaBieHue pe3epBHOrO0 KOHTPOJIEpa TOMEHa.

6 AJIMUHHCTPUPOBAHUE ONEPALIUOHHBIX CUCTEM VYnpasnenue YUYETHBIMU
3aMMCsIMU MOJIb30BaTENEH

OCHOBHBIE  TIOHSTHA Active Directory — Jec,  JepeBo, JIOMEH,
OpraHU3allMOHHOE MO/Ipa3/ieNICHuUE.
[TpuHIMIIBEI IAHUPOBAHKS TPOCTPAHCTBA UMEH AD.

ITonsaTHA JIOTUYECKOU U ¢usuueckoii cTpykTypsl  AD, MexaHM3MBI
yIpaBJiieHUs perukanuen AD.
Crenuduyeckue poiu KOHTPOJUIEPOB JOMEHOB — cepBepbl [ 00anbHOrO Kartaiora u

Xo3sieBa oneparuu.



praBHeHI/Ie MOJIB30BAaTCIISIMU U I'pyHIIaMU.

7 AJIMUHUCTPUPOBAHUE ONIEPALMOHHBIX CUCTEM VYnpasnenue rpyNIOBBIMU
IIOJIUTUKAMMU.

VYropaBieHne OpraHu3allMOHHBIMU TOAPA3JICICHUSIMH, JIeJIeTUPOBAaHUE
AJIMUHHUCTPATUBHBIX MHOJIHOMOYHIA.

Hasnauenue v NpUHIMIIBI UCTIOIB30BAHUS TPYIIOBBIX MOTUTHK.

8 AJMUHUCTPUPOBAHKE ONEPALMOHHBIX CUCTEM VYpasneHue JOCTYIIOM K
pecypcam.

OcHOBHbBIE IOHATHS yTIpaBiieHUs (PaliIOBBIMU pecypcaMy — YIpaBJICHUE IUCKAMU, Pa3/Ieibl
1 ToMa, (pailIoBbIe CUCTEMBI.

VYnpasienue J0CTynoM K (ailioBBIM pecypcaM — CEeTeBble M JIOKAJIbHBIE MPaBa JIOCTYTIA,
HacJIeJOBaHKE MpaB JOCTYIIa, B3ATHE BO BIAJIEHUE, ayAUT JOCTYIA.

MexaHu3Mbl  yNpaBlIeHUS XpaHEHHWeM  MHPOpMalud — CKaTHE 51
mudpoBaHue, ynpaBIeHUEe KBOTaMH, BBIIIOJIHEHHE Je(pparMeHTalHu.
9 AJMUHUCTPUPOBAHNE ONEPALMOHHBIX CUCTEM VYipasieHue neqarsio.

[Ipoueccrl GyHKIIMOHUPOBAHUS CETEBOM MeYaTH — YIpaBJiIeHHUE IPUHTEPAaMU, yCTPOMCTBAMHU
[e4aTy, OYEPEIIMU NIEYaTH, CITyJIEPOM.

YcraHoBka ~ ApailBepoB, HACTpOWKA  NPUHTEPOB U cepBepa reyaru,
NepeHalIpaBIeHUE NIOPTa, CO3JaHUE ITyJia IPUHTEPOB, YIPABIECHUE JOCTYIIOM K IIPUHTEPAM.

10 AJIMUHUCTPUPOBAHUE ONIEPALMOHHBIX CUCTEM VYrpasneHue ciyxoamu.

Hasnauenue u cBoiictBa npotokonoB NetBEUI, IPX/SPX, DLC.

VYnpasnenue O6a3zoBbiMu cereBbiMU ciykOamum — DHCP, WINS (ycranoBka ciryxo0,
aBTopusanus cepsepa DHCP, nactpoiika o6nactu DHCP, Hactpoiika perukarmu cepsepo WINS).

VYnpasnenue ciayxk60ii RRAS (ycTtaHoBka, HacTpoiika CETEBBIX IMapamMeTpOB, HACTPOITKa
HOJIUTUK yaJI€HHOIO JOCTYIA).

[TnanupoBanue WHEGPACTPYKTYPHI CETEBBIX CIIY)KO KOPIIOPATUBHON CETH. YCTaHOBKa W
HacTpoiika ciryx6s1 DHCP, WINS.

VYcraHoBKa M HACTPOWKA CITYKOBI MapIIpyTu3anuu u yaaieHnoro poctyma (RRAS) — ponu
cepBepa RRAS, cereBbie mapametpsl cepepa RRAS, NoauTHKY yIaleHHOTO 10CTYyIIA.

11 AJIMUHUCTPUPOBAHUE ONIEPALMOHHBIX CUCTEM VYnpasnenue CITY K001
pEe3epBHOrO KONUPOBAHMS.

Hasnauenue ciyx0b1 pe3epBHOTO KOMUPOBAHUS.

TexHoJ0ruN, UCTIONB3yEeMbIE CIYX)00# pe3epBHOTO KOMUPOBAHMUS.

Bunbl pezepBHOro KOMUPOBaHHUSL.

TexHomoruu pe3epBHOTO KOMUPOBAHUS COCTOSIHUSI CHUCTEMBl U CO3JaHUSl apXuBa IS
aBapHUITHOIO0 BOCCTAHOBJIEHUSI CUCTEMBI.

[InanupoBaHue cTpaTeruu pPE3epBHOTO KOMUPOBaHUsS (DalJIOBBIX PECYpPCOB M COCTOSHHUS
CUCTEMBI.

Coznanue pe3epBHBIX KOMHi GailioBBIX pecypcoB.

BoccranoBnenrne yTepsiHHBIX (aiiJIOBBIX pecypcoB H3 pesepBHOM komuu. Co3maHue
PE3ePBHBIX KOIMHIA COCTOSHUSI CUCTEMBI M apXHBOB JJIsl aBAPUHHOTO BOCCTAHOBIICHUSI CUCTEMBI.

BoccraHoBneHnue cucteMsbl ociie aBapui.

12 AJIMUHUCTPUPOBAHUE OTIEPAIMOHHBIX CUCTEM VYmpasnenue ciyx00i
TEPMHHAJIOB.

3HaKOMCTBO C Ha3HaueHueM ciyxk0 TepmuHanoB (Remote Desktop, ynanenusiit pabounit
CTOJI).

Hactpoiika cepBepHOii OnepanoOHHON CHCTEMBI Ui pabOoThI CIIy0 TEPMUHAIOB B PEKHUME
yAAJIEHHOTO YIPaBICHUS.

Hactpoiika cepBepHOii OnepanMoOHHON CUCTEMBI IS pa0OTHI CIyKO TEPMUHAJTIOB B PEXKHUME
cepBepa MPHIIOKEHHI.

YcTaHOBKa M HACTPOWKA CITYKObI JIMLIEH3UPOBAHUS CITY>KO TEPMUHAIIOB.

AJIMAHHCTPUPOBAHUE ONEPALUOHHBIX CHUCTEM MonuTOpHHT cepBepa.

3HAaKOMCTBO C MHCTPYMEHTaMU MOHUTOPHUHTA CepBepa.



OcBoenue KOHCOJIH «IIpocmotp  coOBITHII B KauecTBe cpeacTsa
MOHUTOPHHIa (DYHKIIMOHUPOBAHUSI CUCTEMBI.

Hactpoiika monuTHK ayauTa JUIst ONpeeTIeHUs CIMCKa U apaMeTpa COOBITUH, MOAIEKAITIX
MOHHMTOPHHTY.

MOHUTOPHHT POU3BOAUTEIBHOCTH CHCTEMBI, ONIPEeIIEHUE Y3KUX MECT B pab0Te CUCTEMBI.

MOHUTOPHHT CeTEeBOM aKTUBHOCTH (3aXBaT U U3yUEHHE COJEPKUMOTO CETEBBIX TAKETOB).

ba3oBeIii HabOp CPeCTB MOHUTOPUHTA CUCTEMBI.

IIpaBuna paboThI ¢ ”HCTPYMEHTAMHU MOHUTOPHHTA.

Koncons «IIpocMoTp coOBITHI» B pa3smUUHBIX peXHMax (HACTpoilka MporpamMMBbl,
bunpTpanys COOBITHH, COXpaHEHHWE HAKOIUICHHBIX COOBITHH, 3arpy3ka W TIPOCMOTP paHee
COXpaHEHHBIX COOBITHI). Ha3HaueHne NOAUTUKY ayJUTa JAJIsl pa3IMUHBIX KATETOPUA COOBITHIA.

Konconb «IIpon3BOANTETHHOCTY UL aHaiu3a MPOM3BOIUTEIILHOCTH
cepBepa.

Hcnonp3oBanne «CeTeBOro MOHHUTOpa» JJIsl 3aXBaTa CETEBBIX IMAKETOB W aHalM3a HX
COICPIKUMOTO.

AnvunuctpupoBanue CYBJl Ynpapienne npuBUICTUsIMHA MOJTb30BaTeIeH 0a3bl TaHHBIX.

[loHsATHS agMUHUCTPUPOBAHKE, NPUBUIIETHA, AOCTYI. BuAbl MOJIb30BaTENEd M TPYIIIBI
IIPUBHWJIET M, COOTBETCTBYIOIIUE BUY ITOJIB30BATEIIS.

Pecypcbl anMuHUCTpUpOBaHMUSL.

Bo3MOXHOCTH OIEpaliMOHHON CHCTEMBI IS aIMUHUCTPUPOBAHUS.

[IpuHIUN ¥ apXUTEKTypa aIMUHUCTPUPYEMOM Oa3bl JaHHBIX.

VYcnoBust 3amuThl 0a3bl JaHHBIX. HANIPABICHUS aJMUHUCTPUPOBAHMUSL.

BosmoxHocTH, npeaocrasisemsle pasnuuabiMu CYB/I.

HNHcTpyMeHTapuii aIMUHUCTPUPOBAHHS.

AnMUHUCTpUpPOBaHHUE 0a3bl JAHHBIX ITyTEM OIpEICICHUS TPUBUIICT U TI0Ib30BATENCH.

Co3pganue rpynn NpuBUICTHM.

3anaHue ABTOMAaTU3UPOBAHHOU 0o0paboTku  HACHTU(DUKALUU U
ayTeHTU(UKAIIH.

AnmunuctpupoBanue CYB]l AnmunucTpupoBanue 0a3bl JaHHBIX.

Pe3epBrupoBaHne 1 BOCCTAHOBJICHHUE JaHHBIX.

BapuaHnTs!l pe3epBUpOBaHUS TaHHBIX.

PesepBupoBanue u BoccTaHOBJIEHHE ¢ Tomombio mysqldump, mysghotcopy, Bpydnyto, ¢
nomouisto BACKUP TABLE u RESTORE TABLE.

IIpoBepka n BoccTaHOBJIEHUE TAOJIHULL.

AJMUHUCTpUpPOBaHHUE 0a3bl TaHHBIX.

[Monyuenne wHpOpManuu o: 0a3e MaHHBIX; CTaTyce€ CEpBEpa; MEPEeMEHHBIX; IMPOIECcCax;
IPUBWIETHSX. 3aBEPIICHHUE [TOTOKA, OUMUCTKA Ka1a. Paiibl )KypHaJIoB

Ontumu3zarus 6a3bl JAaHHBIX U 3aIIPOCOB.

[TpuunHbI MeUIeHHON PabOThI 6a3bl TaHHBIX.

Br10op mpaBHIBHBIX CTPYKTYPHBIX pEIIeHWA W onTtuMaibHOW wHAekcanun. ANALYZE
TABLE, OPTIMIZE TABLE. BrlsiBieHrEe MeJIEHHBIX 3alPOCOB.

AJIMHUHUCTpUpPOBaHHE HHPOPMAIIMOHHBIX CHCTEM. Y CTAaHOBKA W HACTPOWKA MPUKIIAIHBIX
UH(POPMALIMOHHBIX CUCTEM.

[Mopsimok ycTaHOBKHM MH(POPMAIIMOHHOMN CUCTEMBI.

Hactpoiika nocryna x 1C.



4 Y4yedHO-MeTOoaAMYeCcKOe U HHGPOPMALMOHHOE o0ecneyeHne

4.1 Hopmatusnbie 1oKyMeHTbI 1 'OCTob1

1. ®enepanbHbIii 3aK0H OT 29 nekadps 2012 roga Ne 273-D3 «O6 obpazoBanuu B Poccuiickoit
denepanum» (¢ U3BMEHEHUSIMU U JJONIOJTHEHUSAMN);

2. ®enepalibHBIA TOCYIAPCTBEHHBIA 00pPa30BATENbHBIN CTAHAAPT BBICIIETO OOpa30BaHUS -
OakanaBpuat no HampasieHuto noArotoBku 09.03.03 Ilpuknaanas uHpopmaTka, yTBEPKICHHBIN
npuka3zoM MunucrepcTBa oopazoBanus U Hayku Poccuiickoit @enepanuu ot 19.09.2017 Ne 922.

3. Ilpukaz MunuctepctBa oOpa3oBanuss u Hayku P ot 05 ampens 2017 r. Ne 301 «O6
yrBepkaeHun llopsaka opraHuzalvd M OCYIIECTBICHHUS 00pa30BaTENbHOM JEATEIBHOCTH IO
00pa3oBaTeNIbHBIM MPOrpaMMaM BhICILIEr0 00pa30BaHus — IporpaMmMam OakajiaBpuara, mporpaMmamM
crenuainuTeTa, IporpaMMaM MarucTpaTyphl;

4. Tlopsinok MpoBENEHMs TOCYIApCTBEHHOM HTOrOBOM aTTecTalMu MO 00pa3oBaTeIbHBIM
nporpaMMaM BBICHIET0 00pa30BaHUsI — IporpaMMaM OakallaBpuaTa, MporpaMMaM CHelHaInTeTa U
IporpaMMaM MarucTpaTypbl, yTBepKIeHHbIH npukazoM MunoopHayku Poccun ot 29 urons 2015 .
Ne 636;

5. TlonoxeHue O MPAKTHUYECKOW MOATOTOBKE OOYYAIOIIUXCS, YTBEPXKIEHHOE MPUKA30M
MunuctepcTBa Haykd M BbIclIero oOpaszoBaHusi Poccuiickoit ®enepanuun 1 MuHuctepcrsa
npocsenienus Poccuiickoit denepanuu ot 5 aprycta 2020 r. Ne 885/390.

4.2 OcHOBHas JqUTEPATYypAa

Kepnes, A. A. AnMUHUCTpHpPOBaHNE HH()OPMAITMOHHBIX CUCTEM : yueOHoe mocodue / A. A.
Kepnes. — Mocksa : MUCHUC, 2017. — 110 c. — ISBN 978-5-906846-77-8. — Texcr :
JICKTPOHHBIH // JIaHb : 35IeKTpOoHHO-0nOmoTeuHas cuctema. — URL:
https://e.lanbook.com/book/108078 (mata obpamenus: 28.09.2023). — Pexum noctyna: ans
aBTOPH3. TIOJIb30BATEIICH.

4.3 JlonoiHUTEIbLHASA JIUTEPATYPA

Owmenpuenko, T. B. KondurypupoBanue u aiMUHUCTpUPOBaHHE MHPOPMAITMOHHBIX CHCTEM
Ha atdopme 1C : yuedbHoe mocodue / T. B. Omenbuenko. — OpenOypr : OI'Y, 2018. — 229 ¢c. —
ISBN 978-5-7410-2015-9. — TekcT : 3neKTpoHHbIH // JIaHb : 3IeKTpOHHO-OMOIMOTEYHAsT CUCTEMA.
— URL: https://e.lanbook.com/book/159784 (nata obpamenus: 28.09.2023). — Pexum gocrtyna:
JUISL aBTOPHU3. TI0JIb30BATEIIEH.

4.4 JjieKTpOHHBIE 00pa3oBaTeJbHbIE PeCYPChI

DO0P https://online.mospolytech.ru/course/view.php?1d=9178
OBC IPR SMART (https://www.iprbookshop.ru/)
OBC Jlans (https://e.lanbook.com/)

ObpazoBarenbHas miatdopma KOpaiir. st By30B 1 ccy3oB (https://urait.ru/)

4.5 JInneH3n0HHOE U CBOOOJHO pacnpocTpaHsieMoe NPOorpaMMHoe
o0ecneuenue

Visual Studio Code

Bpayzepst Chrome, Edge, Firefox

OpenVPN c npaBamu 11 3a1ycKa y CTyI€HTOB
FileZilla

PuTTy

Git

Node.js 18

Python 3.10

PN R DD


https://online.mospolytech.ru/course/view.php?id=9178

9. Wireshark

4.6 CoBpeMeHHbIe NIpodeccHoHATIbHBIE 0a3bl JTaAHHBIX U HMH(POPMALMOHHbIE
CIIPaBOYHbIE CHCTEMbI

1. https://cyberleninka.ru/

5 MarepuajbHO-TEXHHYECKOE O0eceYeHue

JInst mpoBenieHus TabOpaTOPHBIX pabOT M CaMOCTOSTEIBHONW PabOThl CTYACHTOB MOIXOISAT
ayJUTOPUHU, OCHAICHHBIE KOMIIBIOTEpPAMH C IMPOTPAMMHBIM 00ECIeYeHHEM B COOTBETCTBUHU CO
CIIMCKOM B ITyHKTE 4.5 ¥ OJKITIOYCHHBIC K HHTEPHETY.

Yucnao paboynx MeCcT B ayIUTOPUU JOJKHO OBITh JOCTaTOYHBIM MJisi OOECIedYeHHUs
WHIBHyaTbHON pabOThI CTYACHTOB.

Pabouee mecTo npenoaaBatens A0HKHO OBITh OCHAIIEHO KOMITBIOTEPOM € OJKIIOUYEHHBIM K
HEMY ITPOEKTOPOM HJTM HHBIM aHAJIOTHYHBIM 10 (YHKIMOHAIFHOMY Ha3HAUEHHIO 000PYI0BaHUEM.

6 Meroanuyeckne peKOMeHAAUNHU

6.1 MeToauyecKkue peKoMeHIAMU /ISl TIPenoaBaTeJisi 0 OPraHu3alun
o0y4eHust

1. [Ipy MOATrOTOBKE K 3aHATHSM CIEAYeT NpeABApUTEIbHO MpopadoTaTh MaTepuall 3aHATuUs,
IPEyCMOTPEB €ro Mojilady TOYHO B OTBEJAEHHOE AJIsi 3TOro BpeMs 3aHsTusd. CiaenyeT NoAroToBUThH
HEOOXO/IMMBbIE MaTepHajbl — TEOPETUUYECKHE CBEAEHUs, 3a1auu u jap. [Ipu mpoBeaeHuu 3aHATHSA
ClIelyeT KOHTPOJIMPOBATh MOJadyy MaTepuaja U pelieHHe 3aJaHhil ¢ yueToM yueOHOro BPEMEHH,
OTBEJICHHOTO IS 3aHATUS.

2. Ilpm mnpoBepke pabOT M OTYETOB CJEAYET YYHUTHIBATh HE TOJBKO IPAaBUIBLHOCTD
BBINOJIHEHHS 33JaHUM, HO W ONTHUMAJIBbHOCTh BBIOPAHHBIX METOJIOB pEIIEHUs, NMPaBUIBHOCTh
BBITNIOJTHEHMSI BCEX €T0 I11aroB.

6.2 MeToanyeckue YKa3aHus JJisl 00y4AIOUIUXCHA M0 OCBOCHUIO TUCHUIIINHbBI

N3ydenne TuCIUILINHBI OCYILECTBIISIETCS B CTPOIOM COOTBETCTBUU C LIEJIEBOI YCTaHOBKOM B
TECHOM B3aUMOCBS3H yueOHbIM MI1aHOM. OCHOBOI TEOPETUUECKON MOATOTOBKH CTYIEHTOB SIBJISIOTCS
JICKIIMU ¥ CaMOCTOsATENbHAsI paboTa.

B mpomecce camocTosITeNbHONW palbOThl CTYIEHTHI 3aKPEIUISIIOT U YIIyOJsIOT 3HaHWUS,
MOJTyYEHHBIE BO BpeMs ayJUTOPHBIX 3aHSATHI, TOTOBATCS K MPOMEKYTOUHON aTTEeCTAllMH, a TaKKe
CaMOCTOSITENIbHO M3Y4alOT OTJEJIbHbBIE TEMbl YUEOHOH MPOTrpaMMBl.

Ha 3aHsATHSX CTYJEHTOB, B TOM YHCJE MPEANOJArarolIUuX MPAKTUYECKYIO NESTEIbHOCTD,
OCYIIECTBIISIETCS 3aKPETIJICHUE MOJIYyYEHHBIX, B TOM YUCIIE U B IIPOLECCE CAMOCTOSITEILHON pabOTHI,
3HaHuii. Ocoboe BHMMaHUE oOpallaeTcss Ha Pa3BUTHE YMEHUW U HAaBBIKOB YCTAHOBJICHHS CBSI3U
MIOJIOKEHUN TEOPUH C MTPOPECCHOHATFHON IEATEIBHOCTHIO OYAYIIETO CIeIHAINACTA.

CamocTtosaTenbpHas paboTa OCYIIECTBISIETCS WHANBUAYyaIbHO. KOHTPOIL caMOCTOATENHHON
paboThI opranu3yeTcs B IBYX GopMax:

. CaMOKOHTPOJIb M CAMOOIICHKA CTY/ICHTA;

. KOHTPOJIb CO CTOPOHBI MIPENoaBaTesiel (TEKyIui U TPOMEKYTOUHBIH ).

Texymuii KOHTPOIIb OCYIIECTBIISCTCS HA AYUTOPHBIX 3aHITHSIX.

Kputepusimu o1leHKH pe3yIbTaTOB CAMOCTOSTEIBHON PabOThI CTYICHTA SBISIFOTCS:

. YPOBEHb OCBOEHHSI CTYJICHTOM Y4eOHOTO MaTepHasa,

® YMCHUA CTYACHTA HCIOJB30BATH TCOPCTUUCCKHUEC 3HAHHA IIPU  BBINIOJHCHUU
NPaKTUYECKHX 3a/1a4;

. c(hOpMUPOBAHHOCTH KOMIIETEHITUH;
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. odopMIIeHHE MaTepraja B COOTBETCTBUU C TPEOOBAHUSIMH.

[IpuBeTcTBYeTCS 00CYKIACHUE CaMUX 3aJaHUH C IPYTHMMHU CTyJIEHTAMHU: MOKHO KaK JaBarth,
TaK ¥ TOJIy4aTh COBETHI MO OOIIEH CTpaTeruu BHINIOJHEHHWS W HW3yYeHUs Marepuala, 1aBaTh W
NOJTyYaTh MOMOIIb B oTiaake. OJHAKO MUCaTh KO CTYIEHT OJDKEH CaMOCTOSITEIbHO. JlenuThes
KOJIOM WJIH MTUCATh €T0 COBMECTHO 3aIpeIIeHO.

7 ®oHJ OLIEHOYHBbIX CPEICTB

7.1 MeToabl KOHTPOJISI M OLICHUBAHUS Pe3yJbTATOB 00y4eHHs

[IporpaMMoli AMCHUIUIMHBI MPEAYCMOTPEHO MPOBEACHUE NPAKTUYECKUX 3aHATHM, Ha
KOTOPBIX JA€TCSI OCHOBHOM CUCTEMATHU3UPOBAHHBIN MaTEpuad M MPEANONararolluXx 3aKperieHue
M3YYEHHOTO MaTepuaia ¥ (OpMUpOBaHHE Yy OOydYaIOIIMXCS HEOOXOAMMBIX 3HAHUM, YMEHUU U
HaBBIKOB. Kpome TOro, BaKHEMIIMM 3TarioM H3y4YE€HUS IUCLMUIUIMHBI SBJISETCS CaMOCTOSTEIbHAS
pabota oOydaromuxcsi C HUCHOIB30BAHMEM BCEX CPEICTB U BO3MOXKHOCTEH COBPEMEHHBIX
00pa3oBaTeNbHBIX TEXHOJIOTHH.

B 06beM camocTosTENbHOM padOThI 10 TUCHUTUTHHE BKIIIOUAETCS ClIeAYIOIIee:

— U3YYEHHE TEOPETUUECKUX BOIIPOCOB IO BCEM TEMAM JIUCUUILINHBL;

— MOATrOTOBKA K IPAKTUYECKUM 3aHATHUSIM;

— MOJrOTOBKA K TEKYIIEMY KOHTPOJIO YCIIEBAEMOCTH CTYJEHTOB; — MOATOTOBKA K 3a4€Ty C
OILIEHKOM.

3aJl0rOM  YCTEIIHOTO OCBOEHHUS JUCIMIUIMHBI SIBIAETCS 00S3aTENBHOE TMOCEHIEHUE
MPAaKTHUYECKUX 3aHATHH, TaKk KaK MPOIMYCK OAHOro (TeM Oosiee, HECKOJBKUX) 3aHSATUH MOXKET
OCJIOKHUTh OCBOEHHE Pa3EIOB Kypca.

[Ipuctynas Kk M3y4eHHUIO TUCIUIUIMHBI, HEOOXOIMMO B MEPBYIO OuYepellb O3HAKOMHUTHCS C
conepkanuem PII/I.

[Ipy moAroToBKE K MPAKTUYECKUM 3aHATHSM U B paMKax CaMOCTOSITENIbHOH pabOThI MO
W3YYCHHIO TUCITUTUIMHEI 00YYaroiMCcsi HeOOXO0IUMO:

— O3HAKOMUTBCS C COOTBETCTBYIOLIEH TEMOM 3aHATHUSA;

— OCMBICJIUTh KPYT U3y4a€MbIX BOIIPOCOB U JIOTHKY UX PACCMOTPEHUS;

— U3YYHUTh PEKOMEHAYEMYIO paboyeil mporpaMMoi TuTepaTrypy o JaHHOU TEME;

— IPH CAMOCTOSITEIbHOM M3YyUYEHUU TEOPETUUECKHUX BOIPOCOB CIIENATh KOHCIIEKT, UCIIOJIb3YS
pekomeHoBanHble B PI1/] ncrtouHuky;

— BBINIOJIHUTH MTPAKTUYECKUE 33/IaHUS B PAMKAX U3Yy4aeMOU TEMBI;

— OTBETUTh HAa KOHTPOJIbHBIE BOIIPOCHI IO TEME, UCTIONb3Ys MaTepuansl POC;

— TOJTOTOBUTHCS K MPOBEPOUYHOM pabOTe, MPEIyCMOTPEHHOW B KOHTPOJIBHBIX TOUYKAX; —
MOATOTOBUTHCS K MPOMEXKYTOUHON aTTECTALIUU.

Htorom u3yudeHusi NUCHMIUIUHBI SBISETCS 9K3aMEH C OLIEHKOW. DK3aMEeH IMPOBOJIUTCS IO
pacnucanuto. DopMa npoBeIeHUs 3aHATHSI MOXKET OBITh yCTHAS, TIMCbMEHHAS U B 3JIEKTPOHHOM BUJIE.
CryneHTsl, HE TPOILIEANINE AaTTECTAIMIO, JODKHBI JUKBHUAMPOBATH  3aJ0DKEHHOCTH B
YCTaHOBJIEHHOM MOPSIKE.

7.2 llIkajia ¥ KPUTEPUH OLICHUBAHUS Pe3yJIbTATOB 00y4YeHUs

OneHka «OTJIIMYHO» (3a4TEHO) 3HAHMSL:

- CHUCTEMaTH3HPOBAaHHBIE, [NTyOOKHE U IOJIHBIE 3HAHUSA 10 BCEM pa3zeiiaM AUCLUIINHBI,
a TaK)Ke [0 OCHOBHBIM BOIPOCAaM, BBIXOJSIINM 3a MPeAesbl yueOHOU MPOrpaMMbl;

- TOYHOE HCIOJb30BAHUE HAYYHOH TEPMHUHOJIOIMH, CHCTEMaTHMYECKH TPaMOTHOE U
JIOTUYECKH MPaBUIIbHOE U3JI0’KEHUE OTBETA HA BOIIPOCHI;

- NOJHOE U TJIyOOKOe YCBOGHHE OCHOBHOM M JIOMOJHUTEIBHOW JIMTEpaTypBhl,
pEKOMEHI0BaHHOM paboueil mporpaMMoi Mo AUCUUILINHE (MOAYIIIO0) YMEHHUS:
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- YMEET OPUEHTHUPOBATHCS B TEOPHUSX, KOHLEMIMIX U HAMPABICHUAX TUCHUIUIMHBI U
JaBaTh UM KPUTHUYECKYIO OLICHKY, UCIIOJIb3Ysl HayYHbIE JOCTHKEHHSI IPYTUX AUCIUIUIMH HABBIKU:

- BBICOKHI YPOBEHb C(OPMHUPOBAHHOCTHU 3asABICHHBIX B pabodueld mporpamme
KOMIICTCHITUH;

- BJIQ/ICET HABBIKAMH CAMOCTOSTEIHLHO W TBOPYECKHU pEIIaTh CIOKHBIC MPOOJIEMBI H
HECTaHJapTHBIC CUTyallUH;

- MPUMEHSIET TEOPETUUECKHIE 3HAHUS JUTsI BRIOOpA METOAVMKY BBITIOJTHCHUS 33/IaHUM;

- rpaMOTHO 0OOCHOBBIBAET XO/1 PEIICHHUS 3a/1aY;

- 0e3ympeyHo BIAACeT HMHCTPYMEHTapueM Y4eOHOW JUCHUIUIMHBI, YMEHHE €ro
3¢ (peKTUBHO NCIIONIF30BATh B IOCTAHOBKE HAYYHBIX U MPAKTUYECKUX 3a/1a4;

- TBOpUYECKasi CAaMOCTOsITeNIbHAs paboTa Ha

MPaKTUYECKUX/CEMUHAPCKUX/TAa00PaTOPHBIX 3aHITHUAX, AaKTUBHO Y4YacTBYET B TPYMIOBBIX
00CYyXIEHUSX, BEICOKHI YPOBEHB KYJIbTYPhl HCTIOTHEHHS 3aTaHUN

Or1eHKa «XO0poIoy (3a4TEHO) 3HAHUS:

- JIOCTaTOYHO MOJHBIE U CUCTEMATU3UPOBAHHBIC 3HAHUS MO JUCLMIUIUHE; - YCBOCHUE
OCHOBHOM H JIOMOJIHUTEIBLHON JIMTEPATyphl, PEKOMEHIOBAaHHOW paboueil mporpaMMor IO
JTUCLUILITMHE (MOIYIII0) YMEHHUS:

- yMEET OpUEHTHUPOBATbCS B OCHOBHBIX TEOPHUAX, KOHLEMNIMUAX W HaAIPaBICHUSAX
JUCLUIUTMHBI U 1aBaTh UM KPUTHYECKYIO OIICHKY;

- UCITOJIB3YET HAYYHYI0 TEPMUHOJIOTHIO, JIMHTBUCTUYECKH U JIOTHYECKHU

MPABWIIBHO M3JIaraeT OTBETHI HA BOMIPOCKI, YMEET JeNIaTh 000OCHOBAHHBIE BBIBOJIBL, - BIIAJICET
WHCTPYMEHTAPUEM 10 JUCLMIUIMHE, YMEHHUE €T0 UCIIO0Ib30BaTh B IOCTAHOBKE M PEIICHUH HAYUYHBIX
¥ Ipoe€CCUOHATBHBIX 3a/1a4 HABBIKH:

- camocTosiTelibHass paboTa Ha MPAKTHUYECKUX 3aHATUAX, y4acTHE B TPYMIOBBIX
00CyXIEHUSX, BEICOKHI YPOBEHb KYJIbTYPhl HCTIOTHCHHS 3a/I1aHUN;

- CpelHUN ypOBEeHb CQOPMHUPOBAHHOCTH 3asBJICHHBIX B pabouell mporpamme
KOMIICTCHIIUM;

- 0e3 3aTpyJHEHMI1 BEIOMpAET CTaHJAPTHYIO METOAMKY BBITIOJHEHUS 3aJaHHii;

- 000CHOBBIBAET XO/1 PEIICHUS 3aa4 0€3 3aTpyTHEHUI

OneHka

«YIOBJIETBOPUTENBHO» (3aUTEHO)  3HAHUSA:

- JOCTAaTOYHBINH MUHHUMAJIBHBIM 00beM 3HAHUN 10 TUCIHIUIMHE;

- YCBOEHHE OCHOBHOW JIUTEpaTyphl, PEKOMEHIOBAHHOM pabouell NporpaMmoii; -
WCITOJIb30BAaHNE HAYYHOM TEPMHUHOJIOTMH, CTHIIMCTHYECKOE M JIOTMYECKOE H3JIOKEHUE OTBETa Ha
BOMPOCHI, YMEHHUE JeNaTh BBIBOJbI O€3 CYIIECTBEHHBIX OIIMOOK YMEHUS:

- yMEET OPUEHTHPOBATHCS B OCHOBHBIX TCOPHUAX, KOHIICTIHMSAX W HAIPABICHUSAX IO
JUCLUILIMHE U 1aBaTh UM OLICHKY;

- BIIAJICET MHCTPYMEHTApUeM Y4YeOHOW TUCHUIUIMHBI, YMEHHE €ro HCIOJIh30BaTh B
pEIIEHNH TUIOBBIX 33/1a4;

- yMeeT MoJi PyKOBOJICTBOM IPEIOAaBaTesl peuiaTh CTAHAAPTHHIC 33a/1a41 HABBIKU:

- paboTa o1 pyKOBOJCTBOM MPEMOAaBaTelNsl Ha MPAKTUYECKUX 3aHATUAX, Oy CTUMBII
YPOBEHB KYJIbTYPBI UCTIOTHEHUS 3a/IaHUI;

- JIOCTaTOYHBI MHUHHMAJBLHBIA YPOBEHb C(HOPMHUPOBAHHOCTH 3asIBICHHBIX B paboueit
IIporpamme KOMITETEHIINH;

- UCTIBITHIBACT 3aTPyAHEHUS TPU 0OOCHOBAHHUH aJTOPUTMA BBITIOJTHEHHS 3a1aHUN

Orenka

«HEYAOBIETBOPUTEIHLHOY (HE 3aUTEHO) 3HAHUS:

- dbparMeHTapHbIE 3HAHUSI 10 JUCITUTUIMHE;

- OTKa3 OT OTBeTa (BBIMOJIHEHHSI MUCbMEHHOM paboThI);

- 3HAaHHWE OTJICIBHBIX HCTOYHUKOB, PEKOMEHIOBAHHBIX pabodeld TporpaMMoil o
JUCUUIIIMHE; YMEHUS:

- HE YMEET UCTOJb30BaTh HAYUYHYIO TEPMUHOJIOTHIO;

- HaJIU4YUe TPYOBIX OMIMOOK HABBIKU:
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KOMIICTCHITHM;

HU3KUN YPOBEHb KYJIbTYPbI UCIIOJIHCHUS 3aJaHUN;
HU3KUH ypOBEHb C(OPMHUPOBAHHOCTH 3asBICHHBIX B pabodell mporpamme

OTCYTCTBHE HaBBIKOB CaMOCTOSITENIbHOM paboThI;
HE MOXET 000CHOBATH AJITOPUTM BBITIOTHEHUS 3aJaHHMA

7.3 OueHo4HbIE CPpeACTBA

7.3.1 Texymuii KOHTPOJIb

IIpuMepHBIil CIUCOK BOIIPOCOB

1. OmnepaliroHHbIE CUCTEMBI: BBIOOP U 000CHOBAaHUE BHIOODA.

2. CpencTBa yCTaHOBKU U yAQJICHUS IPOTPAMMHOTO 00CCIICUCHHS.

3. CpencTBa pabOTHI C peeCcTPOM.

4. CeteBbie dkpanbl (OpaHaMay3pbl, GaliepBOIIIBI) U AHTU-IITTHOHCKUE (AaHTH-SPY)
IPOrPaMMBI.

5. AHTHUBHUpYCHast 0€30MMaCHOCTb.

6. DaiiyIoBbIE MEHEKEPBI.

7. CpenctBa TUarHOCTHKHU, KOHTPOJIS. 1 MOHUTOPUHTA CUCTEMBI.

8. CpencTBa «TOHKOI» HACTPOUKH CHUCTEMBI.

9. CpencTBa 3amuThl HHOOPMAIIUH OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA.

10. CpencTBa orpaHUYEHUs JOCTYIIA K BBIYUCTUTEIHLHOM CUCTEME U €€ OTACIIbHBIM
COCTaBJISIOLIUM.

1. CpencTBa co31aHus U PEAAKTUPOBAHUS U OOCTY>KUBaHUSI BUPTYAJIbHBIX HOCUTEIIEH
(CD, VHD u T1.1m).

12. CpenctBa paboThI CO CXKATHIMU AUCKAMHU.

13. ApxuBanus JaHHBIX U paboTa C apXUBaMH.

14. CpeacTBa yAaneHHOr0 yIpaBiIeHUs! KOMIIBIOTEPOM.

15. CpencTBa ynpasieHus: pabOYMM CTOJIOM M CO3AaHUS JTOMOJIHUTENBHBIX pabounx
CTOJIOB.

16. CpencTBa pe3epBHOTO KOMMMPOBAHUS U BOCCTAHOBJICHUS JTAHHBIX.

17. CpencTtBa onepaTUBHOTO BOCCTAHOBJIEHUS CUCTEMBI.

18. CpenactBa co3aHus ¥ yIpaBieHUs] BUPTYaIbHBIMU MalllMHAMU U ONIEPALIMOHHBIMU
cpenamu.

19. VYnpasienue nakeramu B Linux.

20. Memnexepsl pabodero ctona B Linux.

BOHpOCBI AJI TIPOBECACHU A TCKYIICTO KOHTPOJIA:

A I A R R o

ba3oBbIit HA00p CEeTEBBIX MPOTOKOJIOB U CIIYkO TUIIOBOW KOPIOPATUBHOMN CETH.
Tunosble 3aa4n CETEBOr0 aIMUHUCTPUPOBAHUS.

[IprHIMIIBI MEXKCETEBOTO B3aUMOICUCTBUS.

Kaxkune mpoTokossl BXoAAT B cTeK mpotokoijB TCP/IP?

N3 kakux yacteit cocrout IP-aapec cereBoro y3na?

KakuMm 006pa3om BiusieT Macka MOJICETH Ha B3aUMOJICHCTBHE MEXY y3J1aMH CETU?
Kakne nuanazonst [P-agpecoB 00pa3yioT T.H. «IIpUBAaTHBIE» CETH?

Haznauenue cimy»6s1 DNS.

B3aumocBs3b MeX /1y MOHATUSMU 1I0MEHA U 30HBI.
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10.
11.
12.

Ha3nauenne oCHOBHOM M JONIOJIHUTEIBHOM 30HBI.
Hasnauenue 30H npsimoro u o0paTHOro IPOCMOTpA.
Kak npoucxoaut nporuecc pa3pemenns uMeH ciryx00it DNS ¢ momomibto

UTEPATUBHBIX U PEKYPCUBHBIX 3aIIPOCOB?

13.
14.
15.

Kakwue pemakium cucreM BXoasT B cemeiictBo Windows Server?
OyHKIMOHATbHBIE BO3MOXKHOCTH Pa3INUHbIX penakuuii cuctemsl Windows Server.
Kakwue cereBbie cityk0bl QYHKIIMOHUPYIOT B ONEPAIIMOHHBIX CUCTEMaX CEMECTBa

Windows Server?

16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.
27.
28.
DHCP?
29.
30.
31.
RRAS?
32.
33.
34.

Kakue xoMmoHeHTBI 00pa3yroT JTOTUYECKYI0 B (PU3UIECKYI0 CTPYKTYphl AD?
Kakwne ¢pynkumu BeimonHsieT cepsep [ modansHOrO Karanora?

Kaxue QpyHk1my BoIIOMHAIOT X035€Ba onepanuii?

st wero npenHazHadyeHbl OpraHu3allMOHHbBIE MTOIpa3ACIICHUS ?

[TpaBuiia npUMeHEHHUs TPYNIOBBIX MOJUTHK.

Jl5is 9ero co3naroTcs AMHAMUYECKUE JUCKU

Kak BBIONHUTE peoOpazoBaHuEe OCHOBHOTO JUCKA B AMHAMUYECKUN U 00paTHO?
UYem otnmnuatotes aiinoBeie cucreMbl FAT 11 NTFS?

Kax npuMeHsitoTces siBHbIE U yHacseqoBaHHbIE pa3perieHust NTFS?

Kax BxmtounTh ayauT qoctyna K QailyioBelM pecypcam?

Jlj1g 4ero ciry’KUT NepeHarpaBiIeHus opTa nevaTu?

Kak cozgaercs myn npuHTEepoB?

Kaxk paboTaeT nporiecc monxy4ueHus ceTeBbM y3iaoM [P-kordurypamuum ot cepsepa

Kakas ungopmanus peructpupyercs B 6a3e naHHbIX cepBepa WINS?
Kakue npoTokosibl ayTeHTH(PHUKAIUN UCTIONB3YIOTCs ciyxk00if RRAS7
Kak co3narorcst 1 HacTpauBaloTcst BUpTyanbHble yacTHble ceTu (VPN) cimyx60it

Kak pa6oraer [TomHOe apxuBHpoBaHue (DAIIOBBIX peCypcoB?
Yem oTauvaroTcss pa3HOCTHOE M T0OABOYHOE apXHUBHPOBaHUE?
Kakue KOMIOHEHTBI CUCTEMBI apXUBUPYIOTCS IIPU CO3TAHUU PE3EPBHON KOITUU

COCTOSIHUSI CUCTEMBI 7

35.

KakoBa MOCJIEOBATEIbHOCTh JEHCTBUM pu CO3AaHUHN apXHBa AJIA aBapHﬁHOFO

BOCCTAHOBJICHHUS CUCTEMBEI?

36.
aBapuu?

37.

Kakosa nocCJIICA0BaTCIIbHOCTD IIGI\/'ICTBI/II\/'I IMpU BOCCTAHOBJICHUHU CUCTCMEI ITOCJIC

Kak BKITIOYUTH U HACTPOUTH CITY>KOBI TEPMHHAJIOB (yIaJICHHBIA paOoUnii CTOM) JUIs

yAAJIEHHOTO yIpaBJIeHUs cepBepoM?

38.
yIpaBJyieHUs?
39.

Kak nunen3upyrorces ciaykK0bl TEpMUHAIOB JUIsl paOOThI B pEKUME y1aJIeHHOTO

Kak BKITIIOYMTH M HACTPOUTH CIIy>KObI TEpMUHAIIOB (YJaleHHbII pabouunii cTou) 1ist

paboThI B pe’KUMe cepBepa MPHI0KEHUNA?

40.
41.

Kak ycTaHOBHUTH M HACTPOUTD CIIY>KOY JIMLEH3UPOBAHUS CITYKO TEPMHHAIOB?
[lepeuncnuTh HHCTPYMEHTHI, BXOJIAIIHME B 6a30BbIi HAOOp CPECTB MOHUTOPHHTA

Windows Server.
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42. Kak ncnonb3yercst koHconb «I[IpocMOTp coOBITHIND B pa3sTUUHBIX pEKUMaX
(MpocMOTp TEKYIIMX COOBITUH, HACTPOMKA MAPAMETPOB )KYPHAJIOB COOBITUH, COXpAaHEHHUE U
3arpy3Ka JKypHaJIOB COOBITHIA)?

43, Kaxk ncnonb3yercs koHCOIb «I[pOM3BOIUTENBHOCTEY JIS aHATU3A
IPOM3BOJIUTEIBLHOCTH cepBepa (CUCTEMHBIH MOHUTOP, KYPHAJIbI IPOU3BOIUTEILHOCTH U
OTIOBEIICHUIT)?

44. Kak ncnonb3yercst HHCTpyMeHT «CeTeBOi MOHUTOP» AJIS 3aXBaTa CETEBBIX IMAKETOB
U aHAJIM3a UX COJEP>KUMOTO (BBIOOp CETEBOT0 aJlanTepa Il 3aXxBaTa MaKeToB, 3aIlyCK Ipolecca
3axBara, IPOCMOTP U aHAJIU3 MAKETOB)?

7.3.2 TlpomexyToUyHasi aTTECTaIUs

7.4.1. TeopeTnyeckue BOMPOCHI 1JI MPOBEACHUS MPOMEKYTOYHOM aTTEeCTAallN

oOyyJaronmxcs

l. OCHOBHBIE 33]1a4U CETEBOTO aIMUHUCTPUPOBAHMUSL.

2. O0s13aHHOCTHU U POJIb CETEBOTO (M CUCTEMHOT0) aIMUHUCTPATOPA.

3. CocTtaB 1 Ha3HAYCHHE OCHOBHBIX CETEBBIX CIIYKO, QYHKIIMOHUPYIOIIUX B
KOPIIOPAaTUBHOMU CETH.

4. [IpuHuMnIB MexxceTeBoro B3anMoaecTeus Ha ocHoBe Mojeneit OSI, DARPA.

5. Penaxnmm onepannoHHbIxX cucteM cemeiictBa Windows Server; ¢GyHKIIMOHATBHBIE
BO3MOKHOCTH CUCTEM PA3IMYHBIX PEIAKIIM.

6. HaGop cereBbIxX cityk0, peann30BaHHBIX B OMEPAIMOHHBIX CUCTEMAX CEMEHCTBA
Windows Server.

7. [Tponenypy ycTaHOBKH onepaniMoHHOM cuctembl Windows Server.

8. Hab6op npotokomos, Bxoasmux B ctek TCP/IP.

9. [Tpasuio dhopmupoBanus [P-aapeca cereBoro y3na, B3auMocBsi3b [P-agpeca u macku
MOJICETH.

10. ANTOpUTM B3aMMOJEHCTBHS Y3JI0B, pa3MELLIEHHBIX B OJHON MOJICETH U B Pa3HbIX
MOJICETSX.

1. bazoBbie npaBuna [P-mapmpytuzanmm.

12. [IpyHIMIIBI TOCTPOCHUS UEPAPXUUYECKON CUCTEMBI JOMEHHBIX UMeH DNS.

13. B3anMocBs3b MEXKIy MOHATUSAMH «JOMEH» U «30HA».

14. [IpuHUMnB! pernmkanuy u3MeHeHuil B 3oHax DNS.

15. AnropuT™Mbl paboThl UTEPATUBHBIX U PeKypcuBHBIX DNS-3ampocos.

16. OcHoBHble noHATHS Active Directory — Jec, nepeBo, 10MEH, OpraHU3aIllMOHHOE
noJipa3ziesieHue.

17. [TpyuHIMTIBI TUTAHUPOBAHUS POCTpaHCTBA UMEH AD.

18. [Ipouenypy ycTaHOBKH KOHTPOJIJIEPOB JTOMEHOB.

19. [Tonsitust noruveckoii u puznyeckoit cTpykTypsl AD, MeXaHU3MBI yIIpaBIICHUS

perunkauuet AD.

20. Crienuduueckue poiau KOHTPOJUIEPOB JOMEHOB — cepBepbl [ 1o0anbHOro Karanora
1 X03s51€Ba onepanuu.

21. VYpaieHne Noab30BaTENSIMU U TPYNIaMU. Y IPaBJIe€HUE OPraHu3aliOHHBIMU
NoJipa3iesIeHUusIMU, JI€JIETUPOBAHNE a]MUHUCTPATUBHBIX MMOJTHOMOYHH.

22. HaszHaueHne 1 mpUHUHUIIBI KCTIOIb30BAaHMS TPYIIOBBIX MOJTUTHUK.
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23.  IlpunHuuns! noctpoeHus cucteMsl 6e3onacHoctT Windows Server (IpoTokos
Kerberos, HacTpoiika mapaMeTpoB CUCTEMbI O€30MTaCHOCTH)

24. OcHoOBHbIE IOHATHUS yNPaBICHUS (aillIoOBBIMU pecypcaMyu — yIPaBIE€HUE TUCKAMH,
pazzensl 1 Toma, (pailyioBble CUCTEMBI.

25. VYrnpasneHnue 10CcTynoM K (haisioBEIM pecypcaM — CETeBbIE U JIOKAJIbHBIC TTpaBa
JOCTyTa, HAacJIeI0BaHUE MpaB AOCTYIA, B3SITHE BO BIAJICHUE, ayAUT JOCTYTA.

26. MexaHu3Mbl ypaBiIeHHs XpaHeHHEeM HH(GOpMalluu — CkaTue U mudpoBaHue,
yIpaBJIeHuEe KBOTAaMH, BBIMIOJIHEHUE Je(parMeHTaIUH.

27.  Ilpouecchl pyHKIMOHUPOBAHUS ceTeBOi neyaTu B cucreMe Windows Server —
yIpaBJIeHUE IPUHTEPAMH, YCTPOMCTBAMU I1€YaTH, OUEePEISIMU II€YaTH, CITyJIEPOM.

28. VYmpasienue nedarso 1o nporokoiy [PP.

29. Hasnauenue u cBoticTBa npotokosioB NetBEUI, IPX/SPX, DLC.

30. VYnpasnenue 6a3oBbiMu ceTeBbIMU cityk0amu — DHCP, WINS (ycTanoBka ciyx0,

aBropu3anus cepsepa DHCP, nactpoiika o6mactu DHCP, HacTpoiika perumkanuy cepBepoB
WINS).

31. VYnpasienue ciyx60it RRAS (ycTaHoBKa, HacTpoiika ceTeBbIX apaMeTpoB,
HACTPOIKa NOJUTHK YJIaJI€HHOTO JOCTYTIA).

32. Haznauenue ciayxObl pe3epBHOT0 KOMUPOBAHUS.

33. TexHosoruu, UCHOIb3yeMbIE CIIyK00I pe3epBHOTO KOMMPOBAHMSL.

34. Buasl pe3epBHOTO KONMUPOBAHUS.

35. TexHonoruun pe3epBHOro KOMUPOBAHUS COCTOSTHUSI CACTEMBI U CO3/IaHUS apXUBa JJIA
aBapUIHOI0 BOCCTAHOBJIEHUS CCTEMBI.

36. Hasnauenue cnyx0 TepMuHanoB (yJaJIeHHOTO paboyero cTona).

37. Mcnonb30BaHue TEXHOJIOTUH YAAJICHHOTO paboyuero crosia Ajs yupaBieHus
CEPBEPOM.

38. Hcnonp3oBaHne TEXHOIOTUN YJaIEHHOTO pabovero CTojia B Ka4ecTBE cepBepa
IIPUIIOKEHU.

39. [IpaBuna auneH3upoBaHus CiyK0 TEPMHUHAJIOB.

40. ba3oBsIit HAOOp cpeICTB MOHUTOPUHTA CUCTEMBI.

7.4.2. IlpakTuueckue 3aaaHus sl IPOBEICHUS TPOMEKYTOUHOU aTTeCTalluN
oOyuaromuxcs [Ipumeps! TECTOBBIX BOMPOCOB:

1. Kaxkue mpoToKoIbl OTHOCSTCS K TPAHCTIOPTHOMY YPOBHIO YETHIPEXYPOBHEBOM
MojienH cteka nmporokosioB TCP/IP?
ARP
TCP
UDP
IP
ICMP
BriOepuTe Bce MpaBUIIbHBIC OTBETHI

R o S

Uro npotokon [PSec nobaBnsieT k makeTam IS Ay TEHTH(PUKAIIUN TaHHBIX ?
3arosoBok ayTeHTHuKamu (3aronoBok AH)
3arosnioBok noanucu (3aroaoBok SH)

o o N

3aroi0BoK aBTOpU3aIuu (3arooBok AvH)
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Ao TR R a0 TR W

Ao o L

3arosnoBok mudpoBoit moanucu (3aroaoBok DSH)

UTo U3 NMpeyIoKeHHOTO BXOIUT B Mpolenypy coriaacoBanusi [IPSec?

Toapko cornamenue 6e3onacHoct ISAKMP

Cornamenne 0e3omacHoctr ISAKMP u onno cormamenune 0e3onacuoctd IPSec
Cornamenne 0e3onacHoctd ISAKMP u nBa cornamenns 0e3onacHoctd IPSec
Toabko aBa cornmarienns 6e3onacHocTa IPSec

[Iporokon ESP u3 IPSec:

OO0ecmeunBaeT TOIHKO KOH(PHICHITUATBHOCTH COOOIICHUS
ObecnieunBaeT TOIBKO ayTCHTU(PHUKAIMIO JaHHBIX

O6ecneunBaeT KOH()UACHIIMAIBHOCTD U ayTCHTH(HUKAIIINIO COOOIIECHUS
He obecnieunBaeT HM KOHGUIECHIINATLHOCTh, HM Ay TEHTU(DHUKAITHIO

BuptyanbHble 4acTHbIE CETH:

[lepenaroT yacTHBIEC JAHHBIE TIO BBIACICHHBIM CETAM

WHkancyaupyroT 4acTHbIE COOOIICHUS U MEPEJAt0T UX MO OOIEeCTBEHHON CeTn
He ucnons3ytorcs kanenramu Windows

MoryT ucnonb3oBarbes ¢ nporokosamu L2TP wiu PPTP
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