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1. Hesan, 3a0a4m U NJIAHUPYeEMbIe Pe3yJIbTATHI 00yUeHHUS MO AUCHUTLINHE

K  ocHOBHBIM medasiM  OCBOEHHsS  JUCHHMIUIMHBI ~ «OCHOBBI  HH(OPMAIMOHHO-
KOMMYHHKAITIOHHBIX TEXHOJIOTHI1» OTHOCHUTCS:

* MOJIy4eHHE 3HAHWE W YMEHUH /s HACTPOMKH, HaNaJAKu MPOTrpaMMHO-aNNapaTHbIX
KOMILIEKCOB;

* OBJIaJICHHE OOIIEH METOIMKON CUCTEMHOTO A IMUHUCTPUPOBAHHS;

* 3aKpeIICHUE MOTyYaeMbIX B CEMECTPE 3HAHUI U HABBIKOB Ha MPAKTHKE;

* (¢opMHpOBaHHE B3aUMOCBS3CH, IOJydaeMbIX B CEMECTpE 3HAHUH U HABBIKOB C
M3YYEHHBIMH paHee U U3y4YaeMbIX MapayieNbHO C TaHHOM TUCIUILINHOM;

* TOATOTOBKA CTYJIEHTOB K JEATENIbHOCTH B COOTBETCTBHHM C KBaJIM(PUKALMOHHOM
XapaKTepUCTUKON crielnaiucTa.

K ocHoBHBIM 3agayaM auciumiuHbel «OCHOBBI HMH(OPMAIMOHHO-KOMMYHHUKAIIMOHHBIX
TEXHOJIOT U OTHOCSTCS:

* OBJIaJICHHE HABBIKAMU M ITPUEMaMH CUCTEMHOTO aIMUHUCTPUPOBAHHUS;

* U3y4YEHHE U OCBOCHHE TEOPETHUECKOro MaTepuaia, Kak B MpoIllecce KOHTAKTHOM, Tak U B
XOJIe CAMOCTOATEIBHOM padoThI;

* BBIMOJHEHHE TMPEAOCTAaBICHHBIX NPAKTHUECKUX 3aJaHUuM pa3iuyHbIX (opMm, Kak B
npoliecce KOHTAaKTHOM, Tak U B XOJI€ CAMOCTOSITETILHOM paboThI;

* camMocTosITeNbHAsl paboTa Ha/l TEMAaTUKON JUCIUILIUHBL 1715 GOPMUPOBAHMSI KOMIIETEHIIUN
OCHOBHOI1 00pa3oBarenbHON porpammel (ganee, OOII).

B pesynbrare OCBOEHUS MUCHUIUIMHBI Yy OOyYarommuxcs (GOPMUPYIOTCS CIEIYIOIIHE
KOMIETEHIIMM M JOJDKHBI OBITh JOCTUTHYTHI CIEAYIOIIUE pE3yJbTaThl OOy4deHMs] Kak JTall
(dbopMUPOBaHUS COOTBETCTBYIOMIMX KOMIIETCHIIHA.

Kox u HauMeHOBaHUE KOMITETEHIIMH NHaukaTopbl IUIAHHPYEMBIX Pe3yJILTATOB O0y4YeHUsl 10
JAUCIHUIIUHE
OIIK-5. Criocoben uncraumpoBath | OITK-5.1. 3HaTh:

MPOTPaMMHOE W almnapaTHOe 00ECleYeHUe JUIsl | OCHOBBI CHCTEMHOTO aJMHHUCTPUPOBAHHS, COBPEMEHHBIC METOMBI
WHPOPMALIMOHHBIX W  aBTOMATH3MPOBAHHBIX | HH(GOPMAIMOHHOTO  B3aWMMOJACHCTBHS  WHGOPMAIMOHHBIX U
CUCTEM aBTOMAaTU3UPOBAHHEIX CHCTEM.

OIIK-5.2. YMmeTh:

WHCTAJUIMPOBATh  ammapatHoe o0ecrnedyeHue, MaciTabupoBaTh
WH(POPMAIIMOHHBIE W ABTOMATHU3MPOBAHHBIC CHCTEMBbI, OLICHHBATH
HE0OX0IMMOCTh MacIITAOUPOBAHUS CUCTEM.

OIIK-5.3. Baaners:

METOJIaMH YCTAHOBKH CHCTEMHOTO W MPHUKJIAIHOTO MPOTrPAMMHOTO
oOecrieueHus.

OIIK-7. Cmocoben paspabareiBarh | MOIK-7.1.  3naer omepanuoHHbIC —CHCTEMBI U 000J104KH,

AlICOPUTMbI U TIPOTPAMMBI, PHTOHBIC | COBPEMEHHEIE CPEb] Pa3paboTKU IPOrpaMMHOr0 o0eceyeH s.
HOIIK-7.2. Ymeer tecTupoBaTh pabOTOCIOCOOHOCTH MPOrPaMMBl,
JUIA IPAKTHYECKOr0 NPUMEHCHUS

HMHTErpUPOBaTh IPOIPAMMHBIE MOJTYJIH.
HOIIK-7.3. Bnameer MerogamMu OTJIAAKM M TE€CTHPOBAaHUS
paboTOCHOCOOHOCTH MPOrPaMMEI

B mpornecce ocBoeHust 00pa3oBaTeNbHON MPOTPAaMMBI JTaHHBIE KOMIIETEHIMH, B TOM YHUCIIE
UX OTJENIbHbIE KOMIIOHEHTHI, (OPMHPYIOTCS MO3TAllHO B XOJ€ OCBOEHHUS OOyYaroUMMUCS
JUCHUIUINH (MOJyJiei), MIPaKTUK B COOTBETCTBUM C YYEOHBIM IUIAHOM U KaJ€HAAPHBIM Ipa@HUKOM
y4eOHOTo npolecca.

2. MecTO AUCHMINUIMHBI B CTPYKTYpe 00pa30BaTe/IbHOM MPOrpaMMBbl

Huctmmuimaa «OCHOBBI HH()OPMAITMOHHO-KOMMYHHUKAIIHOHHBIX TEXHOJIOTHID» OTHOCHTCS K
yuclly TpodeCCHOHATBHBIX YUYeOHBIX NUCHUIUIMH 00s3aTenbHONM dactu OazoBoro mwmkia (b1.1)
OCHOBHOH 00pa3oBateibHOU nporpammsl cienuanuteTa (b1.12).




I[I/ICI_II/IHJII/IHa B3aUMOCBA3aHa JIOTUYCCKU U COACPKATCIBbHO-MCTOAUYCCKU CO CICAYIOIIMMU
JUCLHUITIIIMHAMU: «CeTH U CUCTEMBI nepeaadn JaHHbBIX».

3. CTpykTypa u cojep:KaHue JUCUUIINHBI

OO6miast TpyI0€MKOCTh JTUCHHUIIUHBI COCTABISET 2 3a4€THHIX €IUHULIBI (72 akaJeMUYECKUX
4acoB, u3 HUX 40 yacoB — camocTosTenbHas padoTa CTYICHTOB).

Paznmenbl  qucHMIUIMHBI W3y4YalOTCSl Ha TIEPBOM Kypce B TIEpBOM ceMecTpe, (opma
[IPOMEKYTOUYHON aTTECTALUU - DK3aMEH.

1.1.Buabl yueOHO# pad0Thl H TPYAOEMKOCTD I 04HOM opMbI 00yUeHH)

No Komnuects | CeMecTpbl
n/n | Bun yueOHoit paboThI 0 Cemectp Henens
4acoB cemecTpa
| AyJIUTOPHBIC 3aHATHS 32 1 3-18
B Tom uncie:
1.1 | Jlekuun 4
1.2 | CemuHapcKue/mpakTUUCCKUE 3aHSATUS
1.3 | JlabopaTopHbI€ 3aHSTHUS 28
2 CamocrosiTenbHas pabota 40 1 3-18
3 [IpomexxyTOoUHast aTTecTalus: 1 19-21
DK3amMeH
Hroro: 72
1.2. TemaTu4ecKHUil IVIaH U3YYeHHUS TUCHUILIMHBI VISl 0YHOH GOpMBbI
00y4eHus

TpyaoeMKOCTb, yac

AyautopHas pabota

Cemu
I Cam
HapCK aK
No p JIaGo p OCTO
Pasaesnpr/TeMbl nue/ THYEe
n/ Bceer pato ATen
JTUCIIATUINHBI Jlek1 | mpakt ckas
01 0 pHBIC bHasi
15051 UYECK HOAT
3aHs pabo
ue OTOB
TUSA Ta
3aHAT Ka
us

Jlekimua 1o Teme «Cucrema
MIEPCOHAIBHOIO KOMITBIOTEPA»

) Jlexuus o Teme «OnepanroHHas

1 6

CHUCTEMAaY

3 Jlexmus o Teme «CeTu U ceTeBoe 1 6
B3aMMO/ICHCTBHEY

4 Jlekimus mno Teme «CeteBoe 1 4
B3aUMOJICHCTBHUE

5 | JI/p Nel «Ilouck BakaHCHIN» 2 2

6 J/p No2 «Anrpeiina 4 )
000py1I0BaHUS»




JI/p Ne3 «Pazbopka m cOopka
KOMITBIOTEpa»

Jl/p Ned «Hactpoiika mapameTpos
BIOS»

J/p No5 «JlobGaBnenue
9 | KOMIIBIOTEPOB B CYIIECTBYIOIIYIO 2 2
CETh»

J/p No6 «ITogkmroueHue
10 | KoMOBIOTEPOB K OECIPOBOJIHOMY 2 2
poytepy o Wi-Fi»

JI/p Ne7 «IIpoBepka

11
0eCTIPOBOIHOTO MMOIKITIOUYCHUSD)

JI/p Ne8 «Hactpoiika napameTpoB
MEKCETEBOI'0 IKPAHA

12

JdH/p N9 «VYmpasnenne IoT-

13 .
YCTPOUCTBAMN

JI/p Nel0 «Coznmanue mpsSMBIX
14 | xaGemneit UTP (0OxHMMKa 4 2
KOHHEKTOpPa, MOHTaX PO3ETKI

Bcero gacoB 1mo aucuuIuinHe Ha
MIEPBOM Kypce

72 4 28 40

3.1.Copepxxanue TUCUMILIMHBI

Jlexuus no teme «CucreMa nepcoHaJIbLHOI0 KOMIBIOTEPA»

Kopriyca u Onoxu nutanusa. Buytpennue kommnoneHThl IIK. MatepuHckue mathl,
apxutektypbl L{II. [loBeiienue npowusBogutenbHocTH LII. Cucremsr oxnaxnenus. [13VY, O3V,
Monynmu namsatu. IlnaTel aganTepoB M CIOTHl PacUIMPEHUs. YCTPOMCTBA XPAHEHUS JaHHBIX.
WuTepoeiicel ycrpoiicTB xpaneHust qanHbIX 1 RAID. Bupeonoptsr n xabenu ais MOAKIIOYCHUS
MoHuTopa. [lopTel u kabenu. Anantepbl U KOHBEpTEephbl. YCTpoiicTBa BBOAA M BbIBOjAA. BriOOp
xomnoHeHToB [IK. COopka KoMmblOTepa, OTKPBITUE KOpIlyca M MOJKIOYEHHE OJIOKa MHUTaHUS,
YCTaHOBKA MAaTEpPHHCKOW IUIAaThl, YCTAHOBKA IIPUBOJOB, YCTAaHOBKA IUIAT aJalTEpPOB, YCTaHOBKA
Kabenei.

Jlekuust mo teme «OnepanmoHHas CHCTEMa»

Hasnauenue, OCHOBHBIE XapaKTEPUCTHKH, Oa30Bble (QYHKIMM M MPUHLIUIB pPadOTHI
coBpemenHblx OC. Hacronbhble u cereBble Tunbsl OC. Bwibop OC, mpunoxenuil u cpex B
COOTBETCTBUHU C HyXJaMu KiueHrta. OmpeneieHne MUHHMAJIbHBIX alapaTHBIX TpeOOBaHWNA WU
coBMmectuMocTH obopynoBanus ¢ OC. Ilopsiiok HacTpoiiku >xecTkoro aucka. CozgaHue pasziesioB
Ha JKECTKOM JMCKEe U UX (opMaTUpOBAHHE. YCTAaHOBKA W HACTPOWKA OMEPAIIMOHHOW CUCTEMBI.
Cozpanue yuetHoi 3anucu. KioHupoBaHue nuckoB M npyrue Buabl yctaHoBku OC. BapuaHTsl
BoccTaHOBIeHHs cucTeMbl. [locnemoBarenbHOCTh 3arpy3kn OC Windows, OCHOBHBIE PEKUMBI
3amycka, (Qaiiasl peectpa. MHoroBapuaHTHas 3arpys3ka. CiyxeOHas mporpamMma yHpaBieHHs
miuckamu. CTpyKTypa KatajioroB W arpuOyTel QaiinoB. Pabora ¢ rpaduyeckum wuHTEpdericom
HOJb30BaTENsl M MaHeNnblo ynpaBieHus Windows. YcTaHOBKa, HCIONB30BaHUE M yAaJeHUE
npuiioxkeHuil. Haznauenue u tpeOoBaHus BUpTyaau3auuu. [ UnepBu3op - AUCIeTYep BUPTYaTbHBIX
MmamuH. TpeGoBaHus BuUpTyanbHONW MamuHbl. OnpeneneHune W NMPUMEHEHUE PAaCIpPOCTPaHEHHBIX
METOA0B MPOPHIAKTHIECKOTO OOCITY)KUBAHHS, YCTPAHEHUE HEMONa0K. TOUYKH BOCCTAaHOBIICHHS U
IUIaHbl OOCITYKUBAHUSL.

Jlexuus no teme «Cetn»

OcHoBHbIE MPUHIMIIEI U npeumMylnecTBa ceteil. Knaccugukanus cereit. Cetu LAN, WAN,
WLAN, PAN, MAN. OpaHOpaHrOBBIC CETH W TOIOJOTHSA KiMeHT/cepep. OCHOBOIOJIATAIOIINE
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KOHLEMNIMY U TEXHOJOIMM CETel: IMPOIyCKHas CIOCOOHOCTh M Iepenaya NaHHbIX, [P-agpecanus
(IPv4 u IPv6), DHCP, nporokonsl u mpunoxkenuss Marepuera, ICMP. CranmapTHbie TOPTHI H
npotokoiasl TCP u UDP. ®usuueckre KOMIIOHEHThl CETH: Ha3BaHUs, Ha3HAYEHUE U
XapaKTEPUCTUKU CETEBBIX YCTPOUCTB (KOHLEHTPATOPHI, MOCThI, KOMMYTAaTOPbI, MapIIPyTU3aTOPHI,
OecripoBOJHBIE TOYKM JIOCTyHMa W Jp.), PacHpOCTPaHEHHBIX THUIIOB CETEBBIX Kabenen
(KoakcHallbHbIEe, «BUTasl Mapay», ONTOBOJIOKOHHBIE). Tomosorus M apXuTeKTypa JOKaJIbHOM CeTH.
Cranpaptsl npoBoaHOM 1 6ectipoBoaHOM cetu Ethernet. Moaenu nanusix OSI u TCP/IP.

Jlekuust mo teme «CereBoe B3auMo1eiicTBHE»

Bri6op u HacTolika ceTeBOi Iu1aThl U MoaeMa. Hactpoiika GecipoBOAHOTO M MPOBOJHOTO
MapmipyTuszaropa. Hacrpoiika omnepannoHHbIX cucteMm. [logkmioueHune Kk pabodeit rpyrie wWin
nomeny. Buprtyanbnbeie yactHbie cetr (VPN). BpiOop Tumna moAkiIrOYeHHs K MMOCTABIIMKY YCITYT
Nurepuera. DSL u ADSL. bectipoBogno# noctyn k UHTEpHETY NpAMOil BUAUMOCTU. TexHomorus
WiMAX. Ha3Banus, Ha3HAu€HHWE M XapaKTEPUCTUKU IPYTUX TEXHOJIOTUH CBS3U: Tele()OHHBIC
TEXHOJIOTMM, KOMMYHHUKAIUSl C MCHOJb30BAHUEM CHJIOBBIX JIMHHI, IIMPOKOIIOJIOCHAS CBA3b.
OmnpezneneHue U NMPUMEHEHHE PACHPOCTPAHEHHBIX METOAOB MPO(UIAKTUYECKOTO O0OCTYKHBAHHUS
ceTel, yctpaneHue mpobieM B paboTe ceTH.

3.2. TeMaTKa CEMUHAPCKUX/MIPAKTHYECKHUX U JIA0OPATOPHBIX 3aHATHH.

3.4.1 JlaGopaTopHbIe 3aHATHUSA

JlabopaTtopnasi padora Ne 1 «Ilouck BakaHcuin»

Lenp pa®oter: M3yueHne pplHKa BakaHCUH, onpesesieHre TeKyIIUX KaJpOBbIX TEHJEHIIHMH,
HaBBIKOB ¥ JIONIOJHUTEIBHBIX MyTeH, TpeOyrommxcss s KapbepHOro pocta B cdepe
UH(POPMALMOHHBIX M CETEBBIX TEXHOJIOTHI.

JlaGopaTopHas paGora Ne 2 «Anrpeiig o0opyaoBaHusD)

enp pabGoTbl: 3HAKOMCTBO C OCHOBHBIMH TEXHHUUECKUMH XapaKTEPUCTUKAMU U
HOMEHKJIaTypOil YCTPOMNCTB, MPUHIMIAMH KOMILJIEKTAllUH MEPCOHAIBLHOTO KOMIIBIOTEpA, a TaKKe
OLICHKE CTOMMOCTH KOMIUIEKTA.

JlaGopaTopHasi padora Ne 3 «Pa3bopka u cOopka KOMIbIOTEpPay

Lenb pabotel: [TomyueHre npakTHYECKUX HABBIKOB CAMOCTOSITEIBHO MOJIHOCTHIO pa3doupars,
OCYIIECTBJISATh 3aMEHY KOMIUIEKTYIOIIMX W COOMpaTh NEPCOHANbHBI KOMIIBIOTEp Ha OCHOBE
CyllecTBYIOIIEel KOH(PUTYpaluu Ha TPEHUPOBOYHOM CTEHJIE.

JlaGopaTopnas padora Ne 4 «Hactpoiika napamerpos BIOS»

enp paboTbl: 3akpeIuleHue TEOpPEeTUYECKUX 3HAHUM O Ha3Ha4eHWH, QYHKUUAX U
ycraHoBkax BIOS u npakrtuueckux HaBbIkoB padoTsl ¢ BIOS Setup.

JlaGopaTopHas padora Ne S «/lo0aB/1eHHe KOMIIBIOTEPOB B CYLIECTBYIOIIYIO CETh)

Hens paGoter: Ilomydenue mnpencraBieHus o0 ocHOBHBIX ¢yHkuusax Packet Tracer,
CO3JIaHUE TTPOCTOM CETH.

Jlaboparopnasi pabora Ne 6 «Iloak/roueHne KOMIBIOTEPOB K 0eCIIPOBOJIHOMY POyTepy
no Wi-Fi»

Henp pabotsl: IlomydyeHue MpakTUYECKHX HABBIKOB HACTPOMKHM OCHOBHBIX IapaMeTpoB
0e30macHOCTH Ha OECITPOBOITHOM MapIIPyTHU3AaTOPE: ceTeBoe uMs 1o ymondanuio (SSID), maposs u
BU mH(poBaHus, a Takxke HacTpoiiku 6ecripoBoanbIX [IK st monkmovyenus k cetn WI-FL.

JlaGopatopnas padora Ne 7 «IIpoBepka 6ecripoBOIHOI0 NMOAKJIKOYEHUS»

Henp paboter: IlomyyeHne mNpakTHYECKUX HABBIKOB HACTPOHKM KOMIBbIOTEpa s
HNOJKJIIOUEHUs. K ceTu depe3 Wi-Fi poyTep M HCHONB30BaHMSA PAa3IMYHOIO MHCTPYMEHTapHs Jis
OIICHKH pabOThI CETH.

JlaGopaTtopnas padora Ne 8 «HacTrpoiika napaMeTpoB MeKCETEBOI0 IKPaHa»

Henp pabotsr: [lonydyeHne mpakTHYECKUX HABBHIKOB HACTPOMKHU IapaMeTpoB O€301acHOCTH
Ha OecripoBOJHOM MapipyTuzaTope: punbtpanuo MAC-aapecosB, pa3pelieHre JoCTyIa K cepBepy
B DMZ, otkntouenue DMZ u HacTpo¥iKa MOIAEPKKU NIEPECHIIIKA HA OAWH IOPT.

JlaGopatopnas padora Ne 9 «YnpasJienue loT-ycTpoiictBamMmm»



Henp pabotsl: IlomydeHne NpakTHYECKUX HABBIKOB YCTAHOBKM M HACTPOMKH YCTPOWCTB
YMHOTO JOMa TaK, YTOObl OHU BBITIOJIHSUIA POJIb CUCTEMBI 0€30MTaCHOCTH.

Jlabopatopuass padora Ne 10 «Co3nanue mnpsambix kaOeseit UTP (o6:xumka
KOHHEKTOPA, MOHTAK PO3ETKH»

Henp pabotsl: [lomyueHne MpakTUYECKUX HABBIKOB MOHTa)Xa M TECTUPOBAHUS MPSIMOTO U
nepekpectHoro UTP kabeneii (HeakpaHupoBaHHasi BuTas rapa) mais cetu Ethernet.

MeTtonuka npenoaaBaHusi TUCHUILUIMHBI «OCHOBBI HH(MOPMAIIMOHHO-KOMMYHUKAIIMOHHBIX
TEXHOJIOTHI» W peann3alysi KOMIIETEHTHOCTHOTO MO/IX0/]a B U3JI0KEHUU U BOCTIPUSATHH MaTepuaa
IpelyCMaTpUBAET MCIOJIB30BaHUE CJEAYIONINX aKTHBHBIX M HMHTEPAKTUBHBIX (OPM IMPOBEICHUS
IPYNIIOBBIX, UHINBUAYAIbHBIX, ayJUTOPHBIX 3aHATUH B COYCTAHWHU C BHEAYAUTOPHOH paboToOH ¢
11e1p10 (opMUPOBaHUS U Pa3BUTHS MPOGECCUOHATBHBIX HABBIKOB Y O0YJArOIITNXCSI:

* BBITNIOJIHEHUE JTa0OPaTOPHBIX PadoT B JIaOOpaTOPHUIX BY3a;

* UHIUBUYaJIbHbIE U TPYIIOBbIE KOHCYJIBTAIIUHN CTYACHTOB IPEIOIaBaTEIIEM;

* mocenieHue NpouiIbHBIX KOH(epeHIMH M paboTa Ha MacTep-Kiaccax 3KCIEPTOB H
CIICIIMAJIUCTOB B  BEO-TEXHOJOTHUSAX, BeO-pa3paboTke, WHTEpHET-MapKeTMHIe | JPYTHX
npohecCHOHANBHBIX 00TACTSX.

CamMocTosATenbHass BHeayJUTOpHass paboTa CTYIEHTOB COCTOMT M3 TIOJTOTOBKH K
BBITIOJIHEHHIO U 3aIIUTE Ja00paTOPHBIX pabOT, a TaKXkKe MOATOTOBKH K IPOMEXYTOYHON aTTeCTalluu
BO BpeMsl HK3aMEHAIlMOHHOM ceccuu U cocTaBiisieT 50%.

3.4.2 CeMmnHapcKHe/paKTHYECKHE 3aHATHS

He 3anmannpoBaHbl y4eOHBIM IIJIAHOM

3.4.3 TemaTuka KypcOBbIX IPOEKTOB (KypcOBBIX padoT)

He npenycmotpeno

4. YueOHO-MeTOAN4YecKOe M HHPOPMALIMOHHOE O0ecTeuyeHue

4.1.HopmatuBHblie 1okyMeHThI 1 'OCThbI
1. ®enepanbublii 3akoH oT 29.12.2012 Ne 273-®3 «0O06 ob6pazoBanuu B Poccuiickoii
denepannmy.
2. Ilpuka3z Munoo6puayku Poccum ot 19.09.2017 N 929 (pen. ot 08.02.2021) «O6
yTIBEpXkKAeHHH (DeaepaqbHOr0 TOCYJapCTBEHHOTO 00pa3oBaTENbHOTO  CTAaHAApTa  BBICIIETO
oOpa3oBaHus — crHenuanucra no HampasieHuto noaroroBku 10.05.03  «Mudopmarmonnas

6e30MaCHOCTh aBTOMATH3MPOBAHHBIX CHCTeM», YTBEPKACHHBIM INpUKa3oM MuHHCTEpCTBA

oOpazoBanus 1 Hayku Poccuiickoit @enepanuu ot 19.09.2017 Ne 922.

3. Ilpuka3 Muntpyna Poccun ot 18.01.2017 N 441 «OO0 yTBepKAeHUN POPECCHOHATHHOTO
crangapta "PaszpaGorumk Web u MyIbTUMEIUMHBIX NpUIOKEeHUH"» (3aperucTpupoBaHo B
Mumnrocte Poccun 31.01.2017 N 45481).

4. Axanemudeckuii yueOHbI mnan Hanpasnenwe moarorosku: 10.05.03 «MudopManmoHHas
0€30MacCHOCTh ~ ABTOMATH3UpPOBaHHBIX  cucreM»  llpoduns:  Be3omacHOCT  OTKPBITHIX
UHPOpPMAMOHHBIX cucTeM Popma 00ydeHus: OUHAs.

5. TlonoxkeHre O TPOBEACHHM TEKYIIEr0 KOHTPOJS YCIEBAEMOCTH W IMPOMEKYTOYHOM
aTTecTaluy oOydvaromuxcs (eaepalibHOrO TOCYJapCTBEHHOTO aBTOHOMHOI'O 00pa30BaTEeNbHOIO
yUpEeKAECHUs  BbICIIEro  oOpa3oBaHUsl  «MOCKOBCKMH  INOJIMTEXHUYECKUH  YHHBEPCUTET»
(Y1Bepxneno npukazoM Mockosckoro [Tomurexa ot 01.12.2022 Ne 13750 1).

6. YcTaB ¥ JIOKaJIbHBIE HOPMATHBHBIE aKThl MOCKOBCKOTO MOIUTEXA

Ob6nactu npohecCHOHAIBHON IeATeNFHOCTH U chepbl MPopeCCUOHATBLHON NesITeIbHOCTH, B
KOTOPBIX BBITYCKHMKH, OCBOMBIINE Iporpammy OakajnaBpuaTa (Aajee - BbIITYCKHUKH), MOTYT
OCYILECTBIIATH MPO(PECCHOHATBHYIO 1ATEIIHOCTB!



06 CBs3b, HHPOPMALMOHHBIE U KOMMYHHKAIIMOHHbIE TEXHOJIOTUH (B cepe MpOeKTHPOBa-
HUS, Pa3pabOTKU, BHEJPEHUS U HKCIUTyaTallil CPEJICTB BBIYUCIUTEIBHON TEXHUKU M MH(pOpMAaIU-
OHHBIX CUCTEM, YIIPABJICHUS UX KU3HEHHBIM LIUKIIOM)

BBIMyCKHUKN MOTYT OCYIIECTBIISITh IPO(PECCHOHATIBHYIO IEATEIBHOCTh B IPYTHX 00JacTIX
u (unmn) chepax mpodeccnoHaTIbHON AEATENbHOCTU MIPU YCIOBHHM COOTBETCTBUS YPOBHS MX 00pa-
30BaHMS UM  IOJYYEHHBIX KOMIIETCHIMH TpeOOoBaHMAM K KBalIM(puUKauuun paOOTHUKA,
NPEIbABISEMBIM COOTBETCTBYIOLUIMMH MTPOPECCUOHATLHBIMHU CTAaHAaPTAMHU.

4.2.0cHoBHAas JUTEpaTypa

1. Yepmakos, 1. B. Teoperndyecknue OCHOBBI MH(POPMATUKHU : YUYCOHUK W MPAKTUKYM JIJIsI
By30B / . B. UepmakoB. — MockBa : UsmarensctBo HOpaiit, 2023. — 353 c¢. — (Bricmiee
obpaszoBanue). — ISBN 978-5-9916-8562-7. — Tekcr : anextponHbld // OOpa3zoBarenbHas
iatdopma FOpaiir [caiit]. — URL: https://urait.ru/bcode/511750

2. 3umuH, B. II. Uadopmaruka. JlaGoparopHsiii mpaktukyM B 2 4. Yacte 1 : ydyeOHOe
nocobue g By3oB / B. Il. 3umun. — 2-e u3z., ucrp. u gon. — Mocksa : U3garensctBo KOpaiir,
2022. — 124 c. — (Bricmee oopazoBanue). — ISBN 978-5-534-11588-8. — TekcT : 2MeKTpOHHBIN
// Obpa3zoBarenbHas iatdopma IOpaiit [caiit]. — URL: https://urait.ru/bcode/490390

4.3. lonoJiHMTEIbHAS JIUTEpaTypa

1. Bonkosa, B. H. Teopust uHGpOopMaMOHHBIX MPOIIECCOB M CUCTEM : YICOHUK U TPAKTUKYM
s By30B / B. H. BonkoBa. — 2-e u3., nepepab. u qom. — Mocksa : M3narensctBo FOpaiit, 2023.
— 432 c. — (Briciee o6pazoBanue). — ISBN 978-5-534-05621-1. — TekcT : 31€KTPOHHBIH //
ObpazosarenbHas wiatdopma FOpaiir [caiit]. — URL: https://urait.ru/bcode/511112

2. Topanze, /1. JI. Uadopmaruka : yaeOHoe nocodue s By3os / 1. JI. Topagze. —
Mocksa : U3natenbctBo FOpaiit, 2023. — 158 ¢. — (Bricmiee obpazoBanue). — [SBN 978-5-534-
15041-4. — Texkcr : anekrponnslii // O6pa3oBatenbHas wiardopma FOpaiit [caiit]. — URL:
https://urait.ru/bcode/519865

4.4.)1eKTPpOHHbIE 00pa3oBaTebHbIE PeCypChl

1. Kypc OcHoBBI HH(DOPMAITMOHHO-KOMMYHHUKAITMOHHBIX TEXHOJIOTUHA
https://online.mospolytech.ru/course/view.php?id=10551

4.5  JluieH3MOHHOE U CBOOOHO pACIPOCTPaHsieMoe MPOrpaMMHOe odecriedyeHne

Jlnst  BBITIOTHEHHWST JTAOOpAaTOPHBIX pabOT W  CaMOCTOATENIBLHON paboThl HEOOXOIUMO
CIIeTyToIIee MPorpaMMHOE OOecTieueHHe:
1. ocC
2. Be06-06paysep
3 Putty
4 TerraTerm
5 BiosEmulator

4.6 CoBpeMeHHbIe TPpodeccHOHANbHBIE 0a3bI JAHHBIX U HH(POPMALMOHHBbIE CIIPA-
BOYHbIE CHCTEMbI

1. ®enepanbHas ToCcyaapcTBeHHAs HHGOPMAIIMOHHAS cucTeMa - HarmonansHas 3JeKTpoH-
Hast oubnmoreka (HOB) https://H30.pd

5. MarepuajibHO-TeXHHYECKOe o0ecredeHue
5.1.Tpe6oBanusi K 000PYA0BAHUIO M MIOMEILEHHUIO 1JIS1 3AHATHI
3aHATHA 110 npeaMeTy OcuHoBel  UKT AOJDKHBI TIPOBOAUTCSA B CICHUAIN3UPOBAHHBIX

aynutopusix B kopryce MockoBckoro Ilonmurexa Ha yi. IlpsHummnunkoBa n. 2a, ayn. [1P2402 u
[1P2403, ocHAIIEHHBIX COBPEMEHHOW OpPIrTEXHUKOW U TEPCOHAIBHBIMH KOMIBIOTEpAMU C
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MPOrPaMMHBIM OOECTICUeHHEM B COOTBETCTBUM C TEMATHKOW HM3y4yaeMoro marepuana. Yucio
pabounx MeCT B ayJAMTOPHUHU JOJDKHO OBITH JIOCTATOYHBIM Il OOECTICUCHMs] WHIMBHUIYATbHON
paboTel cTyneHToB. Pabodee MecTto mpernoaaBareis JOKHO OBITh OCHAIICHBI COBPEMEHHBIM
KOMIBIOTEPOM C TMOJKIIOYEHHBIM K HEMY IMPOEKTOPOM Ha HACTEHHBIM SKpaH, WJIH HWHBIM
AQHAIOTMYHBIM 10 (PYHKIIMOHAILHOMY Ha3HAYEHUIO 000PYI0BaHUEM.

6. Meroanyeckue peKOMeHAAUMH

6.1.MeToauyeckue peKOMeHIAUM ISl MPeNoaBaTeJisi 10 OPraHu3amumn

00y4eHus

1. HpI/I MNOATOTOBKEC K 3aHATUAM CJICAYCT NPCABAPUTCIBHO npopa60TaTb MaTepural 3aHATHA,
MPEAYCMOTPEB €r0 MoJIady TOYHO B OTBEAEHHOE ISl 3TOTO Bpemsi 3aHsaTHs. ClenyeT MoAroTOBUTh
HCO6XOI[I/IMBI€ MaTCepHraJibl — TCOPCTUICCKUEC CBCACHUSA, 3ada4u U JP. HpI/I MMPOBCACHUUN 3aHATHA
ClIeTyeT KOHTPOJIMPOBATh MOJady MaTepHaja W pelIcHHe 3aJaHuid ¢ y4€TOM yueOHOrOo BPEMCHH,
OTBC,Z[éHHOFO JJIA 3aHATHA.

2. Ilpu mpoBepke pabOT W OTYETOB CIIEAYyET YUYUTHIBATH HE TOJBKO MPABUIBHOCTH
BBIINNOJIHCHUA 3aI[aHPII>i, HO W OITHUMAaJIBHOCTb BBI6paHHBIX MCTOHNOB pPCUICHUA, IMPABUIIBHOCTDH
BBIINIOJTHEHUA BCEX €I'0 IIIaros.

3. Z[J'ISI caadyu pa60T, KOTOPBIC CTYACHT HE BBITIOJIHUII B TCUCHUEC CCMECTPA, IIPCIIOAABATCIIb
OpTraHu3yCT JOMOJHUTCIIBHBIC 3aHATHA B KOHIIC CEMCCTpaA.

6.2.MeToan4yeckue yKazaHusi 1Js1 00y4AOIUXCHA M0 OCBOCHHUIO TUCHMUIIIMHBI

N3ydenune MUCIMIUIMHBI OCYIIECTBIISIETCS B CTPOTOM COOTBETCTBHUH C IEJIEBOH YCTaHOBKOW B
TECHOM B3aUMOCBSI3M y4YeOHBIM TIIaHOM. OCHOBOH TEOPETHYECKOW IOATOTOBKH CTYIEHTOB
SIBIISTFOTCSI JICKITMOHHBIC 3aHATHS, JIA0OPATOPHBIC PaOOTHI.

B mpormecce camocTOSITENBHOM pabOTHI CTYICHTHI 3aKPEIUISIOT W YIUIyOJNSIOT 3HAHWS,
MIOJTYYCHHBIE BO BpEMs ayJUTOPHBIX 3aHSATHH, TOpadaThIBAIOT KOHCIEKTHI W 3aIUCH, TOTOBSTCS K
NPOBEICHUIO U 00palaTHIBAIOT pe3yNbTaThl Ja0OPATOPHBIX PabOT, TOTOBATCA K MPOMEXKYTOUHOU
aTTECTAIlNH, & TAKXKE CAMOCTOATEIBHO U3Y4al0T OTACIbHBIC TEMbI YU€OHOH MTPOrpaMMBbI.

Ha 3aHATHSX CTYJIEHTOB, B TOM YHCIIE MPEAINOJAralolluX MPaKTUYECKYI0 AeSTeIbHOCTS,
OCYIIECTBIISIETCS 3aKPEIJICHHE MOJYYSHHBIX, B TOM YHCJIE M B TIPOIIECCE CAMOCTOSTEILHON PabOTHI,
3Hanuil. Oco0oe BHMMaHHe oOpalaeTcss Ha pa3BUTHE YMEHUH M HABBIKOB YCTAHOBJICHUS CBSI3U
TIOJIOKESHUN TEOpUH C MTPOPECCHOHATFHON ICATEIHOCTHIO OYAYIIETO CIIeHAINCTA.

CamocrosTenbHas paboTa OCYIIECTBIAECTCS MHIAMBHIYadbHO. KOHTPOIB caMOCTOSTEIHHOM
paboThl OpraHu3yeTcs B IByX GopMax:

* 3aIUTa J1a0OPaTOPHBIX padoT;

* KOHTPOJIb CO CTOPOHBI TIpeTroaBaTesei (TeKyIHi U MPOMEKYTOUHBIN ).

Tekymuii KOHTPOJb OCYIIECTBISICTCS. Ha ayAMTOPHBIX 3aHATUSX, IPOMEKYTOYHBIH
KOHTPOJIb OCYIIIECTBIIICTCS HAa 9K3aMEHE B MIUChbMEHHOH (yCTHOI) popme.

Kpurepusimu oLleHKH pe3yIbTaTOB CAMOCTOATENBHOM pabOThI CTYICHTA SBISIOTCS:

* YPOBEHb OCBOEHHSI CTYJICHTOM Y4eOHOTO MaTepHaa;

* YMEHHS CTYJICHTa UCIOJIb30BaTh TEOPETUYCCKUE 3HAHMS TPH BBINOJIHEHHH TMPAKTUYECKUX

3ajady;
* chopMHEpPOBAHHOCTH KOMIIETECHIIHIA,
* opopmiIeHHE MaTepHaia B COOTBETCTBUU C TPEOOBAHMSIMU.
7. DOHA OLIEHOYHBIX CPEACTB
7.1.0nucanue noKasareJjied U KpUTeprueB OLCHUBAHUS
HaumeHnoBanue IIpeacraBienue
Ne OC OIEHOYHOI'0 KpaTKafl XAPAKTEPUCTUKA OCHOYHOI'0 CpeaCTBAa OLICHOYHOI'0 CpeacTBa B
cpeacTBa DOC
Konrpounbhsblii pydex | CpencTBo KOHTpOJIS, OpraHM30BaHHOE Kak oOuHas | Bompockr 10
1 (ycTHbIN orpoc/ | Oecena NeIaroruyecKoro paboTHHKa ¢ | Temam/pazzaenam
CO6€C€Z[OBaHI/I€) 06yanOIIII/IMC$I Ha TCMbI, CBA3AaHHBIC C H3y‘la€MOI7[ JUCHUITIINHBI. BOHpOCI)I
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HHCHHHHHHOﬁ, U paCcCYUTAaHHOC Ha BbIICHCHUEC
o0bema 3HaHMH OOY4alOIIErocs MO OMNpeAEICHHOMY
pasneny, TeMe, mpobiiemMe, B T.4. 1O JaO0OpaTOPHBIM
paboram.

o 11a00paTOPHBIM
pabotam

CpencTBo KOHTPOIIS, OpPraHW30BaHHOE Kak O4YHBIH | Bompocs 1o
NUCBMEHHBI  OTBET OOydaromerocss Ha TEMBI, | TeMam/pa3aenam
5 KonTpomnpHbIil pyOex | CBI3aHHBIE C  HM3y4aeMOW  JWCHUIUIMHOW, ¥ | JUCHUIUIMHBL Bompockl
(MMCHEMEHHBIN OTIPOC) | pACCUMTAHHBIA HA BBIICHEHHE O0beMa 3HAHWHA | IO mab0paTOPHBIM
o0ydJaromerocsi 1Mo OmIpeAesICHHOMY pasleny, Teme, | paboram
mpoGsieMe, B T.4. 10 JJa00paTOPHBIM paboTam.
4 Tect (T) Cucrema CTaHAAPTU3UPOBAHHBIX 3ananuii, | @OHJ TECTOBBIX 3aJaHHH
MO3BOJISIOIAs aBTOMAaTH3HPOBAThH IpoLERypy
HU3MEpEeHUs YPOBHS 3HAHUM u YMEHUM
obyuaromerocs.
5 OK3aMeHaIlMOHHBIE CpencTBo MpPOBEpKM 3HAHUM, yMEHHUIl, HaBBIKOB. | DK3aMEHALIMOHHBIE
ounetsl (OB) MoxeT  BKJIIOYATh  KOMIUIEKC  TEOPETUYCCKHX | OWIICTHI

BOIIPOCOB, 3a]a4, MPAKTHUECKUX 3aJaHU.

[IIxana oueHuBaHUA U
poLeaypa NpUMEHEHUs!.

7.2.0nucanue nokasareJieid 1 KpuTeprueB OLEHUBAHUSA KOMIIETEHIIMH,
(hopMHpPYyeMBbIX 10 HTOTaM OCBOEHMS INCHUILIHHDbI, ONMCAHUE IIKAJI

OICHUBAaHHUA

[lokazaTeneM OLIGHMBAHHUS KOMIIETEHIIMM Ha pa3NWYHBIX JTamax HX (OPMHUPOBAHUS
SBIISIETCS JOCTHXKEHHE 00yYalOIIMMUCS TUTAHUPYEMBIX Pe3yJIbTaTOB 00YUYEeHHUS 110 TUCHUTUIHHE.

IToxka3aTenn

Kpurtepuu oneHuBanus

2

3 4

5

OIIK-5 CnocobeH WHCTAIUIMPOBATh MPOrpaMMHOE U alllapaTHoe oOecreueHue IS
ABTOMATU3UPOBAHHBIX CUCTEM

“HPOPMAIIMOHHBIX U

OIIK-5.1. 3HaTh:

OCHOBBI CHCTEMHOT'0
AJIMUHUCTPUPOBAHHUS,
COBpPEMEHHBbIE  METO/IbI
HH(POPMALIHOHHOTO
B3aUMOIEUCTBHS
nH(pOpPMaLIMOHHBIX u
ABTOMATU3UPOBAHHBIX
CHUCTEM.

OIIK-5.2. Ymers:
MHCTAJUTUPOBATH
anmnapaTHoe

obecrieuenue,
MacmTabupoBaTh
HH(POPMALTHOHHBIC u
ABTOMaTU3UPOBaHHbIC
CHCTEMBI, OLICHUBATb
HE00XOAUMOCTh
MacuTabupoBaHus
CHUCTEM.

OIIK-5.3. Bnanerts:
METO[aMU YCTaHOBKHU
CHUCTEMHOTO "
MPUKIIAIHOTO
MpOrpaMMHOTO
obecrieueHHst

B

OO0yuaromuiics OO6yJatomtmiics OO6yuatommiics OO0y4aromuiicst
JIEMOHCTPUPYET JEMOHCTPUPYET JEMOHCTPHUPYET JEMOHCTPUPYET
MIOJTHOE HETI0JIHOE JaCTHYHOE TIOJTHOE
OTCYTCTBHE  WJIH | COOTBETCTBHE COOTBETCTBUE COOTBETCTBHUE
HEI0OCTaTOYHOE CJICAYIONINX 3HAHUM, | CIETYIOIINX CIIEAYIOLINX 3HaHUM,
COOTBETCTBHE YKa3aHHBIX B | 3HaHUH, YKa3aHHBIX | YKa3aHHbIX
Marepuay WHJIMKaTopax B MHIMKATOpax | WHIUKaTopax
JTUCHUTILIIMHEI KOMIIETEHILIUH KOMITIETEHIIUH KOMIIETEHIIHI
3HAHUH, JUCUUILITHHBI JCIUTITHHBI JICIUTIITHHBI
YKa3aHHBIX B | «3Hatb» (cM. 1. 3). | «3Hate» (cM. m. 3). | «3Hate» (oM. m. 3).
HHIUKATOpax Jomyckarorcs Ho  nmomyckatorcs | CBoOOIHO
KOMITETCHIINH 3HAYNTEIbHBIC HE3HAYUTEIbHbIC orepupyer
JUCTIUTUTHHBI OIITMOKH, OITMOKH, TIPHOOPETEHHBIMHU
«3HaTBH» (CM. II. 3). | TPOSIBIIAETCS HETOYHOCTH, 3HAHWUSIMH.

HEIOCTaTOYHOCTh 3aTpyIHEHUs.  IpU

3HAaHWH, 10 PsLy | AaHAIUTHYECKUX

nokasaTejiei, onepanusx.

oOyuJaromuics

UCIIBITHIBAET

3HAYNTEIbHBIC

3aTpyIHEHUs.  IpH

OTIEpUPOBAHUH

3HAaHWSAMH TIpH WX

TIepeHoce Ha HOBBIE

CHUTYaIIH.

OIIK-7. CriocobeH pa3pabaThIBaTh aJrOPUTMBbI U IPOTPAaMMBI, IPUTOIHBIE JUISl IPAKTUYECKOTO IIPUMEHEHUSI
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HOIIK-7.1. 3naer | OOyuwaromuiics OOyuaromuiics OOyuaromuiics OO0yuaromuiics
OTIEPAIIMOHHBIE CHUCTEMBI | AEMOHCTPHUPYET JIEMOHCTPUPYET JIEMOHCTPUPYET JIEMOHCTPUPYET
" 0007109KH, | MOJHOE HETI0JTHOE YaCTHYHOE MIOJTHOE
COBpEMEHHBIE Cpenbl | OTCYTCTBHE WM | COOTBETCTBHE COOTBETCTBHE COOTBETCTBHE
pa3paboTkn HEI0CTaTOYHOE CIICYIONINX 3HAHUM, | CIECAYIOMINX CIIEYIOIINX 3HaHUM,
MPOrpPaMMHOTO COOTBETCTBHE YKa3aHHBIX B | 3HaHUH, YKa3aHHBIX | yKa3aHHbIX B
obecrieueHusl. MaTepuairy HMHIUKATOpax B MHIUKATOpax | WHIUKATOpax
HNOIIK-7.2. VYMeeTr | QUCHUILUINHEI KOMIIETEHIINH KOMIIETEHIINH KOMIIETEHIINH
TECTUPOBATH 3HAHUH, JUCUUIITHHBI JUCUUIIITHHBI JVCLUILTHHBI
paboTocnocoOHOCTh YKa3aHHBIX B | «3Hatb» (cM. m. 3). | «3Hate» (cM. m. 3). | «3HaTh» (cM. 1. 3).
MPOTPaMMBl, WHJIMKaTOpax Honyckarorcs Ho  nmomyckatorcs | CBoGOAHO
MHTETPUPOBATh KOMITETECHIMH 3HAYUTEIbHBIC HE3HAYHUTEIIbHbIC orepupyer
MPOTrpaMMHBIE MOJTYJIH. JICLUITIIHHBI OLINOKH, OLINOKH, pUOOpPETEHHBIMU
HOIIK-7.3. Bnaneer | «3narb» (cM. 1. 3). | mposiBisieTcst HETOYHOCTH, 3HAHUAMM.
METOJaMH  OTIagKd | HE0CTaTOYHOCTh 3aTpyIHEHUS]  TIpH
TECTUPOBAHUS 3HAaHWH, 10 PsIy | AaHAIUTHYECKUX
paboTociocoOHOCTH TMOKa3aTelNe, OTIepanusx.
MPOrpaMMBbl oOyJaromuics

HCTIBITBIBAET

3HAYNTEIbHbIC

3aTpyIHEHUs  IpH

OIIEPUPOBAHUH

3HAaHMSAMH TP UX

NepeHoce Ha HOBBIE

CHUTYaIIH.

7.3.111kaJia olleHUBAHMS Pe3yJIbTATOB MPOMEKYTOYHON ATTECTALMHU U €€

OIuCaHHue.

®opMa NPOMEKYTOUYHOM ATTECTAIUM: IK3aAMEH.

[IpomexxyTouHass arrectauus oOyvaromuxcs B (opMe SK3aMeHa MPOBOAMTCS TI0
pe3yJsbTaTaM BBIIIOJHEHUS BCEX BHUJIOB y4eOHOH paboThl, IPeAyCMOTPEHHBIX yUYE€OHBIM IUIAHOM IO
JAHHOW JUCHMIUIMHE (MOIYJII0), HPU OSTOM YUMTHIBAIOTCA PE3YJIbTAThl TEKYLIETO KOHTPOJIS
yCIIEBaeMOCTH B TeueHHe ceMecTpa. OIeHKa CTEeNeH! JOCTHKEHHsI 00yUYaroIUMUCS TUIAHUPYEMBbIX
pe3ynabTaToB OOY4YeHHs MO JUCHUIUIMHE (MOMAYNI0) TPOBOJUTCA IMPENojaBaTesieM, BEIyLIUM
3aHATHS 10 TUCLMIUIMHE (MOAYJIO) METOAOM SKCIEpTHOHW oueHKU. [lo uroram mpomexyTouHOH
aTTecTallud 1O JAWCHMILIMHE (MOJYJIO) BBICTABIAETCA OLIEHKA «OTIMYHO», «XOPOILIOY,
«YIOBJIETBOPUTENBHO» HIIU «HEYIOBIETBOPUTEIBLHOY.

[IpuBeneHHbIe HUXKE MpaBUIIA BBICTABJICHUS OLICHOK U OIMO3JaHUN MOTYT OBITh H3MEHEHBI,
€ClIM IIpernojaBaTellb CoOYTEeT 3TO HEOOXOAMMBIM. BakHO, YTOOBI CTYAEHTBHI PEryJsIpHO
pOCMAaTPUBAJIH IJIaH Kypca, BeutoskeHHbIN B CL1O, Ha ipeiMeT ero 0OHOBIICHUS MM U3MEHEHHS.

B cooTBeTcTBUM C IIIAHOM JUCHMIUIMHBI CTYJC€HTaM BBIJAIOTCS 33aJaHMs Ha J1JaOOpaTOpHbIE
pabotsl. JlabopaTopHble pabOTBI MOTYT COCTOSITh M3 MPAKTUYECKHX 33/JaHUM, KOTOpBIE TPEOyIOT
BBINOJIHEHHUSI Pa0OThl B ayJIUTOPUM YHUBEPCUTETAa M 3aJaHUM A CaMOCTOATENBbHOM padOTHI.
[Momumo TpeGoBaHMii W OmMMCAaHUS 3aJaHUs B paboTe yKa3aH KpalHHH cpok cmauu. s craum
71a00paTOPHOM pabOTHI CTYIEHTY HEOOXOAUMO BBIIOJHHUTH MPAKTHUECKYIO YaCTh B COOTBETCTBUU C
3aJaHMeM M 3alluTHTh pabory. Bo Bpems 3amuThl J1abopaTopHOW pabOTHI IMpEnoaaBaTellb
IpOBEPSAET MPAKTHUECKYI0 4acTh PabOThl M ONPAIIMBAET CTYIEHTAa MO TEOPETUYECKHM pa3ienaM
TeMbl JabopaTOpHOM paboThl. Ecim cTyneHT oTKa3bIBaeTCs OTBEYATh HA BONPOCHI, WIM JaeT
HOJTHOCTBIO HEBEPHBIE OTBETHI, MJIM OTBETHI HE 10 T€ME, TO paboTa MOXKET CUUTATHCS CIAHHOM, HO
IpY 3TOM OHa OIICHMBAETCs He BhIlIe | Gana.

PaboTa nomkHa OBITH BBIIIOJHEHA CTYJIEHTOM CaMOCTOATENBHO: Ha CKPUHIIOTAX CTYIEHTa
JIOJKEH OBITh BUJCH pabo4Mii CTOJI, MEHIO IMyck ¢ naToi u BpemeHeM U MO crynenta. Ecnu atu
IpaBUiIa He COOIIIOAAI0TCSA, TO pabOTa HE CUUTAETCS CIAHHOM M HE OLICHUBAETCSI.

PyGexHble KOHTpOIH (YCTHBIA/MTUCBMEHHBINA OMPOC) CAAIOTCS B ayIUTOPHU WHIAUBHYaIbHO
[0 BapuUaHTy 3aJaHMsl, BBIJAHHOMY IIperojaBaTesieM B Ha3HaueHHble OHU. Ilpu orcyrcTBUn
CTYZICHTA B JICHb HalMCaHUs KOHTPOJIBbHOM paboThl eMy pa3peliaercs claTh paboTy Ha CleAyIOIIeM
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3aHITHH, TPU STOM CTYICHTY Hauyucisercs mrpad B pasmepe | Oamna, 3a KaKIyr HEICIO
MIPOCPOYKH.

Kaxnpiii cTyeHT uMeeT mpaBo Ha 3 Hemenu omo3fgaHus (06e3 HauucieHus mTpadHbIX
0aJyIoB), KOTOPBIE MOTYT OBITh MOTPAauYCHBbI HAa JIFOOBIC 3aJaHus B TeueHHe cemectpa. Ono3naHus
NpeIHa3HAYeHBl JJI PEIICHUS OCOOBIX CHUTyallWif, TaKUX Kak OOJe3Hb WIH 4Ype3BbIUANHBIC
ceMeiiHbIe 00CTOATEIbCTBA.

CTymeHThI JOJKHBI 3apaHee cOoO0IaTh O TOM, YTO Y HUX MOTYT BO3HUKHYTh TPYJTHOCTH CO
CBOEBPEMEHHOI caauedl 3agaHus WiM npoekTta. llpu Hamuuuu peanbHBIX NPUYMH 3aIEPHKKU
CTYJIEHTaM CJIeyeT KaK MOXXHO CKOPEE CBS3aThCA C MperojaBaTelieM W OOCYIUTh BO3MOXHBIC
YCIIOBUSL.

K mpomexxyTOYHOW aTTecTaluu JOMYyCKAITCS TOIBKO CTYACHTHI, BBIMOJHUBIINE BCE BHIIBI
yueOHOM paboThl, MPEeIyCMOTPEHHbIE paboyeil mporpaMmol MO IUCHUIUIMHE — BBINOJHEHUE U
3ammra  JlabGopaTopHbIX pabOT COIVIACHO  MOJyYEHHOMY  3a/IaHUIo, cjJada  pyOexHbBIX
KOHTpPOJICH(yCTHBIX/TIMCBMEHHBIX ~ ONPOCOB/coOeceioBaHUil) 1O TeMaM ydeOHOTrO  Kypca,
BBINIOJITHEHME TECTOB II0 BCEM paslenaM Kypca, BKJIIodas MTOroBblii Tect B cucreme JIMC
MockoBckoro ITonurexa ¢ JOCTH)KEHHEM MOPOTOBBIX 3HAYCHHWM OIICHOK MO0 BCEM BHJAM Y4eOHOU
pabotel. [Ipu 3TOM wHCHONB3yeTCs OATTBHO-PEUTUHTOBAsT CHUCTEMA, BKIIOYAOINAS CICIYIOIIHE
KPUTEPUHU OLICHKH.

Kpurepnii

3HayeHue KpUTEpHs

Beinonnenue u 3ammra
nmabopaTopHbIX paboT B cpok. (L)

Ot 1 10 5 GayuIoB 3a KaXIyt0 paboTy B 3aBUCUMOCTH OT YPOBHS IPAKTUYECKOTO
BBINIOJIHEHHS pabOThI M 3HAHHS TEOPETUYECKOTO MaTepuana.
MakcuMalibHOE 3HaueHHe KpuTepus — He Oosee 25 6asuioB.

Cnada pyOeKHBIX KOHTpOJICH IO
TeMaM Kypca B CpOK
(ycTHBIH/IICEMEHHBIH ompoc/
cobecemoBanue),()

Ot 1 no 5 GamnoB 3a Kaxgoe cobeceOBaHHE B 3aBUCHMOCTH OT YPOBHS U
3HaHHUS TEOPETUUYECKOT0 M MPAKTHYECKOro MaTepuara.
MaxkcumansHOe 3HaUeHHE KpuTepus — He Ooree 25 6aios.

BEInonHeHne TECTOB MO TeMaM
Kkypca B cucteme JIMC(T1)

ITo 1 Gamury 3a KakIplil TecT, BBIIOJHEHHBIN Ooiee yeM Ha 70% MpaBHIIBHBIX
oTBeTOB. MakcuManbHOe 3HAUeHHe KpuTepusi — He Oomee 10 Oamnos.
Jomyckaercst 3 IONBITKH HAa KaXIbIil TECT B TSUCHUE CEMECTPa.

BrinosiHeHne UTOroBOro Tecra Io
BCEM TEMaM Kypca B CHCTEME
JIMC (T2)

ITo 1 Gammy 3a xaxzasie 10% mnpaBUIBHBIX OTBETOB B TecTe. MHHUMaIbHOE
3HaueHne kpurepus — 7 6amnoB (70% TpaBMIIBHBIX OTBETOB), MAKCHMAIbHOE
3HaueHne Kpurepus — 10 6amnos (100% mpaBUIBHBIX OTBETOB).

ITocemenue 3anstuii (V)

[Io 1 Gammy 3a mpUCYTCTBHE CTyAEHTa Ha KakIoM 3aHATHH (2 ak. daca)
MaxkcumaibHoe 3HaueHue Kpurepus — 30 6aJIoB.

Kospuument craHHeix padoT

(K)

Koapuuuenr pasen 1, ecnu Bce paboThl (J1abopaTopHbie paboThI, pyOexKHbIE
KOHTPOJIH, TecThl) cianbl u 0 ecim XoTsi Obl 071Ha paboTa He caHa.

Pacuer urorosoro 6amia (F)

F=(L+I+T1+T2+V)*K

BrlnonHenne 3K3aMEHAIIMOHHOTO
3aJaHus

[Tpn BBIOOpE CTYIEHTOM BBIIOJHEHHSI AK3aMEHALIMOHHOTO 3aJaHusi Oaiibl
HaOpaHHbIE B TEYEHHUM CeMecTpa OOHYJSIOTCS. MakcHManbHOE 3HAa4YeHHUE
kpurepust — 100 6ansos.

OleHKA M0 0ALIbHO-PEeHTHHIOBOI cucTeMe | OneHKa M0 MTOrOBOM aTTEeCTAIIMH
0...60 HeynoBneTBopuTEIbHO

61...75 Y 10BIIETBOPUTENHHO

76 ... 90 XopoIo

91 ... 100 OTIUYHO

Il kana oneHUBaAHUS Onucanmne

Cpennee 3HaueHue sl BceX (OPMUPYEMBIX Ha MOMEHT MPOBEICHHs aTTeCTallMk YPOBHEH
KOMITETeHIIMH — 5. BBINONHEHbI Bce BUIBI Y4eOHOH paboThl, NMPEeLyCMOTPEHHBIE yUeOHBIM
mwiaHoM. CTyJIeHT JEMOHCTPUPYET COOTBETCTBHE 3HAHUIH, yMEHUH, HABBIKOB IIPUBEJCHHBIM B
TabnMIax Ioxasaresieif, onepupyer NMpUOOPETEeHHBIMH 3HAHWSMH, YMEHUSIMH, HABBIKAMH,
MPUMEHSET UX B CHTYaLMsIX MOBBIIIEHHOH CIOXHOCTH. [IpH 3TOM MOTYT OBITH JOIYIIEHBI
HE3HAYNUTENbHbIC OIIMOKM, HETOYHOCTH, 3aTPyAHEHMS IIPU AHAJUTHYECKHX OIepalusix,
nepeHoce 3HaHUH M YMEHUH Ha HOBbIE, HECTAaHJAPTHBIC CUTYAIIHH.

OTanuHOo

Xopoiio Cpennee 3HaueHue sl BceX GOPMUPYEMBIX HA MOMEHT MPOBEICHHUS aTTECTALUH YPOBHEH
KoMIleTeHIIMHA — 4. BbINonHeHbl Bce BUbI Y4eOHOWH paboThl, MPELyCMOTPEHHBIE YueOHBIM
rwiaHoM. CTyeHT [eMOHCTPUPYET HEIMOJHOE, MPAaBUIbHOE COOTBETCTBUE 3HAHUM, YMEHHH,
HABBIKOB IIPUBEICHHBIM B Ta0OJIHIAX MTOKA3aTeNIeH, IMOO SCIIH P 3TOM OBLTH TOMYINEHBI 2-3

HECYIIICCTBCHHBIC OIIUOKH.
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Y 10BJIETBOPUTENBHO

Cpennee 3HaueHue Al BceX (OPMUPYEMBIX Ha MOMEHT HPOBEICHUS aTTeCTalluk YpPOBHEH
KOMITeTeHIIMH — 3. BBINONHEHBI Bce BUABI Y4eOHOH paboOThI, MPeryCMOTPEHHbIE Y4eOHBIM
mwiaHoM. CTyAeHT JEMOHCTPUPYET COOTBETCTBUE 3HAHUII, B KOTOPOM OCBEILEHAa OCHOBHAs,
HanOosee BaKHas 4acTh Marepuala, HO IPH 3TOM JOINYIIeHa OJHa 3HAYMTENbHAsl OIIMOKa
WY HETOYHOCTb.

HeynosnerBopurensHo

He pmocturHyto moporoBoe 3HaueHHE XOTsS OBl JUII OJHOTO YPOBHS (OPMHPYEMBIX Ha
MOMEHT HpOBEICHHUs aTTeCTallil KOMIeTeHuWi. He BbImonHeH onuH wmwin Oojee BHAOB
y4e0HO# paboTHI, IPeTyCMOTPEHHBIX yUeOHBIM IIaHOM. CTyIEHT NIEMOHCTPUPYET HEMOIHOE
COOTBETCTBHE 3HAHWI{, yMCHWH, HAaBBIKOB IPHUBEICHHBIM B TaliMmax mokKa3areney,
JOIIYCKAIOTCS 3HAUUTEINIbHBIE OIIMOKH, MPOSIBIAETCS OTCYTCTBHE 3HAHHM, YMEHUH, HAaBBIKOB
O psARy T[OKasarenel, CTYASHT MCIBITBIBACT 3HAYUTENBHBIE 3aTPyIHEHHS IIPH
OIIEPUPOBAHUHU 3HAHUSAMH M YMEHHAMH IIPH MX [IEPEHOCE Ha HOBBIE CUTYALH.

7.4.0nucanus nmokazareje OLEHMBAHUA U KPUTEPUEB OLlCHUBAHUA

B mnpouecce

KOMIIeTeHI NI
OCBOCHHS JIaHHOW IUCIMIUIMHBI CTYJCHT (OPMHPYET WU JIEMOHCTPUPYET

clIeayromue 06HlerO(1)eCCI/IOHaJ'ILHBIe KOMIICTCHII MU
KOIL N HAUMCHOBAHHEC KOMIICTCHIIMH I/IHI[I/IKaTOpI)I IIAaHUPYEMBIX PE3YyJIbTaTOB O6y‘~I€HI/I$I 1o

MUCIUIUINHE.
KomneTrenuun Mepeyens TexHos0orus ®Dopma Crenenu ypoBHeii
(¢opMupoBaHMs | OHEHOYHOTO | OCBOEHMSI
Hupexe | Unpekc KOMIIOHEHTOB N ot .
KOMIIeTeHIn i cpeacTBa KOMIIeTeHIn i
OIIK-5 Cnocoben OIIK-5.1. 3Harts: JlabopaTopHble YO BA30BBIN
WHCTAJUIMPOBATh OCHOBBI CHCTEMHOTO | paboThl, II YPOBEHB:
pOrpaMMHOE W | aAMUHHUCTPUPOBAHMS | CAaMOCTOATENIbHAS | DK3aMeH CIIOCOOHOCTB
anmnapaTHoe , coBpeMeHHBIe | paboTa BBINOJIHATH
obecrieueHne JUISL | METOJBI MOy 4Y€HHOE
nH(pOPMAIMOHHBIX M | HH(POPMAIIHOHHOTO 3aJjaHue, TPUMEH
ABTOMATH3MPOBAHHBI | B3aWMOJICHCTBHUS IOy 4E€HHbIC
X CHCTEM MH(GOPMAIMOHHBIX | 3HaHWE ¥ yMEHHA Ha
aBTOMATU3NPOBAHHEI MIPAaKTHKE, BIIAACThH
X CHCTEM. COOTBETCTBYIOIINM
OIIK-5.2. YMmeTh: U WHIAKATOPAMH
HHCTAJUIMPOBATH KOMIICTCHIIN N npu
amnmnapaTHoe BBIITIOJIHCHU U
obecrnieuenue, 3a7aHus.
MacuTabupoBarh
nH(pOpMaMOHHBIE | [IPOJIBUHY ThII
aBTOMAaTU3UPOBAHHBI YPOBEHD:
e CHCTEMEI, CIIOCOOHOCTH
OLICHUBATh BBINOJIHATH
HEOOXOANMOCTD MIOJy4E€HHOE
MacIITabupoOBaHUs 3aJjaHue ¥ peIaTh
CHCTEM. CaMOCTOSATEIILHO
OIIK-5.3. Bnagets: c(OpMUpPOBaHHbIE
METOAaMH1 YCTaAaHOBKHU 3ajga4du, MPpUMCHSA
CHUCTEMHOI'O u IMOJIYUCHHBIC
MPUKIIHOTO 3HaHHWE ¥ yMEHHS Ha
MIPOrPaMMHOT0 TIPAKTHKE.
obecrieueHusl. YBepeHHO BIA/EThH
OIIK-7 Cnocoben HOIIK-7.1. 3Haer COOTBETCTBYIOIIIM
pa3pabaTbIBaTh OTIepaIOHHBIE U HWHAWKATOPaMH
AJITOPUTMBI U | CUCTEMBI u KOMIIETCHIIUH  TIPH
MPOTPaMMBI, 0001104KH, BBINOJIHEHUH
HPUTOHbIC U | COBPEMEHHBIE CPEIbl 3aJjaHus,
MPaKTHYECKOTO pa3paboTku KOMOMHHPOBATh HX
MPUMEHEHHS MPOTrPaMMHOTO MeXay coboit u ¢
o0ecreueHusl. UHMKaTOpaMu
HOIIK-7.2.  VYmeer JIpYTHX
TECTUPOBATh KOMITETCHIIMHA  JUIs
paboTOCIOCOOHOCTH JTOCTIIKCHUS
MPOrPaMMBI, TIPOEKTHBIX
HMHTETPUPOBATh pe3yIbTaTOB.
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IIPOrpaMMHBbIE
MO/IYJIH.

HUOIIK-7.3. Bnaneer
METOJIaMH OTJIQ/IKU U
TECTUPOBAHUS
paboTociocobHOCTH
pOTrPaMMEI

**_ CokpamieHns: GopM OIICHOYHBIX CPENCTB CM. B mpriioxkeHuu 2 k PIT.

7.5.9K3aMeHalHOHHOE 3aaHHue.
dopma 5K3aMEHAIIMOHHOTO 3a/aHUSl BHIOMpPAETCS MperojaBaTelieM U YTBEpXKIAeTcs Ha
3acenannu Kadeapel. IK3aMEH MOXKET MPOXOAUTh B CIEIyIOMUX (opMax M C HCIOIH30BAHUEM
CIIEAYIOLIUX OLUEHOYHBIX CPEICTB.

Dopma IIpencraBiaenne oueHoYHOro cpeacrsa B POC

YcrHast. BaHK KOHTPOJBHBIX BOMPOCOB, COOTBETCTBYIOIIUX OTACIbHBIM TEMaM JAUCHMIUIAHBI (cM. 1. 4
HACTOSIIEr0 JOKyMeHTa). Bormpocsr popMupyIOT SK3aMEHAIMOHHBIA OMIeT (CM. HIKE), COCTOSIIUIN U3
TEOPETHYECKUX BOMPOCOB M MPAKTUYECKUX 3aJaHUi (THIIOBbIE MPAKTHYECKUE 3aJJaHUs MPEJCTaBIICHBI
HIDKE). BUIeThl, BKJIIOYask BOMPOCHL M TPAaKTHYECKHE 3afaHusi, (OPMHUPYIOTCS MNperojaBaTeieM H
YTBEPXKIAIOTCS Ha 3aceaHuu Kadenpbl. B HUX MOTYT OBITh BKIIIOYEHBI JOIOJIHUTEIILHBIE KOHTPOJIbHBIE
BOIPOCHI M 3aJlaHusl, HE TPEOYIOIINE Y CTYACHTOB HAIHUYUS HE (HPOPMUPYEMBIX TAHHOW JUCIUILIMHON
KOMIETEHIMI Wik Oojiee BBICOKHX 3TanoB Cc(HOPMHUPOBAHHOCTH (GopMupyeMbix. s oTBera Ha
KQXIBI BOIPOC ¥ ISl PEIICHUS JIFOOOT0 MPAKTHYECKOTO 3alaHus CTYACHT JOJDKEH HAaXOIUTCS Ha
TpeOyeMoM Ui JAHHOM IUCIMIUIMHE YPOBHE C(OPMHPOBAHHOCTH BCEX COOTBETCTBYIOIIUX €U
KOMIICTCHIMIA: Ka&XAbl BOMPOC H 3aJaHUE MPOBEPSET YpOBEHb C(HOPMUPOBAHHOCTH BCEX
COOTBETCTBYIOUIMX JAHHON UCUHMIUIMHE KOMIICTCHIIHH.

[MucemenHas. | OueHOYHOE CPENICTBO MOTHOCTHI0 COOTBETCTBYET OLIEHOUHBIM CPEACTBAM YCTHOM ()OPMBI 3a1aHHS.

7.6.CniMcoK 3K3aMEeHALIMOHHBIX BOIIPOCOB.

1. ®opm-dakrop. Onpenenenue. [Ipumepsl. Kak BeiOpats BIT?

2. Marepunckas miara. Dopm-(paKkTopbl 1 KOMIIOHEHTHI

3. HIT - ocHoBHBIE xapakTepuCTUKU. COKEeT. YBeIMYeHUuEe MPOU3BOAUTEIBHOCTH. Pas3roH.
Cucremsl oxnaxaerus L{I1

4. 113Y. O3Y. Onpenenenus v Tunbl. Moaynu namsatu. Ko,

5. IInarer pacummpenust, Buabl U tumsl ciotoB pacmupenus (PCI, mini PCI, PCIx, PCle,
Risercard, AGP)

6. HDD, SSD. RAID-maccuBbI M UX YPOBHH

7. BHenrHue MOPTHI U TUTIBI Ka0eseil. AanTepsl U MepexoTHUKH

8. Ycrpoiicta BBoAa. Tpaaumonnsie. CoBpeMmennbsie. HoBbie u HoBelinne. KVM.

9. YcrpoiicTBa BHIBOJA.

10. BIOS /UEFIL. IIpouenypa POST. BIOS u CMOS. OcHoBHbIe crocoObl 3ammTthl 1K
yepe3 BIOS /UEFI.

11. DCP. Tunel konebaHWii HANpsOKEHUS MUTAHUS. YCTPOWCTBA s 3alIUTHI  OT
AJIEKTPUICCKUX KOJICOAHHIA.

12. Ilenmu u mnpeumymiectBa npoduuaktuueckoro obcmyxkuBanus [IK. Ilpodumaktuka
obopynosanus. [IpodunakTuka mporpaMMHOT0 oOecredeHus

13. 6 OCHOBHBIX 3TanoB MPOLEAYPHI TOKCKA U yCTpaHeHus Henonanok ¢ I1K

14. Tuns! cereit LAN, WLAN, PAN, MAN, WAN, VLAN, WMN, VPN

15. Tuner noaxmrouenus k Uatepuet.(ISDN, DSL, Wi-Fi, xabenbHas ceTh, CIIyTHUKOBAS
nepeaava, CoTOBbIe TEXHOJIOTHH U p.).

16. CereBbie moaenu (OSI, TCP/IP)

17. TIpoTOKOJIBI TPAaHCTIOPTHOTO YPOBHA. OCHOBHBIE HOMEPA MTOPTOB MPHUIIOKEHUH.

18. Cranmaptsl, poTokosbl u ckopoctu: Wi-Fi, coroBas cBsizb, Bluetooth, NFC, RFID,
yIpaBieHUE YMHBIM TOMOM

19. Knuenr-cepsepHble ceTu. DyHKINN U IPOTOKOJIBI CETEBBIX CEPBUCOB.

20. duznueckre KOMIOHEHTHI ceTu. CeTeBbie ycTporcTBa. POE

21. CereBas cpena nepenauu qanubix. Kadenn. Pazsembr. CkopocTu

22. CereBas anpecanusa. MAC, [Pv4, [Pv6. IlpaBuna cokpamienusi B azapece [Pvo,
0TOOpaXeHHEe aPEeCcoB.
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23. Cratnueckas u auHamuueckas aapecanus. DHCP, [P-aagpec, Mmacka nozaceru, 1uiro3 1o
ymommuanuto, DNS. Link-local anpec.

24. OcHOBHbBIE MapaMeTpbl HACTPOWKHM NPOBOJHOW M OecrpoBoaHoi cetn. Hacrtpoiika
MEKCETEBOI0 FKpaHa.

25. HoyrOyku. KommonenTsl. Jlucmiieit HoyTOyKa.

26. Moo6wibHbIe ycTpoiicTBa. KoMmmonenTsl. O6opynoBanue. THUIBI cCOeTUHEHUT.

27. Tuns! npunTepoB. IIponecc nazepHoi nevarty.

28. Bupryanuzanus. Mcnons30BaHue Ha CTOPOHE KJIMEHTA. TpeOOBaHUS I BUPTYaTbHBIX
MAIIIHH.

29. O6naunbie cepBuckl (SaaS, PaaS, [aaS). UeTsipe ocHOBHBIC MOIEIH 00JIaKa.

30. OnepanumonHnsie cucteMbl. OnpeneneHne u TepMuHbl. OCHOBHBIE (PYHKIIUH.

31. Be16op u o6noBnenne OC. Paznuuus 32-bit u 64-bit Bepcuit Windows

32. Pa3buenue xecTkoro nucka Ha pasnensl. MBR u GPT. Pa3gensi.

33. daitnoBas cuctema K)ecTkoro aucka. Tunel u orinuus. DopMatupoBaHue.

34. Cnioco6sl 1 BapuaHThl ycraHoBKH Windows. Sysprep.

35. 3arpy3ka Windows. Pexxumsr 3anmycka. Peectp. Kiroun peectpa.

36. Linux, Unix, macOS. MoOWIbHbEIE ONEpalluOHHBIE CUCTEMBI.

37. Bupycsl 1 «TposiHcKrMe KOHW». Tunsl BpegonocHoro [10

38. Tuns! atak Ha npotokon TCP/IP. Araka HyneBoro ausa. CriocoObl 3a1UThI

39. OcHOBHBbIE MOHATHUS TOJIUTHKH 0€30MaCHOCTH

40. OcHOBHBIE CTIOCOOBI 3AIIHUTHI TAHHBIX

7.7.1lpuMepHBbIi CIUCOK BOMPOCOB /sl KOHTPOJIbHBIX py0eskel M 321U ThI

JJadopaTopHbIX padoT

Tema 1

1. ®opm-akTop onpeaeneHre U IPUMEpHI.

2. Kopmyca. Bei6op kopmyca u BEHTHIISTOPOB KOITyCOB

3. BII. ®opm-daxTopsl 1 pa3béMbl. BeiOop 0710Ka mUTaHUS U KOpITyca

4. Marepunckas tuiata. DopMm-pakTopsl W KOMIOHEHTHL. XapaKTEPUCTHKH BBIOOpa
MaTE€PUHCKOU IJ1aThl

5. HII, coker. IloBbimenne mpou3BoauTEIbHOCTH. CHUCTEMBI OXJIaxIeHus. BwriOop 3THx
KOMIIOHEHTOB

6. Tune! namstu. [13Y

7. O3Y. Monynu namsitu. Kam

8. Ilnatel anantepoB u cinotsl pacupenus (PCI, mini PCI, PCIx, PCle, u np.)

9. Be1bop Buneokaptsl. BeiOop miat agantepos

10. YcerpotictBa xpaneHnusi anHbeix. MHTEpdeiick HakomuTeneil. Beibop m nmpeumyiecrsa
HDD u SSD.

11. Unrepdeiicsl Hakonuteneld. Cxopoctu. [loaxnroueHne BHEIIHUX YCTPOWCTB XpaHEHUS
JAHHBIX, XapakTepucTuku kadesnst USB.

12. Yro Takoe RAID u kakue BUIbI BbI 3HAETE?

13. BuaeonopTsl 1 kabenu

14. Ipyrue noptsl 1 kabenu. KomnoneHTs nepexosa.

15. TpanuuuonHsle ycrpoiictBa BBoga 1 KVM

16. YcTpoiicTBa BBIBOJIA.

17. MouuTOopsl. XapaKTepUCTHUKU U BBIOOP.

18. ToscThie M TOHKUE KIUEHTHI

19. OcoGeHHOCTH celHaIu3UPOBAHHBIX KOMITBIOTEPHBIX CUCTEM

Tema 2,3

1. IlpaBuia TeXHUKU 0€30MaCHOCTH. DIEKTpUYecKas U oxkapHasi 6€3011acHOCTb.

2. Dnekrpobe3zonacHocTh. Yto Takoe DCP u criocobsl ero npeaoTBpalieHus?

3. Tunsl kKoneOaHU HAMPSKEHUS] MTUTAHUS

4. YcrpoicTBa AJs 3alIUThHI OT JIEKTPUUYECKUX KOoeOaHu

5. 3ammra oKpy>Karouiei cpebl
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6. 3aueM HykeH O00KUMHOW MHCTPYMEHT, MOHTQ)XHBIi MHCTPYMEHT M Tpelicep (TeHepaTop
TOHA), MYJBTUMETP

7. IllporpamMMusle cpeacTBa oociyskuBanus [1K

8. IIporpaMMmHBIe cpeAcTBa 3aIUThl 000PYI0BAHUS M JaHHBIX

9. Ioaxmouenune BII. Ycranoka L1 u matepuHckoii tuiatel. Kakme kabGenu uayT oT
NepeHeN maHemu.

10. Yro takoe POST?

11. BIOS u CMOS. I'ne maxoastcsi, GyHKIIUH.

12. BIOS. OcnoBHble pa3nensl. Hactpolika.

13. OcnoBubie cniocoOwl 3ammuThl 1K gepes BIOS (Drive Encription, Lojack, TPM, adm
pass)

14. IlnarHocTrka COCTOSIHUS KOMITbIOTEpa ¢ momoibio BIOS

15. UEFI. Untepoeiic, dpynkuuu, otimmuus ot BIOS

16. Pexxnmbr B UEFI

17. O6noBnenue BIOS

Tema 4

1. IlpeumymiecTBa NpOPUIAKTHIECKOTO 00CTYKHUBAHUS KOMITBIOTEPA.

2. llpodunakruka [10

3. Ilpodunaktuka 060pya0BaHUS

4. Kakue WHCTPYMEHTBHI TOTPEOYIOTCS BO BpeMsl MPOPUIAKTHYECKOTO OOCTyKMBaHUS
HactosibHoro I1K? Kakue mpoGieMbl perMyIECTBEHHO CBA3aHbI ¢ Kabensimu BHyTpH [1K?

5. ®akTOphl BO3ACUCTBUSA BHEITHEW CPEIbI

6. UTo HY>HO ClIeiaTh JJs COXPAaHHOCTH JAHHBIX Iepe]l MpoBeIeHHeM padoT?

7. ANTOPUTM TTIOMCKA U YCTPAHECHHS HEUCIIPABHOCTEH (6 TTyHKTOB)

8. TIlompobGHoe onmcanue anroputma (myHKTHl 1,2,3) mOMCKAa U YCTpaHEHHS
HEHUCTIPABHOCTEM?

9. TIlompoOHoe omucanue anroputMa (myHkTel 4,5,60) TOMCKa H  yCTpaHEHUS
HEHUCTIPABHOCTEM?

10. Pactipoctpanennsie Henonaaku I1K u criocoObl ux ycTpaHeHus

11. IIK He BrItOUaeTcs (MpUIHHbBI)?

12. Ilocne ycranoBku HOBOM BuueokapTbl PCle x16 xommproTep nepectan MOKa3blBaTh
BUJICO (TIPUYUHBI)?

13. KomnbroTep He pacro3HaeT J00aBICHHYIO ONEPATUBHYIO MaMTh (IPUYHUHBL)?

14. KoMmproTep HE pacro3HaeT YCTPOUCTBO XPAaHECHHS TaHHBIX (MIPUYUHBI)?

Tema 5, 6

I. OC. Yrto Takoe MHOro3aJauyHoCTb, MHOTOIPOLECCOPHOCTh, MHOTONOTOYHOCTbH?
MHoromnosbs30BaTeabCcKasi CUCTEMA.

2. 4 ocaoBuble pyHknuu OC. API u mpumepst
. UeMm otnuuaercs 32 bit u 64 bit apxutexTypa npoieccopa?
. CepBepnble OC u Hactonbable OC. OcoOeHHOCTH U IPUMEDBI.
. Kak mogo6patre OC? CoBMECTUMOCTb.
. O6noBnenue OC (mpeumytiecTBa U HepocTaTKH). [lepeHoc naHHBIX
. Bb10op Hakonutens. CTpyKTypa )KeCTKOro JUCKa.
. Uro takoe MBR, GPT? CpaBnenue.
. Hactpoiika sxectkoro qucka. Kakue ObIBatoT pa3aesnsi?

10. ®opmarupoBanue. Paitnossie cuctembl. FAT32, NTFS, EXFAT otnuuuns?

11. Cnoco6s! 1 BapranTsl ycraHoBKH Windows. Sysprep.

12. 3arpy3ka Windows. Pexxumsl 3amycka.

13. Peectp. Onpenenenue, pyuxuuu. Kimoun peectpa. Kak oTkpbITh penakTop peectpa?

14. Ilanens ynpaBieHus (KaTerOpuu, MyHKTHI U yTUIUTHI). Jlucnerdyep ycTpoicTB (PyHKIMH
Y 3HAYKH )

15. Unatepdetic komanaHOM cTpoku. KomaHbI.

16. Bupryanuzauus, tpedboBanus k IIK, koTopble UCTIONB3YIOTCS B LENSX BUPTyaJIN3allUH.
[TpeumymiecTBa? Kakue cymecTByOT MporpaMMHbBIEC CPEACTBA i co3nanus BM.

O 0 1 O\ D W
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17. Ilpodunakruyeckoe oocmyxkuBanue. Hactpoiika aBTo3arpysKu.

18. Pacnpoctpanennsie mpoosemsl. [Ipuunnasl n pemenus: 1). OC He 3amyckaeTcst u 2).
[IpuoxxeHne He yCTaHABIMBAETCS.

Tema 7, 8

1. Cpensl nepenauu naHHbIX. [IpomyckHas cnocoOHOCTb. Pesxumbl
. Tumel ceteit
. Opranusanuu OTBETCTBEHHBIE 32 pa3pabOTKy ceTeBbIX cTaHAapToB. [loHsATHE MpOTOKOMIA.
. Monens OSI
. Monens TCP/IP
. CSMA/CD (CA). CtannapTsl.
. Ceresble ycTpolicTBa. PoE.
. Mennbie kabenmu u pazbeMbl. Kateropun Butoi napel. CXxeMbl Pa3BOJIKH.
. BonmoxoHnHo-onTnueckue Kabeau U pa3beMbl

10. Aapecanms cereBbix ycrpoiictB: MAC, IPv4 (dpopmar, macka nmoacetn), IPv6 (dpopmar,
IIPaBWJIa COKPALLEHUS HYJEH).

11. Crarnueckas u nuHamMudeckas aapecarnus, Link-local, DNS. ICMP, ping

12. Ponp u ¢yskuu tpancnoptHoro ypoBHs. IIporokonst TCP u UDP npeumyiectBa u
HepocTaTku. CTaHAapTHBIE TTOPTHI.

13. CereBas unrepdeiicnas minara. Hacrpoiika mnatsr NIC.

14. Hactpoiika poOBOJHOTO M OecrpoBOIHOTO MapuipyTtu3aTopa. OCHOBHBIE TapameTphl
OecTpOBOTHOM CETH.

15. VPN.

16. TexHonmoruu noAxatoueHus Kk MIHTepHer.

17. Llentpsr 00paboTku qaHHbIX. O0IavYHbIEe TEXHOJIOTHH.

18. Tlponemypa moucka HEUCIPABHOCTEH ceTu. PactipocTpaHeHHBIE TIPOOIEMBI.

O 0 IO DN = WK

7.8.11pumep u3 tecra B cucreme JIMC.
[Tonp30BaTens HAcTpamBaeT TOYKY OECIIPOBOJHOTO JOCTyMa M XOYET IPEJOTBPATHTh
oOHapysxeHHe ceTH cocesimu. Kakue neiicTBUs HeOOXOAMMO MPENNPUHATH MOJIb30BATEIN0?
* OTxitounTh TpaHcsiuuo SSID
* Bxorounts mmmdposanne WPA
* Hactpouts napamerpst DMZ
* Hactpoutes DNS-cepsep

7.9. Ilpumep opopMiIeHHS IK3aMEHALMOHHOI0 O1JIeTa

MUHUCTEPCTBO HAYKHU U BBICILIET'O OBPA3OBAHUS POCCUMCKON

®EJIEPALIIN
DEJIEPAJIBHOE 'OCYAAPCTBEHHOE ABTOHOMHOE OBPA30BATEJIbHOE YUPEXIEHME BBICILIEI'O OBPABOBAHI S

«MOCKOBCKHH MOTHTeXHHYECKHH YHHBEPCUTET»
(MOCKOBCKHH ITOJINTEX)

SK3AMEHAILIMOHHBIM BUJIET Nel
10 AUCLUIUINHE
«OCHOBBI nadpopmMaimoHHO-KOMMYHHUKAITHOHHBIX TEXHOIOTHID

Hanpasienue noaroroBku 10.05.03
«MudopmannonHas 6€301MacHOCTh ABTOMATU3UPOBAHHBIX CUCTEM

BOIIPOCHI:

19




1. ®opm-dakrop. Onpenenenue. [Ipumepsr. Kak BeiOpats BI1?
2. ®uznueckue KOMIOHEHTHI ceTu. CeTeBble ycTpoiicTBa. PoE
3. OcHOBHbIE IOHATHUS MOJUTUKU OE30MTACHOCTH

YTBepxKaeHO: / [« »
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