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1 Hean, 3axa4m ¥ NJIAHUPYeMble pPe3yJIbTAThl 00y4eHHsl 110 JUCHUIIIHHE

Llens AUCIUNIINHEL:

I/I3yquI/Ie TCXHOJ’IOFHﬁ, MCTOOOB MU CPCACTB CO3JaHHA 3alllUIICHHBIX I/IH(l)OpMaIII/IOHHI)IX
CHUCTCM IJIA YCHGMHOﬁ HpO(beCCHOHaHbHOﬁ JACATCIIbHOCTH.

3a1a4u JUCUUIUIMHBL

1. ®opmupoBanue
6e3onacuoctu (Mb) B UIC.

2. N3yueHue NpuHIMIIOB OCTpOoeHUs 3amuiieHHbx UC.

3. O3HaKoOMIJIEHUE C ySI3BUMOCTSIMU, yrpo3amu b u BUgamMu aecTpyKTUBHOTO BO3AEHCTBUSI,
XapaKTepHbIMHU 11 coBpeMeHHbIX MC.

npoeCCUOHATBHON  KyJIbTYphl —obOecredueHus: HHQPOPMALUOHHOM

4. Nzydenne noaxooB u metonoB ooecneuenus b UC.

[Inanupyembie pe3ynbTaThl 00ydeHUs

O6y‘{CHI/IC 10 AUCLHHUIIIINHE ((3aIJ_II/IH_IeHHLIC I/IHCI)OpMaI_[I/IOHHLIe CHUCTCMbI» HAIIPABJICHO Ha

¢dopmupoBaHue y 00yHaromuXxcs CIEAYIOUMX KOMITETCHIINHA:

Koa n HamMeHOBaHMe KOMIIETeHIINH

I/IHIII/IKaTOPI)I JOCTHKCHHUA KOMIICTCHIIUN

OIIK-2. Cnocoben pa3pabatbiBaTh
TEXHUYECKHHA TPOCKT CHUCTEMBI (TIOIACHCTEMBI
MO0 KOMITOHEHTA CHCTEMBI) O00ECTICUCHHS
MH(POPMAIIMOHHOH 0€301TacHOCTH

NOIIK-2.1. VYmeer: pa3pabaTeiBaTh
TEXHUYECKHNA MPOCKT CHCTEMBI (IIOACHCTEMBI
100 KOMITOHEHTA CHCTEMBI)
oOecrneyeHust UHGOPMALIMOHHOW
0€30IaCHOCTH.

I1K-2. CnocobeH pa3pabaTbIBaTh CUCTEMBI,
KOMIUIEKCHI, CPE/ICTBA U TEXHOJIOTUU
obecrieyeHrnss THPOPMATMOHHOW
0€e30MacHOCTH

NIIK-2.1. 3HaeT MeTOAbl KOHILIENITYaJIbHOTO
MIPOEKTUPOBAHMS TEXHOJIOTUI

oOecrnieyeHust UHGOPMALIMOHHOW
0€30I1acHOCTH;

NIIK-2.2. YMeeT npuMEHSTh METOIbI
pa3paboTKu CUCTEM, KOMIUIEKCOB, CPEJICTB U
TEXHOJIOTHI obecreueHnss HHPOPMAITMOHHOM
0€30I1acHOCTH;

WIIK-2.3. Brageet HaBbIKaMU pa3paboTKH
CUCTEM, KOMILJIEKCOB, CPE/ICTB U

TEXHOJIOTHI obecreueHnss HHPOPMAITMOHHOM
0€3011acHOCTH

[IK-3. Cnocoben mnpoBoauTh 0OOCHOBaHUE
COCTaBa, XapaKTEPUCTUK U (YHKIIMOHAIBHBIX
BO3MOKHOCTEN CUCTEM u CPEICTB
obecrnieueHus nH(OPMALIMOHHON
0€30macHOCTH OOBEKTOB 3aIIUTHI HA OCHOBE
POCCUICKHMX M MEXTyHAPOJHBIX CTaHIApTOB

NIIK-3.1.  3Haer:  OTEYECTBEHHbIE WU
MEXTyHapOJHbIE CTaHJapThI
MHPOPMALMOHHOW 0E30MacHOCTH; OCHOBHEBIC
OPUHIUIBI  OpraHMU3allUd  TEeXHUYECKOro,
IPOTPaAMMHOTO " MHPOPMAITMOHHOTO
o0ecrieueHus 3alUIEHHBIX
MH(POPMAIMOHHBIX CHCTEM; OCHOBHBIE
METObI u cpeicTBa obecrieueHus
0€30MacHOCTH  ONEPALMOHHBIX  CHCTEM;
OCHOBHBIE METOJIbI M CpEJICTBA OOecreueHHs
CETeBOI 0€30MacHOCTH; OCHOBHBIE METO/BI U
cpenactBa  obecrieyeHus 0€30MAaCHOCTH B
cUcTeMax yrpaBiieHUs 0a3aMu TaHHBIX.

NIIK-3.2. YmeeT: 000CHOBBIBaTh MPUHIIUIIBI
OpraHu3alliil TEXHHYECKOTO, MPOTPAMMHOTO
u MH(OPMALIMOHHOTO obecrnieueHus
MHPOPMAIIMOHHON  0€30IacHOCTH  00BEKTa




3aIIUTHI; OCYILIECTBJISATH BBIOOD

(bYHKIIMOHATIBHON CTPYKTYPBI
CHCTEMBI 00eCTICUeHUS WHGOPMAMOHHON
0€30IacHOCTH.

NIIK-3.3. Bnageer: HaBbIKAaMU TPUMEHEHUS
OTEYECTBEHHBIX u MEXKTyHAPOTHBIX
CTaH/1apTOB MH(POPMALIMOHHOM
0e30ImacHOCTH IsI  0O0OCHOBAHUSA  COCTaBa,
XapaKTePUCTHK u (YHKITMOHATTEHBIX
BO3MOXKHOCTEH CHUCTEM u CpeICTB
obecreyeHus MH(POPMAIMOHHOM

0€30I1acHOCTH OOBEKTOB 3alllUThI; HABBIKaAMH
HaCTpOfIKI/I NOACHUCTEM 3alllUThl OCHOBHBIX
OIICPAMOHHBLIX CUCTCM.

IIK-15. Crocoben opranusoBarth | UIIK-15.1. 3maer wMeromsl BBOAa B

BBIIOJTHEHUE  pabOT MO  BBOAY B [ OKCIUTyaTtalMio  CHCTEM W CpEACTBa

HKCILTyaTaIuIo CHCTEM " CpeAcTB | obecnieueHus MH(POPMAIMOHHOM

obecrniedeHus nH(GOPMaIIMOHHON | 6e30MacHOCTH.

0e30macHOCTH NIIK-15.2. VYmeer:
OpraHHM30BaTh BBHIIOJIHEHHE padoT MO BBOAY B
OKCILTyaTaIuio CHCTEM " CpeAcTB
obecreyeHus nH(GOPMAaMOHHON
0e30macHOCTH

NIIK-15.3. Bnageer MetogamMu OpraHu3aluu
BBITIOJTHEHUS pabort 10 BBOJIY B

IKCILTyaTaIuio CHUCTEM u CpeiCTB
oOecreyeHus MH(POPMAIMOHHOM
0€e301acHOCTH

2  MecTo IMCHUILUIMHBI B CTPYKTYpe 00pa30BaTeibHOM MPOrpaMMbl

JlucrumiimHa OTHOCUTCA K 00s3aTeNhbHOM YacTh/4acTd, (OpPMHUPYEeMON ydacTHHKaAMU

o0pa3oBaTenbHbIX OTHOIIEHUN O6510Ka b1 «lucuummuHb! (MOIYITN)».

Bo BpEMA OCBOCHUA NUCHUIIIINHBI ((38.H_II/IH_IGHHLIC I/IHq)OpMaI_[I/IOHHbIe CUCTEMBD» CTYACHTAM

HOHa,ZLO6$ITCSI 3HaHH, HpI/IO6p€TeHHBIe paHee B XOAC OGy‘-ICHI/I}I o CJICAYIOIIUM JUCHUTIIIINHAM:

MeToab! 1 CpeCTBa KpUNTOTpaGUUECKON 3alIUThI HHPOPMAIINH;

Crannmaptuzanus u ceprudukanys B HHGOPMAIIMOHHON 0€30TaCHOCTH;

3amra MHGOPMAIMK B aBTOMATH3MPOBAHHBIX CHUCTEMax YIPABICHUS TEXHOJIOTHYECKUMHU
poreccamMu;

3ammra HHPOPMALIMHU OT YTEUKH MO0 TEXHUUECKUM KaHaJlaMm;

[IpoekTHpoBaHWE OPTraHU3AIMOHHO-PACTIOPSIUTEIBLHBIX JIOKYMEHTOB IO 00ECHCUCHUIO
nH(OPMaIIMOHHON OE30MaCHOCTH;

[IporpammHO-anmapaTHbIE CPEICTBA 3AIMUTHI HHPOPMAITUH.

3 Crpykrypa U coaep:kaHue JTUCUUILIHHBI

OO61as TpyA0€MKOCTh IUCHUTUTHHBI COCTaBISAET 4 3a4eTHbIE enuHuUIbI (144 yacoB)



3.1 Buabl yueOHO# padoThl U TPYAOEMKOCTH

3.1.1 Ounas hopma 0OydeHuUs

Ne . KoanuectBo CemecTpsl
Buj yueOHoii padoThl
n/n 4acos 3
1 | AyautopHble 3aHATHSA 72 3
B Tom uuce:
1.1 | Jlekuuu 3
1.2 | CeMuHapckue/mpakTHYECKUE 3aHATHS 3
1.3 | JIaGopaTopHbIe 3aHATHUS 72 3
2 | CamocTosiTesibHAsA padoTa 72 3
3 | IIpomexyTouHasi aTTeCTANMS 3
DK3aMeH 3
Hroro: 144




3.2.1 Ounas ¢popma 0OyueHus

3.2 TemaTn4eckuii IVIaH U3yYeHHUS AUCHUTITHHBI
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Ayautopnas pa6ora QE
5 © g = )
o ) S < =
Ne Pasnennbl/TemMbl ) = 2 i i g =
= = 5058 =2 gm| =&
n/n AMCHMILINHBI S = a2 E g9E 52| 38
= 5 | E5% 2| £Eg| 5 &
E2 s o8| 25| 8
= SE0 89 g o S
v o = 8= §
O E = =
o
1 Paznen 1. Ilonstue wHbOpMAIMOHHON 17 8 9
CHCTEMBl M PAaCCMOTPEHHUE aPXHUTEKTYp
MIPUMEHSIEMBIX MH(OPMALIMOHHBIX
cHCTEM
2 Pazgen 2.  OcHOBHBIE  aCIEKTHI 17 12 9
noctpoenus 31UC
3 Paznen 3. Onucanue nHPOPMAITMIOHHOM 17 12 9
CUCTEMBI u ocoOeHHoCTeH ee
(YHKIMOHUPOBAHUS
4 Pazngen 4. llepedueHb NOTEHIIMAIBHBIX 17 8 9
HUCTOYHUKOB aTaKk U OMNpEIENICHHUE HUX
BO3MOXKHOCTEHN (MO/IE€Ib HAPYILINUTEIS)
5 Pasnen 5. Omnpenenenne  yposus | 21 8 9
3alUICHHOCTH TAHHBIX B
MH(GOPMALIMOHHOHN CHCTEME
6 Paznen 6. Onucanue yIrpo3 21 8 9
6e30macHOCTH UHPOPMALIUU
(Monenb yrpo3 0e30MacHOCTH
uHpOpMaLIUN)
7 Pazmen 7. Meronsl BeiOOpa cuctemsl | 17 8 9
3aIuThl HH(OPMALIUU




8 Pasnen 8. PykoBopsimme nokymeHtsl | 17 8 9
OCTOK Poccun
Hroro 144 72 72

3.3 Conepskanue QM CHUATIINHbBI

Pazgen 1. Ilonstme WHPOPMALMOHHOW CHUCTEMBI W PAaCCMOTPEHUE APXUTEKTYP
pUMEHSIEMBIX HHPOPMAIIMOHHBIX CHCTEM

Ilonatne nHGOPMAMOHHON CHCTEMBbI, OCHOBHBIE KOMIIOHEHTHI MH()OPMAIIMOHHON CHCTEMBI.
Bunsl uHpopmannoHHbIXx cucteM. OCOOEHHOCTM Pa3IUYHBIX apXUTEKTyp WH(POPMALMOHHBIX
cUCTeM. YPOBHM OpraHM3aLUU  apXUTEKTyp HHGPOPMALMOHHBIX cucteM. OcobOeHHOCTH
pacrpeieN€HHbBIX HH()OPMAIIMOHHBIX CUCTEM.

Pasnen 2. OcHoBHble acniekTsl moctpoenus 3UC

PerynmupoBanue  OTBETCTBEHHOCTHM  HapymieHWHd  WH(GOPMAIMOHHOH  0€30MacHOCTH.
[Iporpamma uHpOpManMOHHONH Oe30macHOCTH. KOHTPOIb AeSITETbHOCTH B 00JIACTH OE30MACHOCTH.
Mopenu mnpezactaBieHusi nHPopManuoHHON 3amuThl. dopmupoBaHue TpPeOOBaHMI K CHCTEME
nH(}OpMaITMOHHOM 0e30MacHOCTH. DTarbl o0ecreueHruss HHPOPMaIMOHHON 6€30TacHOCTH.

Paznen 3. Onucanue nHPOPMALMOHHOM CUCTEMBI U 0COOEHHOCTEH ee (PyHKIIMOHUPOBAHMS
Crpyktypa u coctaB  uH(popManuoHHOW  cucTeMbl. Omnucanue  (QU3HYECKHX,
(YHKINOHATIBHBIX, TEXHOJIOTMYECKUX M JIOTHUYECKUX B3aUMOCBSI3CH.

Pa3nen 4. [lepeyeHb NOTEHIMATBHBIX UCTOYHUKOB aTaK U OMpEIeTICHUE UX BO3MOXKHOCTEH
(MOZIeTh HAPYIITUTEIS)

Kareropust nui, paccMaTpuBaeMbIX M HE PACCMATPUBAEMBIX B Kauye€CTBE HAPYLIUTEICH.
OO0o001IeHHbIE ~ BO3MOXKHOCTH ~ HapylIUTeNns.  YTOYHEHHBbIE  BO3MOXKHOCTH  HAPYIIUTEIS.
AKTYalnbHOCTh HCIIOJIb30BaHMS (MPUMEHEHUS) BO3MOXKHOCTEH HApyIIMTENs Ui MOCTPOCHUS H
peanmu3anyu atak. MeToIMYecKue peKOMEHIAINH 10 pa3padOTKe HOPMATHUBHBIX MPABOBBIX aKTOB,
OTIPEICIISIONINX YTPO3bl 0€30MaCHOCTH IaHHBIX.

Pa3nen 5. OnpeneneHue ypoBHs 3alMIIEHHOCTH JaHHBIX B MH()OPMAIIMOHHON cHCTEME

Omnpenenenne Tuma yrpo3 OeszomacHocTH uWHpopMmanuu. OmpenereHne KaTeropuu
oOpabatbeiBaeMbIX JaHHBIX. OmnpeneneHne KoIuyecTBa CyObeKTOB NaHHBIX. OmnpeaencHue ypOoBHS
3alIUIIEHHOCTH JaHHbIX. Onpenenenue kiacca MHGOPMalMOHHON cucTeMbl. OlEHKa CTeNeHu
BO3MOXKHOTO yiiepOa. Onpezenenue Kiacca 3aluIIeHHOCTH HHPOPMAIIMOHHOW CUCTEMBI.

Pa3znen 6. Omnucanue yrpo3 Oe3omacHoctH uH(popMamuu (MOAENs yrpo3 OE30MacHOCTH
UH(POPMALIUH)

Onpenenenne TnepedHss yrpo3 O€30MacHOCTH WHMOPMAIMHA, BO3MOXHBIX C Y4ETOM
noTeHnuana Hapymmurens. OnpeaeneHue mepedns yrpo3 0e30macHOCTH HH(popMarmu, BO3MOKHBIX
C YYETOM NMPUMEHSAEMBIX TeXHOJIOTHI. OnpeeieHre NCX0IHON 3alTUIIeHHOCTH HH()OPMAITMOHHOM
cucteMbl. OrmnpeenieHne YacToThl (BEpOSTHOCTH) peanm3anuu  yrpos. Ompezaenenne oObema




HEeraTUBHBIX nocieacTBuid. CriocoObl peanu3anuu yrpo3 6e3omnacHocTd nHpopmanuu. Bo3mosxHbie
ySI3BUMOCTH HH()OPMAITHOHHON CHCTEMBI.

Pa3nen 7. Mertozs! BIOOpa CHCTEMBI 3alTUTHI HHPOPMAITUH

Knaccudukammst metomoB BbeiOOpa cucTem 3amuThl uWHopmanuu. MeTton aHamm3a
uepapxuii. MeToq TapHBIX CpaBHEHHH anbTepHATUB. MHOTOKpPUTEpPHAIBHBIM BBIOOp B
MEPAPXUUECKUX CTPYKTYPAaX C MHOYKECTBOM DPA3JIMUHBIX AJBTEPHATUB IOJ KpUTEpHUSIMH. MeTozsl
NPUHATHS PEIICHUH, OCHOBAaHHBIE HAa MCCIIEOBaHUU onepanuii. ComocTaBlIeHUE yrpo3 U METOAOB U
CpeZICTB uX ycrpaHeHusi. UrpoBsie cTpaTteruu BbIOOpa CUCTEMBI 3aIIUTHI HHPOPMALIUU

Paznea 8. PykoBonsmue nokymentst ®CTOK Poccun

Tpe60BaHI/I$I K 3alMIICHHOCTH aBTOMATHU3UPOBAHHBIX CHCTCM. Knaccer 3aHII/IIHéHHOCTI/I
nHopMaIrmoHHBIX cucTeM. AcnekTsl 3amuménabix UC, ¢purypupyrommue B TpedoBanusax @CTOK.
Knaccudukanus 3anmiméHubXx "HGOPMAIIMOHHBIX CUCTEM.

3.4 TemaTnka CeMMHAPCKHX/MIPAKTHYECKHX U JJA00PATOPHBIX 3aHATHI

3.4.1 CeMuHapCKHe/IPAKTUICCKUEC 3aHATHUS
He npenycmotpensl

3.4.2 JIaGopaTopHBbIE 3aHITHS

Pazgen 1. Ilonstue WHPOPMALMOHHOM CHUCTEMbI U PACCMOTPEHUE APXUTEKTYP
pUMEHSIEMbIX HHPOPMALIMOHHBIX CHCTEM

JlabopaTropHnasi pabora 1. OnpezenieHre ypoBHS UCXOTHOM 3alTUIIEHHOCTH

Pa3zgea 2. OcHoBHBIE acniekThl nocTpoeHus: 3NUC

JlabopaTropnasi padora 1. OnpezesieHne nepeyHs yrpo3 06€30macHOCTH MEPCOHATBHBIX
JAHHBIX TpU UX 00paboTKe B MHOOPMAIIMOHHBIX CUCTEMAaX MEPCOHATBHBIX JaHHBIX

JlaGopaTopHas padora 2. OnpeneneHue 4acToThl (BEpOATHOCTH) peann3aluu
paccMaTpuBaeMoOr yrpo3bl

Pazaen 3. Onucanne HHPOPMALMOHHOM CUCTEMBI U 0COOEHHOCTEH ee (PyHKIIMOHUPOBAHHUS

JlaGopaTopuas pa6ora 1. Onpesnenenue K03QPUIUCHTA PEATU3YEMOCTH YTPO3bI U
BO3MOXXHOCTH Peaji3aiiu

JlaGopatopnas padora 2. OnpeiesieHUE TUIA AKTyaJIbHON YIPO3bI

Paznen 4. [lepeueHb NOTEHIMAIBHBIX UCTOUHUKOB aTaK M ONpEAEICHNE UX BO3ZMOXKHOCTEH
(MOZeNnb HAPYIIUTEIS)
JlaGopaTopHas padora 1. Co3gaHue MOIE€IN BEPOSTHOIO HAPYLIUTENS

Pasnen 5. OnpeneneHue ypoBHs 3alIUIIEHHOCTH JaHHBIX B MH()OPMAIMOHHON crCTEME

Onpenenenre ypoBHS 3allMILEHHOCTH

JlabopaTropHnasi pabdora 1. OnpeeneHrne akTyalbHbBIX YyIpo3 0€30MaCHOCTH TEPCOHATBHBIX
JaHHBIX MPU UX 00paboTKe B MHGOPMAIMOHHBIX CUCTEMaX MEPCOHANBHBIX JaHHBIX

Pa3zgen 6. Onucanue yrpo3 Oe3omacHoCTH HMHpoOpManuu (MOJENb yrpo3 0e30MacHOCTH
UH(POPMALIUH)



JlaGopatopnas pa6ora 1. CocraBieHue MOAeIH yrpo3 06e30macHOCTH MH(POPMALMOHHON
CHCTEMBbI

Pa3nen 7. Mertozs! BIOOpa CHCTEMBI 3alTUTHI HHPOPMAITUH

JlaGopatopnas padora 1. OnpenesieHrue coCTaBa U COJIEpKaHUsl OpTraHU3aALMOHHBIX U
TEXHUUYECKUX Mep o obecredeHrio 0e30MacHOCTH MEPCOHANBHBIX JAaHHBIX MIPH UX 00pabOTKeE B
UH(GOPMAIIMOHHBIX CHCTEMAX

Pasnea 8. Pykosogsamue nokymentsl @CTOK Poccun
JlaGopaTopnas padora 1. O630p pykoBOISAIIHNX JOKyMeHTOB DeepaabHON CITyKObI
TEXHUYECKOTo 1 3kcnopTHOro koHTpousst (PCTIK Poccun)

4 YyeOHo-MeTOOMYeCKOe M HHPOPMALMOHHOE o00ecneyeHne

4.1 HopmatusHble 10kyMeHThI 1 'OCTb1

1. denepanbHblii TOCYJapCTBEHHbIM 00pa30BaTENbHBIA CTaHAAPT BBICIIETO OOpa30BaHMS
(ypoBeHb MaructpaTypsl) To HampaBieHuto mnoarotoBku 10.04.01 UudopmanmnonHas
0€3011aCHOCTh, YTBEpXKIEHHBIH NpuKa3oM MuHuCTepcTBa 00pa3oBaHMs M Hayku Poccuiickoi
®enepanuu ot 26.11.2020 Ne 1455.

2. [IpodeccronabHBIC CTAHTAPTHI:

— 06.032 Cpernmanuct mo 0e30MacHOCTH KOMIIBIOTEPHBIX CHCTEM U CeTei. YTBEpXKAEH
npukazoM MuHucTepcTBa Tpya U conuanbHoi 3amuThl PO ot 14.09.2022 Ne 533H;
— 06.033 Cneumanuct mno 3amuTe HHOOPMAIMM B aBTOMATU3UPOBAHHBIX CHUCTEMaX.

YTBepxkaeH npukazoM MuHuCTepcTBa TpyAa U connanbHou 3amuTsl PO ot 14.09.2022 1. Ne

525mn).

4.2 OcHoBHas JUTEpaTypa

1. Momak, H. H. 3ammmenusie nHbopMalmoHHble cUCTeMbl : ydeOHoe mocobue / H. H.
Momak, JI. K. ITtuneina. — Cankrt-IletepOypr : CII6OI'YT um. M.A. bonu-bpyesuua, 2020.
— 216 ¢. — Tekcer : anekTpoHHbIH // JIaHb : 31eKTpoHHO-OMbIMoTeuHas cucrema. — URL:
https://e.lanbook.com/book/180099 — Pexum noctyna: aas aBTOPU3. MOJIb30BaTENIEH.

2. Tlapdpénos, 1O. II. CpenctBa ympaBieHHss W 3alIUTHl HWHPOPMALMOHHBIX PECYPCOB

aBTOMATHU3MPOBAHHBIX cHCTeM : ydeObHoe mocobue / FO. Il. Ilapp&noB. — 2-e¢ mzm. —
MockBa : ®JIMHTA, 2022. — 120 c¢. — ISBN 978-5-9765-5016-2. — Texkcr :
aneKTpoHHbIN //  JlaHb . DNIEKTpoHHO-OMOmmoreyHas  cuctema. —  URL:

https://e.lanbook.com/book/231707. — Pexxum qoctyna: sl aBTOPH3. MOIb30BATENEH.

3. TlporpammHO-amnmapaTHble CPECTBA 3AIMUTHI HHPOPMAIIMOHHBIX CHCTEM : Y4eOHOe mocoOue
: B 3 wacTax / B. A. I'punnes, 0. A. I'y6ckos, A. C. lepsa6un, A. B. flkoBneB. — Tam00B :
TI'TY, 2022 — Yacte 1 — 2022. — 77 c¢. — ISBN 978-5-8265-2467-1. — Tekcr :
INeKTpoHHbIN //  JlaHb :  DJIEKTPOHHO-OmMOymoTeunas  cucremMa. —  URL:
https://e.lanbook.com/book/355133. — Pexkum noctyma: Uisl aBTOPH3. IOJIH30BATEIICH.
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4.3 JlonoJHUTEJBHAS JJUTEPATYPA

1. HectannaptHble METO/IbI 3alIMTHl MHPOpMaLuK : yaeOHoe nmocobue / cocraButenu B. I1.
[Mamumnnes, A. B. JIsxoB. — Craspomnons : CK®VY, 2016. — 196 c¢. — Tekct : 31eKTpOHHBIH //
Jlanp : snexTpoHHO-OMONMOTeuHas cuctema. — URL: https://e.lanbook.com/book/155239. —
Pexxum noctyna: 1 aBTOpU3. MOJIb30BATEIICH.

2. Ulermos, A. KO. MaremaTrueckue MOAETH M METOIBI (POPMAaIBHOTO MPOCKTHPOBAHUS
CHCTEM 3alIUThl HHPOPMAIIMOHHBIX cUcTeM : yueOHoe rmocodue / A. 0. Ulernos, K. A. Illernos. —
Cankr-Iletepoypr : HUY UTMO, 2015. — 93 c. — Texkcr : anekTpoHHbIH // JlaHb : 3JIEeKTPOHHO-
oubmuoreuynas cucrema. — URL: https://e.lanbook.com/book/70897 — Pexum noctyma: mis
aBTOpU3. MOJIb30BATEIICH.

4.4 DJyeKTpOHHBIe 00pa3oBaTe/bHbIC PeCypChl

OO0P pazpabarteiBaeTcs.

4.5 JIuneH3u0HHOE H CBOOOTHO PACIpoOCTPaHsieMoe MPOrpaMMHoOe o0ecredeHne

1. OpenOffice: pexxum mocTyma: cBOOOIHBIN
2. Slanexc. TeneMoCT: peKuM JOCTyIa: CBOOO HBIM.

4.6 CospemenHble npogeccnoHaNbHbIe 0a3bl JAHHBIX H HHPOPMALMOHHbIE CIIPABOYHbBIE
MaTepHaJIbl

1. eLIBRARY.RU: Hayunas snekrponHas 6ubimoreka: cailT. - Mocksa, 2000 -. - URL:
https://www.elibrary.ru (gara obpamenus: 16.03.2021). — TekcT: 37€KTPOHHBIIA.

2. JIAHb: anextponHo-610OMMOTeUHAas cuctema: cait. — Cankr-IletepOypr,2010 -. - URL:
https://e.lanbook.com (nara o6pamenus: 10.03.2021). - TekcT: 37€KTPOHHBIMA.

3. ®CTOK Poccun: I'ocymapcTBeHHBIH peecTp CepTU(HUIMPOBAHHBIX CPENICTB 3aAIIUTHI
uHpopmanmu. — MockBa, 2014. - . - URL: https:/fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii (mara oOpamenus: 10.03.2021). -
TeKCT: AIEeKTPOHHBIN.

4. bubnuorpaduyeckas u pedeparuBHas 0a3a NaHHBIX HAYYHOU MEPHOIUKH «SCOpUS» -
WWW.SCOpUS.com.

5. Caitit ®enepanbHOU CITy>XOBI IO TEXHUYECKOMY M 3KCIOPTHOMY KOHTpoito (PCTOK
Poccunm). - http://www.fstec.ru.

6. ITopTan TeXHMYECKOTO KOMHUTETA MO CTAaHAAPTU3AINH «3aIuTa HHHOPMAITUNY. —
http://tk.gost.ru/wps/portal/tk362

7. NHbopMalimoHHO-aHATUTHYECKHIA HNHutepHeT-nopran 1SO27000.ru. -
http://www.is027000.ru/.

S5 MarepuajJbHO-TeXHHYeCKOe o0ecnieyeHne

Jlnst mpoBeneHHS BCEX BHUAOB 3aHIATHH HEOOXOAMMO MpPE3EHTAIMOHHOE 000pyI0BaHUE
(MyJIETUMETMIHBIN TPOEKTOP, HOYTOYK, 9KpaH MM HHTEPAKTUBHAS TOCKA) — | KOMILIEKT.
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I[JIH MNPOBCACHUA NPAKTUUCCKUX 3aHSTUN HeO6XO,Z[I/IMO HAJINYUC KOMIIBIOTCPHBIX KJIACCOB,
000pYI0BaHHBIX COBPEMEHHOHN BBIYUCIIMTEIHHON TEXHHUKOW W3 pacuera OJHO pabodee MecTo Ha
OJIHOTO 00y4aeMoro.

6 Meroauyeckue peKOMeHIAIUU

6.1 Meroanmueckue peKOMEHAAIMH /LISl IPENoAaBaTe sl 10 OPraHU3aunu 00y4eHu st

[Ipu moxaroroBke K abOpaTOpHBIM paboTaM cJexyeT MpeaBapUTeNbHO MpopadoTaTh
TEOPETUYCCKHI MaTepuasl 3aHATHUS, TMPEAYCMOTPEB €ro IMoJav4y TOYHO B OTBEAECHHOE VIS STOTO
BpEMsI 3aHSTHSL.

[Ipu mpoBeneHWH 3aHATHS CIEAYeT KOHTPOJIUPOBATh MOJA4y MaTepualla W pEIICHUE
3aJJaHHid C YYETOM yU4eOHOTO BPEMEHH, OTBEIACHHOTO JUIS 3aHSTHSL.

IIpu mpoBepke pabOT M OTYETOB CJCAYET YUYUTHIBATh IPABWIBHOCTH BBIMIOJTHEHUS
n1abopaTopHBIX pabOT Ha BCEX JTarax.

6.2 MeToanueckue yKa3aHus JJis1 00y4alOMIUXCS 0 OCBOEHUIO U CIUTIIHHBI

N3y4yeHne QuCHUILUIMHBI OCYILIECTBIISIETCS B CTPOTOM COOTBETCTBHH C 1I€JIEBOM YCTAaHOBKOH B
TECHOM B3aUMOCBS3M Yy4eOHbIM IIaHOM. OCHOBOH TEOPETHYECKOH IOATOTOBKM CTYACHTOB
SBIISIFOTCS TAOOPAaTOPHBIE M TPAKTUYECKHE PAOOTHI.

B mpormecce camocTosITENBHOM pPa0OTHI CTYISHTHI 3aKPEIUISIOT W YIUIyOJISIIOT 3HAHUS,
MIOJTyYE€HHBIE BO BpEMs ayJUTOPHBIX 3aHATUI, FOTOBATCA K 3K3aMEHY, a TaKXKe CAMOCTOSITEJIBHO
U3y4aloT OT/AEIbHbIE TEMbl yUEOHOM POrpaMMBl.

JlaGopaTopHble pabOTBI TPOBOMATCS IO HaWOOJee BaXHBIM TEMaM JUCHHUTLIUHBI.
OcyuecTBisieTcsl 3aKpeIUICHUE 3HAHMM, MOJyYEHHBIX CTYJEHTAMM B IIPOLIECCE CAMOCTOSITEIBHOU
pabotel. Oco0oe BHHMaHHE oOpalaercs Ha pa3BUTHE YMEHHH M HABBIKOB YCTAHOBJICHMS CBS3H
NOJIOKEHUH TEOpUH ¢ NPOPEecCHOHATBHON NesTeNbHOCThIO Oynymiero cnermmaiucra mno HUb.
JlaGopaTtopHble palOOTBI TMPOBOAATCS IO TEOPETUYECKUM U mpoOieMHbIM Borpocam Ub.
JlaGoparopHble pabOThI MpeIoaracT TBOPUYECKUE IHUCKYCCUHM, aKTUBHBIM OOMEH MHEHUSIMHU IO
MIOCTaBJICHHBIM BOMNpPOCAaM, 3aciylIMBaHWE W OOCYXXICHHE JOKJIAJOB TI0 MPEIOKEHHBIM
IIPENOAABATEIEM TEMAM.

BaxxHbIM 0OCTOSATENIBCTBOM SBIISICTCS MPUBJICYEHUE BHUMAHMS CTYIEHTOB K 0OCYXJ1aeMon
npobieMe, CTUMYJIMPOBAHHME HHTEpeca K HEW M OpraHu3alys aKTUBHOIO OOCYXIEHHs, Kak
CTPYKTYpPBI IpPOOJEMBI, TaK U COCTaBIAIOIIMX €€ Haulojiee aKTyaJbHbIX TeM. [l MOBBILICHHUS
3¢ (GEeKTUBHOCTH MPOBEACHUS 3aHATUS TpeOyeTcs IMpeaBapuUTeNbHas IOATOTOBKA BCEX €ro
YYaCTHUKOB. B 3Toil CBsSI3M peKOMEHIyeTcsi 3a0aroBpeMEHHO (HE MeHee, 4YeM 3a HEJEIIo)
OIIOBECTUTH CTYJEHTOB O TEME 3aHATHUS, 1aTh [IEPEUEHb JIUTEPATYPhl IO TEME, HA3HAYUTH U3 YUCIIA
CTYJEHTOB JTOKJIaJYMKOB U COJO0KIIATUNKOB.

[Ipu mpoBeneHun nabopaTOPHOH pabOTHl TPENoJaBaTeidb BBIOIHIAECT, B OCHOBHOM,
(YHKLIMU BEIyLIEro - CIEAUT 3a PErjIaMEHTOM BPEMEHH, NOMOTaeT yYTOYHUTh (POPMYJIMPOBKH,
0000maer pe3ynpTaTbl AUCKYCCHM, HOJABOJUT WUTOT 3aHATHIO B LeJIoM. IIpu BBICOKOM YypOBHE
HOJTrOTOBKU CTYZEHYECKON TPYIIbl OTJeNbHbIe ()YHKLIUU BEAYIIEro MOXXHO MOPYYUTh OJHOMY U3
CTyACHTOB. B ciiyuae HeoOXOAMMOCTH, MpernoAaBaTelb OKa3blBaeT €My IMOJIEPXKKY, a MpHU
MOJIBE/ICHUH UTOTOB - IaeT OLIEHKY pabOTe BEIYIIETO.

AxTuBHas paboTa CTyAeHTa Ha J1abOpaTOpPHOM padOTE YUYHMTHIBACTCSA IpPHU ONpEACICHUU
WUTOTOBOM OLICHKHM €0 3HaHUH IO JUCLHUIIIIMHE Ha YK3aMEHE.
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CamocrostenbHass pa0oTa CTYICHTOB TPEAINOJIAaraeT M3yYyeHHE TEOPETUYECKOro U
NPaKTUYECKOr0 MaTepuasa 10 aKTyaJbHBIM  BOINpOCaM JWCHUIUIMHBL. ~ PekomeHmyercs
CaMOCTOSITEJIbHOE M3yuyeHUE Y4yeOHOW W HAyyHOW JUTEpaTyphbl, HCIIOJIB30BAHHUE CIIPAaBOYHOM
JUTEpaTypsl U Jp..

[Ipu BBImaYe 3a7aHUN HA CAMOCTOSITENBHYIO PaboTy Mcmosib3yeTcs auddhepeHITnpPOBaHHBIN
noaxon K cryneHtam. llepex BbBIMONHEHHWEM CTYICHTaMH CaMOCTOSITEIbHON BHEAyIUTOPHOM
paboThl mpernojaBareiab MPOBOAUT MHCTPYKTAX IO BBIMOJHEHHUIO 3aJaHMsl, KOTOPBIA BKIIIOYAET:
1EeNb 3JIaHUsl, €0 COJEPKaHUE, CPOKH BBHITIOTHEHHS, OPUEHTUPOBOYHBIN 00beM padOThl, OCHOBHBIC
TpeOOBaHUS K pe3yibTaTaM palboThl, KPUTEPHUH OLICHKH. B Tmpoliecce MHCTpyKTaxa MpenoiaBaTeb
MpeIynpexaaeT CTyICHTOB O BO3MOXKHBIX TUITUYHBIX OMIMOKAX, BCTPEUYAIONTUXCS MPU BHITIOTHEHUH
3amanus. MTHCTpyKTa)X MPOBOAWTCS IPEToaaBaTesieM 3a cueT 0o0beMa BPEeMEHH, OTBEIEHHOTO Ha
W3YYCHHE JUCIUILTAHBL

Texymuii KOHTPOJIb OCYIIECTBISIETCS HAa TMPAKTUYECKUX 3aHATHIX, HTPOMEKYTOUHBIH
KOHTPOJIb OCYIIIECTBIIICTCS HAa SK3aMEHE B MUChbMEHHOH (yCTHOI) Gopme.

CamocTosTenbHast paboTa OCyIIEeCTBISETCS HHIUBUTYATBHO.

KonTponb camocToaTenbHON paboThl OpraHu3yeTcs B ABYX Gopmax:

— CaMOKOHTPOJb M CAMOOLIEHKA CTY/ICHTA;
— KOHTPOJIb CO CTOPOHBI MPEMNoaaBaTesiei (TEKyIui U IPOMEKYTOUHBIH ).

Texkymuii KOHTPOJb OCYIISCTBISCTCS HA TMPAKTUICCKUX 3aHATHIX, HTPOMEKYTOUHBIH
KOHTPOJIb OCYIIIECTBIIICTCS HAa 9K3aMEHE B MIUChbMEHHOH (yCTHOI) Gopme.

Kputepusmu orieHKH pe3yabTaTOB CaMOCTOSITEIbHON pabOThI CTyI€HTA SBIISIOTCS:

— YpPOBEHb OCBOCHHS CTYJICHTOM Y4eOHOTO MaTepuana;

— yMEHHS CTYACHTa HCIOJIB30BATh TEOPETUYECKHE 3HAHMS NPU BBHIOJHEHUU MPAKTHYECKUX
3azay;

— c(opMHUPOBAaHHOCTH KOMIIETEHIIH;

— odopmiieHne MaTepuana B COOTBETCTBUHU C TPEOOBAHUSIMHU.

7  @®oHJ OLEHOYHBIX CPEICTB

7.1 MeToabl KOHTPOJISA 1 OLICHUBAHMS Pe3yJIbTATOB 00y4eHus!

B mpornecce oOydeHUsT MCTIONB3YIOTCS CIEAYIONIME OIICHOYHBIE (POPMBI CaMOCTOSITEIIbHON
paboThl CTY/ICHTOB, OLICHOYHBIE CPEJCTBA TEKYIIETO0 KOHTPOJS yCIEBAEMOCTH M MPOMEKYTOUHBIX
aTTEeCTaIlUuU:

— TpoBeAcHHE Ta0OpaTOpHBIX pabOT (MPAKTUYECKUX 3aHATHH C  HCIOJIb30BaHUEM

CTICITEXHUKH) U WX 3alUTa;

— CaMOCTOSITEJIbHAS OATOTOBKA U MPOBEICHUE MPE3CHTAIIMI 110 TEMaM JUCUUTUIAHBL

— JK3aMCH.

7.2 Illkana u KpUTEPUH OLICHUBAHHUSA Pe3yJIbTATOB 00y4eHHUs

dopma MPOMEKYTOUHOM aTTECTALUN: IK3aMEH.
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[To uToram nmpomMexyTOUHOM aTTECTAMU MO IUCHUIUIMHE (MOIYJIIO) BBICTABJISETCS OILICHKA
«OTIIMYHO», «XOPOLIO», «YIAOBIETBOPUTEIBHO» WU «HEYIOBIETBOPUTEIBLHO.

Ikana oneHUBaHUA Onucanne

BeimonHensl Bce BUABI y4eOHOH paboThl, IpelyCMOTPEHHbIE
yueOHbIM Tu1aHOM. CTYZEHT IeMOHCTPUPYET COOTBETCTBUE 3HAHUM,
YMEHUH, HaBBIKOB MPHUBEJCHHBIM B TaONUIAX IIOKa3aTelseH,
0 ONepUpyeT NPUOOPETCHHBIMH 3HAHUSMH, YMEHHUSMH, HaBbIKAMH,
THHO MPUMEHSIET UX B CUTyalUsX MOBBIIIEHHOW cioxHOCTU. [Ipu 3TOM
MOTYT OBITH JOMYIICHHl HE3HAYUTEIbHBIC OINMMOKH, HETOYHOCTH,
3aTpyJIHEHUS MPHU aHAJIUTUYECKUX OINEpalusx, NEPeHOCe 3HaHUN U

YMEHHI Ha HOBbIE, HECTaHJAPTHBIE CUTYAIIUH.

BeimosHeHsI  Bce BB Y4eOHOH paboOTHI, MPEAyCMOTpPEHHBIC
yueOHbIM  TiaHoM.  CTyAeHT  JEMOHCTPUPYET  HEIOJIHOE,
Xopomio MpaBWIBHOE  COOTBETCTBHE  3HAHWM,  YMEHWH, HaBBIKOB
MPUBEJICHHBIM B TaOJIUIaX TOKa3aTese, TM00 ey MPU ATOM OBLITH
JIOTIYIIEHBI 2-3 HECYIIECTBEHHBIC OIINOKH.

BeimosmHeHsI  Bce  BHJBI  Y4eOHOH paboOTHI, MPEAyCMOTpPEHHBIC
y4eOHbIM Tu1aHOM. CTyAEHT AEMOHCTPUPYET COOTBETCTBUE 3HAHMIA,
Y IOBNETBOPUTENBHO | B KOTOPOM OCBEIIEHAa OCHOBHas, HauOoyiee BakHas YacTh
MaTtepuana, HO MpH 3TOM JOMyIIeHa OJHA 3HAYUTeNbHas OIIHOKa
WJIM HETOYHOCTb.

He Bomomnen oauH wunum Oojee BHUAOB y4eOHOW pabOTHI,
MPEeTyCMOTPEHHBIX y4eOHBIM IUTaHOM. CTYIEHT AEMOHCTPHUPYET
HEMOJIHOE COOTBETCTBHE 3HAHWM, YMEHMIA, HABBIKOB MPUBEICHHBIM
B Ta0NHIaX TMOKAa3aTeNel, MOMYyCKAIOTCS 3HAYUTEIbHBIC OIIMOKH,
HeynosnerBopurenbHO . N

MIPOSIBIISIETCS. OTCYTCTBUE 3HAHWN, YMEHHWI, HABBIKOB IO PSIY
MOKAa3aTeJe, CTYJCHT HWCIBITHIBACT 3HAYUTEILHBIC 3aTpPyIHCHUS
TIPY ONIEPUPOBAHUM 3HAHUSMU W YMCHHSMH TPU WX TEPEHOCE Ha

HOBBIC CUTYyallUuH.

7.3 OueHo4HbIE CpeaCTBA

7.3.1 Tekymuii KOHTPOJIb

Texymuii KOHTPOJIb yCIIEBAEMOCTH CTYJEHTOB OCYIIECTBISIETCS B IMpOIECCe MPOBEICHUS
71a00paTOPHBIX PaboT, MPOMEXKYTOUYHBIX TECTOB U KOHTPOJBHBIX PadOT, MOATOTOBICHHBIX B PaAMKaXxX
CaMOCTOSTEJILHOM PabOTHI IO TEMaM.

7.3.2 TlpoMexyTouHasi aTTeCTallUs
[IpomexxyTouHast arrectanusi MO JUCHUIUIAHE MPOBOAMUTCS B (OpMe dK3aMeHa. JK3aMEeH
COCTOHT U3 2 yacTeil:
—  TEOPETHYECKOU;

— IPaKTHYECKOM.
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a) [IpuMepsI TUNOBBIX 3aJaHUI /ISl TEOPETHYECKOI YaCTH IK3aMeHa
3aoanue 6 omxpwvimoti popme:
Mexanu3m og00peHust Ui 3alUIEHHBIX CUCTEM OCHOBAH Ha...

3a0anue na ycmanosnenue npasuibHoU nOC1e008amMeNbHOCHU!

VY CTaHOBUTH MOCIEI0BATEIBHOCTD ITANOB BHEAPEHUS CUCTEMBI 0€30I1aCHOCTH

1. BHeapeHne opraHn3aiMoHHBIX MEp 3alUThl HH()OpMaIiK, B TOM YHUCIIE,
pa3paboTKa JOKyMEHTOB, ONPEACISIONIMX IPAaBUiIa U POLEYPHI, pealu3yeMble
OIIepaToOPOM JJisi 00ECTICYeHHS 3alIUThl HH(POPMAIMK B XO/I€ KCIUTyaTallii 00beKTa
2. BoisiBiieHue 1 aHANU3 YA3BUMOCTEW POTPAMMHBIX M TEXHUIECKHUX

CPEACTB, IPUHATHE MEP IO UX YCTPAHEHUIO

3. YcraHOBKa M HACTPOHKA CPEICTB 3aIIUTH HHMOPMAITUH

4. VcripITaHus ¥ OTIBITHAS SKCIUTyaTalluy CUCTEMBI 3aIIUTHI HHPOPMAIN

3a0anue na ycmanosnenue coomeemcmeusi:

Jns MHPOPMALMOHHOM CHUTCEMBI B COCTaBE HECKOJIBKHMX 3aIlMIIAEMBIX MOMEIIECHHH C
yrciaoM cyobektoB [1/]x 6onee 100 ycTaHOBUTE COOTBETCTBUE:

a. Yrposa CKpBITHOM pEruCTpalMd BpPEIOHOCHOW IIPOrpaMMOM yYETHBIX 3alucen
aJMHUHHMCTPATOPOB BHELIHUI HAPYIINTENb C TOTEHLMATIOM HE HUYKE YCUIIEHHOTO 0a30BOTrO.

b. Yrpo3a xumienus ayTeHTH(GUKAITMOHHOW WHGOpPMAIMU W3 BPEeMEHHBIX (aiioB cookie
BHEIIIHUI HapyIIUTENb C IOTEHLIUAIOM He HUKE YCHIIEHHOT0 6a30BOro;

c. ¥Yrpo3a u3MeHEeHHsI CUCTEMHBIX U INT00ANIbHBIX IEPEMEHHBIX BHYTPEHHHM

HapyIIUTeIb C MOTEHIMATIOM HE HUXKe YCUJICHHOTO 0a30BOI0;

1 OnacHOCTH yrpo3bl HU3KAs

2 OnacHOCTb yrpo3bl CPENHSAS

3 OnacHOCTh yrpo3bl BHICOKAs

4 OnacHOCTh YTpo3bl IpueMiIeMas

0) IIpumepnbl THIOBBIX 3aIaHUM IJIA PAKTHYECKON YaCTH IK3aMeHa

Komnemenmnocmuo-opuenmuposannas 3aoaua:

Kommnanust pemmna mnepedTd Ha oOJauHble TEXHOJIOTMHM W HCIOJIB30BaTh OOJAYHYIO
3alIUIICHHYI0 HHQOPMAIIMOHHYIO CHUCTEMY /MM XPaHEHUS KOH(PHUACHIHUATbHBIX JAHHBIX O
kiaueHTax. Kakue mepsl 0e30macHOCTH HEOOXOAMMO MPENNpPUHATH JUIS 3alIUThl WH(GOPMAIUU OT
HCCAHKIIMOHHUPOBAHHOI'O AOCTYyIIA4, B3JIOMAa U YTe‘IKI/I?

15



