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Conep:xanue

Henu, 3a1a4M 1 TIIAaHUPYEMBbIE PE3YIbTAaThl 00YUCHHS MO JUCLIUTUINHE
MecTo TUCIMITIMHBI B CTPYKTYpe 00pa30BaTeIbHOM MTPOTpaMMBbl
CtpykTypa 1 cofepKaHnue TUCIUILTIHBI

Bunpl yueOHoi pabOThI U TPYAOEMKOCTh

Tematuueckuil miIaH U3y4eHUS TUCLUIIIMHbI

ConeprxaHue JUCLUIUIMHBI

VY4ebHO-MeTon4YecKoe U HHPOPMALMOHHOE obecrieueHue

OcHoBHas nuTeparypa

JlononHUTeNbHAs JIUTepaTypa

DJeKTpOHHBIE 00pa30BaTEbHBIE PECYPCHI

MarepranbHO-TEXHHUECKOE 00eCTIeYeHHE

TpebGoBanust K 000PYIOBAHUIO M TIOMEIIEHUIO JIJISl 3aHITHI

TpeboBanus K MPOrpaMMHOMY 00ECTICUCHHIO

Metoauueckue peKoOMeHAauu

Metoanueckue peKOMEeHAaluu JUIsl IPeroiaBaTelis 0 OpraHu3aui 00yueHMsI
Metoanueckue ykazaHus i 00y4yaromuXcsl 10 OCBOSHUIO TUCIUITITMHbI
@DOH/1 OLICHOUHBIX CPEJICTB

MeToab! KOHTPOJISL M OLICHUBAHUS PE3yJIbTaTOB O0yUCHHS

[Ikana u KpUTEPUHN OLICHUBAHUS PE3YJIHTATOB O0yUCHHUS

OneHouHbIE CpeACTBa

7.3.1 Cnucok BONpOCOB 715 3a4€Ta MO TUCIUTIIINHE.
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1 ]_Ie.HI/I, 3alaYi U IUVIAHUPYEMBIC PE3YJIbTAaTbl oﬁyquml o TMCIOMIIJIMHE

K ocHOBHBIM 11€715IM OCBOEHHUS TUCHUILTUHBI «[IporpaMMHoO-anmapaTHble CpeICcTBa 3aIUThI
uH(bOpMaLIUN) CIEAYyeT OTHECTH:

. 03HAKOMJICHHE CTYJIEHTOB C COBPEMEHHBIMU IPOTPAMMHO-ANIAPATHBIMU
CpeICTBaMH 3aIIUTHI UHPOPMAIIUU B KOMITBIOTEPHBIX CHCTEMAX;

. OBJIAJICHUE METOJaMU  PEIICHUs 3aJad [POrPaMMHO-AMIIAPATHONW  3aIUTHI
nH(bopmaIuu.

K ocHOBHBIM 3amadaM ocBOeHMs TUCHUILTHHBI «[IporpaMmHoO-anmapaTHele CpeacTBa
3alUThl HHQOPMAIII» CJIETyeT OTHECTH:

. o0ydYeHHe CTYIEHTOB COBPEMEHHBIM METOJaM MpPOTPaMMHO-AIMAPATHON 3allUThI
uH(pOpMaLuy;

. npuoOpereHne Mpo(ecCHOHATBHON KOMIIETEHTHOCTH B IPOrPAMMHO-AMIAPATHBIX
CpeCTBax 3alUThl HH()OpMaIH;

. YMEHHE OpHUCHTHUPOBATHCS B TPOAYKTaX W TEHACHIMSX pPAa3BUTHA CPEICTB
IpOrpaMMHO-aNnapaTHOHN 3aUTbl HHYOPMAITMOHHBIX TEXHOJIOTHIA.

B pesynpraTe ocBoeHus nucuuiuinHbl «lIporpamMMHoO-anmapaTHble CpeAcTBa 3alUThI
uHdopmanum» y oOydaronuxcst (GOpMUPYIOTCS CIEAYIOMMEe KOMIIETCHIIMH W JOJKHBI OBIThH
JOCTUTHYTHI CIEAYIOIIUE pe3yibTaThl OOyueHHUs Kak d3Tan (OPMHUPOBAHHS COOTBETCTBYIOLIUX
KOMIIETCHIINH:

IIK - 7. CiocobeH y4acTBOBaTh B pa3pabOTKe 3alTUIIIEHHBIX aBTOMAaTH3UPOBAHHBIX CUCTEM
B cepe npodeccruoHaNbHOM 1eATeTbHOCTH;

3HATB:

- BO3MOXXHBIE JCHCTBHS TPOTUBHUKA, HAMpPaBICHHbIE HA HapylIeHHE MOJUTUKU
0e30macHOCTH UH(pOpMaLIHH;

- HauOoJee ysA3BUMBIC IS aTaK MPOTUBHUKA IIEMEHTHI KOMITBIOTEPHBIX CUCTEM;

MEXaHHU3MBbI PelIeHUs] TUIOBBIX 3a/1a4 MPOrpaMMHO-aNapaTHON 3aluThl HH(GOpMaLINU;

YMETh:

-aHAJIM3UPOBATHL MEXAaHU3MbI pe€ajlu3alliy IIPOorpaMMHO-aIIapaTHbBIX METOA0B 3allHMThI
KOHKPETHBIX 0OBEKTOB U TPOIIECCOB IS PEIIeHHUs TPO(heCCHOHATBHBIX 3aa4;

-IIPUMCHATH HITATHBIC CPEICTBA HpOFpaMMHO-aHHapaTHOﬁ 3aI0UTHI U CICHHUATIU3UPOBAHHBIC
MPOIYKTHI AJIsl PEIICHUS TUIIOBBIX 33]1aY;

-KBaJ'II/I(l)I/IHI/IpOBaHHO OLCHHUBATH o0JracTh MMPUMCHCHUA KOHKPCTHBIX MCXaHU3MOB
MPOrPaMMHO-AIIAPATHOHN 3alIUTH HHPOPMAIIIH;

-MCIOJIb30BaTh almapaTHbIE U MPOrPaMMHBIE CPECTBA 3alIUTHI HHPOPMALUHU TIPU PEIICHUN
MPAKTUYECKUX 3a7ad.

- OpraHMU30BaTh €TO BHEIPEHHE U MOCIIEAYIOIIEe COMTPOBOKICHNUE;

- BBINONHATH pPabOThl MO YCTAHOBKE, HACTPOWKE M OOCITYKUBAHUIO MPOTPAMMHO-
arrmapaTHbIX CPCACTB 3alllUThI I/IH(i)OpMaHI/II/I;

BIIAJICTh!

- HaBBIKAMHM OKCIUTyaTanuud (B 4YacTH, Kacaiouleics pasrpaHuyeHus JOCTYIIa,
ayTeHTU(QUKAIUK W ayauTa) 0a3 MaHHBIX, JOKAIBHBIX KOMIIBIOTEPHBIX CETEH, MPOTrpaMMHBIX
CHCTEM C y4eToM TpeOOoBaHUil 1o obecneueHno HHHOPMAITMOHHON 6€30MacHOCTH.

[IK-18 CnocobeH agMHHUCTPUPOBATh NOJACHCTEMY HH(OpPMAIMOHHONW 0€30macHOCTH
aBTOMATU3UPOBAHHON CHCTEMBI



YMETh:

- aIMUHUCTPUPOBATH MOICUCTEMBI HH(OPMALIMOHHON 0€30MaCHOCTH 00BEKTa 3aLUTHI;

BIIAJIETh!

- HaBBIKAMHM aJMUHUCTPUPOBAaHUSA (B YaCTH, Kacalollehcsi pa3rpaHUYeHHUs JOCTyTa,
ayTeHTUUKAIIMKM W ayauTa) 0a3 MaHHBIX, JIOKAJBbHBIX KOMITBIOTEPHBIX CETEH, MPOrpaMMHBIX
CHCTEM C y4eToM TpeOoBaHUil 10 obecneueHn0 HHHOPMAITMOHHON 6€30aCHOCTH.

OO6yuenne no nucuuruinae ««IIporpaMMHo-anmapaTHeie CpPeCTBa 3aIIUTH HHPOPMAITUN)
HaIpasJjeHO Ha popMupoBaHue y 00yUaAIOIIMXCS CASAYIOMINX KOMITETCHIIHI:

Kox n HaumeHoBaHue KOMIIEeTeHIH NHaukaTopbl JOCTHKEHUS KOMIIETCHITHA
K -7 NIIK-7.1. 3HaeT: NpUHIMIBI TMOCTPOCHUA U
CrniocoOHOCTh y4acTBOBaTh B pa3paboOTKe (YHKIIMOHUPOBAHUS, TPUMEPHI PeaTH3AIHIA
3aIUIIEHHBIX aBTOMAaTU3UPOBAHHBIX CCTEM | COBPEMEHHBIX CHCTEM YIMpaBJieHHs 0a3zaMu
B cepe npodeccnoHanbHOM eI TeTbHOCTH JAHHBIX; APXUTEKTypy CHCTeM 0a3 JaHHBIX;

OCHOBHBIE MOJIETIM JaHHBIX; (PUIUUECKYIO
OpraHU3aIII0 0a3 JTAHHBIX;

MOCIIEI0BATEIBHOCTh U COACPKAHKE STATIOB
MPOEKTUPOBAHUS 0a3 JAHHBIX.

UIIK-7.2.  Ywmeer:  paspabaTeiBaTh H
aIMUHHCTPUPOBATH 0a3bl JAHHBIX; BBIICISTH
CYIIHOCTH U CBSI3U MpeIMETHOW 00acTy;
oTOOpaxaTh MPEAMETHYI0  00JIacTh  Ha

KOHKPETHYIO MOJIETTh JAHHBIX;
HOPMAaJIU30BaTh OTHOILICHUS npu
MPOEKTUPOBAHUU pENALUOHHON 0a3sl

JTAHHBIX; IPUMEHSTh TPeOOBaHUS €IUHON
CUCTEMBI KOHCTPYKTOPCKON JOKYMEHTALMU U

eIMHOM CHCTEMBI MPOTPaMMHOMN
JIOKYMEHTAIUU TP pa3padOTKe TEXHUYECKOM
JIOKYMEHTaI1H.

WIIK-7.3. Bnazneer: HaBbIkaMu pa3pabOTKH,
JNOKYMEHTUPOBaHUSA 0a3 JaHHBIX C Y4EeTOM
TpeOoBaHUI 00eCTeYeHHIO
nHGOPMaIMOHHOHN 0€30MaCHOCTH; HaBbIKAMU
pa3pabOTKU  TEXHUYECKOW JTOKyMEHTAIUU
COOTBETCTBUU TpeOoBaHUAMU eMHOMN
CUCTEMBI KOHCTPYKTOPCKOHN TOKyMEHTAIUU U
eIMHOM CHCTEMBI MPOTPaMMHOMN
JIOKYMEHTAITUH.

[IK-18 CriocoOHOCTD aIMHHUCTPUPOBATD WUIIK-18.1. 3mHaer: THNOBBIE IHMPPHI C
MOJCHUCTEMY HH(POPMALIHOHHO OTKPBITBIMU KJIFOYaMHU; TEXHUYECKHUE
0e30macHOCTH aBTOMATH3HPOBAHHOM XapaKTepUCTHKH, MTOKa3zaTenu kauectsa OBM
CHUCTCMBI W CHUCTEM, METOJIBl WX OINECHKA W IIYyTH
COBEPILICHCTBOBAHUS; WUCTOYHUKHU u
Kiaccuukanuo  yrpo3 UHGOPMAITMOHHOU
0€30MacHOCTH; porpaMMHO-anmnapaTHbIe
cpeactBa obecrnedyeHuss WHEGOPMAITMOHHOU
0€30MacHOCTH B THIIOBBIX OMNEPANMOHHBIX
CUCTEMaX, CHCTEeMax yIpaBlieHUs Oa3zamu
JTAHHBIX, KOMITIBIOTEPHBIX CETSIX; OCHOBHbBIE




yrpo3bl  Oe3omacHOCTH  WHGOpMAIMHA U
MOJICJIA HAPYIIUTENSI B aBTOMAaTH3UPOBAHHBIX
CHCTEMaX; coaepKaHue " HOPSIIOK
JCSITEJIBHOCTH TIEPCOHAa MO JKCIUTyaTaluu
3alIUIIICHHBIX aBTOMaTH?;PIpOBaHHI:IX CUCTEM
u MIOJCUCTEM 0€30I1aCHOCTH
aBTOMaTH?:HpOBaHHBIX CHUCTEM, OCHOBHBIC
Mepbl 1O  3amTre  uHQopManmuu B
aBTOMaTH?:HpOBaHHBIX cucreMax
(opraHu3alMoOHHbIC, IPABOBBIC, POIPAMMHO-
araparHsle, Kpunrorpaduueckue,
TEXHHYECKHUE); OCHOBHBIE
KpunTorpaguyeckue MeTOJbl, aJrOPUTMBI,
HPOTOKOJIBI, UCIIOJIb3YEMbIE JIJIsl 00eCTIeUeHUS

nH()OPMAITMOHHON 0€301acHOCTH B
ABTOMATHU3HPOBAHHBIX u
TCJIICKOMMYHHUKAIITMUOHHBIX CuUcCreMax,

COBPEMEHHBIE  TEXHOJIOTMM M METOJHbI
IPOrpaMMUPOBAHUS.

NIIK-18.2. VYmeer: miaHupoBaTh NOJUTHKY
0€30MacHOCTH  ONEpPAlMOHHBIX  CHCTEM;
IPUMEHSTD CpelcTBa obecrieueHus
0€30MMacCHOCTH JaHHBIX; KJIacCUPUIMPOBATH U
OLICHUBATH yTpO3bl UH(POPMALIMOHHOM

0€30I1aCHOCTH IS o0BeKTa
uHpOpMaTH3ALINY; aJIMUHUCTPHUPOBATH
IIOJICUCTEMBI nH(OPMaLIMOHHON

0€30MacHOCTH aBTOMaTU3UPOBAHHBIX

CHCTEM.

NIIK-18.3. Bnageet: HaBbIKaMu paboTHI ¢
OTEPAIMOHHBIMH ~ CUCTEMaMH  CEMEHCTBa
Windows u  Unix, BOCCTaHOBJICHUS
OTICPAIIMOHHBIX ~ CHUCTEM  Tocie  cOoes;
HAaBBIKAMH  YCTAaHOBKM U HACTPOMKH
OTIEPAIIMOHHBIX cucTeM cemeiicTB Windows u
Unix ¢ yueToM TpeboBaHMii 10 00ecreueH o
nH()OPMAMOHHON 0€301aCHOCTH; HAaBBIKAMH,
IKCITyaTalldd W aJIMUHUCTPUpOBaHHS (B
JacTH, Kacaromeics

pasrpaHUYeHHs TOCTyMa, Ay TeHTU(PUKAIIUN 1
ay/nTa) 0a3 IaHHbBIX, JIOKQJIbHBIX
KOMIBIOTEPHBIX CeTeH, MIPOTPaMMHBIX
CUCTEM C  y4yeToM TpeOoBaHUH IO
o0ecreyeH o MH(POPMAIMOHHOM
0e30IaCHOCTH; HABBIKAMH HCITOJIb30BAHUS
POrPaMMHO-AIAPATHBIX CpEeICTB
obecneueHns Oe3omacHocTH ceteli DOBM;
HAaBBIKAMH paboTsI c TEXHUYCCKOMN
JokyMeHTanue Ha OBM 1 BeIUHCIUTENBHBIE
CUCTEMBI; npodeccuoHaIbHON
TEPMHUHOJIOTHEN 007aCTH MHGOPMAITMOHHON




0€e30MMacHOCTH; HaBBIKAMH YTEHHUS
NPUHIUITHATBHBIX CXEM, TIOCTPOCHHUS
BpeMCHHBIX zmarpaMM BOCCTAHOBJICHUA
alropuT™Ma paboThl y37la, YCTpOWCTBA U
CUCTCMBI 110 KOMHJ’IGKTy I[OKYMeHTaIII/II/I;
HaBBIKAMHU OILIEHKH OBICTPOACHCTBUSA
OIITUMH3AaITNNU pa6OTBI BHGKTI)OHHBIX CXEM Ha
0a3e COBPEMEHHON JJIEMEHTHOH  0a3bl;

HaBBbIKaMU pa3paboTKu IIPOrPaMMHOMN
JOKYMCHTAIMH.
2 MecTO AUCHMILUIMHBI B CTPYKTYpe 00pa30BaTeIbHOM MPOrpaMMbl

Hucuumuinna «I[IporpaMMHo-anmapaTHbIE CPEACTBA 3aIIUTHl MHPOPMALMK) OTHOCHUTCS K
YuCcIy HpOQEeCCHOHATIBHBIX YUYEOHBIX AUCUMIUIMH oOs3arenbHas vactd nukiaa (b1.1) ocHoBHOM
oOpa3zoBatenbHOM nporpammsl (b1.1.29).

W3ydenne AMCUMIUIMHBI ONUPAETCS HAa 3HAHMS, YMEHHMs U HaBBbIKHM, NPUOOPETEHHbIE B
NpEeIECTBYIOMMNX AucuuIunHaxX: «OCHOBBI HH(MOpMAIIMOHHOK Oe3omacHoCTH», «OcHOBBI KT,
«Kpunrorpapudecknue MeTO1bl 3aLUTH UHOOPMALIII».

3 CTpyKTypa U cofepKaHue AUCHUILIMHBI

OO0mas TPYIOEMKOCTh JHUCHMUIUIMHBI COCTaBISAET 4 3aueTHBIX €IWHMIBI, T.e. 144
aKaJeMUYECKUX 4YacoB (JIeKuuu — 4 yaca, jabopaTopHble 3aHATUS — 68 yac, caMOCTOSITeNIbHAs
pabora - 72 yacoB, popMa KOHTPOJIS — IK3aMEH) B 5 ceMecTpe.

Crpyktypa U coaepkanue aucuuiuiuabl «lIporpamMmHo-anmapaTHble CpeCTBA 3aIlUThI
uH(OpMaIUm» 10 CPOKaM M BUJaM pabOThI OTPAKEHBI B MIPUIIOKEHHUU.

3.1 Buabl y4eOHoi1 padoThbl M TPYA0EMKOCTH
(mo popmam oOyueHus)

3.1.1 Ounas popma oOydeHus

Ne CemecTpbl
n/n Buj yueoHoit padoThbi KO‘]::::;C:BO Cemectp Henens
ceMecTpa
1 | AyauTopHble 3aHATHS 72 5 1-18
B ToM uucre:
1.1 | Jlexknuu 4 5 1-2
1.2 | CeMuHapcKue/IpaKTHIECKHUE 3aHATHS - - -
1.3 | JlabopaTopHbI€ 3aHATHS 68 5 3-18
2 | CamocTosiTesqibHAsA paboTa 72
B ToM uucrne:
2.1 | CPC 72 5 1-18
3 | Ipome:xxyTouHasi aTTecTAIUS - 5 6-17
DK3aMeH 5 ITo
pacUCaHMIO




Hroro |

144

1.1 TeMaTnyecknil IVIAH U3yYeHUS TUCUMUILIIMHBI
(o ¢popmam oOyueHwHs)

3.2.1 Oynas popma oOydeHus

n/n

Pa3zgenanl/TeMbl
JTACHUTLINHBI

TpyroeMKocTh, Yac

Bcero

AyautopHasi pa6ota

Jlex
05051

CemuHap
ckue/
MpaKTU4e
CKHE
3aHATHUS

Jlabopa

TOpPHBIC

3aHATH
s

IIpakr
nyeckKa
s
HOArOT
OBKa

Camoc
TOSATE
JbHas
padot

CamocrosTenpHas pa60Ta

Pa3zpaboTka nmonutuku
MH(pOPMALIMOHHON OE30MaCHOCTH.
MeTon0JI0THS TOJIUTUKHU
0€30MacCHOCTH KOMITBIOTEPHBIX
cucteM. OCHOBHBIE MTOJIOKEHHUS
MOJIMTHKY WH()OPMAITMOHHOU
0e3omacHOCTH. JKU3HEHHBIN UK
MOJINTUKU Oe30MmacHOCTH. [IpuHIIHITEI
MOJIMTHKH 0€30MMacCHOCTH.

1.2

PazpaboTka MOTUTHKH
MH(POPMAIMOHHOM 0€301MacHOCTH
KOMITBIOTEPHOI CUCTEMBI.

1.3

Pa3zpaboTtka moaenu yrpos
KOMIIBIOTEPHOU CHCTEMBL.

1.4

O06mwexTh yrpo3. Kiaccuduxanms
yTpo3 1Mo crnoco0y WX OCYIIECTBICHUSI.
Knaccudukanus 00bEKTOB yrpo3.
OyHKIMOHAIbHAS MOJIENb CUCTEMBbI
3amuThl. COCTaB M Ha3HAYCHHE
(GyHKIMOHATBHBIX 0710KOB. OCHOBHBIE
TPyl MEXaHU3MOB 3aIIUTHI.
OyHKIMOHAIBHAS MOJIETb.
PexoMeHammu 1mno oTaenbHbIM
YPOBHSAM (DYHKIIMOHAILHON MOJEIH.

1.5

JIMcKpenoHHbIE 1 MaHAATHBIE
MOJIEIH.

1.6

Cuctema 3amuThl ”HPOPMALIUU OT
HECaHKLMOHUPOBAHHOTO JJOCTyTa
«CTPAX NT». YcraHoBKka u CHATHE
C3MU. 3amkHyTasi mporpaMMHas cpeaa.

1.7

Cuctema 3amuThl ”HPOPMALIUU OT
HECAHKIIMOHUPOBAHHOIO JJOCTYIIA
«CTPAX NT». Ynpasnenue
N0JIb30BATEISIMU. YUET HOCUTENIEH U




KOHTPOJIb YCTPOMCTB.

1.8

[TonsTHe qocTyna U MOHUTOpA
oesomacHoctH. O0ecrieueHme
rapaHTUH BBITOJIHCHUS TTOJUTUKA
0e3omacHOCTH. MeTOa0a0TUs
MIPOSKTUPOBAHMSI TAPAHTUPOBAHHO
samuieHubix KC. Meroa renepanuu
M30JIMPOBAHHOM MPOTPAMMHON CPEJIbI.

1.9

JuckpenuoHHble Moaenu. Mopenb
AJIEIIT-50. ITatumepHoe
MPOCTPAHCTBO OE30MACHOCTH
XaprcroHna. ManaatHasi MOJIETb.
Mogens bemna-Jlanmanyna. Ilepsoe
npaBwio mojenu bemna-Jlamanyna.
Bropoe npasuino monenu bema-
Jlanagyna. Onucanue MOJIENu.

1.10

WNnentudukanus u ayreHTUDUKAITHIS.
OCHOBHBIC TIOHSTUS U
knaccudukanus. [Ipocras
ayTeHTHUKanusa. AyTeHTupuKanus
Ha OCHOBE MHOI'OpPAa30BBIX HapOJICH.
AyTteHTuduKalus Ha OCHOBE
OJIHOPa30BBIX ITAPOJICH.
AyTeHTH]UKAIUSI HA OCHOBE
ceptudukaroB. buomerpuueckas
UAeHTU(PUKAIMIS U ayTeHTUPUKAIIST
TIOJIb30BATENEH.

Crporas ayreHTU(DUKAIINS.
[IpoTokosibl ayTeHTUPHUKALIUH C
CUMMETPUYHBIMU AJITOPUTMAMHU
mmdposanus. [IpoTokosl,
OCHOBaHHBIE Ha UCIOJIb30BaHUU
OJIHOHAITPABJIEHHBIX KJIFOUYEBBIX XIII-
¢byHKIUH. AyTeHTHQUKAIUS C
HCIIOJIb30BAHNEM aCUMMETPUYHBIX
JITOPUTMOB IIU(PPOBAHMUS.
AyTteHTH(]UKaLKA, OCHOBaHHAs Ha
HCIOJIb30BaHUU LIU(POBOI MOAMUCH.
[IpoTokosnbl ayTeHTUPHUKAUH C
HYJIEBOU Iepelavyeii 3HaAYCHUM.
VYnporueHHas cxeMa ayTeHTU(UKAITIH
C HyJIEBOU Ilepeadyei 3HaHUM.
[TapannenbHas cxema
ayTeHTU(UKALUY C HYJIEBOU
nepeaadey 3HaHUM.

1.12

[TpoTokos nACHTUDUKAIIMH U
ayrentudukanuu B OC Windows

1.13

[Tporokon uaeHTU)HUKAITIH U
ayreHtudukanuu B OC Windows .
[Tpotokoun ayrenTuduranuu Kerberos.
CoxpaHHOCTh MapoJIed YYETHBIX
3armmceir. Windows. 3amuTa maposiei.
Kpaxa SAM-c¢aiina. 3axBar
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npusuieruil. Copoc naposns. Banom
BTOpUYHBIX napoJieil. Cucrema
pasrpanndenus goctyna OC LINUX.
Bo3moxHOCTH CTaHIapTHON CUCTEMBI
pasrpannyenus nocryna OC Linux.
Henocratku ctangapTHON CUCTEMBI
pasrpannuenus goctyna OC Linux.
Bo3MmoskHOCTH Hanbonee N3BECTHBIX
CPEJICTB COBEPIICHCTBOBAHUS
pasrpanudenus gocryna OC Linux.

1.14

[TpoTtokoun ayrenTudukanuu Kerberos.

I

I

1.15

Cucrema pasrpanuuenus goctyna OC
LINUX.

1.16

3ammuTa ¢aitnoBoit cucrembl Windows.
Pa3pemenust s aiiioB U marmok.
Mudpyromas ¢daiiaosas cuctema
(EFS) Encrypting File System.
Texnonorus mmdpoBanus.
Boccranosnenue nannsix. [Iporecc
udposanus. [Iporecc
nemudpuposanus. [Iponecc
BOCCTaHOBJIEHUS. B3aumoneiicreue
¢aiinoBoit cuctemsl 3ammThl NTFS u
3aIUTHI pecypca 00IIero A0CTyma
(Sharing). TunoBsie 3agaun
aJIMUHHUCTPUPOBAHUSL.
AJMUHUCTPUPOBAHUE JTUCKOB B
Windows. CxoacTBa 1 pa3nuyus
mexy Disk Management u Disk
Administrator.

1.17

Mudpyromas ¢aitioBas cuctema
(EFS) Encrypting File System.

1.18

3amura aitnoBoit cuctembr OS
Linux. ®aitnoBas cuctema OS Linux .
OcHOBHBIE KOHLIENTINH (hailioBoH
cucreMsl. BupryansHas ®aiinosas
Cucrema (VFES). QaiinoBsie cuctemsl
EXT?2 (The Second Extended File
System).

JlabopaTopHbie padoThl

YcTaHOBKa MPOrpaMMHOTO KOMITJICKCA
ViPNet Administrator 4.x.Co3nanue
CTPYKTYPHbI 3aIIUIICHHON CETH

2.2

Hactpoiika pe3epBHOr0 KOIMMPOBAHUS
TaHHBIX U BOCCTAaHOBJICHHUE JaHHBIX B
[10 ViPNet Administrator.
Pa3BepThiBanne paboyero mecra
IIOMOIIHHKA I''TaBHOI'O
aJIMUHHUCTpPATOpAa.

23

Monudukarnms 3auIeHHON CETH.
Kommnpomeranusi.

24

Hactpoiika moguTHK 0€301MacHOCTH B
ViPNet PolicyManager. YcraHoBka
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ViPNet Coordinator B kadecTBe
MEXCETEBOro LLTI03a

2.5

[TepBoHavanbHas HACTPOUKA
MEXKCETEBOT'O B3aUMOICHCTBHS.
Mopaudukarus MEKCETEBOTO
B3aMOJCUCTBHS.

2.6

Hactpoiika 10KaJIbHBIX U TPAH3UTHBIX
¢bubTpoB OTKpBITON ceTu. HacTpolika
(GUWIBTPOB 3AIIUIICHHON CETH.

2.7

HacTtpoiika Tpanciasuuu aapecoB
(NAT). TynnenupoBanue B ViPNet
Coordinator.

2.8

ViPNetClient 4 — VPN u
IIEPCOHAJIIbHBINA CETEBOM DKPaH.
Kpunronposaiinep ViPNetCSP.

2.9

Pabota ¢ npuioxkeHUsIMI

N

N

2.10

YcTaHOBKA M MHUIIMATH3AIIAS
komruiekca «Cobonby. Hactpoiika
O0IIMX mapaMeTPOB.

[\

2.11

Hacrpoiika u skcruryaranus
komriekca «Co0oiiby.

2.12

YcraHoBKa ¥ MHAIIAATH3ALHUS
komiuiekca «Secret Net Studio 8-Cy.
Hactpoiika 00mux napameTpoB.

2.13

VYnpasieHue pexuMamMmu BXoa B
cuctemy. YNpaBJieHUE
MEePCOHATBHBIMU HUICHTU(UKATOPAMH
OJIL30BaTEee.

2.14

VYnpasnenue yctpoiicTBamu B Secret
Net Studio 8.

2.15

[TonmHOMOYHOE pa3rpaHudYeHUE
nocryna B Secret Net Studio 8.

2.16

KOHTpOJIb IETTOCTHOCTH U 3aMKHYTast
nporpamMmmHas cpeza B Secret Net
Studio 8

2.17

[Mudposanue daitnos B Secret Net
Studio 8.

Jlekuuu

[MpuaIMT QYHKINOHUPOBAHUS
3amuiieHHoi cetu ViPNet.
Apxutektypa ViPNet Administrator
4.x. Moaudukaius 3auieHHON CeTH
Y HACTPOMKa MOJIUTUK O€30MacHOCTH
Ha y31ax. Moaudukamus
3aIUIICHHON CeTH U HACTPOMKa
MOJINTHK O€30IaCHOCTH Ha y3JIax.

3.2

Pa6ora ¢ ViPNet Coordinator for
Windows. ViPNetClient.

Hrtoro

144

68

72

3.2 Coaepsxkanue TUCHHUILINHBI
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Temal. IlonsaTHe MOJUTHKHM 0€30MACHOCTH NPH NPOrPAMMHO-aNNAPaTHON 3aluTe
HH(pOpMALUH.

Pazpabotka monuTuku wWHPOpMAIMOHHOW Oe30macHOCTH. METoNoNOTUSl  TOJIUTUKHU
0€30MacHOCTH KOMITBIOTEPHBIX CHCTeM. (OCHOBHBIC TMOJIOKEHHUSI MOJUTUKUA HWH(GOPMALMOHHON
6e3omacHoCTH. JKU3HEHHBIN LUK TOJUTUKU O6e30macHOCTH. [IpUHIMIIBI TOAUTHKY 0€30I1aCHOCTH.

Tema 2. ApXuTeKTYpa CHCTEMbI IPOrPAMMHO-ANNAPATHOM 3a1MTHI.

O6nexTh yrpo3. Knaccudukanust yrpo3 mo cnoco0y ux ocymiectsieHus. Kiaccudukamms
00bekTOB yrpo3. DyHKIMOHANBHAS MOJAENb CHUCTeMbl 3amuThl. CocTaB M Ha3HAuYCHUE
q)YHKIII/IOHaJ'II)HBIX 0110k0B. OCHOBHEIE T'pyHnInbl MCXaHU3MOB 3alllMTHI. CDYHKHI/IOHaJ'II)HaSI MOACIIb.
PexoMeHaImu no oTAeNbHBIM YPOBHIM (DYHKIIMOHAIBHON MOJIEIH.

Tema 3. Moaenb KOMIIBIOTEPHOI CHCTEMBI.

[Tonstne noctynma u MoHMTOpa Oe3zomacHocTd. OOecrneyeHHe TapaHTUH BBIIOJIHEHUS
HOJUTUKN O€30MacHOCTH. MEeTOoA0J0rusl MPOEKTUPOBAHUS TrapaHTHUpoBaHHO 3ammiieHHbIx KC.
MeTo/ renepanuy W30IUpOBaHHON MPOrPAMMHOI cpebl.

Tema 4. Moaejim TUNOBBIX MOJUTHK 0€30MACHOCTH KOMIILIOTEPHBIX CPeICTB 3aLUThI
uHpopManum.

Huckpenuronusie Mmoaenu. Moaens AJIEIIT-50. [TatumepHOoe mpocTpaHcTBO 0€30MacHOCTH
Xaprcrona. ManpaatHas Mojaens. Moaens bemna-Jlanagyna. IlepBoe mpaBwio moxaenu bemna-
Jlanagyna. Bropoe npaBuino moaenu bemna-Jlanagyna. Onucanue Moenu.

Tema S. [IporpamMMHo-annapaTHble CpPeACTBA MAEHTH(PUKANUM U ayTeHTH(PUKALUN
MOJIb30BaTeJIei.

Unentuduxamus u ayreHTudukanus. OcHOBHbIe MOHATUS U Kiaccudukamnus. Ilpoctas
ayreHTH(UKanus. AyTeHTH(UKAIUS Ha OCHOBE MHOTOPA30BBIX Mapojieil. AyTeHTH(HKanus Ha
OCHOBE OJIHOPA30BBIX Mapoiyield. AyTeHTu(uUKalnus Ha OCHOBe cepTu(UKaToB. bruomerpuyeckas
UICHTUQHUKAINA U ayTeHTU(UKAIUS TT0JIb30BaTeNeH.

Crporas ayrentudukanus. [IpoTokonbl ayTeHTU(PUKAINN C CAMMETPUYHBIMU AITOPUTMaAMHU
mmdpoBanusi. [IpoTOKOIBI, OCHOBaHHBIE HAa MCIIOIB30BAaHUM OJIHOHANIPABICHHBIX KIIFOUEBBIX XOIII-
byHkuii. AyTeHTU(dUKAIMs € HUCHOJIb30BAaHUEM ACHMMETPHUYHBIX AalTOPUTMOB HIM(PPOBAHUS.
AyTeHTH(HKAIMA, OCHOBAaHHAs Ha WCIOJNb30BaHUM LUPOBO  moanucu. IIpoToxoIbI
ayTeHTU(UKAUU C HYJEBOW mepenavel 3HaAUeHUU. YTPOIIEHHAs cXeMa ayTeHTH(HUKAIUU C
HyJIeBOM miepenadeit 3Hanuid. [lapainenbHas cxeMa ayTEeHTH(QHUKAIMU C HYJICBOW mepenadeit
3HaHui. NHPpacTpyKTypa OTKPBITHIX KITIOUEH.

Tema 6. Mexanu3sm uaeHtupukanuu u ayrenrupuxkanmu B OC. Pasrpannyenue
AoCTyma.

[Ipotokon wunentudpukammu u ayreHtupukamun B  OC  Windows . IIportokon
ayreHTu(ukanuu Kerberos. CoxpaHHOCTb maposel yueTHbIxX 3anuceil. Windows. 3amuTa naposiei.
Kpaxxa SAM-daiina. 3axBar npusmiernii. Copoc maponsi. B3nmom BTOpmuHbIX maponeit. Cucrema
pasrpanndenus gocryna OC LINUX. Bo3MOXHOCTM CTaHZApTHOM CHUCTEMBI pa3sTpaHUYECHHUS
noctyna OC Linux. Henocrtatku crangapTtHoil cucteMbl pasrpanndeHust poctyna OC Linux.
Bo3mokHOCTH Hambosiee M3BECTHBIX CPEJICTB COBEPLICHCTBOBaHMS pasrpaHmyeHus nocryma OC
Linux.
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Tema 7. 3ammura paitnoBoii cucrembl B OC.

3ammra Qaiinosoit cucrembl Windows. Paspemenus mis ¢aiioB n nanok. Hlndpyromas
¢aiinoBas cucrema (EFS) Encrypting File System. Texnomorusi mmdpoBanus. BoccranoBienue
nansbix. Ilponecc mmdpoBanus. Ilpouecc pemmdpupoBanus. Ilpoumecc BoccTaHOBIEHHS.
B3aumopeiictBue (aiinoBoit cucrembl 3amuthl NTFS u 3amuThl pecypca o0mero mocrtyma
(Sharing). TunoBble 3amauv aJMUHUCTPUPOBAHMS. AIMHMHUCTpUpOBaHHE IUCKOB B Windows.
CxoxactBa u pasnuuus Mexay Disk Management u Disk Administrator. 3ammra dainoBoit
cucreMbl OS Linux. ®aiinoBas cucrema OS Linux. OcHOBHblE KOHLENIUH (ailloBOH CHUCTEMBI.
Buptyanbsnas ®aiinosas Cucrema (VFES). @aitnossie cuctemsl EXT2 (The Second Extended File
System).

3.3 TemaTnka CeMUHAPCKUX/MIPAKTHYECKUX U JIA00PATOPHBIX 3aHATHI

3.4.1. JlaGopaTopHble 3aHATHS

JlaGopaTopnas pa6ora 1. YcranoBka mporpammuoro komruiekca ViPNet Administrator
4.x.Co3nanue CTpyKTYphl 3aUIUIICHHON CETH.

JlabopaTtopnas pabora 2. Hacrpoiika pe3epBHOr0 KONUPOBAaHUS JIaHHBIX W
BocctaHoBjieHHe maHHBIX B [IO ViPNet Administrator. PasBepteiBanne pabouero Mecra
IIOMOITHHKA IJIaBHOTO aIMUHUCTPATOPA.

JlabopaTopnasi padora 3. Moaudukanus 3aniuiieHHon cetu. Kommnpomerarusi.

JlaGopaTopnas padora 4. Hacrpoiika nmonmutuk 6e3onacuoctu B ViPNet PolicyManager.
YcranoBka ViPNet Coordinator B kauecTBE MEKCETEBOTO 1LITI03a

Jlaboparopnasi padora 5. IlepBoHauanbHasi HACTPOMKAa MEKCETEBOIO B3aUMOJEHCTBUSA.
Monudukanms MexceTeBoro B3auMoIHCTBHSI.

JlaGopaTtopnas paGora 6. HacTpoiika JOKaJdbHBIX U TPAH3UTHBIX (QHIBTPOB OTKPHITON
cetu. HacTpolika GuiIbTpOB 3aIUIIEHHON CETH.

Jlaboparopnasi padora 7. Hacrtpoiika Tpancisiuu aapecoB (NAT). TynnenupoBanue B
ViPNet Coordinator.

JlaGopaTopnas padora 8. ViPNetClient 4 — VPN u mnepcoHaJbHBIN CETEBOM SKpaH.
Kpunronposaiinep ViPNetCSP.

JlaGopaTopuasi pa6ora 9. PaboTa ¢ npmioKeHUSIMH

Jlaboparopnasi pabora 10. VYcraHoBka W wuHHIMAnNM3anus Komruiekca «Co0omby.
Hacrpoiika 06mux napameTpos.

Jlaboparopnasi padora 11. HacTtpoiika u skcruryatainus komruiekca «Co0omby.

JlaGopaTopuas pa6oTa 12. YcraHoBka U HHHIIHATH3aIMs KomIuiekca «Secret Net Studio 8-
C». Hactpoiika oO1ux mapaMmeTpos.

Jlaboparopnasi pa6ora 13. VYmpaBieHue pexuMaMu BXOJla B CHUCTEMY. YIIpaBlieHUE
MEePCOHANBHBIMU HIEHTU(UKATOPAMHU MOJIb30BaTENCH.

JlaGopaTopnas padora 14. Yupasienue ycrpoiictBamu B Secret Net Studio 8.

JlaboparopHnasi padora 15. [TomrHomouHOe pa3rpannuenue gocrymna B Secret Net Studio 8.

JlaGopaTopnas padora 16. KoHTposib IIEJIOCTHOCTH M 3aMKHYTasi IporpaMMHasi cpeia B
Secret Net Studio 8

JlaGopaTopuas padora 17. [lludposanue daiinos B Secret Net Studio 8.

34 TemaTuka KypcOBBIX IPOEKTOB (KyPCOBBIX padoT)

KypcoBoe npoekTupoBaHue 1o JaHHON TUCIHUILIMHE yYeOHBIM IUIAHOM HE 3aIlJIaHMPOBAHO.
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4 Y4eOHO-MeTOAMYECKOE M MH(POPMALIMOHHOE 00ecevYeHune

4.1 HopmatuBHbie 10KyMeHTbI 1 'OCTbI

[Iporpamma coctaBieHa B cooTBercTBUM ¢ DepepanbHbIM — TOCYAapCTBEHHBIM
o0pa3oBaTeNbHBIM  CTaHAAPTOM  BBICHIETO O0pa30BaHUS 1O  HAMPABJICHUIO  TOJATOTOBKHU
crenuanuctoB 10.05.03 «udopmanuonHas 6e30MaCHOCTh ABTOMATH3MPOBAHHBIX CHCTEM.

4.2 OcHOBHas JIUTEPATYypPA

1) Mapmakos, /J[. B. [IporpammHo-anmapatHsie CpeAcTBa 3alUThl HHPOPMAIINY :
ydyebnoe nmocodue / JI.B. Mapmakos, /[.B. @atxu ; JloHCKOM rocy1apcTBEHHBIN TEXHUYECKHM
yHuBepcureT. Pocros-na-Jlony: AI'TY, 2021. - 228 c. - ISBN 978-5-7890-1878-1 — Tekcr :
3JICKTPOHHBIN // JIaHb : anekTpoHHO-O0MOMMoTeunas cucrema. — URL:
https://reader.lanbook.com/book/237770 (nata o6pamenus: 01.02.2026). — Pexum nocryna: as
aBTOPU3. MOJIb30BATENCH.

2) Bynbrués, I'. I'. [IporpammHo-anmnapaTHbIE CpeICTBA 3aIUTHl HHPOPMAIUH :
ydueOHo-MeToanueckoe rmocoodue / I'. I'. bynsrués. — Mocksa : PTY MUPDA, 2022 — Yacte 1 —
2022. — ISBN 978-5-7339-1652-1. — Tekcr : aneKTpoHHbIH // JIaHb : 3IeKTPOHHO-0MOIMOTeUHAS
cucrema. — URL: https://e.lanbook.com/book/310781 (mata o6pamenus: 01.02.2026). — Pexum
JOCTYTIA: JIIs1 aBTOPU3. TIOJIH30BATENCH.

3) Bbynwrués, I'. I'. [IporpammHo-amnmapaTHbie CpeICTBA 3aIIUTHl HH()OPMAITUH :
yaeOHo-MeTonudeckoe mocodue / I'. I'. Bynerués. — Mocksa : PTY MUPDA, 2022 — Yacts 2 —
2022. — ISBN 978-5-7339-1653-8. — TekcT : anekTpoHHbI# // JIaHb : 37IeKTpOHHO-OMOIMOTeUHAS
cuctema. — URL: https://e.lanbook.com/book/310784 (nara o6pamenus: 01.02.2026). — Pexum
JOCTyMa: ISl aBTOPH3. MOJIb30BaTeNeH.

4.3 lonoiHUTEJIbHAS JIUTEPATypa

1) ['opnos, A.Il. ABTomMaTu3upoBaHHas cucTeMa OLeHKH () PEeKTUBHOCTH
IpOrpaMMHO-aINapaTHeIX cpeacTs 3amuThl nHbopManuu / A.IL. I'opios, M.IO. Pertos, JI.A.
JIbicoB // ABTOMaTH3aMs U MOAETUPOBAHNE B MPOCKTUPOBAHUH U yIipaBieHHH . — 2019. — Ne 2.
— C. 25-32. — ISSN 2658-6436. — TekcT : 2neKTpoHHBIH // JlaHb : 371eKTpOHHO-OMOIHOTEe HAs
cuctema. — URL: https://e.lanbook.com/journal/issue/311268 (nata obpamenus: 01.02.2026). —
PexxuM mocTyna: [uist aBTOPH3. MOJIb30BATENECH. .

2) Kwmypos, . b. [IporpammHo-anmnapatHble CpeACcTBa 3alUTHl HHPOPMAIIUY :
yuebHoe nmocobue / /1. b. XKmypos, C. B. XKykos. — Camapa : Camapckuii yauBepcurert, 2022. —
ISBN 978-5-7883-1799-1. — TekcT : anekTpoHHbIH // JlaHb : 2eKTpOHHO-OMOIHOTEHas cCCTEMA.
— URL: https://e.lanbook.com/book/336515 (nata ob6pamenus: 01.02.2026). — Pexxum noctyma:
JUIS aBTOPH3. MTOJIb30BaTENCH.

3) bytun, A. A. IIporpammHO-anmnapaTHbie CpeICTBA 3alIUTHl HHPOpMALUH : yueOHOe
nocobue / A. A. byrun, H. U. I'nyxos, C. 1. HockoB. — 2-e u3a., nepepad. u non. — MpKyTCK :
NpI'VIIC, 2022. — 92 ¢. — TeKcT : 31eKTpoHHBIH // JIaHb : 37eKTPOHHO-OMOIMOTEYHAs! CUCTEMA.
— URL: https://e.lanbook.com/book/342113 (nara obpamenus: 01.02.2026). — Pexxum gocryma:
JIJIs aBTOPU3. TI0JIb30BATEIICH.

4.4 JyeKTpOoHHBbIe 00pa3oBaTe/ibHbIE pecypchl
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1. https://www.securitycode.ru/products/secret-net-studio/
2. https://infotecs.ru/products/filter/type-is-33/apply/

4.5 J/IuuieH3M0OHHOE ¥ CBOOOHO pacnpocTpaHsieMoe NPOrpaMMHoOe
o0ecmeuenue

[TO «ViPNet Administrator 4»

DneKkTpoHHBIH 3aMoK "Co6oJb".

Cucrema 3ammtsl "Secret Net Studio".

ITAK 3amumienHoro xpanenust uapopmannu «Cekpet Ocoboro Haznauenus»
Kommeke cpeacts 3ammtel nHpopmanuu ot HCJl «Axkkopa—AM/I3»

[TAK 3amuTe! nH(pOpMaLMK OT HECAaHKLIIMOHUPOBAHHOIO JJOCTYyIa
«AKKOP/I-Win64» (Bepcus 5.0).

AN e

4.6 CoBpeMeHHbIe IPodeccHoHATIbHBIE 0a3bl TaAHHBIX U MH(POPMALIMOHHbIE
CIPaBOYHbIE CHCTEMbI

JlokanpHBI HAy4YHO-00pa30BaTENbHBI KOMIUIEKC 10 auciuiumae "lIporpammHo-
anmaparHas 3amura uHopmarn'.

5 MarepuajibHO-TEXHUYECKOE o0ecredeHue

Jlns mpoBefeHHsI BCeX BUAOB 3aHATUH HEOOXOAUMO IPE3EHTALlMOHHOE OOOpYHOBAHUE
(MyIbTUMEIUNHBINA IPOEKTOP, IKpaH) — 1 KOMILUIEKT.

Jns  mpoBeneHus 1a00OpaTOPHBIX 3aHATHI HEOOXOAMMO HaJM4Ke KOMIbIOTEPHBIX KJIACCOB
000pY/IOBaHHBIX COBPEMEHHOI BBIUMCIHMTENBHON TEXHUKOW M3 pacueTra OAHO pabodee MECTO Ha
0JIHOr0 00y4aemoro.

6 MeToanyeckue peKOMEHIANH

6.1 MeTonnueckue peKOMeHIAIUM VISl MPENoAaBaTeisd 0 OPraHu3anun
00y4eHuUs

1. ITpu MOATOTOBKE K 3aHATHUAM CIIEAYeT MpeBapUTeNIbHO MpopaboTaTh MaTepual 3aHsTHs,
MIPEAYCMOTPEB €r0 MOoJIayy TOYHO B OTBEACHHOE JUIsl 3TOrO BpeMs 3aHATHs. ClenyeT NOArOTOBUTH
HEoOXO0MMbIE MaTepuajbl — TEOPETUUYECKUE CBEACHHMs, 3a1auu U Ap. [Ipu mpoBeneHun 3aHATUSA
clelyeT KOHTPOJIMPOBATh MOJauyy MaTepualia U pelieHHe 3aJaHuil ¢ y4eToM y4yeOHOro BPEMEHH,
OTBEJICHHOTO JIJISl 3aHATHSI.

2. Ilpu mnpoBepke pabOT U OTYETOB CIEAYET YYUTHIBATH HE TOJBKO MPABUIBLHOCTH
BBIMIOJIHEHMS 3aJaHUil, HO M ONTHUMAJIbHOCTh BBIOPAHHBIX METOAOB pEIICHUs, NPAaBUIBLHOCTh
BBIIIOJIHEHHSI BCEX €r0 I1aroB.

6.2 Meroanueckue yKasaHus AJ1s1 00y4al0UIUXCS 110 OCBOCHUIO 1M CHUIIMHBI
N3ydeHue TuCUMIUIMHBI OCYIIECTBISETCS B CTPOTOM COOTBETCTBUH C IIEJIEBOM YCTAHOBKOM B

TECHON B3aUMOCBSI3M y4eOHBIM IIaHOM. OCHOBOM TEOPETHYECKON M MPAaKTHUYECKOW MOArOTOBKU
CTYZECHTOB SBJISAIOTCS JICKIUH U JJaOOPAaTOpHBIE PaOOTHI.
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B mpomecce camocTosITenbHONM pabOThl CTYIAEHTHI 3aKPEIUISIOT WU YIUTYOJSIOT 3HAHUSA,
MOJTyYEHHBIE BO BpEeMs ayJUTOPHBIX 3aHATHI, FOTOBATCS K JK3aMEHY, a TaKKe CaMOCTOSTEIbHO
U3Y4aloT OT/AEJIbHbIE TEMbI YU€OHOU POrPaMMBI.

7 DOoH/1 OLICHOYHBIX CPeICTB
7.1 MeToabl KOHTPOJISI M OLEHUBAHUS Pe3YJILTATOB 00yYeHUsI

B mpornecce oOydeHUsT UCTIONB3YIOTCS CIEAYIONINME OIIEHOYHBIE (POPMBI CaMOCTOSTEIbHON
paboTHl CTYJEHTOB, OIICHOYHBIE CPEACTBA TEKYIIETO KOHTPOJISI YCIIEBAEMOCTH U MPOMEKYTOUHBIX
aTTeCTallui:

- TmpoBeleHHE JabopaTOpHBIX pPAOOT (MPAaKTHYECKUX 3aHATHH C HMCIHOJb30BaHUEM
CIICLITEXHUKH) U UX 3alUTa;

- CaMOCTOSITENIbHAs TOATOTOBKA U MPOBEACHUE MPE3ECHTAUN IO TEMaM JAUCLMILIUHBL;

- DK3aMEH.

7.2 lllkana ¥ KPpUTEPUH OLICHUBAHMS Pe3yJIbTATOB 00y4YeHUsI

<D0pMa HpOMe)KYTOqHOﬁ aTTeCTalluu. 5K3aMCH.
IIo uroram HpOMeXCYTOqHOﬁ arreCcraguu 110 AUCHUIIIIMHC (MOI[yJHO) BBICTABJISICTCS OLICHKA
«OTIIMIHO», «XOPOIIO0», «yAOBJICTBOPUTCIBHO» HUJIN «HCYJOBJICTBOPUTCIILHOY.

[IIxana oneHuBaHuA Onucanue

BeimonHeHnsl Bce BHUABI  yueOHOH paboThI, MpeayCMOTpPEHHBIE
yueOHbIM Tu1aHOM. CTYZEHT IEMOHCTPUPYET COOTBETCTBUE 3HAHUM,
YMEHHUM, HaBBIKOB NPHUBEIECHHBIM B TaOJMIAX MOKa3aTeleH,
0 onepupyeT NPUOOPETEHHBIMH 3HAHUSAMH, YMEHHSMHU, HaBBIKAMH,
THHO MPUMEHSIET WX B CUTyalUsX MOBBIIIEHHOW ciloxHOCTU. [Ipu 3TOM
MOTYT OBITh JOMYIIEHbl HE3HAYUTEIbHBIE OIIMOKH, HETOYHOCTH,
3aTpy/IHEHUS MPU aHAIUTUYECKUX OMNEpalusx, NepeHoce 3HaHUN U

YMCHI/II;'I Ha HOBLIC, HCCTAHAAPTHLIC CUTYallUH.

BreimonHensr Bce BHIbI  yueOHOM pabOThI, MpeayCMOTpPEHHBIE
yueOHpIM  miaHoM.  CTyIeHT  JEMOHCTPUPYET  HEMOJIHOE,
Xopo1o NpaBUIBHOE  COOTBETCTBHUE  3HAHUM,  yMEHUH,  HABBIKOB
IpUBEIEHHBIM B TaOIUIaX MMOKa3aTesei, 1Moo eciy Mpu ATOM ObLITU
JIOTIYIICHBI 2-3 HECYIIeCTBEHHBIC OIIHNOKH.

Boimonnensl Bce BHIbI  y4eOHOIl paboOThl, MNpeaycCMOTpPEHHbIE
yueOHbIM T1aHOM. CTYZEHT IeMOHCTPUPYET COOTBETCTBUE 3HAHUH,
VY 10BIETBOPUTENBHO | B KOTOPOM OCBEIIEHAa OCHOBHAas, HaubOoyiee BakHas 4YacTb
MaTepualia, HO IpU 3TOM JIONYyIEHa OFHA 3HAYMTEIbHAas OIIMOKa
WU HETOYHOCTb.
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He BbimonneH onuH win Oojee BHUAOB Yy4eOHOH paboTH,
MPEIYCMOTPEHHBIX Y4e€OHBIM IUIaHOM. CTYICHT IIE€MOHCTPUPYET
HETIOJTHOE COOTBETCTBUE 3HAHHI, YMEHUH, HABBIKOB MPUBEICHHBIM
B TaOJMIaX IOKa3aTejiel, IOMyCKAIOTCS 3HAYMTENbHBIC OIINOKH,
HeynosnetBopuTtensHo . .

HPOSBISIETCS OTCYTCTBHE 3HAHHWH, YMEHHMH, HABBIKOB II0 PAAY
roKaszaTesiei, CTYJEHT HCHbITHIBACT 3HAYUTEIbHBIC 3aTPyIHEHHS
IPU ONEPUPOBAHUU 3HAHUSMM U YMEHHUSMHU IPU UX MEpEeHOCce Ha

HOBBIC CUTYallUU.

7.3 OueHo4HbIe CpeacTBa

OneHouHbIe Cpe/ICTBA AJIs TEKYIIeH aTTecTalun
KomnbloTepHoe TecTupoBaHue.

OneHouHbIe Cpe/ICTBA AJIs MIPOMEKYTOUHOM aTTecTaliuu
JK3aMeH.

Crmcok BOITPOCOB IJIA OK3aMC€Ha 110 JUCHUIIINHE

1. KommnbrotepHas cucreMa Kak 00beKT 3alUThl HH(POpMAIUU

2. [TonsiTne yrpo3sl nHpopManronHoi 6ezonacHoct B KC

3. Knaccudukanus u o0muii ananu3 yrpo3 nHhpopMmannoHHon 6e3omacuoctu B KC

4. Cny4aitabie yrpo3bl nHGopMaImoHHon 6e3onacHocTu KC

5. [IpennamepenHbie yrpo3bl HHPopMaIMoHHOM 6e3onmacHocT KC

6. Pa3zpaboTka nmonmutuku napopmanmonHoi 6e3omacHoctu KC

7. Metoaoorust MOJUTUKUA 0€30MTaCHOCTH KOMITBIOTEPHBIX CHCTEM

8. OCHOBHBIE TIOJIOKEHUS TIOJIUTUKH HHPOpMaIimoHHON Oe3omacHocTH KC

9. Kuznennsbrit ik noautuku 6e3omnacHoctu KC

10. DyHKIHUOHATIbHAS MOJEIIb CUCTEMBI 3alIUThl. COCTaB U HA3HAYEHUE
(YHKIIMOHATBHBIX OJIOKOB

1. [TonsiTHe nOCTyNa U MOHUTOpPA OE30MACHOCTH

12. MeTtoi0510T1s IPOEKTUPOBAHMSI TAPAaHTUPOBAHHO 3amuieHHbIXx KC

13. Merto/ reHepanuy U30JIMPOBAHHON MPOTPAMMHOM CPEIbI

14. Mogaens AJIETIT-50

15. [TaTumepHOE TPOCTPAHCTBO O€30MaCHOCTH XapTCTOHA

16. ManiaTHas MOZENb TOCTYIIA

17. Mognens benna-Jlananyna

18. Wnentndukanus u ayreHtudukanus. OCHOBHbBIE MMOHITHS U KJIACCH(PHUKAIINS

19. [Tpocrast ayrenTH)HUKAIINS

20. DnekTpoHHbIHN 3aMok "CoboJp"

21. buometpuueckas uaeHTudUKaMs U ayTeHTU(UKAINS [T0JIb30BaTeNeit

22. Crporas ayreHTUUKALNA

23. [TpoTokomnsl ayTeHTU(DUKAIINHI ¢ CHMMETPUYHBIMU AITOPUTMAMU MU (DPOBAHHUS

24. [IpoTOKOIBI, OCHOBAaHHBIC HA UCTIOIB30BAHUH OJTHOHATPABICHHBIX KIIOYEBBIX XOIII-
byHKIUI

25. AyTeHTH(DHKAIS C UCITOJIb30BAHUEM aCUMMETPUIHBIX aJITOPUTMOB (P POBAHUS

26. AyTeHTu(]uKaImsa, OCHOBaHHASI HA UCTIOIB30BaHUU IIU(PPOBOIl MOANKCH

27. [TpoTokoiel ayTeHTH()HUKAIIY ¢ HYJICBOH mepeaadeii 3HaUCHHIA
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28. YrpomieHHas cxemMa ayTeHTH(PHUKAIIUN ¢ HYJICBOW Tiepeavei 3SHaHu!

29. [TapannenpHast cxeMa ayTeHTU(UKALUY C HYJIEBOU Mepenayeii 3SHaHHi

30. [Iporokon ayrentudukannu Kerberos

31. [TpoTtokon naentTudukanmu u ayrentupukanuu B OC Windows

32. CoxpaHHOCTb IapoJjieil yUeTHbIX 3anucei

33. 3amura uHpopmanuu B daiinoBoii cucteme NTFS

34. [Mudpyromas daiinosas cucrema (EFS) Encrypting File System

35. B3aumoneiictBue daitnooii cuctemsr 3amuthl NTFS 1 3ammth pecypca o01iero
nocrtymna (Sharing)

36. AnmuHUCTpUpoBaHue AUCKOB B Windows

37. Windows : 3amura naposeit

38. Bo3moskHOCTH cTanAapTHOH cucTeMbl pasrpanuuenus gocryna OC Linux

39. Cucrema LIDS

40. dopmar cepTU(PHUKATOB OTKPHITHIX Kitoduei X.509

41. HndpacTpykTypa OTKPBITHIX KIFOUEH

42. Teoperuueckre NPUHIMIIBI TOCTPOSHUSI OUOMETPUUYECKUX CUCTEM

43. BexTop napaMeTpoB IIpu aHaIM3€ PyKOIMCHOI'O ITOYepKa

44, 3amuTa Ha ypoBHe pacumupenuit BIOS

45. 3amura Ha ypOBHE 3arpy34MKOB ONEPAMOHHON CUCTEMBI

46. Ceprudukar oTKpbITBIX KiTr04ei X.509

[Tpumep Ourera.

1. KomnproTepHoe TecTupoBaHHUE.
2. AyTeHTH(DHKAIHS C UCIIOJIE30BAHUEM aCUMMETPUIHBIX aJITOPUTMOB MIH(PPOBAHUSI.
3. [TpakTHueckasi HaCTpOHKa MPOrPaMMHO-AMIAPATHBIX CPEICTB 3AIIUTHI.



