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1. esn, 32724 U IVIAHUPYEMbIe Pe3yJIbTAaThl 00y4eHHs 10 AMCUHUILIMHE

K ocHOBHBIM meJsAM OCBOCHUA OUCIHUITIIMHBI «KpI/IHTOaHaJII/IS» CJICAYCT OTHCCTH:

- HM3Y4EHHE COBPEMEHHBIX METOJOB W CPEACTB aHAIW3a KPHUNTOrpaduyecKoil 3aIiuThl
nHGOpPMAIINY ISl pEIICHUS TPOOIIeM 3aIUTHl HHPOPMAIIUH.

K ocHOBHBIM 3agavdaMm OCBOCHUA AUCHUIIIINHBI «KpI/IHToaHaJII/B» CJICAYCT OTHECCTHU:
- OBJIAZACHUC OCHOBHBIMHU KpI/IHTOFpa(i)I/ILIeCKI/IMI/I HHCTPYMCHTAaMU, HGO6XOI{I/IMBIMI/I JIIs
MMOCTPOCHUS 3allIMIIICHHBIX I/IH(I)OpMaIII/IOHHI)IX CHUCTEM.

O6yuenne mno aucuuiuinHe «Kpunrtoanamu3»  HampaBieHo Ha  (opMHpOBaHME
y 00y4aroLIUXCs CIEAYIOIUX KOMIETEHIIN:

Kon u HanmMeHoOBaHMe KOMIIeTeHIMIA NuaukaTopsl 10CTHKEHUS] KOMIIETeHIHH
OIIK-9 CniocobeH npuMeHsITh Cpe/icTBa NOIIK-9.1. 3naer cpeacrsa
KpunTorpapuueckoil 1 TEXHUYECKON 3alIUThl | KpUNTOrpaduyecKoil U TEXHUYECKOM 3aIlUThI
uH(popMaluU A peleHus 3a1a4 uH(bOpMaLMKU AJIs peleHus 3a1a4
poQeccuoHaIbHOM 1eATeIbHOCTH npodeccuoHaNbHOM e TeNbHOCTH;

NOIIK-9.2. YMmeeT npuMeHATh CpecTBa
KpUNTOrpaguuecKkoi U TEXHUUECKOMN 3aIUThI
UHpOpMaLUU JUTsl pelleHHs 3a1a4
po(eCcCUOHATILHOMN 1A TENbHOCTH;
NOIIK-9.3. Bnageetr cpeacTsamu
KpUTNITOTpaUIeCKON U TEXHUIECKON
UHpOpMaLUK JUTsl pellieHHs 3a1a4
Ipo(eCCHOHATIBHOMN 1eATEIbHOCTH

2. MecTO TMCUMILIMHBI B CTPYKTYpe 00pa30BaTe/ibHOI MPorpaMmbl

Juctmiuimna «KpurroaHaians» OTHOCHUTCS K YHCITY SJICKTHBHBIX YYEOHBIX JUCIUTUIMH
OCHOBHOM oOpa3zoBareapHOM nmporpammsl (b.1./1B.3).

JlMCIMIUIMHA B3aUMOCBSI3aHA JIOTUYECKH W COJCPIKATEIIbHO-METOIUYECKU CO CICIYIOIIMMU
mucuummuHamMu U npaktukamu OOIT: «Matematuueckuii aHanusy», «/luckpetHas maTemMaTHKay,
«Teopusi BEpOSITHOCTEH M MaTeMaTHuecKas cTaTucTukay, «Teopus mHpopmarmmy, «HucieHHbIC
MeToAb1», «OCHOBBI HH(POPMALIMOHHON OE30TTACHOCTH.

3. CTpykTypa u coepkaHue TUCUUIINHBI

OO61ast TpyA0E€MKOCTh AUCIUTUINHBI COCTaBIsAET 4 3aueTHble equHuIp (144 gaca).

3.1. Buabl yueOHoii padoThl H TPYA0EMKOCTh
(o dpopmam oOydeHus)

3.1.1 Ounas popma oOyueHus



Ne CemecTpsbl
. KoanyecrBo
n/n Bua yueOHo# paGoTbl Cemectp Henens
4acoB
cemMecTpa
1 | AyauTopHbIe 3aHATHS 72 4 1-18
B ToM uucne:
1.1 | Jlexkuun - - -
1.2 | CemuHapcKkue/nIpakTHIECKUAE 3aHATHSI - - -
1.3 | JlabopaTopHbIe 3aHATUS 72 4 1-18
2 | CamocrosiTeibHasi paboTa 72 4 1-18
3 | Ipome:kyTouHasi aTTeCTANMA
DK3aMeH 4 ITo pacniucanuo
Hroro 144




(o dpopmam oOydeHus)

3.2.1 Ounas popma oOydenus
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3.2. TemaTu4yecKuii MJIaH U3yYEeHHUS TUCIIATIMHBI

TpyaoemMKocThb, yac

AynuTopHasi padora

Camoc
J:/') Pa3znenabl/TeMbl CeMHH/ap Jlabop | Ilpaxr TOSATE
AUCUUIIUHBI Beero | Jlex | O"M° aTOPH | MHCCKA | 1\ s
n MpaKTH4e | bIe b
11401 padot
CKHME | 3aHATH | OATOT | =
3aHATHUS s OBKa
1 Pazpen 1. Kpunroananms
52 - - 32 - 20
CUMMETPHYHBIX KPHUIITOCHUCTEM
1.1 | Tema 1.1. [llucdps! onHO3HAYHOU 12 i i 8 i 4
3aMEHBI
1.2 | Tema 1.2. lIudpsr MHOrO3HAYHOM 12 i i 8 i 4
3aMEHBI
1.3 | Tema 1.3. llIudps! 61049HOI 3aMEHBI 8 - - 4 - 4
1.4 | Tema 1.4. Hludpsl nepecTaHOBKU 12 - - 8 - 4
1.5 | Tema 1.5. Hudpsl raMmMupoBaHusI 8 - - 4 - 4
2 Paznen 2. Kpunroananus o4 i i 16 i 8
ACUMMETPUYHBIX KPUIITOCUCTEM
2.1 | Tema 2.1. Kpunroananus o4 i i 16 i 8
ACUMMETPUYHBIX KPUIITOCUCTEM
3 Pazgen 3. Kpunroananus nudpoBoit 16 i i 8 i 8
MOANKCH
3.1 | Tema 3.1. Kpunroananus nugpoBbIx 16 i i 8 i 8
noanucen
4 Paznen 4. Kpunroananus aaropuTMoB 8 i i 4 i 4
oOMeHa KIIto4aMu
4.1 | Tema 4.1. Kpunroananus airopurma 8 i i 4 i 4
Jubdu-Xenmmana
5 Pazgen 5. IloaroroBka otyera o
KPUIITOAHAJIN3€ KPUITOTPAPUICCKUX 44 - - 12 - 32
QJITOPUTMOB
5.1 | Tema 5.1. Pa3zpaboTka O10K-cXeM 16 i i 4 i 12
MIPOrpaMM KPUINITOAHATIN3a
5.2 | Tema 5.2. Pa3zpaboTka o01iero 12 i i 4 i 8
uHTepdeiica mporpaMM KpUITOaHAIN3a
5.3 | Tema 5.3. CpaBHUTENIbHBIN aHATIHN3
CTOMKOCTH KPUNTOrpahuIeCcKUx 10 - - 2 - 8
JITOPUTMOB
5.4 | Tema 5. OT4er 0 KpUNTOAHATIH3E 6 i i 5 i 4
KpUNTOrpaguecKux arOpuTMOB
Hroro | 144 72 72

3.3. Coaepxxanue TMCUUITUHBI

Pa3nes 1. Kpunroanaans cHMMETPHYHBIX KPHIITOCHCTEM
Tema 1.1. YacToTHBIN aHATU3.




[Tonck BEpOATHOTO CII0Ba.
HIndper 3aMeHBI.
Kpunroananus muppoB mpocToii 3aMeHbl.
Tema 1.2. [lludpsl MHOTO3HAYHOH 3aMEHBI.
Kpunroananus mugpos rammupoBanus benazo u Bixenepa.
Peructpsl cnBura c 00paTHOM CBS3bIO.
CkpemOiiepsl.
Kpunroananus mugpyromei raMmsl.
Kpunroananus HauaapHOTO 3a0IHEHUS — KJIOYEBOW MHUIMAIN3ALINH.
Tema 1.3. Hudps! 6109HOM 3aMEHBI.
Kpunrtoananus mu@poB BepTUKAIBbHOMN EPECTAHOBKH.
Koncrpyknuu @eiicrenss. AnropuTmsl 6J104HOTO UG POBAHMUSL.
Anroputmel mudposanus [OCT 28147-89, 'OCT 34.12-2015.
I'OCT 34.13-2015. Pexxum npocToit 3aMeHBI.
AHanu3 pacceMBaHUs 3HaKa OTKPBITOTO TEKCTa MO MIU(PPTEKCTY.
ATaka MoJIHBIM TIepebopoM.
Paspnen 2. KpunroaHajimn3 acCMHMMETPUYHBIX KPUIITOCHCTEM
Tema 2.1. AcuMMeTpuYHbIE CUCTEMBI IINU(POBAHMUS.
OTkpsiToe pacnpenenenue kiouen. Cxema Juddu-Xemnmana.
Anroputm RSA. Meton pakropuzanuu @epma.
Cucrema mmdposanus El Gamal. JluckpetHoe norapudmMupoBanue.
Pa3znea 3. Kpunroanaau3 undposoii noanucu
Tema 3.1 Kpunroananus 1iudpoBbIX TOAMUCEH
OYHKIMU X3IIUPOBAHUS.
Anroputm RSA.
Anroput™m El Gamal.
Pasznen 4. Kpunroanaaus ajiropurMoB 00MeHa KIKYAMHU

Oo6men kimrouamu o anroputmy Diffi-Hellman.
Pa3nea S. Iloaroroska oryera 0 NPOrpaMMHUPOBAHMH KPUITOIPAPHYECKUX AJITOPUTMOB.
Tema 5.1. PazpaboTka O6JI0K-CXeM IIporpaMM KpUITOaHAIH3A.
I'OCT 19.701-90.
Tema 5.2. PazpaboTtka oOmiero narepderica mporpaMm KpUITOAHAIN3A.
JlnanoroBblii WM KOHCOJIbHBIN HHTEpdeiic. brok-cxema obiero untepdeiica. TectupoBanue
nHTepderica.
Tema 5.3. CpaBHUTENbHBIN aHATU3 CTOMKOCTH KPUNITOTPaPUUECKUX allTOPUTMOB.
Tema 5.4. OTyer 0 NpOrpaMMUPOBAHUH KPUIITOAITOPUTMOB.
[ToaroroBka oTyera o MPOrpaMMUPOBAHUU B COOTBETCTBHE C 3aIaHHOM CTPYKTYpPOH U 3aIIUTa
OTYeTA.

3.4. TemaTuka CeMHHAPCKUX/MPAKTHYECKUX U JIA0OPATOPHBIX 3aHATHIH
3.4.1 CemuHapckue/IpaKTUYECKHE 3aHATUS

He npedycmompenwi npocpammoti.

3.4.2 JIabopaTopHble 3aHATUS



Tema 1. Kpunroanains ciMMETPUYHBIX KPUIITOCUCTEM
JlaboparopHuas padota 1.1. Kpunroanaims mudpoB 0JHO3ZHAYHON 3aMEHBI.
HIugper npocmoui 0ono3Haunol 3amensvl: Ambaw, wugp Llezaps, wugp Hoaubus. [ugppor
MHO203HAYHOU 3AMEHDbL.
Jlaboparopuas padota 1.2. Kpunroananu3 mudpoB MHOTO3HAYHOW 3aMEHEI.
HIugper Tpumemus, Benazo, Busicenepa. S-6no0x 3amenvt I OCT P 34.12-2015.
JlaboparopHuas padota 1.3. Kpunroanaims mudpoB 0JIOYHOM 3aMEHBI.
Mampuunwvit wughp. Hlugp Inziigepa.
Jlaboparopuas padota 1.4. Kpunroananus mudpoB mepecTaHOBKH.
Hlugper  eepmuxanvnoii  nepecmanogxu. Illugpvr  mapwpymuoii  nepecmanogKu.
Ilosopomnvie pewwemku. Cemv Deticmens.
JlabopaTtopnast pabota 1.5. Kpunroananus mmdpoB raMMUpOBaHHS.
Oonopasosuviil oroknom Lllennona. I'ammuposanue
Tema 2. Kpunroanains acCHMMETPUUYHBIX KPUIITOCUCTEM.
JIaGoparopHas padota 2.1. Kpunroananus mudpoB acuMMeTpUYHbIE IIHQPHI.
Llughp RSA.
Llugp EI Gamal.
Tema 3. Kpunroananus undpoBoii Hoanucu.

JlabopaTtopnas padota 3.1. Kpunroananus nudpoBbIX MOAMUCEH.
Aneopummet RSA, EGSA.
Tewma 4. Kpuntoananus anropuTMoB 0OMeHa KITFOYaMH.
JlabopaTtopHnas pabora 4.1. Kpunrroananu3s anropurma Juddu-Xemimana.
Obmen knrouamu no areopummy Diffi-Hellman.
Tewma 5. IloaroroBka oT4eTa O KPUIITOAHATN3E KPUNITOTPAPUIESCKUX aJTOPUTMOB.
JlabopaTtopHnas padota 5.1. PazpaboTka 0710K-CXeM MpOoTrpaMM KPHUITTOAHATU3A.

JlabopaTtopHnas pabota 5.2. PazpaboTka obmiero uarepdeiica mporpaMM KpUNTOAHAIN3A.
Jluanocoswiii  unu  KOHCOMbHBLU — uHmepgetic. bnox-cxema obwezco ummepdetica.
Tecmuposanue unmepgetica.

JlaGopaTtopHnas pabdota 5.3. CpaBHUTEIBHBIA aHAJIU3 CTOMKOCTH KPUNITOTPAPUIECKUX aJITOPUTMOB.

JlaboparopHas padota 5.4. OT4eT 0 MPOrpaMMUPOBAHUN KPUNTOTPAPUUECKUX aJIrOPUTMOB.

3.5. TemaTnka KypcoOBBIX POEKTOB (KyPCOBBIX padoT)

He npedycmompenuvl npocpammoi.

4. Y4yeOHO-MeTOANYeCKOEe U HHPOPMALIMOHHOE O0ecIeueHue

4.1. HopmatuBHbie 1okyMeHTbI 1 'OCThbI

1. ®enepanbubiii 3akoH 0T 06.04.2011 N 63-®3 (pea. ot 11.06.2021) «OO6 >1neKTPOHHOMN
MIOJIITUCI: Tekcr: AJIEKTPOHHBIN // Texakcnepr: [caiiT].— URL:
https://docs.cntd.ru/document/902271495 (nata obpamenus 15.03.2021);

2. TOCT P 34.10-2012 HWudopmanumonHass texHosorusi. Kpuntorpaduueckass 3ammura
uHpopmanuu. Ilpoueccsl GopmupoBaHMs W TPOBEPKH 3NEKTPOHHOU IudpoBoi Information
technology. Cryptographic data security. Generation and verification processes of electronic digital



https://docs.cntd.ru/document/902271495
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signature: Haumonanbheiii cranmapt P®: Beex. 01.01.2013: -M.: Crannaptundopm, 2018. -URL:
https://docs.cntd.ru/document/1200095034 (mata obparienus 15.03.2021).- Tekct: 351eKTpOHHBIH.

3. TOCT P 34.11-2012 UWudopmanmonHas texunoiorus. Kpunrorpaduueckas 3ammra
unpopmanuu. Oynknus xsmupoBanus Information technology. Cryptographic data security. Hash-
function: Harmonanenenii crangapr P®: Beex. 01.01.2013:- M.: Crangaptuadopm, 2013.- URL:
https://docs.cntd.ru/document/1200095035 (nata obpaienus 15.03.2021).- TekcT: 31eKTPOHHBIIH.

4. TOCT P 34.12-2015 WudopmammonHas texHosorus. Kpunrorpaduyeckas 3amura
uHpopmanmu. brouynsie mudper: Hammonamseiii cranmapt P®: Been. 01.01.2016:- M.:
Cranmaptundopm, 2015.- URL: https://docs.cntd.ru/document/1200121983 (mara oOparieHus
15.03.2021). - TekcT: 3JeKTPOHHBII.

5. TOCT P 34.13-2015 MWudopmanumonHas TtexHojorus. Kpunrorpapuueckas 3ammura
uHpopmauuu. Pexxumel pabotsl Onounbix mudpos: nformation technology. Cryptographic data
security. Modes of operation for block ciphers: Haumonanesnsiit crangapt P®: Been. 01.01.2016:-
M.: Cranmaptundopm, 2015.- URL:https://docs.cntd.ru/document/1200121984 (nata oOpamieHwust
16.03.2021).- TekcT: NMEKTPOHHBIH.

I'OCT 19.701-90 Ennnas cucrema mporpaMMHOM TOKyMeHTanuu. CXeMbl arOpUTMOB, IPOTPAMM,
JAHHBIX U cucteM. MexayHapoasbii ctanapt.: Been. 01.01.1992. — I'ocynapcTBeHHBIM KOMUTET
CCCP no BeIYMCIUTENBHOM TeXHUKE U HHPopMmaTHke. [lepensnan — stuBaps 2010.

4.2. OcHOBHAf JTUTEpATYypa

1. byrakoa H.I'., ®emopoB B.H. Kpunrorpadpuueckue wmeTompl W cpeacTBa 3alluThI
nHpopmanuu: ydyeOHOoe mocoOume. M3manume 2-e, ucmparieHHoe W gononHeHHoe. — CII6: UI]
«MuaTepmennay, 2020. — 380c. — ISBN 978-5-4383-0210-0.

2. byrakoBa H.T'., Cemenenxko B.A., ®emopoB H.B. Kpunrorpaduueckas 3ammura
nHpopManuu: yuebHoe mocoodue st By30B. — M. : Uzn-Bo MITY, 2011 . — 316 c. - ISBN 978-5-
2760-1503-3

3. byrakoBa H.I'., ®enopor B.H. Kpunrorpaduueckue ™MeTtoiapl M CpeACTBA 3allHUThHI
nHpopmanuu: yueoHoe nocoodue. — CI16: UL «1uTepmenua», 2016. — 384c. — ISBN 978-5-4383-
0135-6. Joctyn K ANEKTPOHHOU BEpCUU KHUTH OTKPBIT Ha caire
https://elibrary.ru/item.asp?id=28331738.

4.3. JlonoJiHUTe/IbHAS JIUTepaTypa

1. BBenenue B kpuntorpaduyeckyro 3amuty vHpopmauu o0bexToB: yueoHuk aus CI1O0 /
C.H. Unbunbix, C.I'. Amromnna, T.WU. Kanuukuna [u ap.]. - M.: KT MTVYCH, 2021. - 276¢c. —
Tekcrt : anexTpoHHbIH // JIaHb : 2JIeKTpOHHO-0MOMMoTeuHas cucrema. — URL:
https://reader.lanbook.com/book/215231

2. Kopuuenko A. A. Kpunrorpaduueckue npoTokoisl : yued. nocobue / A. A. Kopauenko, M.
JI. I'myxapes. — CI16 : ®T'bOY BO II'VIIC, 2020. — 74 c. — ISBN 978-5-7641-1509-2. — TekcT :
3NIeKTpOHHBIHN // JlaHb : anexkTpoHHO-O0nbMmoTeyHas cucrema. — URL:
https://reader.lanbook.com/book/191009

3. Epmakoga, A. 1O. Kpuntorpaguueckue Meto sl 3amuthl nHpopmanuu / A. FO. EpmakoBa. —
M. : MHUPDA - Poccuiickuii TexHosorndeckuili yausepcurer, 2021. — 172 c. — Teker :
ANIeKTpOHHBIN // JlaHb : anekTpoHHO-O0nbMmoTeyHas cucrema. — URL:
https://reader.lanbook.com/book/176563


https://docs.cntd.ru/document/1200095034
https://docs.cntd.ru/document/1200095035
https://docs.cntd.ru/document/1200121983
https://docs.cntd.ru/document/1200121984
https://elibrary.ru/item.asp?id=28331738
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4. Urnartses E. b. 3amura nadopmarim: KpUNToAIrOpUTMBI XEIIMPOBAHUS: y4eOHOE TocoOue
mist By30B / E. b. Urnatees. - Cankr-IlerepOypr: Jlanb, 2023. - 264 c. — TekcrT : 21eKTpOHHBIH //
Jlans : anexTpoHHO-OMOMHOoTeuHas cuctema. — URL: https://reader.lanbook.com/book/311792

5. OBunHHHKOB, A. A. Kpunrorpadguueckre MeTo bl 3aIUTHl HHPOpManuu: Y4yeOHoe
nocob6ue / A. A. OBunHHUKOB. — CI16 : Cankr-IletepOyprekuii rocyapcTBEHHBI YHUBEPCUTET
a’pokocmuieckoro npudopocrpoenus, 2021. — 133 ¢. — ISBN 978-5-8088-1591-9. — Tekcr :
ANIeKTPOHHBIN // JIaHb : 3IeKTpOHHO-OnOIMoTeyHas cuctema. — URL:
https://e.lanbook.com/book/216491

4.4.JnekTpoHHbIE 00pa3oBaTe/IbHbIE PeCyPChI

1. byraxosa H.I'. Kpuntorpaduueckue MeTo bl 3aliUThl HHPOPMAIHU. DJIEKTPOHHBIN

00pazoBaTeNbHBIN pecypc. MockoBcKkui [TonuTex, 2020 -
https://Ims.mospolytech.ru/course/view.php?id=2518.
2. byrakoa  H.T'. [IporpammupoBanne  KpuUnrorpauyeckux  aJrOpPUTMOB.

DOnekTpoHHBIM  oOpasoBarenbHBIl  pecypc.  MockoBckuit  Ilomurex, 2020 -
https://Ims.mospolytech.ru/course/view.php?id=8378&

4.5 JInueH3MOoHHOE U CBOOOHO PacPOCTPaHsieMoe IPOrpaMMHoe odecnedeHne

1. Onepanronnas cucrema Microsoft Windows ot 7 Bepcuu u Beitie; Microsoft Office unmn Open
Office, Opayzep (Firefox/Google Chrome /Explorer).

4.6 CoBpeMeHHbIe MpodeccHOHATIbHbIE 0a3bl JAHHBIX U HH(pOPMALMOHHbIE
CIIPaBOYHbIE CHCTEMBI

1. eLIBRARY.RU: Hayunas snektponHast 6ubnauoteka: cait. - Mocksa, 2000 -. - URL:
https://www.elibrary.ru (nara o6pamenust: 16.03.2021). — TekcT: 27€KTPOHHBIH.

2. JIAHD: snextponHO-0MbIMOTEYHas cuctema: caiit. — Cankr-IlerepOypr,2010 -. - URL:
https://e.lanbook.com (mara oopamenus: 10.03.2021). - TekcT: 37E€KTPOHHBIM.

3. ®CTOK Poccuu: I'ocynapcTBeHHBII peecTp CepTHUPHUIMPOBAHHBIX CPEACTB 3alUTHI
uapopmanmu. — Mocksa, 2014. - . - URL: https://fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii (mara o6pamenus: 10.03.2021). -
TekcT: 3NeKTPOHHBIN.

4. bubnmuorpaduyeckas u pedeparuBHas 0a3za JaHHBIX Hay4yHOW MEPHOAMKH «Scopusy -
WWW.SCOpuS.com.

5. Caiit @enepanbhoii ciyx0b1 6e30macHocT Poccuu (PCB Poccun). -http://www.fsb.ru.

6. Caiir ®enepanbHOil CIyXObl 10 TEXHUYECKOMY M 3KCHOpTHOMY KoHTpoito (PCTIOK
Poccun). - http://www.fstec.ru.

7. TlopTan TeXHHYECKOTO KOMUTETA MO CTaHJapTU3aMU «3amuTa HHQopMaumy». —
http://tk.gost.ru/wps/portal/tk362

8. MHPopmMaLMOHHO—aHanInTHUecknt NHtepHeTt—nopTtan 1SO27000.ru. —
http://www.is027000.ru/.



https://lms.mospolytech.ru/course/view.php?id=2518
https://lms.mospolytech.ru/course/view.php?id=8378&
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii
http://www.scopus.com/
http://vpo.pk.mesi.ru/www.fsb.ru
http://www.fstec.ru/
http://tk.gost.ru/wps/portal/tk362
http://www.iso27000.ru/
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5. MarepuajibHO-TeXHHYECKOe o0ecrneueHue

Jlis mpoBeAeHHUsST BCEX BHUJIOB 3aHITHNA HEOOXOIUMO TPE3CHTAMOHHOE O000pYHIOBaHUE
(MyJTBTUMETUITHBIN TIPOEKTOP, HOYTOYK, KpaH WM HHTEPAKTUBHAS TOCKA) — | KOMIUIEKT.

I[JI?I MMPOBCACHUA HPAKTUUCCKUX 3aHATHU H€O6XOI[I/IMO HaJIMYUC KOMIIBIOTCPHBIX KJIACCOB,
000pY/IOBaHHBIX COBPEMEHHOU BBIYMCIIUTEIHPHON TEXHUKOW W3 pacuera oqHO pabodee MecTo Ha

OJIHOTO 00y94aeMoro.

6. MeTtoanuyeckue peKOMeHIALUU
6.1 MeToauueckue peKOMeHIANHU JIS1 IPEeNnoaBaTe/isi 10 OPraHu3aluu 00y4eHust

[Ipu moarotoBke K mabopaTOpHBIM paboTaM CJeayeT MpeaBapUTENbHO TPopadoTaTh
TeOpeTI/I'-IeCKI/II\/’I MaTcCpural 3aHATUA, MIPEAYCMOTPEB €TI0 NoAa4y TOYHO B OTBCACHHOC JIJI1 9TOT'O BpEMA
3aHATUA.

[Ipu npoBeneHnN 3aHATHUSA CIe1yeT KOHTPOJIMPOBATH MTOAAYy MaTepraia U pelieHue 3aJaHui
C Y4eTOM y4eOHOTO BPEMEHH, OTBEACHHOTO ISl 3aHSTHS.

[Ipu mnpoBepke pabOT W OTYETOB CJEAYET YYHUTHIBATh MPABWIBHOCTH BBIIOJTHEHUS
a00paTOPHBIX pabOT HA BCEX dTaIax.

6.2 MeToauueckue yKazaHus JUIsl 00YyYAKOIIMXCS 10 OCBOEHUIO TUCIMILINHBI

N3ydeHne qUCHMILTUHBI OCYIIECTBIISETCS B CTPOTOM COOTBETCTBUU C II€JIEBOI YCTAHOBKOM B
TECHOU B3aMMOCBSI3H yu4eOHBIM MI1aHOM. OCHOBOHM TE€OPETUIECKOM MOATOTOBKH CTY/ICHTOB SIBIISFOTCS
JIeKYuuU.

B npomecce camocTosiTenbHOM pabOThl CTYACHTHI 3aKpeIUIIOT U YIIyOJsioT 3HaHMS,
MOJIyY€HHBIE BO BpeMsl ayJUTOPHBIX 3aHSITUN, JOpa0aThIBAIOT KOHCIEKTHI JIEKIUH, TOTOBSTCS K
9K3aMEHY, a TAK)KE CaMOCTOSITENIbHO U3Y4atOT OTJENbHbBIE TEMbl YUeOHOU MPOrPAMMBI.

JlaGoparopHuble pabOThl MPOBOAATCA MO HauboJiee BAXKHBIM TEMaM JIUCIUIUIMHBI.
OcymiecTBisercs 3aKpeIuieHHe 3HaHUM, IMOJYYEHHBIX CTYACHTAaMU Ha JIEKIUSIX U B Ipoliecce
camocTosITeNIbHOM paboThl. Ocoboe BHUMaHUE oOpamiaercs Ha pa3BUTHE YMEHHIl M HaBBIKOB
YCTAHOBJICHUSI CBSI3M TMOJIOXKEHUH TEOpHUH C MNPO(ecCHOHANBHON JesTeNbHOCThIO OyIyIIero
cnenuanucta no Mb. JlaGopatopHble pa®OThl MPOBOAATCS MO TEOPETHYECKUM M MPOOIEMHBIM
Bonipocam Ub. JlaGopaTopHbie pa®oThl mpeamnosiaraeT TBOPUYECKUE AUCKYCCHUH, aKTHBHBIA 0OMeEH
MHEHUSMH TI0 TIOCTaBIIEHHBIM BOIpOCaM, 3aclyllMBaHWE U OOCYXIEHHE JOKJIAI0B IO
MIPeII0KEHHBIM MIPETojaBaTesieM TEMaM.

BaxxubiM 00CTOSITETHCTBOM SIBJISIETCSI TIPUBJICUCHNE BHUMAHHUSA CTYACHTOB K O0OCYXAaeMoit
npoOieMe, CTUMYIMpOBaHHE HWHTepeca K HEW M OpraHu3aius aKTHBHOTO OOCYXKICHMsS, Kak
CTPYKTYpBI TPOOJIEMBI, TaK M COCTaBISIONINX €€ Haumbojee akTyaldbHBIX TeM. J[1s MOBBIIICHUS
3¢ dEeKTUBHOCTH TPOBEACHUS 3aHATUS TpedyeTcsl TMpeABapUTENbHAas TOJIrOTOBKA BCEX €ro
y4aCTHUKOB. B 3Toii cBsi3u pexkomMeHayeTcs 3a0iaroBpeMeHHO (He MeHee, 4eM 3a HeJelo)
OTIOBECTUTh CTYIEHTOB O T€ME 3aHATHUS, AAaTh NIEPEUEHb JIUTEPATYPHI 10 TEME, HA3HAUYUTh U3 YHCIIa
CTYJIEHTOB JOKJIAJA4YMKOB U CONOKIaIUYUKOB.

[Tpu npoBenennu 1a60paTOPHOI pabOTHI MTPEToaBaTelNlb BEITIOTHSIET, B OCHOBHOM, (DYHKITHH
BEIYIIEr0 - CIEIAWT 3a PEriaMeHTOM BpPEMEHH, NTOMOTaeT YTOUYHUTH (POpPMYIHUpPOBKH, 0000IIaeT
pe3ynbTaThl AMCKYCCHM, MOABOJUT HUTOT 3aHATHIO B LEJIOM. [Ipu BBICOKOM ypOBHE MOIATOTOBKH
CTYJACHUYECKOH T'PYIIbI OTAeIbHbIC (PYHKIIUU BEIYIIEro MOKHO MOPYYUTH OJJHOMY M3 CTYIEHTOB. B
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cilyyae He0OXOIMMOCTH, MPEToAaBaTeNb OKa3bIBAET €My IOJIEPKKY, a MPH MOJBEJCHUN UTOTOB -
JaeT OIEHKY paboTe BEAYIIEro.

AxTuBHas paboTa cTyneHTa Ha JabOpaTOpPHON paboOTe YYMUTHIBAETCS MPU ONPEACICHUU
HUTOTOBOM OLIEHKH €r0 3HaHUH 110 TUCHUILIMHE HA DK3aMEHE.

CamocrositenbHas paboTa CTYAGHTOB TPEAIONAraeT M3y4eHHE TEOPETUYECKOTO |
[IPaKTUYECKOIO0  Marepuajga [0 akTyalbHbIM BOIpOCaM JUCUUIUIMHBL — PekoMeHayercs
CaMOCTOSITEJIbHOE M3ydeHHE Y4eOHON M HaydHOW JMTEpaTypbl, HCIOJIb30BaHUE CIPABOYHOMN
JUTEPATypHI U JIP..

[Ipu BBIaYe 3a1aHMil HA CAMOCTOSITENIFHYIO Pa0OTy MCHob3yercs auddepeHupoBaHHbII
MOAXOJ1 K cTyieHTaM. llepes BbIIIOJIHEHNEM CTYIEHTaMU CaMOCTOSITENIbHOM BHEAYTUTOPHOUN pabOThI
MIpenoJaBaTelb MPOBOANUT UHCTPYKTAX MO BHITOJIHEHUIO 3aJaHHsl, KOTOPBIN BKIIOYAET: 1I€J1b 3AaHUS,
€ro co/iep>KaHue, CPOKH BBINOJHEHUS, OPUEHTUPOBOYHBIN 00BEM pabOThI, OCHOBHBIE TPEOOBAHUS K
pe3ynabTaTam paboThl, KpUTEPUH OLIEHKHU. B mporiecce MHCTpyKTaXka MpenoaBaTesb NPeaynpexaacT
CTYICHTOB O BO3MOJKHBIX THIUYHBIX ONIMOKaX, BCTPEYAIOIIWXCS IPH BBITIOJHEHUU 3aaHUs.
WHcTpykTak MpoBOIUTCS IpenojaBaresieM 3a c4eT o0bemMa BPEMEHM, OTBEICHHOIO Ha M3y4eHUe
JMCUUTUIAHBL

Texymmii KOHTPOJIb OCYIIECTBIISETCS Ha IIPAKTHUECKUX 3aHITHSX, TIPOMEKYTOUHBIA KOHTPOJIb
OCYILIECTBJISIETCS Ha 9K3aMEeHe B MMCbMEHHOM (YyCTHOM) Gopme.

CamocTtosrenbHas paboTa OCyIIECTBISETCS HHANBUYaIbHO.

KonTpons camocTosiTeTsHOM paboThl OpraHu3yeTcs B IBYX GopmMax:

®  CaMOKOHTPOJIb U CAMOOIICHKA CTY/ICHTA;

®  KOHTpOJb CO CTOPOHBI IIpenoaBaTenel (TeKyIUi U POMEKYTOUHBIH).

Texyiuit KOHTPOJIb OCYHIECTBIISIETCSA Ha MPAKTUUECKUX 3aHITUSIX, TPOMEKYTOUHBIH KOHTPOJIb
OCYIIIECTBJISIETCSI HAa SK3aMEHe B MUChbMEHHOM (YCTHOM) hopme.

Kputepusmu o1ieHKH pe3ynbTaToB CaMOCTOSITENIbHOM pabOThl CTYIEHTA SBIISIOTCA:

®  ypPOBEHb OCBOEHUS CTYAECHTOM y4eOHOTO MaTepuaa;

® yMEHHUS CTYJIEHTa UCMOJb30BaTh TEOPETUUECKUE 3HAHUS IIPU BHITIOJTHEHUH MPAKTHYECKUX

3azay;
® chOopMHUPOBAHHOCTh KOMIIETEHIIUH;
e odopMmieHHe MaTepuaga B COOTBETCTBUH C TPEOOBAHUSIMH.

7 DOoHJ OLEHOYHBIX CPEJACTB
7.1 MeToabl KOHTPOJISI U OLIEHUBAHUS Pe3yJIbTATOB 00y4eHMUsI

B mpouecce oOyueHUsT HCTONB3YIOTCA CIEAYIOIINE OLEHOYHbIE (DOPMBI CAMOCTOSTEIBHOU
paboThl CTYIEHTOB, OLICHOYHBIE CPEJICTBA TEKYIET0 KOHTPOJIS YCIIEBAEMOCTH U MPOMEXYTOUHBIX
aTTeCTaluu:

- mpoBeleHHE J1ab0OpaTOpHBIX pPA0OT (MPAKTHYECKUX 3aHATHH C  HCIOJb30BAHHEM
CHEITEXHUKN) U WX 3alUTa;

- CaMOCTOSATEJIbHAs MOATOTOBKA U MPOBEJICHUE TPE3CHTAIUMI IO TEMaM JUCHUILINHBI,

- DK3aMEH.

7.2 lIkaja 1 KPUTEPUH OLIEHUBAHUSI Pe3yJIbTATOB 00y4YeHHU

IlokazareneM olleHUBAHUS KOMIIETCHIIUM Ha PAa3JIMYHBIX JTAllaX UX CI)OpMI/IpOBaHI/ISI SABJIACTCA
JOCTHIXXCHUC O6y‘IaIOH_II/IMI/IC}I IJIAaHUPYCMBIX PE3YJILTATOB O6y‘{eHI/I$I IO AUCHUITIIUHE.

OIIK-10 CnocofeH HMCHOTB30BaTh CpelcTBAa KpUNTOrpaguyeckoil 3ammTbl MH(OPMALMHM TPH
pelieHuM 3a/1a4 nNpodeccuoHaIbHOU AesiTeTIbHOCTH

IToxazaTean Kpurtepuu ouennBanus
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2 3 4 5
3HATH: OOyuaromutics OO6yuatrornmiics OO0yuatrornmiics OO0yuatomnmiics
cpencTBa JIEMOHCTPHPYET JIEMOHCTPHpPYET JIEMOHCTPHPYET JIEMOHCTPHPYET
KpurnTorpaguyeckoll | MojgHOE OTCYTCTBHE | YaCTHYHOE 3HAHHE TIOJTHOE 3HAHUE HIOJIHOE 3HaHUE
3aIUTHI WM HEZIOCTAaTOYHOE | CPEACTB CpencTB CpencTB
nH}popManuu s 3HaHHE CPEJICTB KkpunTorpaduieckoi | Kpunrorpaduiecko | Kpunrorpaduyec
pemenus 3ana4d Kpunrorpaguiecko | 3amuTel UHQOPMALUH | ¥ 3aLUTHI KOH 3aIlUThI
npodeccoHanbHON | # 3aIIUTHI JUISL pellieHus 3a1a4 nHopmanun st uHbOpMAIUH
JIeATENTLHOCTH; nH}popManuu 1Is npoeccroHaLHOM peuieHus 3ana4q JUTSL peIIeHNUS
peleHus 3ana4d JIeSTENbHOCTH. npodeccHoHaIbHO | 3agay
npocgeccuonansHoit | HcmbiThiBaeT I 1eSATeTbHOCTH, npodeccroHanb
JIeATENTLHOCTH; 3aTpyJHEHUs [IPU HO JIOITyCKaeT HOU
OIEepUPOBAHHUI HEe3HaYHUTEIIbHbIC JIeSITEbHOCTH.
TepMHUHAMH U OLINOKH, CBoboaHO
MOHATHAMHU HETOYHOCTH orepupyer
TEPMUHAMH U
TOHSATHSIMH.
Jonyckarorest
HE3HAUYUTCIIbHbBIC
HETOYHOCTHU
yMeThb: OOyyaromuiicst He OOyyaromuicst OOyyaromuicst OOyuarommiics
MIPUMEHATH CPEACTBA | YMEET WIH B JIEMOHCTPUPYET JIEMOHCTPUPYET JIEMOHCTPUPYET
KpunTorpaduueckoil | HeIOCTaTOYHON YaCTHYHOE yMEHUE TMIOJIHOE YMEHUE HOJTHOE YMEHUE
3alIUThI CTCIIEHN yMEECT MPUMEHATH CPEIACTBA IPUMEHATH MPUMEHATH
UHpOpMALUH TS HPUMEHATh Kpunrorpaduueckoil | cpencrsa cpeacTsa
pelenus 3ana4 cpencTaa 3amuThl HHGOpPMaK | Kpunrorpapuyecko | Kpunrorpaduuec
npogeccuoHABHOM Kpunrorpaduuecko | sl peleHus 3aaad 1 3aIUTBI KOH 3aLUThI
JIeATENLHOCTH; ¥ 3a1uThI npogeccuoHaNbHO nundopmanuu s nHpopmanuu
UHpOpMALUH [T JeATENbHOCTH. perIeHus 3a1aq JUISL PELICHUS
pelLIeHus 3a1aq Jomyckarorcs npodeccHoHanbHO | 3a7a4
npodecCHOHaNbHON | 3HAYMTEIbHBIE f NeATENbHOCTH. npodeccroHanb
NeATEIIbHOCTH OIIINOKH Homyckarorcs HOM
He3HAYHUTeIbHbIE JEATEITbHOCTH.
OIINOKH, Jonyckarorcst
HETOYHOCTH HE3HAYHNTEIIbHBIE
HETOYHOCTH
BJIA/IETh: OOyuaromuiicst He OOyuarommiics OOyuarommiics OOyuarommiics
HHCTPYMEHTAMH yMeeT W B JEMOHCTPHUPYET JEMOHCTPUPYET JEMOHCTPUPYET
Kpunrorpaduueckod | HeJOCTATOYHOU YaCTHYHOE YMEHHUE TIOJTHOE YMEHHUE TIOJTHOE YMEHHUE
3aIIUTHI CTEIIeHH yMeeT UCIIONIB30BATh UCIIONIB30BATh UCIIONB30BaTh
UHOOPMAIUH IS HCIIONB30BAaTh cpencraa cpencraa cpencraa
pereHus 3a1a4 cpeacTBa Kpunrorpadudaeckoii | kpunrorpaduuecko | Kpumrorpadudec
podeCCHOHATHHON Kpunrorpaguyecko | 3amuThl HHpOpMAIK | i 3aIHUTHI KOM 3aIUThI
JeSATENEHOCTH. 1 3a0IUTHI IUTS pelIeHus 3a1aq uHMOPMALUH IS nH(pOpMaUH

HHPOPMALIAH IS
peleHus 3a1a4
podeCCHOHATBFHON
JeSITEIBHOCTH

npodeccroHaIbHOMN
JeATEITBHOCTH.
Homyckatorcs
3HAYHUTEIIbHBIC
OIIMOKH,

penieHust 3a1a4
npodeccroHATBHO
¥ JeITEeIIbHOCTH.
Homyckatorcs
HE3HAYHUTEIbHBIC
OIIHMOKH,
HETOYHOCTH

JUISL PeIICHNUS
3a1ad
podecCHoHANb
HOU
JIeATETbHOCTH.
Homnyckatorcs
HE3HAYUTEIbHbIE
HETOYHOCTH

DopMa NPOMEKYTOYHON aTTECTALMH: IK3aMEH.

IIo utoram HpOMC)KyTO‘-IHOﬁ aTTeCTallvuy 110 AUCHHUIIIINHE (MOI[yJ'IIO) BBICTABJIACTCA OILICHKA
KOTIIUIHO», «XOPOII0», «YAOBJIICTBOPUTCIIBHO» HUJIN «HCYAOBJIICTBOPUTCIILHOY.
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HIkana
Onucanne
OLlcHUBAHMS
BreimmonHensl Bce BHIBI y4eOHOW pPabOThI, MPeryCMOTPEHHBIE
y4eOHbIM IU1aHOM. CTYZIEHT IEMOHCTPUPYET COOTBETCTBUE 3HAHUM,
YMEHMH, HaBbIKOB IIPUBEJIEHHBIM B TabIuIax IoOKa3aresei,
OTIepHpyeT NPUOOPETEHHBIMH 3HAHUSMH €HUSIMU, HaBBIKAMU
OTIIHYHO pupy pHoop » YM ) ,

INPUMCHACT UX B CUTyallUAX MOBBIINIEHHOM CJIOKHOCTH. HpI/I 9TOM
MOT'YT OLITH AOMMYIICHBI HE3HAYUTCIIBbHBIC OIHI/I6KI/I, HETOYHOCTH,
3aTPYAHCHUS IMPU aHAJIUTHYCCKUX OIICpalugaXx, MEPEeHOCC 3HAHUM U
YMeHI/II\/'I Ha HOBBIC, HCCTAHAAPTHBLIC CUTYyallHUH.

BreimonHeHsl Bce BHIBI  y4eOHOW pPabOTHI, TPeIyCMOTPEHHBIE
yueOHbIM I1aHOM. CTYZEHT JEMOHCTPUPYET HEMOJIHOE, TPaBUIIBHOE
Xoporio COOTBETCTBUE 3HAHWUH, YMEHUH, HABBIKOB ITPUBEICHHBIM B TAOJIHIIaX
nmokasaresiei, 100 ecld Mpu OTOM ObUIM JIOMYIICHB 2-3
HECYIIECTBEHHBIE ONUOKH.

Boimonnensl Bce BUIbl yuyeOHOW pabOThl, NPEAYCMOTpPEHHBIE
yueOHbIM TU1aHOM. CTYZIEHT IEMOHCTPUPYET COOTBETCTBUE 3HAHUIA,
Y 10BIETBOPUTEIBHO B KOTOPOM OCBEIII€Ha OCHOBHAsl, HanOoJiee BayKHAs 4YacTh MaTepHala,
HO TMpU H3TOM JIONyIIeHa OJHAa 3HAYUTeNlbHas OlIMOKa WIn
HETOYHOCTb.

He BwmmonHen oxuH wuiaum  Oojiee BHUIOB ydeOHOM pabOTHI,
MPEIyCMOTPCHHBIX y4eOHBIM IIaHOM. CTYICHT JIEMOHCTPHPYET
HETI0JIHOE COOTBETCTBUE 3HAHHWM, YMEHUH, HABBIKOB ITPHBEICHHBIM B
TaONMUIAX ITOKa3aTesei, JOMyCKAIOTCA 3HAYUTEIbHBIC OIIUOKH,
MPOSIBIIACTCS OTCYTCTBHE 3HAHWUH, YMEHUH, HABBIKOB IO PSAIY
MOKa3aresie, CTYICHT MCIBITBIBACT 3HAYUTEIIbHBIC 3aTPYIHEHUS
IPH ONCPUPOBAHHMM 3HAHMSAMH M YMCHHSMH IPHU UX IEPEHOCE Ha
HOBBIC CUTYaIUH.

HeynosnerBopurenbHO

7.3 OueHo4HbIE CpeacTBA
7.3.1 Tekyuiuii KOHTPOJIb

TeKyu.[HfI KOHTPOJIb YCIICBACMOCTH CTYACHTOB OCYIICCTBJIACTCA B IIPOLECCE ITPOBCACHUS
J'Ia60paTOpHI>IX pa60T, MMPOMEIKYTOUHBIX TECTOB U KOHTPOJIBHBIX pa60T, MMOATrOTOBJICHHLIX B paMKax
CaMOCTOSITEIIbHOM pa6OTBI 10 TCMaM.

BOHpOCLI K KOHTPOJIbHBIM pa6OTaM

Haiite obuiee nonarue kpunrorpapuu. B uem coctout cymHocTs mudpoBaHus U aemudpoBanus
uHpopmanun?

CooTHecute Mexay co00i MOHATUS «KKPUITOTpapUs», «KKPUIITOAHATIN3» U «KPUIITOJIOTHUS.
[TpuBenuTe uCTOpUUYECKHE TPUMEPHI 3aPOKACHUS KpUIITOrpaduu.

Oxapakrepu3yiTe JAOHAY4HbIM mepuo] pa3BuTHs Kpunrtorpadpuu. Paccmorpure mepsble MHQPHI
3aMEHBI U IEPECTAHOBKH.

C xakoro BpeMEeHH Hayvajcs Hay4YHbIH neproa pa3BuTus kpunrorpapuu? Kakue coObITHs cTany Juis
3TOTO ONPEEISIOUUMU?
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Yem omnpenensieTcs KpUNTOCTOUKOCTh mudpoBanus? Kakue apyrue TpeOOBaHUS MPEIbABISIOTCS K
mudpoBaHuio?

B dyem cocrout mpasmio Kepkrodgdca? Ilouemy 310 mpaBuio SBISETCS OOMICTIPUHSATBIM B
Kpunrorpagpuu?

Korpma mnosBuiace kpunrorpagusi ¢ OTKPBITBIMM KJIOYaMHM M IIepBas peajibHas CcHCTeMa
mmdpoBanus?

Kakux Bbraaromuxcs kpunrorpagon XX B. Bol 3Haete?

YeM OTIMYAIOTCS MOAXOIBI K O0OECHeueHHI0 0e30MacHOCTH MH(POPMAlUK B KpunTorpaduu M B
creranorpagun?

Yro 001Iero 1 B 4eM OTIMYUE KPUNTOTpadhuIeckoro mpeodpa3oBanus HHPOPMALIUU OT KOTUPOBAHUS
€€ TIPH 3aIIUTe OT CIYYaHBIX yrpo3 O€30MaCHOCTH?

Kakumu metogamu obecrieurnBaeTcsi KOHGUIESHIIMATHLHOCTh HH(pOpMaIuu?

Uto Takoe 1nenocTHOCTh uH(popmanuu?

JaiiTe onpeneneHne MMUTOCTOMKOCTH udpa.

Uto Takoe umMuTOBCcTaBKa? JIJIs KAKUX II€JIEH OHA UCTIOB3YeTCs ?

Jljig KakuX acieKToB MH(GOPMAIMOHHOTO B3aUMOAEHCTBUS HE00X0[uMa ayTeHTHPUKaIHs?

JIBa OCHOBHBIX TpeboBaHMsI K X31I-QyHKIUAM. [IpOTHUB KakuX aTak OHU HampaBiIeHbI?

Kakue cpenctBa ncnosb3yrores A1 006ecredeHnsi HeBO3MOKHOCTH OTKa3a OT aBTOpCTBa?

Urto 03HauaeT CBOMCTBO OJJHOCTOPOHHOCTU KpUNTOrpaduyeckoi xau-pyHkiuun?

B ueMm cyTh npeBapuUTEIBEHOTO pacupenenaeHus KIroden?

Uro Takoe cepTHU(PHUKAT OTKPHITOTO KiIto4a?

Jly1g yero ucnosb3yeTcs cxeMa pas3zeseHus cekpera?

[IpuBenuTe KnaccupuKauio METOA0B MUGPOBAHUS B 3aBUCHMOCTH OT CHIOco0a mpeoOpa3oBaHUs
nHpopMaIuu.

Urto Ttakoe mudpBennunHa, mudpoOo3HaAYCHUE U KaK ATH TOHSITHS COOTHOCSTCS?

Kakne o0coOeHHOCTHM XapaKTepHbl Ui METOJOB IIM(PPOBAHUS C CHUMMETPUYHBIM KIIOUOM U
HECHUMMETPHUYHBIM (OTKPBITBIM) KIIFOUOM?

UeM 0TIMYAIOTCS CUMMETPUYHBIE IU(PPCUCTEMBI OT aCUMMETPUYHBIX?

[TosicHuTe Ha MpUMepe CYIIHOCTh MHU(POBAHUS METOJIOM 3aMEHBI.

[IpuBeaute mnpumepsl MmuU(pPOBaHUS METOJAMH IEPECTaHOBKH. UTO 03HAayaeT MapuipyTHas
rnepecTaHoBKa?

[losicHuTe CYIIHOCT, TaMMHUpPOBaHUS Kak cmocoba Kpunrorpaduyeckoro mnpeodpazoBaHus
unpopmanuu. YTto ABIsSETCS IPU ITOM KIHOYOM HHPpOoBaHuUs?

[Touemy anauTUBHBIE METOIbI IIM(PPOBAHUS OTHOCITCS K MK(ppaM raMMupoBanus?

K kaxomy kiaccy mu@poB OTHOCSATCS aHAIUTUYECKHUE CIIOCOOBI MIN(pPOBaHUS?

[TpuBeaute npumep mudpa nepecTaHOBKU, KOTOPBIA MOKET pacCMaTPUBATHCA U KaK OJIOYHBIHN MU
3aMEHBI?

C kakuMH 1eNsIMU B KpUOTOrpaduu BBOIATCS MOJETH OTKPHITHIX TEKCTOB?

Kakwue moaxoap! HCHONIB3YIOTCS ISl pAaCIIO3HABAHUS OTKPBITBIX TEKCTOB

Kakoe mpaBuiio JiexuT B OCHOBE BceX MIU(POB MePEeCTaHOBKH?

Uto sBIsETCS KIIIOUOM Mudpa mepecTaHOBKH?

Ha3zoBuTte 0CHOBHOM HeJOCTAaTOK MH(POB NEPECTAHOBKHU.

[TpuBenure npumMep mmdpa nepecTaHOBKU, KOTOPBIA MOXKET pacCMaTpUBATHCS U KaK OJOYHBIN
mudp 3aMeHbI?

Kak onpeaenuts no KpunrorpamMme, MoJIydeHHON ¢ MOMOIIBIO M (pa BepTHKAILHON
MEPECTAHOBKHU, YUCIIO KOPOTKUX CTOJIOLOB 3alI0JIHEHHOTO OTKPBITHIM TEKCTOM OCHOBHOT'O
IPSIMOYTOJIbHUKA?

Kakue cBoiicTBa OTKPBITOrO TEKCTA UCTOJIBb3YIOTCS MPH BCKPBITUU U (pa MePECTaHOBKHU?

Kakue mudpsl Ha3bpIBatoTCS MUppPaMu MPOCTON 3aMeHbI?

[TpuBenure npumMep mmdpa nepecTaHoBKU, KOTOPBIA MOXKET pacCMaTpUBATHCS U KaK OJIOYHBIN
mudp 3aMeHbI?
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UYro siBrIsieTCs KIIFOYOM mugpa mpoctoii 3amensr? KakoBo MakCUMalIbHO BO3MOXKHOE YUCIIO KITIOUeH
mudpa npocTon 3aMeHbI?

UYro Oonee menecoodpa3Ho Uil HAACKHOM 3aUThl HH(POPMAIUK: apXUBAIHMsI OTKPBITOTO TEKCTA C
MOCIEAYIONUM MU(PPOBAaHUEM MM MU(POBAHUE OTKPHITOTO TEKCTA € TOCIEAYIOIIEH apXuBanueii?
Nwmeer mu mmmdp [Lmdiidepa sxBUBaIeHTHBIC KIIOUH, TO €CTh TaKKUE KITFOUH, HA KOTOPBIX JIFOObIE
OTKPBITBIE TEKCTHI IUPPYIOTCS OTMHAKOBO?

Kakwne mmdpsl HazpiBatoTcst omodonamu? [IpuBeanure mpumep.

K kakum mmdpam otHocuTes cucrema mudposanus [lerpa I «L{udpupe»?

Kakwne mmdpsl Ha3piBatoTCs muppaMu MHOTO3HAUYHOM 3aMeHbl? [IpuBeinTe mpuMepsl.

SIBnsieTcst U mUdp TPOTIOPLUUOHATIBHON 3aMEeHbI OMO(OHOM?

[TosicHuTe, YTO BBl MOHUMAETE 1101 COBEPLIEHHBIM MK ppom. [IpuBeanTe npuMepsl.

[Touemy mmdp Tpuremus, nexamuii B ocHoBe mudpa BuxeHepa, He sBisercs MHPpoOM
raMMHUpOBaHus?

[louemy Hano)KeHHME Ha OTKPBITBIM TEKCT TaMMbl, IMPEACTaBIsAoUIel co0oi mnepuoanyYecKyro
MIOCJIEIOBATEILHOCTD HEOOIBILIOTO NEPUO/Ia, HE aeT HaJIe)KHOU 3alUThI?

[loueMy HeAZONMYyCTHMMO MCNOJB30BaTh JBAXAbl OJHY U Ty XK€ rammy (Jaxe cCilydalHyl0 Hu
PaBHOBEPOSATHOCTHYIO!) 1151 3a1IM(POBAHUS PA3HBIX OTKPBITHIX TEKCTOB?

[lepeuncnure 0CHOBHbBIE TPEOOBAaHHUS K FaMMe.

KakoBbl ¢ TOUKHM 3peHHs KpuUnTorpaduu MpeuMyliecTBa M HEIOCTATKH Iepexoaa K OJIoYHOMY
muppoBaHuio?

Kax peanuzyercs npeanoxenHsiii K.IlleHHOHOM npuHIMN «TI€peMENINBAHNS MIPU MPAKTHUECKOU
peain3aiuy anropuTMOB 6JI0YHOTO MU(GPOBAHUS?

KakoBsl ocHOBHBIE HEOCTaTKH anroputMa DES, u kakoBbI yTH UX yCTpaHEHUs?

B kakux ciygasx MOXHO PEKOMEHJIOBATH MCIIOJIb30BaTh OJOYHBIN IIU(PpP B peKUME MNPOCTON
3aMEHbI?

OT KakuX MOTEHITHATBHBIX CITA00CTEH MO3BOJISIET M30aBUTHCS UCIIOJIB30BaHNE OJOYHBIX MHU(POB B
pexuMax mudppoBaHus ¢ 0OPaTHON CBSI3bIO?

B 4em 3aximo4aroTcss JOCTOMHCTBA U HEAOCTATKU CHCTEM MOTOYHOTO MK (POBAHUS IO CPABHEHUIO C
O0souHbIMH mU(ppaMu?

[Touemy Bo3HMKaeT npoOaeMa CHHXpPOHHU3ALMU IOTOYHbIX MIH(POB?

Kakue nmpuunnbsl 00yCIOBUIM HIMPOKOE UCIOJIb30BAaHUE JIMHEHHBIX PErMCTPOB CABHMra B KaueCTBE
YIpaBJIAIOMUX OJOKOB IOTOYHBIX MHUppcuctem?

[IpoBenuTe cpaBHUTENBHBIN aHATU3 anropuTMoB muppoanus RC4 u RCS.

[lepeuncnure OCHOBHBIE PEXXUMBI PAaOOTHI, IPEAYCMOTPEHHBIE B POCCUIICKOM CTaHapTe
IU(PPOBAHUS JaHHBIX

B 4em cocTosT mpenmyIecTBa CUCTEM C OTKPBITBIMU KJIFOUAaMU NE€pe]] CHMMETPUYHBIMU
mudpcucreMamu?

CII0’KHOCTBIO KaKOW MaTEeMaTUYECKOM 3a/laur OMpeaesieTcss CTOMKOCTh cucTeMbl RSA?

Kakue TpeboBanus nmpeabsaBisioTcs K Kiodam B mugppe RSA?

K kakomy Ty mugpoB OpuHAIISKUT cxeMa MHU(POBaHUs, UCHIOIb3yeMast B CUCTEME DJlb-
lNamansa? B yem ee npeumyiecrsa?

C0XHOCTBIO KaKOW MaTeMaTHYECKON 3a7jaull OMPeIeNsIeTCsl CTOMKOCTb MU(PCUCTEMBI DJlb-
lNamans?

HazoBure HepocTaTku cxemsl Dib-I"amanns.

Kakue npo6aemb! nHpOpMamoHHON 6€30MaCHOCTH MOXHO PEIIUTh C HOMOIIBI0 aCUMMETPUYHBIX
I Qpos..

N3n0xuTe NpUHIMITNAIBHYIO CXEMY OPTaHU3ALMH CEKPETHOM CBSI3U C UCIIOJIB30BAHUEM
HIU(PPCUCTEMBI C OTKPBITHIM KIIFOUOM.

KakuMm 00pa3oM ¢ nomo1pio kpunrocucteMsl RSA MOKHO OpraHu30Bath nepenavy cooOmeHui,
MOJUTMHHOCTH KOTOPBIX MOT OBl IIPOBEPUTH J1000# nosyyarens?

KakuMm 06pa3oM ¢ nomoipio kpunrocucremMsl RSA MOXHO Opranu3oBaTh nepeaady COOOUIeHUH,
MOJUTMHHOCTB aBTOPCTBA KOTOPBIX MOKHO IMPH HEOOXOIMMOCTH J0Ka3aTh?
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Yro obmiero Mexay 00bHOM U M(POBOi moaAnuchi0? YeM OHU paznuyaroTcs?

Kakue 3agaun mo3BoJisieT pemunTh nudpoBas moamuch?

B 4em 3akiovaeTcsi IpUHIUITHATBEHAS CJIOKHOCTD B IPAKTHYECKOM IPUMEHEHUH CUCTEM LIU(PPOBOH
noanucu?

[louemy B Kpunrorpapuueckux CHUCTEMaX, OCHOBAHHBIX Ha OTKpPBITBIX KJIHOYaX, HEJb3s
MCIOJIb30BATh OJJMHAKOBBIEC KIIFOUX IS IKU(POBaHUS U IIUPPOBOH MOATNUCH?

[IpuBeaute nmpuMep NOpAAKA OTKPHITOTO PACIpeeeHUsl KIII0OUel 110 KBAHTOBOMY KaHaly.

KakoBa npupoaa ceKpeTHOCTH KBaHTOBOW Kpunrorpaduu?

[ToueMmy KBaHTOBBIN KpUITOAHAIN3 OBICTPO MOXKET BCKPBITh Kpunrocucremy RSA?

KakoBsI Ipo0OsIeMbl KBAaHTOBOW KpUnTOrpadun?

TECT-BOITPOCHI

Uro sBasiercs npeameroM Hayku KPUIITOPT AOUA?

A) cniocoObl muppoBanus U AemnppoBaHUs;

B) Metonbl cokpbiTus (hakTa neperaud ceKpeTHoW nHpopMaluu;

B) crioco6s1 mpeoOpazoBanms HHGOPMAIIMH C LIETBIO €€ 3aIUTHl OT HECAHKITMOHUPOBAHHBIX
M0JIb30BATEIEN.

Kpunrocucrema Ha3pIBaeTCs KpUIITOCUCTEMOM 00IIIEro UCTOIb30BaHUS, €CIIH €€ CTOMKOCTh
OCHOBBIBAETCS] HA CEKPETHOCTHU

A) anropuTMoB UGPOBaHUS U paclIu(pOBaAHUS;

b) xmoua;

B) pexuma mudpoBaHusl.

Ha xakue nBe rpyImibl MOXKHO pa3feuTh CAMMETPUYHbBIE KPUIITOCUCTEMBI?
A) OJ10YHBIC ¥ IOTOYHBIC;

bB) CUHXpOHHBIE K1 ACHHXPOHHBIE;

B) ananoroBsie u 1upoBsIE.

Kakwue coObITusl cioco6CcTBOBAIM pa3BUTHIO Kpuntorpaduu?

A) pOCT rpaMOTHOCTHU CPEIU HaceJICHUS;

B) paznen Teppurtopuii, 00pa3zoBaHUE rOCyIapCTB, BONHBI;

B) nepexon k poHeTHUECKOMY MTUCHEMY, COKpAIllEHUE MOLTHOCTH a(aBuTa.

[Touemy nmoTouyHble MUGPHI B OOIIEM CITydae M0 CKOPOCTH HAMHOTO TIPEBOCXOIAT OJIOYHBIC
mudpei?

A) OCHUMBOJIBHOE MIU(PPOBAHNE MEHEE TPYAOEMKO, YeM Iu(poBaHue OOIbIIUMU OIOKaMU;

B) norouHoe mugppoBanue He TPEOYET CXeM CHHXPOHU3AIINY;

B) mmmdpyromas nociaeoBaTeIbHOCT YaCTO TEHEPUPYETCS HE3aBUCUMO OT OTKPBITOTO TEKCTA WIIH
mudpTeKcTa.

Ha3zoBute ocHOBHYIO Ipo0eMy ITpH OpraHU3aluu CEKPETHOM CBSI3H B CiIydae MOTOYHBIX HIM(POB?
A) npo6iiema nepeiaun Kirouel Mexay abOHEHTaMu;

B) npoGnema ycTpaHeHHs OIIMOOK B IOTOKE HIM(PPYEMBIX TaHHBIX;

B) npoGneMa CMHXpOHM3AMK OTOKA MU(PPYEMBIX JTaHHBIX.

Kewm Ob1na peiokeHa rneppasi MpakTUYECKas peaan3aus KpUNTorpaduu ¢ OTKPHITHIM KITFOUOM?
A) Yurdpungom duddu (Whitfield Diffie) u Mapturom Xennmanom (Martin Hellman) u Pansdom
Mepxkiiem (Ralf Merkle);

B) Ponanbnom PaiiBuctom (Ronald Rivest), Anu lamupom (Adi Shamir) u Jleonapaom
Annemanom (Leonard Adleman);



10.

11.

12.

13.

14.

15.

16.

18
B) llTadu N'omsaBaccepom (Shafi Goldwasser) u CunpBruo Mukanu (Silvio Micali).

K kakoit rpynme mudpos ornocurcs mupp CHUTAJIA?
A) mmdp 3aMeHsbl;

B) mm¢p nepecraHoBKw;

B) koMOMHMPOBAHHBIN TIIHP.

Cnoso KPUIITOI'PA®US 3ammdpoBano knaccuueckum mudpom Llezaps. Beidepure
COOTBETCTBYIOIUN HIHUPPTEKCT.

A) YBTOUI'CBU'BTh;

B) ©CXKBJIBIKCIIOXIO;

B) HYJII'XCXKXYT'UJIb.

[Ipu mndpoBaHUK OTKPHITOTO TEKCTA €r0 OYKBbI 3aMEHSIOTCS IApOil UnCeN, COOTBETCTBYIOLINX
HOMEpaM CTOJIOLIOB U CTPOK JaHHOI OykBbl B TaOnuue. Kak HazpiBaeTcs 3ToT mudp?

A) pemrerka Kapnano;

b) kBanpar [TonuOusi;

B) ta6numa Ilopro.

Kak naszpiBasics mm@p, Ha OCHOBE KOTOPOTO ObLII CO37aH OJMH U3 Haubosee CTOMKUX BOEHHO-
Mopckux mudppoB Benukodbputanuu Bo BpeMst BTopoii MupoBoii BoiHbI?

A) pemrerka Kapnano;

B) xBagpar [lonubus;

B) ta6numa Ilopro.

[Ipu xkakux yclIOBUSIX BOCCTAaHOBUTH TEKCT [0 KPUIITOTpaMMe KPUNTOAHAIUTUKY CTAHOBUTCS
MPUHIUITHAIEHO HEBO3MOKHO?

A) ecnu mU(pPOBaHKUE «CTUPAET» U3OBITOUHOCTE;

b) ecnu ucnonb3yeTcs IJIMHHBIA KITIOY;

B) ecnu anroput™ mudpoBaHUS HEU3BECTEH.

Kak Ha3pIBaroTCs MCMOIb3yeMbIe B KPUIITOTpaduu MOJIEIH OTKPBHITOTO TEKCTa, YUYUTHIBAIOILINE
3aBUCHUMOCTbH OYKB TE€KCTa OT MPEAbIAYIIHUX OYKB?

A) TIO3HaYHBIE MOJIETIN OTKPBITOTO TEKCTA,;

B) BepositHOCTHBIE MOJIeNH K -T0 MPUOIMKEHUS;

B) MapkoBcKue MOJIeNH OTKPBITBIX TEKCTOB.

Kto B Poccuu pykoBoaun paspabotkoit TenedoHHoro mudparopa?
A) B.A . KoTeIbHHUKOB;

b) A.H.Kosmoropos;

B) b.b.ITuoTpoBckuii.

B gem cocrout ocHoBHO# npuHuun Kepkroddea?

A) KOMITpOMETALUS CUCTEMBI HE JIOJKHA IPUUUHATD HEYJ00CTB KOPPECTIOHIEHTAM;

B) Heo6xo11MMo, YTOOB! KpUNTOCUCTEMA ObLIa MPOCTO B MCHIOIB30BAHUY, U €€ IPUMEHEHHE He
TpeGoBasio coOMI0ICHHSI JUIMHHOTO CIHMCKA IPAaBUI,

B) y KoppecnoH/IeHTOB 10JKHA OBITH BO3MO>KHOCTh TI0 COOCTBEHHOMN BOJIE MEHATH KJIIOY.

Yro moHMMaeTCs Mol KpUNTOrpaduyeckuM IpoTOKOJIOM?

A) anropuT™ MUQGPOBaHUS JAHHBIX MepeJl nepeaaded o oOIe0CTyMTHOMY KaHaly CBSI3H;
B) pacnpeneneHHbIi aaropuT™ pereHus AByMs Ui 00Jiee y4JaCTHUKaMU HEKOTOPOit
KpHUITOrpaguueckoi 3a1auu;
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B) nabop npaui mmdpoBaHus u pacuGppoBaHUs KPUIITOCUCTEMBI.

B gem cocrout kpunrorpaduyeckas 3agada odecriedeHus eJIOCTHOCTH?

A) rapaHTHpOBaHNE HEBO3MOKHOCTH BHECEHHSI CIy4alHBIX OIIMOOK B IpoIlecce Mepeiaun Mo
KaHaJlaM CBSI3H;

B) rapantupoBaHue HEBO3MOKHOCTH HECAaHKIIMOHUPOBAHHOIO M3MEHEHUs UH(OpMaLny;

B) o6a oTBeTa BepHHI.

Kakne metozpl pazpabaThIBatOTCs € 1ENbI0 o0ecTiedeHns ayreHTH(GpuKanum?

A) METOJIbI TIOATBEPIKICHUS TIOUTMHHOCTH CTOPOH M caMoi HH(pOopMaIuu B TIpoIecce
MH(OPMALIMOHHOTO B3aUMO/IEHCTBHS;

B) MeTo1b1 IpUCBOEHNS YHUKAJIBHOTO UACHTH(HUKATOpa B3aUMOICHCTBYIOIIMM CTOPOHAM U CaMOM
nH(popmMaluu B mpouecce UHPOPMaIIMOHHOTO B3aUMOICHCTBHYS;

B) 00a oTrBeTa BepHBI.

Kakoii MexaHu3M Hcnoab3yeTcs A1 00ecredeHNsI HEBO3MOXKHOCTH OTKa3a OT aBTOPCTBA WU
MIPUITMCHIBAHNS aBTOPCTBA?

A) MeXaHU3M CUMMETPHYHOTro MU(POBAHUSA C TIPUBJICUEHUEM apOUTpa;

B) Mexanu3m uudpoBoii noanucy;

B) o0a oTrBeTa BepHBI.

C ueM cBsi3aHa aKTHBHAs aTaka Ha 3aM(PPOBAHHYIO HHPOPMAITHIO?

A) ¢ TIpoCITyITMBaHUEM, aHAIM30M TpaduKa, IEpexXBaToOM, 3aMKUChIO TTepeIaBacMbIX MU(POBAHHBIX
COOOILIEHUT;

B) ¢ nemudpoBanuem, T. €. MONBITKAaMH "B3JIOMaTh" 3alIHUTY C IEJIbIO OBIAACHUS HHPOPMAIIHEH;
B) ¢ npepriBanrem nporiecca nepeaadn cooOeHni, Co3JaHuEM TIOIIETbHBIX COOOIIEHUH,

Mo (pUKaIe epenaBaeMbIX COOOIEHUH.

Ot 4ero 3aBUCHUT BBIOOD criocoOa mudpoBanms?

A) 0T 0coOeHHOCTEH IepeaaBaeMoii nHpopmaruu (ee eHHOCTH, 00beMa, crioco0a MpeICTaBICHHS,
HE0OX0IMMO CKOPOCTH IIepeayu;

B) ot Bo3MOkHOCTEH BiIaIeNblIEB 10 3aIIUTE CBOCH HH(OPMALIUU (CTOUMOCTD MIPUMEHSIEMbIX
TEXHUYECKUX YCTPOUCTB, YAOOCTBO HCIOIb30BaHUSA, HAZAEC)KHOCTD (DYHKIIMOHUPOBAHUS ;

B) 06a oTBeTa BEpHBI.

Jliisa oOHapy»)eHUs 1eJIeHANIPABICHHOTO HAaBsI3bIBaHUS MPOTUBHUKOM JIOKHOM HH(pOpMauu
A) B nepeaBaemMoii HH(GOPMAIIUU CTUPAETCS H30BITOUHOCTD;

B) B nepenaBaeMyro HHPOPMAIUIO BHOCUTCS U30BITOYHOCTS;

B) ucnonb3yercst KOJ1 Y4€THOCTH.

Kak HaszpiBaetcs unciioBas KOMOUHAIIMSA, UCTIOTb3yeMasi Ui MPOBEPKH LIEJI0CTHOCTU?
A) IMHUTOBCTAaBKa;

B) xox ayrentuduxamnyu cooOrieHus;

B) 06a oTBeTa BepHBI.

Kakue TpeboBaHus TPEABIBIAIOTCS K KIFOUEBBIM XoII-GyHKIHIM hi(M)=S?

A) HEBO3MOKHOCTh BEIYMCIICHUs 3HaueHust h(M) =S nis 3amanHoro coobiuenus M 6e3 3HaHUS
xiroua K;

B) HeBO3MOXKHOCTB TIO100pa /IS 3aIaHHOTO cooOIIeHuss M ¢ u3BeCTHBIM 3HaueHueM hx (M) =S
apyroro coobmieHust M1, ¢ u3BectHbiM 3HaueHueM hk (M1) = S1 Ge3 3naHwus Kitoua K;

B) 06a oTBeTa BepHBI.
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Kakoe TpeboBaHue HAMPaBICHO POTHB CO3IAHUS MOIACTBHBIX (ChaOpHUKOBAHHBIX) COOOIIECHUN

[IPH aTaKax THIIA UMHTAIUs ?

A) HEBO3MOKHOCTD BhIYMCIcHUS 3HaueHus hy(M) =S s 3amansoro cooOmieHuss M 63 3HaHus
xiroya K;

B) HEeBO3MOXKHOCTB TIO00pa /IS 3a1aHHOTO cooOIIeHuss M ¢ u3BeCTHBIM 3HaueHueM hx (M) =S
apyroro cooomierust M1, ¢ u3BectHbiM 3HaueHueM hk (M1) = S1 Ge3 3nanwus Kioua K;

B) o6a oTBeTa BepHHI.

Kakoe TpeboBaHue HampaBiIeHO IPOTHB MOTUPHUKAIINN TIEpeIaBaeMbIX COOOIESHUI IMPU aTakax
THIIA ITOAMEHA?

A) HEBO3MOKHOCTH BEIYMCIeHUs 3HaueHus h(M) =S st 3amansoro cooOmienus M 6e3 3HaHus
xiroya K;

B) HEBO3MOKHOCTB TIO00pa /IS 3a1aHHOTO cooOIIeHuss M ¢ u3BeCTHBIM 3HaueHueM hy (M) =S
apyroro cooomierust M1, ¢ u3BectHbIM 3HaueHHeM Nk (M1) = S1 Ge3 3naHus Kioua K;

B) 00a oTrBeTa BepHBI.

Kaxkas mpoBepka 03Ha4aeT ayTeHTU(HHKAINIO CeaHca CBSI3U?

A) TpoBepKa IeJIOCTHOCTH COEAMHEHN S, HEBO3MOKHOCTH MOBTOPHOM Mepeaun JaHHBIX

28.
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MPOTUBHUKOM, CTOPOH B3aUMOJICUCTBUS;

B) npoBepka 11e10CTHOCTH COeTMHEHHSI, HEBO3MOKHOCTH TIOBTOPHOH TIepeIayr JaHHBIX
MIPOTUBHUKOM, CBOEBPEMEHHOCTH ME€peIaUYM TaHHBIX;

B) o0a oTrBeTa BepHBI.

Kaxkoe cpencTBo sBIISIETCSI OCHOBHBIM CPEACTBOM ISl TPOBEACHHS HACHTU(PUKAITUN ?
A) TIPOTOKOJIBI OJJHOCTOPOHHEH HICHTU(PUKAIINH;

B) npoToKoJIbI B3aUMHOM WCHTU(DUKAITUH;

B) 06a oTBeTa BEepHBHI.

Kak BeIrIsiuT 1iudypoBast MOAMUCH I COOOIICHMs?

A) YHCII0, TIOJYYCHHOE B Pe3y/IbTaTe XCIIUPOBAHUS, IPUMEHECHHOTO K 3TOMY COOOIIEHHIO;

B) uwucio, moyrydeHHOE B pe3ybTaTe KPUNTOrpaGUUSCKUX MPeoOpa3oBaHMid, MPUMEHEHHBIX K
3TOMY COOOIICHHUIO;

B) ko ayreHTH)UKAIIME COOOIICHHMS.

J1s 4ero NpuMEeHsIIoTCs ClelMalbHble CUCTEMBI IIPEBAPUTENILHOTO paclipe/lelIeHUs] KIItouei ?

A) nipu GOJIBIIOM YHCIIE B3aUMOACHCTBYIOIIMX CTOPOH TpeOyeTcsl pe/iBapuTeIbHas PacChlIKa
3HAYUTEIBHOTO 00beMa KIII0UeBOH MH(POPMALIMU U NOCIEIYIOIIee €€ XpaHeHHE,;

B) onpenensercs nopsAaoK UCIIOJIb30BAHMSL, CMEHBI, XPaHEHHS U apXUBUPOBAHMSI, PE3EPBHOTO
KOIIMPOBAHUS M BOCCTAHOBJICHMSI, 3aMEHbI HJIM U3BATHUS U3 00palleHHs] CKOMIIPOMETUPOBAHHBIX, a
TaK)K€ YHUUYTOKEHUS CTapbIX KIIIOYEH;

B) nmpenycMmarpuBaeTcs pacupeielIeHUe U XpaHEHUE HE CaMUX KIIIOUYEH, a HEKOTOPOW MEHBLIEH 110
00beMy HH(pOpMAaINH, HA OCHOBE KOTOPOH Kax/1asi CTOPOHA MOXKET BBIUUCIIUTD KIIIOY JUIS
B3aUMOJCHCTBHUSA C IPYTO CTOPOHOM.

Kakxum o0Opazom Hanbosee mpocTo MOKHO OCYIIECTBUTH pacipeesieHne KIode s ceTei ¢
OOIBIINM KOJIMYECTBOM a0OHEHTOB?

A) B cucTeMax MpeaBapUTeIbHOTO paclpeeNieHUs] CEeKPETHBIX KITIOUEH;

B) B cuctemax OTKpBITOTO paclpeAeneHUs] CeKPETHBIX KITIOUEeH;

B) 06a oTBeTa BepHBL.

Yro Takoe cepTu(UKaT OTKPHITOTO Kiroya?
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A) HabOp TaHHBIX, 3aBEPEHHBIX HU(PPOBOM NOAMHUCHIO IEHTPa CepTU(UKAIIUH, U BKIIOYAIOIINN
OTKPBITBINA M CEKPETHBIM KITIOUH, UMSI [T0JIb30BATENS], UM CEPTH(PHUKALIMOHHOTO LIEHTPA, HOMEP
cepTudukara, BpeMs ASUCTBUS cepTu(durkara, mpeaHasHaYeHUe OTKPBHITOro Kitoua (1udpoas
MOAIHKCH, IH(PPOBAHUE);

B) HaOop naHHBIX, 3aBEPEHHBIX MEYATHIO HEHTPA CePTUDUKAINH, U BKIFOUAIOIINNA OTKPBITHIN KITIOY,
CIIMCOK JAOTIOJHUTENBHBIX aTpUOyTOB, MPUHAIIEKAIINX a00HEHTY, U IPEJHA3HAYCHUE OTKPBITOTO
KJIIOYa,

B) nabGop naHHBIX, 3aBePEHHBIX HU(POBOI MOMUCHIO IEHTPA CEPTH(PUKALINY, U BKIIOYAFOIINI
OTKPBITBIN KJIFOY U CIIHCOK JIOTIOJIHUTEIBHBIX aTPUOYTOB, MPUHAIICKAIINUX A0OHEHTY .

UTto 03HauaeT TEPMUH MOIIHOCTD andaBuTa?

A) KOJTUYECTBO CUMBOJIOB B OTKPBITOM aJi(hpaBUTE;

B) uncio BO3MOKHBIX KOMOMHAIMI CUMBOJIOB OTKPBITOTO ai(haBuUTa;
B) xosnmuecTBO muGpBETMYUH OTKPHITOTO ajidaBuTa.

K kaxomy knaccy mudpoB oTHocuTCs UG, eciiv PparMeHT OTKPHITOrO TEKCTa (OTAEIbHbIE
OYKBBI WM IpyMna OyKB) 3aMEHSI0TCS HEKOTOPBIMU UX SKBUBaJIeHTaMu (OykBamu, ludpamu,
CUMBOJIAMU WJIM UX KOMOWHaIe) B mudppTercre?

A) mudpe1 3aMeHbI;

B) mmdpe! nepectaHOBKH;

B) xommno3uiimoHHbIe MUQPHI.

K xakomy kmaccy mudpoB oTHOCHTCS mUdp, €cimr OYKBBI OTKPHITOTO TEKCTa MpH MHU(GPOBaHUT
KaKMM-HHOYIb CIOCOOOM MEepeCcTaHaBINBAIOTCS, TO €CTh U3MEHSETCS TOJILKO MOPSAJIOK CIIEA0BaHUS
CHUMBOJIOB OTKPBITOTO TEKCTa?

A) mmdpsl 3aMEHBI;

B) mmdper nepectaHoBKY;

B) xomno3uiinoHHbIe MUQPHI.

Uro crnenyer AenaTh A YBEIUYECHUS KPUIITOCTOMKOCTH mudpa?

A) yBEIMUYMBATH Pa3HUILy MEXAY YUCIOM HIUGPBETUYUH U YUCIOM OyKB B andaBuTe;
B) 6onee paBHOMEPHOIT 10J1KHA OBITH JUarpaMma MOBTOPSIEMOCTH 3HAKOB IIHU(PTEKCTa;
B) 06a oTBeTa MpaBUIIBHEI.

Jly1g yero ucnonb3yrTes 0104YHbIe HUQPHI?

A) 115 yBeIMYEHHUS KOJIMYECTBA MU (PPBETUUNH;
B) g yBenudenusi ckopocTu MIM(pPOBaAHUS;

B) 06a oTBeTa npaBUIIbHEI.

B 1em cocTouT OCHOBHOE MPEUMYIIIECTBO ACHMMETPHUYHOTO IU(PPOBAHHS NIEPE CHMMETPHYHBIM?
A) HeT HeOOXO0AMMOCTH B IIepeiaue CEKPETHOTO KITF04a, KOTOPBIH MOXKET OBITh ITepexBayeH
37I0YMBIIIJICHHUKOM;

B) Gonbiiast Tpy10€MKOCTh MOCIIEAHETO U, KaK Pe3yibTaT, MEHbIINE CKOPOCTH MPH HIN(PPOBAHUY;
B) 06a oTBeTa BepHBI.

Kakue mudps! HazbiBaroTCs oMopoHamMu?
A) mmdpbl MHOTO3HAYHON 3aMEHBI;

B) mHoroandasutHbIe MUPHI;

B) mmpsl raMmupoBaHus.

Yro Ttakoe mudpBennyrHa’?
A) 4KCI0 BO3MOXKHBIX SKBUBAJIEHTOB JIJIs1 3aMEHBI OTKPBITHIX CHMBOJIOB;
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B) OKBHUBAJICHTHI B IHI/I(l)pTeKCTe, 3aMCHAOINEC CUMBOJIBI UJIU I'PYIIIIbI CUMBOJIOB B OTKPBITOI'O

TEKCTa;
B) OTKpBITHIN TEKCT Mepes] MH(PPOBAaHUEM MPEACTABIISETCS B BUJE MOCIEA0BATEILHOCTH
«TIOJICIIOBY», HA3bIBAEMBIX ITU(PPBETNUYNHAMH.

C kakuMH LeIsIMU B KpUOTOrpaduu BBOJSATCS MOJETU OTKPBITHIX TEKCTOB??
A) cny)XaT OCHOBOM JIJIsl aBTOMATHU3aLUH MPOIECCOB KPUITOAHAIH3A MU (PPTEKCTOB;

B) cnyxat ocHOBO# B IIpoliecce U3y4eHUs KpUIITOCTOMKOCTH Pa3IMYHbIX CUCTEM LK (pOBaHUS;

B) o6a oTBeTa BepHEI.

K kaxomy knaccy mu@poB OTHOCATCS aJlIUTUBHBIE METObI IIUPPOBAHUS?
A) oM0(OHBI;

B) mmdpe1 MHOrO3HaYHOW 3aMEHBI;

B) mmmdps! raMMupoBaHus.

K xakomy kiaccy mu@poB OTHOCSTCS aHATUTHYECKUE CIIOCOOBI mU(poBaHUs?
A) mudpsl 3aMeHbI;

B) mmdpel nepectaHOBKH;

B) mapmpyTHbIE IEPECTAHOBKH.

Kakwue u3 npuBeneHHbIX UGPOB SBIAIOTCS MU(PpPaMU TEPECTaHOBKU?
A) pemrerka Kapnano;

B) xBagpar [lonubus;

B) ta6numa Ilopro.

Kakwue u3 npuBeneHHbIX MU(POB SABISAIOTCS MUppaMH 3aMeHbI?
A) RSA;

b) AES;

B) 'OCT 28147-89.

Kakwue cBoiicTBa OTKPBITOrO TEKCTa UCMOIB3YIOTCS MPU BCKPBITUU MM (pa NepecTaHOBKU?
A) orpaHUYeHHEeM MOKET MOCIYKUTh MOSBIICHUE 3aIIPETHBIX OUTpaMM;

B) naun6onee yactole OUrpaMMbl OTKPBITOTO TEKCTa, KOTOPbIE MOKHO COCTAaBUThH U3 OYKB
paccMaTpuBaeMoro mu@poBaHHOTO TEKCTa;

B) 06a oTBeTa BEpHBI.

Kaxkas u3 MaTeMaTH4ecKuX MOJIeIell COOTBETCTBYET alrOpUTMY mudpa AtbOar?
A) Yii = ij;

B) Yi = Xi+s(mod n);

B) Yi = Xni +1).

A=

o W
©O© N b
(621 \S B ee]

3amudpyiTe ¢ MOMOIIBIO MAaTPUYHOTO MIM(pa ¢ KIH0UeBOil MaTpuLeit
1(pPOBOro HKBUBAIEHTa OYKB OTKPBITOTO TEKCTa CIOBO 3abasa.

A) 28,35,67,21,26,38;

b) 24,38,42,21,32,46;

B) 12,32,7634,17,19.

Yro Oonee 1enecoodbpa3Ho Uil HAIeKHOM 3aiuThl HHPOpMauu?
A) apxuBaIys OTKPHITOTO TEKCTA C MOCIEAYIOUINM;
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B) mm¢poBanue OTKPHITOTO TEKCTA C MOCIEIYIOUICH apXUBaIHEH;
B) He umeer 3HaueHUS.

K kakum mmdpam otHocutes cucrema mudposanus [erpa I «L{udpupe»?
A) oMo}oHBI;

B) mm¢pe1 OurpaMMHO# 3aMEHBI;

B) mmdpst nmpocToii 3aMeHsl.

Ha xakom crioco6e mudpoBanust 6611 ocHOBaH OurpammMusiid mmdp [Imiidepa (Playfair,
BenukoOpuranus), npuMmensBmniics BennkoOputanueit Bo Bpems [1epBoit MupoBoii BOHBI?
A) cnioco0 mugppoBaHus COCTOSUI B pa30UBKE BXOJHOIO TEKCTa HAa OUTpaMMBl;

bB) Ha no3yHroBoM crioco0e 3anoaHeHus muppTadIuIb;

B) 00a oTrBeTa BepHBI.

Kakue mugpsl oTHOCATCS K H(PpaMu MHOTO3HAUYHOM 3aMeHbI?
A) mudp Buxenepa u mudp Tpuremus;

B) umdp [Tmiidepa u mudp Xumna;

B) mmdp Bepnama u mudp Ilopra.

Cdhopmynupyiite 0CHOBHOE TpeOOBaHHE K KpUNTOrpaduuecKu CTOMKOMY Te€HepaTopy
MCEeBAOCITYYalHOM MOCIIEI0OBATEIIbHOCTH UJIU TaMMBI.

A) TIepHOJI TaMMBI JIOJDKEH OBITh IOCTATOYHO OOJBIINM JJIs U(pOBaHUS COOOIEHUHN Pa3IMIHON
JUIAHBI;

B) ramma nomkHa ObITH TPYAHO MpeCcKa3yeMoil, T.€. €CIIU U3BECTHBI THI T€HEPaTopa U KycOK
ramMMbl, TO HEBO3MOKHO TpeAcKa3aTh CIEAYIOUIUI 32 ’TUM KYCKOM OUT raMMbl C BEPOSITHOCTBIO
BBIIIIE 3aJaHHOM.

B) 06a oTBeTa BEpHBHI;

[IpuBenuTe mpuMep COBEpIIEHHOTO MK dpa.

A) mmdp Brmkxenepa ¢ caMOKITIOYOM;

B) onHopazossiii 61okHOT [lleHHOHA;

B) cucrema Bepnama a1 tenerpada ¢ OyMakHbIM KOJIBIIOM, COJICP)KAIINM FaMMYy.

Kakune mmdpsl sBisroTes mmdpamMu raMMupoBaHus?
A) mudp Tpuremus;

B) mmdp Buwxkenepa;

B) o6a oTBeTa BEpHHI.

ITo kakoMy MOZYJIHO IPOU3BOUTCS CYMMHUPOBAHHE I'AMMBI C OTKPBITHIM TEKCTOM B PEKUME
rammupoBanusi 'OCT28147-89?

A) cyMMHUpOBaHUE MO MOAYIIO 2;

B) cymMmupoBaHue 1o Moy 2°2;

B) o6a oTBeTa BepHBI.

KakoB pa3mep Onoka mugpyemoro tekcra B kpuntocuctreme 'OCT28147-897
A) 32 bura;

B) 64 6ura;

B) 'OCT28147-89 — noTtoyHast KpUNTOCHCTEMA.

Kakue ¢pyHKIIUN BBIOTHSAET KpUNTOCHCTEMA?
A) ycuseHue 3alMIeHHOCTH JaHHBIX U o0serdeHue paboThbl ¢ KPUIITOAITOPUTMOM CO CTOPOHBI
YEJI0BEKA;
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B) ycunenue 3auieHHOCTH JaHHBIX 1 00ecrieueHe COBMECTUMOCTH MTOTOKA IAHHBIX C APYTUM
MIPOrPAMMHEIM 00ECTICUCHUEM;
B) o6a oTBeTa BepHBI.

Jl1st 9ero B MOTOYHBIX MIH(pax HCIONB3YIOTCS PETUCTPHI CIBUTA C 00PATHOM CBA3BIO?
A) 1151 reHepalyy KIF0YE€BOM MOCIEI0BATEIbHOCTH;

B) nns opranm3zanuy pexuma oOpaTHON CBSI3U B OJOYHBIX MHDpax;

B) o6a oTBeTa BepHEI.

Uto Takoe ckpembuep?

A) porpaMMHBIE HIIH allliapaTHRIE peaTi3alliy TeHepaTopa IMCeBI0CITydailHO TaMMBI;

B) nporpaMMHbIe UK anmapaTHbIE peaan3alii alrOPUTMa, MO3BOJISIONIEr0 MHUPPOBATh MOOUTHO
HenpepbIBHbIE TOTOKK UH(OpPMaLUY;

B) 00a oTrBeTa BepHBI.

B uem cocTout riaBuas npobiaema mudpoB Ha OCHOBE CKpeMOIepoB?

A) CUHXpOHHU3ALMS MTepelalouero (KOIUPYIOUIEro) U MPUHUMAIONIETO0 (J€KOAUPYIOLIETO)
YCTPOWCTB;

B) xoaupyromas nocienoBaTenbHOCTh OUT MPOU3BOANUTCS U3 HEOOIBIIOTO HaYaIbHOTO 00beMa
uHpopmanuy;

B) masieHbKHMIT IEPUO]T TAMMBI.

Kakue MeTopl CHHXpOHU3ALMY TPUMEHSIOTCS Ha MTPAKTHKE B CUCTEMax MK (poBaHMs Ha OCHOBE
cKkpeMOsiepoB?

A) no6asieHue B TOTOK HHGOPMAIIUU CHHXPOHU3UPYIOIUX OUTOB, 3apaHee N3BECTHBIX MPUEMHOM
CTOPOHE, YTO MO3BOJISET €1 MPU OTCYTCTBUU TaKOTO OUTa aKTUBHO HAYaTh MOUCK CUHXPOHU3ALIUHU C
OTIPABUTENIEM;

B) ucnonb3oBaHre BEICOKOTOYHBIX T€HEPATOPOB BPEMEHHBIX UMITYJIBCOB, YTO MO3BOJISIET B
MOMEHTBI IOTEPH CUHXPOHHU3AUHU POU3BOAUTD paciIndpoBaHne TPUHUMAEMbIX OUTOB
nHpopManuu "mo mamATH" 6€3 CHHXPOHHU3AINY;

B) 06a oTBeTa BEpHBI.

Kaxkoit MmeToa ucronb3yercst Aj1sl paHA0MH3aIuNd COOOIEeHNH ?

A) BHECEHHE CITydallHBIX OUT B caM mudpyeMblid (aiiyl ¢ MTHOpUPOBAHUEM UX HA I PYOIICH
CTOPOHE;

B) umdpoBanue ucxoanoro ¢aiina cirydailHbIM KIIOUYOM;

B) o6a oTrBeTa BepHBL.

Kaxkue I_HI/I(prI/ICTCMBI U3 IICPCUUCIICHHBIX HUXKC SABJIAIOTCA MOTOYHBIMHU?
A) A5, SEAL, RC4;

B) DES, AES, Rijndael,

B) RC2, RC5, IDIA..

[lepeuncnnte OCHOBHBIE PEKUMBI PAOOTHI, MPEAYCMOTPEHHBIE B CTaHAApTe MNU(POBAHUS TaHHBIX
I'OCT28147-89.

A) npocToii 3aMeHbl, FaMMHUPOBaHUsl, FTaAMMHUPOBaHHs ¢ OOpPaTHON CBS3bI0, TAMMHUPOBAHHUS C
00paTHOM CBA3bIO MO MIHUDP TEKCTY;

B) npocToii 3amMeHbl, raMMUpPOBaHUs, TAMMHUPOBAaHHUS C OOPATHOM CBSI3bI0, BEIPAOOTKU
UMHUTOBCTaBKH;

B) snexTpoHHas KOAOBask KHUTA, CLEIIEHHs OJIOKOB, 0OpaTHas CBsI3b 110 BBIBOY, 0OpaTHas CBSI3b
10 HIM(PTEKCTY.
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[lepeuncnnte OCHOBHBIE PEKUMBI PAOOTHI, TPEAYCMOTPEHHBIE B CTaHAApTE MHU(POBAHUS TAaHHBIX
DES.

A) pocToii 3aMEeHbI, FTaMMHUPOBAHU, FTAMMUPOBAHHs ¢ 0OpPaTHOW CBS3bI0, TAMMHUPOBAHUS C
00paTHOM CBSA3bI0 N0 MH(PTEKCTY;

B) npocToii 3aMeHbl, raMMHPOBaHNs, TAMMHPOBAHUS C 0OPATHOH CBSA3BIO, BEIPAOOTKH
MMUTOBCTAaBKH;

B) snexTpoHHas KOAOBAs KHHUTA, CHETUICHHUS OJIOKOB, 0OpaTHasi CBS3b 10 BBIXOTY, OOpaTHAs CBS3b
o mudpTexcTy?

HazoBure aeiicTByrommii cranaapT mudpoBanus B AMepuke?
A) DES;

B) AES;

B) Triple DES.

Kakoii kpunrorpaguueckuii anroput™ Jier B OCHOBY cTaHaapTa mudposanust AES?
A) Lucifer;

B) Blowfish;

B) Rijndael.

Kakue 13 npuBeneHHBIX KpUNTOTpadhuuecKUX allfOPUTMOB HCIIONB3YIOT B OCHOBE ceTh DelicTens?
A) DES;

B) Rijndael;

B) 06a oTBeTa BEpHBL.

Uto ob6miero B crangaaprax DES u T'OCT28147-89?

A) pa3mMep 010Ka, pa3zMep KItoda, KOJTMYECTBO IIUKIIOB;
B) pasmep Gioka, mpeoOpazoBaHue, KOJIHYECTBO ITUKIIOB;
B) 06a oTBeTa BEpHBL.

HazoBuTte pasmep kiroua (B 6uTax), ucrnoiaszyemoro B kpunrocucreme [[OCT28147-89?
A) 32;

B) 56;

B) 256.

[Touemy kpunrorpadudeckuii anroputm 'OCT28147-89 Gosee yCTOMUNB K BCKPBITHIO ITyTEM
MOJIHOTO Tepebopa 1Mo MHOKECTBY BO3ZMOXKHBIX 3HaUeHUH Kiroua, yem DES?

A) byukuus mudposanus ['OCT ropasmo crnoxnee pynkuuu mudpposanus DES;

B) B cuity HaMHOTO GOJIBIIEH JIIMHBI KITI0Ya;

B) o6a oTBeTa BepHBL.

Yro Takoe maimkecT cooomenus?

A) pe3ynbTara BEIYUCICHUS XelI-QYHKIINU;
B) uudpoBoii oTreyaTok nanbpiia;

B) 06a oTBeTa BepHBI.

Kakas maTemaTnueckasi mpo0seMa JeKHUT B OCHOBE CXEMbI OTKPBITOTO paclpesieIeHus KITroueit
Huddu n Xemnmana (Diffi W., Hellman M.E.)?

A) oneparysi BHIYMCIEHUS TUCKPETHOTO JoTrapudma;

B) daxTopuszanus 60b1I0T0 YKCTA;

B) 06a oTBeTa BepHBI.

B 4eM cocTOUT OCHOBHOE OTIUYME ACUMMCTPUYHBIX KPUIITOCUCTEM OT CI/IMMCTpI/I‘{HBIX?
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A) Ut Iepejadd OTKPBITOTrO KIII0Ya OT MOJIydaTelisi K OTIPABUTEINIO CEKPETHBINM KaHaAIl He HYXKEH.
BMecTo Hero uCmosib3yeTcst ayTeHTUYHBINA KaHaJl, TapaHTHPYIOIIUH [T0JUIMHHOCTh UCTO YHUKA
uHpOpMaLnu;

B) s mmdposanus u aemudpoBaHUs KCHIOIB3YIOTCS Pa3IMYHbBIC KITFOUH;

B) o6a oTBeTa BepHHI.

HazoBute nHanbomnee pacnpocTpaHeHHbIE 00J1aCTH TPUMEHEHUS aCUMMETPUYHBIX
KPUITOTpapUIECKUX CHCTEM ?

A) accuMeTpHYHas CHCTEMAa UCTIOIb3YeTCs s N (POBAaHUS KOPOTKOTO CEAHCOBOTO KITFOYa, a
WH(GOPMAIMOHHBIE TOTOKU B TEYCHUE CEaHca MPUXOIAT 0 CHMMETPUYHOM CUCTEME;

B) accumeTpuyHas crctemMa HCIOJb3yeTCsl UI JJ0Ka3aTelbCTBAa MPUHAIISKHOCTH B CIIydae 0TKa3a
OTIPABUTEIISI/TIOJIydaTesst OT paHee MepeAaHHOT0/IPUHATOTO COOOIICHHS;

B) 00a oTrBeTa BepHBI.

Jliia pelieHust Kakux 3a7ad UCHOJIb3yeTcs HU(poBas MOIIUCH?

A) 115 ToKa3aTeNbCTBa NPUHAJICKHOCTH B CITyd4ae 0TKa3a OTIIPABUTENS/TIOIydaTeNs OT paHee
NepeaHHOTO/TIPUHATOTO COOOIICHUS;

B) g obecnieyenust ayreHTU(OUKALIMYA U KOHTPOJIS IETIOCTHOCTH;

B) 00a oTrBeTa BepHBI.

SIBngercs nu BEPHBIM YTBECPKIACHUC, YTO MPUMEHECHUEC ACUMMCETPUYIHBIX CUCTEM B 06HI€M ciry4dac
MIPUBOJIUT K CYIIECTBEHHBIM 3aJIepKKaM MpH MU(PPOBAHUH (110 CPABHEHUIO C CUMMETPUYHBIMU)?
A) na;

b) uer;

B) 3aBucuT OT pa3MepOB UCIOJIB3YEMBIX KITIOUECH.

Kakum 06pazom Beraucisiercs: nudponas MoAMUCH?

A) TIociie1oBaTeIbHOE BRIUUCIECHUE XeUT-(DYHKIIMKM OT UCXOTHOTO COOOIIEHUS U MH(PPOBAHHE
MOJTYYCHHOTO 3HaYEHHUS Ha CEKPETHOM KITIOUe OTHPaBUTENs (MU pacminpoBaHre Ha OTKPHITOM
KJIFOY€ MPH MIPOBEPKE TOMHUCH);

B) nocnenoBarenbHOe MG POBAaHUE UCXOAHOTO COOOIICHHS HA CEKPETHOM KITFOYE OTIIPABUTEIS U
BBIYUCIICHUE XeII-(QDYHKIIUN OT 3l (PpOBAHHOTO COOOIICHUS;

B) nocienoBaTeapHOCTh ONEpalliii HE UMEET 3HAYCHUS.

BepHo 1mu yTBepkaeHHE, YTO B ACUMMETPUYHON CUCTEME HUKTO, KPOME OTIIPABUTENS
MOANKUCAHHOTO COOOIIEHHUS, HE 3HAET CEKPETHOTO KIIt0Ya, Ha KOTOPOM COOOIIeHHE OBLIIO
HOAIIMCAaHO?

A) na;

B) HeT, cekpeTHBII KITI0Y H3BECTEH TAKXKE YOCTOBEPSIONIEMY IIEHTPY, BbIABIIEMY OTIIPABUTEIIO
ceprrduKat HUPPOBON MOANMKICH;

B) Her, cekpeTHBII KIII0Y U3BECTEH TAKXKE LIEHTPY ayTeHTU(PHUKAIINH, B KOTOPOM UCHOIb3YeTCs
KpUTNITOCHCTEMA.

Kaxast ¢pyHKIUS Ha3bIBaeTCs OJJHOCTOPOHHEH (one-way function)?

A) Oyuknus f(X) Ha3bIBaeTCst 0THOCTOPOHHE#H (one-way function), eciu 1 Bcex X U3 ee 001acTH
OIpeieNieH s JIerKo BhiuucauTh Y=F(X), HO HaXxoXaeHHUE 10 3aJaHHOMY Yo TAKOT'O Xo, IS KOTOPOTO
f(Xo)=Yo, BBIYHUCIIUTEIBHO HEOCYIIIECTBUMO;

B) ®ynknus f(X) Ha3pBaeTcs ogHOCTOpOHHEH (One-way function), eciu Uit HAX0XKICHUE 110
3a7aHHOMY Yo TaKoTo Xo, U1st KoToporo f(Xo)=Yo TpeOyeTcst HaCTOJILKO OTPOMHEI 00bEM
BBIUMCIIEHUH, YTO 32 HUX IIPOCTO U HE CTOUT OpaThCs;

B) o6a oTBeTa BepHBI.
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Bepno nu yTBepxkIeHue, YTO IeI0YUCICHHAs oKa3arenbHas ¢pynkius f(x)=a*(mod n), rae
OCHOBaHHE & ¥ M0Ka3aTellb CTEIICHU X MpUHa IekaT naTepBaiy (1,n-1), sBiiseTcs 0 JHOCTOPOHHEH
byHxumein?

A) na;

bB) cymecTBoBanrue 0AHOCTOPOHHUX (YHKIIUN HE JOKA3aHO, HO OHAa MOXKET OBITh B3sITa B KAYECTBE
MPUOIINKCHHS;

B) ner.

K xaxum xkpunrorpaduueckum cucteMam OTHOCUTCs cuctemMa RSA?

A) X OJIOYHBIM 3KCIIOHEHITUAIBHBIM CHCTEMaM, TaK KaK Kax bl 00K M OTKPBITOTO TEKCTa
paccMmarpuBaeTcs Kak 1esoe yrcio B uatepsaie ot 0 1o (N-1) u npeoOpa3syetcs B 00K
mUppPTEKCTA;

B) x mmdpam 01HO3HAYHON 3aMEHBI;

B) 00a oTrBeTa BepHBI.

UYewm ompenensieTcs CTOMKOCTh KpuntocucreMsl RSA?

A) CIIOXKHOCTBIO U3BJICUEHUSI KOPHS CTENIEHH € U3 0O0JIBIIOTO 1IEJI0r0 YMCIIa MO 3aJJAaHHOMY MOYIIO
n

B) ci103KHOCTBIO pa3okKeHNs Ha IPOCThIE COMHOKHUTENH OOJIBIIOTO IEJI0T0 YHCA;

B) o0a oTrBeTa BepHBI.

Kakas ¢pynkuus ncnonb3yercs B kpuntocucteme RSA 115 reHepanuu ceKpeTHOro kiroya?
A) dbynkuums Dinepa;

B) ¢ynkmus Mebuyca;

B) 06a oTBeTa BEpHBL.

Kaxoit hakTop onpenensieT pa3mep kiroda B Kpuntocucteme RSA?
A) pecypcamu OBM, Ha KOTOPO#l YCTAaHOBJIEHA KPUIITOCUCTEMA;
B) nnuHOM mudpyeMoro OTKpBITOTO TEKCTA;

B) pazmepoM Moty N, 0 KOTOPOMY UIET MU(ppPOBaHUE.

Uewm onpenensieTcsi CTOMKOCTh Kpuntocuctembl Elgamal?

A) CII0)KHOCTBIO AUCKPETHOTO JIOTaprU(pMUPOBAHUS;

B) ci1oxHOCTBIO pa3iiokKeHHs Ha IPOCThIe COMHOXKHUTENN OOJIBIIOTO IEJIOT0 YMCIa;
B) 06a oTBeTa BEpHBI.

Kakast cxema mugpoBaHus Jierja B OCHOBY CTaHAapTOB AIEKTPOHHOU 1udpoBoii noanucu B CHIA
(DSA — Digital Signature Algorithm) u Poccuu (I'OCT 334.10-2001)?

A) cxema PaiiBecra, lllamunst u Aqemana (Rivest R., Shamir A., Adleman L.;

B) cxema DOnp-I"amans (Elgamal);

B) cxema [luddu u Xennmana (Diffi W., Hellman M.E.).

ITo kaxoii cl)opMyne BBIUUCIISIETCS CEKPETHBIN KiTto4 B mudpe Dnp-I'amansa?

A)Y = g (mod p),
B) ed = 1 (mod ¢(n));

B) BeIOMpaeTcs Mpou3BOJILHO U3 ycinoBus 1 <x <p.

ITo kaxoit g;)opMlee BBIUMCIIIETCS] CEKPETHBIN Kitou B mudpe RSA?
A Y =g (mod p)
B) ed = 1 (mod ¢(n));

B) BeIOMpaeTcs Mpou3BOJILHO U3 ycinoBus 1 <x <p.
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K kakomy kinaccy mugpoB otHOCUTC mudp mo cxeme Dib-I'amansa?
A) mmdpel MHOTO3HAYHON 3aMEHHBI,

B) cxembl BEpOSTHOCTHOTO MIU(POBAHHUS;

B) o6a oTBeTa BepHHI.

Uro obmiero mexay kpunrocuctemamu Dib-I'amans u RSA?
A) mmdpbl MHOTO3HAYHON 3aMEHBI;

B) mm¢pe1 0JHO3HAYHOM 3aMEHBI;

B) acummMeTpuyHbIe TIHUQPHI.

B uem coctout croco6 B3noma mudpa RSA ?
A) B TOM, 9TOOBI HANTH METO/] BBIYHCIICHHUS KOPHS CTETIEHU € 3 MOd N,. OCKOJIbKY KpUIITOrpamma

C=M ) (mod n), To kopaeMm ctenenu € u3 (Mod n) sBisieTcst coodIeHne M;

B) B TOM, 4TOOBI HAWTH TJTaBHBIE COMHOXHUTEIH 00111er0o Mo Iy st N (P U (), MOCKOJIBKY C UX
TIOMOTIIBIO MO’KHO JIETKO BEIYMCIIMTh CEKPETHBIH Ko d s pacmudposarus M= CY (mod n);
B) o0a oTrBeTa BepHBI.

B gem cocrosT mpenmymiecTBa MHU(PCUCTEM ¢ OTKPHITHIMU KITFOUYaMU?

A) nns oOMeHa KiIro4aMHu a0OHEHTaM CEKPETHBIN KaHall He HY)KEH;

B) npuMeHeHne CHMMETPUYHBIX CHCTEM TPUBOJIHNT K CYIIECTBEHHBIM 3a/Iep’KKaM TIpH MU(POBAHIH
(10 CpaBHEHUIO C ACUMMETPUYHBIMHU);

B) 06a oTBeTa BEpHBI.

Kaxkue xamr-pyakimm ucnosb3yroTes i popmupoBaHus 1udpOBOM moamucu?
A) GeckiTroueBbIe 0JJHOCTOPOHHUE X3 -() YHKITHH;

B) xiro4eBbie 0THOCTOPOHHKE XAII-(YHKITUH;

B) xpuntorpadudeckue xaui-QyHKIIUH.

Xoa1I-3HaueHre Kakou IuHeI (B 6aiitax) BeruuciseT cranaapt [OCT P34.11-20017
A) 32;
b) 16;
B) 20.

Kakoii mmdp ucnonbzyet oredectBeHHbli cranaapt xsmmupoBanus 'OCT P 34.11-94 nns

1 poBaHUs UCXOAHBIX JTAaHHBIX, YTOOBI 00ECIIEYUTh HEBO3ZMOKHOCTh TIOI00pa COOOIICHHIA ¢
OJIMHAKOBBIM X3III-3HAYECHUEM?

A) RSA;

B) 'OCT 28147-89;

B) mmdp Dnp-T"amans.

[Tepeunciute aaropuTMbl AEKTPOHHOU HU(BPOBON MoAIHCH?

A) RSA, DSA, EGDA, cxema Hlnoppa, 'OCT P34.10;

B) T'OCT 28147, DES, AES, ESIGN, ECDSA;

B) CTb 1176.2-99, McEliece, Rijndael, Cxema duddu — Jlammopra.

K kakum Bugam arak ys3suma nudposas noamnuck RSA?
A) K MyJIbTUIUIMKAaTUBHOM aTake;

bB) HeleneBoro UCNonb30BaAHUS CEKPETHOTO KITIOYA;

B) o6a oTBeTa BepHBI.
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Kakumu npenmymiecTBamMu 00a1aeT cxeMa uQpoBoii noanucu Iib-1"amans mo cpaBHEHHUIO CO
cxeMoit mudpoBoit moamrcu RSA?

A) 1IpH 3aJJaHHOM YPOBHE CTOMKOCTH aIropuT™Ma I(PPOBOI MOIMKUCH IIEJIbIE YUCIIA, YIACTBYIOIINE
B BBIUUCIICHUAX, UIMEIOT 3aIIUCh Ha 25% KOpOUe, UTO YMEHBILAET CI0KHOCTh BHIYUCIICHUN I10YTH B
JIBa pa3a U MO3BOJISIET 3aMETHO COKPaTUTh 00BEM HCIIOJIb3yEMOM aMsTH;

B) npu BeIOOpE MOy st P AOCTaTOYHO MPOBEPUTH, YTO 3TO YUCIIO SBISAETCS MPOCTHIM;

B) o6a oTBeTa BepHHI.

7.3.2 TlpomexyTo4yHasi aTTecTaIus
OneHouHble cpesicTBa I IPOMEXYTOUHOM aTTecTaluu
DK3aMeH
Crircok BOIPOCOB IS dK3aMeHa
HapucoBatb 6510k-cxeMy ajiropuT™Ma 1 MPUBECTH YUCIOBOM npuMep mudpa Beprama.
[IpuBecTH YnCIOBOI MpUMEP € JIMHEWHBIM T€HEPATOPOM FaMMbI C MAKCUMaJIbHBIM MTEPHOJIOM.
HapucoBatp 6510k-cxeMy anropuTma U MpUBECTH YUCIIOBOM MpuUMep 0OMEHa KII0YaMHU 110 CXeMe
HNudbdu-Xennmana.
HapucoBatp 6510k-cXxeMy aaropuTma U MpUBECTH YUCIOBOM mpumep mudpa RSA.
HapucoBatp 6510k-cxeMy aaropuTma U MpUBECTH YUCIIOBOM npumep 1mudpa Inb-I'amans.
Hapucosats 6510k-cxemy nudposoit noanucu no anroputmy RSA. TlpuBectu uncinoBoii npumep.
HapucoBatp 6510k-cXxeMy aaropuTma U MpUBECTH YUCIOBOM MpUMeEp KpHUNTOTpadudecKoi Xem-
GyHKIMH.
Hapucosats 6510k-cxemy nudposoit noanucu no anroputmy EGSA. [IpuBectu yncnoBoii npumep.
HapucoBats 6510k-cxeMy anropuTma U MPUBECTH YUCIIOBOM mpumep mudpoBaHus TaHHBIX DJlb-
INamans.
HapucoBatp 050K-cxemMy T€Hepalluu 4acTHOTO OTKPHITOTO Kitoua mo anroputMmy ['OCT P 34.10-
2012. IIpuBecTr YnUCI0BOM MIPUMED.
HapucoBate Omok-cxemy renepanuu Tammbl 1o ctangaapty ['OCT P 34.12-2015. IlpuBectn
YUCIIOBOM MPUMEP.
Hapucosatb 6110k-cxemMy paciu@poBaHUs JaHHBIX 110 aaropuTmy Dib-I'amans. [Tpusectu
YUCJIOBOM MPUMED.
Hapucosatp 6510k-cxemy nudposoii noanucu mo anroputmy ECDSA. TlpuBecTu uncioBoit mpumep.
Hapucosatb 6510k-cxemy nudponoii noanucu mo anroputmy ECDSA. TlpuBecty uncioBoit mpumep.
HapucoBats 6510k-cxeMy anropuTma U MPUBECTH YUCIOBOM MPUMEDP CIIOKEHHUS ABYX TOUYEK
AJUIMNITUYECKOW KPUBOU HAJl KOHEYHBIM IMOJIEM.
HapucoBats 6510k-cxeMy anropuTma U NPUBECTH YUCIOBOM MPUMEP  yIABOCHHS TOUKU
AJUIMNITUYECKOW KPUBOM HAJl KOHEYHBIM IOJIEM.
Hapucosats 610k-cxemy nudposoii noanucu no anroputmy 'OCT P 34.10-94. IIpuBectu 4ncnoBoii
puMep.
HapucoBars Onok-cxemy uudposoit moanucu no aiaroputmy ['OCT P 34.10-2012. IIpuBectu
YUCJIOBOW MPUMED.
HapucoBare Onok-cxemy ¢ynkumu mudppoBanus naHuHeix no ctanaapry 'OCT P 34.12-2015
(Marma). [IpuBecTH yucinoBOi mpumep.
HapucoBats 6510k-cxemy ¢yHKuMU mudpoBanus qaHHbIX 1o cranaapty DES. Ilpusectu uncioBoi
IIpUMeEp.
HapucoBatb 6510K-cxeMy alnroputMa v IpuBECTH YUCIOBOH npumep 3amensl no tadbnuue ['OCT P
34.12-2015. IIpuBecTy 4nuCIOBON pUMED.
HapucoBars Onok-cxemy mmdpoBanus naHHeix no crapaapry ['OCT P 34.12-2015 (Marma).
[IpuBecTr 4yncIOBOM PUMED.
Hapucoartp 650k-cxemy mudpoBanus aanHbix no ctangapty ['OCT P 34.12-2015 (Ky3neuuk).
[IpuBecTr 4yncIOBOM MIPUMEP.
HapucoBats 610k-cxeMy mudpoBanust JaHHbIX 1o cranaapty DES. Tlpuectu uncioBoii mpumep.
HapucoBats 610k-cxeMy mudpoBanust JaHHbIX 1o cranaapty AES. IlpuBectu uncioBoii mpumep.
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