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1 ]_Ie.HI/I, 3alaYi U IUVIAHUPYEMBIC PE3YJIbTAaTbl oﬁyquml o TMCIOMIIJIMHE

K OCHOBHBIM LIeNIsSIM OCBOCHHMSI TUCHUIUTUHBI «IIporpaMMHO-anmapaTHbIe CPEICTBA 3aIIUTHI
UH(POPMALIUN) CIIETyeT OTHECTH:

. 03HAaKOMJIEHHE CTYJIEHTOB C COBPEMEHHBIMHU IPOrPaMMHO-aNNapaTHbIMU
CpEeJICTBaMU 3alUThl HHPOPMAIMHU B KOMIIBIOTEPHBIX CUCTEMAX;

. OBJIAJICHUE METOJAaMHU pEIIEHUs 3aJad  I[pPOrpaMMHO-ANIapaTHONW  3allUTHI
uH(bOopMaLUu.

K ocHOBHBIM 3a/1a4aM OCBOCHUS TUCIHIUTHHEI «[[porpaMMHO-anmapaTHbie CpeCTBa 3aIIUTHI
UHPOPMALIUU» CIIEAYET OTHECTH:

. o0ydYeHHe CTYIIEHTOB COBPEMEHHBIM METOJaM MpPOTPAaMMHO-AIMAPATHON 3allUThI
uHpOpMaLuy;

. npuoOpereHne Mpo(ecCHOHATBHON KOMIIETEHTHOCTH B IMPOrPAMMHO-AMIAPATHBIX
CpeZCTBax 3alUThl HH(OpMaIH;

. YMEHHE OpHUEHTHUPOBATHCS B TPOAYKTaX MW TEHICHIMAX pa3BUTUS CPEICTB
IpOrpaMMHO-aNnapaTHOHN 3aUThl HH)OPMAITMOHHBIX TEXHOJIOTHIA.

B pesynpraTe ocBoeHus nucuuiuinHbl «lIporpamMMHoO-anmnapaTHble CpeAcTBa 3alUThI
uHopmanun» y oOydaronmxcst (GOpMUPYIOTCS CIEAYIOMMEe KOMIIETCHIIMH W JOJKHBI OBITH
JOCTUTHYTHI CIEAYIOIIUE pe3yibTaThl OOyueHHUs Kak d3Tan (OPMHUPOBAHHS COOTBETCTBYIOILIUX
KOMIIETCHIINH:

[IK - 7. Cnnoco6eH npoBOIUTh SKCIIEPUMEHTANIbHBIE UCCIIEJOBAHUS 3aIIUILIEHHOCTH OOBbEKTOB
C NMPUMEHEHUEM COOTBETCTBYIOIIMX (PU3MYECKMX M MaTEeMaTUYECKHX METOJIOB, TEXHUYECKUX WU
POrPaMMHBIX CPEICTB 00pPaOOTKHU pe3yIbTaTOB IKCIEPUMEHTA ;

3HATh:

- BO3MOXXHbI€ JICHCTBHSI NPOTUBHUKA, HANpaBICHHbIE HA HapylIeHHE MOJUTHUKU
6e30macHOCTH HH(OPMAIIHH;

- HauboJee ysa3BUMBIE Ul aTaK IPOTUBHUKA IEMEHTHI KOMITBIOTEPHBIX CHUCTEM;

MEXaHU3MBbI PELICHNUS THUIOBBIX 3a/1a4 MPOrPaMMHO-AMNapaTHON 3alUThl HH(OPMAIIUH;

YMETh:

-aHAJIM3UPOBATh MEXAHU3MBl pEAlM3alliid IPOrPAMMHO-AMNMNAPATHBIX METOJOB 3alUThI
KOHKPETHBIX 0OBEKTOB U MPOLIECCOB ISl PEUICHHUs IPO(PECCHOHATBHBIX 3a/ay;

-IIPUMEHATH LITaTHBIE CPEJCTBA IPOrPAMMHO-AMIAPATHON 3aLUTHI U CTIEHUAIN3UPOBAHHbIE
IPOAYKTHI JJIsl PEILIEHUS] TUTIOBBIX 33/1a4;

-KBAIM(UIUPOBAHHO  OLIEHMBaTh 00JAacTh TNPUMEHEHUs KOHKPETHBIX MEXaHU3MOB
pOTpaMMHO-aIMapaTHOM 3aIUTHl HHPOPMaLUH;

-HMCII0JIb30BaTh alllapaTHbIE U MPOTrPaMMHBIE CPECTBA 3aALUTH HH(MOPMAIIUK NPU PEIIEHUN
IPAKTUYECKUX 3ajau.

- OpraHM30BaTh €0 BHEAPEHUE U MOCIIEAYIOIIEe COIPOBOKICHNUE;

- BBIIIOJIHATH Pa0OTHI [0 YCTAHOBKE, HACTPOIKE M 00CITYKUBAHUIO IIPOrPaMMHO-AIIAPATHBIX
CPEJCTB 3alLUThl HH(OPMALNH;

BIIAJICTh!

- HaBBIKAMHM OKCIUTyaTanmuyd (B 9YacTH, Kacaloulecs pa3TpaHWyeHHs JOCTYIIa,
ayTeHTU(HUKALUK U aynuTa) 0a3 TaHHBIX, JIOKATBHBIX KOMIBIOTEPHBIX CETEH, TPOTPaMMHBIX CHCTEM
¢ yueToM TpeOoBaHHMii 110 oOecrieueHUI0 HHPOPMALITMOHHON 0€3011aCHOCTH.

[IK-15 CnocobeH opraHu30BaTh BEITIOTHEHHE PaOOT MO BBOJY B IKCIUTyaTAIHIO CUCTEM H
cpencTB obecnieueHus HHHOPMALIMOHHON OE30MacCHOCTH



YMETh!

- aJIMUHHCTPUPOBATH TTOICUCTEMBI HH(OPMALMOHHOI 0€30MacHOCTH 00BEKTa 3aIUTHI;

BIIAJICTh!

- HaBBIKAMHM aJMHHUCTPHPOBaHHS (B 4YaCTH, KacaloUIeWCsl pa3rpaHUyYCHHs JIOCTYyIIa,
ayTeHTH(UKANWU 1 ayauTa) 06a3 JaHHBIX, JOKAJBHBIX KOMITBIOTEPHBIX CETEH, IMPOTPaMMHBIX CUCTEM
¢ yueToM TpeboBaHuil o obecnevyeHuto HHPOPMaIMOHHONW 6€30aCHOCTH.

OO6yuenne no nucuuruinae ««IIporpaMMHo-anmapaTHeie CpPeCTBa 3aIIUTH HHPOPMAITUN)
HaIpaBJeHo Ha popMupoBaHUE y 00YUAOIIMXCS CASAYIOMINX KOMITETCHITHI:

Kox n HauMeHOBaHHe KOMIIETEHIUMA

I/IHIII/IKZITOPBI JAOCTHKCHUA KOMIICTCHIIUHU

K -7

Crnioco0eH npoBOIUTh IKCIIEPUMEHTAIbHbBIE
HccnenoBanust 3alMIIEHHOCTH OOBEKTOB C
IPUMCHCHUCM COOTBCTCTBYIOIIIHUX
GU3MUECKNX M MaTEeMaTHYECKHX METOJIOB,
TCXHHUYCCKUX u IporpaMMHBIX CpCaACTB
00paboTKH Pe3yIbTaTOB IKCIIEPUMEHTA

IK-15

Crnioco0eH opraHu3oBaTh BHINOJIHEHHE paboT
10 BBOJIY B 9KCILTyaTalllIO CUCTEM U CPEJICTB
oOecrnieueHus MH(HOPMALIMOHHON
0e30macHOCTH

HUIIK-7.1. 3Haer: METObI
IKCIIEPUMEHTATBHBIX UCCIIEIOBAaHUM
3aIUIIEHHOCTH OOBEKTOB C MPUMEHEHUEM
COOTBETCTBYIOILUX du3nueckux U
MaTEeMaTHYECKUX METOJOB, TEXHUYECKUX U
MIPOTPaMMHBIX CpEICTB 00paboTku
PE3yJIbTaTOB SKCIIEPUMEHTA.

NIIK-7.2. Ymeer: IIPOBOJIUTH
SKCIIEPUMEHTAaJIbHbIE UCCJICTOBAHMUS
3alIUIEHHOCTH O0BEKTOB C MPUMEHEHHEM
COOTBETCTBYIOIIUX buznyeckux U
MaTEMaTHYEeCKHX METOJIOB, TEXHHUYECKUX U
MIPOTrpaMMHBIX CpEICTB 00paboTKu
pe3yJIbTaTOB SKCIIEPUMEHTA.

UIIK-7.3. Bnaaeer: HaBbIKAMU MPOBEICHUS
IKCIIEPUMEHTATBLHBIX WCCIIETIOBAaHHH
3alUIEHHOCTH OOBEKTOB C TpPUMEHEHHEM
COOTBETCTBYIOLIUX buznyecKux u
MaTEeMaTHYEeCKHX METOJIOB, TEXHHUYECKHX U
IIPOrPaMMHBIX CPEICTB 00paboTku
pe3yIbTaTOB SKCIIEPUMEHTA.

UIIK-15.1. 3maer MeTOoAbl BBOIA B
JKCIUTyaTallil0  CHUCTEM W CpeACTBa
obecrieueHus MH(POPMALMOHHOM
0€e301acHOCTH

NIIK-15.2. YwMmeer: OpraHu30BaTh

BBITIOJTHEHHE Pa0OT MO BBOJLY B IKCILTyaTaIHIO
CHCTEM u CpelCTB obOecrieueHus
nH(GOPMaLIMOHHON 6E€30MaCHOCTH

NIIK-15.3. Bnageer meTonamMu opraHU3alUU
BBITIOJTHEHHSI PAa0OT 1O BBOTY B SKCILTyaTaIHIO
CHCTEM u CpelCTB obOecrieueHus
nH(pOpMaIMOHHOM 6€30MacHOCTH




2 MecTo AUCHMILUIMHBI B CTPYKTYpe 00pa30BaTeIbLHOM MPOrpaMMbl

HucuuruinHa «lIporpaMMHo-anmapaTHble CpeACTBa 3allMThl MH(GOPMALMNW» OTHOCHTCSA K
YyuClly AMEeKTUBHBIX yueOHbIX mauctumiuH (b1.2.9]]), asnekrusnblie auctumiuuel (B1.2.3/1.1),
OCHOBHOHM 00pa3oBaTeIbHOM MPOrpaMMBbl.

W3yyenune AMCUMIIMHBI ONUpaeTcs Ha 3HAHMS, YMEHUS M HaBbIKU, NPUOOPETEHHBIE B
OpEeIEeCTBYIOMMX AucuuIuInHaxX: «OCHOBBI HH(pOpMAIIMOHHON Oe3omacHocTH», «OcHOBBI KT,
«Kpunrorpaguueckre METOIbI 3aIUTHI HHPOPMAIII.

3 CTpykTypa u coep:KaHue TMCUUILIMHBI

OO6masi TPyIOEMKOCTh JHUCUUIUIMHBI COCTaBIseT 4 3aueTHBIX €IUHMIbBI, T.e. 144
aKaJeMUYeCcKNX 4acoB (Jekuuu — 18 dacoB, mabopaTopHbie 3aHATHS — 54 yac, camMoOCTOSITeNbHas
pabora - 72 yacoB, popMa KOHTPOJIA — IK3aMEH) BO 2 CEMECTpeE.

CtpykTypa u conaepkaHue AUCHUILTUHBI «lIporpammHoO-anmapaTHble CpEACTBA 3aIUTHI
uHpOpMaIUM» TI0 CPOKAM H BHJIAM paOOTHI OTPAKEHBI B IPHIIOKCHHH.

3.1 Buabl yueOHoi1 padoThbl M TPYA0EMKOCTD
(mo hpopmam oOyueHUs)

3.1.1 Ounas popma 0OyueHus

Ne CemecTpbl
n/n Buj yueOHoii padoThl KOJ::;:?;TBO Cemectp Henens
ceMecTpa
1 | AyauTopHble 3aHATHS 72 2 1-19
B ToM yucne:
1.1 | Jleknuu 18 2 -
1.2 | CeMuHapckue/mpakTHYECKUE 3aHATUS - - -
1.3 | JlaGopaTopHbIe 3aHATHS 54 2 3-19
2 | CamocrosiTesibHasi paboTa 72
B ToM yucne:
2.1 | CPC 72 2 1-19
3 | IIlpoMexkyTOYHAS aTTECTAIUS - 2 6-19
3auet/mud.3auer/sK3aMeH IK3aMeH 2 ITo
pacIrCaHuio
Hroro 144




3.2 TeMaTHyecKH# IVIAH U3yYEeHUS TUCUMILIMHBI
(mo popmam 0OyueHMs)

3.2.1 Ounas popma oOyueHUs

n/n

Pa3genbl/TeMbl
JUCIHUILTHHBI

TpynoeMKocTh, 4ac

Bcero

AyautopHasi padoTa

JIek
1005051

CemuHap
ckue/
MpaKkTu4e
CKHe
3aHATHUS

JlaGop
aToOpH
bIC
3aHATHU
s

[Ipakr
n4ecKa
b
MIOATOT
OBKa

Camoc
TOSITE
JbHasl
pa6oTt

Jlekuu U caMocTosITeTIbHAs padoTa

Pa3zpaboTtka monuTuku
UH(POPMALIMOHHOM O€30MaCHOCTH.
MeTo10JI0T U TIOJTUTUKA
0€30IaCHOCTH KOMITBIOTEPHBIX
cucteM. OCHOBHBIE TIOJIOKECHHSI
HOJUTUKHA HHPOPMALIMOHHOM
6e3onacHoCTH. JKU3HEHHBIN ITUKIT
MOJMUTUKU Oe30macHOCTH. [TpuHIIUIIBI
TOJIMTUKH OE30TTACHOCTH.

1.2

Pa3paboTka noauTHKH
nH(GOpPMallMOHHON 06€30MacCHOCTH
KOMITBIOTEPHOU CHCTEMBL.

1.3

PazpaboTka moaenu yrpos
KOMIBIOTEPHON CHCTEMBI.

1.4

O0bexTsl yrpo3. Knaccudukanus

yTpo3 MO COCO0y UX OCYIIECTBIICHUS.

Knaccudukanust 006eKTOB yrpo3.
OyHKIIMOHATBHAS MOJIENTh CHCTEMBI
3amuThl. CocTaB ¥ Ha3HAUEHUE
(byHKIMOHATBHBIX 6J10KOB. OCHOBHBIE
TPy MEXaHU3MOB 3aIlUTHI.
OyHKIIMOHATBHAS MOJICITH.
PexomeHnammm o oTAeTbHBIM
YpOBHSM (HYHKIITMOHATLHOW MOJICITH.

1.5

I[I/ICKp CIIMOHHBIC U MaHJaTHBIC
MOICIIN.

1.6

Cucrema 3anuTsl ”HPOPMAIUU OT
HECaHKITMOHUPOBAHHOTO JTIOCTYIIa
«CTPAX NT». YcraHoBka u CHITHE

C3MU. 3amkHyTas nporpaMMHas cpefa.

1.7

Cucrema 3amuThl ”HGOPMALIUU OT
HECAHKIIMOHUPOBAHHOTO JOCTYIA
«CTPAX NT». Ynpasnenue
HOJIb30BATEISIMU. YUET HOCUTEINIEH U
KOHTPOJIb YCTPOMCTB.

1.8

[ToHsiTHE MOCTYIIAa K MOHUTOPA
Oe3omacHoctu. O0ecrieuenne
T apaHTI/Iﬁ BBIITIOJIHCHU A IIOJIUTHUKN




Oe3omacHOCTH. MeTOa0IOTH
MPOEKTUPOBAHUSA TAPAHTUPOBAHHO
samumieHHbix KC. Metop reneparuu
M30JIMPOBAHHOM IPOTrPaMMHOM CPEJIbL.

1.9

Juckpennonneie Mmojenu. Moaens
AJIEIIT-50. [Tatumepuoe
MPOCTPAHCTBO 0€30MaCHOCTH
XaptcToHa. MaHaTHast MOJIEIb.
Mognens benna-Jlananyna. Ilepsoe
npaBuio Mmoaenu bemra-Jlananyna.
Bropoe npasuiio monenu benna-
Jlamagyna. Onucanue MoJeny.

1.10

Wnentudukanus u ayTeHTHPUKAIHUS.
OCHOBHBIE IOHATHS U
knaccuukanus. [Ipocras
ayTeHTu(uKanus. AyTeHTuduKanus
Ha OCHOBE MHOI'OPa30BBIX HapoJICH.
AyTeHTH(HKAIMI HA OCHOBE
OJIHOPAa30BbIX MAPOJIEH.
AyTeHTH(UKaIM HA OCHOBE
ceptuukaroB. buomerpuyeckas
uAeHTU(DUKAIMS U ayTeHTU(PUKAIIS
10JIb30BATENICH.

Crporas ayreHTH(pUKALIKS.
[IpoToKkobI ayTeHTUDUKALIH C
CUMMETPHUYHBIMU aJITOPUTMaMU
mdposanus. [IpoTokomsl,
OCHOBaHHbBIE Ha UCTIOJIb30BaHUU
OJIHOHAINPABJIEHHBIX KJIFOUEBBIX XIII-
byHKUMN. AyTeHTUDUKAIMS C
MCIIOJIb30BAHUEM aCUMMETPUYHBIX
QITOPUTMOB IU(PPOBAHMSL.
AyTeHTuduKanus, OCHOBaHHAas Ha
UCTIOJIb30BaHUH IU(POBOI MOAMTUCH.
[IpoToKoBI ayTeHTUDUKAIIIH C
HYJIEBOM Ilepefadyeii 3HaYCHUM.
VYrpolueHHas cxema ayTeHTU(DUKALIH
C HYJIEBOM Tepeladeii 3HaHUM.
[TapamrenpHas cxema
ayTeHTH(UKALNYU C HYJIEeBOU
nepeaayer 3HaHUM.

1.12

[Iporokon nuaeHTUPUKAIUN U
ayrenTudukarmu B OC Windows

1.13

[TpoToxon uaeHTU(HUKALNY U
ayrentudukanuu B OC Windows .
[Iporokon ayrentu¢ukaunuu Kerberos.
CoxpaHHOCTb TApOJICH yUETHBIX
3armmceit. Windows. 3amuTa maposei.
Kpaxxa SAM-¢aiina. 3axsar
npusuieruii. Copoc napodsi. B3nom
BTOPUYHBIX napoJieil. Cucrema
pasrpanndenus gocryna OC LINUX.
Bo3MO)HOCTH CTaHAAPTHOM CUCTEMBI




pasrpannyenus goctyna OC Linux.
Henocratku craHmapTHOM CUCTEMBI
pasrpanudenus goctyna OC Linux.
Bo3moxxHOCTH HanboJIee N3BECTHRIX
CPE/ICTB COBEPIICHCTBOBAHUS
pasrpannueHus gocryna OC Linux.

[Iporokon ayrentudukanuu Kerberos.

N

Cucrema pasrpannuenus gocryna OC
LINUX.

oo

N

1.16

3ammra (aitiioBol cuCTEMbI
Windows. Pa3pemenus nis ¢aitios u
nanok. [ludpyromas daitnosas
cucrema (EFS) Encrypting File
System. TexHosnorus mudpoBaHus.
Boccranosnenue ganusix. [Iponece
mdposanus. [Ipouece
nemmdpupoBanus. [Iporece
BOCCTaHOBJICHUS. B3aumonencreue
daitnoBoit cuctemsl 3amuThl NTFS n
3alUThI pecypca o0Iero 10cTyna
(Sharing). TumnoBbIe 3a7a4mn
aJIMAHUCTPUPOBAHHUS.
AJMUHUCTpPUPOBAHHE JHCKOB B
Windows. CxozcTBa 1 pa3indus
mexay Disk Management u Disk
Administrator.

1.17

[udpyromast ¢aitnoBas cuctema
(EFS) Encrypting File System.

1.18

3ammra daitioBoit cuctembr OS
Linux. ®aitioas cucrema OS Linux .
OcHOBHBIE KOHLIETINH (hailIoBOM
cuctemsbl. Buptyansnas daitnoBas
Cuctema (VFES). ®aitioBbie cUCTEMBI
EXT2 (The Second Extended File
System).

JlaGopaTopHble padoThl

YcTaHOBKa MPOTPaMMHOTO KOMITIIEKCa
ViPNet Administrator 4.x.Co3nanue
CTPYKTYPHI 3aIIUIICHHON CETH

2.2

Hactpoiika pe3epBHOIO KOIMMPOBAHUS
JAHHBIX U BOCCTAHOBJICHUEC JaHHBIX B
T10 ViPNet Administrator.
PasBepThiBaHue pabouero mecra
MIOMOIITHUKA TJIaBHOTO
aJIMHHUCTPATOPA.

23

Moaudukamnus 3auuIeHHON CeTH.
Komnpomeranusi.

24

Hactpoiika nonutuk 6€30MacHOCTH B
ViPNet PolicyManager. YcranoBka
ViPNet Coordinator B kagecTBe
MEKCETEBOI0 III03a

2.5

IlepBoHauanbHass HACTPOUKA
MEXCETEBOr0 B3aMMOJCHCTBHSL.




10

Monudukamusi MeKCETEeBOTO
B3aUMOJICUCTBUSL.

2.6 | HacTpoiika TOKaJIbHBIX U TPAH3UTHBIX 4 4
¢unbTpOB OTKPHITOM cetu. HacTtpoiika
(GUIBTPOB 3aIIUIICHHON CETH.

2.7 | HacTpolika TpaHCSILIUU aJpECOB 4 4
(NAT). TynnenupoBanue B ViPNet
Coordinator.

2.8 | ViPNetClient 4 — VPN u 4 4

MePCOHAJIbHBINA CETEBOM IKpaH.
Kpuntomnposaiinep ViPNetCSP.

2.9 | Pabora ¢ npuaoKeHUsIMU 4 4

2.10 | YcraHoBKa U MHULIMATU3ALIMS 4 4
komriekca «Cobonby. Hacrpoiika
OO0IIMX MapaMeTpoB.

2.11 | Hactpoiika 1 3KCIuTyaTanus 2 2
KoMmIuiekca «Cob0by.

2.12 | YcraHoBKa ¥ MHUITHAJIA3AIIHS 2 2

koMIutekca «Secret Net Studio 8-C».
HacTtpoiika o61mx napameTpos.

2.13 | YnpaBieHue pexxumamMu BX0OJa B 2 2
CUCTEMY. YTIPaBIICHUE
HEePCOHAIbHBIMU UACHTU(DUKATOPAMHU

II0JI30BATENIEH.

2.14 | Ynopasnenue ycTporicTBamu B Secret 2 2
Net Studio 8.

2.15 | I[TonHOMOYHOE pa3rpaHUYECHUE 2 2
noctymna B Secret Net Studio 8.

2.16 | KoHTposb LIETOCTHOCTH U 3aMKHYTast 2 2
nporpaMmmHas cpena B Secret Net
Studio 8

2.17 | ludposanue daitnos B Secret Net 2 2
Studio 8.

3 Jleknuu - - - - - -

Hroro | 144 18 - 54 - 72

3.3 Conepxxkanme QU CHUNITHHBI

Temal. IlonsaTHe MOJUTHKHM 0€30MACHOCTH NPH NPOrPAMMHO-aNNAPATHON 3amuTe
uHpopmManmnu.

Pazpabotka mnonuTHku HMHPOpPMAMOHHONW Oe30macHOCTH. METONONOTUS  MOJTUTHKH
0€30MacHOCTH KOMITBIOTEPHBIX CHCTeM. (OCHOBHBIE MOJIOKEHUS MOJUTHKA HH(GOPMaLUOHHON
6e3omacHOCTH. JKU3HEHHBINH UK MOTUTUKH Oe30macHOCTH. [IpUHIIUIBI MOMUTHKN 0€301acCHOCTH.

Tema 2. ApXuUTeKTypa cHCTeMbl NIPOTPAMMHO-aANNAPATHOM 3aIMTHI.

OO0bexThl yrpo3. Kmaccudukanus yrpos mo cnocody ux ocymectsiueHus. Knaccuduxarms
00BEeKTOB  yrpo3. @DyHKIMOHANBHAs MOJeNb CHCTeMbl 3amuTbl. COCTaB H Ha3HAa4YCHHE
(GYHKIIMOHATBHBIX 0710KOB. OCHOBHBIE TPYIITBEI MEXaHU3MOB 3aIIUThl. DYHKIIMOHATBHAS MOJEIb.
PexomeHanmu no oTAeIbHBIM YPOBHSIM (DYHKIIMOHATIHLHON MOJIEIIH.
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Tema 3. MoaeJjib KOMIIBIOTEPHOI CHCTEMBI.

[Tonsatne noctynma u MoHMTOpa Oe3zomacHocTu. OOecrneyeHHe TapaHTUH BBIIOJIHEHUS
MOJIUTUKN O€30MacHOCTU. MeToA00rusl MPOEKTUPOBAHUS TrapaHTUpoBaHHO 3armuiieHHbIx KC.
Merton reHepaii H30JIMPOBAHHON TPOIrPaMMHOM Cpeabl.

Tema 4. MoaeJim THIIOBBIX NMOJHTHK 0€30MIaCHOCTH KOMIBIOTEPHBIX CPEACTB 3aIlUThI
HHpopMannu.

Huckpennonnsie monenu. Moaens AJIEIIT-50. IlsatumepHOe MpocTpaHCTBO OE30MACHOCTH
Xaprcrona. ManpatHas mozxens. Mognens bemna-Jlanmagyna. Ilepoe mpaswio mozaenu berna-
Jlanagyna. Bropoe npaBuino moaenu bemra-Jlanagyna. Onucanue Moaenu.

Tema 5. IIporpaMmmHo-annapaTHbie CpeacTBa HACHTH(GUKANUM M ayTeHTHPUKAUMN
MoJIL30BaTeJIeH.

Wnentndukanus u ayreHtupukanuss. OcHOBHbIE NOHATUS M Kiaccudukauus. Ilpocras
ayreHTH(UKanus. AyTeHTH(UKAIUS Ha OCHOBE MHOTOPA30BBIX Mapojiei. AyTeHTH(HKanus Ha
OCHOBE OJHOPA30BBIX Mapojiel. AyTeHTH(UKalMusg Ha OCHOBe cepTudukaroB. buomerpuueckas
UICHTU(QHUKAINA U ayTeHTU(UKAIUS T10JIb30BaTeNeH.

Crporas ayrentudukanus. IIpoTokossl ayTeHTHPUKALMN ¢ CUMMETPUYHBIMU aJIrOPUTMAMHU
mmdpoBanusi. [IpoTOKOIBI, OCHOBaHHBIE HAa MCIIOJIB30BAHUM OJIHOHAIPABICHHBIX KIFOUEBBIX XOIII-
GyHKkuui. AyTeHTH(UKaALMS C HUCIHOJb30BAHUEM ACUMMETPUUYHBIX aAJITOPUTMOB HIM(POBAHUS.
AyTeHTH(HKAIMA, OCHOBAaHHAs Ha UCIONb30BaHUM LUGPOBO moanucu. IIpoToxossi
ayTeHTH(UKALMU C HyJIeBOHU Nepeaueii 3HaueHui. YIIpolleHHas cxeMa ayTeHTU(PUKALIK ¢ HyJIeBOH
nepenayeil 3Hanuil. [lapannmenbHas cxema ayTeHTH(UKAIWU C HYJIEBOW Iepenavyeld 3HAHHIA.
HNH}pacTpyKTypa OTKPBITHIX KJIIOUEH.

Tema 6. Mexanu3sm uaeHtupukanuu u ayrenrupuxkanmu B OC. Pasrpannyenue
AoCTyma.

[Ipotokon wunentudpukammu u ayreHtupukamun B  OC  Windows . IIportokon
ayteHTudukaruu Kerberos. CoxpaHHOCTh maposeit yueTHbIX 3anucei. Windows. 3ammmra maposiei.
Kpaxxa SAM-gaiina. 3axBar npusmiernii. Copoc maposisi. B3nom Bropnunbix maposneit. Cucrema
pasrpannuenus noctyna OC LINUX. Bo03MOXHOCTHM CTaHJApTHON CHCTEMBI pa3rpaHUYECHUS
nocryna OC Linux. HemocraTku craHmapTHOW cuctembl pasrpannyenus aoctyna OC Linux.
BosmoxxHOCTH Hanboliee M3BECTHBIX CPEACTB COBEPIICHCTBOBaHUS pasrpaHuueHust poctymna OC
Linux.

Tema 7. 3amura gaiinosoii cucremsl B OC.

3ammra QaiinoBoit cucremer Windows. Pazpemenus mist ¢aiioB un manok. Hludpyromas
daiinoBas cucrema (EFS) Encrypting File System. Texnomorus mudpoBanus. BoccranoBiieHne
nanbiX. [Ipomecc mmdposanus. Ilpoumecc aemmdpupoBanus. Ilpomecc BoOCCTaHOBIEHHS.
B3aumoneiictBue daiinoBoii cuctemsl 3amuthl NTFS 1 3amuThsl pecypca obuiero goctyna (Sharing).
TumoBsle 3a1auv aIMUHUCTPUPOBaHUS. AJIMHUHUCTpUpOBaHHe nuckoB B Windows. CxonctBa u
pasnnuus Mexay Disk Management u Disk Administrator. 3amuTa ¢aitnosoit cuctremsr OS Linux.
@aitnosas cucrema OS Linux. OcHoBHbIE KOHLIENIIUY (paitnoBoii cucteMbl. BupTyanbsHas ®aitnoas
Cucrema (VES). @aitnossie cuctembl EXT2 (The Second Extended File System).
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3.4 TemaTuKa CEeMUHAPCKUX/TIPAKTHYECKUX U J1a00PATOPHBIX 3aHATHH

3.4.1. JIaGopaTopHbIe 3aHATHS

JlabopaTopnasi pa6ora 1. YcranoBka nporpamMMmHoro komiuiekca ViPNet Administrator
4.x.Co3anue CTpYKTYpbl 3aLIUILEHHON CETH.

JlaGopatopnas pabdora 2. HacTpoiika pe3epBHOTO KONMMPOBAHUS JaHHBIX K BOCCTAHOBJICHUE
nanabix B I1O ViPNet Administrator. Pa3BepTeiBanue pabodero MecTa MOMOIIHUKA TJIABHOTO
aZIMHUHHCTpATOpA.

JlaGopaTopnas padora 3. Moaudukaius 3anuimeHHoi cetu. Kommpomeranus.

JlabopaTropnasi padora 4. Hactpoiika monutuk OezonmacHoctd B ViPNet PolicyManager.
YcranoBka ViPNet Coordinator B KauecTBe MEKCETEBOTO ITI032

JlaGopaTtopnasi pabora 5. I[lepBoHauasibHasi HACTPOWKA MEKCETEBOIO B3aMMOJICUCTBUS.
Monudukarysi MeKCETEBOTO B3aUMOICHCTBUSI.

JlabopaTropHnasi padora 6. Hactpoiika JJOKaJIbHBIX ¥ TPAH3UTHBIX (DHIIBTPOB OTKPHITOM CETH.
Hacrpoiika GpunbTpoB 3alUIIEHHON CETH.

JlabopaTopnasi padora 7. Hacrtpoiika tpancmsiiuu aapecoB (NAT). TynuenupoBaHue B
ViPNet Coordinator.

Jlabopatopunasi padora 8. ViPNetClient 4 — VPN u mnepcoHanbHBIN CETEBOM SKpaH.
Kpunronposaiinep ViPNetCSP.

JlabopaTropHnasi padora 9. PaGoTa ¢ npuioxeHusIMu

JlabopaTtopnas padora 10. VYcraHoBka u wuHMIManu3auus Komiuiekca «CoOoiby.
Hacrpoiika o0mux mapameTpos.

JlabopaTopnas padora 11. Hactpoiika u sxcruryaTtanus komiiekca «Co0oiiby.

JlaboparopHnasi padora 12. YcraHoBKa 1 MHUIIMAIU3aKsa kKoMmiiekca «Secret Net Studio 8-
C». Hactpoiika 00Imux mapamMeTpoB.

Jlaboparopnas pabGora 13. VYmpapieHue pexuMaMH BXOJa B CHCTEMY. YTpaBJEHUE
MEPCOHAIBHBIMU HICHTU(UKATOPAMH TTOJIE30BATEIICH.

JlabopaTropnasi padora 14. Ynpasienue ycrpoiictBamu B Secret Net Studio 8.

JlaGopaTopnas padora 15. [TonHomMouHOe pasrpanudenue goctyma B Secret Net Studio 8.

JlaGopaTtopnas pa6ora 16. KoHTpob 1IETOCTHOCTH M 3aMKHYTasi IporpaMMHas cpejia B
Secret Net Studio 8

Jladoparopuasi padora 17. llludposanue daitnos B Secret Net Studio 8.

3.5 TemarTuka KypcOBBIX IPOEKTOB (KypPCOBBIX pador)

KprOBOG IMPOCKTUPOBAHUC I10 HaHHOﬁ JUCHUITIINHC y‘le6HBIM IIJIaHOM HE 3allJlTaHUPOBAHO.

4 Y4eOHO-MeTOAMYECKOE 1 MH(POPMALIMOHHOE 00eclevyeHune

4.1 HopmatuBHbie 10KyMeHTHI 1 'OCThbI

IIporpamma coctaBieHa B cooTBeTCTBMM ¢  DeaepalibHbIM  IOCYJapCTBEHHBIM
0o0pa3oBaTeNbHBIM CTaHIAPTOM BBICIIETO OOpa3oBaHMs MO HampasieHuio moarotoBku 10.04.01
«MHpopmarioHHast 6€30MacHOCTh
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4.2 OcHOBHas IMTEpaTypa

1) Mapmakos, /. B. [IporpammHo-anmnapatHbie cpecTBa 3alUThl HHOPMALIUY :
yuebHoe nocobue / JI.B. Mapmakos, [I.B. @arxu ; JIoHCKOI TOCYJapCTBEHHBIN TEXHUYECKHUNA
yHuBepcutet. Pocros-na-Jlony: AI'TY, 2021. - 228 c. - ISBN 978-5-7890-1878-1 — Tekcr :
AJIEKTPOHHBIH // JlaHb : 3ekTpoHHO-O0nbmoTeunas cuctema. — URL:
https://reader.lanbook.com/book/237770 (nata o6pamenus: 01.02.2026). — Pexxum goctyna: s
aBTOPU3. IIOJIb30BATEIICH.

2) bynwrués, I'. I'. [IporpammHo-amnmapaTHbie CpeICTBA 3aIUTHl HH()OPMAITUH :
yaeOHo-MeTonudeckoe mocodue / I'. I'. Bynerués. — Mocksa : PTY MUPDA, 2022 — Yacts 1 —
2022. — ISBN 978-5-7339-1652-1. — Tekct : a5ekTpoHHbI# // JIaHb : 371eKTpOHHO-O0UOIMOTeUHAS
cuctema. — URL: https://e.lanbook.com/book/310781 (nara o6pamenus: 01.02.2026). — Pexum
JOCTyTa: ISl aBTOPU3. MOJIb30BaTeNEH.

3) Bynbrués, I'. I'. [IporpammHo-arnmapaTHbIe CpeICTBA 3aIUTHl HHPOPMAIUH :
yueOHo-MeToanueckoe rmocodue / I'. I'. bynprués. — Mocksa : PTY MUPDA, 2022 — Yactp 2 —
2022. — ISBN 978-5-7339-1653-8. — Tekcr : anekTpoHHbIH // JIaHb : 3eKTpOHHO-0MOIMOTeUHAS
cucrtema. — URL: https://e.lanbook.com/book/310784 (nata o6pamenus: 01.02.2026). — Pexum
JOCTYTIA: JIIsl aBTOPU3. TIOJIH30BATENICH.

4.3 JlonoiHUTEIbLHAA JIUTEPATYPA

1) I'opnos, A.Il. ABTOMaTU3UpOBaHHAS CUCTEMA OIIEHKH A (PEKTUBHOCTH
IpOrpaMMHO-aNnapaTHBIX cpeAcTB 3auuThl nHpopmarmu / A.IL. Topnos, M.IO. Pertos, JI.A.
JIpicoB // ABTOMaTH3a1IMsI U MOJETMPOBAHNUE B MPOSKTUPOBAHUH U yripaBiieHnH . — 2019. — Ne 2,
— C. 25-32. — ISSN 2658-6436. — TekcT : aneKTpoHHbIH // JIaHb : 3IeKTpOHHO-ONOInOTeUHAs
cucrema. — URL: https://e.lanbook.com/journal/issue/311268 (nara obpamenus: 01.02.2026). —
Pexxum noctyna: g aBTOpuU3. MOJIb30BATENEH. .

2) Kmypog, /1. b. [IporpaMmMHo-anmapaTHbie CpeACTBA 3alTUTHI HHPOPMAIIHUH :
yuebnoe nocooue / /1. b. Kmypog, C. B. Kykos. — Camapa : Camapckuii yausepcuret, 2022, —
ISBN 978-5-7883-1799-1. — Tekcrt : aneKkTpoHHBIN // JIaHb : 3IEKTPOHHO-OMOINOTEYHAS CUCTEMA.
— URL: https://e.lanbook.com/book/336515 (nara obpamenus: 01.02.2026). — Pexxum gocryma:
JUTSL aBTOPU3. MOJIb30BATENEH.

3) Bbytun, A. A. I[IporpamMmmHO-anmapaTHbie CpeICTBa 3aIIUTH HHPOPMALIUH : yaeOHOe
nocobue / A. A. bytun, H. U. I'nmyxos, C. 1. HockoB. — 2-e u3n., nepepad. u gon. — MpKyTCK :
HpI'VIIC, 2022. — 92 c. — Tekcr : 31eKTpoHHBIH // JIaHb : 271€KTPOHHO-OMOIHOTEYHAs CUCTEMA.
— URL: https://e.lanbook.com/book/342113 (nara oopamenus: 01.02.2026). — Pexxum noctyma:
JUIsl aBTOPH3. TIOJIb30BATEIICH.

4.4 JseKTpOoHHBbIE 00pa3oBaTeIbHbIEC PeCypPChl

1. D0P B pazpaboTke
2. https://www.securitycode.ru/products/secret-net-studio/
3. https://infotecs.ru/products/filter/type-is-33/apply/

4.5 J/InuieH3MOHHOE ¥ CBOOOIHO pacnpocTpaHsieMoe MPorpaMMHoe
odecreuenue

1. I1O «ViPNet Administrator 4»
2. OnexTpoHHbIH 3amMoK "Coboib".


https://www.securitycode.ru/products/secret-net-studio/
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Cucrema 3anmtsl "Secret Net Studio".

ITAK 3amumiennoro xpanenust unpopmanun «Cekpetr Ocoboro Haznauenus»
Kommnexc cpencts 3amutel unpopmanmu ot HCJI «Axkopa—AM/I3»

ITAK 3amuThl ”HPOPMALIMU OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA
«AKKOPI-Win64» (Bepcus 5.0).

SNk Ww

4.6 CoBpemMeHHBbIe NPO(ecCHOHAIbHbIE 0a3bl TaHHBIX U MHOPMALIMOHHBbIE
CIIPaBOYHbIE CHCTEMbI

JlokanbHBI Hay4yHO-00pa30BaTENbHBIA KOMIUIEKC 10 jauciuminae "IIporpamMmmHO-
arnmapaTHas 3amura naHopmanuu'.

5 MarepuajibHO-TEXHHYECKOE OfecreueHne

Jlis mpoBeneHUs BCEX BHJIOB 3aHATUNA HEOOXOIMMO TPE3CHTAMOHHOE 000pYIOBaHHE
(MyJIbTUMEIUHHBIN TTPOCKTOP, SKpaH) — | KOMIUIEKT.

Jis  mpoBeneHHs JTaOOPATOPHBIX 3aHATUN HEOOXOIMMO HAIMYHE KOMITBIOTEPHBIX KJIACCOB
000pyI0BaHHBIX COBPEMEHHOI BBIYMCIUTEIBHON TEXHUKOM U3 pacuera OJHO pabodee MeCcTO Ha
OJIHOTO 00y4aeMoro.

6 MeToauvecKkue peKoMeH alun

6.1 MeTtoanueckne peKoMeHIAIMH IS MPENOaBaTeNs M0 OPraHNu3aluu
o0yueHus

1. Ilpu moAroTOBKE K 3aHATUSAM ClEAyeT MPeABapUTENBHO MPOopadboTaTh MaTEpUall 3aHITUS,
IIPEyCMOTPEB €ro MoJady TOYHO B OTBEAEHHOE AJIS 3TOro BpeMs 3aHATHsA. ClenyeT MOAroTOBUTh
HEOoOXOMMble MaTepuajbl — TEOPETUYECKUE CBEACHHU, 3a1auu U Ap. [Ipu mpoBeneHun 3aHsATUSA
clIeZlyeT KOHTPOJHMPOBATh M0JIady MaTepuasla U pelleHHe 3aJaHui C yu4eToM y4eOHOro BpEeMEHH,
OTBEACHHOTO JIJIS 3aHATHS.

2. Ilpu mpoBepke pabOT W OTYETOB CIEAYET YUUTHIBATH HE TOJBKO IPABHIBHOCTh
BBIMIOJIHEHUSI 3aJjaHuil, HO M ONTUMAJbHOCTh BBHIOPAHHBIX METOJIOB pEIICHHUS, MPaBUIbHOCTh
BBIIIOJIHEHMSI BCEX €0 I11aroB.

6.2 MeToanueckne yKa3aHus J1Jisi 00yYAKOIIUXCH MO0 0CBOCHUIO THCIHUIIINHbBI

W3ydenune TUCIMIUIMHBI OCYIIECTBIISIETCS B CTPOIOM COOTBETCTBHH C 1I€JIEBON YCTaHOBKOM B
TECHOM B3aUMOCBSI3U y4eOHBIM IJIaHOM. OCHOBOW TEOPETUYECKOW M MPAKTUYECKOW MOATOTOBKH
CTYZICHTOB SBJISIOTCS JICKIIUH U JJaOOpPAaTOpHBIE paOOTHI.

B mporiecce camocTosITeNbHOW pabOThl CTYJIEHTHI 3aKPEIUISIOT U YITYOJSIOT 3HAHUSA,
HOJYy4YEeHHbIE BO BpeMs ayAMTOPHBIX 3aHATUH, FOTOBATCA K JK3aMEHY, a TAKXK€ CaMOCTOSTEIbHO
U3Y4aloT OT/AEJIbHBIE TEMbI yU€OHOW IPOrPaMMBI.

7 DoHJ OLIEHOYHBIX CPEACTB
7.1 MeToAbI KOHTPOJISI U OLlCHUBAHMS Pe3y/JIbTaTOB 00y4eHuUs!

B mporecce o0yueHUsT MCTIONB3YIOTCS CIEAYIONMUE OIEHOYHBIC (DOPMBI CAMOCTOSITEIILHOM
paboTHl CTYJECHTOB, OIICHOYHBIE CPEACTBA TEKYIIETO KOHTPOJISI YCIIEBAEMOCTH U MPOMEKYTOUHBIX
aTTeCTallUH:



- TpoBeneHWE Ja0OpaTOpHBIX paboT (MPAKTUYECKHX 3aHATHH C HCHOJIH30BAHHUEM
CHGHTGXHI/IKI/I) U UX 3aliuTa,
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- CaMOCTOATECJIbHAas IMOATIr0OTOBKA U ITPOBEACHUC npe3eHTau1/H?1 IO TEMaM TUCHUIIIIUHBI,

- OK3aMCH.

7.2 lllkaJjia 1 KPpUTEPUH OLIEHUBAHUS PE3YJIbTATOB 00y4YeHUSA

dopMa MpOMEKYTOUHON aTTECTALUU: IK3aMEH.

[To uToramMm MpoMeXKyTOYHON aTTECTAIIMU MO JTUCUUILIMHE (MOYIIO) BHICTABIISIETCS OIICHKA

COTIIMYHO», «XOPOII0», «KyAOBJICTBOPUTCIBHO» HUIIN «HCYAOBJICTBOPUTCIIHEHOY.

HIxana oneHuBaHNUSA

Onucanue

OT1Iu4HO

BreimonHensl Bce BHABI  yueOHOH paboThI, MpeayCMOTPEHHBIC
y4eOHbIM Iu1aHOM. CTYyIEHT AEMOHCTPUPYET COOTBETCTBUE 3HAHMIA,
YMEHHUM, HaBBIKOB NPHUBEIECHHBIM B TaOJMIAX MOKa3aTelei,
onepupyer NpUOOPETEHHBIMH 3HAHUSAMH, YMEHMSMHU, HaBBIKAMH,
IPUMEHSET UX B CUTyalMsX MOBBILIEHHOM cioxHOCTH. Ilpu 3ToM
MOTYT OBIThb JOMYyIIEHbl HE3HAYUTEIbHBIE OIIMOKH, HETOYHOCTH,
3aTpyIHEHUS NIPU aHAJIUTUYECKUX OINEPALMAX, IEPEHOCE 3HAHUHN U
YMEHMM Ha HOBbIE, HECTAHJAPTHBIE CUTYALIUH.

Xopo1o

BeimonHeHnsl Bce BUABI y4eOHOH paboThI, MperyCMOTPEHHbIE
y4eOHbIM M1aHOM. CTyJIEHT JeMOHCTPUPYET HETOIHOE, IPAaBUIIbHOE
COOTBETCTBUE 3HAHUH, YMEHH, HABBIKOB NPUBEIEHHBIM B Ta0OJIHIIaX
nokasarenel, JuOO eciu TMpu O3TOM ObUIM JAONyIIEeHBl 2-3
HECYIIECTBEHHBIC OIUOKH.

Y 10BIETBOPUTEIIBHO

BeimonHeHnsl Bce BHUABI  yueOHOH paboThI, MpeayCMOTpPEHHBIE
y4eOHbIM Iu1aHOM. CTYyAEHT AEMOHCTPUPYET COOTBETCTBUE 3HAHMM,
B KOTOPOM OCBEILIEHA OCHOBHAs1, HauOoJIee BaXkHasl 4aCTh MaTepHalla,
HO TMpU O3TOM JONyIIeHAa OJHA 3HA4YMTEJIbHAs OIIMOKa WIN
HETOYHOCTb.

HeynosnerBopurensHo

He BbimonHeH oauH wiau  Oojee BHUJIOB ydeOHOW paboThI,
MPEeIYyCMOTPEHHBIX Y4eOHBIM IIaHOM. CTYJIEHT JEMOHCTPUPYET
HETIOJTHOE COOTBETCTBUE 3HAHHM, YMEHUN, HABBIKOB ITPUBEJCHHBIM B
TabnuIax mMoka3areyei, JOMYyCKAOTCsS 3HAYUTENIbHBIE OIIMOKH,
MPOSIBISIETCS OTCYTCTBUE 3HAHWH, yMEHWH, HABBIKOB 110 PsIy
MoKa3aTeNei, CTyIEHT UCIIBITHIBACT 3HAUUTEIbHBIC 3aTPYAHECHUS IPU
ONEePUPOBAHNU 3HAHUSIMU M YMEHHUSMH MPU UX MEPEHOCE HAa HOBBIC
CUTYaI1H.
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7.3 OueHo4HbIe CpeacTBa

OrneHouHbIE CpeICcTBA AJIs TEKYyIIEeH aTTecTalun

KomnbrorepHoe TectupoBanme.

OI_ICHOLIHLIC cpeacTBa Ajist HpOMe)KYTOqHOﬁ aTTeCTanun

IK3aMeEH.

Crucox BOIIPOCOB JIA DK3aMCHA 1O JUCIHUIIIINHC

PN R =

9.
10.

KomneiorepHast cucreMa Kak 00beKT 3aluThl HH(OpMaLUn

[Tonsitue yrpo3sl nuopmarmonHoi 6e3onacHoctu B KC

Knaccudukanus u o6mmii ananus yrpo3 napopManronHon 6e3onacHocta B KC
Cayyaiinble yrpo3sl nHpopManoHHoi 6ezonacHoctu KC

[Tpennamepennslie yrpo3bl nHpopmanronHoi 6e3onacnoct KC

PaspaboTtka nonutuku nHpopmanonHoi 6ezonacuoctu KC

MeTto0510r1sl NOJTUTHKY O€3011aCHOCTH KOMIIBIOTEPHBIX CUCTEM

OcHOBHBIE TIOJ0XKEHUS TOIUTUKU UHPOpMaLmoHHoi 6e3omacHocTr KC
Kuznennsplit nuki nonutuku 6e3omnacuoctu KC

@yHKIMOHATbHAs MOJIENIb CUCTEMBI 3alUThl. COCTaB M Ha3HAYCHUE

(GYyHKIIMOHAJIBHBIX OJIOKOB

11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
byHKIUI
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.

[TonsiTve nOCTyNa U MOHUTOpPA OE30MACHOCTH

MeTomo0rus MPOSKTUPOBAHUS TapaHTUPOBAHHO 3anuIeHHbIX KC

Meroa renepanuu U30JIMPOBAHHON MPOTPAMMHOM CPEJIbl

Mopens AJIEIIT-50

[TaTumMepHOE MPOCTPAHCTBO O€30MaCHOCTH XapTCTOHA

MasnpgatHas MOJEIb JOCTyNHa

Mogens bemna-Jlanagyna

Nnentuduxanus n ayreHTudukanus. OCHOBHBIC MOHATHS U KIaCCUPUKAIIHS
[TpocTas ayreHTHUKALINS

DnekTpoHHBIH 3aMok "Co6op"

buomerpuueckas uaeHTuGUKAIMSA ¥ ayTeHTU)HUKAINS TTOJIh30BaTeNeH
Crporas ayreHTUUKALINS

[TpoTokomnsl ayTeHTU(DUKAIIMHI ¢ CHMMETPUYHBIMU AITOPUTMaMU MU(pOBaHUS
[IpoTOKOBI, OCHOBAaHHBIC HA UCTIOIB30BAHUH OTHOHATIPABICHHBIX KITFOYEBBIX XOIII-

AyTeHTU(]UKAIHS C UCIIOJIB30BAHUEM aCUMMETPUYHBIX aJlFTOPUTMOB HIM(PPOBAHUS
AyTeHTH(UKaIMS, OCHOBAHHAs HAa UCIOJIb30BaHUHU U(POBOI moamucH
[IpoTokomsr ayTeHTU(DUKAIIMY C HYJIEBOU TIepeaadeit 3SHaUCHU I

VYnpoiieHHas cxeMa ayTeHTU(UKAUK ¢ HyJIeBOU Mepenadyei 3HaHui
[TapannensHas cxema ayTeHTH(UKAIINK C HYJIEBOH Tepenayeii 3HaHUi

[Tporoxon ayrentudukanuu Kerberos

[IpoTtokon naentudukanymu u ayrearupukamnuu B OC Windows

CoxpaHHOCTh MapoJiei YYETHBIX 3amucei

3amuta naGopManyu B (aitmosoii cucteme NTFS

HIudpyromas ¢aitnosas cuctema (EFS) Encrypting File System
B3aumonetictue daitioBoit cuctemsl 3amuTthl NTFS 1 3amuTsr pecypca o61iero

noctyna (Sharing)

36.
37.

AnMuHHCTpUpOBaHHE JHCcKOB B Windows
Windows : 3amuTa naponei
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38. Bo3moxHocTH cTannapTHOM cucteMbl pasrpanuuenus goctyna OC Linux
39. Cucrema LIDS

40. dopmar cepTHPHUKATOB OTKPHITHIX Kitodei X.509

41. HNHdpacTpyKTypa OTKPBITBIX KITHOUei

42. TeopeTrueckne NPUHLUIIBI IOCTPOEHUSI ONOMETPUUYECKUX CUCTEM

43. BexTop napaMeTpoB IIpy aHaIU3€ PyKOIIMCHOIO ITOYEpKa

44. 3ammra Ha ypoBHE pacuuperuit BIOS

45. 3amuTa Ha ypOBHE 3arpy34MKOB ONEPALIMOHHONW CUCTEMBI

46. CepTtudukar oTKpbIThIX Kitouelt X.509

[Ipumep Ounera.

1. KoMnbrorepHoe TecTupoBaHUE.
2. AyTeHTH(UKALNA C UCIIOIB30BaHUEM aCUMMETPUYHBIX AJITOPUTMOB LIU(PPOBAHMUS.
3. [TpakTrueckast HacCTpOMKa MPOrpPaMMHO-ANIAPATHBIX CPEICTB 3aAILUTHL.



