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1. Heau, 3a7a4m ¥ IJIAaHUPYeMble Pe3yJbTAThl 00y4eHHs N0 AUCHUIIITHHE

K ocHOBHBIM meJsaM OCBOCHUA AUCIHUIIIIMHBI «KpI/IHTOEIHaJ'II/IS» CJICOYCT OTHCCTH!

- HU3y4YEHHE COBPEMEHHBIX METOJOB U CPEJICTB aHaIM3a KPUNTOrpaduyecKOl 3alliuThl
UH(POPMALIUY [Tl pellieH sl TPOoOJIeM 3aIuThl HHPOPMaLUH.

K ocHOBHBIM 3agavdaM OCBOCHUA AUCHUIIIIHHBI «KpI/IHToaHaJ'II/IB» CJICOYCT OTHECTH:
- OBJIaACHHC OCHOBHBIMHU KpI/IHTOl"pa(l)I/ILIeCKI/IMI/I HHCTPYMCHTaMH, HCO6XO,I[I/IMBIMI/I JI
MMOCTPOCHUA 3allTUIICHHBIX I/IH(I)OpMaL[I/IOHHLIX CHUCTCM.

Obyuenne mno aucuuiuinHe «Kpunroananus»  HampaBineHO Ha  (OPMHpPOBAHUE
y 00y4aroLMXcs CISAYOINUX KOMIETEHIUI:

Kon u HauMeHOBaHHe KOMIIeTeHIMIT NuaukaTopsl 10CTHKEHHSI KOMIIETEHIMH
OIIK-9 CniocobeH mpuMeHSTh CpeicTBa NOIIK-9.1. 3naer cpeacrtna
KpUnTorpaguueckoi ¥ TEXHUUYECKON 3alIUThl | KpUNTOrpadhuyecKo U TEXHUYECKOM 3allluThl
uHOpMaLMU A7 pelIeHus 3a/1a4 uHGpOPMAaLKK 7S peIlieHUs 3a/1a4
npodeccruoHalIbHON 1eATeIbHOCTH npodeccroHaNbHOM 1eATeNbHOCTH;

NOIIK-9.2. YMmeeT npuMeHSTh CpeICTBA
KpUNITOTPapUIeCKON 1 TEXHUYECKON 3aIIUThI
uH(pOpMaLIUK AJIS PEeLIeHUs 3a1a4
poeCCUOHAITBHON IEATETLHOCTH;
NOIIK-9.3. BnageeT cpeacTBamMu
KpunTorpaguueckoi 1 TeXHUUYECKON
uH(bOpMAIIUK IS PEeLIeHUS 3a1a4

PO eCCHOHAITBHON JIEATETLHOCTH

2. Hean, 3an1aum U IJIaHUPYeMble Pe3yJbTAaThl 00yUeHHs M0 AUCHUIIIUHE

Huctunnuna «KpunroaHanus» OTHOCUTCS K YHCIY 3JEKTUBHBIX Y4Y€OHBIX TUCIUIUINH
OCHOBHOM# 00pa3oBartenbHO# nporpammsl (b.1./1B.3).

JucnunnuHa B3aMMOCBSA3aHa JIOTUYECKH M COJAEPKATEIBHO-METOJAMYECKH CO CIIETYHOIUMU
qucuumauHaMu U npaktukamMu OOIL: «Marematudeckuid aHanusy», «JluckpeTHass mMaremMaTHKay,
«Teopust BeposATHOCTEH W MaTeMaTHYeCKas CTaTHCTHKa», «Teopust nHpopmanum», «HYucieHHbIC
MeTOAB, «OCHOBBI HH(OPMAIIMOHHON 0€30IaCHOCTI.

3. CTtpykTypa u coaepkaHue TUCHUILINHBI

OO6mias TpyJ0€MKOCTh AUCIUIUIMHBI COCTABIISET 4 3aueTHbIe eAMHUIEI (144 gaca).

3.1. Buabl yueOHO# padoThl U TPYA0EMKOCTH
(mo popmam oOyueHus)

3.1.1 Ounas ¢popma oOydeHus



Ne CemecTtpbl
. KoimuectBo
n/n Bua yueonoii pa6oThl YACOR Cemectp Hepeas
cemecTpa
1 | AyauTopHBbIe 3aHATHS 72 4 1-18
B ToM yucne:
1.1 | Jlexuuu - - -
1.2 | CemuHapckue/mpakTUIECKUE 3aHATHUS - - -
1.3 | JlabopaTopHBbI€ 3aHATHS 72 4 1-18
2 | CamocTosiTe/IbHAs1 padoTa 72 4 1-18
3 | IlpoMe:kyTOUHAsI aTTeCTAIUSI
DK3aMeH 4 ITo pacnucanuo
Hroro 144




(mo popmam oOyueHus)

3.2.1 Oynas popma oOydeHus
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3.2. TemaTu4yeckuii NJIaH U3y4eHUs! U CIUNIMHBI

TpynoeMKoOCTh, 4ac

AyauTopHasi padora

Camoc
J;;z Pa3zgenbl/TeMbl Cemutap | Jlabop | Ilpaxt TOAATE
AUCHMILIMHBI Bcero | Jlex CKHMC/ | aTOpH | Myecka JbHasA
1 MpaKTH4Ie | bIS 1
Y501 padort
CKHE | 3aHATH | HOATOT |~
3aHATUSA S OBKa
1 Paznen 1. Kpunroananus
52 - - 32 - 20
CUMMETPUYHBIX KPUIITOCUCTEM
1.1 | Tema 1.1. lIudps! ogHO3HAUHOI 12 ) ) 8 ) 4
3aMEHBI
1.2 | Tema 1.2. lllucpsl MHOTO3HAYHOM 12 i i 8 i 4
3aMEHBI
1.3 | Tema 1.3. Illudpsl 6109HOM 3aMEHbI 8 - - 4 - 4
1.4 | Tema 1.4. llludpsl nepecTaHOBKU 12 - - 8 - 4
1.5 | Tema 1.5. llludppbl raMMupOBaHUS 8 - - 4 - 4
2 Paznen 2. Kpunroananus o4 ) ) 16 ) 8
ACUMMETPHUYHBIX KPHIITOCUCTEM
2.1 | Tema 2.1. Kpunroanamus o4 i i 16 ) 8
ACUMMETPUYHBIX KPUIITOCUCTEM
3 Paznen 3. Kpunroananus nudpoBoii 16 i i 8 i 8
MIOJIITUCHU
3.1 | Tema 3.1. Kpuntoananus nudpoBbIx 16 i i 8 ) 8
nojnucei
4 Paznen 4. KpunroaHnanus airopuTMoB 8 ) ) 4 ) 4
oOMeHa KIIro4amMu
4.1 | Tema 4.1. Kpunrtoananus airopurma 8 ) ) 4 ) 4
Junddu-Xemmmana
5 Paznen 5. Iloaroroska otuera o
KPHUITOAHAIN3€ KPUITOTpaprueCcCKuX 44 - - 12 - 32
AITOPUTMOB
5.1 | Tema 5.1. Pa3paboTka 610K-cxeM 16 i i 4 ) 12
IPOrpaMM KpUTIITOAHAIH3a
5.2 | Tema 5.2. Pa3zpaboTka o01iero 12 i i 4 i 8
uHTEepdeiica nporpaMM KpUITOAHAIHN3A
5.3 | Tema 5.3. CpaBHUTEIBHBIN aHATN3
CTOMKOCTH KPUTITOTpahUIECKUX 10 - - 2 - 8
AITOPUTMOB
5.4 | Tema 5. OTUeT 0 KpUNITOAHATH3E 5 ) ) 5 ) 4
KpUNTOrpaMuecKux aJrOPUTMOB
Hroro | 144 72 72

3.3. ConeprxaHue TUCHUITHHBI

Pa3nea 1. Kpunroanaius cMiMMeTPpHYHBIX KPHIITOCHCTEM

Tema 1.1. YacTOTHBIN aHaTH3.




ITouck BeposATHOTO CIIOBA.
[udpst 3amMeHBI.
Kpunroananus mugpoB IpocToif 3aMeHbl.
Tema 1.2. HIndpsl MHOTO3HAYHOHN 3aMEHBI.
Kpunroananus mmdpos rammupoBanus benazo u Bukenepa.
Peructpsl casura ¢ o0paTHOM CBS3bIO.
CkpemoOiiepsl.
Kpunroananus mudpyromiei raMMsl.
Kpunroananu3s HayaJlbHOIO 3alIOJHEHUS — KIIFOYEBON MHUIMATU3ALIH.
Tema 1.3. Iudpst 6;104HON 3aMEHBI.
Kpunroananus mugpoB BEpTUKAIBHOM MIEpeCTaHOBKH.
Koncrpykuun ®@erictens. AITOpuTMBbl OJ0YHOTO MU(PPOBAHHUSL.
Anropurmsl mudposanus ['OCT 28147-89, TOCT 34.12-2015.
I'OCT 34.13-2015. Pexum npocToit 3aMeHBI.
AHanu3 paccenBaHus 3HaKa OTKPBITOTO TEKCTA MO MUPPTEKCTY.
ATaka 1oJIHpIM nIepedopoMm.
Paznen 2. Kpunroanaans acCHMMeTPUYHBIX KPUINITOCHCTEM
Tema 2.1. AcuMMeTpHUYHbIE CUCTEMBI ITUPPOBAHMUS.
OtkpeiToe pacnpeaeneHue kmoueil. Cxema Auddu-Xennmana.
Anroputm RSA. Meton dakropuzanuu depma.
Cucrema mmudposanus El Gamal. [TuckpeTHoe norapudpMupoBanue.
Paspen 3. Kpunroanaiu3 uugpoBoii nognucu
Tema 3.1 Kpunroananus nu@poBbIX noanuceit
@DYHKIUHU XAIIUPOBAHMUSL.
Anroputm RSA.
Anroputm El Gamal.
Pa3nea 4. Kpunroanajaus ajiropuTMoB 00MeHa KJII0YaMH

Oo6wmen kirouamu 1o anroputmy Diffi-Hellman.
Paspnen 5. IloaroroBka oTyera 0 NPOrpaMMHUPOBAHNH KPUIITOTPA(PUUYECKUX AJITOPUTMOB.
Tema 5.1. PazpaboTtka 6J10K-CXeM IPOrpaMM KPUIITOAHAIIH3A.
I'OCT 19.701-90.
Tema 5.2. Pazpabotka oOmiero narepderica mporpaMM KpUITOAHATH3A.
JlnanoroBslii WM KOHCOJIbHBIN HHTEpdelic. brok-cxema obiero uaTepdetica. TectupoBaHue
uHTepdeiica.
Tema 5.3. CpaBHUTENBHBINA aHATTN3 CTOMKOCTH KPUNITOTPAUIECKUX aITOPUTMOB.
Tema 5.4. OT4eT 0 NporpaMMHUPOBAHUN KPUIITOAITOPUTMOB.
ITonroroBka oT4yeTa 0 MPOrPaMMHUPOBAHUH B COOTBETCTBHE C 3aJaHHOW CTPYKTYPOU M 3alluTa
OTYeTA.

3.4. TeMaTHKa CEMUHAPCKUX/TPAKTHYECKUX U J1a00PATOPHBIX 3aHATHH
3.4.1 CemuHapcKue/IpaKTUIECKUE 3aHATHS

He npedycmompenwt npocpammoii.

3.4.2 JlaGopaTopHbIE 3aHATHS



Tema 1. Kpunroananus CHMMETPUYHBIX KPUIITOCHCTEM
Jlabopartopnas padora 1.1. Kpunroananus mmdpoB 0IHO3HAUYHOMN 3aMEHBI.

Hughpvr npocmoti oonosnaunou samenvl: Amoaw, wughp Llezaps, wughp [onuobus. Hlugpo
MHO203HAYHOU 3aMEHDbL.
Jlabopartopnas padora 1.2. Kpunroananus mmmdpoB MHOTO3HAYHON 3aMEHBI.
Hlughpvr Tpumemus, benaso, Buoscenepa. S-6n0x 3amensvt I OCT P 34.12-2015.
JlaGopartopnas pabota 1.3. Kpunroananus mmdpoB 6J109HON 3aMEHBI.
Mampuynvui wughp. Llugp Instigepa.
JlaGopatopnast pabora 1.4. Kpunroananus mmdpoB nepecTaHOBKH.
Hlugper  sepmuxanvhoni  nepecmanogxu. Llugpsr  mapwpymuoi  nepecmaHosKu.
Ilosopomnvwie pewwemku. Cemwv Deticmens.
Jlaboparopnas padota 1.5. Kpunroananus mudpoB raMMUpPOBaHUSI.
Oonopasosuviil 6aoknom lllennona. I'ammuposarue
Tema 2. KpunroaHanus aCHMMETPHYHBIX KPUIITOCUCTEM.
JlaGopatopHas pabora 2.1. Kpuntoananus mudpoB acCUMMETpUYHbBIE IIU(PHI.
Llughp RSA.
LIughp El Gamal.
Tema 3. Kpunroananus nudpoBoi MOAMTKCH.

JlaGopatopHas pabota 3.1. Kpuntoananus qugpoBbIX MOIMUCEH.
Aneopummuol RSA, EGSA.
Tema 4. Kpunroananus aaropuTMOB 0OMEHa KIIFOYaMHU.
JlaGopartopnas pabota 4.1. Kpunroananus anroputma Juddu-Xemmmana.
Obmen xkarouamu no areopummy Diffi-Hellman.
Tema 5. IloaroroBka oT4eTa 0 KpUNTOAHAIN3E KPUNITOTPAPUUECKUX aIITOPUTMOB.
JlaGopatopHnas pabota 5.1. Pa3zpaboTka 610K-cXeM IporpaMM KpHITOAHAIH3A.

JlaGopatopHas pabota 5.2. Pa3zpaboTka ob1miero nurepgeiica mporpaMmm KpunToaHaIN3a.
Jluanozosviti  unu  KOHcoabHwlll  uHmepghetic.  bnok-cxema obwezco ummepdeiica.
Tecmupoesanue unmepgetica.

Jlaboparopnas padota 5.3. CpaBHUTENbHBIN aHATN3 CTOMKOCTH KPUNTOTpadhuIeCKUX alrOpuTMOB.

JlaGopatopHas pabota 5.4. OT4eT 0 mporpaMMHPOBAHUH KpUNTOrpaphUuecKuX alropuTMOB.

3.5. TemaTuka KypCcOBBIX MPOEKTOB (KYPCOBBIX padoT)

He npedycmompenwt npoepammoii.

4. Y4eOHO-MeTOAMYECKOE 1 MH(POPMALIMOHHOE 00ecIeYeHue

4.1. HopmatuBHbie 1okyMeHTbI 1 'OCThI

1. ®enepanbhbiii 3akoH 0T 06.04.2011 N 63-®3 (pea. ot 11.06.2021) «OO6 »1€KTPOHHOU
MOIMHICH»: Tekcr: SJICKTPOHHBIN // Texakcnept: [caiiT].— URL.:
https://docs.cntd.ru/document/902271495 (nata obpamienus 15.03.2021);

2. TOCT P 34.10-2012 HWudopmanmonnas texHosorus. Kpunrorpaduueckas 3amura
unpopmanuu. Ilpomeccsl (opmupoBaHusS U TPOBEpPKU HNEKTPOoHHOW 1uppoBoi Information
technology. Cryptographic data security. Generation and verification processes of electronic digital



https://docs.cntd.ru/document/902271495
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signature: Haumonanesusiit crangapt PO: Been. 01.01.2013: -M.: Crangapturdopm, 2018. -URL:
https://docs.cntd.ru/document/1200095034 (mata obpamienus 15.03.2021).- TekcT: 3IeKTPOHHBIH.
3. TOCT P 34.11-2012 HUndopmanumonnass texuonorus. Kpunrtorpapuueckas 3amura

uHpopmanuu. Oynkius xsmupoBanus Information technology. Cryptographic data security. Hash-
function: Haunonanensiii crannapt PO: Been. 01.01.2013:- M.: Cranmaptuadopm, 2013.- URL:
https://docs.cntd.ru/document/1200095035 (nata obparenus 15.03.2021).- TekcT: 31eKTPOHHBIN.

4. TOCT P 34.12-2015 HWnadopmarmonnas TtexHojorua. Kpunrorpadguueckas 3ammra

undopmarnuu. bnounsie mmdpe: Hammonaneubiii crangapt P®: Beex. 01.01.2016:- M.:
Cranmaptundopm, 2015.- URL: https://docs.cntd.ru/document/1200121983  (mata oOpartieHus
15.03.2021). - TekcT: 37eKTPOHHBIA.

5. TOCT P 34.13-2015 HWudopmanumonnas texHojorus. Kpunrorpaduyeckas 3ammra
uHpopmarnmu. Pexxumer pabotel Gnounbix mmdpos: nformation technology. Cryptographic data
security. Modes of operation for block ciphers: Hanmnonansnsiit crangapt PO: Been. 01.01.2016:-
M.: Crangaptuadopm, 2015.- URL:https://docs.cntd.ru/document/1200121984 (mara oGparieHus
16.03.2021).- TekcT: 2neKTPOHHBIH.

['OCT 19.701-90 Enunas cucrema nporpaMMHOi TokyMeHTauuu. CXeMbl aITOPUTMOB, IIPOrPaMM,
JaHHBIX U cucteM. MexayHapoausiii ctanaapt.: Been. 01.01.1992. — 'ocynapcTBeHHBII KOMUTET
CCCP no BbluMcInTENbHOM TEXHUKE U MHPOpMaTHKe. [lepensnan — suBaps 2010.

4.2. OcHOBHAas JUTepaTypa

1. byrakoa H.I'., ®emopoB B.H. Kpunrorpadpuueckue meroapl W CpeACTBa 3allUThHI
uHpopManuu: ydebHoe mocobue. M3manme 2-e, ucmpapiieHHoe W npomnonHeHHoe. — CII6: UI]
«uaTepmennar, 2020. — 380c. — ISBN 978-5-4383-0210-0.

2. byrakoBa H.I'., Cemenenko B.A., ®egopos H.B. Kpunrorpadpuueckas 3ammra
nHpopmanuu: yuedHoe mocodue st By3oB. — M. : M3a-so MI'TY, 2011 . — 316 ¢. - ISBN 978-5-
2760-1503-3

3. byrakoBa H.I'., ®demopor B.H. Kpunrorpapuyeckue MeToapl M CpencTBa 3allUThI
uHpopmanuu: yaeoHoe nocodue. — CI16: UL «urepmenna», 2016. — 384c. — ISBN 978-5-4383-
0135-6. Hoctyn K AJIEKTPOHHON BEepCUU KHUTH OTKPBIT Ha caire
https://elibrary.ru/item.asp?id=28331738.

4.3. JlonoJIHUTeJIbHAS JIuTepaTypa

1. BBenenue B kpunrorpaduyeckyro 3auty nHpopmManuu o0bekToB: yueOHuk s CI1O /
C.H. Unbunbix, C.I'. Amomuna, T.W. Kanunkuna [u 1p.]. - M.: KT MTYCH, 2021. - 276¢c. —
Tekcr : anexTpoHHbIHN // JlaHb : 2eKTpOHHO-O0MOMMoTeuHas cucrema. — URL:
https://reader.lanbook.com/book/215231

2. Kopuuenko A. A. Kpunrorpaguueckue npoTokossl : yued. mocobue / A. A. Kopauenko, M.
JI. T'myxapes. — CII6 : ®T'bOY BO II'VIIC, 2020. — 74 ¢. — ISBN 978-5-7641-1509-2. — TekcT :
AJIEKTPOHHBIH // JIaHb : 31eKTpoHHO-OnOmoTeunas cuctema. — URL:
https://reader.lanbook.com/book/191009

3. Epmaxoga, A. 0. Kpunrorpaduueckue metoabl 3anutel nHGopmanmn / A. 0. EpmakoBa. —
M. : MUPDA - Poccuiickuil TexHOIorn4eckuii ynusepcurer, 2021. — 172 ¢. — Tekcr :
9MeKTpoHHbIHN // JIaHb : anekTpoHHO-O0uOIHOoTeYHas cuctema. — URL:
https://reader.lanbook.com/book/176563


https://docs.cntd.ru/document/1200095034
https://docs.cntd.ru/document/1200095035
https://docs.cntd.ru/document/1200121983
https://docs.cntd.ru/document/1200121984
https://elibrary.ru/item.asp?id=28331738

10

4. Urnatees E. b. 3ammra nH(bOpMaLum: KPUIITOANTOPUTMBI XSIIUPOBaHUS: yueOHOe mocodne
1t By3oB / E. b. Urnatses. - Cankr-IletepOypr: Jlans, 2023. - 264 c. — TeKcT : 31eKTpOHHBIH //
Jlans : anexTpoHHO-OMOMMOTeyHas cuctema. — URL: https://reader.lanbook.com/book/311792

5. OBYMHHHUKOB, A. A. Kpunrorpaduueckue MeTo Il 3alUTHl HHPOpManuu: YuebHoe
nocobue / A. A. OBunHHuKOB. — CII0 : Cankr-IleTepOyprckuii rocyJapcTBEHHBIM YHUBEPCUTET
a’pokocmudeckoro mpubdopoctpoerws, 2021. — 133 ¢. — ISBN 978-5-8088-1591-9. — Teker :
ANEKTPOHHBIH // JlaHb : 35ekTpoHHO-OnbInoTeunas cucrema. — URL:
https://e.lanbook.com/book/216491

4.4.J)5eKTpoHHbIE 00pa30BaTe/ibHbIE PeCypChl

1. byrakoBa H.I'. Kpuntorpaduueckue MeTonbl 3auTsl HHPOPMALUHU. DIIEKTPOHHBIN

00pa3oBaTeNbHbIN pecypc. MockoBckuit ITonurex, 2020 -
https://Ims.mospolytech.ru/course/view.php?id=2518.
2. byrakosa ~ H.I'.  IlporpammupoBanue  KpuUOTOrpapUUeCKUX  aJTOPUTMOB.

DNeKTpOHHBI  oOpa3zoBarenbHBIE  pecypc.  MockoBckuit  Ilomutex, 2020 -
https://Ims.mospolytech.ru/course/view.php?id=8378&

4.5 JInueH3noHHOEe ¥ CBOOOTHO pacnpocTpaHsieMoe MPOorpaMMHoe odecneyeHne

1. Onepanmonnas cucrema Microsoft Windows ot 7 Bepcuu u Boitie; Microsoft Office umu Open
Office, 6paysep (Firefox/Google Chrome /Explorer).

4.6 CoBpeMeHHbIe IPOo(eccHOHATbHBbIE 0a3bl JaHHBIX U HHPOPMALHMOHHBIE
CIIPaBOYHbIE CHCTEMBI

1. eLIBRARY.RU: Hayunas snextponnas 6ubnuoreka: caiit. - Mocksa, 2000 -. - URL:
https://www.elibrary.ru (nmata o6pamenus: 16.03.2021). — TekcT: 21eKTPOHHBIH.

2. JIAHb: snekrpoHHO-OMOMMOTEeYHast cuctema: caiT. — Cankrt-IlerepOypr,2010 -. - URL:
https://e.lanbook.com (maTta o6pamenwns: 10.03.2021). - TekcT: 37E€KTPOHHBIH.

3. ®CTOK Poccun: I'ocymapcTBeHHBIN peecTp CepTUOUIMPOBAHHBIX CPEJCTB 3allUThI
unpopmanuu. — Mocksa, 2014. - . - URL: https://fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii (mara ooOpamenus: 10.03.2021). -
TekcT: 3MeKTPOHHBIM.

4. bubnmuorpadudeckas u pedeparuBHas 0a3a JaHHBIX HAYYHOU NMEPHOAMKH «Scopus» -
WWW.SCOopus.com.

5. Caiit ®enepanbHoii ciyx0b1 6e3omacHocTr Poccuu (PCh Poccun). -http://www.fsb.ru.

6. Caiit denepanbHON CITy>XOBI TI0O TEXHUYECKOMY M 3KCIOpTHOMY KOHTpoito (OPCTOK
Poccun). - http://www.fstec.ru.

7. IlopTan TeXHMYECKOTO KOMHUTETA MO CTaHAApTU3aluu «3amuTa uHhopMaumy. —
http://tk.gost.ru/wps/portal/tk362

8. UHbOOpPMAIIMOHHO—aHAJUTHUUECKUU WHTepHeT—1mIOpTAaJd
IS027000.ru. — http://www.is027000.ru/.



https://lms.mospolytech.ru/course/view.php?id=2518
https://lms.mospolytech.ru/course/view.php?id=8378&
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii
http://www.scopus.com/
http://vpo.pk.mesi.ru/www.fsb.ru
http://www.fstec.ru/
http://tk.gost.ru/wps/portal/tk362
http://www.iso27000.ru/
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5. MarepuajbHO-TEXHHYECKoOe o0ecreyeHue

Jlns mpoBefeHUs BCeX BHJOB 3aHATUH HEOOXOIUMO IPE3eHTAlMOHHOE O000py/0BaHHE
(MyIbTUMEIUHHBIA IPOEKTOP, HOYTOYK, SKpaH UM UHTEPAKTUBHAS JOCKA) — | KOMILIEKT.

Jlnist IpoBeZieHHs] MPAKTUUECKUX 3aHATHH HEOOXOJMMO HAlIW4YHe KOMIIBIOTEPHBIX KIJIACCOB,
000pYIOBAaHHBIX COBPEMEHHON BBIYMCIUTEIbHONM TEXHMKOM M3 pacuera OJHO pabouee MECTO Ha

OJIHOTO 00y4aeMoro.

6. MeTroanuecKkue peKOMeHIAUN
6.1 MeToanueckue peKOMeHIAUM JJIsl MPENoAaBaTe/isi 0 OPraHu3anuu 00y4deHust

[Ipu moaroroBke K 1abOpaTOpHBIM padoTaM CJeIyeT MPeaBApPUTEILHO MpopadboTaTh
TEOPETUUYCCKHIA MaTepUaI 3aHTHS, IPEIYCMOTPEB €ro M0Aavy TOYHO B OTBEACHHOE JIJIsl 3TOTO BPEMs
3aHSTHS.

[Ipu npoBeneHnu 3aHATUS CleAyeT KOHTPOIUPOBATH MOy MaTepuaia U pelieHue 3aJaHuit
C Y4ETOM y4eOHOT0 BpEMEHH, OTBEACHHOTO ISl 3aHATH.

[Ipu mpoBepke pabOT M OTYETOB CJENYET YYUTHIBATh INPABHIIBHOCTH BBIMIOJIHEHUS
1abopaTOPHBIX padOT HA BCEX dTamax.

6.2 MeToanuyeckue yKazaHusl JJIs1 00y4aloUIUXCsl M0 OCBOECHUIO THCIUNIMHBI

N3yyeHne TUCIUIUIMHBI OCYIECTBISIETCS B CTPOTOM COOTBETCTBHUU C 1I€NIEBOI YCTAaHOBKOM B
TECHOM B3aUMOCBS3H yueOHBIM IIIaHOM. OCHOBOM T€OPETUUECKON MOATOTOBKH CTY/I€HTOB SABJISIOTCS
JIeKYUU.

B mporecce camocTosITeNIbHOM pabOThl CTYJAEHTHI 3aKPEIUISIOT U YITYOJSIOT 3HAHUSA,
MOJTy4YE€HHBIE BO BPEMsI ayJUTOPHBIX 3aHATHUN, MOpadaThIBAIOT KOHCIEKTHI JEKIUi, TOTOBITCS K
9K3aMEHY, a TAK)KE CAaMOCTOSITEIILHO U3YYalOT OTCNIbHBIC TeMbI Y4eOHOM MporpaMMel.

JlabopatopHble pabOTBl MPOBOMATCS 1O HauOoliee BAXKHBIM TeMaM JUCIUIUIUHBI.
OcyuiecTBisieTcsl 3aKpeIUIeHHE 3HAaHUM, IOJIyYEHHBIX CTYIAEHTaMHM Ha JIEKIUSAX W B Ipolecce
camocTosTeNnbHOM paboTel. Ocoboe BHUMaHUE oOpallaercs Ha pa3BUTHE YMEHUH M HaBBIKOB
YCTAHOBJICHHSI CBSI3U TOJIOKEHHH TEOpUH C MpOoPEeCCHOHATBHON NeATEIBbHOCTRIO OyAyIIero
cneruanucta o Ub. JlaGopatopHble paOOTHl MPOBOASTCS MO TEOPETHUYECKHM M MPOOIEMHBIM
Boripocam HMb. JlaGopaTopHbie paboThl MpeArnojaraeT TBOPUYECKHUE TUCKYCCUM, aKTUBHBIN OOMEH
MHEHUSIMH TI0 TIOCTAaBIIEHHBIM BONpOCaM, 3aclylIMBaHHE W OOCYXKIEHHE OKJIaI0B IO
MPEIJIOKEHHBIM MPEToaBaTeIeM TeMaM.

BaxxHbIM 0OCTOSTENTBCTBOM SIBJSIETCS MPUBIICUCHHE BHUMAHMS CTYIACHTOB K 00CYyXJIaeMoii
npoOjemMe, CTUMYJIUPOBaHUE HMHTEpeca K HEW W OpraHu3alus aKTUBHOTO OOCYXKIACHHS, Kak
CTPYKTYpbI MpOOJIEMBbI, TaK M COCTaBISIONIUX €€ HamOojee aKTyalbHbIX TeM. /[ MOBBIIEHUS
3 PEKTUBHOCTH TIPOBENEHUS 3aHATHS TpeOyeTcss NpeABapUTeNbHas MOJATrOTOBKAa BCEX €ro
y4acTHUKOB. B »TON cBsI3u pexkomMeHayeTcss 3a0laroBpeMeHHO (He MeHee, 4YeM 3a HEMElNo)
OMMOBECTUTH CTYACHTOB O TCMC 3aHATUA, 1aTh ICPCUCHD JIUTCPATYPHLI 10 TCME, HA3HAYUTL U3 YHUCJIa
CTYJICHTOB JOKJIATYNKOB U COJAOKIATUYNKOB.

[Tpu npoBeneHNH Ta00PATOPHOI PabOTHI MPETOIABATENb BHIIIOIHSIET, B OCHOBHOM, ()YHKIIUU
BEIYIIEro - CIEAUT 3a PErjJaMeHTOM BpPEMEHH, MOMOTaeT YTOUHUTH (POPMYITUPOBKH, 000OIIaeT
PE3YJIbTAaThl JUCKYCCUH, IMOABOAWT HTOI 3aHATUIO B LICIIOM. HpI/I BBICOKOM YPOBHC ITIOATOTOBKHU
CTYJIEHYECKOU TPYIIbI OTAETbHBIE PYHKIIMH BEAYIIETO MOXHO MOPYYUTHh OJHOMY U3 CTyIEHTOB. B
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cilydyae HeoOXOAMMOCTH, MPENoAaBaTeNlb OKa3blBaeT eMy MOJIEPXKKY, a MPHU MOJABEJCHUN UTOTOB -
JIaeT OIICHKY pa0oTe BEAYIIETO.

AxTuBHas paboTa cTyaeHTa Ha Ja0opaTOpHOl paboTe YUYMTBHIBAETCS MPU OIpPENEICHUU
WTOTOBOM OLIEHKH €r0 3HAHUI MO JTUCIUIUIMHE HA K3aMEHE.

CamocrostenbHas pa0oTa CTYIGHTOB MpPEANOJAaraeT M3yyeHHe TEOPEeTUYECKOro |
IPAKTUYECKOr0  MaTepuaia [0 aKTyaJbHbIM BOMNpOcaM JIUCHUIUIMHBL.  Pekomenmyercs
CaMOCTOSATEJIbHOE H3yueHHE Y4eOHOH M Hay4yHOM JIMTepaTypbl, HCIOJIb30BAHHWE CIIPAaBOYHOU
JUTEpaTypsl U Jp..

[Ipu Bblave 3aJaHUi HA CAMOCTOSITEIBHYIO PabOTy HUcHoib3yercs AuddepeHnpoBaHHbIN
NOJX0/ K cTyAeHTaM. Ilepes BBIMOIHEHHEM CTYA€HTaMH CaMOCTOSATEIIbHONM BHEAYAUTOPHOU pabOTHI
IIPenoAaBaTeslb IPOBOJUT UHCTPYKTAX 10 BBIITOJIHEHHUIO 3aJaHNsI, KOTOPBIN BKJIFOYAET: LIE€JIb 31aHHUs,
€ro CoJiepKaHue, CPOKH BBIITOJHEHUS, OPUCHTUPOBOUHBIA 00BEM pabOThI, OCHOBHBIE TPEOOBAHHS K
pe3yiabTaTtaM paboThl, KpUTEPUH OLIEHKH. B mporiecce HHCTpyKTaXka IpernoiaBaTellb NpelynpexacT
CTYJACHTOB O BO3MOXHBIX THUIMYHBIX OIIMOKax, BCTPEUYAIOIIMXCS TNPH BBHIIOJHEHUU 3aJaHMUS.
MHCTpyKTaX NpOBOAUTCS MpenojaBaTeieM 3a c4eT 0ObeMa BPEMEHH, OTBEACHHOIO Ha M3y4YEHHE
JUCLUIUINHBI.

Texkylmunii KOHTPOJIb OCYIECTBIISIETCS HA MPAKTUYECKUX 3aHATUAX, IPOMEKYTOUYHBIA KOHTPOJIb
OCYILIECTBIISIETCS] HA DK3aMEHE B MUCbMEHHOM (YCTHOH) hopme.

CamocrosrenbHas paboTa OCyLIECTBISAETCS HHANBUIAYAIBHO.

KoHTposb caMocTosATeIbHON pabOTHl OPTaHU3YEeTCs B IBYX opmax:

®  CaMOKOHTPOJIb M CAMOOLICHKA CTY/ICHTA;

®  KOHTpOJIb CO CTOPOHBI ITpenojaBaTeiel (TEKYIUI U IPOMEKYTOUHBIN ).

Texkylmunii KOHTPOJIb OCYIECTBIISIETCS HA MPAKTUYECKUX 3aHATUAX, IPOMEKYTOUYHBIA KOHTPOJIb
OCYILIECTBIISIETCS] HA DK3aMEHE B MUCbMEHHOM (YCTHOH) hopme.

KputepusiMu oLleHKH pe3yIbTaTOB CaMOCTOATEILHOM PabOThl CTYIEHTA SIBIISIFOTCA:

®  YpOBEHb OCBOCHHS CTYAEHTOM y4eOHOro MaTepHaa;

® YMEHMs CTyAEHTA UCIOJIb30BaTh TEOPETHUECKNE 3HAHUS IIPU BBIIIOJHEHUH NMPAKTUYECKUX

3az1ay;
® cpopMHUPOBAHHOCTh KOMIETEHLIUH;
e odopMIeHHE MaTepranta B COOTBETCTBUH C TPEOOBAHHSIMH.

7 @oHJ OLIEHOYHBIX CPEICTB
7.1 MeToabI KOHTPOJISI M OLlCHUBAHMS Pe3yJIbTaTOB 00y4eHUs!

B mporiecce o0yueHus: HUCTIONB3YIOTCS CIEAYIONIUE OIEHOUYHBIE (DOPMBI CAMOCTOSITEILHOM
paboOTHI CTYJACHTOB, OLICHOYHBIE CPEJICTBA TEKYIIETO KOHTPOJIS YCIIEBAEMOCTH U MPOMEXKYTOUHBIX
aTrTecTalui:

- TmpoBeleHHE JabopaTOpHBIX pPAOOT (MPAKTHYECKUX 3aHATHA C HCIOJIb30BaHUEM
CHENTEXHUKH) U UX 3alIUTa;

- CaMOCTOsITEIbHAS TTOATOTOBKA M MTPOBEICHHE MPE3EHTAIUHN TI0 TeMaM JTUCIIUILIAHEI;

- DK3aMeEH.

7.2 lllkajsa v KpUTEPUH OLIEHUBAHUS Pe3yJbTATOB 00y4YeHUsI

ITokazaTenem OLICHHWBAHUA KOMHeTeHHI/Iﬁ Ha pa3/IMYHbIX 3TallaX UX (bOpMI/IpOBaHI/IH SABJIICTCA
JOCTHIXCHHC 06y‘~IaIOHH/IMI/IC$I IJIAaHUPYEMBIX PE3YJIbTATOB O6y‘-ICHI/I$I 10 JUCHMITIINHE.

OIIK-10 CnocofeH HCHoab30BaTh CpeACTBa Kpunrorpaguyeckoil 3ammTtbl HHGOpManMu NpU
pelleHuH 32124 NPodeccHOHAIBLHOM 1esITeTbHOCTH

IMoka3areinn Kpurepuu oueHuBaHus
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2 3 4 5
3HATh: OOyuaromuiics OOyuaromuiics OOyuaromuiics OOyuaromuiics
cpeacTBa JIEMOHCTPUPYET JIEMOHCTPUPYET JIEMOHCTPUPYET JIEMOHCTPUPYET
Kpunrorpaduueckoil | MOJHOE OTCYTCTBHE | YaCTHYHOE 3HAHHUE TIOJTHOE 3HaHHUE TIOJTHOE 3HAHUE
3aIUTHI WM HEJOCTaTOYHOE | CPEACTB CpencTB CpencTB
UHGOPMALUH IS 3HaHUE CPEICTB KpHunTorpaguyeckoii | kpunrorpaduuecko | KpumrTorpaduiec
penIeHus 3a1aq KpHnTorpaguyecko | 3amuThl HHGOPMALUH | U 3aIIUTEI KO 3aIIHUTHI
po¢eCCHOHATBFHOMN 1 3aIIHTHI IUTS pereHns 3a1ad HHPOPMALIUH IS nHpOopMaHN
JIESITENIBHOCTH; HH(POPMALIUH IS po¢heCCHOHATBHOMN peuienus 3a1a4y JUISL peLeHUs
peuieHus 3ana4y JIeSITeIbHOCTH. npodeccHoHanbHO | 3amad
npodeccronanpHoi | HcnbiThiBaeT I IeATeNbHOCTH, npodeccronanb
JeATEIBHOCTH; 3aTpyIHEHUS MpU HO JIOITyCKaeT HOU
OIIEpPUPOBAHUH HEe3HAYHUTEIIbHbIE JeSITeIIbHOCTH.
T€PMHUHAMHU U OIHOKH, CBoOonHO
TIOHSTHSIMA HETOYHOCTH ornepupyer
TEePMUHAMH H
TIOHSTHSIMH.
Homnyckarores
HE3HAYUTENIbHbIE
HETOYHOCTH
YMeETh: OOyuatomruiics He OO0yuatromuiics OO0yuaronuiics OO0yJatomtuiics
NPUMEHATH CPENICTBA | YMEET WM B JEMOHCTPHUPYET JEMOHCTPHUPYET JEMOHCTPUPYET
KpunTorpaduueckoil | HeIOCTaTOYHOM YaCTUYHOE YMCHHUE TIOJTHOE YMEHHUE MIOJTHOE YMCHHUE
3aIIUTHI CTEIICHH yMeeT MPUMEHATH CPENCTBA | NPUMCHSATD TPUMCHSATb
nHGOPMaUH IS MIPUMEHATD KpHnTorpaguyeckoii | cpexncraa cpencra
permeHus 3a1aq cpencTaa 3amuTH HHGOpMAaMK | KpUnTorpaduvecko | Kpunrorpadmyec
poheCCHOHATHFHON KpUOTOrpaguyecko | U pemIeHns 3a1ad 1 3alUTHI KOM 3aIUThI
JIeSITeNTbHOCTH; 7 3aIUTHI npodeccroHanbHOI nuHpopmanuu s uHpopmanuu
HH(POPMALIUH TS JIESITETIbHOCTH. peuienus 3ana4y JUISL peLICHUS
peueHus 3ana4d Honyckarorcs npodeccHoHanbHO | 3amad
MpoQ)eCCHOHATBHON | 3HAYNUTEIIbHBIC i esITeNbHOCTH. npodeccroHanb
JeSTEIbHOCTH OLIHOKHU Jonyckarorcs HOU
HE3HAYHTEIbHBIC JeATCIBHOCTH.
OIMOKH, Homyckarorcst
HETOYHOCTH HE3HAYUTEIIbHbIC
HETOYHOCTH
BJIAJIETh: OOyuatomuiics He OO0yuatomuiics OO0yuaromuiics OO0yuatomuiics
HHCTPYMEHTaMH yMEeT WIU B JIEMOHCTPUPYET JIEMOHCTPUPYET JIEMOHCTPUPYET
Kpunrorpadguieckod | HeJ0CTATOUHOM YacTHYHOE yMEHHE MIOJTHOE YMEHHE MIOJTHOE yMEHHE
3aIIATHI CTETICHN YMEEeT HCIIOJIb30BATh UCIIONB30BATh HCIOJIBb30BATh
uHGOpPMALUH AJIs HCIOJIb30BATh cpencrea cpexacTBa cpezacTBa
peLIeH s 3a1a4 cpencraa KpunTorpaguyeckoii | kpunrorpaduuecko | KpumTorpaduuec
po¢eCCHOHATBFHON KpunTorpagudecko | 3aImuThl HHpOpMAIy | i 3aIIUTHI KOH 3aIIUTHI
JeATEIBHOCTH. 1 3aIUTE IUTS peLIeHUs 3a1aq UHOOPMAIHH IS nHdopManuu

nHpOPMAIIAN IS
pelieHus 3a1a4
npodeCCHOHATBHOMN
JIEATENILHOCTH

poheccCHoHaTEHON
JIeSITeIbHOCTH.
HonyckaroTcs
3HAYUTCIIBbHBIC
OINHNOKH,

permIeHus 3a1a4q
npodeccHoHaNbHO
U ICATCIBLHOCTH.
JomyckaroTcst
HE3HAYUTENIbHbIE
OINHNOKH,
HETOYHOCTHU

JUISL pEILICHUS
3a7a4
npodeccuoHab
HOU
JCSITCTBHOCTH.
Homyckatores
HE3HAYHUTENIbHbIE
HETOYHOCTH

DopMa NPOMEKYTOYHON aTTECTALMM: IK3aAMeH.

[To uToraM MpoMeKyTOYHOW aTTECTAIIMU MO JTUCIHUIUIMHE (MOIYJII0) BBICTABJISETCS OIICHKA
«OTIUYHOY, «XOPOIIOY», KYJOBIECTBOPUTEIHLHO» UITU «HEYOBICTBOPUTEIHLHOY.
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HIkanaa
Onucanue
OLICHUBAHUSA
BeimonHeHnsl Bce BUABI yueOHOW pPabOTHI, MPEAyCMOTpPEHHBIC
y4eOHbIM TuTaHOM. CTYACHT JEMOHCTPHPYET COOTBETCTBUE 3HAHHM,
YMEHHUH, HaBBHIKOB TIPUBEICHHBIM B TaOJMIaX IOKa3aTenei,
onepupyeT OPUOOPETEHHBIMHU 3HAHUSIMU, VMEHUSIMH, HaBbIKaMU
OTu4HO pupy puoop > Y ) ,

MNPUMCHACT UX B CUTyalUAX MOBBIIICHHON CJI0KHOCTH. HpI/I 9TOM
MOI'yT OBITh AONYIICHBI HE3HAYUTCIIBHBIC OH_II/I6KI/I, HETOYHOCTH,
3aTPYAHCHUA IIPU AHAIIMTUYCCKUX OICpalUAX, IEPEHOCC 3HAHUM U
YMCHI/Iﬁ Ha HOBBIC, HCCTAHJAPTHBIC CUTYyalluH.

BemmonHensl Bce BHIBI Yy4eOHOH pabOTHI, NperycMOTPEHHBIE
y4eOHbIM 11aHOM. CTYJIeHT IEMOHCTPUPYET HEMOIHOE, TPABUIILHOE
Xoporo COOTBETCTBHUE 3HAHWI, YMEHHUH, HABBIKOB IIPUBEJICHHBIM B TaOJIHMIIaX
nokaszarenei, 00 ecaM Tpu ITOM ObBUIM JOMyIIeHbl 2-3
HECYIIECTBEHHbIE OLIHOKH.

Beimonnensl Bce BHIbl y4eOHOW pabOThl, NpPEeayCMOTPEHHbIE
y4ueOHBbIM Iu1aHOM. CTy€HT IEMOHCTPUPYET COOTBETCTBUE 3HAHUIA,

yZ[OBHCTBOpI/ITCJ'IBHO B KOTOpOM OCBCIICHAa OCHOBHAs, HanOoJIee BaXKHas 4acTh Matcpualia,
HO IIpu OSTOM JOIIyHmi€Ha OJHA 3HAYUTCIIbHAA omuOKa WA
HCTOYHOCTD.

He BbmonHeHn oauH wuaum Oojiee BUAOB Yy4eOHOW paboTHI,
MPEIYCMOTPEHHBIX y4eOHbIM TUTIaHOM. CTYyIEHT JEeMOHCTPUPYET
HETOJIHOE COOTBETCTBUE 3HAHNHN, YMEHUH, HAaBBIKOB MIPUBEICHHBIM B
Ta0nMIaXx TMoKa3aTeel, JOMYyCKAITCS 3HAYUTEITbHBIE OIIUOKH,
NPOSIBJISETCS OTCYTCTBHE 3HAHMUN, YMEHH, HaBBIKOB IO psay
noKaszaresiei, CTYACHT WCIBITHIBACT 3HAYHMTENBHBIC 3aTPYAHCHUS
IpU ONEPUPOBAHMHU 3HAHMAMU U YMEHHSIMM NPU UX MEpeHoce Ha
HOBBIE CUTYaIUH.

HeynosnerBopurenbHo

7.3 OueHo4HbIE CpeICTBA
7.3.1 Texyuuit KOHTPOJIb

Texkymuit KOHTPOJIb YCTIEBAEMOCTH CTYIEHTOB OCYIIECTBISIETCS B MPOIIECCE MPOBEICHUS
1ab0paTOPHBIX PabOT, MPOMEKYTOUYHBIX TECTOB U KOHTPOJIBHBIX PabOT, MOATOTOBICHHBIX B paMKax
CaMOCTOSITEIBHON PabOThI IO TEMaM.

Bonpock! k KOHTPOJIBHBIM paboTam

Maiite oOuiee nonsTHe kpunrorpaguu. B yem coctout cymuocTs mudpoBaHus U aemndpoBaHus
uHpopmManuu?

CooTtHecuTe MeXTy cOO0M MOHATHS «KPUNTOTpadus», KKPUITOAHAIHU3» U «KPUIITOJIOTHS.
[TpuBeauTe UCTOpUYECKHE IPUMEPHI 3aPOXKACHUS KpUIITOrpaduu.

OxapakTepu3yiTe NOHAYYHBIH Mepuoj pa3BUTHs Kpunrtorpaduu. PaccmoTrpure mepBbie MHUGPHI
3aMEHbI U IEPECTAHOBKH.

C Kakoro BpeMEHH HauaJICsl HAy4YHbIN nepuo 1 pa3Butus kpunrtorpadun? Kakue coObITHS cTamy AJis
ATOTO ONpPEAEISIOUUMU?



10.

11.

12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.

24.
25.

26.
217.
28.

29.

30.
31.
32.

33.
34.
35.
36.
37.
38.

39.

40.

41.
42.

15

Yewm ompeaensieTcsi KpUNTOCTOMKOCTh mudpoBanus? Kakue apyrue TpedoBaHus NPEAbIBISIOTCS K
mmdpoBaHuio?

B dyem cocroutr mpaBuno Kepkroddcea? Ilouemy 310 mpaBuio siBisieTcs OOMICTIPUHSATHIM B
Kpuntorpadun?

Korna mnosBunach kpuntorpadusi ¢ OTKPBHITBIMH KJIIOYaMH U TepBas pealibHas CHCTEMa
mdpoBaHus?

Kaxkux Beimaromuxcs kpunrorpagor XX B. Bel 3Haere?

UeM OTIMYAIOTCS MOAXOJBI K oOecreueHuio 0e30MmacHOCTH MH(OpManuu B KpunTorpaduu U B
creraHorpapun?

Uro o0111ero 1 B 4eM OTIHYUE KpUnTorpaduyeckoro nmpeodpazoBanus HHHOPMAIMU OT KOJTUPOBAHHS
ee Mpu 3allUTe OT CIy4YalHbIX YIpo3 6e30MacHOCTH?

Kakumu metogamu obecriedanBaeTcsi KOHPHUICHIIMATBHOCTh HHPOPMAITUH?

Yro Takoe 1enocTHOCTh HHpopMauu?

JlaiiTe onpeneieHre UMUTOCTOMKOCTH I (pA.

Yro Takoe umMuToBcTaBKa? JlJig Kakux LesIeil OHa UCIIONb3yeTCs?

Jis KakuX acekToB HH(POPMALIMOHHOTO B3aMMOACHUCTBUS HE0OX0oauMa ayTeHTHuKanus?

JIBa OCHOBHBIX TpeOOBaHUA K XdII-QyHKUIUAM. [IpOTHB KakuX aTak OHU HamNpaBiIeHbI?

Kakue cpeactBa UCTIONB3YIOTCS Tt 0OecrieueHsl HEBO3MOYKHOCTH OTKa3a OT aBTOPCTBA?

Yrto 03HaYaeT CBOWCTBO OJHOCTOPOHHOCTH KpUNTOTpadudecKoi Xa1-QyHKIIN?

B yem cyTh npeBapuTENEHOTO pacpeesieH s KITto4yei?

Yro Takoe cepTudUKaT OTKPHITOTO Kiroua?

Jl1s yero ucnonb3yeTcs cxema pasesieHus cekpeTa?

[TpuBenure kiaccupuKalrio METOAOB MU(POBAHUS B 3aBUCUMOCTH OT CIlocoba mpeodpazoBaHus
UHpOpMaLNH.

Yro takoe mudppennurHa, muGpodo3HayeHHe U KaK 3T MOHATUS COOTHOCSTCS?

Kakne ocoOeHHOCTH XapaKTepHbl IJIi METOJOB INHU(GPOBAHHUS C CHMMETPHYHBIM KIOYOM U
HECUMMETPUYHBIM (OTKPBITHIM) KIIFOUOM?

UeM OTIAMYAIOTCS CHMMETPUYHBIEC IH(PCUCTEMBI OT aCUMMETPUYHBIX ?

[TosicuuTe Ha MpUMepe CYIIHOCTh MU(POBAHMS METOJOM 3aMEHBI.

[IpuBenure mnpumMepsl MUGPOBAHUS METOJAMH IE€PECTAaHOBKH. YUTO O3HAayaeT MapuipyTHas
MepecTaHoBKa?

[losicHUTe CYIIHOCTh TaMMHPOBaHUS Kak crmocoba KpUITorpaguyeckoro mpeodpa3zoBaHus
uHpopManuu. YTo SBISETCS MPU ITOM KITIOYOM IIHUPpOBaHUs?

[Touemy apmuTHBHBIE METOBI IU(GPOBAHKS OTHOCATCA K IH(pamM raMMHUPOBaHUS?

K kaxomy kiaccy mm@poB OTHOCSTCS aHATUTHYECKHUE CIIOCOOb! mudpoBaHus?

[TpuBenute npumep mudpa mepecTaHOBKH, KOTOPBI MOYKET paCCMAaTPUBATHCS U KaK OJIOUHBIN MU(p
3aMeHbI?

C KakuMU 1EeTSIMH B KpUITOTpagy BBOAATCS MOZIEITH OTKPHITHIX TEKCTOB?

Kakue moaxoap! HCTIONB3YIOTCS JUIsl pAaCMIO3HABAHUS OTKPBITHIX TEKCTOB

Kakoe mpaBuiio 1eXUT B OCHOBE BCeX MU(PPOB IEPECTAHOBKHU?

Yro sBisieTcst KIII0UOM mupa nepecTaHOBKH?

Ha3oBure 0cHOBHOI HEIOCTATOK MNU(PPOB MEPECTAHOBKHU.

[TpuBenute nmpumMep mudpa nepecTaHOBKH, KOTOPHIM MOXKET pacCMaTPUBATHCS M KaK OJIOUHBIH
mmdp 3aMeHbI?

Kak ompenenuts 1o Kpunrorpamme, MoTy4eHHON C MOMOIIBI0 TG Pa BEPTUKATHHON
NEPECTAaHOBKH, YUCIIO KOPOTKUX CTOJIOIIOB 3aIIOJIHEHHOTO OTKPBITHIM TEKCTOM OCHOBHOTO
MPSIMOYTOJIbHUKA?

Kakwne cBOWCTBa OTKPBITOTO TEKCTA MCIIOJB3YIOTCS MPH BCKPHITUU MU(Pa IEPECTAHOBKHU?

Kakwue mudpsl Ha3bIBatoTCs Mmu(paMu IpOCTON 3aMEHBI?

[TpuBeauTe npumep mmdpa MepecTaHOBKU, KOTOPBI MOXKET PACCMaTPUBATHCS U KaK OJIOYHBIN
mdp 3aMeHbI?
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Yro sBNseTCA KIH0YOM MHudpa IpocToi 3amMeHbl? KakoBo MakCMMalbHO BO3MOXHOE YUCIIO KITFOUYeH
mmdpa mpocTor 3aMeHbI?

Yro Gonee 1enecoodbpa3zHo A HAJISKHOM 3alUThl HH(OPMAIIMK: apXUBALMs OTKPBITOTO TEKCTa €
MOCJIETYIOIUM MU(PPOBAaHUEM WM MU(PPOBAHIE OTKPHITOTO TEKCTA C TIOCIEAYIOMIEH apXuBaIuen?
Nmeer nmu mudp [Imdiidepa sxBUBaIeHTHBIE KITIOUH, TO €CTh TAKUE KJIIOUH, HA KOTOPBIX JII0ObIE
OTKPBIThIE TEKCThI IIUPPYIOTCS OJUHAKOBO?

Kakue mu¢ps! Ha3biBaroTcs omoonamu? Ipuseaure npumep.

K xakum mmppam otHocutcs cucrema mudposanus [erpa I «{upupp»?

Kakue mu¢ps! Ha3bIBalOTCS MU(ppaMu MHOT03HauHOU 3aMeHbl? [IpuBeanure npumepsl.

SBnsercs mu mudp TPONOPIUOHATILHON 3aMeHbI OMO(poHOM?

[TosicHuTe, 4TO BBI MIOHMMAETE MO/ COBEPILIEHHBIM InpoM. [IpuBenute npumMepsl.

[Touemy mmcpp Tpuremus, nexammii B ocHoBe mmdpa Bmkenepa, He sBugercs muppom
raMMUPOBaHUS?

[ToueMy HanOXe€HHE Ha OTKPBITBIH TEKCT T'aMMBbl, IPEJICTaBISIIONIEH COO0ONM NEPUOAUYECKYIO
H0CJIEI0BATEIbHOCTh HEOOJIBIIOTO MEPHOAA, HE JAaeT Ha/IeHKHOH 3aluThl?

[ToueMy HeAOIyCTMMO HCIIOJIB30BAaTh JABAXIbl OJHY M Ty € rammy (Haxe ciayyailHyl0 u
PaBHOBEPOSATHOCTHYIO!) 1115 3a11M(PPOBAHUS PA3HBIX OTKPHITHIX TEKCTOB?

[Tepeuncanre OCHOBHBIE TPEOOBAHUS K TaMME.

KakoBbl ¢ TOukM 3peHus Kpuntorpaduu IMPEeUMyILIECTBa M HEAOCTATKU Iepexona K Olo4YHOMY
mmdpoBanuio?

Kak peanuzyercs npeioxeHHblii K. IIIeHHOHOM NpUHIUI «II€peMEIINBaHUs IPU MIPAKTUYECKON
peanu3alyy aIropuTMOB 0JI0YHOTO MU(ppPOBaHU?

KaxoBbl ocHOBHBIE HepocTaTku anroputMa DES, 1 kakoBbI myTH ux ycrpaHeHus?

B kakux ciydasx MOXXHO PEKOMEHJOBATh HCIIOJNB30BATh OJOYHBIA MHU(PP B PEKUME MPOCTOU
3aMeHbI?

OT KaKMX MOTEHIHAJIBHBIX CIIA00CTEH MO3BONIIET N30aBUTHCS UCTIONB30BaHUE OJIOUHBIX MIM(POB B
pekumax muppoBaHus ¢ 00paTHON CBA3BIO?

B uem 3axitouaroTcsi JOCTOMHCTBA U HEJOCTATKH CUCTEM MOTOYHOTO MM(POBAHUS 110 CPABHEHHUIO C
OtouHBIMH UppamMu?

[Touemy Bo3HHKaeT mpobaemMa CHHXPOHHU3AIMH TOTOYHBIX IIH(PPOB?

Kakue nmpuunHbl 00yCIOBIWIN HIMPOKOE HCIIOJIb30BAaHUE JIMHEWHBIX PETMCTPOB CABHMra B KaueCcTBE
YIPaBJISIONUX OJIOKOB MOTOYHBIX MIH(PpcUCTEM?

[TpoBeauTe cCpaBHUTENIBHBIN aHaIU3 aaropuTMoB mudpoanus RC4 u RCS.

[lepeuncanre OCHOBHBIE peXUMBI PA0OTHI, IPEAYCMOTPEHHBIE B POCCUICKOM CTaHApTe
mU(pPOBaHUS TaHHBIX

B uem cocTosT npeumyniecTBa CUCTEM C OTKPBITHIMH KJIFOUaMHU IE€pe]l CAMMETPUYHBIMU
mudpcuctemamu’?

CnoXHOCTBIO KaKOM MaTeMaTHYeCKOM 3a/1aull ONpEeeIsIeTcss CTOMKOCTh cucTeMbl RSA?

Kaxkue TpeGoBanms mpeabaBIIOTCS K KitodaM B mudpe RSA?

K kakomy Tuny mmppoB NpuHAAISKUT cXxema MH(ppoBaHus, HCIIOIb3yeMas B CHCTEME DITb-
INamana? B yem ee npeumyiectBa?

Cn0XHOCTBIO KAaKOM MaTeMaTHYeCKOM 3a/lauil ONpEeaesieTcs CTOMKOCTh MUPPCUCTEMBI DIb-
INamans?

HazoBure HenocTaTku cxembl Dib-I"amans.

Kakue npo0iembl HH(pOpMAIIMOHHON 0€30MaCHOCTH MOXKHO PEIINUTh € IOMOIIBI0 ACUMMETPUYHBIX
mmdpoB.

N310%K1TE NPUHIMITHAIBHYIO CXEMY OPTaHU3aI[MH CEKPETHOM CBSA3U C MCIIOJIb30BaHUEM
MIA(PCUCTEMBI C OTKPBITHIM KITFOUOM.

KakuMm o6pa3zom ¢ nomoInpto kpunrocucteMsl RSA MOKHO OpraHu30BaTh rnepeiady cooOIIeHuH,
MOJTMHHOCTh KOTOPBIX MOT ObI IPOBEPUTH JIF000H MoxyyaTennb?

KakuMm o6pa3zom ¢ nomoInpto kpunrocucteMsl RSA MOHO OpraHu30BaTh nepeiady cooOIIeHuH,
MOJTMHHOCTh aBTOPCTBA KOTOPBIX MOKHO IIPU HEOOXOJUMOCTHU A0Ka3aTh?
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Yro obmiero Mexay oObuHOM U 1 poBoit moanuchio? Yem oHU pasznuyaroTcs?

Kaxkue 3aaun mo3BosieT pemuTh udpoBas moanucs?

B 4em 3akirouyaercs mpUHIMIIKAATIBHAS CIIOKHOCTD B IPAKTUYECKOM MPUMEHEHUU CUCTEM HU(POBOH
MOAMHCH?

[Touemy B Kkpunrtorpa@uueckux CHUCTEMaX, OCHOBAaHHBIX Ha OTKPBITBIX KJIIOYaX, HENb3s
HCIIOJIb30BaTh OJIMHAKOBBIE KIIOUU JJIs U(PpOoBaHUSA U LU(PpOBOI oanucu?

[IpuBenuTe npumep NopsiaKa OTKPHITOrO pacipeieseHns KIF04el 10 KBAaHTOBOMY KaHally.

KakoBa npuposia CeKpeTHOCTH KBaHTOBOW KpUrTorpapuu?

[Touemy KBaHTOBBIM KPUITOAHAIN3 OBICTPO MOXKET BCKPBHITh KpunTocuctemy RSA?

KakoBbI ipo0ieMbl KBAHTOBOU KpunTorpadun’?

TECT-BOITPOCBI

Uro sBasercs npeamerom Hayku KPUIITOPTADOUA?

A) criocoObI ¢ poBaHus U Aemnu(poBaHus;

B) Metonb! cokpbITHA (hakTa mepenayn CeKpeTHOW HHPOPMALINY;

B) crioco6b! npeoOpa3zoBaHust HH(GOPMALMHU C LIEIbIO €€ 3alUThl OT HECAHKIIMOHUPOBAHHBIX
I10JIb30BATENIEH.

Kpunrocucrema Ha3bIBaeTCsi KPUIITOCUCTEMOI OOIIETO NCIIOIB30BAHUS, €CIH €€ CTOMKOCTh
OCHOBBIBAETCSI HA CEKPETHOCTH

A) anropuTMOB MK(POBAHUS U pacII(PPOBAHNUS;

b) xmroua;

B) pexxuma muppoBaHus.

Ha kakue nBe rpyIibl MOKHO Pa3eiuTh CAMMETPUUHBIE KPUTITOCUCTEMBI?
A) OJI0YHBIEC B IOTOYHEIC;

bB) cuHXpOHHBIE U ACUHXPOHHBIE;

B) ananorosbie u UG pPOBHIC.

Kakue coObITHs ciocoOCTBOBAIM PA3BUTHIO KpUTITOTpapuu?

A) pOCT TpaMOTHOCTH CPEAN HACEIICHUS;

B) paznen reppuTtopuii, 00pa3oBaHKe roCy1apCcTB, BOWHBI,

B) nepexon k (hoHETHUECKOMY MTUCHEMY, COKpAIIIEHHE MOIITHOCTH aidaBuTa.

[Touemy moTouHble MUPPHI B OOIIEM CIydae M0 CKOPOCTH HAMHOTO MPEBOCXOIST OJIOTHBIE
mudpsi?

A) ocuMBOJTbHOE U (DPOBAHKE MEHEE TPYA0EMKO, YeM IrdpoBaHe OOIBITUME OJIOKAMH;

B) notoyHoe mudpoBaHue He TPeOyeT CXeM CHHXPOHU3AIINY;

B) mmdpyrormast mocienoBaTeIsHOCT YaCTO TEHEPUPYETCS] HE3aBUCUMO OT OTKPBITOTO TEKCTA WITH
mupTeKCcTa.

Ha3zoBute ocHOBHYIO npo0ieMy NpH OpraHNU3aluU CEKPETHOH CBS3H B Cilydae MOTOYHBIX MIH(pOB?
A) ipobnema mepeaun KIrode Mex 1y abOHEHTaMH,

B) npoGnema ycTpaHeHHs OIIMOOK B MOTOKE MIM(PPYEMBIX 1aHHBIX;

B) npo6sieMa CHHXpOHU3AUK TOTOKA IU(PPYEMBIX TaHHBIX.

Kewm Ob1a nmpeanoxena nepBasi NpakTHIeCKast peaan3anus KPUITorpauu ¢ OTKPBITHIM KIIF0UOM?
A) Yurpungom dudppu (Whitfield Diffie) u Maptunom Xennmanom (Martin Hellman) u Pansdom
Mepxkiem (Ralf Merkle);

Bb) Ponansaom PaiiBucrom (Ronald Rivest), Anu [llamupom (Adi Shamir) u Jleonapaom
Annemanom (Leonard Adleman);
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B) adu NonbaBaccepom (Shafi Goldwasser) u CunbBuo Mukamu (Silvio Micali).

K kakoii rpynne mmdpos ornocurcs mupp CLIUTAIIA?
A) mmdp 3aMeHBbI;

B) mudp nepectaHoBKy;

B) xoMOuHUpOBaHHBIHN H)D.

Cnoso KPUIITOI'PA®US 3ammppoBano knaccuyeckum mudpom Llezaps. Beidbepure
COOTBETCTBYIOIIHIA MUPPTEKCT.

A) YBTOUI'CBUbTh;

Bb) ®CXKBJIBIKCIIDXIO;

B) HYJII' XCXYTYJIb.

[Tpu mmdpoBaHUN OTKPHITOTO TEKCTA €T0 OYKBHI 3aMEHSIOTCS TTAPOU YHCEN, COOTBETCTBYIOIIMX
HOMEpaM CTOJIOLOB M CTPOK JIaHHOM OyKBBI B Ta0yuiie. Kak Ha3piBaeTcs 3TOT mudp?

A) pemerka Kapaano;

bB) kBaapar [Tonubus;

B) Tabmuna IlopTo.

Kak naspiBasncs mmdp, Ha OCHOBE KOTOPOTO OBLT CO37aH OJMH U3 HanOOJee CTONKUX BOCHHO-
Mopckux mudpoB Benmukobputanuu Bo Bpems: Bropoit MupoBoii BOIHBI?

A) pemerka Kapaano;

bB) kBaapar [Tonubus;

B) Tabmuna IlopTo.

[Ipu kakux yCcIoBUSX BOCCTAHOBUTH TEKCT MO KPUIITOTpAMME KPUNITOAHATUTUKY CTAHOBUTCS
MPUHIUIINATIBHO HEBO3MOXKHO?

A) ecnu mQpoBaHUE «CTUPACTY» U3OBITOYHOCTS;

b) eciiu ricnonib3yeTcs ITMHHBIA KITHOY;

B) ecnu anroput™ mm@poBaHUs HEU3BECTEH.

Kak Ha3pIBaroTCs MCHIOIB3yeMbIe B KPUNITOTPA(hUU MOJEITH OTKPBITOTO TEKCTA, YUUTHIBAIOIIHE
3aBUCUMOCTh OYKB TE€KCTa OT MpeAbLIyIuX OyKkB?

A) MO3HAaYHbIE MOJAEIHN OTKPBITOTO TEKCTA,;

B) BeposiTHOCTHBIE MOZienH k -ro mpubamxeHus;

B) MapkoBckue MO OTKPBITBIX TEKCTOB.

Kro B Poccun pyxoBoani pa3zpabotkoii Tenedonnoro mudparopa?
A) B.A . KoTe1bHHKOB;

b) A.H.KonMmoropos;

B) b.b.IluotpoBckuii.

B uem cocTout ocHoBHOM npunimn Kepkroddca?

A) KOMITIpOMETAIUSI CUCTEMBI HE JI0JHKHA MPUYUHATD HEYJ00CTB KOPPECTIOHICHTAM;

B) HeoOxoa1Mo, 4TOOBI KpUIITOCUCTEMA ObLiIa IPOCTON B UCTIIOJIB30BAaHUH, U €€ MPUMEHEHHUE He
TpeOOBaJIO COOMIOICHUS ITTMHHOTO CIUCKA MPABUIT;

B) y KOppecloHIeHTOB 10JKHA OBITH BO3MOXKHOCTB IO COOCTBEHHOM BOJIE MEHSTH KITIOU.

Yro nmoHUMaeTcs noJi KpUnrorpadhuyeckuM nIpoToKosIom?

A) anropuTm mn(ppoBaHUs JaHHBIX MEpe Nepenadeil no o0Ie10CTyITHOMY KaHaly CBS3H;
B) pacnipeneneHHbli anropuT™ pelieHus AByMs i 0oJiee ydacTHUKaMH HEKOTOPO
KpunTorpaduueckoil 3a1auu;



17.

18.

19.

20.

21.

22.

23.

24.

19
B) HaGop npasui muppoBaHUs U pacIMPpOBaHUS KPUIITOCUCTEMBI.

B yem cocTouT kpunrorpapuueckas 3agaya ooecredeHus Hea0CTHOCTH?

A) rapaHTHpOBaHHE HEBO3MOKHOCTH BHECEHMSI CITy4alHBIX OLUIMOOK B IIPOLIECCE Mepeaayuu 1o
KaHajaM CBSI3H;

B) rapanTipoBaHie HEBO3MOXHOCTH HECAHKIIMOHUPOBAHHOI'O U3MEHEHUSI HHPOpMaLUY;

B) 06a oTBeTa BEpHHI.

Kaxkue MeTosbl pa3pabaThIBalOTCS C LEIbI0 00eCeUeHUsI ay TeHTH(HUKAUH?

A) METOJIbI IOITBEPIKICHUS TIOJUTMHHOCTH CTOPOH M cCaMOoi HH(OopMaIiu B IIPOIIEcce
UH(OPMAIIMOHHOTO B3aUMOJICHCTBHS;

B) MeToabI IprCBOSHHS YHUKAIBLHOTO UICHTH(PHUKATOPA B3aUMOJICHCTBYIOIIUM CTOPOHAM U CaAMOM
uH(MOpPMAIHH B TIpoliecce NHOOPMAIIOHHOTO B3aUMOICHCTBHS;

B) 06a oTBeTa BEpHHBI.

Kaxkoit MmexaHu3M UCIonb3yeTcs A1 00ecnedeHrs] HEBO3MOXXHOCTH OTKa3a OT aBTOPCTBA UITU
MPUITUCHIBAaHUS aBTOPCTBA?

A) MEXaHH3M CHMMETPHYHOTO MU(POBAHUS C IPUBIICYCHUEM apOUTpa;

b) Mexanu3m nudpoBoii MOANUCH;

B) 06a oTBeTa BEpHHBI.

C yem cBs3aHa aKTUBHAS aTaka Ha 3amM(pPoBaHHYIO HH(POpMALIHIO?

A) ¢ pocayIMBaHUEM, aHAIM30M TpaduKa, IEPeXBaToOM, 3aIMKChIO MTepeaaBaeMbIX MU(POBAHHBIX
COOOIIECHUI;

B) ¢ nemmdpoBanurem, T. €. MONBITKAaMH "B3JIOMaTh" 3aIIMUTY C IEIbI0 OBIaACHUS HHGOPMAITUEH;
B) c nmpepriBaHrEeM Tporiecca rnmepeaadu cooOIeHIH, CO3TaHIEeM MOJIIEITBHBIX COOOIICHUH,
MoaudUKaIMeH epe1aBaeMbIX COOOIICHHH.

Ot 4ero 3aBUCHUT BBIOOD criocoba mudpoBaHus?

A) oT 0COOCHHOCTEH mepeaaBacMoi HHPOpMAITUH (ee IIEHHOCTH, 00beMa, CrIoco0a MpeICTaBICHIS,
HEOOXO0IUMOI CKOPOCTH Mepeaayu,;

B) oT BO3MOXXHOCTEH BIIaJEINbIEB 110 3AIIUTE CBOCH MH(pOpMAINU (CTOMMOCTD TPUMEHSIEMBIX
TEXHUYECKUX YCTPOUCTB, YJOOCTBO UCIIOJIBb30BAHUS, HAJCKHOCTDh (DYHKIIMOHUPOBAHUS,

B) 06a oTBeTa BEpHHBI.

Jliist oOHapy KeHUs TeJICHANTPABIICHHOTO HABSI3bIBAaHUS MIPOTHBHUKOM JIOKHOW MH(OpMAIIHN
A) B niepefaBaeMoii HH(MOOPMAITUU CTUPAETCS H30BITOYHOCT;

B) B nepenaBaemyto nHGOPMALINIO BHOCUTCS U30BITOYHOCTE;

B) ncnosb3yercs Koa YETHOCTH.

Kak Ha3bIBaeTcs 4rciioBasi KOMOMHAIINS, UCTIOIb3yeMast IS IPOBEPKH IIETOCTHOCTH?
A) UIMUTOBCTABKa;

B) xon ayTeHTHUKAIIMN COOOIICHHS,

B) 06a oTBeTa BEpHHBI.

Kakue TpeboBaHUs PEIBSIBISIOTCS K KITFOUEBBIM X31I-QyHKIUAM hi(M)=S?

A) HEBO3MOKHOCTh BhIYHCIICHHs 3HaYeHus Nk(M) =S nist 3anaHHOro coodtueHus M Oe3 3HaHHs
xioya K;

B) HEBO3MOXKHOCTB 1O100pa AJIsl 331aHHOTO coodIieHuss M ¢ u3BecTHbIM 3Ha4YeHueM hyx (M) =S
apyroro coobmenus: M1, ¢ u3BectHbiM 3HaueHHeM hx (M1) = S1 6e3 3HaHus kioua K;

B) 06a oTBeTa BEpHBI.
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25. Kakoe TpeboBaHue HampaBiIeHO MPOTUB CO3AAHUS MOAIEIBHBIX (C(haOpUKOBAHHBIX) COOOIIEHUI
NPY aTaKax THUIA AMUATAIHAS?
A) HEBO3MOKHOCTh BhIYHCIICHHs 3HaYeHHs Nk(M) =S nist 3agaHHOr0 coodtueHus M Oe3 3HaHHs
xioya K;
B) HEBO3MOXKHOCTB 1O100pa AJIsl 331aHHOTO cooOIieHuss M ¢ u3BecTHbIM 3Ha4YeHueM hyx (M) =S
apyroro coobuierust M1, ¢ u3BectHbiM 3HaueHHEM hk (M1) = S1 Ge3 3Hanus Kiova K;
B) 06a oTBeTa BEpHHI.

26. Kakoe TpeboBaHuE HAIIPABJICHO MPOTHB MOAU(PHUKAIINK ITepEIaBaeMbIX COOOIICHHI MPU aTaKax
THIIA ITOAMEHA?
A) HEBO3MOKHOCTD BEIYMCIICHHS 3HaueHus hi(M) =S i 3amannoro coobmienuss M 6e3 3HaHus
xiroya K;
B) HEBO3MOKHOCTH 1MOAOOpa TSt 3aJaHHOT0 coobeHuss M ¢ u3BecTHbIM 3HaueHueM hy (M) =S
apyroro cooduienus M1, ¢ uzBectabM 3HauenneM hx (M1) = Si1 Ge3 3Hanus kiaroua K;
B) 06a oTBeTa BepHHI.

27. Kakast mpoBepKa 03Ha4aeT ayTeHTH(DHUKAIINIO CEaHCa CBS3H?
A) poBepKa EeJTOCTHOCTH COSTUHEHHUS, HEBO3MOKHOCTH IMOBTOPHOI Mepeaun JaHHBIX
NPOTHBHUKOM, CTOPOH B3aUMO/ICHCTBUS;
B) npoBepka 11e10CTHOCTH COeTMHEHHS, HEBO3MO)KHOCTH TIOBTOPHOH TepeIady JaHHBIX
POTHBHUKOM, CBOCBPEMEHHOCTH TIE€peIauu TaHHbIX;
B) 06a oTBeTa BEpHHBI.

28. Kakoe cpeacTBO SBISETCS OCHOBHBIM CPEJICTBOM JIJIsl IPOBEICHUS UACHTU(DUKAIIN?
A) TIPOTOKOJIBI OJHOCTOPOHHEH MICHTU(DUKAIINH;
B) mpoToKoITbl B3aUMHOW UACHTH()HUKAINH;
B) 06a oTBeTa BEpHHI.

29. Kak BeIrasquT 1ud)poBasi MOAMKUCH NI COOOIICHUS ?
A) 9HCII0, IOTYYEHHOE B PE3yJIbTaTe XEIIMPOBAHUS, IPUMEHEHHOTO K 3TOMY COOOIIEHUIO;
B) uncio, mosydeHHOE B pe3yJIbTaTe KPUNTOrpadhuIeCKuX Mpeoopa3oBaHmid, IPUMEHEHHBIX K
TOMY COOOIIEHUIO;
B) xon ayTeHTHUKAIIIN COOOIICHMS.

30. Jlns1 yero mpuUMeHsIFOTCS clieliaibHble CUCTEMBI IIPEIBAPUTEIHLHOTO PaCpe/IeIeHUs KITI0Yeii?
A) mipu 00JIBIIIOM YHUCJIE B3aUMOJICHCTBYIOIIUX CTOPOH TpeOyeTcs MpeiBapuTebHasE PacChliiKa
3HAYUTENLHOT0 00beMa KIIF0ueBOil HHPOpMAIINK U TOCIEAYIOIIEE €€ XpaHeHue,
b) onpenensgercs MOpsAAOK UCTOIb30BaHKS, CMEHbI, XpPAHEHUS U ApXUBUPOBAHUS, PE3EPBHOTO
KONUPOBAHUS M BOCCTAHOBIICHUS, 3aMEHBI WM U3BIATUS U3 0OpaIeHUs] CKOMIIPOMETHPOBAHHBIX, &
TAKXKE€ YHUUTOKEHUS CTapbIX KIIIOYEH;
B) npenycmarpuBaeTcs pacrpeeneHle U XpaHEHUE He CaMUX KITK0YeH, a HEKOTOPOU MEHBIIEH Mo
00beMy nH(pOpMaIMK, HA OCHOBE KOTOPOM KaXk/1asi CTOPOHA MOXET BBIUUCIUTD KITFOY JIJIs
B3aUMOJICUCTBUS C IPYTOM CTOPOHOM.

31. Kakum oOpa3oM HanboJsiee MpOCTO MOXKHO OCYLIECTBUTh paclpeeseHue Kitodei s ceTeil ¢
OOJIBIITM KOJTHYECTBOM a0OHEHTOB?
A) B cuCTeMax NPeIBapUTEIbHOIO PACTIPEACIICHUS CEKPETHBIX KIIIOUEH;
bB) B cuctemax OTKpBITOrO pacipeesIeHus CEKPETHBIX KITHOYEH;
B) 06a oTBeTa BEpHBI.

32. Yto Takoe cepTUPUKAT OTKPHITOrO Kitoya?
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A) Ha0Op TaHHBIX, 3aBEPEHHBIX U(POBOH MOAMKCHIO IIEHTPA CEPTUPHUKALINY, U BKITIOYAIOIINN
OTKPBITBHIA ¥ CEKPETHBII KITFOYH, UM TTOJIb30BATENs, UMS CEPTUPUKAIIMOHHOTO IIEHTPa, HOMEP
ceptudukaTa, BpeMs JeicTBHA cepTH(UKaTa, IpeIHa3HaYeHNE OTKPBITOTrO Kito4a (mugpoBast
MOJAMKCH, MU(PPOBAHKE);

Bb) HaOop aHHBIX, 3aBEPEHHBIX EYATHIO IIEHTPa CEPTU(PHUKALINH, ¥ BKIFOYAIOMINI OTKPBITHIN KITIOY,
CIHCOK JIOTIOJTHUTENBHBIX aTpHOyTOB, MPHHAIISKANIIX a00HEHTY, U MpeIHa3HAUYCHHE OTKPHITOTO
KJTIOYa;

B) HaGop NaHHBIX, 3aBEPEHHBIX HU(POBOM MOIMUCHIO LIEHTPA CEPTH(PHUKALINHI, U BKIIOYAIOLIHII
OTKPBITHIH KJIFOY M CIIMCOK JJOMOJTHUTEIBHBIX aTpUOYTOB, MPUHAICKAINX A00OHEHTY.

Yro 03HAYAET TEPMUH MOIIHOCTH ayndaBura?

A) KOJIMYECTBO CUMBOJIOB B OTKPHITOM ayipaBuTe;

B) unciio BO3MOKHBIX KOMOMHAIIUIT CHMBOJIOB OTKPBITOTO a(haBHUTa;
B) xonuecTBO MIMPPBETUINH OTKPHITOTO an(aBUTA.

K kakomy kiaccy mmgpoB oTHOCUTCS mHpp, ecinu (pparMeHT OTKPBITOTO TEKCTa (OTACIbHBIC
OYKBBI WJIM IPYIIIa OyKB) 3aMEHSIOTCSI HEKOTOPBIMH MX dKBUBaJieHTaMu (OykBaMu, Iudpamu,
CHUMBOJIAMHU WJIH UX KOMOWHaIuei) B mudprexkcre?

A) mudpsl 3aMEHBI;

B) mm¢ps! nepectaHOBKH;

B) xoMmo3uImoHHbIe MUGPHI.

K kaxomy kiaccy mu@poB oTHOCUTCS MUGP, ecir OYKBbI OTKPBHITOTO TEKCTA MPH MUGPOBAHUN
KaKUM-HHOYIb CIIOCOOOM MEepPECTaHABIMBAIOTCS, TO €CTh M3MEHSAETCS TOJIBKO MOPSIOK CIIeIOBAHUS
CHUMBOJIOB OTKPBITOTO TEKCTA?

A) mmmdpbl 3aMEHBI;

B) mmudper mepecTaHOBKH;

B) KOMIIO3UIIMOHHBIC TTHU(PEIL.

Uro cnenyer Aenarh i yBEIHUEHHUSI KDUIITOCTOHKOCTH mudpa?

A) YBETMYMBATh PA3HUILy MEXKIY YHCIOM MUGPBEIUYUH U YUCIOM OYKB B ajdaBuTe;
B) Gonee paBHOMEpHO# T0JKHA OBITH TUarpaMMa MOBTOPSIEMOCTH 3HAKOB IMH(PTEKCTA;
B) 00a oTBeTa npaBUIIBHEI.

JU1s 4ero ucnosb3yroTcst 0104Hble MHU(pbI?

A) JUTs yBeTMYEHUS KOJTMYECTBA MIH(PPBEITHYNH;
B) 11 yBenm4eHus: CKOpOCTH MH(PPOBAHNUS;

B) 06a oTBeTa MpaBUIIbHEL.

B 4yeM cocToUT OCHOBHOE MPEUMYIIIECTBO ACUMMETPUYHOTO MIU(PPOBAHUS TIEPE] CHMMETPUIHBIM?
A) HeT He0OXOIMMOCTH B TIepe/ade CEKPETHOTO KITI04a, KOTOPBI MOXKET OBITh IIepexBavcH

3710y MBIIUICHHUKOM;

B) Gounbiast TpYA0EMKOCTh MOCIETHETO U, KaK Pe3yJIbTaT, MEHBIINE CKOPOCTHU MPHU MH(YPOBAHUM;
B) 06a oTBeTa BEpHHBI.

Kakwne mm¢psr Ha3piBatoTcst omodoHamu?
A) mudpel MHOTO3HAYHON 3aMEHHBI;

B) MHoroandasutHbeie U pPbI;

B) mudpsl raMMupOBaHUS.

Yro takoe mmdpBennyrHa’?
A) 4KCI0 BO3MOKHBIX SKBUBAJIEHTOB JJIs1 3aMEHbI OTKPBITBIX CUMBOJIOB;
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B) OKBHUBAJICHTHI B H_II/Iq)pTCKCTe, 3aMCHAOIINE CUMBOJIBI UJIU I'PYIIIIBI CUMBOJIOB B OTKPLITOI'O

TEKCTa,;
B) OTKpBITHIN TEKCT Niepe1 NH(POBaHUEM MPEICTABIISETCS B BUJE MOCIEI0BATSILHOCTH
«I1oACJIO0B», HA3bIBA€CMbIX HII/I(l)pBCJ'II/I‘-H/IHaMI/I.

C kakuMU 1eIsIMU B KpUnTorpaduu BBOASTCS MOJEIN OTKPBITHIX TEKCTOB??
A) ciyaT OCHOBOM JJIs1 aBTOMATHU3aLMH IIPOLIECCOB KPUITOAHATIM3A IIUPPTEKCTOB;

B) ciy>xaT 0CHOBOI B mporiecce U3y4eHHs KPUITOCTOMKOCTH pa3IMyHbIX CUCTEM MIM(POBAHUS;

B) 06a oTBeTa BEpHHI.

K kakomy kiaccy mm@poB OTHOCSTCS aJAUTHUBHBIC METObI IIHU(PPOBaAHUS?
A) oMo oHBI;

B) mmdpel MHOTO3HAYHOM 3aMEHBI;

B) mudpsl raMMupOBaHUs.

K xakomy kiaccy mmgpoB OTHOCSATCS aHAIUTHYECKUE CTIOCOOBI U(ppOBaHHS?
A) mudpsl 3aMEHBI;

B) mm¢ps! nepectaHOBKH;

B) mapuipyTHbIE ITepeCTaHOBKH.

Kakue u3 npuBeeHHBIX MU(GPOB SIBIISIOTCS MIU(PPAMH TEPECTAHOBKH?
A) pemerka Kapaano;

bB) kBaapar [Tonubus;

B) Tabmuna IlopTo.

Kaxue u3 npuBeieHHBIX MN(POB SBISIOTCS MU(pamMHu 3aMEHbI?
A) RSA;

B) AES;

B) 'OCT 28147-809.

Kakwue cBoiCTBa OTKPBITOrO TEKCTA UCTIONB3YIOTCS MPU BCKPHITUHN MM (pa IEPeCTaHOBKU?
A) orpaHUYEHUEM MOXKET MOCTY>KUTH MOSBICHUE 3aPETHBIX OUTPaMM;

b) nanbonee yactoie OUTpaMMBbI OTKPBITOTO TEKCTA, KOTOPhIE MOKHO COCTaBUTH U3 OYKB
paccMaTtpuBaeMoro mMu@pPOBaHHOTO TEKCTA;

B) 06a oTBeTa BEpHHI.

Kakas u3 MmaremMatnyeckux Mojiesiell COOTBETCTBYET allTOPUTMY Iiudpa Atdar?

A) Yij = ij;
B) Yi = Xi+3(mod n);
B) Yi = Xn-i +1).

1
A=|3
6

O N b
g1 N 0o

3ammdpyiTe ¢ TOMOIIBI MATPUYHOTO MH(pa C KIOYEBON MaTPHIICH
U(PPOBOro IKBUBAJIIEHTA OYKB OTKPBITOrO TEKCTa CIIOBO 3a0a8a.

A) 28,35,67,21,26,38;

b) 24,38,42,21,32,46;

B) 12,32,7634,17,19.

Yro Gostee 1ierecoodpa3Ho sl HaJASKHOU 3aIUThl HHGOpMAITIu?
A) apxuBaIusi OTKPHITOrO TEKCTA C MOCIEAYIOIINM;
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Bb) mudpoBaHme OTKPHITOTO TEKCTA C IOCTIEAYIOLIECH apXUBaIlHei;
B) He numeer 3HaueHUS.

K xakum mmppam otHOcHTCs cuctema mudposanus [lerpa I «{upupe»?
A) oMO(OHBI;

b) mmdpe1 OurpaMMHOil 3aMeHBbL;

B) mudper mpocToii 3aMEHBI.

Ha xaxom cnioco6e mmdpoBanus Ob11 ocHOBaH Ourpammubiid mudp [hmiidepa (Playfair,
BenukoOpuranus), npumensasimiics Benukooputanueid Bo Bpems [1epBoit MuUpoBOii BOHBI?
A) cioco0 mu@poBaHus COCTOSUT B pa30MBKE BXOJHOTO TEKCTa HAa OUTPaMMBI;

B) Ha 1103yHroBOM crioco0e 3amoiHeHus (P TadIUIbI;

B) 06a oTBeTa BepHHI.

Kakwue mmdpsl oTHOCATCS K IIU(PPaMU MHOTO3HAYHOM 3aMEHBI?
A) umdp Buxenepa u mmdpp Tpuremus;

B) mmudp [Imiidepa u mmdpp Xumia;

B) mmdp Bepnama u mmmdp [opra.

Cdopmynupyiite ocHOBHOE TpeOoBaHKE K KPUNITOTPahUIECKH CTOUKOMY T€HEPaTOpy
IICEB/IOCITYYaHOM 1OCIe10BaTEIbHOCTH UM TAMMBI.

A) TIepro/1 TaMMBbI JOJKEH OBITh TOCTATOYHO OOJIBIIUM JUIS ITUGPOBAHUS COOOIICHUH pa3InIHON
JUINHBL;

B) ramma 1oymkHa OBITH TPYIHO MPEICKAa3yeMOH, T.€. €CIIM H3BECTHBI TUI TeHepaTopa U KyCOK
raMMbl, TO HEBO3MOXHO MPEICKA3aTh CIEAYIOUINH 32 ’TUM KyCKOM OUT TaMMBbI C BEPOSITHOCTBIO
BBILIIE 33JJaHHOM.

B) 06a oTBeTa BepHHI;

[TpuBenuTe mpuMep COBEPIICHHOTO MmHUdpa.

A) mmdp Brmxenepa ¢ caMOKIIOUOM;

B) onnopazoserii 6siokHOT IlleHHOHA;

B) cucrema Bepuama st Tenerpada ¢ OyMakHBIM KOJIBIIOM, COIEPKAIIUM TaMMY .

Kakne mmdpsl sBisrores mmdpamMu raMMUpOBaHHS?
A) mmudp Tpuremus;

B) mm¢p Bmwxkenepa;

B) 06a oTBeTa BEpHHI.

[To xakoMy MOJYJIIO POU3BOAUTCS CYMMHPOBAHHE TaAMMBI C OTKPBITHIM TEKCTOM B PEKHUME
rammupoBanus OCT28147-89?

A) CyMMUPOBaHHUE 1O MOJYJIIO 2;

B) cymmupoBaHue o Moayo 2°37;

B) 06a oTBeTa BEpHHI.

KaxoB pa3mep 650ka mmppyemoro texcra B kpunrocucteme 'OCT28147-897?
A) 32 Gura;

bB) 64 Gura;

B) T'OCT28147-89 — moToyHasi KpUIITOCUCTEMA.

Kakne ¢pyHKIMY BBITOTHSAET KpUIITOCHCTEMA?
A) ycuiieHue 3allUIIEeHHOCTH TaHHBIX U 00JIerYeHue padoThl C KPUIITOAITOPUTMOM CO CTOPOHBI
YEJI0BEKa;
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B) ycunenue 3auIeHHOCTH TaHHBIX U 00eCcTieueHne COBMECTUMOCTH MOTOKA JAHHBIX C IPYTHM
MIPOrpaMMHBIM 00€CTICUCHUEM;
B) o0a oTBeTa BepHBI.

Jl71s 4ero B MOTOYHBIX MIM(pax UCIONB3YIOTCS PETUCTPHI CABUTA C 0OPATHOM CBS3bI0?
A) 17151 TeHEepaluy KIH0YE€BOM OCIEI0BAaTEIbHOCTH;

B) st opraau3zanuu pexxuma oOpaTHOM CBSI3U B OJI0YHBIX MU(Dpax;

B) 06a oTBeTa BEpHHBI.

Uro Takoe ckpeMOep?

A) pOrpaMMHbIE WK alllapaTHbIC peaTU3alui reHepaTopa MCeBI0CITyYaifHO raMMBI;

B) nporpaMMHBIe WK anmapaTHbie peaTn3aluy alropyuTMa, MO3BOJISIOMIEro MHU(POBATH TOOUTHO
HEMpepbIBHBIC MOTOKH UH(OpMAIINK;

B) 06a oTBeTa BEpHHBI.

B uem cocrout rinaBHas mpooiieMa mu@poB Ha OCHOBE CKpeMOIepoB?

A) CHHXpOHHU3AIUS MePealonIero (KOIUPYIOIIEro) U NIPUHUMAKOIIETO (KO TUPYIOIIETo)
YCTPOWCTB;

B) xomupyroias mocie0BaTeIbHOCTh OUT MPOU3BOIMTCS U3 HEOOJBIIIOTO HAYaILHOTO 00beMa
uHpOpMaLnY;

B) manenbkuii nepuoj; raMMmal.

Kakue MeToapl CHHXpOHU3AUY TPUMEHSIOTCS Ha MTPAKTUKE B CUCTEMax IKU(poBaHUs HA OCHOBE
cKpemOIIepoB?

A) no6aiieHre B NOTOK HHGOPMAIMU CHHXPOHU3UPYIOMIUX OUTOB, 3apaHee U3BECTHBIX IPUEMHOI
CTOpOHE, UTO MO3BOJISET €M MPU OTCYTCTBUU TAKOTO OMTA aKTUBHO HAayaTh IOMCK CUHXPOHU3ALNHU C
OTIIpaBUTENIEM;

B) ucnonp3oBaHne BEICOKOTOYHBIX T€HEPATOPOB BPEMEHHBIX UMITYJIBCOB, UTO ITO3BOJISIET B
MOMEHTHI IOTEPU CHHXPOHHU3AIMH MPOU3BOAUTH paciiuppoBaHie TPUHUMAEMbIX OUTOB
uHpopManuu "mo namATH" 6e3 CHHXPOHHU3AINH;

B) 06a oTBeTa BEpHHI.

Kaxkoit MmeTo1 ucronb3yeTcs I paHAOMH3AINA COOOIICHUH ?

A) BHECEHHE CITy4allHBIX OUT B caM mudpyeMblil paiiia ¢ iTHOpUPOBaHUEM UX Ha Jemupyronen
CTOPOHE;

B) mm¢poBanue ncxoaHoro (aiina cirydaiHbIM KIHOUOM;

B) 06a oTBeTa BEpHHI.

Kaxkue I_HI/I(l)pCI/ICTeMBI N3 IICPCUUCIICHHBIX HUXKXEC ABJIAIOTCA MOTOYHBIMHU?
A) A5, SEAL, RC4;

B) DES, AES, Rijndael,;

B) RC2, RC5, IDIA .

[lepeuncnure OCHOBHBIE PEXKUMBI PaOOTHI, IPEAYCMOTPEHHBIC B CTaHAapTe MH(PPOBAHUS JAHHBIX
'OCT28147-89.

A) npocTOii 3aMEeHbl, FaMMHPOBaHUs, TAMMUPOBAHHUS C OOPATHOH CBS3bI0, FTAMMHUPOBAHUS C
00paTHOH CBSA3BIO MO MH)P TEKCTY;

B) npocToii 3ameHbl, raMMUPOBaHNUs, TAMMHUPOBaHMsI ¢ 00PaTHOM CBSA3bIO, BBIPAOOTKU
MMUTOBCTABKH;

B) snexTpoHHAs KOIOBasi KHHUTA, CIETUICHHS OJIOKOB, 00paTHasi CBSI3b 110 BHIBOILY, OOpaTHas CBSI3b
1o MUGPTEKCTY.
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[lepeuncnute OCHOBHBIE PEKHMBI Pa0OTHI, TPEAYCMOTPEHHBIE B CTaHAApTE MN(POBAHUS TAaHHBIX
DES.

A) pocToii 3aMEHBI, TAMMHPOBAaHHUS1, TAMMHUPOBAHUS C OOPATHOM CBSI3bI0, FTAMMHUPOBAHUS C
00paTHOM CBS3bIO N0 MHUPPTEKCTY;

B) mpocToii 3aMeHbl, TaMMHPOBaHHsI, TAMMUPOBAHUS C OOPATHOH CBS3bI0, BEIPAOOTKH
UMHUTOBCTABKH;

B) snekTpoHHas KOJOBasi KHUTA, CLETUICHNS 0JI0KOB, 0OpaTHas CBS3b MO BBIXO/Y, OOpaTHas CBSI3b
no mmdprexcry?

HazoBure aeiictBytommii crangapt mudpoBanus B AMepuke?
A) DES;

B) AES;

B) Triple DES.

Kaxoit kpunrorpaduyeckuii airopuT™ JIeT B OCHOBY cTanaapTa mudpoanus AES?
A) Lucifer;

B) Blowfish;

B) Rijndael.

Kakue 13 mpuBeIeHHBIX KPUTITOTPAPUIECKIX aITOPUTMOB HCIIOJIB3YIOT B OCHOBE ceTh Deiictens?
A) DES;

B) Rijndael,

B) 06a oTBeTa BEepHHI.

UYro obmiero B cranmaprax DES u 'OCT28147-89?

A) pa3mMep 6I10Ka, pa3zMep KItoua, KOJTUYECTBO IIUKJIIOB;
B) pa3zmep Gitoka, mpeoOpa3oBaHue, KOJTHMYECTBO IUKIIOB,
B) 06a oTBeTa BEpHHBI.

Ha3zoswure pa3mep kitoua (B 6urax), ucnoiapzyemoro B kpunrocucreme 'OCT28147-89?
A) 32;

B) 56;

B) 256.

[Touemy kpunrorpaduueckuii anroputm ['OCT28147-89 Gonee yCTOWUNB K BCKPBITHIO ITyTEM
MOJTHOTO TIepedopa Mo MHOKECTBY BO3MOKHBIX 3HaUSHHH Kiroda, uem DES?

A) dbynkmus mmdposanus ['OCT ropaszno cnoxkaee Gynkiuu mudpoanus DES;

B) B cuity HamMHOr0 GOJIBIIEH JUIMHBI KITIH0YA;

B) 06a oTBeTa BEpHHI.

Yro Takoe manmKecT cooOmenus?

A) pe3ynbpTaTa BEIYUCICHHS XelI-(QyHKIUH;
B) nudposoii oTreuaTok naabla;

B) 06a oTBeTa BEpHHBI.

Kakas maTematudeckast mpo0ieMa JISKHUT B OCHOBE CXEMbI OTKPBITOTO paclpeieeHus KITFouei
Juddu n Xennmana (Diffi W., Hellman M.E.)?

A) omepaiyisi BRBIUUCIEHUS TUCKPETHOTO Jorapudma;

B) dbakropuzanus 0OIBIIOrO YUCIa;

B) 06a oTBeTa BEpHHBI.

B 1yem cocTonT OCHOBHOE OTIHYIHE ACUMMCTPHUYHBIX KPUIITOCUCTEM OT CI/IMMGTpI/I‘-IHBIX?
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A) 115 Iepeiayy OTKPBITOTO KITF0Ya OT MOJTy4aTesisi K OTIPABUTENIO CEKPETHBIN KaHa HE HYKEH.
BmecTo Hero ncnonbp3yercst ayTeHTUIHBIN KaHajl, TapaHTUPYIOUIHA MOUTMHHOCTh HCTOYHUKA
uHbOopMaIuy;

B) nns mudpoBanus u nemm@poBaHUs UCTIONB3YIOTCS pa3IMyHbIE KITIOUYH;

B) 00a oTBeTa BepHBI.

HazoBute Hanbosee pacrpocTpaHeHHbIE 00JIaCTH TPUMEHEHUSI aCUMMETPUYHBIX
KpUNTOrpapuyecKux cucrem?

A) accuMeTpHYHas CUCTeMa UCIIONIb3YeTCs A MH(PPOBAHUS KOPOTKOTO CEaHCOBOTO KJIIOUa, a
UH(POPMALMOHHBIE TOTOKH B TEYEHUE CEAHCa MPUXOAT [0 CHMMETPUYHON CUCTEME;

b) accumerpuuHas cuctemMa HCIONb3yeTcs Ui JOKa3aTeIbCTBA MIPUHAJJISKHOCTH B CIIy4Yae OTKa3a
OTIIPABUTEIIS/TIONTyYaTeNsl OT paHee MePeJaHHOTO/TIPUHATOTO COOOIICHUS;

B) 06a oTBeTa BepHHI.

Jlyia pelieHust Kakux 3a7a4 UCIOJIb3yeTcs [U(poBas MOIMUCH?

A) U1 TOKa3aTenbCcTBa MPUHAICKHOCTH B CIydae 0TKa3a OTIPABUTENS/TIOIydaTeNs OT paHee
NepeaHHOTO/TIPUHSATOTO COOOIICHHUS;

B) niis obecriedeHust ayTeHTH()HUKAIINN U KOHTPOJISI IETTIOCTHOCTH;

B) 06a oTBeTa BEepHHI.

SIBisieTcst M BEPHBIM YTBEPKJIEHHUE, YTO MPUMEHEHNE aCUMMETPUYHBIX CUCTEM B OOIIIEM cliyyae
MIPUBOIUT K CYIIIECTBEHHBIM 3aJIepyKKaM MpH MU POBaHUH (10 CPABHEHHUIO ¢ CHMMETPUYHBIMHU)?
A) na;

b) uer;

B) 3aBUCHT OT pa3MepOB HUCIOJIb3YEMbIX KIIFOYEH.

Kakum 06pa3zom Beruucisercst nudponasi HoaIUCH?

A) TocJIeTI0OBaTEIbHOE BBIYUCIICHNE XeI-(PYHKIIMH OT HCXOIHOTO COOOIICHUS U MU POBaHUE
MOJTyYEHHOTO 3HAUYEHHUS HAa CEKPETHOM KIII0U€ OTIpaBUTENs (MK paciiudpoBaHie Ha OTKPBITOM
KJIIOUE MPU IPOBEPKE MOIUCH);

b) nocnenoBatenbHOE mK(poOBaHUE UCXOTHOTO COOOIICHHS HAa CEKPETHOM KJIH04Ye OTIPABUTENS U
BBIYUCIICHUE XeII-YHKIUHU OT 3alU(pPOBAHHOTO COOOIICHUS;

B) nocnenoBaTenbHOCTH ONepalyii He UMeeT 3HAUYCHUS.

BepHo nu yTBepxkieHUE, YTO B ACHMMETPUYHON CUCTEME HUKTO, KPOME OTIPABUTEIS
MOJIMCAaHHOTO COOOIICHNUS, HE 3HAET CEKPETHOTO KITF0Ya, Ha KOTOPOM COoOIIeHne ObLITo
HOIIHUCAHO?

A) na;

B) HeT, ceKpeTHBIN KITI0Y U3BECTEH TAKXKE YAOCTOBEPSIOIIEMY LIEHTPY, BbIAABILIEMY OTIIPABUTEIIO
cepTudUKaT HUPPOBOI MOIIHCH;

B) HeT, ceKpeTHBIH KITI0Y U3BECTEH TAKXKe LIEHTPY ayTEHTU(DHUKALMH, B KOTOPOM HUCIOIb3YETCs
KPHUIITOCHCTEMA.

Kakas QyHKIMs Ha3bpIBaeTCs OTHOCTOPOHHEH (one-way function)?

A) ®yukuus f(X) HassiBaeTcst oHOCTOPOHHEH (one-way function), eciin s BCeX X U3 e 00aacTu
OIPEJICTICHNUS JIETKO BBIYMCIUTH Y=f(X), HO HAX0XKJCHHUE MO 3aJ]AHHOMY Y0 TAKOTO X0, U151 KOTOPOTO
f(X0)=Yo, BBIYUCITUTEILHO HEOCYIIECTBHMO;

B) ®ynkuus f(X) Ha3biBaeTcs oHOCTOPOHHEH (one-way function), eciu Ui HAXOXKICHHE TI0
3aIaHHOMY Y0 Takoro Xo, 1u1st kotoporo f(Xo)=Yo TpedyeTcs HaCTONBKO OrPOMHBIN 00beM
BBIYUCIICHH, UTO 32 HUX MIPOCTO M HE CTOUT OpaThCs;

B) 00a oTBeTa BepHBI.
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BepHo nu yTBepKIcHUE, YTO LIEIOYUCICHHAs moka3arenbHast pynkuus f(X)=a*(mod n), roe
OCHOBAHHE & M MOKA3aTeNb CTEIICHH X MPUHAAIeKAT nHTepBary (1,n-1), sBiseTcss OMHOCTOPOHHEH
byHKIHEH?

A) na;

B) cyuiecTBOBaHHE OTHOCTOPOHHUX (YHKIHUIT HE OKA3aHO, HO OHA MOXET OBITh B35ITa B KAYECTBE
IpUOIKEHNUS;

B) ner.

K xaxkum kpuntorpadudecKuM CUCTEMaM OTHOCUTCS cuctemMa RSA?

A) K GJIOYHBIM SKCTIOHEHITHAIBHBIM CHCTEMaM, TaK KaK KKl OJIOK M OTKPBITOTO TEKCTa
paccMmarpuBaeTcs Kak 1esnoe 4ucio B uarepsase ot 0 o (N-1) u mpeobpasyetcs B 010K
mmdpTeKcTa;

B) x mudpam ogHO3HAYHOM 3aMEHBI;

B) 06a oTBeTa BEpHHBI.

Uem onpenensieTcs CTOMKOCTh KpuntocucteMel RSA?

A) CI0XHOCTBIO U3BJIEUEHUSI KOPHS CTENEHH € U3 OO0JIBLIOrO 1IEJI0r0 YHUCa M0 3aJaHHOMY MOJYJIH0
n;

B) c10HOCTBIO pa3I0KeHUs Ha IPOCTHIE COMHOXKUTENN OOJIBLIOTO 1IEJI0r0 YHCIIa;

B) 06a oTBeTa BEpHHBI.

Kakas ¢ynkims ncnomnp3yercs B kpuntocucreMe RSA 11t reHepanuy ceKpeTHOro Kiroda?
A) bynknus Dinepa;

B) pynkuus Mebuyca;

B) 06a oTBeTa BepHHI.

Kaxoit ¢aktop onpeaensieT pa3mep Kiroda B Kpuntocucreme RSA?
A) pecypcamu OBM, Ha KOTOpO# ycTaHOBJIEHA KPUIITOCUCTEMA;
B) nnuHOM mudpyemMoro OTKpBITOTO TEKCTa;

B) pazmepom MoayIs N, 0 KOTOPOMY HAET Mu(ppOBaHUE.

YewM ormpenensercsi CTOMKOCTh kpuntocucteMsl Elgamal?

A) CIOXHOCTBIO TUCKPETHOTO JIOrapu(pMUPOBaHUS;

B) cl1o’XHOCTBIO pa3oXKeHHs Ha MPOCThIE COMHOXKHUTEH OOJIBIIIOTO HEJIOTO YUCIIA;
B) 06a oTBeTa BEpHHI.

Kakas cxema mmdpoBaHus Jierjia B OCHOBY CTaHIAPTOB dJIeKTpoHHOM nudpoBoi nmoamucu B CILITA
(DSA — Digital Signature Algorithm) u Poccuu (TOCT 334.10-2001)?

A) cxema PaiiBecra, [llamuns u Annemana (Rivest R., Shamir A., Adleman L.;

B) cxema Dnp-T'amans (Elgamal);

B) cxema Jluddu nu Xennmana (Diffi W., Hellman M.E.).

ITo xakoii hopmyIie BBIYUCISIETCS CEKPETHBIA KITF0Y B IHdpe Dinb-I"amans?

A)Y =g (mod p)
B) ed = 1 (mod &(n));

B) BIOMpaeTcs NpOU3BOIBHO U3 ycinoBus 1 <x <p.

[To kakoii (hopMyJie BBIYMCISETCS CEKPETHBIN K04 B mHppe RSA?
A)Y =g (mod p)
B) ed = 1 (mod &(n));

B) BBIOMpacTCs MPOU3BOIBLHO U3 yCIoBHS 1 < X < p.
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K xakomy kiaccy mmmdpoB oTHOCUTCS mHdp mo cxeme Dib-Iamans?
A) mudpel MHOTO3HAYHON 3aMEHHBI;

B) cxembI BEpOSTHOCTHOTO MIM(PPOBAHUS;

B) 06a oTBeTa BEpHBI.

Yro obmiero Mexy kpuntocucremamu Oib-1"amans u RSA?
A) mmdpbl MHOTO3HAYHON 3aMEHBI;

B) mmdper 01HO3HAYHOM 3aMEHBI;

B) acummeTpuuHbIe U (PHI.

B uem cocrout crioco6 B3noma mmudpa RSA ?
A) B TOM, 4TO0OBI HAUTH METOJT BBIYHUCIICHHSI KOPHS CTEIEHH € 13 MOd N,. TOCKOJIbKY KpUIITOrpaMma

C=M ) (mod n), To kopHeM cternienu € u3 (Mod Nn) sBisercst coodieHue M;

B) B TOM, 4TOOBI HAlTH TJIABHBIE COMHOYKHUTEIH 0011ero Moyt N (P U (), MOCKOJIBKY C UX
IIOMOLIBIO MOYKHO JIEFKO BBHIYUCIIUTE CeKpeTHbIH Kitou d s pacmmdposanus M= CY (mod n);
B) o0a oTBeTa BepHBI.

B yem cocTodt npenmyiecTBa MUGPCUCTEM C OTKPHITHIMHU KIIOYaMU?

A) U1 oOMeHa KJItoyaMH aOOHEHTaM CEKPETHbII KaHall He HyXKEH;

b) npuMeHeHne CUMMETPUYHBIX CUCTEM IPUBOAUT K CYIIECTBEHHBIM 33/I€pKKaM IIpU MIHUPPOBaHUU
(10 cpaBHEHHUIO C ACUMMETPUYHBIMH);

B) o0a oTBeTa BepHBI.

Kakwue x31-(yHKINN UCTIOIB3YIOTCS Al (opMuUpoBaHus HUGPOBOI MOITUCH?
A) GeckIroueBble OJHOCTOPOHHHE X3II-(DYHKINH;

B) xto4yeBble 0IHOCTOPOHHUE XAI-(DYHKIINH;

B) xpuntorpadudeckue X3m-QyHKIHH.

Xbsmi-3HaueHue Kakoi AnuHbI (B 6aiitax) BerauciseT crangapt [[OCT P34.11-20017
A) 32;
b) 16;
B) 20.

Kakoii mmdp ucnonsiyet oreuectBeHHbI cranapt xaumpoBanus ['OCT P 34.11-94 nns
mHPOBaHUS HCXOJHBIX JAHHBIX, YTOOBI 00ECTIEYUTh HEBO3MOKHOCTH O100pa COOOIIEHHUH C
OJINHAKOBBIM X3III-3HAYEHUEM?

A) RSA;

B) I'OCT 28147-89;

B) mmudp Dap-I"amans.

[Tepeunciute anrOPUTMBI SJIEKTPOHHON UPPOBON TTOATHCH?

A) RSA, DSA, EGDA, cxema lInoppa, 'OCT P34.10;

b) T'OCT 28147, DES, AES, ESIGN, ECDSA,

B) CTb 1176.2-99, McEliece, Rijndael, Cxema quddu — Jlammopra.

K xakuMm Bumam atak ys3BuMma nudposas noanuck RSA?
A) K MyJIbTUIUIMKaTUBHOM aTaKe;

b) HeueneBoro UCNoIb30BaHUS CEKPETHOTO KITHOYA;

B) 06a oTBeTa BEpHBI.
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Kakumu npeumymiectBamu 061a1aeT cxema MU poBoi noanucu mb-I"aMans o cpaBHEHUIO CO
cxemoit nmudpoBoi nmoanucu RSA?

A) 1IpH 3aJJaHHOM YPOBHE CTOMKOCTH aIropuT™Ma HUGpOBOH NOAMKCH IIeIble YUCIIA, YIaCTBYIOIINE
B BBIUHCJICHUSIX, UMEIOT 3alIUCh Ha 25% Kopoue, UTO YMEHBIIAET CI0KHOCTh BBIYMCICHUN TOUTH B
JIBa pa3a M MO3BOJISET 3aMETHO COKPATUTh 00bEM HCIOIb3yEMON MaMsITH;

b) npu B16OpEe MoayIst P 10CTaTOYHO MPOBEPUTH, YTO 3TO YUCIIO SIBIISIETCS [IPOCTHIM;

B) 06a oTBeTa BEpHHI.

7.3.2 IIpomexyTouHas aTTeCTaIMs
OneHouyHbIE CPEJICTBA AJIS IPOMEKYTOUHOM aTTecTaluu
DK3amMeH
Crnrcok BOIpocoB JUIsl 3K3aMeHa
HapucoBats 6510K-cXeMy aNropuTMa U IpUBECTH YHCIIOBOM mpumep mudpa BepHama.
[TpuBecTH YMCIIOBOM PUMED C JIMHEHHBIM F€HEPATOPOM FaMMbl ¢ MAKCUMAaJIbHBIM [IEPHOIOM.
HapucoBats 6510K-cXeMy alropuT™Ma U IPUBECTU YHCIOBOW MpUMep 0OMeHa KII0YaMHU [0 CXeMe
HMuddu-Xennmmana.
HapucoBatp 0JI0K-cXeMy aJIrOpUTMa U IPUBECTU YUCIIOBOU npumep mudpa RSA.
HapucoBatp 6510K-cxeMy anroputMa U IpUBECTH YUCIOBOH npumep 1mmdpa Dib-Iamarns.
Hapucoats 6510k-cxemMy 1udpoBoii noanucu mo anroputMmy RSA. IIpuBecTtu uncioBoit mpumep.
Hapucoatp 6510K-cxeMy anropuTMa U IPUBECTH YHCIOBOM MpUMep KpHUNTOrpaduyecKoi Xer-
GyHKIHH.
Hapucosatp 650k-cxemy mudpoBoii noanucu no anroputmy EGSA. IIpuBectu 4nciaoBoil mpumep.
HapucoBats 6510K-cXeMy anropuTMa U IpUBECTH YUCIOBOU MpUMep MUGPOBAHUS JAHHBIX DIlb-
INamaurs.
HapucoBaTtpe 0J0K-CXeMy T€HEpallud YacTHOTO OTKPBITOTO Kitoua 1o anroputmy ['OCT P 34.10-
2012. IIpuBecTH YUCTOBOM MpUMED.
HapucoBate 0Onok-cxemy reHepanuu rammbl mo cranmapty ['OCT P 34.12-2015. IlpuBectn
YUCIIOBOW MPUMED.
HapucoBats 6510Kk-cxeMy pacmu@poBaHus JaHHBIX 10 aaroputMy Onb-I"amans. [Ipusectu
YUCIIOBOW MIPUMED.
Hapucoats 650k-cxemy nudposoit noanucu no anroputmy ECDSA. TIpuBecTn yncioBoit mpumep.
Hapucosats 610k-cxemy nugposoit nognucu mno anroputmy ECDSA. ITpusectu uncioBoii npumep.
HapucoBats 6510K-cXeMy anropuT™Ma U IPUBECTH YUCIOBOW MPUMEP CIIOKEHUS ABYX TOUYEK
AIUTMNTUYECKON KPUBOU HAJl KOHEYHBIM ITOJIEM.
HapucoBats 6510K-cXeMy anropuT™Ma U IpUBECTU YUCIOBOW MPUMEp YABOCHHUS TOUKH
AIUTMNTUYECKON KPUBOU HAJI KOHEYHBIM ITOJIEM.
Hapucoats 6;10Kk-cxemy nudpooii noanucu no anroputMmy ['OCT P 34.10-94. [IpuBectu uncioBoit
puMep.
HapucoBate 0m0k-cxemy mmdpoBoi noanucu mno anroputmy ['OCT P 34.10-2012. IlpuBectn
YUCIIOBOW MPUMED.
HapucoBate 0n0k-cxemy ¢yHKimu mudpoBanus aaHHbIX 1o crangapty ['OCT P 34.12-2015
(Marma). [IpuBecTu 4nCIIOBOM TTPUMED.
HapucoBats 6110k-cxemy pyHKIuu mudpoBaHus qaHHbIX o cranaapty DES. IlpuBectu uncioBoi
puMep.
HapucoBatp 0J10K-cxeMy aJIrOpUTMA U TIPUBECTH YUCIIOBOW mpuMep 3ameHsl 1o Tadmuie ['OCT P
34.12-2015. TlpuBecTy YUCIOBON TIpUMED.
HapucoBare 6nok-cxemy mmdposanus aanHeix no cranzapry I'OCT P 34.12-2015 (Marma).
[IpuBecTH YnMCI0BOM MTPUMED.
HapucoBate 0i0k-cxemy mmdpoBanus naHubix no crangapty I'OCT P 34.12-2015 (Ky3neuuk).
[IpuBecTH YMCIOBOM MTPUMED.
HapucoBats 610k-cxeMy mudpoBanus qaHHbIX o ctanaapty DES. [IpuBectu uncinooit mpumep.
Hapucosatp 65ok-cxemy mudpoBanust JaHHbIX 10 ctanaapty AES. [IpuBect yncnoBoi mpumep.
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