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1. euan, 32024 U IVIAHUPYEMBbIe Pe3yJIbTAThl 00yUYeHHs 10 JUCHHUILIHHE

VYyeOnas nucuuruinHa «Pa3paboTka U SKCITyaTanus 3aUIeHHbIX aBTOMaTU3UPOBAHHbBIX
cucteM» obecriednBaeT (popMUpOBaHNE KOMIIETEHTHOCTH B 00JIACTH Pa3pabOTKH U SKCILUTyaTalluu
ABTOMATU3MPOBAHHBIX CHUCTEM B 3allUIICHHOM MWCIOJHEHUH, OTIEIbHBIX KOMIIOHEHTOB
aBTOMATH3MPOBAHHBIX CHCTEM, C YYe€TOM TpeOOBaHUI HOPMATHBHO-TEXHHYECKOW U
METOAMYECKON IOKYMEHTAIIUU 110 00ecIeueHn 0 0€30MMacHOCTH HH(OpMaITUH.

K ocHOBHBIM 3agayamM oOCBOeHHMs JUCHMIUIMHBI «Pa3zpaboTka M dKCIuTyaTanus
3alUIIEHHBIX aBTOMATU3UPOBAHHBIX CUCTEM» CIIEAYET OTHECTH:
npuoOpereHre 00ydaeMbIMU HEOOXOJMMOT0 00beMa 3HAHUN U MPAKTHYECKUX HABBIKOB B
o0JacTy CTaHIapTU3ALMHU U HOPMOTBOPYECTBA B 00JIACTH 3aIUTHl aBTOMATU3UPOBAHHBIX CUCTEM;
- popmupoBanue y 00ydaeMbIX [[EIOCTHOTO MPEICTABICHHS 00 OpraHu3alluy U COJACPIKAaHUU
IPOLIECCOB MPOEKTUPOBAHUS, Pa3paOOTKH, BHEIPEHUS U SKCILTyaTalldd aBTOMATU3MPOBAHHBIX
cucteM (AC) B 3alIMIIEHHOM HCIIOJTHCHHUH.

- OIpeJIelIeHre MeCTa CUCTEMbI 3alIUThl HH(pOpMALMK B KOPHIOPATUBHONW MH(OPMaLMOHHON
cucTeMe;

- ompeeneHue U KiaccuduKalus METOJOB 3allUThl HHQOpPMAIMM B pacHpelelIeHHON
BBIUUCIUTEILHOU CETU MPEANPUSATHS;

- pPacKpbITHE MPUHIUIIOB, METOJIOB ¥ TEXHOJIOTMH MPOEKTUPOBAHUS CUCTEM 3aIUTHI THPOPMALTUU
JUTSE KOPIIOPATUBHBIX HHPOPMAIIMOHHBIX CUCTEM;

- U3y4Y€HUE Hay4HbIX, IPUKIATHBIX U METOJ0JIOTMUECKHUX acCleKTOB OpraHU3alluu TEXHOJIOTUN
3aIUThl aBBTOMATH3UPOBAHHBIX CUCTEM;

- U3y4YeHHUe Hay4YHbIX U MPUKIIAJHBIX aCTIEKTOB OpraHU3aly 3alIUIIEHHON HHPACTPYKTYpHI
KOpPIOPaTUBHOM MH(OPMAIIMOHHON CUCTEMBI;

- 3aKperieHUe MOTYYEHHBIX 3HAaHUM ¢ LeIbl0 X TPUMEHEHHUS Ha MPAKTHUKE M1OCIIe OKOHYAHUS
yueOBbl;

- yIIpaBJIEHUE IOCTYIIOM MOJib30Bartelen K pecypcaM AC ¢ LIETBIO €€ 3alUThI OT HEMPABOMEPHOTO
CJIy4aifHOTO WJIM YMBIIUIEHHOTO BMEIIATEIbCTBA B PA0OTY CUCTEMBI U HECAHKIIMOHUPOBAHHOTO
JocTyna K ee HHQOpMalMOHHBIM, IPOTPAMMHBIM U allapaTHBIM pecypcam;

- peructpamusi, cObop, xpaHeHue, oOpabOTKa W BbIaya CBEACHHI 000 BCEX COOBITHSAX,
IPOUCXOSIINX B CUCTEME U UMEIOIINX OTHOIIIEHUE K €€ 0e30MacHOCTH;

- KOHTPOJIb ¥ MOJJIEpKaHNE IETTOCTHOCTH KPUTHUHBIX PECYPCOB CUCTEMBI 3AIUTHI U CPEJIbI
UCTIOJTHEHUS! MPUKIIAAHBIX IPOTPAMM;

OOyuenue mno gucuuiuiiHe «BBelgeHHe B aHAIMTHKY HWH(POPMALMOHHOM OE30MaCHOCTH»
HampaByieHO Ha (OPMUPOBAHKE Yy O0YUAIOIIMXCS CIETYIOIINX KOMIETEHLINH):

Koa v nanmenoBanue NHankaTopbl 10CTHKEHUSI KOMIIETEH UM
KOMIIeTeHIH
OIIK-14 Criocoben NOIIK-14.1. 3naeT OCHOBHbIE YIpO3bl 0€30MaCHOCTH MH()OPMALIUH U MOJIEITH
OCYIIECTBIISAT Pa3pabOTKy, | HapyIIUTENs B aBTOMaTH3MPOBAHHBIX CHCTEMaX; aBTOMAaTH3UPOBAaHHYIO CHCTEMY
BHEJPCHUE U KaK 00beKT HH()OPMAIIMOHHOTO BO3/ICHCTBHUS, KPUTEPUH OLICHKH ¢
IKCILTyaTaLHIO 3aIMUIIEHHOCTH ¥ METOABI 00ecIeueHus ee HHYOPMAIIMOHHOW O€30I1aCHOCTH;
ABTOMAaTHU3UPOBaHHBIX OCHOBHBIE MEpHI 110 3aIUTe NHOOPMAIUK B aBTOMAaTH3UPOBAHHBIX CHCTEMAaX
CHCTEM C Y4ETOM (opraHu3anMOHHEIE, IPaBOBbIE, IPOrPaMMHO-aIIIapaTHbIE, KPHIITOrpadguIecKue,
TpeOOoBaHMI 110 3aLnTe TEXHUYECKHE); OCHOBHBIE KPUNITOrpahUuecKue METOABI, AITOPUTMBI, IPOTOKOJIH,
nH(pOpMAaIUH, TTPOBOJIUTH WCIONIb3yeMble JIsl oOecrieueHus] HHPOPMAITMOHHOM 0€30IacHOCTH B
TIMOATOTOBKY MCXOJHBIX ABTOMATU3UPOBAHHBIX U TCICKOMMYHUKAITUOHHBIX CUCTEMAX.
JIAHHBIX JJI1 TEXHUKO- NOIIK-14.2. YMeer pa3pabarsiBaTh TEXHUYECKUE 3aJaHUs HA CO3/IaHNE
HKOHOMHYECKOTO MOJICUCTEM MH(POPMAIIMOHHOW 0€30MaCHOCTH aBTOMAaTU3UPOBAaHHBIX CHCTEM,
000CHOBaHHS IIPOEKTHBIX MIPOEKTUPOBATH TAKHE MOACUCTEMBI C YYETOM JIEHCTBYIOIINX HOPMAaTHBHBIX U
pemeHunit METOJIMUECKHUX JOKYMEHTOB; HCCIIEI0BaTh 3(PPEKTUBHOCTH CO31aBAEMbIX CPEICTB
aBTOMAaTHU3alNH, IPOBOJUTH TEXHHKO-IKOHOMHYECKOE 000CHOBAaHHE IPOSKTHBIX
peLIeHuit; pa3pabaTbIBaTh YaCTHBIC IIOJUTHKH HHPOPMALOHHOI 6e30MacHOCTH
nHGOpPMaMOHHOW 0€30IIaCHOCTH AaBTOMATH3HPOBAHHEIX CHCTEM.
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NOIIK-14.3. Bnageet metogamu popMupoBaHUs TpeOOBAHUMN 10 3aIINUTE
nH(pOpMALINKU; METOIAMH M TEXHOJIOTHSIMU MPOSKTUPOBAHUS, MOJICTTUPOBAHNS,
WCCJIEJOBAaHNSI aBTOMAaTH3UPOBAHHBIX CHCTEM U 26 IOJCHCTEM 0€30I1acHOCTH
aBTOMAaTU3UPOBAHHBIX CUCTEM; - METOAAMH U CPEICTBAMH TEXHUYECKOW 3aIUThI
nH}popmanuu

TIK-1 Crioco6HOCTE
CO3JaBaTh U UCCJIEA0BATH
MOZENIN
ABTOMATH3UPOBAHHBIX
CHCTEM

UIIK-1.1. 3Haet: - Moaemu Mu(POB U MATEMATHICCKHE METOBI HX
HCCIICIOBAHMSI;, - OCHOBHBIC YTPO3bI 0€30MACHOCTH HH(POPMALIUU B MOJICIH
HApPYIIUTEIS B ABTOMATU3UPOBAHHBIX CHCTEMAX; - OCHOBHBIC XapaKTCPUCTHKU
CUTHAJIOB JICKTPOCBSI3H, CIICKTPBI U BUIIBI MOTYJISIMH; ATAJOHHYIO MOJIENb
B3aMMOJICHCTBHS OTKPBITHIX CHCTEM; IPHHITUIIBI IIOCTPOCHUS H
(YHKIMOHUPOBAHUS CUCTEM U ceTeil mepenadn nHQopMaIiy; - TPeOOBaHUS K
mmdpaM 1 OCHOBHEIE XapaKTepUCTHKH 29 mudpoB; MOAETH MHI(PPOB U
MaTeMaTHYECKHE METOIBI X MCCIIEIOBAHHS.

UIIK -1.2. YMmeerT: - pa3pabaTeIBaTh U UCCIEIOBATH AHATUTHYECCKHIE U
KOMITBIOTEPHBIC MOJIETT aBTOMAaTU3UPOBAHHBIX CUCTEM U MOJACUCTEM
0€3011aCHOCTH aBTOMaTH3UPOBAHHBIX CUCTEM; - HCCIIEI0BaTh 3P PEKTUBHOCTh
CO371aBaEMBIX CPEJICTB aBTOMATU3AIIUU, IPOBOJAUTH TEXHUKO - SKOHOMHUYECKOE
000CHOBAHHE TPOCKTHBIX PEIICHHUIH.

UIIK -1.3. Bnazgeert: - HaBbIKaMH MaTEMATHYECKOTO MOJIETUPOBAHUS B
KpUNTorpaduu; - METOAaMU ¥ TEXHOJIOTUSIME MTPOCKTUPOBAHNUS, MOICHPOBAHUS,
uccnenpoBanus 30 aBTOMaTH3UPOBAHHBIX CUCTEM U ITOJCUCTEM OE30MaCHOCTH
aBTOMATH3UPOBAHHBIX CHCTEM; - HABBIKAMH aHAIIN3a ¥ CHHTE3a CTPYKTYPHBIX U
(YHKIIMOHATHHBIX CXEM 3aIUIICHHBIX aBTOMATH3UPOBAHHBIX HH()OPMAIIHOHHBIX
CHCTEM; - HaBBIKAMH aHaJII3a OCHOBHBIX XapaKTEPUCTHK U BO3MOXKHOCTEN
TEIeKOMMYHHUKAITMOHHBIX CHCTEM TI0 TIepenavye HHPOPMAINH; - HaBBIKAMHI
HCTIOJIH30BaHUS MPOTPAMMHO-AIIAPATHBIX CPEACTB 00eCTIeUeHHS
“HGOPMAITMOHHON 0€30IMaCHOCTH aBTOMATH3WPOBAHHBIX CUCTEM

[TK-3 Cnoco6HOCTH
paspadaTbIBaTh MOJEIH
yrpo3 U MOJCIH
HapyLIUTEISA
nH(OpPMAIMOHHON
0e3omacHoOCTU
ABTOMATU3UPOBAHHOM
CUCTEMBI

UIIK-3.1. 3HaeT: - OCHOBHBIE YIPO3bI O€30MAaCHOCTH HHPOPMAIIUH U MOJEITH
HapyUIUTENs B aBTOMATU3UPOBAHHBIX CUCTEMAX; - OCHOBHBIE MEPHI 10 3aIUTE
nH(pOpMaLMY B aBTOMATH3UPOBAHHBIX CUCTEMax (OpraHu3alMOHHBIE, IPABOBHIE,
MPOrpaMMHO-aIIapaTHbIe, KpUNTOrpapUIecKue, TEXHUIECKUE); - OCHOBHBIE
KpHIITOrpaduyecKue MeTo Ibl, aITOPUTMBI, IPOTOKOJIBL, HCIIOIb3YEeMBbIE JIJIs
obecrieueHns: THOOPMALMOHHOM 0€30I1aCHOCTH B aBTOMAaTU3UPOBAaHHBIX
TEJICKOMMYHHKAIMOHHBIX CHCTEMaXx.

HNIIK-3.2.YMeert: - pa3pabaTbIBaTh U UCCIIEA0BATh aHATUTHIECKUE U
KOMITBIOTEPHBIE MO/IENN aBTOMAaTH3NPOBAHHBIX CHCTEM H ITOJICHCTEM
Oe3omacHOCTH

[K-5. CnocobHOCTB
MPOBO/IUTH aHATIH3,
npeanarath u
000CHOBBIBAThH BEIOOD
peteHuit mo 00eceyeHHIo
3¢ EKTHBHOTO IPUMEHEHHUS
ABTOMATU3UPOBAHHBIX
cUCTeM B cepe
npoheCCHOHATLHOMN
JIeATEIBHOCTH

NIIK-5.1. 3Haert: - TpeboBaHMs K mH(paM 1 OCHOBHBIE XapaKTEPUCTHKH IU(POB;
APXHUTEKTYPY, IPUHIHIEI (PYHKIIHOHHPOBAHUS, JICKTPOHHYIO 0a3y COBPEMEHHBIX
KOMITBIOTEPOB, BEIYHCIUTENBHBIX U TEICKOMMYHUKAIIMOHHBI X CHCTEM; -
HUCTOYHHKH ¥ KJIACCH(PHUKALINIO YTpo3 HH(POPMAIIOHHOH 0€30II1acHOCTH; -
OCHOBHBIE CPEJICTBA U CIIOCOOBI o0ecTiedeHrs1 HHPOPMaIMOHHON 6e3011acHOCTH,
MPUHLIUIBI TOCTPOCHUS CUCTEM 3aIlUThI HHGOPMAIIUU; - OCHOBHbIE
MH(OpPMALMOHHbBIE TEXHOJIOTHH, HCIIOJIb3yeMble B aBTOMATH3UPOBAHHBIX
CHCTEMaXx; - OCHOBHBIE YTPO3bl 0€301MacHOCTH MH(POPMAIMH 1 MOJICIIH
HapyUIUTENs B aBTOMAaTU3UPOBAHHBIX CUCTEMAaXx; - OCHOBHbIE KOMOMHATOPHBIE 1
TEOPETHKO -rpa)OBBIC AJITOPUTMBI, & TAKKE CIIOCOOBI UX 3P PEKTHBHOIM
peanu3anuu u oueHku caoxsHoctu. UIIK -5.2. Vmeer: - ananu3zupoBaThb
IIPOTpaMMHBIE, APXUTEKTYPHO - TEXHUYECKUE U CXEMOTEXHHUUECKHE PEIICHNUS
KOMITOHEHTOB aBTOMAaTHU3UPOBAHHBIX CUCTEM C IIETIbIO BBISBICHUS
MOTEHIMATIBHBIX YSI3BUMOCTEH HH(pOpManmoHHO# 6e30macHOCTH
aBTOMAaTHU3UPOBAHHBIX CUCTEM; - KJIACCH(UINPOBATE U OLICHUBATH YIPO3bI
WHPOPMAIMOHHOW OE€30MaCHOCTH AJIs 00beKTa HH(popMaTH3aINN; -
MIPOEKTUPOBATH CTPYKTYPY M aPXUTEKTypy IPOrPaMMHOTO 00ECTIEUEHHS C
HCTIOJIb30BaHUEM COBPEMEHHBIX METOIOJIOTHI U CPEACTB aBTOMATH3AIUN
MIPOEKTUPOBAHHSI MPOTPAMMHOI0 00ECIICeYECHUSL.

UIIK -5.3. Brnazgeer: - HaBbIKaMy pa3pabOTKH, TOKYMEHTHPOBaHHUs 0a3 TaHHBIX C
y4eToM TpeOoBaHUit 1o obecneyeHnIo HHPOPMAIIMOHHOW 0€3011aCHOCTH; -
MeToaMH (POPMUPOBAHUS TPEOOBAHUH MO 3aIUTe HHPOPMALMH; - METOJMKAMHU
OLICHKH NOKa3aTesel kauectBa U 3pdextrnBHOCTH IBM 1 BHIYNCIUTENBHBIX
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cucreM; - mpoeCCHOHAIBHON TEPMHUHOJIOTHEH B 00,1aCTH HH(GOPMAIIMOHHOM
0e301aCHOCTH; - HABBIKAMH aHAJIN3a OCHOBHBIX Y3JIOB U YCTPOMCTB COBPEMEHHBIX
ABTOMATU3UPOBAHHBIX CUCTCM; HABbIKAMU aHaJIN3a U CUHTE3a CTPYKTYPHBIX U
(YHKIIMOHATBHBIX CXEM 3alUINECHHBIX aBTOMATH3UPOBAHHBIX HH()OPMAIIMOHHBIX
CUCTEM.

IIK-6. CnocoOHOCTh
pa3pabaTbeIBaTh U
AHATM3UPOBATH MPOEKTHBIC
pelIeHs o 00eCTICUYCHUTO
0e30macHOCTH
aBTOMaTU3UPOBAHHBIX
CHCTEM

UIIK-6.1. 3HaeT: - cpencTBa odecreueHus 0€30MaCHOCTH JAHHBIX; - OCHOBBI
OPTraHU3aLMOHHOTO U ITPaBOBOTO obecreueHns: MHYOPMALMOHHOH 6e3011acHOCTH,
OCHOBHBIC MOJIOXKEHUsI 3aKOHOAaTeNnbcTBa Poccuiickoit Ddeneparyu B obactu
3aIUTHl HHPOPMAIMH; - TOKA3ATENIN KauecTBa MPOrPaAMMHOT0 00eCIeUeHH S,
METOJIOJIOT MU U METO/IbI TPOSKTUPOBAHUS ITPOTPAMMHOTO 00ECIICUCHHUS; METO/IbI
TecTUpoBaHust U oTnanku [10; - IPUHIKITEI OPraHU3aIMU JTOKYMEHTHPOBAHHUS
pa3paboTKu, MpoIecca COMPOBOKACHHUS POTPAMMHOTO 00CCIICUCHUST; -
OCHOBHBIE CTPYKTYPBI IaHHBIX M CIIOCOOBI UX peai3allii Ha S3bIKe
MPOrpaMMUPOBAHUS - OCHOBHBIE KOMOMHATOPHbBIE U TEOPETUKO -rpadoBbIe
aJITOPUTMBI, & TaKXkKe cTIoco0bI UX 3PPEKTUBHON peanu3aIii 1 OICHKH
cnoxknoctu. UK 6.2. Ymeer: - popMupoBath TpeboBaHuUS U pa3padaThiBaTh
BHEIIHHE crieln(UKany Ui pa3padaThiBaeMOro MPOrpaMMHOTO 00eCTIeYeHUS; -
IUIAHUPOBATh Pa3pabOTKy CIO0KHOTO IPOrPaMMHOT0 00eCTIeYeHHs; - POBOAUTD
KOMIIICKCHOE TECTHPOBAHKE U OTIAJIKY IPOTPAMMHBIX CHCTEM; - TPOCKTHPOBATh
Y KOIUPOBATh AITOPUTMBI C COOIOICHUEM TPEOOBaHHH K KAUECTBEHHOMY CTHITIO
HNPOrPaMMHUPOBaHHs; PEaN30BBIBATE OCHOBHBIC CTPYKTYPBI JaHHBIX U 6a30BbIe
AITOPUTMBI CPEICTBAMHU SI3bIKOB POTPAMMHUPOBAHUSI; - TPOBOAUTH BEIOOD

3 PEeKTUBHBIX CIIOCOOOB peaTu3annui CTPYKTYP JAHHBIX U KOHKPETHBIX
ANTOPUTMOB IIPU PEIICHUU TPOPECCHOHATBHBIX 3a71a4; paboTaTh ¢
MHTErPUPOBAHHON cpeiol pa3paboTKH NPOrpaMMHOTIO 0OECIICUCHUSI; - OLICHUBATH
MH(OpPMALMOHHbBIE PUCKU B aBTOMAaTU3UPOBAHHBIX CUCTEMAX.

HNIIK -6.3. BnanmeerT: - HaBbIKAMH y4acTHS B OKCIIEPTHU3€ COCTOSHUS
3alIUIICHHOCTHU I/IH(bOpMaLII/II/I Ha O6’BCKT€ 3alIUTHBI; - HABBIKAMU IIPOCKTUPOBAHUA
MPOrpaMMHOT0 00ECIICYCHUS C HCIIOIb30BaHUEM CPEACTB aBTOMATHU3AINH; -
HaBBIKaMH pa3pabOoTKH, TOKYMEHTHPOBAHHS, TECTUPOBAHUS U OTIAKH
IPOrpaMMHOro 06ecreyeH s B COOTBETCTBUH C COBPEMEHHBIMH TEXHOJIOTHAMH H
METOZaMH IPOrPaMMHUPOBAHUSI; - HABBIKAMH pa3pabOTKH MPOrpaMMHOI
JOKYMEHTAIMU; HaBBIKAMH IPOrPaMMHUPOBAHHUS C HCIIOIb30BaHUEM

5 QEKTUBHBIX peann3aluii CTPYKTYP JaHHBIX U AJITOPUTMOB

I1K-7. Crioco6HOCTH
y4acTBOBATh B pa3paboTke
3aIIUIICHHBIX
ABTOMAaTHU3UPOBaHHBIX
cucreM B cdepe
po¢heCCHOHATBFHOMN
JIeSITEIbHOCTH

WIIK-7.1. 3Haer: - NpUHOMNOBI TOCTPOCHUS M (YHKIMOHHWPOBAHUS, MPHUMEPHI
peanu3anyii COBPEMEHHBIX CHCTEM YIIPaBIECHHs 0a3aMu JaHHBIX; - aPXUTEKTYpPy
cucteM 0a3 JaHHBIX; - OCHOBHBIC MOJICNH JaHHBIX; - (PU3UUECKYIO OpraHU3alNI0
6a3 maHHBIX; - TOCIEIOBATENBLHOCTh W COAEPKAHNE ITANOB IPOEKTHPOBAHUS 0a3
JTAHHBIX.

UIIK-7.2. Ymeer: - pa3pabaTsIBaTh U aAIMUHUCTPHPOBATH 0a3bl TaHHBIX; -
BBIJICIISITh CYIIIHOCTH U CBSI3U MPEMETHOI 00J1acT; - 0TOOpakaTh NPEIMETHYIO
00JacTh Ha KOHKPETHYIO MOJIEINb JaHHBIX; - HOPMAJIM30BaTh OTHOIICHUS MPH
MPOCKTHUPOBAHUY PEIIAIIMOHHON 0a3bl TaHHBIX; - MPUMEHATH TpeboBanus Enunoit
CUCTEMBI KOHCTPYKTOPCKOM JOKyMeHTaIuu U EquHOI cucTeMbl IporpaMMHOI
JIOKyMEHTALlH TIpH pa3paboTke TexHuueckoi qokymenranuu. MITK-7.3.
Brnaneer: - HaBbIkaMu pa3pabOTKH, JOKYMEHTUPOBAaHUS 0a3 JaHHBIX C yUYETOM
TpeboBaHuii o obecreueHno HHYOPMAITMOHHON 0€301TaCHOCTH; - HABBIKAMH
pa3paboTKN TEXHUYECKOH JOKYMEHTAIH B COOTBETCTBHUH C TPEOOBaHUIMHU
Enunoil cuctemMbl KOHCTPYKTOPCKOM TOKyMeHTauuu U EnuHoM cuctemsl
[IPOTrPaMMHON TOKYMEHTALUH.

IK-16. Ctoco6HOCTB
obecriednTh P PEKTHBHOE
HpUMEHEHHE
HH(POPMALMOHHO-
TEXHOJIOTHYECKUX PECypCOB
aBTOMAaTU3UPOBAHHOM
CUCTEMBI C Y4eTOM
TpeOoBaHUI
nH(OpPMaLMOHHON
0e301acHOCTH

UIIK-16.1. 3HaeT: - OCHOBBI OPTaHU3AMIOHHOTO U TPABOBOTO 00CCIICYCHHUS
nH(pOpMaNNOHHOH 6€301aCHOCTH, OCHOBHBIE TIOJIOKEHNUS 3aKOHOAATEIHCTBA
Poccuiickoit @enepariu B 001aCcTH 3aIIUTH HH()OPMAITIH; - OCHOBHBIE METO/IBI
ynpasieHus naHpopmarmonHoi 6ezonmacHoctrio. UIIK-16.2. YMmeer: -
BOCCTaHABJIUBATH PabOTOCIIOCOOHOCTH MOACUCTEMBI HHPOPMAILTMOHHOMH
0€3011aCHOCTH aBTOMaTH3UPOBAHHBIX CUCTEM B HELITATHBIX CUTYalUsX; -
pa3pabaThIBaTh YaCTHBIE MOJUTHKH HHPOPMALIMOHHOI 6€3011acCHOCTH
nH(pOpMaIMOHHOI 0e30MacHOCTH aBTOMaTH3HpOoBaHHbIX cucteM. UIIK -16.3.
Braneer: - HaBbIKaMy SKCIUTyaTally ¥ aIMUHUCTPUPOBAHUS 0a3 JaHHBIX C
Y4eTOM TpeOOBaHU 10 0becneyeHnIo HH(POPMAIIMOHHOW 0€3011aCHOCTH; -




Koa u HamMeHOBaHHe

KOMIIeTeHIN i

I/IHI[I/IKaTopr JOCTHIKCHUSA KOMIICTCHIUHU

HaBBIKAMH OPTaHHU3aIMH U 00ECIICUCHHS PEKUMA CEKPETHOCTH; - HABBIKAMH
pa6OTLI C TEXHUYECKOH }IOKyMeHTaHHeﬁ Ha KOMIIOHCHTBI aBTOMAaTU3UPOBAHHBIX
CHUCTEM HAa PYCCKOM U MHOCTPAHHOM A3bIKAX; - HABbIKAMU NNOAACPKAHUA
paboTOCTIOCOOHOCTH, OOHAPYKCHHS U YCTPAHCHHUS HEUCIIPABHOCTEH B padoTe
SJIEKTPOHHBIX aMMapaTHBIX CPEJCTB aBTOMATU3UPOBAHHBIX CHCTEM; - HABBIKAMHU
HCIOJIb30BaHMsI POTPAMMHO - AlMapaTHBIX CPEJCTB 00eCIeYeHUS
nH(pOpMAIMOHHON 6€30HaCHOCTH ABTOMATH3UPOBAHHBIX CHCTEM.

2. MecTo AUCHUNJIMHBI B CTPYKTYpe 00pa3oBaTe/ibHOI NPOrpaMmbl

Juctunnuna «Pa3paboTka 1 SKCIUTyaTalys aBTOMAaTH3UPOBAHHBIX CUCTEM B 3aIUIIIEHHOM
UCTIOJTHEHUI OTHOCUTCS K YUCITY MPO(ecCHOHANBHBIX YI€OHBIX JUCIUILTAH 0053aTeIbHOM YaCTH
nukia (b1.1) ocHoBHO#M 0Opa3oBaTenbHOM porpamMmbl (b1.1.39).
N3yyeHne MUCHUIUIMHBI OMHUPAETCS Ha 3HAHWS, YMEHHUS W HaBBIKU, MPUOOPETCHHBIC B
MPEANIECTBYIONIMX TUCHUIUIMHAX: «be3omacHOCTh omnepanuoHHbIX ceteil OBM», «OCHOBBI
ceTeBbIX TexHoJorui», «OcHoBbl UKT», «Cructemsl ynpaBieHus 6azaMu JaHHBIX).

3. CTpykTypa u coaep:KaHue JTUCHUIINHBI

OO6miass TPyIOEMKOCTh AMCIMIUIMHBI COCTaBIseT &8 3a4eTHBIX EIMHHUIIBI, T.e. 288 yacoB
(;maboparopHbie 3aHATHS — 144 yaca, camocTosiTeNnbHas padoTa - 144 yacos, (hopma KOHTPOIISI —
9K3aMEH, KypCOBOM MPOEKT) B 8 ceMecTpe.

3.1. Buabl yueOHoii padoThl U TPYA0E€MKOCTh

(o popmam oOyueHus)

3.1.1 Ounas ¢popma o0ydeHus

Ne Cemectpsbl
. KosmuectBo
n/n Bup yueOHoii padoThl Cemectp Heneas
4yacoB
cemMecTpa
1 | AyautopHble 3aHATHA 144 8 1-19
B ToMm umnce:
1.1 | Jlekuuu - 1-19
1.2 | CemuHapCKue/IPAKTUUECKHIE 3aHTHS - - -
1.3 | JJabopaTtopHble 3aHATHS 144 8 -
2 | CamocTosiTesibHasi paboTa 144 8 -
3 | Ilpome:xxyTouHasi aTTeCTAUS
DK3aMeH, KypCOBOM MPOEKT Ilo pacnucanuo
Hroro 288

3.2. TemaTu4eckni NJIaH U3y4YeHHUs JUCHHUILINHBI

(mo ¢popmam oOyueHus)

3.2.1 Ounas popma 00yueHus




TpynoemMkocTh, 4ac
AyautopHasi paéora
CemuHna ITpakt Camoc
Ne Pazgensl/Tembl p JIabopa P TOATE
ckue/ AIecKa
n/n AHCHMIINHBI Bcero | Jlek TOPHBIE JbHas
MpaKTH4ie i
05051 3aHATH pador
CKHE N MOATrOT a
3aHATHUSA OBKa
Tema 1. 3ammumennsie AC. OCHOBHEIE
1 T 36 i i 18 i 18
MOHSITUS U KIIaCCU(PUKALIUS
) Tema 2. OCHOBBI OpraHU3aIUU 36 ) ) 18 ) 18
pa3paboTku 3amuiieHHbIX AC
3 Tewma 3. OOmIue TPUHITUTIBI 36 i i 18 i 18
MPOCKTUPOBAHUS 3alTUISHABIX AC
4 Tema 4. OCHOBBI FKCILTyaTaIlluU 36 i i 18 i 18
3amumeHaerx AC
5 Tema 5. Peanmusanug 3amutel AC Ha 36 ) ) 18 ) 18
10JIb30BATEIHLCKOM YPOBHE NMPUBHIICTHI
Tema 6. Peammnzanug 3amutel AC Ha
6 | ypOBHE NPUBHUIICTHH sjIpa 36 - - 18 - 18
OIEePAIMOHHON CHCTEMBI
Tema 7. Peanusanus 3ammtel AC Ha
7 36 - - 18 - 18
YPOBHE aNmnapaTHOro 00CCIICUCHHMS
Tema 8. bezonacHas pazpaborka AC 36 - - 18 - 18
HTroro 288 144 144

3.3.Conepsxkanue TUCHUILINHBI

Tema 1. 3amumenasie AC. OCHOBHBIE TIOHATHS U KIacCHPHUKAIUSL

Henu u 3anaun kypca. Coaepxanue qucuuIuIMHbl. Pekomennyemas nutepatypa. Kinaccuduxanuuns
AC. Nudopmannonnsie TexHoaoruu, ucnoibdyemeie B AC. JKusnennsiii ukn AC. OCHOBHBIE
yrpo3bl 6e30nacHOCTH HH(pOpPMALMK B aBTOMAaTU3UPOBAaHHBIX crcTeMax. MoJienu HapylmuTens B
aBTOMATU3MPOBAHHBIX CHCTEMAX.

Tema 2. OcHOBBI OpraHu3aly pa3padboTKy 3amuIIeHHbIX AC

[TocnenoBarensHOCTh U cojliepikaHue 3TanoB pa3pabotku AC. Meroabl, criocoObl U CpeacTBa
pa3paboTKU aBTOMATH3MPOBAHHBIX CHCTEM U TOACHUCTEM 0€30MacHOCTH aBTOMATHU3WPOBAHHBIX
cucteM.  Meronpl, cmocoObl M CcpeAcTBa  OOECHEeYeHHsT  OTKa30yCTONYMBOCTHU
aBTOMATH3MPOBAHHBIX cucTeM. Kpurtepuu onenku 3amumienHoctd AC. Mertoasl obecrieueHus
uHdopmarmonHou 6e3omacHoctu AC.

Tema 3. O01m1Me MPUHIKUIBI TPOSKTUPOBAHUS 3aIUIIIEHHBIX AC

[IpoextupoBanue 3ammmeHHsix AC. Meroasl npoektupoBanus. CojaepxaHue STaroB
npoekTupoBaHus. OCHOBHI BeICHHUsI KOHCTPYKTOPCKOM JoKyMeHTauu. CTPyKTypa ¥ COIepKaHue
TexHuueckoro 3ajnanus. Iloctpoenne kommuexcHoi 3amuTbl AC. OCHOBBI NPOEKTUPOBAHUS
KOMITJIEKCHOM 3amuThl uHpopManmuoHHoH Oe3zomacHoctu oT HCJI. CpenctBa obecneueHus
HazekHOCTH 3amUIIeHHbIX AC. TeXHOIOTUM CO3/IaHUs OTKa30yCTONYMBBIX CUCTEM.

Tema 4. OcHOBBI 3KcIITyaTaluy 3auuiieHHbIX AC

Tema 5. Peanuzanus 3amutsbl AC Ha MOJ30BATEIbCKOM YPOBHE MTPUBUIICTHIA.




Peanuzanus 3amurel Ha MOJIB30BATENBCKOM YPOBHE: 3alllUTa OT pPEBEPC-UHKUHUPHUHTA,
MoauuKauu. 3amuTta JaHHBIX 1 KoHpurypamuu AC.

Tema 6. Peanuzanus 3amutel AC Ha ypoBHE s/ipa ONEPAIMOHHON CUCTEMBI.

YpoBHU NpUBUIIETUN UCTIONHIEMOTO KoAa. SAapo onepanuonHoi cuctemsl (OC). PazHoBUAHOCTH
apxutektyp OC. Peanmmsanus 3ammtel ypoBHe sapa OC: Oe3omacHas 3arpy3ka, BUPTyaId3aIus
naMsTH, KOHTPOIb JOCTyMa, Kpunrorpadudeckas 3alura, ayauT U JOTTHMPOBAHHE, KOHTPOIb

pecypcoB.

Tema 7. Peanuzanus 3amutel AC Ha ypOBHE armmapaTHOTO 00eCTIeueHus.
JloBepeHHBIE Cpe/ibl BHIMOJIHEHUS U anmnapaTHble aHkiaaBsl. TPM. Bupryanu3zamus, runepusop.
Pa3pabotka nepudepuiinbix ycrpoiicts, ASIC, FPGA, Verilog.

Tema 8. be3onacHas pazpaborka AC
Bunsl tectupoBanus. @periMBOPKM MOIYJIBHOIO TECTUPOBAHUSA. /[MHaMHUUYECKHl, CTaATUYECKUN
aHanu3, gasz3uHr. DevSecOps.

3.4. TemaTuka ceMUHAPCKUX/NIPAKTUYECKUX U JIA00PATOPHBIX 3aHATHI
3.4.1 CemuHapcKue/IPaKTHYECKUE 3aHATHUS

He npedycmompenwt npocpammoii.

3.4.2 JIaGopaTopHBbI€ 3aHATUS

1. 3amuTa aBTOMaTH3UPOBAHHOM CUCTEMBI Ha MOJIH30BATEILCKOM YPOBHE MPUBUIIETUH OT YTEUKU
JAHHBIX, OTJIAJIKK U MOJU(DUKAIUH.

2. 3ammuTa aBTOMAaTHU3UPOBaHHOW cucTeMmbl Ha ypoBHe sapa OC. Ilpospaunoe mmdpoBaHue
JIMCKOBOT'O BBO/IAa/BhIBOIA ApaiiBepoM sapa OC.

3. 3ammTa aBTOMATU3MPOBAHHOW CHCTEMBl Ha ammapaTHOM YypoBHe. JloBepeHHas cpena
BBITIOJTHECHUA.

4. BesomacHas pazpaboTka. TecTUpoBaHHME, CTATHMYCCKHMA, TUHAMUYCCKHNA aHamu3, (a33uHT,
DevSecOps.

3.5. TemaTHKa KypCOBBIX IPOEKTOB (KYPCOBBIX padoT)

Hwxke mnpuBeneHbl mnpumepsl TeM. TeMmbl €XErogHO OOHOBISIIOTCA W
AKTYaJIN3UPYIOTCA.

1. XXuzHeHHBIN LUK, 0COOEHHOCTH AKCIUTyaTaluu 3aIUIICHHBIX
ABTOMATHU3HWPOBAHHBIX CUCTEM U HOPMATUBHBIEC aKTHI.

2. Yrpo3bl 0€30MaCHOCTH Ha CTAUH 3KCIUTyaTaluu U conpoBoxaeHus AC.

3. Opransl CHCTEMBI yIpaBJICHUS AKCIUTyaTaluein 3aIIUIIECHHBIX
ABTOMATH3UPOBAHHBIX CHUCTEM (YHKIIMM W KOMIETEHUIUH WHXEHEPHO-
TEXHUYECKUX, HWH(POPMAITMOHHO-TEXHOJOTUUECKUX M O0O0ECIEeYHBAIOITUX
noApa3aeieHuM, MoAPa3AEICHUN 110 3aIUTe HHHOPMAIIUH.



4. TlnanupoBaHUE U aBTOMATH3AIMA Pa3paO0TKU U KCIUTyaTallUU 3aIUIIIEHHBIX
ABTOMATU3UPOBAHHBIX CUCTEM U BEJEHUS IOKYMEHTAIUU.

5. Ayaut 0€30MacHOCTHU B 3allMILEHHBIX aBTOMATU3UPOBAHHBIX CUCTEMAX.

6. Merononorus BHeApeHUs O€30MACHOr0 >KM3HEHHOTO IHMKIa pa3padOTKu B
KOPIIOPAaTUBHOM Cpefe.

7. IlpoexTupoBaHue 6€30MaCHON apPXUTEKTYPbl MUKPOCEPBUCHOM CUCTEMBI.

8. Hcnonb3oBanue cratudyeckoro ananmm3a koma B CI/CD: cpaBHeHue
WHCTPYMEHTOB U UHTETPAIIUSL.

9. PazpaboTka Oe30MacHON CHUCTEMBbl YHOPABICHHUS KOH(QUIYypaUUsIMHU s
POrpaMMHBIX KOMIIOHEHTOB.

10.Meroasl  06e30macHOTO  XpaHEHUs KOHPUIACHIMAIbHBIX  apaMeTpOB
KOH(MUTYpaIK PUITOKECHHUS.

11.YnpaBnenne 3aBUCHUMOCTSAMH W NIPEAOTBPAICHUE aTaK dYepe3 LENOYKy
noctasku [10.

12.BHeapenrie  MeXaHHW3MOB  O€30MAaCHOTO  JIOTUPOBAaHUS M KOHTPOJIS
LEJIOCTHOCTH JIOTOB.

13.AHanu3 ®W TIOCTPOCHHE MOJACIH Yrpo3 Il KOPIIOPaTUBHOTO BeO-
MPUIIOKEHHUS.

14.1Tpumenenue YIPO30OPUEHTUPOBAHHOIO noaxonaa B rporecce
MPOEKTUPOBAHUS 3AIUIIEHHON CUCTEMBI.

15.TIpoextupoBanue 6e3omacHoro API njis oOMeHa JaHHBIMU MEXTY
noxcucremMamu AC.

16.Pa3paboTka mpoTOTHUITa MOYJIS 3AIUTHI OT UHBEKINI C aBTOMATHYECKUM
SKPaHUPOBAHUEM BXOJHBIX JIAHHBIX.

17.MccnenoBanue MeTOI0B O€30MaCHOTO XpPaHEHUs KOH(PUACHIIMATbHBIX
HACTPOEK U KITHOYEH MPUIIO0KEHUS.

18. Ananu3 6e3omnacHoctu oOpa3zoB Docker: MeTo1bI CKAHUPOBAHUS U
MUHHMU3AIUU TOBEPXHOCTH aTaKH.

19.BHenpeHre aBTOMaTU3UPOBAHHOTO TECTUPOBAHUSI 0€30MaCHOCTH B
DevSecOps.

20.ITocTpoenue cucteMbl MOHUTOpHUHTA O6e30nacHocTu B DevSecOps-cpere.

21.Peanu3anus aBTOMaTU3UPOBAHHOTO KOHTPOJISI CEKPETOB B PEMO3UTOPUAX
MCXOQHOIO KOJa.

22.Pa3paboTka 3alMIIEHHOTO MPUIIOKEHUS, UCTIONB3YToIero SGX-aHKIaB Js
00pabOTKH YyBCTBUTEIbHBIX TAHHBIX.

23.IIpoexTupoBanue MexaHu3Ma yaanéHHou arrectanuu B Intel SGX u ero
IIPUMEHEHUE B 3aIIMIIEHHBIX CEPBHUCAX.

24.Cpasuutenbhbiii ananu3 TEE-muiatdopwm: apxurekTypa, BO3MOXKHOCTH,
CLUEHApUH MPUMEHEHUS.



25.Pa3paboTka Mojienu ucnoiab30Banus TrustZone Jist 3a1UThl MOOMIIBHOTO
IPUIOKEHUS.

26.MccnenoBanne MexaHM3MOB 0€30IIaCHOM Nepeiayu JAaHHBIX MEXIY
AQHKJIABOM M HE3aIUIIEHHON YaCThIO CUCTEMBI.

27.Pa3paboTka npoToTHna apaiBepa-QpuibTpa 115 MOHUTOPUHIA CETEBBIX
nakeToB B OC.

28. AHau3 MPOU3BOIUTEILHOCTH PA3IMYHBIX CXEM MPO3PAYHOTO MU(PPOBAHUS
B IpaliBEPHOM YPOBHE.

29.MexaHu3Mbl KOHTPOJIS LEIOCTHOCTH SJIpa U UX UHTErPALUs B IPUKIAJTHYIO
CUCTEMY.

30.ApxuTekTypa MOy AApa JUIsl KOHTPOJIS MOJIUTHK O€30M1aCHOCTH B
MHOTI'OII0JIb30BaTEIbCKON CUCTEME.

31.MognennpoBaHre MEXaHU3MOB 3AIMUIIEHHOTO MEXITPOLIECCHOTO
B3aMMOJICCTBUS HA YPOBHE sAJIpa.

32.Peanu3arus Moayisi paHHETO OOHAPYKEHUsI aHOMAJINI B TIOBEICHUU
JPaBEPOB.

33.VnpaBneHue 0€30MaCHOCTBIO YUETHBIX JaHHBIX: XPAHEHUE JaHHBIX,
YIPABJIEHHE CEKPETAMU, KOHTPOJIb JOCTYIIA.

34.MeTonbl COKPBITHS JOTUKU MTPOTPAMMHOTO MOZYJISL M 3aLIUTHI OT
CTaTUYECKOr0 aHaju3a P pEeBEPC-UHKUHUPHUHTE.

35.Co3nanue cuctemsl 3alATHI ceTeBOro API 0T HECaHKIITMOHMPOBAHHOTO
VICIIOJIB30BAHUS.

4. Y4eOHO-MeTOAMYECKOE M MH(POPMALIMOHHOE O0ecIeYeHue
4.1. Hopmatusnbie 1okyMeHTsl 4 'OCThI

1 Joktpuna wuHopManmuoHHOW Oe3omacHocT Poccuiickoit ®deneparuu,
yTBepkaeHHas [Ipesunenatom Poccuiickoit deneparuu ot 5 nexabps 2016 .
Ne 646.

2 Koncturyuus  Poccuiickoit ~ @expepauuu  (IpUHATA  BCEHAPOAHBIM
rojiocoBanuemM 12.12.1993) (c yyeTom mnorpaBok, BHeCEHHbIX 3akoHamu PD
o nonpaBkax kK Koncturyuuu PO ot 30.12.2008 N 6-OK3, ot 30.12.2008 N
7-OK3, ot 05.02.2014 N 2-®K3) // «Cobpanue 3akoHomatenbcTBa PDy,
14.04.2014, N 15, cT. 1691.

3 ®enepanbubliii 3akoH Poccuiickoit @enepanuu ot 28 nekadbpst 2010 r Ne 380
- @3 «O 6e30macHOCTI.

4 ®enepanbhbiii 3akoH ot 27 urons 2006 r. Ne 149-03 «O6 unbopmarmu,
UH(OPMAITMOHHBIX TEXHOJIOTHSIX U O 3alUTE U MHHOPMAIIII).



5 ®enepanbublii 3akoH 0T 27 utonst 2006 r. Ne 152-®3 «O nepcoHaIbHBIX
JTAHHBIX).

6 ®enepanbubiid 3ak0H OT 21 mromst 1993 1. Ne 5485-1 «O rocynapcTBeHHON
TaHE»

7 VYka3 [Ipe3unenta Poccuiickoit denepannu ot 6 mapra 1997 r. Ne 188 «O6
yTBepkieHuu [lepedns cBeneHuit KOH(OUICHIIUATBEHOTO XapaKTepay.

8 T'OCT P UCO/MBK 7498-1-99 BzaumocBsi3b OTKpPBITHIX CUCTeM Oa3oBas
sranoHHas Mozens Yacts 1 bazoBas moznens

9 TOCT 24.104-85 KomIuiekc CTaHAApPTOB Ha aBTOMATU3UPOBAHHBIE CHCTEMBI.
ABTOMAaTU3UPOBAHHBIE  CUCTEMbl.  ABTOMATHU3UPOBAHHBIE  CHUCTEMBI
ynpasienust. O0uue TpedoBaHus

10 TTOCT 24.202-80. Kom1ekc cTaH1apTOB Ha aBTOMAaTU3UPOBAHHBIE CUCTEMBI.
ABTOMaTH3UPOBAaHHBIE CHUCTEMBbI. TpeOoBaHMs K COJAEP)KAHUIO JTOKyMEHTa
«TeXHUKO-IKOHOMHYECKOE 0OOCHOBAHHE)

11 I'OCT 24.205-80 KoMIutekc cTaHAapTOB Ha aBTOMATHU3UPOBAHHBIE CUCTEMBI.
ABTOMAaTHU3UPOBAHHBIE CUCTEMBbI. TpeOOBaHMS K COJIEPKAHUIO IOKYMEHTOB
110 UHPOPMALIUOHHOMY 00ECTICUEHHIO

12 TOCT 24.206-80 KoMIuiekc cTaHIapTOB Ha aBTOMATH3UPOBAHHBIE CUCTEMBI.
ABTOMAaTHU3UPOBAHHBIE CUCTEMBI. TpPeOOBAHMS K COJEPKAHUIO TOKYMEHTOB
10 TEXHUYECKOMY 00ECIIEYEHUIO

13 T'OCT 24.207-80 KomIuiekc cTaHAapTOB Ha aBTOMATU3UPOBAHHBIE CHCTEMBI.
ABTOMAaTHU3UPOBAHHBIE CUCTEMBbI. TpeOOBaHMS K COJIEPKAHUIO IOKYMEHTOB
0 MPOTPAMMHOMY O0ECIIEYEHUIO

14 TOCT 24.208-80 KomMIuiekc cTaH1apTOB HA aBTOMAaTU3UPOBAHHBIE CUCTEMBI.
ABTOMAaTHU3UPOBAHHBIE CUCTEMbI. TpPeOOBAHMS K COJIEPKAHUIO TOKYMEHTOB
ctaauu « BBoa B sKCILTyaTanuio»

15 T'OCT 24.209-80 Komrnekc ctaHAapTOB HAa aBTOMATU3UPOBAHHBIE CUCTEMBI.
ABTOMAaTH3UPOBAHHBIE CUCTEMBbI. TpeOOBaHMS K COJIEPKAHUIO IOKYMEHTOB
110 OpraHU3aIMOHHOMY 00€CTIeUeHUIO

16 I'OCT 24.210-82 KoMIUTeKC CTaHAAPTOB HA aBTOMATHU3UPOBAHHBIE CHCTEMBI.
ABTOMAaTHU3UPOBAHHBIE CUCTEMbI. TpeOOBaHMS K COJIEPKAHUIO TOKYMEHTOB
1o PyHKIIMOHAILHON YacTH

17TOCT P UCO/MBK 15408-2-2002 Metonsl U cpenctBa oOecredeHus
0e30macHOCTH  KPUTEPHH  OIEHKH Oe30macHOCTH  WHGOPMAIMOHHBIX
TexHoJorui Yacts 2 @yHKIMOHAIbHBIE TPEOOBaHUS 0€30MMaCHOCTH

18 TOCT P UCO/M3K 29100-2013 «MudopmanmonHas TeXHOIOTHUsI. MeTO bl
U cperncrea obecrnieueHus  Oe3omacHocTH.  OCHOBBI  oOecrieyeHus
PUBATHOCTH.



19 TOCT P UCO/MDBK 27002-2012 «1udopmarrionHast TexHojaorus. Metozsl
U cpecTBa obecnieueHus 6e3onacHocTr. CBOJI HOPM U IIPABWII MEHEDKMEHTA
UH(OPMAIIMOHHON O€30MTaCHOCTH.

20TOCT P UCO/MDBK TO 19791-2008. «UudpopmarimonHas TEXHOIOTHUS.
Meroabl u cpeactBa obecrnieueHust 6ezonacHocTH. OlieHka 0e30MacHOCTH
aBTOMATU3MPOBAHHBIX cucTem», ['occtangapt Poccuu

21 TOCT P UCO/MBK 27005-2009 «MudopmanronHas TeXHOI0THS. MeToablI
U cpenctBa  obOecrieyeHHs  O€30MACHOCTH.  MEHEIKMEHT  pucKa
uH(popMamoHHOU 6e3onacHocTh», ['occrannapt Poccun

22 TOCT 29339-92. «MT. 3aumra undopmanuu ot yreuku 3a cuet [IDMHUH
npu ee 00padoTke CBT. Ob1mue TexHuueckue TpeOOBaHUsD.

23 T'OCT P 50739-95. «CBT. 3ammTa OT HECAHKIIMOHUPOBAHHOTO JOCTYyIa K
uHpopMmaruu. OO1IMe TEXHUUECKHE TPEOOBAHUS.

24 TOCT P 50752-95. «1T. 3amura nuadopmanuu ot yreuku 3a cuet [IDMHUH
npu ee 00padoTke CBT. MeTo1bl HCTIBITAHUI.

25 TOCT P 50922-96. «31. OCHOBHBIE TEPMHUHBI U ONIPEICTICHUS».

26 TOCT P 56939-2024 «3amurta uadopmarnuu. Pazpadorka 6e3omacuoro [10».

27 PykoBomsamuii  mokymeHT. «AC. 3ammra or HCJ x wunHbopmamnmm.
Knaccupukaumas AC wu TpeboBaHMs 1O  3alUTe HHPOPMALUM,
I'octexxommccus Poccun, 1998 r.

28 PykoBomsamuii  gokymeHT. «CBT. 3ammra or HCJ| x wundbopmanum.
[Tokazarenu 3ammmenHoctd or HCJ| x mndopmamumy, ['ocTtexxkomuccus
Poccun, 1998 r.

29 Ilpuka3z ®CTIK Poccuu ot 31 aBrycrta 2010 r. N 489 — ycraHaBiuBaer
TpeOoBaHMs K 3aummTe HHPopmanuu, odOpabateiBaecmoit B MC oOuiero
MOJIb30BAHUS;

30 [Mpukaz ®CTIK Poccum ot 11 despans 2013 r. N 17 — cogepxkur
TpeboBanusi 00 oOpaboTke u 3ammre WHGOPMAIMHM, HE SBISIONICIHCS
rocrainou, B T UC;

31 [Ipuka3z ®CTIK Poccum ot 18 ¢eBpans 2013 r. N 21 — pernameHTupyer
3allUTy MEePCOHAJIBHBIX JaHHBIX Mpu oOpaboTke ux B MC: ycraHaBiauBaeT
nepedyeHb Mep 0€30MaCHOCTH M PACKPBIBAET UX COJEPIKAHMUE;

32 Ilpuka3z ®CTIK Poccuu ot 14 mapra 2014 r. N 31 — pernameHntupyer
pabotry mo 3amure uHopmaruu B AC, yNpaBISIIONIMMHU OIACHBIMU
MPOU3BOJICTBEHHBIMU M TEXHOJIOTMYECKUMHU MpollecCaMUd Ha BaXKHBIX H
HNOTEHIMAIIBHO OMACHBIX O0OBEKTAX.

4.2. OcHOBHas1 JINTEpaTypa



1. TIpoextupoBaHue HHPOPMALMOHHBIX CUCTEM : YUEOHHK U MIPAKTUKYM JUIs BY30B /
. B. Hucros, I1. I1. Menbaukos, A. B. 3onotaprok, H. b. Huuenopyk ; mox o61eit pegakuueit
J. B. YucroBa. — 2-e u3n., nepepad. u gorn. — Mocksa : U3narensctBo FOpaidt, 2023. —
293 ¢. — (Bricuee obpaszoBanue). — ISBN 978-5-534-15923-3. — TekcT : 37€KTPOHHBIH //
ObpazosarenbHas iatdopma FOpaiit [caiit]. — URL: https://urait.ru/bcode/510287

2. KonkuH, 0. B. OcHoBbl HHpOpMaMOHHOM 6e30macHOCTH : yueOHoe nocodue / 10. B.
Konkumn, 0. M. Ky3smun, B. H. IIpxxeropiunackuii. — Pszans : PIPTY, 2021. — 96 c. —
TexcT : anexTpoHHsli // Jlanb : anexkTpoHHO-0MOIMOoTeyHast cuctema. — URL:
https://e.lanbook.com/book/220418

3. YecanuH, A. H. OCHOBBI HCKYCCTBEHHOT'O MHTEJUIEKTA C MPUIIOKEHUSAMU B
UH(POPMALMOHHOM Ge3omacHoCTH : yuebHoe nmocobue / A. H. Yecanun. — Mocksa : PTY
MUPDA, 2021. — 155 c. — ISBN 978-5-7339-1589-0. — Texkcr : anekTpoHHbIi // JlaHb :
3JIeKTpOHHO-O0ubmoreynas cucrema. — URL: https://e.lanbook.com/book/182429

4. Aynut 6e3onacHOCTH HHPOpMaMOHHBIX cucteM / Hukomait CkpabiioB. — CaHKT-
[etepOypr : [Mutep,, 2017. —272 c. — ISBN 978-5-4461-0662-2. 2. ABepuenkos, B. . Ayaur
nH(popMaloHHON 6e30macHOCTH : yueOHoe mocodue : [16+] / B. 1. ABepueHkoB. — 4-e u3z.,
ctep. — Mocksa : ®JIMHTA, 2021. — 269 c. : un., cxem., Tabn. — Pexum noctymna: mo moJrmmcke.
— URL: https://lib.biblioclub.ru/index.php?page=book&id=93245

4.3. JlonoHUuTEIbHAA JIUTEPATYPaA

1. Hecrepos, C.A. OcHOBBI HHPOPMAIMOHHOH Oe30macHOCTH : yaeOoHoe nmocodue / C.A.
Hecrtepos ; MunucrepcTBo o0pa3zoBanus u Hayku Poccuiickoit deneparum, CaHKT-
[TetepOyprckuii rocy1apCTBEHHBIN MOJUTEXHUYECKUN yHUBEepcuTeT. — CankT-IleTepOypr :
M3narenbctBo [TonuTexanueckoro yausepeurera, 2014. — 322 c. : cxem., Tadi., wi. — Pexxum
noctyna: no noanucke. — URL: http://biblioclub.ru/index.php?page=book&id=363040 (nata
obpamienus: 28.08.2019). — ISBN 978-5-7422-4331-1. — TekcT : 3ME€KTPOHHBIH.

2. Aynut nHbOopMaMOHHON 0€301MacCHOCTH OPraHOB UCTIOHUTENILHOW BIACTH | yueOHOe
nocobue / B.U. Apepuenkos, M.IO. PeitoB, A.B. KyBbiknun, M.B. PynanoBckwuii. — 4-e u3z.,
crep. — Mocksa : @nunTa, 2016. — 100 ¢. — (Opranuzanus u TEXHOJIOTHS 3alTUTH HHPOPMAIIUH).
— Pexxum nocryna: mo moamucke. — URL: http://biblioclub.ru/index.php?page=book&id=93259
(mara obpamenus: 28.08.2019). — bubmumorp.: c. 83-84. — ISBN 978-5-9765-1277-1. — Texker :
3JIEKTPOHHBIN.

3. IIpoxoposa, O.B. NadopmaiimonHas 6€30MacHOCTh U 3aIIuTa HHPOPMAIUH ;| YIeOHUK /
O.B. [Ipoxoposa ; MunucrepctBo oopa3zoBanus U Hayku P®, denepanbHoe rocy1apcTBEHHOE
OroKeTHOE 00pa30BaTEIIBHOE YUPEIKACHHUE BBICIIETO MPO(hecCHOHATEHOTO 00pa30BaHUS
«Camapckuii rocyJapCcTBEHHBIN apXUTEKTYPHO-CTPOUTEIbHBIA yHUBEpcUuTeT». — Camapa :
Camapckuii Tocy1IapCTBEHHBIN apXUTEKTYPHO-CTPOUTENbHBIN yHUBEpCcHUTET, 2014. — 113 ¢. :
TalI1., cxeM., ui. — Pexxum noctyna: nmo noanucke. — URL:
http://biblioclub.ru/index.php?page=book&id=438331 (nara obpamenus: 28.08.2019). —
bubmuorp. B ku. — ISBN 978-5-9585-0603-3. — TeKCT : 31€KTPOHHBIH.

4. T'onukoB, A.M. 3ammra nHpopManuu B HTHOOKOMMYHHKAIIMOHHBIX CHCTEMaX U CETSX :
yuebHoe nocooue / A.M. 'onukoB ; MuHHCTEPCTBO 00pa3oBaHus U Hayku Poccuiickoii
®enepaunn, Tomckuii ['ocyaapcTBeHHblil YHUBEpcuTeT CrcTeM YTpaBiieHUs U
Pamnosnextponuku (TYCVYP). — Tomck : ToMcKHil roCy1apCTBEHHBIH YHUBEPCUTET CHCTEM
yHOpaBlIeHUS U paarodNeKTpoHuky, 2015. — 284 c. : cxem., Tabi., ui. — Pexum nocryna: mo
nognucke. — URL: http://biblioclub.ru/index.php?page=book&id=480637 (nata obparueHus:
28.08.2019). — bubauorp. B kH. — TeKCT : 3EKTPOHHBIH.


https://urait.ru/bcode/510287
https://e.lanbook.com/book/220418
https://e.lanbook.com/book/182429

4.4. dieKTpoHHBbIE 00pa3oBaTe/bHbIE PeCypChl
DneKTpOHHBIN 00pa30BaTENbHBIN pecypc pa3padaThIBaeTCs.

4.5 JInieH3MOHHOE U CBOOOHO pacnpocTpaHsieMoe MPOrpaMMHOe odecrevueHHe

Kommprorep ¢ onepanmonHoi cucremoit Microsoft Windows.
Microsoft Office.

Cpena Buptyanuzanuu Oracle Virtual Box unu Microsoft Hyper-V.
Visual Studio Code.

Visual Studio Community 2022 uiun 2026.

Qt Creator u xomruiekT 6nbauorek pperimBopka Qt.

Windows Driver Kit.

Intel SGX SDK.

PN R DD

4.6 CoBpeMeHHBbIe NPO(ecCHOHATIbHbIE 0a3bl JTaHHBIX U MH(OPMALIMOHHbIE
CIPaBOYHbIE CHCTEMbI

1. eLIBRARY.RU: Hayunas snextponHas Oubnunoreka: caidt. - Mocksa, 2000 -. - URL:
https://www.elibrary.ru (nata o6pamenus: 16.03.2021). — TekcT: 31€KTPOHHBIH.

2. JIAHb: snexkrponHO-OMOnMoTeuHas cuctema: cat. — Cankr-IletepOypr,2010 -. -
URL: https://e.lanbook.com (naTa obpamenus: 10.03.2021). - TekcT: 31€KTPOHHBIH.

3. ®CTOK Poccuu: I'ocynapcTBeHHBIN peecTp cepTU(DUIIUPOBAHHBIX CPEACTB 3AIUTHI
uHpopmanmu. — Mocksa, 2014. - . - URL: https:/fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty-po-sertifikatsii/1 53-sistema-sertifikatsii (mata oopamenus: 10.03.2021). -
TekcT: 2IeKTPOHHBIN.

4. bubnuorpadudeckas u pedepaTuBHas 0a3a TaHHBIX HAYYHON EPHOTUKH «SCOPUSH -
WWW.SCOpUS.COm.

5. Caiit  ®enepanbHOor  cimyx0bl  O0e3onmacHocT  Poccun  (OCB  Poccunm). -
http://www.fsb.ru.

6. Caitt ®enepanbHOl CIYKOBI IO TEXHUYECKOMY U SKCTIOpTHOMY KOHTpOJt0 (PCTOK
Poccum). - http://www.fstec.ru.

7. IlopTast TEXHUYECKOTO KOMUTETA MO0 CTAHIAPTU3AINH «3anuTa HHPOPMAIHI). —
http://tk.gost.ru/wps/portal/tk362

8. MudopmanmoHHO-aHATUTHYECKUIA NuTtepHeT-noprain 1SO27000.ru. -
http://www.is027000.ru/.

5. MartepuajibHO-TeXHHMYeCKOe oOecreYeHne

Jlns mpoBelleHHsI BCEX BHJOB 3aHATHM HEOOXOAMMO IPE3EHTAlIOHHOE 000pyAOBaHHUE
(MyJIbTUMEIUIHHBIA TPOEKTOP WM HKpaH) — | KOMIUIEKT, JINOO O6eCIpOBOIHON MIIM KaOeIbHBIN
JOCTYIl B MHTEPHET JJIs IIPENojaBaTelis U yJaluXxcsl ¢ IPOIyCKHON CIIOCOOHOCTBIO HE MeHee 3
MO6uT/c Ha KaXXI0TO yYaCTHHUKA JJIsl AEMOHCTPALMU MaTepUaoB ¢ KOMIIBIOTEpa MPeroiaBaTelis
Ha 3KpaH y4alIuxcs ¢ HOMOILBIO CUCTEM BUIEOKOH()EPEHLICBA3H.

Jnist mpoBeieHus 1a00paTOPHBIX 3aHATHI HEOOXOJMMO HAJIMYHE KOMIBIOTEPHBIX KJIaCCOB
000pYIOBaHHBIX COBPEMEHHOM BBIUMCIUTEIBHON TEXHUKOM U3 pacueTa 0JHO pabouee MeCTO Ha
OJIHOTO 00y4aeMoro.

OO0opynoBanne u annaparypa


https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii
http://www.scopus.com
http://vpo.pk.mesi.ru/www.fsb.ru
http://www.fstec.ru
http://tk.gost.ru/wps/portal/tk362
http://www.iso27000.ru/

KommeroTep non ynpasineHueM omnepanuonHas cuctema Microsoft Windows mmm Linux
(Ubuntu), ¢ ycTaHOBIEHHOW Ccpemoil pa3paboTku ¢ momaep:kkoi paspadotku Ha C mmm C++,
UHTEpIpeTaTopoM s3bika Python, auzaccemOnepom, oTmagunkom, Hex-pemaktopom u
AMYISITOPOM.

6. MeToanyeckue peKOMEHAALNH

6.1 MeTonnueckue peKOMeHIAIUM VISl PENOAABaTeJIs 110 OPraHu3auun
00y4eHUs1

[Ipn monroroBke K nabopaTopHBIM paboTaMm cClenyeT NpeaBapUTEILHO MPopadoTaTh
TEOPETUYCCKHI MaTepHall 3aHATHSA, IPEIyCMOTPEB €ro Mojady TOYHO B OTBEJACHHOE VIS 3TOTO
BpEMs 3aHATHS.

[Ipu mpoBeneHWU 3aHATHSA ClEIyeT KOHTPOJIHMPOBATH MOJady MaTepuana W pelieHue
3aJJaHHii C YYETOM yU4eOHOTO BPEMEHH, OTBEACHHOTO JIsT 3aHSATHSL.

[Ipu mpoBepke pabOT U OTYETOB CIEAYeT YUHUTHIBATH MPABUIHHOCTH BBIOJHEHUS
n1abopaTopHBIX pabOT HA BCEX JTarax.

6.2 MeToan4yeckue yKa3aHus 1Jisl 00y4AIOIIUXCA M0 0CBOCHUIO
AUCUMILTAHBI

N3y4eHne IuCUUIUIMHBI OCYIIECTBIISETCS B CTPOIOM COOTBETCTBHUHU C LIEIEBON YCTAHOBKOM
B TECHOM B3aMMOCBSI3U yueOHBbIM IUIaHOM. OCHOBOW TEOPETHUECKOH IMOATOTOBKH CTYIEHTOB
SIBJISIFOTCSL JIEKYUU.

B mporecce camoctosiTensHOM pabOThl CTYIEHTHI 3aKPEIUISIOT W YIyOJsioT 3HAHMS,
MOJTyYEHHBIE BO BPEMsI ayJAUTOPHBIX 3aHATHUN, JOPaOaTHIBAIOT KOHCIIEKTHI JICKIIHA, TOTOBSITCS K
3aueTy, a TAKXKE€ CaMOCTOSTEIbHO U3y4aloT OT/I€JIbHbIE TEMbI yUeOHON IPOrpaMMBI.

JIaGopatopHble pabOThl MPOBOAATCA IO Hauboyiee BaXKHBIM TeMaM JAMCLUIUIMHBL
OC}’HICCTBJ'IﬂeTCSI 3aKpCIICHUEC 3H3HI/II>1, IMOJIYYCHHBIX CTYACHTAMMU Ha JICKOUAX W B ITPOLIECCE
camocTosTeNIbHOW paboThl. Oco0oe BHMMaHHME OOpallaeTcss Ha pa3BUTHE YMEHUH U HaBBIKOB
YCTAHOBJICHUSI CBSI3U IIOJIOKEHHM TEOpuu € Npo(eCCUOHATBHOW MAESITEIbHOCThIO OyIyIIero
cneuuanucta no Wb. JlaGopaTopHble pabOThl MPOBOAATCSA MO TEOPETHUYECKUM U MPOOIEMHBIM
Borpocam Ub. JIaGopatopHbie paboThI mpe/noiaraeT TBOPUECKUE TUCKYCCHH, aKTUBHBIA OOMEH
MHEHHUSMU IO [OCTaBJICHHBIM BOIPOCAaM, 3aciylllMBaHHE M OOCYXKICHHE JOKJIAJI0B IO
IPEJVI0KEHHBIM IIPETIOAABATENIEM TEMAM.

Texkyuii KOHTPOJIb OCYILECTBIISETCS HAa NPAKTUYECKUX 3AHATHUAX, MPOMEKYTOUHBIM
KOHTPOJIb OCYILIECTBIISIETCS HA IK3aMEHE B MUCbMEHHOM (YyCcTHOM) hopme.

CamocrosTenbHas paboTa OCYIIECTBIAETCS MHAUBUAYAIBHO. 3alllUTa KypCOBBIX TPOEKTOB
OCYILIECTBJISIETCS Ha MOCJEIHEN Hellele 00ydeHHs B CEMECTpE.

7 ®oHJ OLEHOYHBIX CPEICTB
7.1 MeToabl KOHTPOJISI M OLICHUBAHUSA Pe3yJIbTATOB 00y4eHHs
B nporiecce 00y4deHHs NCTIONB3YIOTCS CIIEAYIONIME OLIEHOYHBIE (POPMBI CAMOCTOSITEITHHOM

paboThI CTYACHTOB, OLICHOYHBIE CPEJICTBA TEKYIIETO KOHTPOJISI yCIIEBAEMOCTH U IPOMEXKYTOUHBIX
aTTECTaLlUN:



- TpoBeleHUE NabopaTopHBIX pabOT (MPAKTUUYECKHX 3aHATHH C WUCHOJIb30BAHUEM
CTIEITEXHUKH) U UX 3aIIUTa;

- CaMOCTOSITENIbHAS NTOATOTOBKA U MTPOBEICHUE NIPE3CHTALMI 110 TEMAaM JUCLUUIUINHBL;

- DK3aM€H,

- 3aIlMATA KypPCOBBIX IPOEKTOB.

7.2 llIkaJia ¥ KPUTEPHUHU OLICHUBAHUS Pe3yJIbTATOB 00y4YeHUsI

OneHuBaHue MPOU3BOAUTCA 110 CyMME HaOpaHHBIX OaioB 3a JabopaTopHble pabOThl U
3aJjaHKe HIK3aMeHa.

3a BeImosHEHNE 00s3aTeNbHBIX JTabopaTtopHbIX pador JIP1-4 B cpok m 0Oe3 3amevaHuit
ydanuiicss MoxeT HaOpath 10 50 O6anios:

. 1o 15 6annos 3a JIP1,

. 1o 20 3a JIP2,

. o 7 3a JIP3,

. o 8 3a JIP4.

[Ipy Hanmuuuu 3aMe4yaHW M HapyLIEHWU CPOKOB OLIEHKA MOXET OBbITh CHI)KEHA
IpernoiaBaTeseM.

BrimonmHenne 1abopaTopHbIX paboT BKITIOYACT:

. CaMOCTOSITENIbHYIO Pa3pabOTKy HpOrpaMM COIJIaCHO 3aJlaHHio J1a0opaTOpHOI
pabotsl, Benenue penosuropus Git, a Taxke COOPKY M JEMOHCTPAIHIO UX PadOTHI,

. 3alIUTy MPAKTUYECKOW 4acTU (PEemo3uTOpHsi € HCXOAHBIM KOJOM) Ha OYHOM

3aHSTHUH, BKIIOYAIOIIYI0 OTBETHI Ha BOIIPOCHI (10 5 BOIPOCOB) O€3 MOATOTOBKH 110 HA3HAUYEHUIO U
CMBICITY (DYHKIIMOHAIbHBIX OJOKOB MCXOJIHOTO KO/a yyallerocs,

. KOHTpOJIb 3HAaHUIl TEOPETHMUYECKOro MaTepuaja, BKIIOYArOIIMi OTBET Ha OJMH
CJlydaliHbIH BOINPOC U3 CIIMCKA BOINPOCOB, MPEICTABICHHBIX JUIsI TEOPETHUECKONW MOATOTOBKH K
Ka)X01 J1abopaTopHOii padoTe.

K BBINOJIHEHHIO 5K3aMEHALMOHHOIO 3aJIaHUsl JIOIYCKAIOTCS YYallecs, BhIIOJHUBILNE 4
oOsi3aTenbHbIE  JabopaTOpHble paboThl. DK3aMEH TIPOBOJUTCA B  BHUJIEC  BBINOJIHEHUS
MHOT'0O3TAITHOT'O MPAKTUYECKOTr0 3a/1aHusl. 3a BBIMOJIHEHUE SK3aMEHALIMOHHOTO0 33/1aHUs yYalluecs
MOryT nosyduTs 10 50 6amioB. OueHKa BbICTABIIAETCS 0 CyMMe HaOpaHHbBIX OAJIOB COIVIACHO
cucreme:

. <65 HEYIOBIETBOPUTEIHHO,
. 65...74 ynOBIETBOPUTENBHO,
. 75...84 xoporiio,
. >= 85 OTINYHO.

IToka3zarenem OLICHHNBAHUA KOMHGTGHHI/Iﬁ Ha Ppa3IMYHbIX JSTallaX HX (1)OpMI/IpOBaHI/I$I
ABJIACTCA JOCTHXCHHC OGy‘IaIOHlI/IMI/ICﬂ IJIAHUPYCEMBIX PE3YJILTATOB O6y‘-I€HI/I$I 10 JUCIHMITJIMHE.

Kpurepun onenuBanus

Iloxa3zarenn
2 3 4 5

OIIK-14 CrocobeH ocymecTBIATh pa3paboTKy, BHEIPEHUE U HKCILTyaTaI[I0 aBTOMATH3HPOBAHHBIX CHCTEM C
y4eToM TpeOoBaHHMH 0 3alIuTe MHPOPMALUH, IPOBOJUTH MOATOTOBKY HCXOAHBIX JAaHHBIX U1 TEXHHUKO-
HKOHOMUYECKOT0 000CHOBAHUS IPOSKTHBIX peLIeHHH

NOIIK-14.1. 3naer OOyuaromuiics OO0yuaromuiics OO0yuaronuiics OOyuaronuiics
OCHOBHBIE YTPO3bI JIEMOHCTPHUPYET JIEMOHCTPUPYET JIEMOHCTPUPYET JIEMOHCTPUPYET
0e30MacHOCTH MOJTHOE HETOJHOE YaCTUYHOC HOJTHOE
UH(OPMAIIMY U MOACNU | OTCYTCTBHE MJIM | COOTBETCTBHE COOTBETCTBHUE COOTBETCTBHE
HapyIIUTENs B HEJOCTaTOYHOE CJIEIYOIIIX CJIETYIOIIUX CIIE Y FOILIX
aBTOMAaTU3UPOBAHHBIX COOTBETCTBHE 3HAHUH, 3HAHUH, 3HaHUM, yKa3aHHbIX




Kpurepun onennBanus

Hoka3zarennb
2 3 4 5

CHUCTEMAX; MaTepuamy YKa3aHHBIX B YKa3aHHBIX B B MHIUKATOpax
aBTOMAaTHU3UPOBAHHYIO JVCTIUATUTAHBI HHIUKATOpaX WHIUKATOpaX KOMIICTEHITHIA
CHUCTEMY KaK 0OBEKT 3HAHUH, KOMIICTCHITHIHA KOMIICTCHIIHIA JUCTIATUTHHBI
WH(POPMAITIOHHOTO YKa3aHHBIX B TUCIIUIIIHEI TUCITUTIIVHEI «3HaTh» (CM. T1. 3).
BO3ICHCTBUS, KPUTCPUH | MHIUKATOPAX «3Hath» (cM. 1. 3). | «3HaTh» (cM. 1. 3). | CBOOOIHO
OLICHKU €€ KOMITETEHIU I Homnyckarores Ho nonyckarorcs ornepupyer
3aLTUIIEHHOCTH U JUCHIUTUINHBI 3HAYUTEIIbHbIC HE3HAYUTENbHbBIE MPUOOPETEHHBIMH
METO/Ibl 00ECIICYCHUS «3HaTh» (CM. . OIIHOKH, OIIMOKH, 3HAHUSIMH.
ec nHGOPMAIIMOHHOH 3). MpOSIBISAETCA HETOYHOCTH,
0€30MacCHOCTH; HEI0CTaTOYHOCTh 3aTPyAHCHUS MPH
OCHOBHBIC MEPHI 110 3HAHUH, 10 PsIILy AHATUTHYECKUX
3amIuTe HHPOPMAIUH B MoKa3aTee, oreparnmsx.
aBTOMAaTHU3UPOBAHHBIX oOyJarormics
cucreMax HCTIBITHIBACT
(opraHm3anMOHHEIE, 3HAYUTENEHBIC
MIPaBOBEIC, 3aTpyAHEHUS MIPH
MIPOrpaMMHO- OTIEPHPOBAHNHT
anmapaTHEIe, 3HAHUAMH IIPH UX
Kpunrorpaduyeckue, nepeHoce Ha
TEXHUYECKHE); HOBBIC CUTYAIUH.
OCHOBHBIC
Kpunrorpaduieckue
METOJIbI, A ITOPUTMEI,
MIPOTOKOJIEI,
HCTIOJIB3yEMBIC JIIS
obecrieueHus
WHPOPMATMOHHON
0€30acHOCTH B
aBTOMAaTH3UPOBAHHBIX
u
TENIEKOMMYHHUKAITHOHH

BIX CHCTEMaXx.
HOIIK-14.2. Ymeer
pa3pabaThIBaTh
TEXHUYCCKHE 3aaHUS
Ha CO3JlaHne
IIOJICHCTEM
HHPOPMAIIMOHHON
6e30macHOCTH
aBTOMaTU3UPOBAHHBIX
CHCTEM, TIPOSKTHPOBATH
TaKUe MOJCUCTEMBI C
YUYETOM JIEUCTBYIOITUX
HOPMATUBHBIX U
METOIUYCCKUX
JIOKYMEHTOB;
HCCIe0BaTh

3¢ HEKTUBHOCTD
CO3/1aBaE€MbIX CPEJICTB
aBTOMATHU3AIINH,
MPOBOAUTH TEXHUKO-
HKOHOMHUYECKOE
000oCHOBaHHE
MIPOEKTHBIX PELICHUN;
paspabaTbIBaTh
YaCTHBIC INTOJIMTHKU
MHOPMAIMOHHON
0e3omacHoOCTH
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nH()OPMaMOHHON
0€30MMacHOCTH
aBTOMAaTHU3UPOBAHHBIX
CHCTEM.
HMOIIK-14.3. Bnageer
MeTOoIaMu
(dbopmMHUpOBaHUs
TpeOOBaHUM MO 3aIIUTE
nHpopMaluy;
METOJIaMU U
TEXHOJIOTUSIMU
MIPOCKTUPOBAHUS,
MOJICITAPOBAHMS,
HCCIICAOBAHUS
aBTOMAaTH3UPOBAHHBIX
CHCTEM U 26 TOACUCTEM
6e30macHOCTH
aBTOMAaTH3UPOBAHHBIX
CHCTEM; - METOJaMHU U
CpeacTBaMu
TEXHUYECKOM 3alIUThI
nHpopMauu
[IK-1 CriocobHOCTE co3/1aBaTh U UCCIEIOBATh MOJEITH aBTOMATH3NPOBAHHBIX CUCTEM
UIIK-1.1. 3Haer: - OO0yuatonuiics OO0yuaronuiics OO6yyaromnuiics OO0yuaromuiics
Moienu mudpoB u JEMOHCTPHUPYET JIEMOHCTPUPYET JIEMOHCTPUPYET JIEMOHCTPHUPYET
MaTeMaTHYECKUC MTOJTHOE HETIOJTHOE YaCTUYHOE MOJTHOE
METOIBI FIX OTCYTCTBUEC WM COOTBETCTBHUE COOTBETCTBHUE COOTBETCTBUE
HCCIICIOBAHUS, - HEIOCTaTOYHOE CJIEeTYFOIITHIX CJIETYFOIITIX CJIeTYFOTITHIX
OCHOBHBIE YTPO3HI COOTBETCTBHE 3HaHUH, 3HaHUH, 3HAHWH, YKa3aHHBIX
0e30macHOCTH MaTepHuary YKa3aHHBIX B yKa3aHHBIX B B MHIUKATOPax
WHPOPMALIMN ¥ MOJIENH | JAACIUILIMHEI WHAUKATOpax WHAUKATOpaxX KOMIICTEHITHIA
HapyLIUTENs B 3HAHWM, KOMIIETEHIIUHN KOMIIETEHIINHN IUCIHATIIMHBI
aBTOMAaTU3UPOBAHHBIX YKa3aHHBIX B JIUCITUTUTHHBI JIACITUTUTHHBI «3HaTh» (cM. 1. 3).
CHCTEMAaX; - OCHOBHBIE WHIUKATOpax «3Hath» (cM. 1. 3). | «3Hath» (cm. 1. 3). | CBOOOIHO
XapaKTEepUCTUKHU KOMITETEHIU I JHomnyckarores Ho nonyckarorcs Onepupyer
CUTHAJIOB JUCTIATUTAHBI 3HAYHUTEIIbHBIC HE3HAYUTEIILHBIC MPUOOPETEHHBIMU
AJIEKTPOCBSA3HU, CIIEKTPBI | «3HATHY (CM. II. OINOKH, OINOKH, 3HAHUSAMU.
Y BUJIBI MOTYJISIUH; 3). MPOSIBIISICTCS HETOYHOCTH,
STaJIOHHYIO MOJIENb HEIOCTaTOYHOCTh 3aTpyAHEHUS MPHU
B3aMMOJICHCTBHSA 3HaHUH, 10 PSIITy AaHATUTIHYECKUX
OTKPBITHIX CHCTEM; MoKa3aTese, oTIepanusix.
TIPUHITUIIBI TIOCTPOSHUS oOygarormmics
1 GYHKINOHAPOBAHU UCTIBITHIBACT
CHCTEM U ceTeil 3HAYUTEIbHEIC
nepegavn 3aTPYOHEHUS TIPU
uHdopmauuy; - OTIEPHPOBAHUHT

TpeboBaHus K mudpam

U OCHOBHBIE
XapaKTepUCTUKH 29
muppoB; MOJEITH
¢ poB U
MaTeMaTH4ecKue
METOJIBI UX
HCCIIEIOBAHMS.
HNIIK -1.2. Ymeer: -
pa3pabaTbeIBaTh U

SHAHUAMMU IIPU UX
IMEPEHOCC Ha
HOBBIC CUTYallU.
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HCCIIE0BATh
AHAIIUTUYECKHUE U
KOMITBIOTEPHBIC
MOZEIHN
aBTOMaTU3UPOBAHHBIX
CHCTEM U MOJCHUCTEM
0e30I1aCHOCTH
aBTOMAaTH3UPOBAHHBIX
CHCTEM; - HCCIIEI0BATE
3¢ EKTUBHOCTD
C03/1aBaEMBIX CPEIICTB
aBTOMATH3ALUH,
MIPOBOJIUTH TEXHUKO -
SKOHOMHYECKOE
o0ocHOBaHUE
MIPOEKTHBIX PELICHUH.
UIIK -1.3. Boazeer: -
HaBBIKAMH
MaTeMaTHYECKOIO
MOJICIIUPOBAHUS B
kpunrorpaduy; -
METOJIaMHU U
TEXHOJIOTUSIMHU
MPOSKTUPOBAHUS,
MOJICITAPOBAHMS,
uccienosanus 30
aBTOMAaTU3UPOBAHHBIX
CHCTEM U IOJCUCTEM
06e30macHOCTH
aBTOMaTU3UPOBAHHBIX
CHCTEM; - HaBBIKAMU
aHaju3a ¥ CUHTE3a
CTPYKTYPHBIX U
(YHKIIMOHATIBHBIX CXEM
3aIIMILIEHHBIX
aBTOMAaTH3UPOBAHHBIX
WHPOPMAIIHOHHBIX
CHCTEM; - HaBBIKAMU
aHalM3a OCHOBHBIX
XapaKTEePUCTUK U
BO3MOKHOCTEH
TEJIEKOMMYHHKAIMOHH
BIX CHCTEM II0 Iepeaye
uHdopmauuy; -
HaBBIKAMU
HCIIOJIL30BAHUS
IPOrPaMMHO-
amnmapaTHBIX CPE/ICTB
obecneyeHus
HHPOPMAIIMOHHON
6e30macHOCTH
aBTOMaTU3UPOBAHHBIX
CHCTEM

[1K-3 CriocoOHOCTh pa3padarbiBaTh MOJIEIH YTPO3 U MOJIEIIN HApyIIUTENsT HHYOPMAIMOHHOW 0€3011acHOCTH
ABTOMATH3HPOBAHHON CHCTEMBI
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UIIK-3.1. 3naert: - OOyuaromuiics OO0yuaromuiics OO0yuaromuiics OOyuaronuiics
OCHOBHBIE YTPO3HI JEMOHCTPHPYET JIEMOHCTPUPYET JIEMOHCTPUPYET JIEMOHCTPHUPYET
6e30macHOCTH TTOJTHOE HETOJTHOE YaCTUIHOE TOJTHOE
WH(POPMAIIUN ¥ MOJIEIA | OTCYTCTBHE WA COOTBETCTBHUE COOTBETCTBHE COOTBETCTBHE
HApYIIUTENS B HEAO0CTaTOYHOE CIIeYFOTITIX CJIEYFOIITIX CIIeYFOLITIX
aBTOMaTU3UPOBAHHBIX COOTBETCTBHE 3HAHUH, 3HAHUH, 3HaHMM, yKa3aHHbIX
CHCTEMaXx; - OCHOBHBIE | MaTepuaiy YKa3aHHBIX B YKa3aHHBIX B B MHJMKAaTOPax
MepBI 110 3alIuTe JUCUUILTHHBI MHIIIKaTOpax WHJIMKaTOpax KOMITETEHIIMI
uHpOpMaIIUHU B 3HAHUM, KOMIIETEHIIUHN KOMIIETEHIIUHN ITUCLUATIIIMHEI
aBTOMaTU3UPOBAHHBIX yKa3aHHBIX B JICIUITITHHBI JICLUITITHHBI «3Hate» (cM. 1. 3).
cucremMax HHIUKATOpax «3Hatby (cM. 1. 3). | «3Hath» (cm. 1. 3). | CBOOOIHO
(opraHu3annoHHbIE, KOMITETECHIMH Jonyckarorcs Ho nomyckatorcs orepupyer
IIPaBOBEIE, JVCIUTUTAHBI 3HAYUTEJIbHBIE HE3HAYHUTEIIbHBIE pUOOpPETEHHBIMU
MIPOrpaMMHO- «3HaTby» (CM. TI. OIINOKH, OIINOKH, 3HAHUSIMH.
arnmapaTHEIE, 3). TIPOSIBIISIETCS HETOYHOCTH,
KpUNITOTpauIecKue, HEIOCTaTOYHOCTh 3aTpyAHEHUS IIPH
TEXHUYIECKHE); - 3HaHUI, 10 PSIILy AHATUTHYECKIX
OCHOBHBIE MoKa3aTese, oTepanusx.
Kpunrorpaduieckue oOyyaromuiics
METO/Ibl, AJITOPUTMBI, UCIIBITHIBAET
MIPOTOKOJIBL, 3HAYUTEJIbHBIE
UCIIONIb3yEMBbIE ISl 3aTpyJHEHUs PU
obecrieueHust OIEPUPOBAHUH
nH(POPMaMOHHON 3HAHUSIMHU TIPH UX
6€e3011acHOCTH B IepeHoce Ha
aBTOMAaTH3UPOBAHHBIX HOBBIC CUTYAITUH.
u
TEIEKOMMYHHUKAITIOHH
BIX CHCTEMaX.
UIIK-3.2.Ymeer: -
paspabatbIBaTh U
HCCIIeI0BATh
aHAJIMTUYECKHE U
KOMITBIOTEPHBIE
MOJIETIH
aBTOMAaTH3UPOBAHHBIX
CHCTEM U TIOJICHCTEM
0e30macHOCTH
ITK-5. CriocoGHOCTh POBOJUTH aHANIU3, IIpeAJIaraTh 1 000CHOBBIBATh BBIOOD PELICHHUH 110 00ECTIeYEHHIO
3¢ PEKTUBHOTO MPUMEHEHHSI aBTOMAaTH3UPOBAHHBIX CHCTEM B chepe npodhecCHoHabHOM e TeTbHOCTH
UIIK-5.1. 3naer: - Ob6yuatommiics OO0yuaronuiics OO0yuaroruiics OO0yuarommiics
TpeOoBaHUA K mUppaM | JEMOHCTPHPYET JIEMOHCTPHUPYET JIEMOHCTPUPYET JIEMOHCTPHUPYET
1 OCHOBHEIE TTOJTHOE HETIOJTHOE YaCTUIHOE MOJTHOE
XapaKTePUCTHKH OTCYTCTBHUE WJIH COOTBETCTBHUE COOTBETCTBHE COOTBETCTBHE
mnu(poB; APXUTEKTYPY, | HEIOCTATOYHOE CJIEYIOIITIX CJIEeIYIOITIX CIIEeYFOLITIX
TIPUHIUIIB COOTBETCTBUE 3HAHUM, 3HAHUM, 3HAHUMN, yKa3aHHBIX
(YHKIMOHUPOBAHUS, Marepuay YKa3aHHBIX B yKa3aHHBIX B B MHJMKATOPax
AJIEKTPOHHYIO 0a3y JUCIUTITHHBI WHIIIKATOpax WHJIIKaTOpax KOMITETEHINH
COBPEMEHHBIX 3HAHMH, KOMITETEHIMI KOMITETEH NI JIUCIIATUTHHBI
KOMITBIOTEPOB, yKa3aHHBIX B JICLUTTIIMHBI JICLUITITHHBI «3Hate» (cM. 1. 3).
BBIYUCIIUTENbHBIX U HMHAMKATOpax «3Hate» (cMm. 1. 3). | «3HaTH» (cM. 1. 3). | CBOGOIHO
TEJICKOMMYHHUKAIIMOHH | KOMIIETCHIIHA Jormyckarorest Ho nomyckarorcst orepupyer
BIX X CHCTEM; - JTUCTIATUTAHBI 3HAYUTEIbHBIC HE3HAYNTEIbHBIC MpHOOPETEHHBIMU
HWCTOYHUKH U «3HaTh» (CM. 1. OIINOKH, ONINOKH, 3HAHUSAMH.
knaccuukanuio yrpos | 3). TIPOSIBISIETCS HETOYHOCTH,
WH(POPMATMOHHON HEI0CTaTOYHOCTh 3aTpyAHEHUS MIPH
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0€30MMacHOCTH; - 3HaHUH, 0 PSIITy AHATTUTHYECKUX
OCHOBHBIE CPEJICTBA U IToKa3areJe, oreparusx.
CcrIoco0BI 00ecIIeueHUS oOyuarommics
HHPOPMAIIMOHHON HCIIBITEIBAET
0€301MacHOCTH, 3HAYUTENNBHEIE
MPUHIUIBI TOCTPOCHUS 3aTpyIHEHUS MIPU
CHCTEM 3aIUTHI OMEePUPOBAHNHU

nHdopMmauuy; -
OCHOBHBIC
UH(POPMAIMOHHBIC
TEXHOJIOTHH,
HCTOJIb3yEMBIC B
aBTOMAaTHU3UPOBAHHBIX
CHUCTEMaX; - OCHOBHBIC
YTpo3bl 0€30MacHOCTH
nHPOPMALIAN ¥ MOJIEIH
HApYIIUTENS B
aBTOMAaTH3UPOBAHHBIX
CHCTEMaX; - OCHOBHBIC
KOMOWHATOPHBIE U
TEOPETHKO -rpad)oBbIC
AJITOPUTMBI, a TAKIKE
CrocoObI UX

3¢ GeKTUBHOM
peaTu3aIiy U OICHKI
cnoxx"octu. UTIK -5.2.
Ywmeer: -
aHAIIM3APOBATh
MIPOTpaMMHEIE,
APXUTEKTYPHO -
TEXHUYECKHE U
CXEMOTEXHHYCCKHE
peIICHHsI KOMIIOHCHTOB
aBTOMAaTH3UPOBAHHBIX
CHUCTEM C LIEIBIO
BEISIBIICHUS
MTOTEHIMATHHBIX
ysI3BUMOCTEN
HHPOPMATMOHHON
0e30macHOCTH
aBTOMAaTH3UPOBAHHBIX
CHUCTEM; -
KJIacCH(UITUPOBATh U
OILICHUBATh YTPO3bI
MHPOPMaIMOHHON
0€30MacHOCTH IS
00BeKTa
nHPOPMATH3ALNY; -
MIPOEKTHUPOBATH
CTPYKTYpY U
ApPXUTEKTYPY
MIPOTPaAMMHOTO
obecrieueHus ¢
HCTIOJIH30BaHUEM
COBPEMEHHBIX
METOJ0JIOTHH U
CpEenCTB
aBTOMATH3AIMU

3HaHUAMU IIPU UX
TMEPEHOCC Ha
HOBBLIC CUTYallU.
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MPOSKTHPOBAHHS
HPOrPaMMHOTO
obecrnieueHHs.

UIIK -5.3. Bmaneer: -
HaBBIKAMH pa3paboTKH,
TOKYMEHTHPOBaHU 0a3
JIQaHHBIX C Y4E€TOM
TpeboBaHUM 1O
obecrie4yeHnIo
nHOPMaIMOHHON
0€30I1aCHOCTH; -
METOaMH
(opMupoBaHus
TpeOOBaHHMH 110 3aLIUTE
nHpOpMALNH; -
METOJMKAMH OLICHKH
MoKa3aTele KayecTBa
u 3¢ dexTuBHOCTH
39BM un
BBIYUCJIUTCIIbHBIX
cucTeM; -
poheCCHOHATTBHOM
TEPMUHOJIOTHEH B
obmactn
nH(OPMaMOHHON
0e30I1aCHOCTH; -
HaBBIKaMH aHaM3a
OCHOBHBIX y3JIOB H
YCTPOMCTB
COBPEMEHHBIX
aBTOMaTU3UPOBAaHHBIX
CHCTEM, HaBbIKAMHU
aHaJM3a U CUHTEe3a
CTPYKTYPHBIX U
(bYHKIHOHATBHBIX CXEM
3aIIUIICHHBIX
ABTOMATHU3UPOBAHHBIX
UH(OPMAIIMOHHBIX
CHCTEM.

ITK-6. CriocoOHOCTh pa3pabaThiBaTh M aHAJIM3UPOBATH NPOSKTHBIE PEIICHHs 110 00ecIeueH 0 0e301acHOCTH
aBTOMaTU3UPOBAHHBIX CHCTEM

HIIK-6.1. 3HaerT: -
cpencrsa obecTieueHus
0e30MacHOCTH TaHHBIX;
- OCHOBBI
OpraHU3aIMOHHOTO U
MIPaBOBOTO
obecneyeHus
UH(OPMaLMOHHON
0e30MacHOCTH,
OCHOBHEIE TIOJIOKEHHUS
3aKOHOATENHCTBA
Poccuiickoi
Oeneparn B 001acTH
3aIIUTHl HHGOPMAIIHH;
- IOKa3aTeln KayecTBa

OO6yqatommiicst
JEMOHCTPHPYET
MOJIHOE
OTCYTCTBHE WU
HEI0CTATOYHOE
COOTBETCTBHE
Marepuany
JIACLIMILIAHEI
3HAHUH,
YKa3aHHBIX B
WHAUKATOpaxX
KOMIIETEHIINH
JIACIUTIIAHBL
«3HaTh» (CM. 1.
3).

OO0yuaronuiics
JIEMOHCTPHUPYET
HETOJIHOE
COOTBETCTBHUE
CIIeYIOUTUX
3HAHUM,
YKa3aHHBIX B
WHIMUKATOpaXxX
KOMITETEHINI
JUCTIATUTHHBI
«3Hare» (cM. 1. 3).
Homnyckarores
3HAYUTEIIbHBIE
OIINOKH,
MIPOSIBISIETCS

OO0yuaromuiics
JIEMOHCTPUPYET
YacTUYHOE
COOTBETCTBUE
CIIeYIOUTUX
3HAHUM,
YKa3aHHBIX B
WHIUKATOpax
KOMIIETEHIIUH
UCIATUIMHEL

«3Hat» (cM. 1. 3).

Ho nonyckarorcs
He3HAYUTCIIbHBIC
OIINOKH,
HETOYHOCTH,

OObyuarommiics
JIEMOHCTPHUPYET
MOJTHOE
COOTBETCTBHE
CIIEIYIOLIIX
3HaHMM, yKa3aHHBIX
B MHJMKAaTOPax
KOMITETEHITUI
JIUCIIATUTHHBI
«3Hatby» (cM. II. 3).
CBoOoaHO
orepupyer
pHOOPETEHHBIMU
3HAHUSAMHU.
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IIPOTrPaMMHOTO HEJI0OCTaTOYHOCTh 3aTpyIHEHUS [IPU
obecrieueHus; 3HAHMH, 110 PALY AHAJTMTUYECKUX
METO/IOJIOTHH B METOIBI MOKazaTeleH, oTieparysix.
MIPOEKTHPOBAHUS oOygarommics
MIPOTPaMMHOTO UCTIBITBIBAET
obecrieueHns; METObI 3HAYUTEIIbHBIC
TECTHPOBAHUA U 3aTPYAHCHUS IPH
otnazku I10; - OTIEPHPOBAHUHI

TIPUHIUIIBI
OpraHu3aIuN
JIOKYMEHTHPOBaHUS
pa3paboTku, mporecca
COTIPOBOXKICHHS
[IPOTrPaMMHOTO
obecreyeHus; -
OCHOBHBIE CTPYKTYPBI
JTAHHBIX U CIIOCOOBI X
peanu3aiyy Ha s3bIKe
MIPOrPaMMHUPOBAHUS -
OCHOBHBIC
KOMOMHATOPHBIE U
TEOPETHKO-TPa(OBhIC
aJTOPUTMBI, a TAKIKE
CrocoOBI UX

3¢ deKTUBHOI
peau3aliy U OLIEHKH
cnoxxnoctu. UITK_6.2.
VYwmeer: - popmupoBatsb
TpeOOBaHUSA U
pa3pabaTbIBaTh
BHEIIIHUE
crienupuKanuy st
pa3pabaTbIBacMOTro
MIPOrPaMMHOTO
obecrieyeHus; -
[UIAHUPOBATh
pa3paboTKy CIOKHOTO
[IPOTrPaMMHOTO
obecreyeHus; -
MIPOBOJIUTD
KOMILJIEKCHOE
TECTUPOBAHUE U
OTJIAJIKy TPOTPAMMHBIX
CUCTEM; -
MPOSKTHUPOBATH U
KOJHMPOBATH aJITOPUTMBI
C COOITIOICHUEM
TpeOOBaHUH K
KaueCTBEHHOMY CTHITIO
POrpaMMUPOBAHUS;
pean30BbIBATh
OCHOBHBIE CTPYKTYPBI
JTAaHHBIX ¥ 0a30BBIE
aNTOPUTMBI CPEACTBAMU
SI3BIKOB
[IPOrPaMMHUPOBAHHS; -
MIPOBOIUTH BHIOOD

3 PEeKTUBHBIX

SHAHUAMMU IIPU UX
IMEPEHOCC Ha
HOBBIC CUTYallU.
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croco0O0B pearu3aliu
CTPYKTYp JaHHBIX U
KOHKPETHBIX
aITOPUTMOB MPH
peleHnu
po¢eCCHOHATBHBIX
3amay; paboTaTh ¢
HMHTErPUPOBAHHOMN
cpeoi pa3paboTKu
MPOrPaMMHOTO
obecrieyeHus; -
OLICHUBATb
UH(OPMAIMOHHEIE
pHCKU B
aBTOMAaTU3UPOBAHHBIX
CHUCTEMaX.

UIIK -6.3. Bnaneer: -
HaBBIKAMH y4acTHs B
9KCIIEPTU3E COCTOSHUS
3alIMIIEHHOCTH
nH(OpMaLMHU Ha
00BEKTE 3AIIMTEL; -
HaBBIKAMH
MPOCKTHPOBAHHUS
MPOrPaMMHOTO
obecrieueHus ¢
HCIIOJIb30BaHHEM
cpencTB
aBTOMAaTHU3ALINH; -
HaBBIKAMHU pa3paboTKH,
JIOKYMEHTHPOBaHUS,
TECTUPOBAHUA U
OTJIAJIKH
MPOrPaMMHOTO
obecrieueHus B
COOTBETCTBHUH C
COBPEMEHHBIMH
TEXHOJIOTUSIMU U
METOIaMU
MPOTrPaMMHUPOBAHUS; -
HaBBIKAMH pa3pabOTKH
MIPOrPaMMHOMI
JIOKyMEHTAIUH;
HaBbIKaMU
MPOrPaMMHUPOBAHHUS C
HCIIOJIb30BaHUEM

3¢ PEeKTUBHBIX
peanusanuii CTpyKTyp
JAHHBIX U aJTOPUTMOB

ITK-7. CtocoGHOCTD y4acTBOBATh B pa3pabOTKe 3allUIICHHBIX aBTOMATH3HPOBAHHBIX CUCTEM B cepe
poheCCHOHATBHOMN MeATSIbHOCTH

UIIK-7.1. 3naert: -
TIPUHIXIBI TTOCTPOCHUS
1 GYHKINOHUPOBAHMUS,
[IPUMEPBI peann3anui
COBPEMEHHBIX CHCTEM

OObyJatomimiicst
JICMOHCTPHUPYET
ITOJIHOE

OTCYTCTBHUE WU
HEJ0CTaTOYHOE

OO0yuaromuiics
JIEMOHCTPUPYET
HETIOIIHOE
COOTBETCTBHE
10300111704

OO0yuaromuiics
JIEMOHCTPUPYET
YaCTHUYHOE
COOTBETCTBHE
CIIEAYIOLIMX

OO0y4aromuiics
JIEMOHCTPUPYET
MTOJTHOE
COOTBETCTBHE
CIIEIYFOLIHIX
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ynpasieHus 6a3aMu COOTBETCTBHE 3HaHUH, 3HaHUH, 3HaHUM, yKa3aHHBIX
JAHHBIX; - apXUTEKTYpy | MaTtepuaiy YKa3aHHBIX B YKa3aHHBIX B B MHIUKATOpax
cucreM 0a3 JaHHBIX; - JTVCTIATUTAHBI WHAUKATOpaX WHAUKATOpaxX KOMIICTEHITHIA
OCHOBHBIE MOJIETN 3HAHWMU, KOMIIETEHIIUHN KOMIIETEHIINHN IUCIHAIIINHBI
AHHBIX; - (U3UYEeCcKyl0 | yKa3aHHBIX B TUCLIUTIIMHEI TUCLIUTIINHEI «3HaTh» (CcM. T1. 3).
opraHuzamuio 6a3 WHAWKATOpax «3Hatb» (cM. 1. 3). | «3HaTh» (cM. . 3). | CBOOOIHO
JIaHHBIX; - KOMIIETEHIUH JomyckaroTcst Ho nomyckatorcest onepupyer
II0CJICA0BATCIIBHOCTh U JAUCHUIIIINHBI 3HAYUTCIIbHBIC HE3HAUUTCIIbHBIC HpI/IO6peTeHHLIMI/I
cojiep KaHKe JTAroB «3HaTh» (CM. . OIINOKH, OIINOKH, 3HAHUSIMH.
MIPOEKTUPOBaHUs 0a3 3). MPOSBIISICTCS HETOYHOCTH,
JTAaHHBIX. HEI0CTaTOYHOCTh 3aTPYAHCHUS MPH
UIIK-7.2. Ymeer: - 3HaHUi, o psxy AQHAJIUTHYECKUX
pa3pabaTeIBaTh U oKa3arteei, oTeparnusx.
aJMHUHUCTPUPOBATH oOygarormmics
0a3bl TaHHBIX; - HCTIBITHIBACT
BBIICISATH CYITHOCTH U 3HAYUTENEHBIC
CBSI3H MIPEIMETHOM 3aTpyAHEHUS MIPH
obmacty; - oToOpaxarb OTIePHPOBAHNHT

MpeIMETHYIO 001acTh
HA KOHKPETHYIO MOJEC/b
JaHHBIX; -
HOpPMAJTU30BaTh
OTHOIIICHUS MIPH
MPOEKTUPOBAHUT
PEIAUOHHON 6a3bl
JTAHHBIX; - IPUMEHSATH
TpeboBanus EnuHoi
CHCTEMBI
KOHCTPYKTOPCKOM
JTIOKYMEHTALUH! U
Enunoi cucreMsl
IPOrpaMMHOMI
}:lOKyMeHTaL[I/II/I l'[pI/I
pa3paboTke
TEXHUYECKOI
nokymenrauuu. UITK-
7.3. Bnageer: -
HaBBIKAMU pa3pabOTKH,
TIOKYMEHTHPOBaHUS 0a3
JTAHHBIX C YIETOM
TpeboBaHMUii IO
o0ecneYeHnio
“H()OPMAITMOHHON
0€30I1aCHOCTH; -
HaBBIKAMHU pa3pabOTKH
TEXHUYECKOI
JIOKYMEHTAIIUU B
COOTBETCTBHH C
TpeboBanusMu EnuHOM
CHCTEMBI
KOHCTPYKTOPCKO#
JIOKYMEHTAILIUH! U
Enunoii cucreMsl
MIPOrPaMMHOMI
JTIOKYMEHTAIIHH.

3HaHUAMU IIPU UX
IEPEHOCE Ha
HOBBIC CUTYyallH.

[TK-16. CiocobHOCTH 00ectieunTs 3 hekTHBHOE TPUMEHEHNE HHPOPMAMOHHO-TEXHOJIOTNIECKUX PECYPCOB
aBTOMAaTH3UPOBAHHON CHCTEMEI C YUETOM TpeOOBaHUH HH(DOPMAIIMOHHOHN 0€30MacHOCTH




Kpurepun onennBanus
IHoxazarenn
2 3 4 5

UIIK-16.1. 3naer: - OOyuaromuiics OO0yuaromuiics OO0yuaromuiics OOyuaronuiics
OCHOBEI JIEMOHCTPHUPYET JIEMOHCTPUPYET JIEMOHCTPUPYET JIEMOHCTPUPYET
OPTaHU3aLHOHHOTO U TIOJTHOE HETIOJTHOE JaCTHYHOE TIOJTHOE
IIPaBOBOTO OTCYTCTBHE WIIN COOTBETCTBHE COOTBETCTBHE COOTBETCTBHE
obecrieueHus HEI0CTaTOYHOE CIIEAYFOIINX CIIEAYFOIINX CIIEYFOLINX
HH(POPMATMOHHON COOTBETCTBUE 3HAHUH, 3HAHUH, 3HaHMM, yKa3aHHbIX
0e30IacHOCTH, MaTepuairy yKa3aHHBIX B YKa3aHHBIX B B MHIUKATOpax
OCHOBHBIC ITOJIOKCHUS JAUCHUIIIINHBI HHAWKaTOpax HHAWKaTOpax KOMHCTCHLIPIIZ
3aKOHO/IaTEJIbCTBA 3HAHUM, KOMIETECHIUH KOMIETCHLIUN JUCUUIIIMHBI
Poccwuiickoii YKa3aHHBIX B JACLIMILINHBI JHACLUMILIAHBI «3Hatby» (cM. 1. 3).
denepanyu B 061acTH HMHAMKATOpax «3Hate» (cM. 1. 3). | «3HaTH» (cM. 1. 3). | CBOGOIHO
3aMTHl HHGOPMAIMK; | KOMITETCHIMH Jonyckarorcs Ho nomyckatorcs ornepupyer
- OCHOBHBIE METO/IBI JVCIUTUTAHBI 3HAYUTEJIbHBIE HE3HAYHUTEIIbHBIE pUOOpPETEHHBIMU
YIpaBIieHUS «3HaTh» (CM. II. OmnoOKH, OIMOKH, 3HAHUSAMH.
nH()OPMAMOHHON 3). MIPOSIBIISIETCS HETOYHOCTH,
6e3omacHoctrio. UTTK- HEJ0CTaTOYHOCTh 3aTpyIHEHUS IpU
16.2. Ymeer: - 3HaHUI, 10 PSIILy AHATUTHYECKIX
BOCCTaHABJINBATh MOKa3aTeleH, oreparysx.
paboTocmocoOHOCTh obyyJaromuics
IIOACUCTEMbI UCIIBIThIBACT
HHPOPMALMOHHON 3HAYUTEIIbHEIE
0e3omacHoOCTH 3aTpyJHEHUs PU
aBTOMaTU3UPOBAHHBIX OIEPUPOBAHUH
CHCTEM B HELITATHBIX 3HAHMUSMH IIPU UX
CUTyanusx; - HepeHoce Ha
paspabaTbIBaTh HOBBIE CUTYAIHH.
YaCTHBIC TOJIUTHKH
WH(POPMATMOHHON
0e30macHOCTH
WH(POPMATMOHHON
0e30MacHOCTH
ABTOMATHU3UPOBAHHBIX
cucteM. UIIK -16.3.
Biageert: - HaBbIKaMu
SKCILTyaTally 1
aJIMUHHUCTPHPOBAHHUS
0a3 TaHHBIX C yYETOM

®opMa NPOMEKYTOUHOM aTTecTanun: Tu(ddepeHUMPOBAHHDBIIN 3a4eT.
ITo utoram HpOMeXCYTOqHOﬁ arrecraquy 1o JUCHUIIIINHE (MOI[yJHO) BBICTABJISICTCA OLICHKA
«OTJIMYHOY, «XOPOIO0Y, «yJA0BIECTBOPUTEIILHO» WIH «HEYIOBIETBOPUTEIHHOY.

HIxanaa
OLICHUBAHUSA

Onucanue

Boimonuensl Bce BHUIBI  y4eOHOM pabOThI, MpPeryCMOTPEHHbBIE
y4eOHbIM Tu1aHoM. CTYJeHT IEMOHCTPUPYET COOTBETCTBUE 3HAHUH,
YMEHHUI, HaBBIKOB TMPHUBEICHHBIM B TaOJHMIIAX IOKa3aTeNei,
ONepupyeT NPUOOPETEHHBIMU 3HAHUSMH, YMEHHSMH, HaABBIKAMH,
MPUMEHSAET WX B CUTYyalUsX MOBBIIIEHHON cioxHOCTH. [Ipyu s3TomM
MOTYT OBITH JIONYIIEHBl HE3HAYUTEIbHBIC OIIMOKH, HETOYHOCTH,
3aTpyAHEHUS NPU AHATUTUYECKHUX OIepalusix, NepeHoce 3HaHUM U
YMEHHI Ha HOBbIE, HECTAHAPTHBIE CUTYAIUH.

OTJIINYHO




Xopoo

BeimonmHeHnsl Bce BHIBI  y4eOHOW pabOThI, MPeIyCMOTPEHHBIE
y4eOHBIM M1aHOM. CTYJIEHT IEMOHCTPUPYET HEMOIHOE, MPaBUIHLHOE
COOTBECTCTBUC 3HaHI/II71, YMGHHﬁ, HABBIKOB HpI/IBeIICHHBIM B TaGHI/II_IaX
nmokaszaTeneil, aub0 eclnu TpU 3TOM OBLIM JOMyIIeHbl 2-3
HECYIICCTBEHHBIC OITHOKH.

VY 10BIIE€TBOPUTEIIHHO

Boimonnensl Bce BuUIBI  y4eOHOUM pabOThL, MpPerTyCMOTPEHHbIE
y4eOHbIM Tu1aHOM. CTYJEHT IEMOHCTPUPYET COOTBETCTBUE 3HAHUH,
B KOTOPOM OCBEIIIeHAa OCHOBHAsI, HauboJee BaXkKHasi YacTh MaTepuaa,
HO TpU DHTOM JIONMyIIEHA OJHA 3HAYUTENbHas OIIMOKa WM
HETOYHOCTb.

HeynosnerBopurenbHo

He BpimonHen oauH wuiau  Oosee BUAOB yueOHOM paboOTHI,
NpeTyCMOTPEHHBIX Y4eOHbIM IIaHoM. CTyOeHT JIeMOHCTPUPYET
HETIOJTHOE COOTBETCTBUE 3HAHUN, YMEHHI, HABBIKOB MTPUBEICHHBIM B
TabNMIaX TOKa3aTeiel, MOMYCKAIOTCSd 3HAYUTEIbHBIC OIINOKH,
NPOSIBIISIETCS. OTCYTCTBUE 3HAHWW, yMEHUWI, HAaBBIKOB 10 PAILY
MOKa3aTeNel, CTYICHT HCIIBITHIBACT 3HAUNTEIIbHBIC 3aTPy IHEHUS IPU
OTIEpPUPOBAHUH 3HAHUSMH U YMEHHSMH TPH WX TIEpEeHOCe Ha HOBBIC
CHUTYaIHH.

7.3 OueHo4HbIe CpeaCTBA

7.3. CiucoK BONPOCOB ISl IK3aMeHa 10 JUCIHUIINHE

1. Buner aBromatusupoBaHHbIx cucteM (AC).

2. OOmas XxapakTEepUCTUKA CUCTEM aBTOMATU3AINH YITPABICHUYECKOM

ACATCIIBHOCTH.

3. CTpykTypa aBTOMaTU3UPOBAHHBIX CUCTEM I10 BHAaM 00€CTICUCHUSI.

4. be3omacHOCTh I/IH(bOpMaHI/II/I B ABTOMATU3UPOBAHHBIX CUCTCMAX.

5. KJ'IaCCI/I(i)I/IKa]_II/IOHHble CXEMbI 00BEKTOB 3alllUThbl B aBTOMATU3NPOBAHHBIX

(KOMITBIOTEPHBIX ) CUCTEMAX.

6. OOBEKTHI 34IIUTHI B 3allTUIICHHBIX aBTOMATH3UPOBAHHBIX CUCTCMAX.

7. OO11as XxapakKTepUCTUKa CTaHJAPTOB O€30MACHOCTU KOMITBIOTEPHBIX

cucteM. JKu3HeHHBIN UK 3allMMIICHHBIX aBTOMATU3UPOBAHHBIX CUCTEM —

CO3AaHHC, DKCILTyaTalluA U pa3BUTUC, BBIBO/ U3 DKCILTyaTallluH.

8. Yrpo3bl 6€30macHOCTH Ha CTAJUU IKCIUTyaTauu u conmpoBoxkaeHust AC.

9. MOHUTOPUHT, KOHTPOJIb, ayJUT 0€30IMACHOCTH B 3aIUIIEHHBIX

ABTOMATHU3UPOBAHHLIX CUCTCMAX.

10.Cpencria 3amutbl AC Ha OJIB30BAaTENBCKOM YPOBHE NPUBUIIETUI.

11.CpenctBa 3amutsl AC Ha ypOBHE sA/Ipa ONEPAIMOHHOW CUCTEMBI.
12. Annapathsbie 3amuthl AC.

13.]JloBepeHHBIE Cpeibl BBHITIOTHEHUS U anlllapaTHbIE aHKJIABbI: ONPE/EICHUE,

peain3anuu, MPUHIUIILI pa6OTBI, MMpeUMyIIcCTBa, OrpaHuvICHUs.

14. HopmaTuBHbBIE JOKYMEHTBI U METOJIbI K Oe3omacHoi pazpadotku [10.
15.Buast rectupoBanus 110.




16. DpeiiMBOPKHA MOIyJIBHOTO TECTUPOBAHHSL.

17.lnHaMuyeCcKil aHaIu3: ONPEACICHUE, METObI, CPEJICTBA aBTOMATU3AIIHH,
MPEUMYIIECTBA, OTPAHUYCHUSI.

18.CraTrnueckuil aHanu3: ONpeaeIeHUE, METO/IbI, CPEJCTBA ABTOMATHU3ALINH,
MPEUMYIIIECTBA, OTPAHUYECHUS.

19.®a33unr: onpeaeaeHue, METO b, CPEACTBA aBTOMAaTHU3allUMM, TPEUMYIIIECTBA,
OTpaHUYECHUS.

20.DevSecOps: omnpeaenenue, CpeacTBa aBTOMATH3ALINH.
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