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1. Hesn, 3a0a4n U NVIAHUPYeEMBbIe Pe3yJIbTATHI 00yUEeHHUS MO TUCHUIINHE

K 0CHOBHBIM 1easIM OCBOCHUS AUCHUIUTMHBI «CETH W CUCTEMBI Tiepeadn HH()OPMAIHI)
OTHOCHUTCSL:

* popMHpOBaHNE KOMIUIEKCHBIX 3HAHUW O MPUHIUITAX OpTaHU3aINH, ((yHKIIMOHUPOBAHHS H
UCIIOJIb30BaHUSI KOMITBIOTEPHBIX CETeH Pa3IMYHOro MacuTada, BO3MOXKHOCTEH UX peaau3alliy Ha
OCHOBE 0a30BBIX TEXHOJOTHIA U CTaHAAPTOB;

* popMHpOBAHNE YMEHUH U HABBIKOB 110 MOCTPOCHHUIO COBPEMEHHBIX CETEBBIX TOMOJIOTUN U
CUCTCM CBA3U, UCIIOJIb30BAHUIO IICPCIICKTUBHBIX TGXHOHOFI/Iﬁ, CTaHAApTOB U IMPOTOKOJIOB I€pCaAavYn
JTAHHBIX;

* 3aKpEIlJICHUE NI0JIy4aeMbIX B CEMECTPE 3HAHUW U YMEHUN Ha IIPAKTHUKE;

* (hopMUpPOBAHHME B3aUMOCBA3EH, MOJIy4aeMbIX B CEMECTpE 3HAHUN, YMEHUH U HABBIKOB C
W3YYEHHBIMU PaHEE U U3YYaeMBbIX [1APAJUICIIBHO C JAHHOW JUCLUIIIINHOM;

* TOATOTOBKA CTYJIEHTOB K JEATEJBHOCTH B COOTBETCTBMM C KBaIM()PUKALMOHHOM
XapaKTepUCTHKON OakaaBpa.

K ocHOBHBIM 3a1auam qucuUIUIMHEbL «CEeTH U CUCTEMBI IIepeadyu HHPOPMALUN) OTHOCATCS:

¢ OBJAJACHHUC HABBIKAMH W IPUCMAMU HCIOJIb30BAHHUA TCXHUYCCKUX H IPOTrpaMMHBIX
KOMIIOHEHTOB CETel M cucTeM Iepeaud HMH(OpMAalMM, CETEeBbIX MPOTOKOJIOB U aJIrOPUTMOB
nepenayr nHGOPMAIUU IJIs1 JOCTHKESHHSI TPOECCHOHAIBHBIX 1ENICH;

* N3y4EHHUE U OCBOCHHME TEOPETUYECKOr0 MaTepualla, Kak B MPOLECce KOHTAKTHOM, TaK U B
XOJIe CAMOCTOATENBbHOM padoThI,

* BBIITOJIHEHHUE [IPEJOCTABICHHBIX IPAKTUYECKUX 3alaHUI Pa3In4HbIX POPM, KaK B IIpoLecce
KOHTaKTHOM, TaK U B X0/I€ CAMOCTOSTEIIbHOU PabOTHI;

* caMOCTOsITeIbHAsl paboTa HaJl TEMAaTUKOW JUCHMILUIMHBI 17151 (POPMHUPOBAHUS KOMIIETEHIMH
OCHOBHOI1 00pa3oBarenbHON porpammel (ganee, OOI).

B pesynprare OCBOEHHS IUCHMIUIMHBI y 0OydYarommxcsi (GOpMUPYIOTCS —CIenyrolne
KOMIETEHIIMM M JOJDKHBI OBITh JOCTUTHYTHI CIEAYIOLIUME pe3yJabTaThl OOy4YeHHsS Kak JTam
(GhOpMUPOBAHUS COOTBETCTBYIOIIMX KOMIIETCHITHHA.

Kon u HamMeHOBaHHe KOMITETEHIIHH NuaukaTopbl IUIAHHPYEMBIX Ppe3yJbTaTOB OOY4YeHHs 110
AUCHHILTAHE
OIIK-5. Criocoben nHctamupoBath | OIIK-5.1. 3Hath:

MIPOrpaMMHOE U armnapaTrHoe o0ecreueHne Uil | OCHOBBI CUCTEMHOTO aJIMUHHUCTPHPOBAHMSI.

nHpopMaMOHHBIX M aBToMaruiupoBaHHbIX | OIIK-5.2. Ymers:

CUCTEM BBINOJIHATh TOJKIIOUEHHE, YCTAaHOBKY U IPOBEPKY allapaTHBIX,
MpOrpaMMHO-aNMNapaTHBIX U IPOrPaMMHBIX CPE/ICTB.

OIIK-5.3. Baanets:

METOJAMH YCTAaHOBKU CHUCTEMHOIO M MPHUKIAJHOIO MPOrpaMMHOrO

obecredeHus.
OIIK-7. Criocoben yuactBoBaTh B HacTporike u | OIIK-7.1. 3HaTh:
HaJaJKe MIPOrPaMMHO-AINIaPATHEIX | METOJBI HACTPOHKH, HaJIa KK MIPOrpaMMHO-aINapaTHBIX
KOMIUICKCOB KOMIIJIEKCOB.

OIIK-7.2. YMmeTb:

IIPOU3BOJUTL HACTPOIKY, HalalKy U TECTUPOBAHUE IPOrPaMMHO-
anmapaTHbIX KOMILIEKCOB.

OIIK-7.3. Bnanets:

cnocobaMi  TPOBEPKH  PabOTOCIOCOOHOCTH  MPOrPaMMHO-
aMnapaTHhIX KOMILICKCOB.

OIIK-8. Crocoben paspabarteiBath anroputmsl | OITK-8.1. 3HaTh:
U MIPOTPaMMBbI, IPUTOJHBIE /ISl IPAKTHYECKOTO | ONEepanuOHHbIE CUCTEMBI U 000JIOUKH.
IIPUMEHEHHS

B nporuecce ocBoeHust 00pa3oBaTENIbHOMN IPOrpaMMBbl IaHHbIE KOMIETEHIIMH, B TOM YUCIIE UX
OTJIeJIbHbIE KOMIIOHEHTBI, (POPMHUPYIOTCS MOITAMHO B XOJI€ OCBOCHUS 00YYaIOIUMHCS AUCLUIUINH
(MoyIeit), IpakTUK B COOTBETCTBUHU C YYEOHBIM IJIAHOM M KaJCHIAPHBIM TpadUKOM ydeOHOTO
npoiiecca.



2. MecTO IMCHUILTUHBI B CTPYKTYpPe 00pa30BaTeIbHON MPOrpaMMbl

Jucuunnuna «Cetu M CUCTEMBI Mepefadyrd MHPOpPMAIUM» OTHOCUTCS K YHUCITY Y4eOHBIX
JUCHUIUIMH  oOs3artenbHOM uactw  bl.1  ydyeGHOro 1uiaHa OCHOBHOM —MpogeccCHOHaIbHON
00pa30BaTeNIbHOI POrpamMMBbl.

JlucuuIuinHa B3aUMOCBSI3aHa JIOTHYECKU U COAEP)KATEIbHO-METOAMUYECKH CO CIEAYIOIUMU
JUCIUIUINHAMU:

* b1.1.8 OcHOBBI HH(pOPMAIIMOHHO-KOMMYHHUKALIMOHHBIX TEXHOJIOTUH

* 51.2.1 OcHOBBI CETEBBIX TEXHOJIOTUI

3. CTpykKTypa u coep:KaHue TUCUUIINHBI

OO11ast TPyJ0EMKOCTb JUCHUIUIMHBI cOCTaBiseT 3 3aueTHbIX eAnHulbl (108 akagemMuueckux
4acoB, U3 HUX 54 4yacoB — CaMOCTOSITEeNIbHAs paboTa CTYJIEHTOB).

Paznenbl MUCHMIUIMHBI M3y4yalOTCsl Ha IEPBOM Kypce BO BTOpPOM cemecTpe, (opma
IPOMEKYTOYHOM aTTECTAINHU - SK3aMEH.

3.1.Buabl yueOHO# padoThl U TPYA0EMKOCTh /IS 04HOI ()OpMBbI 00yUeHHs)

Ne Btz vaetHoii paGoThi KosaunuyecTBo CeMecTpbl
n/m y p 4acoB 2
1 AyIUTOpHBIE 3aHSATHS 54 54
B toM unce:
1.1 Jlexkunu 18 18
1.2 CeMHHAPCKUES/TIPAKTHICCKUE 3aHATH
1.3 JlabopaTopHbIE 3aHATHS 36 36
2 CamocTositenbHas paboTa 54 54
3 IIpomexyTouHasl ATTECTAIIHSL:
Dk3ameH JK3aMeH
Hroro: 108 108
3.2. TemaTu4yecKkuii MJIaH U3y4eHUs TUCUMILUIUHBI JJI51 04YHOI (PopMBbI
00y4eHust
TpyaoemMKoCTb, 4ac
AynuTtopHas padoTa
2
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1 KoHIenuu MapupyTH3aum 2 4 8
2 CraTryecKasi MapIIpyTH3aLUs 2 4 8
3 JlMHaMu4ecKass MapIpyTH3AIHS 2 8
4 KomMMmyTHpyeMble ceTH 2 8
5 Kondburyparirust KoMMyTaTopa 2 4 8
6 Cerun VLAN 2 10 8
7 CrcKy KOHTPOJIS JIOCTYIIa 2 4
8 DHCP 2 4 4
9 IIpeobpazosanne NAT mist IPv4 2 4 4
10 YcTpoiictBa — OOHapyXXeHHE, YIIpaBleHHE WU 6 4
00CITy)KMUBaHHE
Bcero 4acoB 1mo qucHUIUIMHE HA epBoM Kypce | 108 18 36 54
3.3.Bujibl y4eOHO# padoThl M TPYI0EMKOCTD J1JIs1 3204HOI (opMbI 00yUeHHs )
Ne B G100l ab KouunuecTBo CeMecTpbl
o/ W1 y4eOHo# pagoThl 4ACOB 5
1 AynuTOpHBIE 3aHATHUS 12 12
B ToMm uucre:




1.1 Jlexiun 4 4
1.2 CeMHHapCKUe/IPAKTUUECKHE 3aHATHSI
1.3 JlabopaTopHbIC 3aHATHS 8 8
2 CamocTosiTepHast paboTa 96 96
3 ITpoMeKyTOUHAs aTTECTAIHS
OK3aMeH 9K3aMEeH
HUroro: 108 108
3.4. TemaTnueckuii NJIaH U3y4eHUs1 TUCUUILIMHBI J1JI51 3204HOI opMBbI
o0yueHust
TpynoemMkocTh, yac
AynuropHas pabora
3
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1 Konnenuun MapupyTH3anuu 12 1 1 10
2 CraTtrueckasi MapuIpyTH3aLus 12 1 1 10
3 JluHaMudeckasi MapIpyTH3aIHs 11 1 10
4 KommyTHpyeMmsie ceTu 11 1 10
5 Kondurypauus kommyTaropa 11 1 10
6 Cetu VLAN 11 1 10
7 CIuCKH KOHTPOJIS IOCTyIa 11 1 10
8 DHCP 11 1 10
9 [IpeodpazoBanue NAT mist [Pv4 11 1 10
10 | YcrpoiictBa — OOHapy)KeHUe, yNpaBJICHUE U 7 1 6
00cCyXHBaHUE
Bcero yacoB 1o mucuumuivee Ha nepBoM kypce | 108 4 8 96

3.5.Coaepxanne TUCHMILIAHBI

Tema 1 Konnenuus MapmpyTuzanuu

1.1 Ucxonnast koHGUTYpalys MapIpyTu3aTopa

1.1.1 ®yHkmMu MapupyTu3aropa

1.1.2 IlopkiroueHne yCTpOUCTB

1.1.3 OcHoBHBIE TapaMeTpbl MapLIPyTU3aTOpa

1.1.4 TIpoBepka CBSI3HOCTH CETEM C MPSAMBIM IMOJKIIOYEHUEM

1.2 Pemienns MapupyTusanun

1.2.1 KomMyTamus nakeToB MexXy CETSIMU

1.3 Onepanuu mapupyTusaTopa

1.3.1 Ananu3 Tabauibl MapuIpyTH3AUN

1.3.2 MapupyTsl ¢ IpSMbIM HOJKIIOYEHHEM

1.3.3 Cratuyecku U3yuyeHHbIE MapUIIPYThI

1.3.4 nuHaMuUYECKHEe IPOTOKOJIBI MAPIIPYTU3ALIUN

JlaGopatopnas padota Nel IIpoBepka ceTeBOro MOIKIIOYECHHS] C TOMOIIBIO KOMAaHJIbI
traceroute

JlabGopaTtopnas padota Ne2 VMcnonb30BaHue KOMaHIbI traceroute i1t OOHApYKEHHS CETH

Tema 2 CraTuyeckasi MapuIpyTH3alust

2.1 Peanuzamusi CTaTHYECKUX MAPILIPYTOB

2.1.1 Crarnueckast MapLpyTU3anus

2.1.2 Tumnbl CTaTHYECKUX MAPILIPYTOB

2.2 Hactpoiika cratnueckux MapupytoB IPv4 u mapmpytos IPv4 o ymonuanuio

2.2.1 Hacrpoiika ctatudeckux Mapuipytos [Pv4

2.2.2 Hactpoiika mapuipytoB IPv4 no ymonuanuto




2.2.3 Hacrpoiika ctaTnueckux mMapmpyTtos [Pv6

2.2.4 Hacrpoiika mapuipytoB [Pv6 mo ymoayanuio

2.2.5 HacTpolika I1aBaroImx CTaTUYECKUX MApIIPYTOB

2.2.6 Hactpolika cTaTU4E€CKHUX MapUIPyTOB XOCTOB

2.3 Tlouck W ycTpaHEHME HENOJAAOK, CBSI3aHHBIX CO CTATUYECKUMHM MaplIpyTaMu H

MapuIpyTaMu MO YMOJTYAHHUIO

2.3.1 O0paboTKa MaKeTOB C UCIOIH30BAHUEM CTATUYECKUX MAPIIPYTOB
2.3.2 Tlouck W ycTpaHEHHME HENOJIAJIOK B HACTpOMKax crarndeckoro Mapuipyrta IPV4 u

mapupyra IPv4 no ymonuanuzo

JlaboparopHnas padota Ne3 [Touck u ycTpaHneHre HEMOIaA0K CTATHUYECKUX MapIIPyTOB
Tema 3 luHaMuyeckasi MAPpIIPYTH3ALMS

3.1 lunamuyeckue nmpoTOKOJIbl MapIIPyTU3AIUN

3.1.1 OG30p AMHAMHUYECKUX MTPOTOKOJIOB MAPIIPYTU3AIH

3.1.2 Jlunamuyeckass MapuIpyTU3alus B CPABHEHUU CO CTATUUECKON MapuIpyTU3aluen
3.2 RIPv2

3.2.1 Hacrpoiika npotokoisia RIP

3.3 Tabnuma mapupyTU3anuu

3.3.1 Yactu 3anucu mapuipyrta [Pv4

3.3.2 JlunamMuuecku noiyyaemele Mapupytel [Pv4

3.3.3 IIpouecc noucka mapuipyta [Pv4

3.3.4 Ananu3 tabnuibl MapmpyTusanuu [Pvo

Tema 4 KommyTHpyemble ceTH

4.1 [IpoexT NoKaNIbHOU CeTH

4.1.1 KonBepreHTHbIE CETH

4.1.2 KoMmMyTHpy€eMbIE CETH

4.2 KommyTtupyemas cpeaa

4.2.1 Ilepecbuika KaapoB

Tema 5 Kondurypauuss kommyraropa

5.1 ba3zoBas HacTpoiika KOMMyTaTopa

5.1.1 IlepBoHauanbHasi HACTpOHKa KOMMYTaTOpa

5.1.2 Hactpoiika mopToB KOMMYTaTopa

5.2 be3onacHOCTh KOMMYTAaTOPOB

5.2.1 3anuiieHHbIN yaaneHHbId JOCTYTI

5.2.2 be3onacHOCTh MOpPTa KOMMYyTaToOpa

JlaGopatopHas padota Ne4 OTpaboTKa KOMIUIEKCHBIX MPAKTUYECKUX HABBIKOB
Tema 6 Ceru VLAN

6.1 CermeHTanusl BUPTYalbHbBIX JIOKAJIBHBIX CETEN

6.1.1 O0mue cBeIeHHs O BUPTYAIBHBIX JIOKATBHBIX CETSIX

6.1.2 BupTyanbHble JTIOKaJIbHBIE CETH B CPEAE C MHOKECTBOM KOMMYTaTOPOB
6.2 Peanuzanuu BUPTyalbHOU JIOKAJIBHOM CETH

6.2.1 HazHaueHne BUPTYaJbHOU JOKAJIBHOM ceTH

6.2.2 TpaHku BUPTyalIbHBIX CE€TEN

6.2.3 Tlouck M ycTpaHEHHE HENOJIAJOK B BUPTYAJIbHBIX JIOKAIbHBIX CETSX M TPAHKOBBIX

KaHaJ1axX

Stick

6.3 Mapmpytusanus mexay cetssMmu VLAN npu noMomuy MapuipyTu3aTopos

6.3.1 [Tpunuune! padoTel MapmpyTuzanuu Mexay VLAN

6.3.2 Hactpoiika mapurpytusanuu mexay VLAN ¢ ucnonb3oBaHUEM yCTapeBIIETO METOAA
6.3.3 Hactpoiika mapmpytuszanuu mexay VLAN c ucnonb3oBaHnuem Metona Router-on-a-

JlaGopaTtopHnas padota Ne5 VccienoBanue MmetofoB peanuzamnuu cetu VLAN
JlaGopatopHnas pabota Ne6 Hacrpoiika cereit VLAN

JlaGopaTtopnas pabota Ne7 HacTpoiika MarucTpaibHbIX KaHAJIOB

JlaGopatopHnas padota Ne8 [Touck u ycTpaHeHHe HEToNa 0K B peanu3anuu ceti VLAN
JlabopaTtopnas pabora Ne9 OTpaboTKa KOMIUIEKCHBIX IPAKTUICCKUX HABBIKOB



Tema 7 CnuCKH KOHTPOJISA JOCTYNA

7.1 Ipuaiun paboThl CIIMCKOB KOHTPOJIS JOCTYIIA

7.1.1 Haznauenue ACL-cninckoB

7.1.2 abnonnsie macku B ACL-crinckax

7.1.3 PexoMenaanuu 1o co3gaHuio CnuckoB KOHTpos goctyna (ACL)

7.1.4 Pexomennamuu mo pazmenieHuto ACL-cnuckoB

7.2 Crannaptasie ACL-cniucku s [Pv4

7.2.1 Hactpotika ctannaptabix ACL-cniuckoB st [Pv4

7.2.2 Buecenune n3menennii B ACL-coucku misa [Pv4

7.3 Ilouck u yctpanenue Henojaaok B padbore ACL-cruckoB

7.3.1 O6paboTka naketoB ¢ moMoibo ACL-cruckoB

7.3.2 PacnpoctpaHeHHble OIIMOKK MpU PadOTE€ CO CTAaHAAPTHBIMU CIHUCKAMH KOHTPOJIS
nocryna (ACL) IPv4

Tema 8 DHCP

8.1 DHCPv4

8.1.1 Onepaunsst DHCPv4

8.1.2 Hacrpoiika 6azoBoro DHCPv4-cepsepa

8.1.3 Hactpoiika DHCPv4-kiuenTa

8.1.4 Ilouck u yctpaneHue HenosaJok B padore mapupyruzaropa DHCPv4

8.2 DHCPv6

8.2.1 SLAAC u DHCPv6

8.2.2 Anpecaruss DHCPv6 6e3 ydyeTa cOCTOSTHUM.

8.2.3 Cepsep DHCPv6 ¢ oTciexxuBaHueM COCTOSIHUS

8.2.4 [louck u ycTpaHeHHe HEMOJIA0K B pabore MapmipyTtuzaropa DHCPv6

JlaboparopHnas pabota Nel0 OTpaboTKa KOMITJICKCHBIX MPAKTHYECKUX HABBIKOB

Tema 9 IIpeoopazoBanue NAT nas IPv4

9.1 lpunuun padotsl NAT

9.1.1 Xapakrepuctuku NAT

9.1.2 Tunst NAT

9.1.3 IlpeumymiectBa nmpeodpazoBanust NAT

9.2 Hactpoiika NAT

9.2.1 Hacrpoiika ctatuueckoro NAT

9.2.2 Hactpoiika nunamuueckoro NAT

9.2.3 nactpoiika PAT

9.2.4 HacTpoiika nepeHanpaBiieHUs] IOPTOB

9.2.5 NAT u IPv6

9.3 Ilouck n ycrpanenue Henonanok NAT

9.3.1 KomaHpl MOKWCKA U YCTPAHEHUS HETOJAI0K, CBA3aHHbIX ¢ NAT

JlaGopatopHnas padota Nell IIpoBepka u otnanka HacTpoek NAT

JlaGopaTtopnas padota Nel2 OtpaboTKa KOMIUIEKCHBIX MPAKTHYECKUX HABBIKOB

Tema 10 YcrpoiicTBa — o0HapyskeHHe, yIPaBJeHHEe H 00CTy:KHUBaHHe

10.1 OGHapy:xeHHue yCTpOnCTB

10.1.1 OGHapy>xeHHe yCTPOHCTB ¢ TOMoIIbI0 TipoTokona CDP

10.1.2 OGHapyxeHHe YCTPOUCTB C MOMOIIBIO TTpoTokoia LLDP

10.2 Ympasnenue ycTpoiicTBaMu

10.2.1 NTP

10.2.2 ITpunun padotsl Syslog

10.2.3 Hacrpoiika Syslog

10.3 ObcnyxuBaHue YCTPOICTB

10.3.1 [Mognepxka (aitioBoit CUCTEMBI MapUIPyTHU3ATOPA U KOMMYyTaTOpa

10.3.2 Cucremnsle daiinst I0S

10.3.3 Ympasnenue odpazamu [0S

10.3.4 JIuuenzuposanue [10

10.3.5 IIpoBepka u yrpaBiieHUE JTUIEH3UIMHA



JlaboparopHuast pabota Nel3 Co3naHue KapThl CETH C MOMOIIBIO poTokona CDP

Metoauka mpenojaBaHus IUCHUILIMHBI «CeTH M CHCTEMBI Iepenadyd HHGOpMaluu» u
peanu3anus KOMIETEHTHOCTHOTO TOAXOJa B  M3JIOXKEHMHM W BOCIPHATHH  MaTepuaja
npeaycMaTpUBaeT HCIOJIb30BaHUE CIIEAYIONMX AKTUBHBIX M MHTEPAKTUBHBIX (HOPM MPOBEACHUS
TPYIIIOBBIX, MHAUBHIYAIBHBIX, ayTUTOPHBIX 3aHATHI B COYCTAaHHM C BHEAyIUTOPHOW paboToil ¢
1eNbI0 (POPMUPOBAHUS U PA3BUTHS MPO(HECCHOHAIBHBIX HABBIKOB Y 00YYarOIIUXCS:

* BBIITOJTHEHHUE J1a00PAaTOPHBIX paboT B 1abopaTopusix By3a;

* HHAMBHUYaJbHbIE U TPYIIIOBHIE KOHCYJIBTALUHU CTYIEHTOB IPENOIaBaTesieM;

* mocemeHne NpoQUIbHBIX KOH(epeHuuil m pabora Ha MacTep-Kiaccax SKCHEpTOB H
CHECLMAINCTOB B  BEO-TEXHOJNOTHAX, BeO-pazpaborke, MHTEepHET-MapKeTMHIE U JAPYTHX
poeCCHOHAIBHBIX 00IACTSIX.

CamocrosiTennpbHass BHeayAMTOpHass paboTa CTYAEHTOB COCTOMT M3 TOATOTOBKH K
BBINIOJTHEHUIO U 3aIIUTE J1a0OPaTOPHBIX paboT, a TaKKe MOATOTOBKH K IPOMEXKYTOUYHON aTTecTalluu
BO BpeMsl 9K3aMEHAIIMOHHON CECCUU.

4. Y4yeOHO-MeTOANYecKOe U HH(PopPMaIIMOHHOE 00ecriedeHue

4.1. HopmatuBHbie 10KyMeHTbI 1 OCThI

1. ®enepanbubiii 3akoH oT 29.12.2012 Ne 273-03 «O06 obpazoBanuu B Poccuiickoit
denepaunmny.

2. ®enepanbHbIil TOCYIApCTBEHHBIN 00pa30BaTEeNIbHBIA CTAaHAAPT BBICIIETO0 0Opa3oBaHUSA -
OaxanaBpuat 1o HampasieHuto noArotToBku 09.03.01 MudopmaTrka U BEIYUCIUTEIbHAS TEXHUKA,
yrBepxxaeHHbIH [Iprkazom MunucrepcTBa oopazoBanus u Hayku PO ot 19 cenrsops 2017 r. N 929
"O0 ytBepxkaenun penepanpHoro... Penakmus ¢ mamenenusimu N 1456 ot 26.11.2020

3. Ilpukaz MunuctepctBa oOpa3oBanusi 1 Hayku PD ot 05 ampens 2017 r. Ne 301 «O6
yTBepkaeHun llopsaka opraHusaliu M OCYIIECTBICHHS 00pa30oBaTENIbHON JESATENBHOCTH IIO
00pa3oBaTeNIbHBIM MPOrpaMMaM BhICILIEr0 00pa30BaHus — IporpaMmam OakajlaBpuara, porpaMmmamM
crenuaiuTeTa, IporpaMMaM MarucTpaTyphl.

4. Axanemuyeckuii yueOHbpIi tutan Hampasnenune moaroroku: 09.03.01 MudopmaTtuka u
BhIUUCIUTENbHAs TexHuKa [Ipoduns: Beb-rexnomorun @opma o0ydeHus: OUHas.

5. TlonoxeHue O NPOBENEHUHM TEKYIEro KOHTPOJIS YCIIEBAEMOCTH M IMPOMEXYTOUHOM
aTTecTanuu olydvaromuxcs (eaepaqbHOr0 TOCYIapCTBEHHOTO aBTOHOMHOTO 00pa3oBaTEIbHOTO
YUPEKACHUS BBICIIEr0 00pazoBaHusl «MOCKOBCKMI MOIUTEXHUYECKUH YHUBEpCUTET» (Y TBEPAKIEHO
npukazoMm Mockosckoro [lomurexa ot 01.12.2022 Ne 13750/1).

4.2.0cHoBHAaf JUTEpaTypa
1. CeT u TeJIeKOMMYHUKAIMK: y9eOHUK U NTpakTuKyMm i By30B / K. E. Camyiinos [u np.];
non penakmuei K. E. Camyiinosa, U. A. llanumosa, J1. C. Kyns6oBa. — 2-e u3n., nepepad. u JOII.
— Mocksa: U3natenscTBo FOpaiit, 2023. — 464 ¢. — (Bricimee oopa3oBanue). — ISBN 978-5-534-
17315-4. — Tekct: anmekrponnbidt // OOpaszoBarenpHas miargopma IOpaiit [caiit]. — URL:
https://urait.ru/bcode/532855 (mara obparenus: 18.09.2023)
2. ubpos, M. B. Cetn u TenekoMMyHuKanuu. Mapuipytuzauus B [P-ceTsx: yueOHUK U

MPaKTUKYM i By30B / M. B. JlubpoB. — 2-e¢ u3n., nepepad. u mon. — MockBa: M3naTenbcTBO
Opaiit, 2023. — 423 c¢. — (Bwicmee obpazoBanue). — ISBN 978-5-534-16546-3. — Tekcr:
AJICKTPOHHBIN /l O6pa3zoBaTeabHas maTdopma IOpaiir [caiiT]. — URL.:

https://urait.ru/bcode/531273 (nara obparenus: 18.09.2023)

4.3.91eKTpOHHbBIE 00pa3oBaTe/ibHbIe Pecypchl
1. https://online.mospolytech.ru/course/view.php?id=13237

4.4.JlonoHUTEJIbHAS JIUTEPATYypPa
1. Tpodpumos, B. B. 'mobansHble 1 TOKaIbHBIE ceTH: Y4eOHUK 17 By30B / B. B. Tpodumos,

M. W. bapabanoga, B. . KusieB. — 4-e u3zn., nmepepad. u qon. — Mocksa: M3narensctBo FOpaiiT,
2023. — 162 c. — (Bricmiee oopazoBanue). — ISBN 978-5-534-17504-2. — TeKcT: 3JIeKTPOHHBIN
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https://urait.ru/bcode/532855
https://urait.ru/bcode/531273
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/I O6pazoBarenpHast iatdopma HOpait [cait]. — URL: https://urait.ru/bcode/533206 (nmata
obparmenus: 18.09.2023)

2. 3amsatuHa, O. M. BelunucnuTenbHbIE CUCTEMBI, CETH U TEICKOMMYHHUKAILIUU.
MonenupoBanue cereid: yaueonoe mocodue s By30B / O. M. 3amsaruna. — Mocksa: M3gaTenbcTBO
Opaiit, 2023. — 167 c¢. — (Bsicmee obpazoBanue). — ISBN 978-5-534-16305-6. — Tekcr:
AJICKTPOHHBIN /l O6pa3zoBaTenpHas maTdopma Opaiit [caiiT]. — URL:
https://urait.ru/bcode/530772 (nara obparenus: 18.09.2023)

5. MarepuajibHO-TEXHHYECKOe o0ecrieyeHue

5.1. TpeGoBanusi kK 000PYA0BAHUIO M TIOMEIIEHUIO /Il 3AHSITHIA

3ansaTus no qucuuiuinHe CeTu U CUCTEMBI epeiad HH(pOpMaIuK J0JKHBI IPOBOIUTHCS B
CIIeLIMATN3UPOBAHHBIX ayAUTOPHX B Kopiyce MockoBckoro [Tonmurexa Ha yi. [IpsitHummnaukoBa a.2a,
ayn. [IP2402 wu IIP2403, ocCHalIEHHBIX COBPEMEHHOW OPITEXHUKOM U IE€PCOHAIbHBIMU
KOMIIBIOTEPAMH € HPOrpaMMHBIM 0O€CIeYeHHEM B COOTBETCTBUM C TEMAaTHUKOM H3y4aemoro
matepuana. Yucino pabodnx MecT B ayAMTOPUH JOJDKHO OBITh JAOCTATOYHBIM JUIsl OOecredeHus
UHAMBUYaIbHON palboThl cTyneHToB. Pabodee mecto mpemnogaBaTesis IOJKHO ObITh OCHAIEHbI
COBPEMEHHBIM KOMIIBIOTEPOM C IOJKJIIOUEHHBIM K HEMY IPOEKTOPOM Ha HACTEHHBIM 3KpaH, WIN
WHBIM aHAJIOTMYHBIM 110 (P)YHKIIMOHATBHOMY Ha3HAUEHUIO 000PYAOBAHUEM.

5.2. TpeboBaHNs K MNPOrpaMMHOMY 00ecrie4YeHu1o

Jlnis  BBIMOJNHEHUS J1a0OpaTOpHBIX pPabOT M CaMOCTOSITEIBHOH pPabOThI HEOOXOIMMO
cleaylolee mporpaMMHoOe oOecrieueHue:

- OC

» Be6-6paysep

* Putty

» TerraTerm

* Cisco Packet Tracer

6. MeToauyeckue peKOMeHIAUN

6.1.MeToau4yeckue peKOMeHAAIUM ISl TIPenoaBaTeJis N0 OpraHu3anun

00y4eHus

1. HpI/I MOATOTOBKEC K 3aHATUAM CJICAYCT IMPCABAPUTCIIBHO HpOpa6OTaTB MaTepuall 3aHATHA,
MPEIYCMOTPEB €ro MoJIayy TOYHO B OTBEIEHHOE I ATOro Bpems 3aHsATud. CleayeT MmoJroToBUTh
H606XO,Z[I/IMBIG MaTepuajibl — TCOPCTUYCCKUC CBCACHUA, 3aJa4u U IP. HpI/I IMPOBCACHUUN 3aHATHUA
CJeayeT KOHTPOJIMPOBATh MOJAaYy MaTepuaja U pelieHre 3aJaHui ¢ ydéToM y4yeOHOTO BPEMEHH,
OTBC,Z[éHHOTO JIs1 3aHATUA.

2. Ilpu mnpoBepke pabOT W OTYETOB CIEAYEeT YUYUTHIBATH HE TOJBKO MPaBUIBLHOCTH
BBITIOJTHECHUA BaﬂaHHﬁ, HO H OIITHMAJbHOCTH BBI6paHHLIX MCTOHOB PpPCHICHUSA, IMPABUIBHOCTDH
BBITIOJTHCHUA BCEX €10 IIaroB.

3. I[J'IH caauyun pa60T, KOTOPBIC CTYACHT HC BBIMIOJIHWII B TCUHCHHUEC CCMCECTpPA, MPECTIOoaAaBaATECIIb
OpTraHU3yET JOMOJHUTCIIBHBIC 3aHATHA B KOHIIC CEMECTpA.

6.2.MCTOHI/I‘IQCKHC YKRa3aHust AJis1 OﬁyqalOI].[I/IXCH 10 OCBOCHHUIO JTMCIIUITJIMHBI

N3ydenune MUCIMITIMHBI OCYIIECTBIISIETCS B CTPOTOM COOTBETCTBHH C IEJIEBOM YCTaHOBKOW B
TECHOM B3aMMOCBSI3U yueOHbIM II1aHOM. OCHOBOH TEOPETHUECKOI MOArOTOBKU CTYIEHTOB SIBJISIFOTCS
JICKIIMOHHBIE 3aHSTHS, TAOOPAaTOPHBIE PAOOTHI.

B mpouecce caMocTOsTEIbHONH pPa0OTBI CTYNEHTHI 3aKPEIUISIOT U YIUIyOJSIOT 3HAHMA,
HOJTy4eHHbIE BO BPEeMS ayAMTOPHBIX 3aHATHH, 10pabaThIBAIOT KOHCIICKTHI M 3aIMCH, TOTOBATCS K
NPOBEICHUIO U 00pabaTHIBAIOT pe3yNbTaThl Ja00PATOPHBIX PabOT, TOTOBITCA K MPOMEKYTOUYHON
aTTECTaINH, a TAK)KE CAMOCTOSTEIIHHO N3y4JaloT OT/JEIbHbBIC TEMBI y4eOHON POrpaMMBl.

Ha 3aHATHSX CTYyAEHTOB, B TOM YHCIIE€ TNPEANOJAralolufX MPAKTHUYECKYIO JAEATEIbHOCTS,
OCYIIECTBIIACTCS 3aKPEIJICHNE TTOJTyYSHHBIX, B TOM YHCJIE U B TIPOIECCE CAMOCTOATENLHOI paboThI,
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3Hanmid. Ocoboe BHUMaHUE OOpaimlaeTcss Ha Pa3BUTHE YMEHUW W HABBIKOB YCTAHOBJICHHS CBSI3H
MOJIO’KEHUHN TEOPHH ¢ MPO(ecCHOHATLHOM NeSTENbHOCTHIO OYAYLIET0 CIeUaINCTa.
CamocTtosTenpHas paboTa OCYIIECTBISIETCS WHANBUAYAIbHO. KOHTPOIL caMOCTOATENHHON
paboThl OpraHu3yercs B IByX GopMax:
* 3a1UTa J1a00PaTOPHBIX padoT;
* KOHTPOJIb CO CTOPOHBI TperoiaBaresyiel (TEKYIHi U MPOMEKYTOUHBIN ).
Texymuii KOHTPOJIb OCYILECTBISAETCS HAa Ay JUTOPHBIX 3aHATHUSIX, IPOMEKYTOUHBIN KOHTPOJIb
OCYIIECTBIISIETCSl HA 9K3aMEHE B MHUCbMEHHOM (YyCTHOM) opme.
Kpurepusimu o1leHKH pe3yIbTaTOB CAMOCTOATEIBHON pabOThI CTYICHTA SBISIFOTCA:
* YPOBEHb OCBOEHUS CTYJICHTOM yueOHOr0o MaTepuara;
* YMEHMS CTY/I€HTA UCIIOJIb30BaTh TEOPETUUECKUE 3HAHUS IIPU BBIIIOJHEHUM MTPAKTUUYECKUX

3aJa4,
* chopMHUPOBAHHOCTH KOMIICTCHIIHIA,
® 0(1)OpMJ'ICHI/Ie Marcpuraia B COOTBETCTBHU C TpC6OBaHI/IHMI/I.
7. ®OH/ OLIEHOYHBIX CPECTB
7.1.0nucanue nokasareJieil U KpUTEpHEB OLCHUBAHUS
HaumenoBanne IIpeacraBienue
Ne OC | oueHo4yHoro Kpartkasi xapakTepHCTHKA OLEHOYHOTO CPEJICTBA | OIEHOYHOIO CPEACTBA B
cpeacTBa DOC
CpencTBO KOHTpOJISl, OPraHM30BaHHOE KaK OdHAs
Bompocsl o
. Oecelia nearornyeckoro paboTHUKA ¢ 00yYarOIUMCSE
KontpounsHblit pyodex N . TeMaMm/pazzienam
o Ha TEMBI, CBS3aHHBIE C M3yYaeMOW IUCLUILIMHOW, U
1 (ycTHBIH orpoc/ ., | mucoumuHeL.  Borpocst
paccuMTaHHOE Ha BBUICHEHHE o0ObeMa 3HaHHWN
cobeceoBanue) o 1a00paTOPHBIM
o0yy4aronierocst o ONpeNeJICHHOMY pasJelly, TeMe, AGoTaM
mpobiieMe, B T.9. IO JTa00PaTOPHBIM padoTaM. P
CpencTBo KOHTPOJIS, OPraHW30BaHHOE KaK OYHEIH | Bompocs o
MMUCBMEHHBIH  OTBET OOydaromierocs Ha TEMBI, | TeMaMm/paszenaM
2 KonTponesHsIil pyOek | cBA3aHHBIE C  HW3y4aeMOW  OUCHWIUIMHOW, ¥ | TUCIMIUIMHBL Bompocs
(TMCBEMEHHEBIH OTIPOC) | pacCUMTAHHBIM Ha BBUSICHEHHE O0BEMa 3HaHUH | 1O mabopaTOPHBIM
o0yJaromierocsi Mo ONpEAeNICHHOMY pasaeny, Teme, | paboTam
npo0Oseme, B T.4. 0 J1ab0paToOpHBIM paboTam.
4 Tect(T) Cucrema CTaHJIaPTU3UPOBAHHBIX 3a7aHul, | GOHJ TECTOBBIX 3aJJaHUN
MO3BOJISOIIIAS aBTOMaTU3UPOBAThH poLeaypy
HM3MEPEHHUs YPOBHSI 3HAHUHA M YMEHHH 00yJaronerocs.
5 OK3aMeHAIHOHHBIE CpencTBOo TpPOBEpKHM 3HAHWM, YMEHHH, HaBBIKOB. | DK3aMEHAIIMOHHBIC
ownets! (O6) MoeT  BKJIOYaTh  KOMIUIGKC  TEOPETHYCCKHUX | OWJICTHI.
BOIIPOCOB, 33]1a4, MPAKTHYECKUX 3aaHHMH. [Ilkana oOlEHUBAHUS H
npoleaypa NpUMeHEHHS.

7.2.0nucanue nokasareJieil U KpuTepHeB OLleHNBAHUS KOMIETEHIHI,
(hopMHpPYyeMBbIX 10 HTOTaM OCBOEHMS IMCUMILIUHBI, ONMCAHUE IIKAJ

OICHUBAaHUA

IlokazaTeneM olleHMBaHMS KOMIECTEHIIUN Ha Pa3JIMYHbIX 3TallaX UuX (bOpMI/IpOBaHI/IH SABJISACTCA

JOCTHKCHUC O6y‘-IaIOHII/IMI/IC$I IIAHUPYEMBIX PE3YJILTATOB o6yquI/1$[ 1O JUCIHHITIIIMHE.

Iloxa3arenan

Kpurepuu onenuBanns

2 3

4

5

OIIK-5. Croco0eH HHCTAIMPOBaTh IPOrpaMMHOE M ammaparHoe obecrnedeHue Juiss HHGOPMAIMOHHBIX H
ABTOMATH3HPOBAHHBIX CUCTEM

OIIK-5.1. 3naTh:

OCHOBBI CUCTCMHOT' O
aIMUHHACTPUPOBAHUS.
OIIK-5.2. YmeTh:

OO6yuatomtuiics OObyuaromuiics OO6yuaromuiics
JEMOHCTPUPYeET JEMOHCTPUPYET JIEMOHCTPUPYET
HOJIHOE HEIIOJIHOE Y4aCTUYHOE
OTCYTCTBHC 5005 COOTBCTCTBHUC COOTBCTCTBHUC
HEJI0CTaTOuHOE CIIEAYIOIINX CIIEAYIOIINX

Ob6yqatomtuiics
JEMOHCTPHUPYET
MOJIHOE
COOTBETCTBHE
CJIelyIOIINX 3HAaHUH,
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BBITIOJIHATH
IIOJKIKOYCHUCEC,

YCTAHOBKY H IIPOBEPKY

anmnapaTHbIX,
[IPOTrPaMMHO-
armapaTHbIX
MIPOrPaMMHBIX CPEICTB.
OIIK-5.3. Bnagers:
METOJaMH
CHCTEMHOT'O
MPUKIIaIHOTO
MPOTPaMMHOTO
obecrieyeHus.

nu

YCTaHOBKH

n

COOTBETCTBHE
Marepuanty
JMCIUTLIAHEI
3HAHWMU,
YKa3aHHBIX
HHIUKATOpax
KOMITETCHITUI
IUCIUIIINHBL.

3HAHUM, YKa3aHHBIX
B MHIUKATOpax
KOMIIETEHIINH
JUCIUTUIMHBI.
JomnyckaroTcst
3HAYUTEJIbHbIC
OIINOKH,
HIPOSBIISIETCS
HEJI0OCTaTOYHOCTD
3HAHUH, TI0 pAaxy
TokazaTeseH,
00yJaronmiics
HCIIBITHIBAET
3HAUUTENbHbBIE
3aTpyIHEHUs
ONEPUPOBAHUU
3HAHUSAMH TIpU  UX
[IEpEHOCE Ha HOBBIE
CUTYalIlUU.

npu

3HaHMM, YKa3aHHBIX
B HHIUKATOpax
KOMIIETEHIINI
MCIUTUIAHEL.
JTOITY CKAFOTCS
HE3HAYMTEIbHEIE
OIINOKH,
HETOYHOCTH,
3aTpyJHEHUS
AHAJIIUTUYCCKUX
onepanusx.

Ho

pu

YKa3aHHBIX B
WHIUKATOpaX
KOMIIETEHIIH
ACIUIIINHBL.
CBo0OIHO
orepupyer
MPUOOPETEHHBIMHU
3HAHUSIMH.

OIIK-7. CnocobeH y4acTBOBaTh B HACTPOWKE M HaJIaJIKe TPOTPaAMMHO-aIIapaTHBIX KOMIUIEKCOB

OIIK-7.1. 3uaTh:
METOAbI
HaJIAAKA
armapaTHbIX

KOMILIEKCOB.
OIIK-7.2. YMmeTh:

HAaCTPOMKH,
NIPOrpaMMHO-

MIPOU3BOIUTH HACTPOUKY,
HaJlaIKy ¥ TECTUPOBAHHE

MIPOTrPaMMHO-
anmapaTHbIX
KOMILJICKCOB.
OIIK-7.3. Bnagers:
criocobamMu
paboTocnocobHOCTH
MPOrpaMMHO-
armapaTHbIX
KOMIUICKCOB.

MPOBEPKH

OO6yuatomtuiics
JIEMOHCTPUPYET
MOJIHOE
OTCYTCTBUE
HEJA0CTATOYHOE
COOTBETCTBHE
Marepuanty
JUCLHAILIAHEL
3HAHWMH,
YKa3aHHBIX
WHAWKATOpaxX
KOMIETEHIHAI
JACLMILIAHEIL.

nIn

B

OO0yuaromuiics
JIEMOHCTPUPYET
HETIOJIHOE
COOTBETCTBHE
CIeIyIOUINX
3HAHUH, YKa3aHHBIX
B WHIUKATOpaX
KOMIIETEHIINHI
JIACITUATUTAHEIL.
JomnyckaroTcst
3HAYNTEITbHBIE
OIINOKH,
TIPOSIBISIETCS
HEJI0CTaTOYHOCTD
3HaHUH, 1O pAaxy
ToKazaTeseH,
00yJaronmics
HCIIBITHIBAET
3HAYUTEBHBIC
3aTpyIHCHUS
OTIepUPOBAHUHU
3HaHUSMH TIPH WX
mepeHoce Ha HOBEIE
CUTYaIIHH.

pu

OO0yuaromuiics
JIEMOHCTPUPYET
YacTUYHOE
COOTBETCTBUE
CIeIyIOUINX
3HaHMM, YKa3aHHBIX
B WHIUKATOpaxX
KOMIIETEHIINHI
UCIUTUIAHEL.
JIOIy CKaroTCsl
HE3HAYMTEILHEIE
OIINOKH,
HETOYHOCTH,
3aTpyIHEHUS
AHAJINTHYECKUX
omepanusx.

Ho

npu

OO6yqatomtuiics
JEMOHCTPHPYET
THIOJTHOE
COOTBETCTBHE
CIelyIONINX 3HAaHUH,
YKa3aHHBIX B
HWHIUKATOpaX
KOMIIETEHIIHI
JICTIATUTAHBL
CBob6onHO
oTepupyeT
MIPHOOPETEHHBIMHU
3HAHUSMH.

OIIK-8. CriocobeH pa3pabaTbIBaTh aJIrOPUTMBI U TIPOTPAMMBI, TPUTOIHBIE [UISl IPAKTHYECKOTO IPUMEHEHHS

OIIK-8.1. 3naTh:

OIICPALIMOHHBIC CUCTCMBI

1 000JI0YKH.

OO6y4atomntuiics
JEMOHCTPHPYET
MOJTHOE
OTCYTCTBUE
HEJI0CTaTOYHOC
COOTBETCTBUE
MaTepuany
JUCIUTUTAHBI
3HAHUH,
YKa3aHHBIX
WHAUKATOpaX
KOMIIETEHIH
JIUCITUTUTHHEI.

HUJIn

B

OO0yuaromuiics
JIEMOHCTPUPYET
HETOJIHOE
COOTBETCTBHUE
CIeIYIONINX
3HAHUH, YKa3aHHBIX
B HHAMKATOpAX
KOMIIETEHIUH
JIACIUTUTHHEIL.
JomnyckaroTcst
3HAYNTEITbHBIE
OIIHOKH,
TIPOSIBISIETCS
HEJI0CTaTOYHOCTD
3HaHUW, 10 paxy

OO0yuaromuiics
JIEMOHCTPUPYET
YacTUYHOE
COOTBETCTBUE
CIeIYIOUINX
3HaHMM, YKa3aHHBIX
B HWHIUKATOpax
KOMIIETEHIIU I
MCUUILIAHBL.
JIOIY CKaroTCsl
HE3HAYMTEILHEIE
OIIHOKH,
HETOYHOCTH,
3aTpyAHEHUS

Ho

npu

OO6yJatomtuiics
JEMOHCTPHPYET
THIOJTHOE
COOTBETCTBHE
CIeyIONINX 3HAaHUH,
YKa3aHHBIX B
WHIMKAaTOpax
KOMIIETEHIU I
JICHIUATUTAHBL.
CBoOonHo
oTepupyeT
MIPHOOPETEHHBIMU
3HAHUSAMH.
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nokaszaTenei, AHAJTMTUYECKUX
oOyyaromuiics onepanusx.
UCTIBITHIBAET
3HAYNTEIbHBIC
3aTpyJHEHUsT  TpH
OTIEPHUPOBAHUH
3HAHMSAMHM TIPU  HX
MIEpEeHOCE Ha HOBBIC
CUTYaIIH.

7.3.1lIkajia oneHMBAHMSI Pe3YJbTATOB IPOMEKYTOYHOM aTTECTAIUM U €€

oInucaHue.

dopMa NPOMeKYTOUYHON ATTECTANMH: IK3aMEH.

[IpomexyTounas aTrectanus 00y4aronuxcs B (hopMe 3K3aMeHa MPOBOJUTCS MO pe3ysIbTaTaM
BBITIOJTHCHHSI BCEX BUJOB Y4eOHOUH pabOTHI, MPEeIyCMOTPEHHBIX YYEOHBIM IUTAHOM M0 JaHHOU
JUCHUILIMHE (MOJYJI0), IPU 3TOM YUUTBIBAIOTCS PE3yIbTaThl TEKYIIEr0 KOHTPOJIS yCIIEBAeMOCTH B
TeueHne cemectpa. OIeHKa CTeNeHH TOCTHKEHHS OOYYaIONIMMHUCS IUIAHUPYEMBIX pPE3yIbTaToOB
oOydeHus MO0 AUCHUIUIMHE (MOIYJI0) MPOBOAUTCS IMperojaBaTesieM, BEIyIIUM 3aHATHUS 110
JUCIUIIMHE (MOIYJI0) METOJIOM IKCHEPTHOM olleHKH. [0 uToram mpomMexyTouHOM aTTecTaliu Mo
JUCHUILIMHE (MOAYJIIO) BBICTABIISIETCS OLIEHKA «OTIUYHOY», «XOPOILOY», «yJAOBIECTBOPUTEIILHO» WIH
«HEYJIOBJIETBOPUTEIHLHOY.

[IpuBeneHHbIe HUKE MPaBUJIa BHICTABICHUS OIICHOK M OMO3JaHUN MOTYT OBITh W3MEHEHBI,
€CIM TpEenoAaBaTellb COYTET JTO HEOOXOAMMBIM. BakHO, dYTOOBI CTYIEHTBI pEryJspHO
MIPOCMAaTPUBAIIU TIJIaH Kypca, Bei1okeHHbIN B CJ1O, Ha ipeaMeT ero 0OHOBIIEHUS WU N3MECHECHHUS.

B cooTBeTcTBHU C TUIAHOM JUCHUIUIMHBI CTYACHTAM BBIIAIOTCS 33/I1aHUs Ha J1a0OpaTOpPHBIC
pabotsl. JlabopaTopHbie pabOThl MOTYT COCTOSITH M3 MPAKTHUUYECKUX 3aJaHHUi, KOTOPhIE TPEOYyrOT
BBIMIOJTHEHHsSI PabOThl B ayJAUTOPUM YHUBEPCUTETAa M 3aJaHUM JUIsI CaMOCTOSITENIbHOM paboThI.
[TomuMo TpeOoOBaHMI W OomMHUCaHUs 3aJaHUs B padOTe yKa3aH KpaWHuUU cpok cmauu. s chpaum
1abopaTopHOil paboTHl CTYACHTY HEOOXOIMMO BBIIIOJHUTH MPAKTUYECKYIO YacTh B COOTBETCTBUU C
3a/IaHUEM U 3alTUTUTH padoTy. Bo BpeMs 3amuThl 1a00paTOpHOI pabOTHI MpernogaBaTelb MPOBEPSIET
MPAKTHYECKYI0 YacTh pabOThl M OMpaIIMBAaeT CTYJIEHTa IO TEOPETUYECKUM pasfienaM TeMbl
nabopaTopHoi paboThl. Eciiu cTyZieHT OTKa3bIBae€TCs OTBEYATh HA BOMPOCHI, WM JIA€T MOJHOCTHIO
HEBEPHBIE OTBETHI, WJIM OTBETHI HE 1O TeME, TO paboTa MOXKET CUMTATHCS CAAHHOM, HO TIPU 3TOM OHa
OILICHMBAETCS He BhImie 1 Oasia.

PaGota nomkHa OBITH BBIIIOJIHEHA CTYIEHTOM CaMOCTOSITENILHO: HA CHUMKAX dKpaHa CTyJIeHTa
JIOJDKEH OBITh BUIEH pabounii CTOJ, MEHIO MycK ¢ AaToi u BpemeHeM u ®UO crynenrta. Ecim st
MpaBuiia He COOJII0IAl0TCs, TO pab0oTa HE CUMTACTCS CIAHHOM U HE OLIEHHUBAETCS.

Py6esxHbie KoHTpoU (YCTHBIN/MMCHbMEHHBIHN ONPOC) CAAIOTCS B ayAUTOPUNA UHIUBUIYATIbHO
110 BApUAHTY 3a/1aHUsI, BBIIAHHOMY INpEIoaBaTesieM B Ha3HaueHHble JHU. [Ipu oTCyTCTBUM CTyneHTa
B JICHb HAITMCAHUs KOHTPOJIBHOW pabOThI €My pa3pelraeTcs caaTh paboTy Ha CIASAYIOIIEM 3aHSITHH,
IIPU ATOM CTYJIEHTY Ha4yHclsgeTcs mrpad B pazmepe 1 6anna, 3a KaXIyr0 HEJIeTI0 MPOCPOUKH.

Kaxnprii cTyaeHT mumeeT mpaBo Ha 3 Henenw omo3aanus (06e3 HayuciaeHus MmTpadHbIX
0alIoB), KOTOpble MOTYT OBITh MOTpPadeHbl Ha JtOObIE 3aqaHus B TeueHue cemectpa. Omnosmanus
MpeTHA3HAYEHBI TSI PEIICHHS OCOOBIX CUTYyAITuH, TAKMX KaK 00JIE3Hb WIIM YPE3BbIYAHBIC CEMEHHBIC
00CTOSTENILCTBA.

CTyaeHThl JOJDKHBI 3apaHee coo0IaTh O TOM, YTO Y HUX MOTYT BO3HUKHYTH TPYJIHOCTH CO
CBOEBPEMEHHOM claued 3aJaHus WM mpoekTa. [Ipm Hanmuuumm peanbHBIX MNPUYUH 3aJECPKKU
CTYJIEHTaM CJIelyeT KaKk MOXKHO CKOpEe CBSI3aThCS C MpErojaaBaTeseM U OOCYIUTh BO3MOXKHbBIE
YCIJIOBHSL.

K npomexyTouHOW aTTecTaluy JOMYyCKaIOTCSI TOJIbKO CTYACHTHI, BHIIIOJIHUBIINE BCE BUIBI
yaeOHOM paboThl, MPEeayCMOTPEHHbIE pabodeil mporpamMMoi MO JUCIHIUIMHE — BBITIOJHEHHE U
3amuTta JlabopaTopHBIX pabOT COTJACHO IMOJIYYEHHOMY 3aJaHHUIO, cAada pyOEKHBIX KOHTPOJICH
(YCTHBIX/TUCBMEHHBIX OIPOCOB/COOECEI0BaHUIT) 10 TeMaM Y4eOHOTr0 Kypca, BHIIIOJHEHUE TECTOB I10
BCEM pazjenaMm Kypca, Bkiroyas UTOroBblid TecT B cucreme JIMC Mockosckoro Ilonmutexa ¢
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JOCTI)KEHHEM TIOPOTOBBIX 3HAYEHHUH OIIGHOK IO BCeM BUAaM YyueOHOH pabotel. Ilpum sTOM
UCNOJIb3yeTCsl 0aJlIIbHO-PEHTHHIOBAs CHCTEMA, BKIIIOYAIOIIAs CJASAYIOIINE KPUTEPUU OLIEHKH.

Kpurepnii

3HayeHUe KpUTepUs

Brinonnenue u 3a1uTa
naboparopHbix paboT B cpok. (L)

Ot 1 1o 5 GayuioB 3a Kakayto paboTy B 3aBUCMMOCTH OT YPOBHS IIPAKTHYECKOTO
BBINOJIHEHUsI Pa0OTHI M 3HAHUS TEOPETHYECKOTO MaTepuara.
MakcumaibHOe 3HaueHHe KpuTepusi — He Oosee 25 6aiioB.

Cnagya pyOeXHBIX KOHTpOJIEH 1o
TeMaM Kypca B CpOK
(YCTHBIH/IMCHMEHHBIH orpoc/
cobecemopanne),(I)

Ot 1 1o 5 6anioB 3a kaxoe codeceIoBaHNE B 3aBUCMOCTH OT YPOBHSI ¥ 3HAHUS
TEOPETHYECKOTO U MPAKTUYECKOTr0 MaTepHana.
MakcumanbHOe 3HaueHne KpuTepus — He Oosee 25 6aiioB.

BeImoNHEHNE TECTOB IO TeMaM
Kypca B cucreme JIMC(T1)

ITo 1 Gamry 3a KaXAbli TecT, BHINOTHEHHBIN Oosee yeM Ha 70% NpaBHIBHBIX
oTBeTOB. MakcuMmanbHOe 3HaueHWe Kputepus — He Oonee 10 Oasmos.
Jlomyckaercst 3 HONBITKH Ha KaXKIbIH TECT B TEUCHHE CEMECTPA.

BrInosHeHIE UTOrOBOTO TECTA IO
BCEM TeMaM Kypca B CHCTEME
JIMC (T2)

ITo 1 Gamty 3a xaxzaple 10% NpaBUIBHBIX OTBETOB B TecTe. MHUHHMaIbHOE
3HaueHue kpurepus — 7 6amnoB (70% NpaBUIBHBIX OTBETOB), MAKCHMAJIbHOE
3aadenne kpurepus — 10 6amnos (100% npaBWIEHBIX OTBETOB).

[Mocemenue 3austuii (V)

I[Io 1 Gammy 3a HPUCYTCTBHE CTyAEHTa Ha KakKOOM 3aHATHH (2 ak. daca)
MakcumManbHoe 3HaueHue kpurepus — 30 6ayIoB.

Koadpduument cmaHebIX padoT

(K)

Koadduument pasen 1, ecau Bce paboThl (TabopaTopHBIe paboTh, pyOeKHBIE
KOHTPOJIU, TeCcThl) cianbl v O eciu XoTs Obl 0J1HA padoTa He claHa.

Pacuer urorosoro 6amia (F)

F=(L+1+T14T2+V)*K

BrinmonHeHne »K3aMeHAIIMOHHOTO
3aJaHus

[Ipu BBIOOpE CTYNEHTOM BBIMOJHEHHS JK3aMEHAIMOHHOTO 3allaHusl Oalibl
HaOpaHHBIE B TEUYCHHH CeMecTpa OOHYJLSIIOTCS. MakcuMaibHOe 3HadeHHe
kpurepusi — 100 6asoB.

Ouenka no 6a/JIbHO-PeHTHUHIOBOM cucTeMe | OUeHKa 10 UTOrOBOM aTTeCTAlU
0...60 HeypnoneTBopuTesibHO

61...75 Y 10BJIETBOPUTENBHO

76 ...90 Xopouio

91 ... 100 OT1imaHO

IIIxajaa oneHUBaAHUS

Onucanne

OTIHYHO

Cpennee 3HayeHUe [Uisi BceX (OPMUPYEMbIX HA MOMEHT MPOBEJICHNUS ATTECTAllUU YPOBHEH
KOMITETeHIMI — 5. BhINonHeHs! Bce BBl Y4eOHOH paboThl, MPEeAyCMOTPEHHbBIE YIEOHBIM
mw1aHoM. CTyZIeHT IEMOHCTPUPYET COOTBETCTBHE 3HAHUH, YMEHUI, HABBIKOB IPUBEICHHBIM
B TaOJIMIIaX MOKa3aTesel, onepupyeT NpHOOPETeHHBIMHU 3HAHUSMH, YMEHUSMH, HABBIKAMH,
MIPUMEHSIET X B CHUTYallUsIX HOBBIIIEHHOH cl0KHOCTH. [Ipy 3TOM MOTYT OBITH TOMYIICHBI
HE3HAYMUTENIbHBIE OMIMOKH, HETOYHOCTH, 3aTPyIHEHHUS NPH AHAJIUTHYECKHX OICpaIMsX,
MIEPEHOCE 3HAHUH U YMEHHI HAa HOBBIE, HECTAHAAPTHBIE CUTYAIHH.

Xoporo

Cpennee 3HayeHHUe Ui BCeX (OPMUPYEMBIX Ha MOMEHT ITPOBEJICHUS aTTeCTalluy YPOBHEH
KOMIeTeHIi — 4. BrIToTHEeHBI Bce BUABI y4eOHOM paOOTHI, IPEeIyCMOTPEHHBIE YIeOHBIM
wiaHoM. CTyAEHT IEMOHCTPHPYET HEITIOJHOE, IPaBHIbHOE COOTBETCTBUE 3HAHUMN, YMEHUIHA,
HaBBIKOB IIPHBEICHHBIM B Ta0JHIaX IOKa3aTeseH, IM00 eCIH MPU 3TOM OBUIH JIOIMYILCHBI
2-3 HecylIeCTBEHHbIE OLIHOKH.

Y 10BNETBOPUTEIHHO

Cpennee 3HaYeHUe JUisi BceX (OPMUPYEMbIX HA MOMEHT MPOBEJICHNUS aTTECTAllUU YPOBHEH
KOMIeTeHI — 3. BeInoxHeHs! Bce BUABI yueOHOH paboTHl, MPEIyCMOTPEHHBIE YIEOHBIM
wiaHoM. CTyJJeHT IEMOHCTPUPYET COOTBETCTBHE 3HAHMH, B KOTOPOM OCBEILICHA OCHOBHAs,
HauOoJiee BakHast 4acTh MaTepuaia, HO MPH STOM JIOIyIIeHa OlHa 3HAUYUTENbHas OIINOKa
WM HETOYHOCTB.

HeynosnerBopurensHo

He nmocturHyto moporoBoe 3HaueHHE XOTs OBl JJIsI OAHOTO YpOBHSI (POPMUPYEMBIX Ha
MOMEHT TIPOBE/ICHHS aTTeCTallMd KoMIeTeHUui. He BbimonHeH onuH wim Oojee BHIOB
y4eOHOH paboThl, NPEIYyCMOTPEHHBIX y4eOHBbIM IutaHOM. CTYIGHT JeMOHCTPHUPYET
HETIOJIHOE COOTBETCTBME 3HAHWM, yMEHWH, HAaBBIKOB IIPHUBEJCHHBIM B TaOIHIAx
TIOKa3aTesyiel, JOIMYCKAroTCsl 3HAYNTEIbHBIC OIMMOKH, MPOSBISIETCS OTCYTCTBHE 3HAHUM,
YMEHHH, HaBBIKOB I10 PsILy ITOKA3aTeNeH, CTyI€HT NCTIBITHIBACT 3HAYUTEIILHBIC 3aTPy IHEHUS
IIPY ONEPUPOBAHNH 3HAHMSIMHU M YMEHHSIMH IIPH MX NIEPEHOCE HAa HOBBIC CUTYallUH.

7.4.0nucanus noka3areJieil OleHNBAHUS U KPUTEPHEB OLlEHMBAHMS

KOMIIeTeHI NI

B mporecce OCBOCHHS JaHHOW JMCIUIUIMHBI CTYJICHT (DOPMHPYET U JAEMOHCTPHPYET
crenyromme 00menpohecCuoOHaTbHbIC KOMIETSHITHH:

| Komnerenuuu
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Mepeyens TexHoJiorus ®opma Crenenn ypoBHeii
Hupexce | Mupexc (opMHUpOBaHNS | OLEHOYHOIO | OCBOCHHS
KOMIIOHEHTOB N o .
KOMIIeTeHI Ui cpeacTBa KOMIeTeHIn i
OIIK-5 Cnocoben OIIK-5.1. 3Harts: JlaboparopHsie YO BA30BBIN
HMHCTaJLIIPOBATh OCHOBBI CHUCTEMHOTO | paboThl, II YPOBEHD:
IIPOTrpaMMHOE U | aAMUHHCTPUPOBAHUS | CaMOCTOSITENIbHAas | DK3aMeH CHOCOOHOCTh
annapaTHoe . pabora BBINOJIHATH
obecneyeHne mrsg | OIIK-5.2. YMeTs: IIOJy4YE€HHOE
MH()OPMAIMOHHBIX W | BBIIOJIHSTH 3a7aHue, TPUMEHSI
aBTOMATH3MPOBAHHBI | MOJKIIOYCHUE, MOTy4YEHHbIC 3HAHUE
X CHCTEM YCTaHOBKY " u YMEHHS Ha
MIPOBEPKY MIPaKTHKE, BIAAEThH
annapaTHBIX, COOTBETCTBYIOIIUM
pOrpaMMHO- U HHAUKATOpaMH
anmnapaTHBIX u KOMIIETCHIIUU  TIPH
MIPOTPaMMHBIX BBINTOJTHEHUH
CPEJCTB. 3aaHUs.
OIIK-5.3. Bnanets:
METOJJaMH YCTaHOBKH HPOI[BHHYTbeI
CHCTEMHOI0 " YPOBEHD:
TIPHUKJIATHOTO CIIOCOOHOCTH
MIPOTPaMMHOTO BBINOJIHATh
obecreueHusl. MTOITyYeHHOE
OIIK-7 Criocoben OIIK-7.1. 3HaTs: 3a/laHde W pemiaThb
y4acTBOBaTh B | METOABI HACTPOMKH, CaMOCTOSATENBHO
HACTpOWKe U HaJlalKe | HaJlaJKH chopMupoBaHHbIE
IPOrpaMMHO- IPOTPaMMHO- 3aja4d, IMPUMEHSI
anmapaTHBIX anmnapaTHBIX MIOJTyYeHHbIE 3HAHNE
KOMIIJIEKCOB KOMILIEKCOB. u YMEHUS Ha
OIIK-7.2. YMeTs: MIPAKTHKE.
TIPOU3BOAUTH VYBepeHHO BIaIETh
HAacTpoO#Ky, HallaaKy COOTBETCTBYIOLINM
n TECTUPOBAaHUE U HWHAUKATOpaMH
MIPOTPAMMHO- KOMIIETEHIINA  TIpH
annapaTHBIX BBINTOJTHEHUH
KOMIIJIEKCOB. 3a1aHus,
OIIK-7.3. BnazeTs: KOMOMHHPOBATh HX
crioco0amMu MPOBEPKH MeXIy coboit u ¢
paboTocnocoOHOCTH WHIIUKaTOpaMu
NIPOrpaMMHO- JIPyTUX
annapaTHBIX KOMITETCHIMHA  JUIs
KOMIIJICKCOB. JIOCTHKEHUS
OIIK-8 Crocoben OIIK-8.1. 3Harts: MIPOEKTHBIX
paspabaTbIBaTh OTIepaIlMOHHBIC pE3YIbTaTOB.
ITOPUTMEI U | cucremsl n
TIPOTPaMMEI, 000JI0YKH.
TIPUTOTHBIE ULt
MIPaKTHYECKOTO
[IPUMEHEHHS

**. CokparteHust HOpM OICHOYHBIX CPEICTB CM. B mpuitoskeHun 2 K PIT.

7.5.9K3aMeHaIUOHHOE 3a1aHHUE.

d)opMa JK3aMCHAIIMOHHOI'O 3adaHusA BBI6I/Ipa€TC5I nperoaaBaTCyicM M YTBCPKIACTCA Ha
3aceqaHnu Kadeapel. DK3aMEeH MOXKET MPOXOJIUTh B CIEAYIOMMX (OpMax U C HCIOJIb30BAaHHEM
CJICAYIOIMNX OOCHOYHBIX CPCACTB.

Popma

ITpencraBiieHne oleHOYHOro cpencTea B POC

YcrHas.

baHK KOHTPOJILHBIX BOIPOCOB, COOTBETCTBYIOLIMX OTIEJIbHBIM TE€MaM JUCHUUIUIMHBI (cM. 1. 4
HACTOSIIEro J0KyMeHTa). Bompocsl GopMHUPYIOT 3K3aMEHALMOHHBIH OWIIET (CM. HHIXKE), COCTOSIIIHIA
N3 TCOPETUUYCCKUX BOIPOCOB M MPAKTUYCCKUX 3a)1aH1/11‘/'1 (TI/IHOBI)IG MPaKTUYCCKUC 3aJlaHuAd
Npe/CTaBlIeHbl HWXe). buiersl, BKIIIOYAs BOMPOCHI M IPAaKTUYECKHE 3ajaHus, (GopMHUpYOTCS
mpernoaBaTesieM M YTBEPXKAAIOTCA Ha 3acedaHud Kadeapsl. B HHX MOryT OBITh BKIIIOYCHBI
JIOTIOJTHUTETIFHBIC KOHTPOJIBHBIC BOMPOCHI M 33JaHUs, HE TPEOYIOUINE Y CTYyICHTOB HAJIH4YUs HE
(hopMuUpyEeMBIX TaHHOW TUCIMIDTMHOW KOMITETSHITU HITH 00JIee BEICOKUX ATAOB C(OPMHPOBAHHOCTH
(dhopmupyembix. [Iisi OTBeTa Ha KXl BOMPOC U JJISI PELICHUS JIFOOOTO MPAKTUYECKOTO 3a/IaHHs
CTY/ICHT JIOJDKCH HAaXOIMTCs Ha TpeOyeMOM Juis JaHHOMW JUCUHUILIMHE YPOBHE C(HOPMUPOBAHHOCTH
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BCEX COOTBETCTBYIOIIMX €W KOMIIETCHLMH: KaKIbli BOIPOC M 3aJlaHUE IPOBEPSICT YPOBEHb
c(OPMUPOBAHHOCTH BCEX COOTBETCTBYIOMINX JaHHOM JUCIMIUIMHE KOMIIETEHIINH.
[MuceMenHas. | OueHOYHOE CPENICTBO MOJTHOCTHIO COOTBETCTBYET OLICHOYHBIM CPEJICTBAM YCTHOW ()OPMBI 33/1aHHSI.

7.6.CniMcok 3K3aMeHaIMOHHBIX BONMPOCOB.
. Ucxonnas koHUTypanus MappyTuzaTopa
. @yHKIMHU MapIIpyTHU3aTOPA
. [logkinroueHne ycTponucTB
. OCHOBHBIE ITapaMeTpbl MapIIPyTU3aTOPa
. IIpoBepka CBA3HOCTHU CETEN C MPAMBIM MOAKIIOYEHUEM
. Pemienus mapupytusanuu
. KommyTanus nakeToB MEXIy CeTsIMU
. Onepanuu MapupyTHUzaTropa
. AHanu3 TaOIUIBI MAapUIPyTU3ALUN
0. MapupyTsl ¢ IpsAMBIM MOAKIIOYEHUEM
1. Cratuuecku U3y4eHHbIE MAPIIPYTHI
12. Jlunamuueckue NpoTOKOJIbl MAPIIPYTU3ALMH
13. IlpoBepka ceTeBOro MOAKIIOYEHHS C IIOMOIIBI0 KOMaH/IbI traceroute
14. Vicnonb3oBaHue KOMaHbI traceroute /i1t OOHAPYKEHHS CETH
15. Peanu3zaius cTaTHUECKUX MapLIpyTOB
16. CraTrueckasi MapIipyTH3aIHS
17. Tumsl cTaTUYECKUX MapIIPYTOB
18. Hacrpoiika cratndeckux MapupyToB [Pv4 u mapmpyros IPv4 o ymomyanuto
19. Hactpoiika cratuueckux MapupyTtoB [Pv4
20. Hacrpotika mapuipyToB [Pv4 o ymomuanuio
21. Hactpolika cTatnueckux MapupyTtoB IPv6
22. Hactpotiika mapupyToB [Pv6 o ymomrganuto
23. Hactpolika ruiaBalonmx CTaTHYECKUX MapLIpyToOB
24. Hacrtpolika cTaTHYeCKHX MapIIipyTOB XOCTOB
25. Tlouck W yCTpaHEHHE HEMOJaIO0K, CBS3aHHBIX CO CTaTMYECKMMM MapIIpyTaMH H
MapUIpyTaMH 110 YMOJTYaHUIO
26. O6paboTKa MaKeTOB C UCIOJIB30BAHUEM CTATUYECKUX MapIIPyTOB
27. Tlonuck W yCTpaHEHWE HEIOJIAJIOK B HACTPOWKaxX crarmyeckoro Mmapmpyra IPV4 u
mapupyra [Pv4 no ymonuanuzo
28. Tlouck u ycTpaHEHHE HETOJIA0K CTATHICCKUX MapIIPyTOB
29. JluHaMu4ecKre MPOTOKOIIbI MapUIpyTU3ALUT
30. O630p IMHAMHYECKUX TPOTOKOJIOB MAPIIPY TH3AIHH
31. lunaMudeckas MapuIpyTHU3alus B CPAaBHEHUU CO CTaTHYECKOM MapupyTH3anuei
32. RIPv2
33. Hactpoiika nmpotokomna RIP
34. Tabnua MappyTH3auu
35. Yacru 3anucu mapuipyra [Pv4
36. lnHaMuvecku moiydaeMbie Mapipy Tl [Pv4
37. IIpouecc moucka mapuipyta [Pv4
38. Ananm3 Tabmuip! Mapmpytusamn [Pvo
39. [IpoexT JoKaIbHON ceTH
40. KoHBepreHTHBIC CETH
41. KommyTupyeMsble ceTu
42. KommyTtupyemas cpena
43. Tlepechblika KaapoB
44, ba3zoBas HacTpOiiKa KOMMYTaToOpa
45. IlepBoHayanpHasl HACTPOMKa KOMMYyTaTOpa
46. Hactpoiika mopToB KOMMyTaTopa
47. be3onacHOCTh KOMMYTaTOPOB

PP OO~NO O, WN—
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48.
49.
50.
ol.
52.
53.
54.
55.
56.
S7.
58.
59.
60.
61.
62.
63.
64.
65.
66.
67.
68.
69.
70.
71.
72.
73.
74.
75.

3alUIIEHHBIN YJaJIEHHBIN J0CTyI

be3onacHocTh mopTa KOMMyTaTOpa

CerMeHTalus BUPTYaJbHbIX JJOKATbHBIX CETEH

OO61ue cBeieHHs O BUPTYaJIbHBIX JTOKAJBHBIX CETSIX

BuprtyanbHbie TOKadbHBIE CETH B CPEJIe C MHOXKECTBOM KOMMYTATOPOB

Peanuzanuu BUpTyaapHON JTOKAIBHOU CETH

Hasnadyenue BUpPTyanbHOH JIOKAJIIBHOU CETH

TpaHku BUPTyaIbHBIX CETEH

[Touck u ycTrpaneHHne HEMOJAOK B BUPTYAJbHBIX JIOKAJIbHBIX CETSAX U TPAHKOBBIX KaHAJIax
MapupyTtuzamus Mmexay cetsimu VLAN nipu moMonu MapuipyTu3aTtopoB

[Ipunuuns! pabotsl MmapupyTH3anuu Mmexay VLAN

Hactpoiika mapuipytuzamuu Mexay VLAN ¢ ucnonp30BaHUEM YCTapeBIIEr0 METOIA
Hacrpoiika mapmpytuzaimu mexxay VLAN ¢ ucnonp3oBanuem Merona Router-on-a-Stick
HccnenoBanue MeTo10B peanuzanuu cetu VLAN

Hacrpoiika cereit VLAN

Hactpoiika MarucTpajbHbIX KaHAJIOB

[Touck u ycTpanenue HenoJiaaok B peanu3anuu cetu VLAN

[IpunHnun paboThl CIUCKOB KOHTPOJIA JOCTYyTa

Hasznauenne ACL-cniuckoB

[la6nonnbe Macku B ACL-cinckax

Pexomengaiuu no co3/laHuio CIUCKOB KOHTpoJia foctymna (ACL)

Pexomenpanuu no pasmeniennto ACL-ciuckoB

Crannaptasie ACL-cniucku s [Pv4

Hactpoiika crangaptasix ACL-crinckoB st [Pv4

Brecenue nsmenennii B ACL-criucku st [Pv4

[Touck u ycrpanenue Henosaaok B padore ACL-ciickoB

O0paboTka nmakeroB ¢ moMotbio ACL-cruckoB

PacrmipocTpaneHHble oMOKY MpH paboTe CO CTaHAAPTHBIMU CIICKAMHU KOHTPOJISI IOCTYTIa

(ACL) IPv4

76.
7.
78.
79.
80.
81.
82.
83.
84.
85.
86.
87.
88.
89.
90.
91.
92.
93.
94.
95.
96.
97.
98.
99.

DHCPv4

Onepanuss DHCPv4

Hacrpoiika 6azoBoro DHCPv4-cepBepa

Hacrtpoiika DHCPv4-knuenta

[Touck u ycTpaneHue Hemoaao0K B padbore mapmpyTtuzaropa DHCPv4
DHCPvb6

SLAAC u DHCPv6

Anpecanus DHCPv6 0e3 yueTta coOCTOSIHU.

Cepsep DHCPv6 ¢ oTciie:xxuBaHNEM COCTOSIHUS

[Touck n yctpanenue Henonaaok B padbore mapipyruzatopa DHCPv6
[punuun padotst NAT

Xapakrepuctuku NAT

Tunsr NAT

[Ipeumymiecta npeodpasoBanust NAT

Hactpoiika NAT

Hacrpoiika ctatuueckoro NAT

Hactpoiika nuaamuyeckoro NAT

HacTpoiika PAT

Hactpoiika nepeHanpanieHus MOPTOB

NAT u IPv6

ITouck u ycrpanenue Henonaaok NAT

KoMaHnzps! noucka v ycTpaHEHHUs HEMONAI0K, CBsi3aHHbIX ¢ NAT
IIpoepka u oTnaaka Hactpoek NAT

OOHapyKeHue yCTpoicTB

100. OGHapy>xeHHne YCTPOUCTB ¢ MOMOIIIbIo TpoTokoiaa CDP

17



101.
102.
103.
104.
105.
106.
107.
108.
109.
110.
111.
112.
113.
114.

OO0HapyxeHHe yCTPOUCTB ¢ TOMOIIIbIO mpoTokoira LLDP
VYnpasieHue ycTpoilcTBaMu

NTP

[Tpunnun padotsr Syslog

Hacrtpoiika Syslog

OO0cmyKMBaHUE YCTPOMCTB

[onnepxka aiinoBoi CUCTEMBI MapIIPyTU3aTOPA K KOMMYTATOPa
Cucremnsie daiter IOS

Yupasnenue oopazamu [0S

JIuuensuposanue 110

[IpoBepka u ynpaBieHHe JTULEH3UIMU

Co3gaHue KapThl CETH ¢ TOMOIIBI0 TpoTokosia CDP
Hacrpoiika u nposepka nporokosia NTP

Hacrpoiika nmporokosoB Syslog u NTP

7.7.1lpuMepHBbIH CIUCOK BONPOCOB /ISl KOHTPOJIbHBIX py0eskeil U 321U ThI

J1a0opaTopHbIX padoT

Tema 1 Konuenuusi MapupyTuzanumu

OO ~NO UL WN —

. Ucxonnas koHUTypanus MapuipyTuzatopa

. @yHKIIMM MapLIpyTH3aTOpa

. [logkiroueHne ycTponucTB

. OcHOBHBIE TapaMeTpbl MapLIPYTU3aTOPa

. IIpoBepka CBSA3HOCTHU CETEN C MPAMBIM MOAKIIOYEHUEM
. Pemenust Mapmpytusanyuu

. KommyTanus makeroB Mexay ceTsaMU

. Onepauuu MapupyTusaropa

. AHanu3 TabIUIBI MAapUIPyTU3ALUN

10. MapupyTsl ¢ IpsAMBIM HOJKITIOUEHHUEM

11. Cratnyecku U3y4yeHHbIE MapIIPYThI

12. JIlnnamuueckue NpoTOKOIbl MAPIIPYTU3ALMH

13. TIpoBepka ceTeBOro MOAKIOUEHHS C TOMOIIBI0 KOMaH/IbI traceroute
14. Vcionb30BaHue KOMaH bl traceroute J11st OOHapyKEHUs CeTH

Tema 2 CtaTuyeckasi MapumIpyTU3anusi

OO ~NO Ol WD -

. Peanuszanus craTuyecKux MapupyToB
. Cratnyeckas MmapipyTH3anus

. Thmpl cTaTHYeCKUX MapIIPyTOB

. Hactpoiika ctatnueckux mapuipyTtos [Pv4 u mapmpytos [Pv4 no ymonuanuro
. Hactpoiika cratnuecknx mapupyTtos [Pv4

. Hactpoiika mapurpyros IPv4 no ymosnuanuto

. Hactpoiika cratnuecknx mapupyTtos [Pvo

. Hactpoiika mapurpyros IPv6 no ymonuanuto

. Hactpoiika rmiaBarmmmx CTaTHYECKUX MapIIpyTOB

10. Hactpoiika cTaTH4eCKUX MaplIpyTOB XOCTOB

11. Tlouck W ycTpaHEHHE HEMOJIAJIOK, CBA3AHHBIX CO CTATUYECKUMHU MapuipyTaMH U
MapuIpyTaMu M0 yMOJTYAHHUIO

12. O6paboTka MaKkeToOB € UCTIOIB30BAHUEM CTATUYECKUX MapIIPYTOB

13. Tlonck M ycTpaHeHHE HEMOJAJOK B HAcTpoMKax craTuueckoro mapupyra IPV4 u
MapuipyTa [Pv4 no yMmomyanuio

14. Tlouck u ycTpaHEHUE HEMOIAI0K CTAaTUYECKUX MapIIPyTOB

Tema 3 luHaMuYecKass MapIIPyTH3ALMS

1. JlunamMuyeckue NpoTOKOJIbI MapUIpyTH3ALUU

2. O0630p TMHAMHYECKUX MPOTOKOJIOB MAaPIIPYTHU3AINHI

3. luHamMuueckas MaplIpyTU3alks B CPAaBHEHUH CO CTATUYECKOW MaplIpyTHU3aluen

4. RIPv2
5. Hactpoiika npotokosna RIP
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6. Tabnuma MappyTH3anuu
7. Yactu 3anucu mapmpyta [Pv4
8. JluHamuuecKku nosydyaembie MappyTsl [Pv4
9. IIpomnecc noucka mapmpyta [Pv4
10. Ananu3 Tabnuuel Mmapupytuzanuu [Pvo
Tema 4 KommyTHpyemble ceTH
1. ITpoekT JIoKaNbHOM CeTH
2. KonBepreHTHbIE CETH
3. KommyTHpyemsie cetu
4. KommyTupyemas cpena
5. Ilepecbuika kaapoB
Tema 5 Konpurypauuss kommyraropa
1. bazoBas HacTpoiika KOMMyTaTropa
2. IlepBoHavanbHasi HACTPOIKa KOMMYyTaTOpa
3. Hactpoiika mopToB KOMMyTaTopa
4. be30omacHOCTh KOMMYTaTOPOB
5. 3alUIIEeHHBIN yAaIeHHBIA JOCTYII
6. be3onmacHocTh MOpTa KOMMYTaTOpa
Tema 6 Cetu VLAN
. CermeHTanus BUPTyaJbHBIX JIOKAJbHBIX CeTEH
. Obu1ye cBeeHUS O BUPTYaJbHBIX JIOKAJIBHBIX CETSIX
. BupTtyanbHbie J0KalbHBIE CETH B CPeJie C MHOKECTBOM KOMMYTaTOpPOB
. Peanuzanuu BUpTYyanbHOW JIOKAJIIBHOM CETH
. Haznauenue BUpTyaIbHOM JJOKAJIbHOU CETH
. TpaHkH BUpPTyaJIbHBIX CETEH
. ITouck u ycTpaHeHe HEMoaI0K B BUPTYaJIbHBIX JIOKAIBHBIX CETSAX U TPAHKOBBIX KaHajax
. Mapurpytuzanus mexny cersMu VLAN npu nomomy MapipyTu3aTtopoB
. [IpuHnIBE paboThl MapmpyTH3auu Mexay VLAN
10. Hactpoiika mapmpyTtuzanun Mexny VLAN ¢ ucrnonb30BaHHeM yCTapeBILIEro METOIa
11. Hactpoiika mapmpytusaiuu mexay VLAN c ucnoas3oBanneM meToaa Router-on-a-Stick
12. UccnenoBanue MmetoaoB peanmsanuu cetd VLAN
13. Hactpoiika cereit VLAN
14. HacTpoiika MarucTpajbHbIX KaHAJIOB
15. Tlouck u ycTpaneHne HEMoMaI0K B peanusanuu cetn VLAN
Tema 7 Ciucku KOHTPOJISA JOCTYNA
. [IpuHIMn paboThl CHMCKOB KOHTPOJISL AOCTYTIA
. Haznauenne ACL-cniuckoB
. [lTabmonnbie Macku B ACL-crickax
. PexomeHjanmu no co3ianuio crnuckoB KoHTpouist goctyna (ACL)
. Pexomengaruu no pasmemennto ACL-crickoB
. Crannaptueie ACL-cniucku ans [Pv4
. Hactpoiika crangaptasix ACL-criuckoB mis [Pv4
. Buecenune n3smenenunii 8 ACL-coucku misa [Pv4
. [louck u ycrpanenue Henonaaok B pabore ACL-ciickoB
10. O6paboTtka makeToB ¢ momorbio ACL-crrckoB
11. PacnpocTpaneHHble OMIMOKY U paboTe cO CTaHAAPTHBIMU CIIUCKAMH KOHTPOJIS IOCTyIa
(ACL) IPv4
Tema 8 DHCP
1. DHCPv4
2. Oneparus DHCPv4
3. Hacrpoiika 6azoBoro DHCPv4-cepsepa
4. Hactpoiika DHCPv4-knuenTa
5. Ilouck u ycTpaHeHue Henoynaaok B pabore mapupytusaropa DHCPv4
6. DHCPV6

O©CoO~NNOT D WN -

OO0 0T WNPF

19



7. SLAAC u DHCPv6
8. Anpecarust DHCPv6 6e3 ydyeTa COCTOSHUM.
9. Cepsep DHCPvV6 ¢ oTciexuBaHrEeM COCTOSHUS
10. Tlouck u ycTpaneHue HEMoyai0K B padore Mapipyruzaropa DHCPv6
Tema 9 IIpeoopazoBanue NAT nas IPv4
. [Ipunnumn padoter NAT
. Xapakrepuctuku NAT
. Tuniet NAT
. [IpenmytiectBa npeodpazoanust NAT
. Hactpoiika NAT
. Hactpoiika cratuueckoro NAT
. Hactpoiika nunamuyeckoro NAT
. HacTpoiika PAT
. HacTpoiika nepenarpaBieHus mopToB
10. NAT u IPv6
11. Tlouck u ycrpanenue Hemomagok NAT
12. KomaH/1pl TOMCKA M yCTPAHEHUS HETONAI0K, CBsI3aHHbIX ¢ NAT
13. TlpoBepka u oTmanka HacTpoek NAT
Tema 10 YcrpoiictBa — o0HapyskeHHe, yIpaBJeHHe U 00CTyKUBaHUe
. OGHapyKeHHE YCTPOUCTB
. OGHapy>KeHHEe YCTPOUCTB C IOMOIIIBIO poTokoira CDP
. OGHapy>keHHE YCTPOUCTB ¢ MOMOIIIBIO TpoTokoiaa LLDP
. YIIpaBieHue yCTpONCTBaMU
.NTP
. [punnun padotsr Syslog
. Hactpoiika Syslog
. O6cny)xuBaHHE yCTPOMCTB
. [lonnepkka (aiinoBoii cUCTEMBI MapIIPyTH3aTOPa U KOMMYTaTOpa
10. Cucremusie daiinsr [0S
11. Ynpasnenue oopazamu [0S
12. Jlunensuposanue 110
13. IIpoBepka u ynpaBiieHHE JIMIICH3USIMHU
14. Co3nanue xapThl CETH ¢ TOMOIIbIO poTokoiaa CDP
15. Hactpoiika u npoBepka nmpotokoia NTP
16. Hactpoiika npotokonos Syslog u NTP
7.8.Ilpumep u3 Tecta B cucreme JIMC.
IMonublit cuHTaKkcuc koMaH bl ctannaptoro ACL-cnucka:

access-list number { deny | permit | remark } source [ source-wildcard ][ log ]
IlosicHuTe 3HaYeHHe napaMeTpoOB KOMaHbI.

O 0O ~NOoO O WN P

OO ~NOoO ol WwWN —

7.9.1Ipumep odopmiieHHs IK3aMEHAIMOHHOT0 OUJIeTa

MMHUCTEPCTBO HAYKHU U BBICIHIEI'O OBPA30OBAHUS POCCUMCKON
®EJIEPALIMU
OENEPAJIBHOE 'OCYIAPCTBEHHOE ABTOHOMHOEOBPA3OBATEJIbHOE YUPEXXK/IEHME BBICILIET'O OBPA3OBAHN A
«MoOCKOBCKH IMOJTUTEXHUYECKUI YHUBEPCUTET

(MOCKOBCKHWH MMOJIUTEX)

SK3AMEHAILIMOHHBIN BUJIET Nel
0 IUCIMTUINHE
«CeTH M CUCTEMBI Iepeiaun HHPOPMALIUN
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HanpasyeHue noAarorosku 09.03.01

«I/IH(bOpMaTI/IKa 1 BBIYMCIHNTCIIbHAA TCXHUKA»

BOIIPOCHI:

1. ITpyHuMn paboThl CHUCKOB KOHTPOJIS JOCTYMA.

2. Cratnueckas MapupyTusanus. Tunpl CTaTHYSCKUX MapaipyTosB.

3. IIpunuun padotsl Syslog. Hactpoiika Syslog

Y TBepxKaeHO:

/ [« »
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