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1. Heau, 3a1a4u ¥ IJIaHUPyeMble pPe3yJbTAThl 00y4eHHs 10 IUCHUILIHHE

K ocHOBHBIM messiM ocBoeHus qucHUIUIMHBL «IIporpamMupoBanue kpunrorpapuieckux

AJITOpUTMOB» CIICAYCT OTHCCTHU!

- M3Y4YCHHE COBPEMEHHBIX METO/IOB M CPEACTB KPUNTOTPaPHUECKON 3aIUThl HH()OPMAIIH

AJI pCHICHU A np06neM 3alIUThI HH(pOpMaLII/II/I.

K ocHoBHBIM 3aJavYaM OCBOCHUA JUCIHMIIIIMHBI ((HpOFpaMMI/IpOBaHI/IC KpHHTOl"pa(I)I/I‘leCKI/IX

AJITOPUTMOB» CIICAYCT OTHECTU:

- OBJIAACHUC OCHOBHBIMH KpI/IHTOFpa(l)I/I‘-IeCKI/IMI/I HHCTPYMCHTAMMU, HCO6XOI[I/IMBIMI/I JJIA

IIOCTPOCHUS 3allIUIIICHHBIX I/IH(i)OpMaHI/IOHHI)IX CHUCTEM.

OOyuenue no gucuuruinHe «IIporpamMmmupoBaHue KpUNTOrpapUUECKUX aIrOpUTMOBY» HANpPaBlIEHO

Ha (OPMHUPOBAHUE Yy 00YHAIOIIMXCS CIETYIOIINX KOMIIETEHIUH:

Koa u HanMeHoOBaHMe KOMIIEeTeHIIMHA

I/IH)IHKQTOPLI JOCTHIKCHUSA KOMIICTCHIIUN

OIIK-7 CriocobeH NCHoIb30BaTh S3bIKH
MIPOrPaMMHUPOBAHUS M TEXHOJOTHH Pa3padOTKH
MPOrpaMMHBIX CPEICTB IS PELICHUS 3a0a9
poheCCHOHATFHOMN NEATEIEHOCTH

HOIIK-7.1. 3naeT coBpeMEHHBIE CpEACTBa pa3pabOTKH
W aHallu3a MporpaMMHOT0 00eCIIeYeHHs! Ha S3bIKax
BBICOKOTO YPOBHSI, METOJIbI TIPOIPAMMHUPOBAHHS U
pa3paboTkn 3(h(HEKTHBHBIX AITOPUTMOB PEIICHHS
NPUKIIHBIX 33a7a4, 0a30Bble CTPYKTYPHI IaHHBIX,
OCHOBHBIE AJITOPUTMBI COPTUPOBKH U ITOUCKA U
crocoObI UX 3PPEKTHBHON peaTu3alii, OCHOBEI
AJIMUHHUCTPHPOBAHHS ONIEPAIMOHHBIX CHCTEM H
BBIYHCIIUTENBHBIX CETEH, STATTOHHYIO MOJETb
B3aUMO/ICHCTBUS OTKPBITBIX CUCTEM, METO/IBI
KOMMYTAIlMU M MapIIpyTH3aliH, CETEBbIE
MIPOTOKOJIBL;

HOTIK-7.2. BbIOMpaTh HEOOXOAUMbBIE
MHCTPYMEHTAJIbHBIE CPEJICTBA ISl pa3paboTKu
MPOrpaMM B Pa3IMYHBIX ONEPAIIMOHHBIX CUCTEMAaX U
cpesax, CoCTaBIIsITh, TECTUPOBATh, OTJIAXKHBATh U
oopMIIATH MPOrpaMMBI Ha SI3bIKaX BEICOKOTO YPOBHS,
BKJIF0Yasi 00bEKTHO-OPUEHTUPOBAHHEIE,
(hopmanm3oBaTh MOCTaBICHHYIO 3a71a4y, BEIOMPATh
HEOOXOANMBIC HHCTPYMEHTAJIBHBIC CPEJICTBA JUIS
pa3paboTKy MPOrpaMM B PA3IHMUHBIX ONEPAMOHHBIX
CHCTEMaX M Cpelax, yCTaHABIMBATh M OCYIIECTBIISATH
MEPBUYHYIO HACTPOIKY OZHON U3 ONEPallMOHHBIX
CHUCTEM;

NOIIK-7.3. Bnaneer HaBbIKaMu pa3paboTKu
MpOrpamMM Ha s13bIKe IPOrPaMMHUPOBAHUSI BEICOKOTO
YPOBHSI, OCHOBHBIMH IOJIX0JITaMHU K OpraHU3aluH
nporecca pa3paboTKH IPOrPaMMHOTO 00eCIIeUeHuUs.

OIIK-9 CnocoOeH mpuMeHSTh CPeICTBa
KpUNTOTpaQrIecKor M TEXHUIECKOH 3aIiThl
nHpOpMAIHN IS pemIeHs 3aa49 Ipo(ecCHOHANBHOM
JeSTENIbHOCTH

HOIIK-9.1. 3naer cpencrsa kpunrorpadhuaeckoi u
TEXHUUYECKOH 3anThl HHPOPMAIUH JUTS PEIICHHS
3a1a4 MpoheCCHOHATBHON AEATETBHOCTH;

HOIIK-9.2. YMeeT npuUMeHATH CPEIICTBA
KpuITorpaguyeckol 1 TEXHUIECKOW 3alUThI
uH(MOPMaIUK AT PEIleHUs 3a1a4 MpodeccHoHaNbHOM
JIeSITENTbHOCTH;

HOIIK-9.3. Bazeer cpeacTBaMu KpUITOrpaguueckon
Y TEXHUYECKOI HHQOpPMALINK JUIsl pEILIeHNs 3a1a4
podeCcCHOHANBHOM JIESITENEHOCTH




2. ]_Ie.HI/I, 3alaYi U IUVIAHUPYEMBIC PE3YJIbTAaTbl oﬁyquml o TMCOMIIJIMHE

Hucuuruinna «IIporpammupoBanne KpunTorpapuuecKkux aaropuTMOB» OTHOCHTCS K YHCITY
97eKTUBHBIX yueOHbIX muciuiuinH (b1.9J1), snextuBable muctumimael 1 (B1.9J1.1), ocHOBHOM
00pa3oBaTeNbHON IPOTPAMMBI.

JucnumnimHa B3aMMOCBSA3aHA JIOTUYECKU U COJIEP)KATEIbHO-METOUUYECKH CO CIEIYIOIIUMHU
mucuuuiiHaMu ¥ npaktukamu  OOIL: «Metoasl W cpeacTBa KpUNTOrpadUyecKOd 3aluThl
uHpopMaiuny, «MaremMatndeckuil ananusy», «JluckpeTnas MmatemMaTHkay, « Teopus BeposITHOCTEH U
MaTeMatudeckas cratuctuka», «Teopuss wunpopmamum», «YuciaeHHole MeTOAB, «OCHOBBI
nH()OPMAITMOHHOM 0€301TaCHOCTIY.

3. CTpykTypa u cojep:KaHHue JUCUUIJINHbBI

OO61mas TpyJ0€MKOCTh JUCIUIUIMHBI COCTABIIAET 4 3a4eTHbIe eAMHUITEI (144 vaca).

3.1. Buabl yueOHo#i padoThl M TPYA0EMKOCTh
(mo popmam oOyueHus)

3.1.1 Ounas ¢hopma oO0ydeHus

Ne CemecTtpsl
n/m Buj yueOHoit padoThI Koawuecrso
JacoB Cemectp Henenn
cemecTpa
1 | AyauTopHble 3aHATHUS 72 4 1-18
B ToMm gucne:
1.1 | Jlexmun - - -
1.2 | CemuHapcKue/IpakKTHYECKUE 3aHATUS - - -
1.3 | JIabopaTopHbIe 3aHSITHS 72 4 1-18
2 | CamocrosiTesibHAsE padoTa 72 4 1-18
3 | IIlpoMexyTOYHasA aTTeCTAIUA
DK3aMeH 4 ITo pacniucanuto
Hroro 144




(o popmam oOyueHus)

3.2.1 Oynas popma o0ydeHus
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3.2. TemaTuveckuii NJIaH U3y4YeHU s TUCHUIINHbBI

TpynoemkocTh, 4ac

AyautopHas padora

Ne p / Camoc
n/ A3METBITEMBI Cemunap | Jlabop | [IpakT | TosiTe
n JUMCIMTLTHHET Bcero Tlex CKue/ | aTOpH | MuYecKa | JbHasd
qy  FIPAKTHYE | bie A pador
H CKHME€ |3aHATH |IOATOT| a
3aHSTHS A OBKa
1 Paznen 1. IlporpammupoBanue
AIITOPUTMOB CUMMETPUYHBIX 64 - - 34 - 34
KPUIITOCUCTEM.
1.1 | Tema 1.1. Hludpsr onHO3HAUHON 3 i i 4 i 4
3aMEHBbI
1.2 | Tema 1.2. HIudpsr MHOTO3HAYHOMH ] i i 4 i 4
3aMEHBbI
1.3 | Tema 1.3. udps! 6;104HOI 3aMEHBI 8 - - 4 - 4
1.4 | Tema 1.4. Hludps nepecTaHOBKU 8 - - 4 - 4
1.5 | Tema 1.5. ludpsl raMmmupoBaHus 8 - - 4 - 4
1.6 | Tema 1.6. [Torounsie MU pPHI 8 - - 4 - 4
1.7 | Tema 1.7. KomOunanmoHHbIe MH(PHI 20 - - 10 - 10
2 Paznen 2. IlporpammupoBanue
aITOPUTMOB ACUMMETPUYHBIX 16 - - 8 - 8
KPUITOCUCTEM
2.1 | Tema 2.1. AcuMmMeTpHUYHBIE TP PHI 16 - - 8 - 8
3 Pasnen 3. IIporpammupoBanue
> 24 - - 12 - 12
aITOPUTMOB LIU(PPOBOI MOANHUCH
3.1 | Tema 3.1. I'enepanus muppoBBIX ] i i 4 i 4
OoJamnucen
3.2 | Tema 3.2. [IporpamMmmupoBaHue 16 ) ) ] ) 3
anroputmoB 'OCT P 34.10
4 Pazpnen 4. IlporpammupoBanue 4 ) ) ) ) ’
aITOPUTMOB OOMEHA KITI0UaMu




4.1 | Tema 4.1. OOMeH KIIFOYaMH TIO
anroputmy duddu-Xenmman

5 Pa3nen 5. IloaroroBka ot4yera o
IIPOrpaMMHUPOBAHNUU 36 - - 18 - 18
KpUINTOTpapUIECKUX aITOPUTMOB

5.1 | Tema 5.1. TectupoBanue nmporpamMm 8 - - 4 - 4

5.2 | Tema 5.2. Pa3paboTka 010K-cXxeM

8 - - 4 - 4
nporpamMm mudpoBaHus
5.3 | Tema 5.3. Pa3paboTka ob1ero 3 i i 4 ) 4
uHTepdeiica nporpamMm
5.4 | Tema 5.4. [IpoBepka paboThI IpOrpamMm ] i ) 4 ) 4
Ha TEKCTax
5.5 | Tema 5.5. OtueT o mporpaMMUPOBAHUHT 4 i ) 5 ) >
KPHUIITOrpaQUIECKUX aIrOPUTMOB
Hroro | 144 72 72

3.3. Coaep:kanue TUCUMILIIMHBI

Paznea 1. [IlporpaMmMupoBanue aaropuTMOB CHMMETPUYHBIX KPUIITOCUCTEM.
Tema 1.1. [IIudpsr 0HO3HAYHOM 3aMEHBI.
HIugpor npocmoit 00no3Haunol 3amenvl: Amoaw, wugp Lezaps, wugp [orudbus. Llugdpor
MHOo203HauHou 3amenvl. [ugpvr brounot samenvl. LLlugpor cammuposanus.
Tema 1.2. HIudpsl MHOTO3HAYHOH 3aMEHBI.
Hugpor Tpumemus, benazo, Buscenepa. S-o6n0x 3amenvt TOCT P 34.12-2015.
Tema 1.3. I1Iudper 6;109HON 3aMEHBI.
Mampuunvni wugp. Llugp Insiigepa.
Tema 1.4. [1Iudps! nepecTaHOBKH.
Hlugper sepmukanvrou nepecmanogxu. Llugpol mapwpymuou nepecmanosKu.
Ilosopomnvwie peuwemku. Cemov Deiicmens.
Tema 1.5. [lIucdps raMmmupoBaHUs.
Oonopazosvii  onoknom ILllennona. ['ammuposanue T'OCT P 34.13-2015 mo

anroputmy Marma (I'OCT P 34.12-2015).

Tema 1.6. [loTounbie mMdpBoI.

Hlughpor A5/1 u A5/2.
Tema 1.7. KomOuHanmonusle mudpsl.

T'OCT P 34.12-2015 Maema u Kysneuux, [ OCT 28147-89, AES.
Paspnean 2. [IporpaMMupoBaHue aJITOPUTMOB ACHMMETPUYHBIX KPUIITOCHCTEM.

Tema 2.1. AcumMeTpUYHBIE T PHI.
Hlughp RSA.

Hlugp El Gamal.
Kpunmocucmema ECC ¢ ucnonvzosanuem abcyuccol mouxu.
Pa3znea 3. [IporpamMmmupoBaHue aJirOPUTMOB HU(PPOBOI MOJAMMUCH.

Tema 3.1. 'enepanus uudpoBbIX MOAMHCEH.
Aneopummvr RSA, EGSA.
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Tema 3.2. [Iporpammuposanue anroputmos 'OCT P 34.10.
Aneopummut yugposoii noonucu I'OCT P 34.10-94 u TOCT P 34.10-2012.
Pasnen 4. [IporpaMmMupoBaHue aJITOPUTMOB 00MEHa KIKYaMM.
Tema 4.1. O6MeH kimrogamu 1o anroputmy duddu-Xemimana.
Obmen knrouamu no aneopummy Diffi-Hellman.
Paspnen S. IloaroroBka or4yera o© NPOrpaMMHPOBAHMH KpHUNTOrpaduyeckux
aJITOPUTMOB.

Tema 5.1. TectupoBanue nporpamm.
Tecmuposanue npocpamm no 6apuaHmMam pyuHo2o WUDPOSAHUS U HYUCTIOBbIM NPUMEPAM,
npusedenuvim 6 cmanoapmax I'OCT P 34.10-2010, TOCT P 34.12-2015 u I'OCT P 34.13-
2015.
Tema 5.2. PazpaboTka 6510K-cXeM IporpaMm MHQpoBaHUsl.
Paspabomxa brox-cxem npoepamm wugposanus 6 coomsemcmesue ¢ I'OCT 19.701-90.
Tema 5.3. PazpaboTka obuiero uarepdeiica nporpaMm muppoBaHus.
Juanoeoswviti unu kouconvuwlli unmepgetic. bnok-cxema obwezo ummepgerica.
Tecmuposanue unmepdetica.
Tema 5.4. IIpoBepka paboThl IpOrpaMM Ha TEKCTaXx.
Texcmour 1000 3naxos. lllugposanue u pacwugposanue mexcmos. Ienepayus

91eKMPOHHOU YUDPOBAsk NOONUCU K MEKCMAM.

Tema 5.5. OT4eT 0 NporpaMMHUPOBAHUN KPUIITOAITOPUTMOB.
lloozomosxka omuema o0 nNpoSPAMMUPOBAHUU 6 COOmMEEemcmeue ¢ 3a0aHHOU
CMpPYKmMypou u 3auuma omdemad.

3.4. TemaTuKa CEMHHAPCKUX/TIPAKTHYECKHUX U J1a00PATOPHBIX 3aHATHIH
3.4.1 CemuHapcKue/IpaKTUYECKUE 3aHATUS

He npedycmompensi npoepammoll.

3.4.2 JlabopaTopHbIe 3aHITHS

Tema 1. Pa3zpaboTka nporpaMm CUMMETPHYHBIX aITOPUTMOB.
JlaboparopHas padota 1.1. lIudpsl 01HO3HAYHOMN 3aMEHBI.
Hugpvr npocmoti oonosnaunou 3amenvl: Amoaw, wugp Llezaps, wugp [Hoaubus. Lllugpot
MHO203HAUHOU 3amenbl. LTughpvl 6rounoii 3amenvl. [Llugpol cammuposanus.
JlaGopaTtopHnas pa6ota 1.2. [lIudgpsl MHOTO3HAYHOMN 3aMEHBI.
HIugpor Tpumemus, benazo, Busicenepa. S-610k 3amenvt TOCT P 34.12-2015.
JlaGopaTtopHas padota 1.3. [lIudpsr 6;109HOM 3aMEHBI.
Mampuunoui wughp. lughp Inotihepa.
JlaGopaTtopHnas pa6ora 1.4. [lIudgpse! nepecTaHOBKH.
Hlugpvr eepmuranvroll nepecmanosxku. Ilugpvr mapwpymuoii nepecmanosku.
Ilosopomnvwie pewemku. Cemov Deticmens.

JlaboparopHas padota 1.5. lludpsl raMmMupoBaHus.
Oonopazosviii  6noknom  Illennona. I'ammuposanue TOCT P 34.13-2015 mo
anroputmy Marma (I'OCT P 34.12-2015).
JlaboparopHuas padota 1.6. [lorounsie mupsl.
Hlughpor A5/1 u A5/2.

JlabopaTtopHnas pabota 1.7. KoMOnHannoHHbIe MUQPHI.
T'OCT P 34.12-2015 Maema u Kysneuux, [ OCT 28147-89, AES.
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Tema 2. PazpaboTka nporpaMM aCUMMETPUYHBIX KPUIITOCHCTEM.

JIaboparopHas padota 2.1. AcuMMeTpU4HbIE MUPHI.
Hlughp RSA.

Hlugp El Gamal.
Kpunmocucmema ECC ¢ ucnonvzosanuem abcyuccol mouxu.
Tema 3. Pa3zpaboTka nporpamMm 3J1eKTpOHHOM U(POBOI MOAMUCH.

JlaGopatopHas pabota 3.1. ['enepauus HuppPOBBIX MOIMUCEH.
Aneopummor RSA, EGSA.
JIaGopatopnas pabota 3.2. [Iporpammuposanue anropurmos ['OCT P 34.10.
Aneopummot yugposoii noonucu I'OCT P 34.10-94 u TOCT P 34.10-2012.
Tema 4. PazpaboTka nporpaMm oOMeHa KIIFOYaMH.
JlaboparopHas padota 4.1. OOMeH kiroyamu 1o anroputmy Audou-Xenamana.
Obmen knrouamu no aneopummy Diffi-Hellman.
Tema 5. IloaroroBka oT4era 0 MporpaMMHUPOBAHUH KPUNITOTpaUUECKUX aIrOPUTMOB.
JIaGopatophas pabota 5.1. TectupoBanue nporpamm.
Tecmuposanue npocpamm no 8apuanma.
JlaboparopHas padoTta 5.2. PazpaboTka 6510K-cXeM IporpaMm Mmu@poBaHusl.
JIaGopartophas pabota 5.3. Pa3paboTka obuiero uarepgeiica nporpamm.
Juanozoswviti unu KoucoavHvlli uHmepgetic. bnox-cxema obwezco unmepgerica.
Tecmuposanue unmepgeiica.
JlabopaTtopHnas padota 5.4. [IpoBepka pabOThI MporpaMM Ha TEKCTaX.
Texcmur 1000 3naxos. llughposanue u pacwughposanue mexcmos. neKmpoHHAs
yugposas noonuchw.

JlaGopatopHas padota 5.5. OT4er o mporpaMMHPOBaHUH KPUNTOrpaPUUECKUX aITOPUTMOB.
Cmpykmypa omuema.
3.5. TemaTuka KypCcOBbIX IPOEKTOB (KypPCOBBIX padoT)

He npedycmompensi npoepammoll.

4. YueOHO-MeTOAM4YeCKOe U HH(POPMaLMOHHOE 00ecTedeHue

4.1. HopmatuBHbie 1oKyMeHTHI 1 'OCThI

1. ®enepanpubiii 3akoH 0T 06.04.2011 N 63-P3 (pen. ot 11.06.2021) «OO6 371€KTPOHHOU
TIOAUCHY: Tekcrt: DJIIEKTPOHHBIN // Texakcnept: [caiiT].— URL:
https://docs.cntd.ru/document/902271495 (nata obparmienus 15.03.2021);

2. TOCT P 34.10-2012 HWudopmammonHass TexHojorus. Kpunrorpaduueckas 3amura

unpopmanuu. Ilpoueccsl GopMupoBaHuss M MPOBEPKH 3JIEKTPOHHOM nMppoBoil Information
technology. Cryptographic data security. Generation and verification processes of electronic digital
signature: Hanmonaneubiii crannapt PO: Brex. 01.01.2013: -M.: Crannaptuadopm, 2018. -URL:
https://docs.cntd.ru/document/1200095034 (nata obpamenus 15.03.2021).- TekcT: 31€KTPOHHBIN.
3. TOCT P 34.11-2012 WudopmammonHass TtexHonorus. Kpunrtorpaduueckas 3ammura
nHpopmanuu. Oynkmus xammpoBanus Information technology. Cryptographic data security. Hash-
function: Haumonanensiii ctannapt PO: Beea. 01.01.2013:- M.: Cranmgaptundopm, 2013.- URL:
https://docs.cntd.ru/document/1200095035 (mata obpamiennst 15.03.2021).- TekcT: 3MeKTPOHHBIH.



https://docs.cntd.ru/document/902271495
https://docs.cntd.ru/document/1200095034
https://docs.cntd.ru/document/1200095035
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4. TOCT P 34.12-2015 HWudopmanmonHas TtexHonorusa. Kpuntorpaduueckas 3amura
unpopmaimu. brnounsie mwmdpe: Hamumonanpueiii crangapt P®: Been. 01.01.2016:- M.:
Crangaptungopm, 2015.- URL: https://docs.cntd.ru/document/1200121983  (mara oOparieHus
15.03.2021). - TekcT: 3NEeKTPOHHBIM.

5. TOCT P 34.13-2015 Wnadopmanumonnass TtexHojorusa. Kpunrorpadudeckas 3amura
uHdopmaruu. Pexxumbr pabotel 60uHbIX mmdpoB: nformation technology. Cryptographic data
security. Modes of operation for block ciphers: Hanmonanensiit crangapt P®: Been. 01.01.2016:-
M.: Crangaptuadopm, 2015.- URL:https://docs.cntd.ru/document/1200121984 (mata obGpareHus
16.03.2021).- TekcT: 3JIEKTPOHHBIH.

I'OCT 19.701-90 Equnas cuctema nporpaMMHON TOKyMeHTaluu. CXeMbl aJITOPUTMOB, IPOTpaMM,
JaHHBIX U cucteM. MexayHapoausiii ctanaapt.: Been. 01.01.1992. — 'ocynapcTBeHHBIN KOMUTET
CCCP no BeluuciauTeNIbHON TexHUKE U HH(popmaTuke. [lepensnan — suBapp 2010.

4.2. OcHOBHAaf JTUTEpPATypa

1. byrakosa H.I'., ®enopo B.H. Kpunrorpadpuueckue MeToAsl M CpelIcTBa 3allUThI
nHopmanuu: ydeOHoe mocobue. M3manue 2-e, ucnparieHHoe u gomnonHeHHoe. — CII6: UI]
«nTepmennar», 2020. — 380c. — ISBN 978-5-4383-0210-0.

2. BBenenue B kpuntorpaduueckyo 3auury nHpopmanuu o0bekToB: yueOHuk s CIIO /

C.H. Unbuneix, C.I'. Amomuna, T.W. Kanuuakuna [u ap.]. - M.: KT MTYCH, 2021. - 276¢c. —
Tekcr : anexTpoHHbIi // JlaHb : 35eKTpoHHO-O0MOMMoTeuHas cucrema. — URL:
https://reader.lanbook.com/book/215231

3. EpmakoBa, A. 1O. Kpunrorpadguueckue Metos! 3amuthl nHpopmanuu / A. FO. Epmakosa. —
M. : MUPDA - Poccuiickuii TexHomorndeckuii yuusepcurer, 2021. — 172 c¢. — Tekcr :
ANEeKTPOHHBIH // JIaHb : dyIeKTpoHHO-OuOHOoTeYHas cuctema. — URL:
https://reader.lanbook.com/book/176563

4.3. JlonoJHuTEAbHAS JIUTEPATYypa

1. ByrakoBa H.I'., Cemenenko B.A., ®enopos H.B. Kpunrorpaduueckas 3ammra
nHpopmanuu: yuedbHoe nocobue st By30B. — M. : M3a-so MI'TMY, 2011 . — 316 c. - ISBN 978-5-
2760-1503-3

2. byrakosa H.I'., ®enopos B.H. Kpunrtorpaduueckre METOIbI U CPEJCTBA 3aIIUTHI
uHdopmaruu: yaeonoe nocoodue. — CI16: UL «MaTepmenua», 2016. — 384c. — ISBN 978-5-4383-
0135-6. locTyn K 371€KTPOHHOM BEPCUM KHUTH OTKPBIT HA CalTe
https://elibrary.ru/item.asp?id=28331738.

3. Kopuuenko A. A. Kpunrorpadudeckue mpoTokosl : yued. mocooue / A. A. Kopauenko, M.
JI. Tnyxapes. — CII6 : ®T'bOY BO II'VIIC, 2020. — 74 ¢. — ISBN 978-5-7641-1509-2. — Texkcr :
3JIeKTPOHHBIN // JlaHb : anekTpoHHO-OnbOInoTeunas cucrema. — URL:
https://reader.lanbook.com/book/191009

4. Urnatees E. b. 3amura nadopmarum: KpUuNToaropuTMbl XeIIMPOBaHUsA: yueOHOe mocodue
mis By3oB / E. b. Urnatees. - Cankrt-IletepOypr: Jlans, 2023. - 264 c. — TekcT : 31eKTpOHHBIH //
Jlanb : anekTpoHHO-OMbIMoTeunas cucrema. — URL: https://reader.lanbook.com/book/311792

5. OBuMHHUKOB, A. A. Kpunrorpadguueckue MeTo/ bl 3alIUTHl HHPOpMaLUu: YueOHoe
nocobue / A. A. OBunHHUKOB. — CI10 : Cankr-IleTepOyprckuii rocy1apcTBEHHBIH YHUBEPCUTET
a’pokocmuueckoro npudopocrpoenus, 2021. — 133 ¢. — ISBN 978-5-8088-1591-9. — Texkcr :


https://docs.cntd.ru/document/1200121983
https://docs.cntd.ru/document/1200121984
https://elibrary.ru/item.asp?id=28331738
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JIeKTpOHHBIH // JlaHb : 3nekTpoHHO-OnbanoTeynas cucrema. — URL:
https://e.lanbook.com/book/216491

4.4. DyieKTpOHHBbIE 00pa3oBaTe/ibHbIE pecypchl

1. ByrakoBa H.I'. Kpunrorpadudeckue MeTOIbI 3aUTH HHPOPMAIHH. DJIEKTPOHHBIN
00pa3oBaTeNbHBIHI pecypc. MockoBcKui [Tonurex, 2020 -
https://lms.mospolytech.ru/course/view.php?id=2518.

2. byraxosa H.T'. IIlporpammupoBanue Kpuntorpaguueckux alropuTMoB. DIEKTPOHHBIN
00pa3oBaTebHBIN pecypc. MockoBcKui [TonuTex, 2020 -
https://lms.mospolytech.ru/course/view.php?1d=8378&

4.5 JInueH3noHHOE U CBOOOIHO pacnpocTpaHsieMoe NPOorpaMMHOe odecreyeHune

1. Onepannonnas cucrema Microsoft Windows ot 7 Bepcuu u Boiie; Microsoft Office mmm Open
Office, 6pay3sep (Firefox/Google Chrome /Explorer).

4.6 CoBpeMeHHbIe IpodecCHOHAIbHBIE 0a3bl JAHHBIX U HHGOPMAIIMOHHBbIE
CIPaBOYHbIE CHCTEMbI

1. eLIBRARY.RU: Hayunas snekrponHast Oubnuotexa: cailt. - Mocksa, 2000 -. - URL:
https://www.elibrary.ru (nmata o6pamenus: 16.03.2021). — TekcT: 37€KTPOHHBIH.

2. JIAHb: snextpoHHO-0MOMMOTEYHAs cuctema: caiit. — Cankt-Ilerepoypr,2010 -. - URL:
https://e.lanbook.com (mara obpamenus: 10.03.2021). - TekcT: 37€KTPOHHBIMN.

3. ®CTOK Poccun: I'ocynapcTBeHHBIH peecTp cepTU(UIMPOBAHHBIX CPEACTB 3aIMTHI
uHpopmanmu. — MockBa, 2014. - . - URL: https:/fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty-po-sertifikatsii/1 53-sistema-sertifikatsii (mata oOpamenus: 10.03.2021). -
TekceT: 2neKTPOHHBIN.

4. bubnuorpaduueckas u pedeparuBHas 06a3a JaHHBIX Hay4YHON MEPHUOTUKU «Scopusy» -
WWW.SCOpUS.com.

5. Caiit ®enepanpHoii ciyx0b1 6e30macHocTr Poccun (OCh Poccun). -http://www.fsb.ru.

6. Caiir @enepanabHOl CcayX Obl MO0 TEXHUYECKOMY U 3KCIOpTHOMY KoHTpoito (PCTIOK
Poccun). - http://www.fstec.ru.

7. IlopTaJy TeXHHMUeCKOI'0 KOMUTEeTa II0 CTaHZapTU3aluu «3amura
undopManmum». — http://tk.gost.ru/wps/portal/tk362

8. IHbopMAaIlMOHHO —aHAJUTUUECKUHN HHTepHeT—nopTasi
IS027000.ru. — http://www.is027000.ru/.

5. MarepuajbHO-TeXHHYeCKoe o0ecrevyeHue

Jlns mpoBeieHUs BCEX BMJOB 3aHATUH HEOOXOAMMO MPE3eHTALMOHHOE 000pynOoBaHHE
(MyJTBTUMETUIHBIN TIPOEKTOP, HOYTOYK, PKPaH MJIM HHTEPAKTUBHAS TOCKa) — | KOMIUIEKT.


https://lms.mospolytech.ru/course/view.php?id=2518
https://lms.mospolytech.ru/course/view.php?id=8378&
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii
http://www.scopus.com/
http://vpo.pk.mesi.ru/www.fsb.ru
http://www.fstec.ru/
http://tk.gost.ru/wps/portal/tk362
http://www.iso27000.ru/
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JInst mpoBECHUST MPAKTHUECKUX 3aHATHH HEOOXOJMMO HATHYHEC KOMITBIOTEPHBIX KJIACCOB,
000pY/IOBaHHBIX COBPEMEHHOM BBIYMCIMTEILHON TEXHHKOW M3 pacyera OJHO pabodyee MeCTo Ha
OJTHOTO 00y4YaeMoro.

6. MeToanueckue peKOMeH Al UU
6.1 Meroauyeckue peKoOMeHIaluM JJIsl MPENoAaBaTelis 110 OPraHu3auuy 00yueHus

[Ipu noaroroBke k aabopaTOpHbIM padoTaM clleyeT MpeABapUTEIbHO MPOopadboTaTh
TEOPETHYECKUI MaTepua 3aHIATH, IPEAYCMOTPEB €ro 110/1a4y TOYHO B OTBEAEHHOE AJI 3TOr0 BpeMs
3aHATUSL.

IIpu npoBeneHny 3aHATHUSA CleAyeT KOHTPOJIUPOBATh I0Jauy MaTepuaa u pelieHue 3aJaHui
C Y4€TOM y4ueOHOT0 BPEMEHH, OTBEACHHOTO ISl 3aHATHSL.

IIpu mpoBepke pabOT M OTYETOB CIEAYET YYHUTHIBATH MPABUIBHOCTH BBIOJHEHUS
1a00paTOpHBIX pabOT Ha BCEX ATamax.

6.2 MeToanuyeckue yKa3aHus sl 00yYAKOIIUXCH M0 0CBOCHUIO TUCHUIIJINHbBI

N3ydeHne TuCIUIUIMHBI OCYIIECTBIISIETCS B CTPOTOM COOTBETCTBUU C IIEJIEBOM YCTaHOBKOM B
TECHOM B3aUMOCBSI3U yU4€OHBIM MJ1aHOM. OCHOBOM TEOPETUYECKOM MOATOTOBKH CTYACHTOB SIBJISFOTCS
JIeKyu.

B mpormecce camocTosITeNbHOW pabOTHI CTYIEHTHI 3aKPEIUIIOT M YIIIyOJISIOT 3HAHUS,
MOJTyYEHHBIE BO BPEMsI ayJUTOPHBIX 3aHATUN, MOpaOATHIBAIOT KOHCIEKTHI JEKIUi, TOTOBITCS K
9K3aMEHY, a TAKXKE CAMOCTOSATEIbHO U3y4alOT OT/JIEIbHBIE TEMbl yUeOHOM MPOrpPaMMBbl.

JlaGoparopHbie pabOTBl MPOBOMATCS MO HauOolee BAXKHBIM TEMaM JIMCHUIUIMHEIL.
OcymiecTBisieTcsl 3aKpeIyieHue 3HAHWM, TMOJYYEHHBIX CTYJIEHTaMHM Ha JIGKIUAX M B MPOIECCE
camocTosTeNnbHOM paboTel. Ocoboe BHHMMaHuEe oOOpamiaeTcsi Ha pa3BUTHE YMEHHM W HaBBIKOB
YCTAHOBJICHHSI CBSI3U TOJIOKCHHH TEOPHUH C TMPOPECCHOHATBHON JIEATEIBHOCTBIO OyayIIero
cnenuanucta no UMb. JlaGopaTopHble pabOThl MPOBOASTCS MO TEOPETUYECKHUM U MPOOIEMHBIM
Bornipocam UMB. JlaGopaTopHble pabOTHl TpeanoiiaraeT TBOPUYECKUE AWCKYCCHUU, aKTUBHBIM OOMEH
MHEHUSIMH TI0 TIOCTAaBJIEHHBIM BOIpOCaM, 3aciylIMBaHHEe U O0OCYXIEHHE JOKIaJ0B IO
MPEIJI0KEHHBIM TPEToAaBaTeIeM TeMaM.

BaxxHbIM 00OCTOSTETHCTBOM SIBISICTCSI IPUBIICYUCHHE BHUMAHHS CTYJEHTOB K 00CY»XIaeMoi
npo0iieMe, CTUMYJIMPOBAHHE WHTEpeca K HEW W OpraHu3alis AaKTUBHOTO OOCYXKIEHHUS, Kak
CTPYKTYpbI MpOOJIEMBbI, TaK M COCTABIAIOIIMX €€ HauboJiee aKTyalbHBbIX TeM. JIJis TMOBBIIICHUS
3¢ (HEeKTHBHOCTH TPOBEJCHUS 3aHATUS TpeOyeTcs TpeaBapuTeNbHas IOATOTOBKA BCEX €ro
y4acTHUKOB. B 3TOl cBs3u pexkomeHayeTcss 3a0JaroBpeMeHHO (HE MeHee, 4YeM 3a HEeJENio)
OMOBECTUTH CTYACHTOB O TEME 3aHATHS, AaTh NEPEeUEHb JTUTEPATYphl IO TEME, HA3HAYUTh U3 Yucia
CTYJICHTOB JOKJIQYUKOB M COJIOKJIaTYUKOB.

[Tpu npoBeeHnu 1a6OPATOPHOI pabOTHI MPETOJaBATENb BHIMOIHIET, B OCHOBHOM, (DYHKITUU
BEIYIIETO - CJIEIUT 3a PErIaMEHTOM BPEMEHH, TMOMOTAaeT yTOYHUTH (OPMYIHUPOBKH, 000O0IIaeT
pe3yabTaThl AUCKYCCUU, MOABOJUT UTOT 3aHATUIO B LieToM. [Ipu BBICOKOM ypOBHE MOATOTOBKHU
CTYJICHUECKOU TPYMIIBl OTACIbHBIC (PYHKIIMU BEAYIIETO MOXXHO TIOPYYHTh OJTHOMY U3 CTYJIEHTOB. B
ciy4ae HeoOXOTUMOCTH, TMPEINo/IaBaTelh OKa3bIBae€T €My MOJICPKKY, a TIPU MOJIBEICHUN UTOTOB -
JIAeT OIICHKY paboTe BEAYIIErO.

AKTuBHas paboTa CTyJeHTa Ha JIabopaTOpHOW padoTe YUUTHIBACTCS IPH OIpPEACIICHUH
UTOTOBOM OIIEHKH €0 3HAHWH 110 JUCIUILIMHE HA DK3aMEHE.

CaMocTtosiTennbHasi paboTa CTYACHTOB TMPEANONaracT M3y4YeHHE TEOPETUYECKOro W
MPaKTUYECKOr0  MaTepuaja IO akTyaJlbHBIM  BOIpOcaM JAMCHMIUIMHBL. ~ PexomeHnmyetcs
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CaMOCTOSITENIbHOE H3yueHHe Yy4eOHONH M HayyHOM JIMTepaTypbl, HCIOJIb30BaHHE CIPABOYHOU
JUTEpaTypHl U Jp..

ITpu BbIave 3aaHMil HA CAaMOCTOSTENBHYIO paboTy Hcnob3yeTcs IudepeHIIMPOBAHHBIN
MOAX0J K cTyAeHTaM. [lepe BbIOIHEHNEM CTYEHTaMU CaMOCTOSITENIbHOM BHEAYAUTOPHOM pabOThI
npenoaBaTesb MPOBOIUT HHCTPYKTAXK IO BHIIOIHEHUIO 3a/1aHUs, KOTOPBIN BKIIOUAET: 1eJIb 3/1aHus,
€ro cojiep>KaHue, CPOKH BBINOJIHEHUS, OPUEHTUPOBOYHbBINH 00beM pabOThl, OCHOBHbBIE TPEOOBaHUS K
pe3yibTaTtaM paboThl, KpUTEPUH OLICHKH. B mpoliecce HHCTpyKTaka penoaaBareib Ipeaynpex1aeT
CTYACHTOB O BO3MOXHBIX THUIIMYHBIX OIIMOKAX, BCTPEUAIOIIMXCS TPHU BBIMOJHEHHH 3aJlaHHS.
WHcTpyKTaxk MpoBOAMTCS IpenojaBaTeieM 3a c4eT oObeMa BPEMEHHU, OTBEJCHHOTO Ha M3y4YeHHE
JUCIUIUINHBL.

Texyuuii KOHTPOIJIb OCYILECTBIIAETCS HA IPAKTUYECKHUX 3aHATUAX, IPOMEKYTOUHBIN KOHTPOJIb
OCYILIECTBIISIETCS] HA DK3aMEHE B MUCbMEHHOM (YCTHOI) hopme.

CamocrosTenbHas paboTa OCYLIECTBIAETCA HHANBUAYAIBHO.

KoHTposib caMOCTOSATENBHON pabOThI OpraHu3yeTcs B IByX (opmax:

®  CaMOKOHTPOJIb U CAMOOLICHKA CTYJICHTA;

®  KOHTPOJIb CO CTOPOHBI IIpenojaBaTeiel (TEKYIUI U IPOMEKYTOUHBIN).

Texyuuii KOHTPOJIb OCYILECTBIIAETCS Ha IPAKTUYECKHUX 3aHATUAX, IPOMEKYTOUHBIN KOHTPOJIb
OCYILIECTBIISICTCS] HA DK3aMEHE B MUCbMEHHOM (YCTHOI) (hopme.

KpurepusiMu oLileHKH pe3ysIbTaTOB CaMOCTOSATEILHOW PabOThl CTYIEHTA SIBIISIOTCA:

®  YpOBEHb OCBOCHHS CTYACHTOM y4eOHOT0 MaTepHaa;

®  yMEHMs CTyJCHTa UCIOJIb30BaTh TEOPETUUECKUE 3HAHUS [IPU BBINOJIHEHUH TPAKTUYECKUX

3ajad;
® c(popMHUPOBAHHOCTH KOMIIETEHLINH;
e odopmieHHE MaTeprata B COOTBETCTBUH C TPEOOBAHHSIMHU.

7 DOHJ OLEHOYHBIX CPEICTB
7.1 MeTobl KOHTPOJISI M OLleHUBAHUS Pe3yJIbTATOB 00yUeHHUs

B mpornecce 00ydeHHsT MCTIONB3YIOTCS CIEIYIOIIME OICHOYHBIE (DOPMBI CAaMOCTOSTEILHON
paboThl CTY/IEHTOB, OLIEHOUHBIE CPEJCTBA TEKYIIErO KOHTPOJS yCIIEBAEMOCTH M MPOMEXKYTOUHBIX
aTTeCTalui:

- IpoBeleHHE JabopaTopHbIX pPabOT (MPaKTHYECKHUX 3aHATHH C HCIOIb30BaHHEM
CTHELTEXHUKN) U UX 3alNTa;

- CaMOCTOATCIIbHAA IMOATOTOBKA U ITPOBEACHUC HpGBeHTaHI/Iﬁ 10 TEMaM JUCHUIIIINHBI,

- DK3aMEH.

7.2 lllkasa u KPUTEPHUHU OLIEHUBAHUS PE3YJbTATOB 00y4YeHU s

Ilokazatenem OLICHUBAaHUA KOMHGTCHLII/Iﬁ Ha Pa3/IMYHbIX 3Tallax uX (I)OpMI/IpOBaHI/I}I SABJIACTCA
JOCTH)KCHHC 06y‘-IaI-OHH/IMI/IC$I INIAaHUPYEMBIX PE3YJILTATOB 06yquI/I$[ IO JUCIHHMITIIMHE.

OITIK-7 Cnoco0eH Hcno/ib30BaTh A3bIKH NPOTPAMMHPOBAHUS U TEXHOJOTHU Pa3padoTKH MPOrpaMMHBIX
CPeICTB /IS pelleHust 3a1a4 NpogecCHOHATBHOI JesATeJIbHOCTH

KpuTtepun onenuBanusi

IToka3arTesn
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3HATH: OObyuatomtmiics OO6yJatomtmiics OO6y4atomuiics OO0yuaromuiics
COBPEMEHHBIE JIEMOHCTPHUPYET JEMOHCTPUPYET JEMOHCTPUPYET JIEMOHCTPHUPYET
CpelcTBa pa3paboOTKU | IOJHOE OTCYTCTBHE | YaCTHYHOE 3HAHUE HIOJIHOE 3HAHUE MIOJTHOE 3HAHUE
U aHaJIH3a WM HEJOCTaTOYHOE | COBPEMEHHBIX COBPEMEHHBIX cpencraa
MpPOrpaMMHOTO 3HaHHE CpeACTB pa3pabOTKU CpenacTB kpunrorpaduuec
obecrieueHus Ha COBPEMEHHBIX U aHaM3a pa3paboTKu u KO 3aIInThI
SI3BIKaX BBICOKOTO cpeacTB pOrpPaMMHOTO aHanM3a nHpopMaIu
YPOBHSI, METO/IBI pa3paboTKu u obecrieueHns Ha POrPaMMHOTO JUTSL pelIeHHs
NPOTrpaMMUpPOBAaHUS | aHaIU3a SI3BIKaX BBICOKOTO obecrieueHns Ha 3a1a4
U pa3paboTKu POrPaMMHOTO YPOBH:I, METOJIBI SI3BIKAX BBICOKOTO npodeccrHoHab
3¢ PeKTHBHBIX obecnieyeHus Ha MPOrPaMMHPOBAHHSA H | YPOBHS, METOABI HOM
AJITOPHTMOB SI3BIKAX BBICOKOT'O pa3paboTKH MPOrPaMMHPOBAHH | JESATEIHLHOCTH.
pemeHus YPOBHSI, METOIBI 3¢ GeKTUBHBIX S ¥ pa3paboTKu Croboauo
NPUKIIaIHBIX 337124, NPOrPaMMHPOBAHH | JTOPUTMOB pelieHus | 3(pHEeKTHBHBIX ornepupyer
0a30BbIe CTPYKTYPEl | 5 M pa3paboTKH NPUKJIATHBIX 337124, AJITOPHTMOB TEepPMHUHAMH U
JTAaHHBIX 3 PEKTUBHBIX 0a30BbIE CTPYKTYPBI perneHus MTOHATUSAMH.
aAJIrOPUTMOB JaHHBIX. HcnbiTeIBaeT IIPUKJIaJHBIX HOHyCKaIOTCH
pelieHus 3aTpyAHEHUS IIpU 3amay, 0a30BbIC HE3HAUYUTEIbHBIE
TIPUKJIAHBIX 3a]a4, | OIepUpPOBaHUH CTPYKTYPBI HETOYHOCTH
6azoBble TEpMHHAMH U JaHHBIX, HO
CTPYKTYPHI JAHHBIX | MOHITHIMH JIOIyCKaeT
HEe3HAYUTEIbHbIC
OIIINOKH,
HETOYHOCTH
YMeEThb: OOyuatoriuiics He OOyuatornuiics OO0yuatomuiics Ob6yyaromnuiics
BBIOMpATh yYMEET WIU B JIEMOHCTPUPYET JIEMOHCTPUPYET JIEMOHCTPUPYET
HEoOX0AUMBbIe HE0CTaTOYHOM YaCTHYHOE yMEHHE MIOJTHOE YMEHHE MIOJTHOE yMEHHE
WHCTPYMEHTAIbHBIE | CTEIIEHH yMeeT MIPUMEHSTH CPEACTBA | BHIOMpATh BBIOMpATh
cpencrTsa s BBIOHPAThH KpHunrorpaguieckoii | HeoOXoqUMbIe HE00XO0JUMbIe
paspaboTku HEOOXOoANMBIC 3aIIUTHl KHPOPMALMK | UHCTPYMEHTAIBHBI | MHCTPYMEHTAJIbH
IpOrpaMm B WHCTPYMEHTAIBHbIE | JUIS PEIICHHUS 3a1ad € CpeCcTBa IS BI€ CPEACTBA IS
Pa3IHIHBIX CpencTBa IS poeccHoHaTBFHON pa3paboTku pa3paboTku
OTlepaMOHHBIX pa3paboTKH JesATEeIbHOCTH. IporpaMm B IporpaMm B
CHCTEMax U cperax, IIpOrpaMM B Honyckatores Pa3InYHBIX pa3IMYHBIX
COCTaBJIATH, Pa3INIHBIX 3HAYUTCIIBHBIC OINCpPaATnOHHBIX OTII€pAOHHBIX
TECTUPOBATD, OTICPATMOHHBIX OIHI/I6KI/I CHCTEMAX U CHUCTEMAX U
OTJIaXHBATh U CUCTEMax U cpejax, cpenax, cpenax,
oopmisTh COCTaBIISITh, COCTaBJISITS, COCTaBIISITh,
MpOrpaMMBbI Ha TECTUPOBATH, TECTUPOBATb, TECTUPOBATH,
SI3BIKaxX BBICOKOTO OTJIAXUBATh U OTJIQ)KHBATh U OTJIQXUBATh U
YPOBHSI, BKIIIOYast odopMIIATH oopmIIATh odopMIIATH

00BEKTHO-
OpPHECHTHPOBAHHBIE,
(hopmamzoBaTh
MOCTABJICHHYIO
3amauy

MPOrpaMMBbI Ha
SI3BIKAX BBICOKOTO
YPOBHS, BKITFOUast
00BEKTHO-
OpI/IeHTI/IpOBaHHBIe,
(dhopmann3oBath
MTOCTABJICHHYO
3amaay

MPOTrPaMMBbI Ha
SI3BIKaX BBICOKOT'O
YPOBHS, BKITFOUast
00BEKTHO-
OPHUCHTHPOBAHHBIC,
(hopmanu3oBath
MOCTABJICHHYO
3amauy.
Homyckarores
HE3HAYHTEIEHBIC
OINNOKH,
HETOYHOCTH

MPOrpaMMBbI Ha
SI3BIKAX
BBICOKOT'O
YPOBHH,
BKJIFOYast
00BEKTHO-
OpPHUECHTHUPOBAHH
b€,
(dhopmanu3oBath
MOCTABJICHHYIO
3aja4y.
JomnyckaroTcst
HE3HAYHUTEIIbHBIC
HETOYHOCTHU
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BJIAJIETh:
CpeAcTBaMHU
KpunTorpapuaeckon
3aIIHUTHI
HH(pOPMALIUY IS
pelieHus 3a1a4
npoheCCHOHATBHOMN
JIESITEIbHOCTH.

OObyJatomtmiics: He
yMeeT WId B
HEJOCTAaTOYHOM
CTETIEHU yMeeT
HCIIOJIL30BaTh
cpencTBa
KpHUnTorpaguyecko
¥ 3aIUTBI
uHpOpPMAIIHAHN TS
penIeHus 3amaq
mpo¢ecCHOHATBFHON
EeSITEILHOCTH

OO6yJatomtmiics
JE€MOHCTPUPYET
YaCTHYHOE YMEHHE
HCIIONIb30BATh
cpexacTBa
KpHnTorpahuueckoi
3alIUTHl HHOPMaIH
JULSL peIIeHus 3a1a4
npohecCHOHATEHON
JeITENFHOCTH.
Homnyckatores
3HAYNTEIIbHBIC
OIIIMOKH,

OO6y4atomuiics
JEMOHCTPHPYET
MIOJTHOE YMEHHE
HCIIO0JI30BaTh
cpencTaa
KpuITorpaduiecko
M 3aIUTHI
HHPOPMALIUY TS
peuieHus 3aaa4
po(hecCHOHATBEHO
¥ IesATEIbHOCTH.
Homyckarores
HE3HAYUTEILHBIE
OIIINOKH,
HETOYHOCTHU

OO0yuaromuiics
JIEMOHCTPUPYET
MIOJTHOE yMEHHE
UCIIONIB30BAaTh
cpencTaa
kpunrorpaduuec
KOM 3allUThI
nHpOpMau
JUTSL pelIeHHs
3amaq
po¢ecCHOoHAh
HOWU
JIESITENBHOCTH.
HomnyckaroTcst
HE3HAYHUTEIIbHBIC
HETOYHOCTHU

OITIK-9 Cnoco0eH npuMeHAITh CpeACTBa KpuNTorpaguyeckoil 1 TeXHNYeCKOii 321U ThHI HHGOpMaLMH 1J1s
peleHAs 32124 NPo¢)eCCHOHAIBHOM 1eATeIbHOCTH

Kpurepuu ouenuBanus

IToxa3zarenn
2 3 4 5
3HATh: OO6yJatomtmiics OO6yJatomtmiics OO0y4atomuiics OO0yuaromuiics
cpencraa JIEMOHCTPUPYET JIeMOHCTPHUPYET JEMOHCTPHUPYET JIEMOHCTPHUPYET
Kpunrorpaduuecko | MONHOE OTCYTCTBHE | YaCTHYHOE 3HAHHUE MIOJTHOE 3HaHHUE TIOJTHOE 3HAHUE
3aIIUTHI WM HEJJOCTaTOYHOE | CPEe/CTBA CpencTB CpencTB
nuHpopmanuu st 3HAHUE CPENICTB Kkpunrorpadguyeckoid | kpunrorpaduyecko | kKpunrorpadpuuec
pelieHus 3a1a4y Kpunrorpaguyecko | 3amuThl HHGOPMAIMU | 1 3AIUTHI KO 3aIInThI
npodeccruoHaNbHON i 3a1UThI JUISL pELLIeHNs 33124 uHpopmanuu s nHdpopMaIru
JIeSITEeNIEHOCTH; nHpOpMaNnH IS npodecCHOHaNbHON peueHus 3ana4d JUISL pelIeHHs
pereHus 3ana4d JeITEILHOCTH. npodeccroHanbHO | 3a1a4
npodeccronanbHol | VcmbIThIBaeT 1 esTEeIbHOCTH, npodeccroHanb
JIeITEIIHOCTH; 3aTpyIHEHUS MIPU HO JIOITyCKaeT HOHU
OIIEpPUPOBAHUH HE3HAYUTEIHbIC JIeSITENIEHOCTH.
TePMHUHAMH U OIIIOKH, CB000OIHO
TOHSTHSIMH HETOYHOCTH ornepupyer
TEePMHUHAMH U
MOHSATHAMHU.
JlomyckaroTcst
HE3HAYHUTENIbHbIE
HETOYHOCTH
yMeTh: ObyuJatomtmiics: He OO6yqatomtmiics OO6y4atomnmuiics OO0yuaromuiics
NPUMEHATH CPEJICTBA | YMEET WU B JEMOHCTPUPYET JEMOHCTPHUPYET JEMOHCTPUPYET
Kpunrorpaduueckol | HeIOCTaTOYHOM YaCTUYHOE yMCHHUE MIOJTHOE YMCHHUE MOJTHOE YMCHHUE
3aIIHUTHI CTETIeHH YMEeT MIPUMEHSTH CPEACTBA | MPUMEHSTh MIPUMEHSTh
uHpopmanuu s MIPUMEHSATh Kpunrorpadguyeckod | cpeacrsa CpeacTBa
pemieHus 3aaa4 cpeacTBa 3amuThl HHGOpPMaKu | Kpunrorpadguyecko | kKpunrorpaduuec
npodeccHoHaNbEHON Kpunrorpaguyecko | Ui pereHus 3aaad ¥ 3a1MThI KO 3aIInThI
JIeSITENIEHOCTH; 1 3aIUThI npodecCHoHaNBHON uHpopmanuu s nHpOpMaIu
nHpOpMaLUH IS JeSTEIbHOCTH. peleHus 3ana4 JUISL peleHHs
pereHus 3ana4d Homyckarorcst poQ)ecCHOHATIBHO | 3a/1a4
poQeCCHOHANBHON | 3HAYNTEIbHBIC 1 esTEeNbHOCTH. npodeccroHanb
JESTENBHOCTH OITOKH Homnyckarores HOH
HE3HAYUTEIIbHbIC JeATEIBHOCTH.
OIINOKH, JHormyckarotes

HCTOYHOCTH
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HC3HAYUTCIBbHBIC

HETOYHOCTH
BJIAJeTh: OO6yuatomtmiics He Ob6yuatomtuiics OO6yuatomtuiics OO0yuaromuiics
CpeACTBaMHU YMEET WIH B JE€MOHCTPUPYET JEMOHCTPUPYET JIEMOHCTPUPYET
Kpurnrorpaduieckoi | HEZOCTATOUHON YaCTHYHOE YMEHHE MIOJIHOE YMEHHE MOJTHOE yMEHHE
3alllUThI CTCIICHU YMECCT HCIIOJIB30BATh HCIIOJIB30BAaTh HCIIOJIB30BaTh
nuHpopmanuu st UCIIOJIb30BATh cpesacTBa cpencTBa cpeacTBa
peuieHus 3a1a4y cpeacTBa Kpunrorpaguiyeckod | Kpunrorpaduyecko | Kpunrorpadpuuec
npodeccHoHaNBEHON Kpunrorpaguyecko | 3amuThl HHGOPMAIMK | U 3aIUTHI KO 3aIInTHI
JIeSITEIIEHOCTH. 7 3aIUTHI JUISL peIeHns 3a1a4 HHQOPMAIHH IS nHpopMaIu
nHpOpMaInH IS podecCHOHATBHON pemeHns 3a1a4d JUTSL peIeHNs
pemeHns 3a1a4d JeITENFHOCTH. podecCHOHATBHO | 3a/1ad
npodeccuonansHOR | JomyckaroTes 1 IEATeNbHOCTH. mpo¢eccCHoHaIh
JESTETbHOCTH 3HAYUTENbHBIC Jomyckarores HOMU
OIIHNOKH, HE3HAYNTENbHbIC JIESITENBHOCTH.
OLIHOKH, JHomyckarores
HCTOYHOCTH HE3HAUYUTCIIbHBIC
HCTOYHOCTH

DopmMa NPOMEKYTOYHON aTTECTALMH: IK3aAMEH.
ITo uToram mpoMeKyTO4HOM aTTecTaly MO AMCLUUIUIMHE (MOJYJII0) BBICTABISAETCS OLIEHKA
«OTJIIMYHO», «XOPOIIO», «yIOBICTBOPUTEIBHO» WIH «HEYIOBIECTBOPUTEIBHO.

HIxkana
OLICHUBAHUSA

Onucanue

BomonHensl Bce BHABI y4yeOHOW pPabOThl, MpeayCMOTPEHHBIE
y4eOHBIM Tu1aHOM. CTyAE€HT IEMOHCTPUPYET COOTBETCTBUE 3HAHMIA,
YMEHHH, HaBBIKOB NPUBEJACHHBIM B Ta0nMLAX MoOKa3aTesei,
ornepupyeT NpUOOPETEHHBIMU 3HAHUSMHU, YMEHHUSMH, HaBBIKaMH,
IIPUMEHAET UX B CUTYalUsAX IMOBBIIIEHHON clI0KHOCTH. lIpn sTOoM
MOTYT OBITH JOMYLIEHbl HE3HAUWUTENbHbIE OIIMOKH, HETOYHOCTH,
3aTpyJHEHUS NIPU AHAJTUTHUYECKHUX OINepalusX, NEpeHoce 3HAHUN U
YMEHUI Ha HOBBIEC, HECTAHIAPTHBIE CUTYALUH.

OTJINYHO

BrimonHeHsl Bce BUABI y4eOHOW pabOTHI, MPEIYCMOTPECHHBIC
y4eOHBIM TTaHOM. CTYZIEHT IEMOHCTPHUPYET HEMOIHOE, IPABHILHOE
COOTBECTCTBUC 3HaHI/II>'I, YMCHHﬁ, HAaBBIKOB HpI/IBe}IeHHI)IM B Ta6J'II/IIIaX
nmokasarenei, 1TuO0 ecnu TMpu ATOM ObUIM  JTOMyIIeHBl 2-3
HECYIIECTBEHHBIC OITHOKH.

Xopomo

BemmonHensl Bce BuAbl yuyeOHOW paloOThI, MNpEeAyCMOTpPEHHbIE
yueOHbIM Tu1aHOM. CTYAEHT JEMOHCTPUPYET COOTBETCTBHE 3HAHMIA,
B KOTOPOM OCBEIlI€Ha OCHOBHAs1, Han0oJiee BaXkKHas 4acTh MaTepuaia,
HO TIpU STOM JONYIIEHa OJHA 3HAYMTENbHAs OIMIMOKA WITH
HETOYHOCTb.

Y 10BIIETBOPUTEIIHHO




11.

12.
13.
14.
15.
16.
17.
18.
19.
20.

21

24.

17

He BeimonHeH oauH wiau  Oojee BUIAOB y4deOHOM paboOTHI,
MPEeyCMOTPEHHBIX Y4eOHBIM MIaHoM. CTYIEHT AEMOHCTPHUPYET
HETIOJTHOE COOTBETCTBUE 3HAHWM, YMEHHI, HABBIKOB TIPUBEICHHBIM B
Ta0/IMIax TMoKa3aTeneil, TOMyCKaloTCS 3HAYUTENbHBIE OIINOKH,
MPOSBIISCTCS OTCYTCTBHE 3HAHUH, YMEHHH, HABBIKOB IO sy
MOKAa3aTeNel, CTYJIEHT HWCIBITHIBACT 3HAYUTEIBHBIC 3aTpPyIHCHUS
IPH ONCPUPOBAHMH 3HAHMSIMH M YMEHUSMHU IPH HX TEPEHOCE Ha
HOBBIC CUTYaIlUH.

HeynosneTBopurenabHO

7.3 OneHo4HbIe cpeacTBa
7.3.1 Texymuii KOHTPOJIb

Texyuuii KOHTPOIIb YCIIEBAEMOCTH CTYACHTOB OCYIIECTBIISIETCS B MPOIIECCE MPOBEICHUS
1a060paTOPHBIX PabOT, MPOMEKYTOUHBIX TECTOB U KOHTPOJIBHBIX PabOT, MOATOTOBICHHBIX B PaMKax
CaMOCTOSITEIILHOM paOOTHI IO TEMaM.

Bormpockl kK KOHTPOJIBHBIM paboTam

Haiite obmee monarue kpuntorpapuu. B uem cocTouT cynHocTh mU(pPOBaHUs U ACMIU(PPOBAHHS
uHdopmaruu?

CooTHecuTe MeXay coO00H MOHATHS «KPUNTOTpadus», KKPUITOAHATH3» U «KPHUITTOJIOTHUS.
[IpuBeauTe nCTOpUUECKHE IPUMEPHI 3apOKICHUS KpUunTorpaduu.

OxapakTepu3yiTe JOHAY4YHBIH TNepuo] pa3BuTHs Kpunrorpaduu. Paccmorpure mepsbie mmdpsi
3aMEHBI U MIEPECTAHOBKH.

C xakoro BpeMeHH HavaJCs HAyYHBIN epro pa3BuTus kpuntorpapun? Kakue coObITHS cTanu s
3TOTO OMPEENIAIOMUMU?

UeMm onpeznensieTcss KpUIITOCTOUKOCTH muppoBanus? Kakue npyrue TpeOGOBaHUS MPEIBIBISIOTCS K
muppoBaHUIo?

B yem cocrout mpaBmwio Kepkrodpdca? I[louemy 5TO TpaBHIIO SIBISETCS OOIICTPUHSITHIM B
Kkpunrorpadun?

Korma mnosBunace kpunrtorpadusi ¢ OTKPHITBIMH KJIIOYaMH M TIepBasi peajbHas cHCTeMa
g poBaHus?

Kaxux Bpraaromuxcs kpunrorpagos XX B. Bel 3Haere?

. HeM oTimyaroTCs IIOAX0JbI K oOecreyeHn0 0e30IacHOCTH I/IH(bopMaHI/II/I B KpI/IHTOFpa(I)I/II/I n B

cTeraHorpaguu?

Yto 0o011ero 1 B 4eM OTIMYUE KPUIITOrpaguueckoro npeodpa3zoBaHus HHGOPMaILUU OT KOAUPOBAHUS
ee MPH 3aIUTe OT CIIyYalHBIX yrpo3 Oe30MacHOCTH?

Kakumu metogamu obecrieunBaeTcsi KOHPHUACHINATHLHOCTS HHPOpMAITUU?

Uro Takoe 1eI0CcTHOCTh HH(popManun?

JlaliTe onpeneaeHne UMUTOCTOMKOCTH mudpa.

Urto takoe umMuToBcTaBKa? st Kakux 11eJed OHa UCTIONb3yeTCs?

Jl5ig kakux acrekToB MH(POPMAIMOHHOTO B3aUMOICHCTBUS He00X01uMa ayTeHTHU(UKAIs?
JlBa OCHOBHBIX TpeOOBaHMUs K XdUI-QyHKIHUSIM. [I[pOTHB Kakux aTak OHM HarpaBJICHbI?
Kakue cpenctsa ucnonb3yores Juist ooecredyeHus] HEBO3MOXKHOCTH 0TKa3a OT aBTOPCTBa?
Uro 03HauaeT CBOMCTBO OJJHOCTOPOHHOCTU KPUNTOrpaduyecKoi Xami-QyHKIuu?

B uem cyTh mpenBapuTENEHOTO pacipeeeHus KITIouei?

. Uto Takoe cepTHU(HKAT OTKPHITOTO KIito4a?
22.
23.

J11s1 9ero MCIoJIb3yeTcs CXeMa pasielieHus cekpera’?

[MpuBenaute KiaccuUKAMIO METOIOB MH(DPOBAHUSI B 3aBUCUMOCTH OT CIIOc00a MpeoOpa3oBaHUs
uHbOpMaIUu.

UYro Ttakoe mudpBennunHa, MruhpoOO3HAYCHNE U KaK ST IMOHITHS COOTHOCSTCS?
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Kakne 0ocoOEHHOCTM XapaKTepHbl Ui METOJOB IIH(POBAHUS C CUMMETPUYHBIM KIIOUOM MU
HECUMMETPUYHBIM (OTKPBITHIM) KIIFOUOM?

YeM 0TAMYAIOTCS CUHMMETPUYHBIE IHU(PCUCTEMBI OT ACUMMETPUYHBIX ?

[osicHnTe Ha MpUMepe CYIIHOCTh MHU(POBAHUS METOJIOM 3aMEHBI.

[IpuBenure mnpumepsl IMUGPOBAHUS METOJAMH IE€PECTAaHOBKH. UYTO O3HadaeT MaplIpyTHas
repecTaHoBKa?

[losicHuTe CymHOCTh TraMMHMpOBAaHUS Kak clocoba KpunTorpapuueckoro mnpeodpa3oBaHMs
uHpopmanuu. UTo SBISETCS MPH 3TOM KIIOUOM mu(poBaHus?

[Touemy apguTHBHBIE METOBI IUGPOBAHUS OTHOCATCA K MM (paM raMMHUPOBaHUs?

K kakomy kiaccy mugpoB OTHOCSATCS aHAIUTHIECKUE CTIOCOOBI U(ppOBaHH?

[IpuBenure npumMep mupa nepecTaHoOBKH, KOTOPBIA MOKET pacCMaTPUBATHCA U KaK OJOYHBIH P
3aMeHbI?

C xakuMu LIeJISIMH B KpUITOTpapuu BBOAATCS MOAEIN OTKPBITHIX TEKCTOB?

Kakne noaxoapl HCHIONB3YIOTCS ISt pACIIO3HABAHUS OTKPBITHIX TEKCTOB

Uro sBIsIETCS KITFOUOM mudpa mepecTaHOBKH?

Ha3zoBuTte 0CHOBHOM HEOCTAaTOK MIHU(POB EPECTAHOBKH.

[TpuBenure npumep mmdpa nepecTaHOBKH, KOTOPBI MOKET pacCMaTPUBATHCS M KaK OJIOUHBIN
mudp 3aMeHbI?

Kak onpenenuts Mo KpUNTOTpaMMe, MOy4€HHOU C MOMOIIBIO IIH(pa BEPTUKAITBHOM
IIEPECTAHOBKH, YUCIIO KOPOTKUX CTOJIOLOB 3aI10JIHEHHOT'O OTKPBITHIM TEKCTOM OCHOBHOI'O
HPSIMOYTOJIbHUKA?

Kakue cBoiicTBa OTKPBITOIO TEKCTA UCIIOJIb3YIOTCS IPH BCKPBITUH MIU(Pa IEPECTAHOBKU?
Kakue mmdpsl Ha3pIBalOTCS MUPPaMu POCTOM 3aMEHBI?

[IpuBenure npumep mudpa nepecTaHOBKH, KOTOPbIM MOKET pacCMaTPUBAThLCS U Kak OJIOUHBIN
mudp 3aMeHbI?

. Uto sBNsIeTCS KIIFOUOM mmbpa HpOCTOﬁ 3aMeHbI? KakoBo MakcHMaJIbHO BO3MOKHOE YHCJIO KITIOUSH

mmdpa npocToit 3aMeHbI?

Yro Gosee 1esnecoodbpa3Ho A HAASKHOM 3alUThl HH(GOPMALMK: apXUBALlUs OTKPBITOTO TEKCTA €
HOCJIEIYIOIUM MU(PPOBAHUEM WM MU(PPOBAHHE OTKPHITOTO TEKCTA € TIOCIEAYIONIEH apXuBaIfen?
Nmeer nu mmdp [lnmsiidepa skBUBaIEHTHBIE KIHOYH, TO €CTh TAKHE KIIFOYM, HA KOTOPBIX JH00bIE
OTKPBITBIE TEKCTHI IUPPYIOTCS OAUHAKOBO?

Kakue mmdps! Ha3biBatoTcst omodonamu? [Ipusenure npumep.

K kakum mmdpam otHOCcHTCs crctema mudposanus [erpa I «{upupp»?

Kakue mudps! Ha3bIBatoTCS mUppaMu MHOT03HauYHOM 3aMeHbl? [IpuBeanuTe npumepsl.

SBnsiercs 11 mUdp TPONOPLUUOHATIHLHON 3aMeHbI OMO()OHOM?

[TosicHuTe, 4TO BB MOHMMAETE MO COBEPIIEHHBIM K poM. [IpuBenuTe npuMepsl.

[ouemy mmpp Tpuremnus, nexamuit B ocHoBe mudpa Bmkenepa, He sBIseTca MHUPpPOM
raMMHUPOBaHUS?

[loueMy HajOXe€HHE Ha OTKPBITBIM TEKCT TramMMbl, MPEACTaBIAIOLIEH COO0H INEPHOJUYECKYIO
HOCJIEI0BATEIbHOCTh HEOOJIBIIOTO MEPHOAA, HE JaeT Ha/IeXKHOM 3a1uThI?

[Touemy HEIOMyCTUMO HCIIONB30BATh ABAXKABI OJHY M Ty JK€ ramMmy (Jaxe CIyd4ailHyI0 W
PaBHOBEPOSTHOCTHYIO!) 17151 3a1IM(POBAHUS Pa3HBIX OTKPBITHIX TEKCTOB?

[lepeuncnure OCHOBHbIE TPEOOBAaHUS K FaMME.

. KakoBbl ¢ TOUkM 3peHus Kpuntorpaguu mpeuMyliecTBa W HEIOCTATKH Iepexoaa K OJoYHOMY

mppoBaHuio?

Kak peanuzyercsa npemnoxenHslii K.IIleHHOHOM NPUHLKI «TI€pEeMELIMBAHU» NPH MPAKTHUECKOM
peanu3ayy aropuTMOB OJI0YHOTO MU POBAHHS?

KaxoBsl ocHOBHBIE HefjocTaTK anroputMa DES, 1 KakoBbI yTH UX yCTpaHEHUs?

B kakux ciydasx MOXXHO PEKOMEHJOBaTh HCIOJIb30BaTh OJOYHBIM MIU(GpP B pEXUME MPOCTOU
3aMEHBI?
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OT KakMX MOTEHIHAJIBHBIX CJ1a00CTe MO3BOJIsIET U30aBUTHCS UCIOIB30BAHNE OJIOYHBIX MIM(PPOB B
pexxnmax mmdpoBaHus ¢ 00paTHOM CBSA3bIO?

B yem 3axitouaroTcst JOCTOMHCTBA U HEAOCTATKA CUCTEM MOTOYHOIO MIM(POBAHUS MO CPABHEHHIO C
OOYHBIMU MHppamMu?

[Touemy Bo3HMKaeT npobaeMa CHHXPOHHU3ALMK TOTOYHBIX HIH(POB?

Kaxue npuuuHbl 00yCI0BUIN MIMPOKOE HCIIOIb30BAHUE JIMHEHHBIX PETUCTPOB CABUIA B KayeCTBE
yHIpaBJIAOMUX OJOKOB HOTOYHBIX MIHppcUcTeM?

[IpoBeauTe cpaBHUTEIBHBIN aHan3 anroput™MoB mudpoBanust RC4 u RCS.

[lepeuncnure OCHOBHBIE PEXXUMBI PAOOTHI, IPEAYCMOTPEHHBIE B POCCUHCKOM CTaH1apTe
m(poBaHUs TaHHBIX

B 4em cocrosT npenmyliecTBa CUCTEM C OTKPBITBIMM KIIFOYAMHU IIepei CUMMETPHUUHBIMU
mmdpcucremamu?

CJI0’)KHOCTBIO KaKOW MaTEMaTUYECKOM 3a/1a4l  ONPEAEsieTCsl CTOMKOCTh cucTeMbl RSA?

Kakwue TpeboBaHus NpenbsaBIAIOTCS K KirouaM B mugppe RSA?

K kakomy Tuny mum¢poB NpuHaAIEKUT cXxeMa MU(POBaHus, UCIIOIb3yeMas B cucTeMe DJlb-
lamans? B yem ee npeumymectna?

Cno’KHOCTBIO KaKOM MaTeMaTUYeCKOM 3a/1a4il OMPEeIIeTCs CTOMKOCTh MHU(PPCUCTEMBI Db~
lNamans?

HasoBute HenocTaTtku cxeMsl Dib-I"amas.

Kakne npo6aems! nHGOpMaImOHHON 6€30MaCHOCTH MOYXHO PELIMTh C MOMOINBI0 ACHMMETPUYHBIX
¢ poB..

N3noxure npUHIKIINATIBHYIO CXEMY OpraHU3al[UM CEKPETHOM CBSI3U C UCIIOJIb30BAHUEM
MHA(PCUCTEMBI C OTKPBITHIM KIIIOYOM.

Kakum 00pa3oM ¢ moMoIipio KpunrocucreMbl RSA MOXHO OpraHu30BaTh nepeaady COOOUIeHNH,
HOJUIMHHOCTh KOTOPBIX MOT ObI IPOBEPUTH JIF000I MoTyyaTesns?

Kakum 00pa3oM ¢ moMoripio KpunrocucteMbl RSA MOXHO OpraHu30BaTh nepeaady COOOUIeHNH,
HOJUIMHHOCTh aBTOPCTBA KOTOPBIX MOXKHO IPH HEOOXOAUMOCTH J10Ka3aTh?

UYro obmiero Mex 1ty 00brdHON U U(POBOI MOAMUCHI0? YeM OHM pa3IryaroTcs?

Kakwue 3aauun no3posiser pemuTs 1udpoBas noanuch?

B gem 3akiogyaeTcsi IPUHIMITHAIBHAS CIIOKHOCTh B MMPAKTHYECKOM MPUMEHEHUH CHCTEM IU(POBOIA
MOIIUCU?

[louemy B KpuUNTOTpaQUUECKUX CHUCTEMax, OCHOBAaHHBIX HA OTKPBITBIX KIIOYaX, HENb3s
UCIIOJIb30BaTh OJMHAKOBBIE KU AJIs IUGPOBaHUs U IIU(PPOBOM MoANUCcU?

[IpuBeaute nmpumMep NOpsAKa OTKPHITOrO pacIpeaeeHUs KII04el 10 KBAaHTOBOMY KaHally.

KakoBa npuposa cekpeTHOCTH KBaHTOBOW Kpunrorpadun?

[ToueMy KBaHTOBBIN KPUIITOAHAIN3 OBICTPO MOXKET BCKPBITh Kpunrocucremy RSA?

KaxkoBbI po6ieMbl KBaHTOBOM KpunTorpadun?

TECT-BOITPOCBI

Uro sBasiercs nmpeameroM Hayku KPUTITOPT AU A?

A) crioco0bI mudppoBaHus U Aemm(poBaHus;

B) MeTob1 cokphiTus (hakTa nepenaun ceKpeTHol nHpopMalnu;

B) crioco6s1 ipeoOpazoBanus HHGOPMAIHH C IIETBIO €€ 3alUTHl OT HECAHKIIMOHHUPOBAHHBIX
MOJI30BATENEH.

Kpunrocucrema Ha3bIBaeTCsl KPUIITOCUCTEMO OOIIIET0 NCMONB30BaHUS, €CIIU €€ CTOHKOCTh
OCHOBBIBAETCSI HA CEKPETHOCTHU

A) anropuTMoB HIM(POBAHUS U paCIIHPPOBAHUS;

b) xmroua;

B) pexxuma mmdpoBaHus.
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Ha xakue nBe rpymnmbl MOXKHO pa3feiuTh CAMMETPUYHBIE KPUIITOCUCTEMBI?
A) 0JIOYHBIC U TTIOTOYHBIE;

B) cunxpoHHbIE U aCHHXPOHHBIE;

B) ananoroseie u nudpoBwIe.

Kaxue coObiTusl cHOCOOCTBOBAIM Pa3BUTHIO KpUIITOrpapuu?

A) poCT rpaMOTHOCTH CPEIM HaceJIeHMS,;

B) paznen Tepputopuii, 00pa3zoBaHuE TOCYAAPCTB, BOWHBI;

B) nepexo K pOHETHUECKOMY IMUCbMY, COKpAIllEHUE MOIHOCTH a(aBUTA.

[Toyemy nmorounsle mUPHI B 00IIEM CITydae M0 CKOPOCTH HAMHOTO MPEBOCXOIAT OJIOYHBIE
mmdps1?

A) OCUMBOJIBHOE IU(POBAaHIE MEHEE TPYA0EMKO, YeM IH(PPOBaHIE OOIBIINMH OJIOKaMHU;

B) norounoe mudpoBanue He TpeOyeT CXeM CHHXPOHHU3ALINY;

B) mmdpyromas mociae10BaTeNbHOCTh YaCTO TeHEPUPYETCS HE3aBUCUMO OT OTKPBITOTO TEKCTA WITH
mmdpTexcra.

Ha3zoBute ocHOBHYIO Ipo0IeMy MPH OpraHU3aliy CEKPETHON CBSI3U B CIydae MOTOYHBIX MIH(PPOB?
A) ipoGiiema niepenaun Kiroued Mex 1y abOHEHTaMU;

B) npoGnema ycrpaneHus OIMOOK B IOTOKE MIM(PPYEMBIX TaHHBIX;

B) npo6ieMa CHHXpPOHU3AIMH [TOTOKA MU(PPYEMBIX JaHHBIX.

Kewm 0Obu1a nipesioskeHa nepBasi IpakTU4YecKast peain3amus KPUInTorpaguu ¢ OTKPBITHIM KIIFOUOM?
A) Yurdpungom duddu (Whitfield Diffie) u Mapturom Xennmmanom (Martin Hellman) u Panshom
Mepxkiem (Ralf Merkle);

B) Ponansnom PaiiBuctom (Ronald Rivest), Aau [llamupom (Adi Shamir) u Jleonapom
Annemanom (Leonard Adleman);

B) [llau IN'onmsaBaccepom (Shafi Goldwasser) u CunsBruo Mukamnu (Silvio Micali).

K kakoit rpynmne mmdpos otrnocurcs mmpp CLIUTAIIA?
A) mdp 3aMeHBHI;

B) mm¢p nepectaHOBKH;

B) koMOMHMpPOBAaHHBIHN TIHD.

Cnoso KPUITTOI'PA®U S 3ammdpoBano kinaccuueckum mmdpom Llesaps. Beibepure
COOTBETCTBYIOIINN HIMPPTEKCT.

A) YBTOUTI'CBU'BTh;

B) ®CXKBJIBIKCIT2XKIO;

B) HYJII' XCXYT'YJIb.

[Ipu mudpoBaHUN OTKPHITOTO TEKCTA €r0 OYKBBI 3aMEHSIOTCS TAPOi YKCeN, COOTBETCTBYIOIINX
HOMEpaM CTOJIOIIOB U CTPOK JaHHOH OykBbI B TaOnuie. Kak Ha3piBaeTcs 3 TOT mudp?

A) pemerka Kapnano;

B) kBagpar [Toaubus;

B) ta6bmwmma ITopTo.

Kak HazpIBasics mugp, Ha OCHOBE KOTOPOTo OBLT CO3/1aH OJUH U3 HanboJiee CTOMKMX BOEHHO-
Mopckux mmdpoB BennkoOpuranuu Bo Bpemsi BTopoit MupoBoii BOiHBI?

A) pemerka Kapaano;

b) xBanpat [lonuOus;

B) tabnuna IlopTo.
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[Ipu KakuX yCIOBUSIX BOCCTAHOBUTH TEKCT MO KPUIITOTPAMME KPUIITOAHAIUTUKY CTAHOBUTCS
MPUHIMITHAIBEHO HEBO3MOXKHO?

A) ecnu mMdpoBaHUe «CTUPACT» U30BITOUHOCTD;

bB) eciin ucnonib3yeTcs NIMHHBIN KIIIOY;

B) ecnu anroput™ muQpoBaHUs HEU3BECTEH.

Kak Ha3pIBaroTCs MCHOIb3yeMble B KpUIITOrpaduu MOAEIN OTKPBITOTO TEKCTa, YUUThIBAIOLINE
3aBHCUMOCTH OyKB TEKCTa OT MPEABLAYIINX OYKB?

A) N03HauHbIE MOJIENIN OTKPBITOI'O TEKCTA;

B) BepositHOCTHBIE MOenu K -r0 TpUOIMKEHNUS;

B) MapkoBckre MOJIeNI OTKPBITHIX TEKCTOB.

Kto B Poccun pykoBoaui pazpaboTtkoii TenedoHHoro mudparopa?
A) B.A . KoTtenbHUKOB;

b) A.H.Konmoropos;

B) b.b.IluoTpoBckuii.

B uem cocrout ocHoBHO# npuHIMn Kepkroddca?

A) KOMIIPOMETALUs CUCTEMbI HE JOJKHA IPUUUHATH HEYJOOCTB KOPPECIIOHAEHTaM;

B) HEeo6x01uMO, YTOOBI KpUNITOCHCTEMA ObLIa IPOCTOM B CIOJIB30BAHUY, U €€ IPUMEHEHHE HE
TpeOoBaJ0 COOJIIOICHHS JUIMHHOTO CIIMCKA IPAaBUII,

B) y KOppecnoHIeHTOB T0JKHA OBITH BO3MOXKHOCTD IO COOCTBEHHOM BOJIE MEHSATD KIIOU.

UTo moHUMAaETCsI 1O KPUITOrpahuIecKUM MPOTOKOIOM?

A) anropuT™ KU(PPOBaHUS JAHHBIX Mepe]l Iepeaadeil Mo o0Ie10CTyTHOMY KaHally CBA3H;
B) pacnipenenenHblii anropuT™ pemeHus 1ByMs WK 00jee y4aCTHUKaMH HEKOTOPOM
Kpunrorpaduyeckoi 3aaaum;

B) nabop npasui mmdpoBaHus 1 pacunGppoBaHUs KPUIITOCUCTEMBI.

B gem cocrout kpunrorpadudeckas 3agada o0ecredeHus 1eT0CTHOCTH?

A) rapaHTHpPOBaHNE HEBO3MOXXHOCTH BHECCHHUS CIIyYaliHBIX OIIMOOK B IpOIecce Mepeaadn mo
KaHaJIaM CBSI3H;

B) rapantupoBaHne HEBO3MOKHOCTH HECAaHKIIHOHHPOBAHHOTO N3MEHEHHS HH(POpMAIINY;

B) 00a orBeTa BepHBI.

Kakwne meToap! pazpabaThIBAIOTCS € 1ENbI0 00ecTieueHHs ay TeHTH(PUKAIAN?

A) MeToJIbl HOATBEP:KICHHS ITOJTMHHOCTH CTOPOH U caMoil HH(popMaIMy B Ipoliecce
UH(POPMALIMOHHOTO B3aUMO/ICHCTBHS;

B) MeTonbl MprCcBOEHMS YHUKAIBHOTO UAEHTH(PHUKATOpa B3aUMOICHCTBYIOIUM CTOPOHAM U CaMOi
UH(OPMALIUH B Mpoliecce HHPOPMAITMOHHOTO B3aUMOACHCTBUS;

B) 06a oTBeTa BEpHHI.

Kakoit MexaHM3M ncnosb3yercs JUist o0ecreueHusl HeBO3MOXKHOCTH OTKa3a OT aBTOPCTBA UIIH
IPUIHUCHIBAaHUS aBTOPCTBA?

A) MeXaHH3M CUMMETPHUYHOIO MHN(POBAHUS ¢ IPUBJIEUECHHEM apOUTpa;

B) mexanusm uudposoii noanucy;

B) o6a oTBeTa BepHBI.

C yeM cBsi3aHa aKTHBHAs aTaka Ha 3alIM(pOBaHHYIO HHPOpPMALIUIO?

A) ¢ IpOCITyITMBaHUEM, aHATH30M TpadHKa, IEPEXBATOM, 3aMUCHIO TIEpEeIaBaeMBbIX IH(PPOBAHHBIX
COOOIIIEHHI;

B) ¢ nemmdpoBanmeM, T. €. MOMBITKAaMH "B3J0MaTh" 3aIIUTY C IEbIO OBJIaIeHHs HH(POpMAIHEH;
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B) c npepriBaHuEM Mpoliecca nepeaadd CoOOIIEHUH, CO3TaHNEeM TOICTBHBIX COOOIICHHH,
Moau(HKAIICH ITepe1aBaeMbIX COOOIICHUH.

Ot yero 3aBHCHUT BBIOOD crtocoba mmbpoBaHus?

A) ot ocobeHHOCTel nIepenaBaeMoii HHGopManuy (ee EHHOCTH, 00beMa, CIIoco0a MpeICTaBICHUS,
HE00X0IMMOM CKOPOCTH Mepeayu;

B) oT Bo3MOKHOCTEH BiIaIeIbIIeB O 3aIUTE CBOCH HHPOPMAIMU (CTOMMOCTD IPUMEHIEMbIX
TEXHUYECKUX YCTPOUCTB, YA0OCTBO UCIOIB30BAHMUS, HAJIS)KHOCTD ()YHKIIMOHUPOBAHUS;

B) 06a oTBeTa BEpHHI.

Jlnst oOHapy KeHus [eIeHaNpaBICHHOTO HaBsS3bIBaHNS IIPOTUBHUKOM JIOKHOU MH(OPMALIUH
A) B niepenaBaeMoii HHGOpMAIK CTHPAETCA N30BITOYHOCTD;

B) B nepenaBaemyro HHGOPMAIHIO BHOCUTCS N30BITOYHOCTD;

B) ucnonb3yeTcst Koa Y4eTHOCTH.

Kak Ha3piBaeTcs ynCIIOBas KOMOWHAINS, UCTIONB3yeMasi IJIsl IPOBEPKH IICIIOCTHOCTH?
A) IMHTOBCTaBKa,

B) xox ayreHTH(UKAIIIN COOOICHNMS,;

B) 06a oTBeTa BEpHHI.

Kaxkue TpebGoBaHus IPEIbBISIOTCS K KITFOYEBBIM XAI-QyHKIUIM hi(M)=S?

A) HEBO3MOKHOCTD BBIYHMCIICHHS 3HAUCHUS hx(M) =S niis 3apaHHOro coodmenus M 6e3 3HaHus
kmrouda k;

B) HeB03MOXKHOCTH MOAOOpa I 3a1aHHOTO cooOIeHust M ¢ M3BeCTHBIM 3HaueHueM hyi (M) =S
Ipyroro cooomeHuss M1, ¢ U3BECTHBIM 3HaueHUEM hx (M) =81 0e3 3HaHUS KiTtoya k;

B) 00a orBeTa BEpHBI.

Kaxkoe TpeOoBaHue HANPaBICHO MPOTHB CO3/IaHMUS TIOICIIBHBIX (ChaOPUKOBAHHBIX) COOOIICHHIA
MIPH aTakax THIA UMUTAIUs?

A) HEBO3MOKHOCTh BBIYMCIICHUS 3HaueHus hx(M) =S nis 3aganHoro cooOmienus M 6e3 3HaHuS
kmroya k;

B) HeBO3MOXKHOCTB 1TOAOOpa /1715l 3aIaHHOTO0 cooOIIeHuss M ¢ U3BECTHBIM 3HaUeHUeM hi (M) =S
Ipyroro cooomeHuss M1, ¢ U3BECTHBIM 3HaueHUEM hx (M) =81 0e3 3HaHUS KiTtoya k;

B) 00a orBeTa BepHBI.

Kakoe TpeboBaHue HAMpaBICHO MIPOTUB MOTUPUKAIINN TIEpeIaBaeMbIX COOOIIEHUH MPU aTaKax
TUIA moaMeHa?

A) HEBO3MOKHOCTh BBIYMCIICHUS 3HaueHus hx(M) =S nis 3aganHoro cooOmienus M 6e3 3HaHuS
kmroya k;

B) HeBO3MOXKHOCTB 1TOAOOpa /1715l 3aIaHHOTO cooOIIeHuss M ¢ U3BECTHBIM 3HaUeHUeM hi (M) =S
Ipyroro coodmeHuss M1, ¢ U3BECTHBIM 3HaueHUEM hx (M) =81 0e3 3HaHUS KiTtoya k;

B) 00a oTrBeTa BEpHBI.

27. Kakas nmpoBepka 03Ha4aeT ayTeHTU(UKALIMIO CEaHCa CBA3U?
A) IpoBepKa LEITOCTHOCTH COSANHEHNUS, HEBO3MOKHOCTH TTOBTOPHOM TIepeiadn TaHHBIX

MPOTUBHUKOM, CTOPOH B3aUMO/JICHCTBUS,

B) npoBepka 1eJI0CTHOCTU COEAMHEHUS, HEBO3MOKHOCTH MMOBTOPHOM Nepeauu TaHHbBIX
MPOTUBHUKOM, CBOEBPEMEHHOCTH TIE€pEIaurl JaHHbIX;

B) 00a oTBeTa BepHBI.

28. Kakoe cpefcTBO SBISETCS OCHOBHBIM CPEICTBOM JIJIsl IPOBEACHUS UACHTHPUKAIIUN?

A) IPOTOKOJIBI OJHOCTOPOHHEH UACHTHU(PHUKAIINN;
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B) npoTokobl B3aMMHON MIEHTH(UKAIINY;
B) 00a oTrBeTa BepHBI.

Kak BeIrmsinut nudpoBas moanuch it COOOIIeHNMs?

A) 4HCI0, TOJTYYEHHOE B PE3yJIbTaTe XEINPOBAHUS, IPUMEHEHHOTO K 3TOMY COOOIIEHUIO;

B) uucino, nmonydeHHoe B pe3ynbTare KpunrTorpadguyeckux npeoOpa3zoBaHuii, IPUMEHEHHBIX K
TOMY COOOLICHHUIO;

B) xon ayreHTH(UKALIUN COOOIICHHUS.

Jlj14 4ero NpuMEHSI0TCS ClIELUAJIbHBIE CUCTEMBI IIPEIBAPUTEIIBHOIO PACIIPENETICHUS KITFouen?

A) nipu 60JIBILIOM YK CIIE B3aUMOAEHCTBYIOLINX CTOPOH TpeOyeTcs NpeiBapUTeIbHAs PACCHIIKA
3HAYUTEIBHOTO0 00BbEMa KIIF0UEBOH HH(OpMAIUU U TIOCIIEAYIOIIEE €€ XPaHEHUE,

B) onpenensercs nopsAa0K UCIIOIB30BAHMS, CMEHBI, XPAaHEHHUS U apXUBUPOBAHUS, PE3EPBHOTO
KOIIMPOBAaHUS ¥ BOCCTAHOBJIEHHUS, 3aMEHbI MU U3BITHSI U3 00palieHUs] CKOMIIPOMETHPOBAHHBIX, &
TAK)K€ YHUUYTOKEHUS CTAPBIX KIHOYEH;

B) npenycmarpuBaeTcs pacipeieleHle U XpaHEHUE HE CaMuX KII0Uel, a HEKOTOPOW MEHbUIEH 110
00beMy MH(pOpPMAIMK, HA OCHOBE KOTOPOH KaX/1asi CTOPOHA MOKET BBIYHUCIIUTD KIIFOU JJIs
B3aUMOJICUCTBUSA C APYTOM CTOPOHOM.

Kakum o6pazom Hanbosee mpocTo MOKHO OCYIIECTBUTD pacTpeielieHne KITFYeH sl ceTel ¢
OOJILIITUM KOJIMYECTBOM a0OHEHTOB?

A) B cucTeMax MpeBapUTEIIbHOIO PacpeieNIeHUs] CEKPETHBIX KITHOYEH;

B) B cuctemax OTKpBITOrO pacnpeiesieHus] CEKPETHBIX KITIOUEH;

B) o6a oTBeTa BepHBI.

Uro Ttakoe cepTU(UKAT OTKPHITOTO KiIroua’?

A) Habop JaHHBIX, 3aBEPEHHBIX HU(PPOBON MOANKMCHIO LIEHTPA CEPTU(GUKALINY, U BKIFOYAIOLIHHA
OTKPBITBIA ¥ CEKPETHBIHN KITIOYH, UM TT0JIb30BATENs, UMS CEPTUPHUKAIIMOHHOTO IIEHTPa, HOMEP
cepTudUKaTa, BpeMs AeUCTBUs cepTU(rKara, IpeJHa3Haue€HHe OTKPHITOro Kitoya (Iudposast
TIOJIMTUCE, MU(POBAHKE);

B) HaGop naHHBIX, 3aBEPEHHBIX M€YAThIO LEHTPa cepTU(UKALIMY, U BKIFOYAIOUINA OTKPBITHINA KIIHOY,
CTHCOK JIOTIOJTHUTENbHBIX aTpHOyTOB, MPHHAJICKAIINX a00HEHTY, U MpeIHa3HaueHHE OTKPHITOTO
KJIIOYa;

B) HaGop naHHBIX, 3aBEPEHHBIX U(POBOI MOAMUCHIO IIEHTPA CEPTUPHUKAIINN, H BKIIIOYAFOIINH
OTKPBITBIN KJIFOY U CIIUCOK JTOTIOJIHUTEIbHBIX aTpUOYTOB, IPUHAIJIEKAIINX A0OHEHTY .

Yto 03HayaeT TepMUH MOIIHOCTH andasura?

A) KOJIMYECTBO CUMBOJIOB B OTKPHITOM ayipaBuTE;

B) urcno BO3MOXHBIX KOMOWHAITUI CUMBOJIOB OTKPBITOTO anhaBUTa;
B) xonmuecTBO MUGPBEITUIUH OTKPHITOTO ali(haBHTA.

K kaxomy kiaccy mm@poB oTHOCUTCS UQP, ecau PparMeHT OTKPHITOrO TeKCTa (OTACIbHBIC
OYKBBI UIA TPYIINa OyKB) 3aMEHSIOTCS HEKOTOPHIMH MX dKBUBajieHTaMu (OykBaMu, 1udpamu,
CHMMBOJIaMU WJIM UX KOMOUHaIue) B mudprekcre?

A) mdpsl 3aMEHBI,

B) mm¢ps1 mepecTaHOBKH;

B) koMmo3uIoHHbIe MUDPHL.

K xaxomy knaccy mmppoB OTHOCUTCS KD, €cr OYKBBI OTKPBITOTO TEKCTa MPH MIH(POBAHUU
KaKHM-HUOYIb CTIOCOOOM NEPECTaHABIMBAIOTCS, TO €CTh U3MEHSIETCSI TOIBKO TOPSIIOK CIIETOBAHUS
CHMBOJIOB OTKPBITOTO TEKCTa?

A) mmQpsI 3aMEHBI;
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B) mmmdpe1 nepecTtaHOBKY;
B) xomno3utmoHHbIe MUQPHI.

Uro ciemyer Aenarhb sl yBEIHUEHHUS KPUIITOCTOHKOCTH mudpa’?

A) YBETUUMBATh Pa3HUILy MEXKIY YHCIOM MUGPBEIUYUH U YUCIIOM OYKB B andaBuTe;
bB) Gosiee paBHOMEPHOM TOJDKHA OBITH TUarpaMMa MOBTOPSEMOCTH 3HAKOB MM PTEKCTA;
B) 06a oTBeTa NMpaBUIILHEI.

Jliis yero ucnonb3yrorcs 01049HbIe IUPPHI?

A) U1 yBeTUYEHUS KOJMUYECTBA N (PPBEIUYNH;
B) nns yBenuueHus ckopoctu muppoBaHus;

B) o6a oTBeTa npaBUIIBHEI.

B 4yeM cocTOUT OCHOBHOE MPEUMYIIECTBO ACUMMETPUYHOTO MIHU(PPOBAHUS NIEPE] CUMMETPUUHBIM?
A) HeT He0OXOIMMOCTH B TIepe/iade CEKPETHOro KII04a, KOTOPBIH MOXKET ObITh IIepexBavcH
37I0yMBIIUICHHUKOM;

B) Goubiast TpyJ0€MKOCTh MOCIIEIHETO U, KaK Pe3yIbTaT, MEHbIIHE CKOPOCTHU MPH IH(PPOBAHUH;
B) o6a oTBeTa BepHBI.

Kakne mmdpst Ha3piBatoTCst oModoHamu?
A) b psl MHOTO3HAYHOW 3aMEHBI,

B) mHOTOaN(haBUTHBIE U(PHI;

B) mmdpsl raMMHUpOBaHUS.

Uro Takoe mudpBeInanHa?

A) 4HCIJIO BOBMOXHBIX SKBUBAJICHTOB JJII 3aMEHBI OTKPBITHIX CUMBOJIOB;

B) sxBuBaneHTH B MHU(pTEKCTE, 3aMEHSIOIIUE CUMBOJIBI WJIH TPYIIIBI CHMBOJIOB B OTKPBITOTO
TEKCTa;

B) OTKpBITHIN TEKCT nepea muppoBaHueM NPeCTaBISIETCA B BUE MOCIEI0BATEIbHOCTH
«TIOJICITOBY, HA3BIBAEMBIX MIH(DPBETUIHMHAMHU.

C xakuMU 1eTSIMH B KpUITOTpapuu BBOAATCS MOJEITH OTKPBITHIX TEKCTOB??

A) cayaT OCHOBOH /1711 aBTOMATH3allMH NTPOLIECCOB KPUITOAHATIM3A IIHUPPTEKCTOB;

B) cyxat ocHOBOH B Ipoliecce U3y4eHHs] KpUIITOCTOMKOCTH Pa3IU4HbIX CUCTEM MIN(POBAHMUS;
B) 06a oTBeTa BEpHHI.

K kaxomy knaccy mu@poB OTHOCSTCS aJIUTUBHBIE METOIbI IU(PPOBAHUS?
A) oMo OHBI;

B) mmudpsl MHOTO3HAYHOM 3aMEHBI;

B) mm¢ps1 raMmmupoBaHusl.

K kakomy kiaccy mugpoB OTHOCSATCS aHATUTHYECKUE CTIOCOOBI U(pPOBaHH?
A) mdpsl 3aMEHBI,

B) mm¢ps1 nepecTaHOBKH;

B) mapiuipyTHbIE TTepeCTaHOBKH.

Kaxkue u3 npuBeneHHBIX MUGPOB SABIAIOTCS MIHUPPaMU TepecTaHOBKU?
A) pemerka Kapnano;

bB) xBanpat [TonuOusi;

B) tabmuma I[MopTo.

Kakwne u3 npuBeACHHBIX MUQPPOB SBISAIOTCS MUPPAMU 3aMEHBI?
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A) RSA;
B) AES;
B) TOCT 28147-89.

46. Kakue cBOiCTBa OTKPBITOTO TEKCTA UCTIOIB3YIOTCS TIPU BCKPBITHH IH(pPa MEPECTAHOBKU?
A) OrpaHUYCHHEM MOXKET MTOCITYKUTh TOSIBJICHUE 3alIPETHBIX OUTpamMm;
B) Hanbosnee yacteie OUrpaMMBbI OTKPBITOTO TEKCTA, KOTOPHIE MOKHO COCTAaBUTh U3 OYKB
paccMaTpruBaeMoro mu(poBaHHOTO TEKCTA;
B) 06a oTBeTa BEpHHI.

47. Kakas u3 MmaTeMaTHYECKUX MOJIeJIel COOTBETCTBYET aNropuTmy mudpa Ardarm?

A) Yij = 1j;
Bb) Yi = Xi+3(mod n);
B) Yi= X@-i+1).

A=

AN W =
NoREEN N
[V, I \O T o)

48. 3ammdpyiTe ¢ TOMOIIBIO MATPUUHOTO MHdpa C KIIOYEBON MaTPHUIICH
1r(poBOro HKBUBaNIEHTa OYKB OTKPBITOTO TEKCTA CIOBO 3a0a8a.

A) 28,35,67,21,26,38;

b) 24,38,42,21,32,46;

B) 12,32,7634,17,19.

49. Yto Gosee 1enecoodpa3Ho A HaAEKHOM 3a1uThl nH(opManun?
A) apxXuBaIys OTKPHITOTO TEKCTA C MOCIEIYIOIINM;
B) mmudpoBanre OTKPHITOrO TEKCTA C MOCISAYIONMICH apXUBaIlUEeH;
B) He nMeeT 3HAYCHMS.

50. K xakum mmdpam otHocutes cuctema mudposanus [etpa I «ludups»?
A) oMo OHBI;
B) mm¢ps1 OurpamMmHOil 3aMeHBI;
B) mmdps1 npocToit 3aMeHBI.

51. Ha xakom cniocoGe mudpoBanus Obu1 ocHOBaH ourpammubiil mudp [siidepa (Playfair,
Benuko6purtanus), npuMmenssimiics Bennkooputanueit Bo Bpems [1epBoit MupoBoii BOHBI?
A) crioco0 mu@poBaHus COCTOSUT B pa30MBKE BXOJHOTO TEKCTa HAa OUTpaMMBlI;
bB) Ha 103yHroBOM crioco6e 3amoyHeHus PP TadIUIIbL;
B) 00a oTrBeTa BepHBI.

52

Kakwue mugpst oTHOCATCS K mKH(paMu MHOTO3HAYHOM 3aMeHbI?
A) umdp Buxenepa u mmdpp Tpuremus;

B) nmdp [Tmiidepa n mudp Xunia;

B) mu¢p Bepnama u mudp Iopra.

53. Chopmynupyiite OCHOBHOE TpeOOBaHHE K KPUITOTpaQHUECKH CTOMKOMY I'eHepaTopy
MCEBIOCITYYalHON MOCIIEI0BATEIbHOCTH UIIM TAMMBI.

A) 1epHuo1 raMMbI JOJDKEH OBbITh JOCTaTOYHO OOJIBIIUM JUIsl IIM(POBaHUS COOOIICHNH pa3IHyHON
JUINHBL;

B) ramma f1omkHa ObITH TPYAHO MPEICKAa3yeMOH, T.€. €CJIM U3BECTHBI TUI T€HepaTopa U KyCOK
raMMBbI, TO HEBO3MOXKHO MPEICKA3aTh CIEAYIOUINNA 32 ’TUM KyCKOM OUT raMMbI C BEPOSTHOCTBIO
BBIIIIE 3aJaHHOM.

.
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B) o6a oTBeTa BepHHI;

[IpuBeauTe mpuMep COBEPIICHHOTO MH(pa.

A) mmdp Brmxenepa ¢ caMOKIIOUOM;

B) onnopasoserit 610kHOT [leHHOHA;

B) cucrema Bepnama miisa tenerpada ¢ OymakHBIM KOJIBIIOM, COJIEPIKAIINM TaMMY.

Kakue mmdpsl sBistores mudpamMu raMMUpoBaHus?
A) mmudp Tpuremus;

B) mudp Buxenepa;

B) 06a oTBeTa BEpHHI.

[To xkakoMy MOYJIIO MPOU3BOAUTCS CYMMHPOBAHHE TaAMMBI C OTKPBITHIM TEKCTOM B PEKHUME
rammupoBanus 'OCT28147-89?

A) cyMMUPOBaHHUE 110 MOJYJIIO 2;

B) cyMMHUpOBaHHUE 10 MOIYJIIO 2°%;

B) 06a oTBeTa BEpHHI.

Kaxkos pa3mep Os10ka mudpyemoro Tekcra B kpunrocucreme [[OCT28147-89?
A) 32 Owura;

bB) 64 Gwura;

B) 'OCT28147-89 — noTouHast KpUITOCUCTEMA.

Kakue ¢pyHKIMN BBIOTHAET KpUITOCHCTEMA?

A) ycuiIeHHe 3allUIIeHHOCTH JaHHBIX U 00JieryeHne paboThl ¢ KPUMITOAITOPUTMOM CO CTOPOHBI
YEJI0BEKa;

bB) ycunenue 3amuieHHOCTH TaHHBIX U 00€CIieueHne COBMECTUMOCTH MOTOKA JAHHBIX C IPYTHM
MIPOrpaMMHBIM 00€CIIeUeHUEM;

B) 06a oTBeTa BEpHHI.

J171s 4ero B MOTOYHBIX MH(pax UCMOIB3YIOTCS PETUCTPHI CABUTa C 0OPAaTHOM CBSI3bI0?
A) /U1 TeHepaIuu KIF0UeBOU MOCIIe10BATEIbHOCTH;

B) nnia opranuszanum pexuma o0paTHON CBA3M B OJOYHBIX mHKdpax;

B) 00a orBeTa BepHBI.

Urto Takoe ckpembiuep?

A) IporpaMMHBIE HJTH alllapaTHBIE peallu3allii FreHepaTopa IMCeBI0CIyYaiftHO TaMMBbl;

B) nporpaMMHBIe WK anmapaTHbIe pealn3aliy alropruTMa, O3BOJISIOMIEro MUupPOBaTh MOOUTHO
HETIpEpPhIBHBIC TOTOKU HH(pOpMAIn;

B) 00a orBeTa BEpHBI.

B yem cocrout rimaBHas mpodiieMa mu@poB Ha OCHOBE CKpeMOJIepoB?

A) CHHXPOHHU3AIIUA MTepeIaloero (KoIUPYIOIEero) U NpUHIUMAIOIIETO (IeKOIUPYIOIIEro)
YCTPOWCTB;

B) xoaupyromias mocienoBaTenbHOCTh OUT MPOU3BOAUTCS U3 HEOOIBIIOTO HaUYaIbHOTO 00BbeMa
nHpOpMAIHH;

B) maneHbKui IEPUOJ TAMMBI.

Kakue MeTo1bl CHHXpOHHU3AIIUH MPUMEHSIIOTCSI Ha IPAKTHUKE B CHCTeMaX MIM(POBaHUS HA OCHOBE
cKkpeMOepoB?
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A) noGaBieHue B MOTOK HHPOPMALMU CUHXPOHU3UPYIOUIMX OUTOB, 3apaHee U3BECTHBIX MPUEMHOI
CTOPOHE, UTO MO3BOJISET €M MPU OTCYTCTBUU TAKOTO OMTA AKTUBHO HA4YaTh MOMCK CUHXPOHU3ALUHU C
OTIIPABUTENIEM;

B) ucnonpzoBaHue BEICOKOTOYHBIX T€HEPATOPOB BPEMEHHBIX UMITYJIHCOB, UTO ITO3BOJISIET B
MOMEHTBI IOTEPU CUHXPOHU3ALUHU POU3BOANTE paciin(poBaHue NPUHUMAEMBbIX OUTOB
nHpopmanuu "mo namsaTH" 6€3 CUHXPOHU3ALINY;

B) 06a oTBeTa BEpHHI.

Kaxkoit MmeTon ucronb3yeTcs 11 paHIOMHU3aIUKA COO00IeHn?

A) BHeCeHHE CITy4ailHbIX OUT B caM MU(pyeMblil (aiiin ¢ IrHOpUpOBaHUEM HX Ha Jemupyromen
CTOPOHE;

B) mudpoBanme ncxoanoro aina cirydaiiHbIM KIHOUOM;

B) 06a oTBeTa BEpHHI.

Kakue mudpcrucremMsl U3 NepeunciIeHHbIX HUXKE ABISIOTCS OTOYHBIMU?
A) A5, SEAL, RC4;

Bb) DES, AES, Rijndael;

B) RC2, RC5, IDIA .

[lepeuncnure OCHOBHBIE PEKUMBI PAOOTHI, IPEAYCMOTPEHHBIE B CTaHAApTE MIM(PPOBAHUS JAHHBIX
IroCT28147-89.

A) IpoCTOl 3aMEHbI, FTAaMMHUPOBaHUs, FTAMMHUPOBAHUS ¢ 00PaTHON CBSA3bI0, TAMMHUPOBAHHS C
00paTHO# CBA3BIO MO MHU(P TEKCTY;

B) npocroii 3aMeHbl, raMMHPOBaHHUS, TAMMHUPOBAHUS C OOPATHOM CBSI3bI0, BEIPAOOTKU
UMUTOBCTaBKH;

B) snexTpoHHas KOIOBasi KHHUTA, CHETUICHHSI OJIOKOB, 00OpaTHasi CBSI3b 110 BHIBOLY, OOpaTHas CBSI3b
1o mMUuQpPTEKCTYy.

[lepeuncnure OCHOBHBIE PEKUMBI pabOTHI, TPETYCMOTPEHHbIE B CTaHIapTe NIM(POBAHUS JaHHBIX
DES.

A) TIpocToii 3aMEHBI, TAaMMHPOBAHMUS, TAMMHUPOBAHUS ¢ OOPaTHOM CBSI3bI0, TAMMHUPOBAHUS C
00paTHOM CBS3bI0 MO MIH(PTEKCTY;

B) npocToii 3aMeHbl, raMMHPOBaHHS, TAMMHPOBAHHUS C 00PAaTHOH CBSA3BIO, BBIPAOOTKH
UMHUTOBCTABKH;

B) snekTpoHHas KOAOBasi KHUTA, CLETICHNS OJI0KOB, 0OpaTHas CBSA3b MO BBIXO/Y, OOpaTHas CBSI3b
1o mudpTexcry?

HazoBwure pelicTByromuii crannapt mmdpoBanus B AMepuke?
A) DES;

b) AES;

B) Triple DES.

Kaxko#t kpunrorpaduueckuii airopuT™ Jier B OCHOBY cTaHaapTa mudpoBanus AES?
A) Lucifer;

B) Blowfish;

B) Rijndael.

Kakwne 3 npuBeICHHBIX KpUNITOTpaUIECKUX aJrOPUTMOB HCIIONB3YIOT B OCHOBE ceTh DeiicTens?
A) DES;

b) Rijndael;

B) 006a oTBeTa BepHBI.
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70. Uto oburero B crangaptax DES u TOCT28147-89?
A) pa3mep 0J10Ka, pa3Mep KITr04a, KOJTHYSCTBO IIHKIIOB;
B) pa3mep 6moka, mpeobpazoBaHue, KOTUIECTBO IIUKIIOB;
B) 00a oTrBeTa BepHBI.

71. Hazosure pa3mep kitoua (B Outax), ucnonb3zyemoro B kpunrocucteme 'OCT28147-897?
A) 32;
b) 56;
B) 256.
72. ITouemy kpunrorpaduaeckuii anroputm 'OCT28147-89 Gonee yCTOWUYNB K BCKPBITHIO ITyTEM
MOJTHOTO TIepebopa 0 MHOKECTBY BO3MOXKHBIX 3HaUCHHUH Kitova, ueM DES?
A) dyukaus mmdposanus 'OCT ropaszno cnoxkaee Gynkiuu mudpobanus DES;
B) B cumy HamHOTO OOJBINIEH IJIMHBI KITIOYa,
B) 06a oTBeTa BEpHHI.

73. Yrto Takoe mammKecT coOoOIeHns?
A) pe3ynbTaTa BEIYHCICHHUS XelI-(PYyHKIUH;
B) undpoBoii oTnevaTok nanpua;
B) o6a oTBeTa BepHBI.

74. Kakasg MaTemaTuueckast mpo0siema JeKUT B OCHOBE CXEMbI OTKPBITOTO paclpeieeH sl Kiltouen
Hudbdu u Xennmana (Diffi W., Hellman M.E.)?
A) orieparysi BBIYUCIICHUS JUCKPETHOTO JIoTapudma;
B) dakropuzarus 60JbIIOTO YHCIIA;
B) 00a orBeTa BEpHBI.

75. B ueM cOCTOUT OCHOBHOE OTINYHNE ACUMMETPUYHBIX KPUIITOCUCTEM OT CUMMETPHUYHBIX ?
A) U1 epefiauyu OTKPBITOrO KIIIoUa OT MOJIydaTelis K OTIPABUTENIO CEKPETHBIM KaHaJl HE HY>KEH.
Bwmecto Hero ucnonb3yercs ayTeHTUYHBIN KaHaJl, TapaHTUPYIOLINH TOAIMHHOCTD HCTOYHUKA
uH(dopMaIuu;
B) nns mmmdpoBanus u nemmdpoBaHus UCTIONB3YIOTCS Pa3InYHbIE KITIOYH,
B) 06a oTBeTa BEpHHI.

76. HazoBuTte Hanbosee pacpocTpaHeHHbIE 00JaCTH MPUMEHEHHS] ACUMMETPHUUHBIX
KpHUNTOrpauIecKux cucrem?
A) accuMeTpHYHas CUCTEMa UCIIONIb3YeTCs IS MHU(PPOBAaHUS KOPOTKOTO CEaHCOBOTO KIIIOUa, a
UH(POPMALMOHHBIE TOTOKH B TEYEHUE CEaHCa MPUXOJIAT 110 CHMMETPUYHON CHUCTEME;
B) accumeTpuyHas cucteMa UCOIB3yeTCs sl TOKa3aTelbCTBa MPUHAAIC)KHOCTH B ClTydae 0TKas3a
OTIIPABUTEIISA/TIONTyYaTeNsl OT paHee MePEeJaHHOTO/TIPUHIATOTO COOOIIECHUS;
B) 06a oTBeTa BEpHHI.

77

Jlis perieHnst Kakux 3aJ1a4 UCoIb3yeTcs LU poBas MOAMUCH?

A) U I0Ka3aTenbCcTBA MPUHAICKHOCTH B CITy4ae 0TKa3a OTIIPABUTEIIS/TIOIydaTellsi OT paHee
HepeaHHOTO/TIPUHATOrO COOOIIEHMS;

B) nns obecnievenus ayTeHTU(GUKAIIMHA U KOHTPOJIS LIEIOCTHOCTH;

B) o6a oTBeTa BepHBI.

78. ABnsercsa nu BCPHBIM YTBCPIKACHUC, YTO IPUMCHCHUC aCUMMCETPHUYHBIX CUCTEM B O6H.I€M clIy4dac
MIPUBOMT K CYIIECTBEHHBIM 3a/Iep’KKaM Ipy MH(pOBaHUH (TI0 CPAaBHEHHIO C CAMMETPHYHBIMH)?
A) na;
b) nHer;
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B) 3aBucHT OT pa3MepoB UCHOIB3YEMBIX KITIOUEH.

79. Kakum 06pa3om BeruuciseTcs udpoBas MoAnuch?
A) ToCIeI0BaTEIIFHOE BBIYUCIICHNE XeII-PYHKIIMH OT HCXOIHOTO COOOICHMSI U IIH(PPOBaHUE
MOJTyYEHHOTO 3HAUCHHUS HAa CEKPETHOM KIII0UE OTIpaBUTENs (WK paciiipoBaHUe HA OTKPHITOM
KJIFOY€ MpU IPOBEPKE MOIUCH);
B) nocnenoBarenbHOe MmH(poOBaHUE UCXOIHOTO COOOLIEHHS HA CEKPETHOM KITIOUYE OTIPABUTENS U
BBIYHUCIICHHE XeII-PYHKIUHN OT 3alIU(PPOBAHHOTO COOOIECHMS;
B) nocnenoBaTenpbHOCTh ONEpallii HE UMEET 3HAUCHMUS.

80. BepHo 1 yTBEpXKACHHE, YTO B ACHMMETPUYHON CHCTEME HUKTO, KPOME OTIPABHUTEIS
MOJAMUCAHHOTO COOOIICHMSI, HE 3HAET CEKPETHOTO KITF0Ya, HA KOTOPOM COOOIIeHHE ObLIO
ITOIITUCAHO?

A) na;

B) HeT, cekpeTHBIN KITI0Y M3BECTEH TAKXKE YIOCTOBEPSAIONIEMY IEHTPY, BBIABIIEMY OTIIPABUTEITIO
cepTudUKaT HUPPOBOM MOIIUCH;

B) HeT, ceKpeTHBIN KIH0Y M3BECTCH TAKXKE IICHTPY ayTCHTH(PHUKAIIUH, B KOTOPOM HCIIOIb3yeTCs
KPHUIITOCHCTEMA.

81. Kakas ¢yHkums Ha3pIBaeTCs OAHOCTOPOHHEH (one-way function)?
A) OyHK1UA f(x) HA3BIBaeTCS OJHOCTOPOHHEH (one-way function), eciu A1 BceX X U3 €€ 00J1acTu
OTIpeIeJICHUS JIETKO BBIYUCIUTH Y=f(X), HO HaX0XKJCHHUE IO 3aJJaHHOMY )0 TAKOTO X0, AJIsl KOTOPOTO
f(x0)=y0, BBIUUCIINTEIILHO HEOCYILIECTBUMO;
B) ®ynknus f(x) Ha3pIBaeTcss OJHOCTOPOHHEH (one-way function), eciu Ui HaXOXKIACHUE TI0
3aJJaHHOMY )0 TaKOTI'0 X0, 1JIs1 KOTOPOTO f(X0) =)0 TpeOyeTcsl HACTOJIBLKO OTPOMHBIN 00BEM
BBIYUCIICHHI, YTO 32 HUX IPOCTO U HE CTOUT OpaThCs;
B) 06a oTBeTa BEpHHI.

82. BepHo 11 yTBepKI€HHE, YTO IEJIOYMCIICHHAs MoKa3aTeabHas GyHKus f(x)=a*(mod n), rne
OCHOBaHUE a U TI0Ka3aTeJlb CTENEHU X IPUHAJJIeKAT UHTepBaiy (/,n-1), ABIseTCs OJHOCTOPOHHEN
dbyHKIIHCH?

A) na;

B) cymecTBoBaHNe OAHOCTOPOHHUX (YHKIIHI HE JOKa3aHO, HO OHA MOXKET OBITh B35iTa B KAUeCTBE
npUOIMKEHUS;

B) ner.

83. K xakum kpunrorpadudecKuM CUCTeMaM OTHOCHUTCS cuctemMa RSA?
A) K OJIOYHBIM 3KCITOHEHITMATBHBIM CHCTEMAaM, TaK KaK KaXKblii 0710k M OTKpBITOTO TEKCTa
paccMaTpuBaeTCs Kak 1e0e Yuciio B uHTepsaie ot () 1o (n-1) u npeodpaszyercs B 60K
mudpTeKcTa;
B) x mmdpam oHO3HAYHON 3aMEHBI;
B) 00a oTrBeTa BEpHBI.

84. Uem omnpenensieTcst cToiKocTh KpunrocucteMbl RSA?
A) CIIO’KHOCTBIO U3BJICYCHUS KOPHS CTENICHH e U3 OOJIBIIOTO IEJI0T0 YKCiIa MO 33[aHHOMY MOJTYJTIO
n,
B) c10)XHOCTBIO pa3/IoKeHNsT Ha IPOCTBIE COMHOKHUTENN OOJIBIIOTO IIETI0r0 YHUCTIa;
B) 00a oTrBeTa BepHBI.

85. Kakas ¢yHKIMS UCTIONB3yeTCs B KpunrocucteMe RSA 11si reHepanuu ceKpeTHOro Kirroda?
A) pynkius Ditnepa;
b) ¢pynkuus Mebuyca;
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B) o6a oTBeTa BepHBI.

Kakoit gaxTop onpezensier pa3mep Kitoya B kpuntocucreme RSA?
A) pecypcamu OBM, Ha KOTOpOH yCTaHOBJIEHAa KPUIITOCUCTEMA;
B) nnuHO# mMQpyeMoro OTKphITOro TeKCTa;

B) pazmepom mMojyiis 1, 10 KOTOPOMY UAET MU POBAHUE.

YemM ormpenensercsi CTOMKOCTh kpuntocucteMsl Elgamal?

A) CIIO’)KHOCTBIO JMCKPETHOTO JIOTapU(PMUPOBAHNS;

B) cro’)XHOCTBIO pa3iokKeHHs Ha MIPOCTHIE COMHOXHUTEIH OOJIBIIOTO HEJIOT0 YUCIA;
B) 06a oTBeTa BEpHHI.

Kaxkas cxema mmdpoBaHus jeriia B OCHOBY CTaHIaPTOB JIEKTPOHHOM mudpoBoii nmoamnucu B CIIIA
(DSA — Digital Signature Algorithm) u Poccuun (I'OCT 334.10-2001)?

A) cxema PaiiBecra, [llamwmist u Annemana (Rivest R., Shamir A., Adleman L.;

B) cxema Dnp-I'amans (Elgamal);

B) cxema JIluddu n Xemmmana (Diffi W., Hellman M.E.).

ITo xako# GopmyJie BEIYUCIISETCS CEKPETHBIN KiltoY B 1nppe Dib-Iamans?
A)Y =g (mod p),

b) ed = 1 (mod &(n)):

B) BBIOUpaeTCs MPOU3BOJILHO U3 yciaoBHs 1 <X <p.

ITo xako# GpopmyJie BEIYMCISAETCS CEKPETHBIN Kito4 B muppe RSA?
Ay =g (mod p),
B) ed = 1 (mod &(n));

B) BrIOMpaeTcst mpOr3BOJIBHO U3 yCaoBus 1 <X <p.

K xaxomy knaccy mudpoB otHocutcs mudp mno cxeme Iiab-I'amans?
A) mdpbl MHOTO3HAYHON 3aMEHBI;

B) cxembl BeposTHOCTHOTO MIU(POBAHMUS,

B) o6a oTBeTa BepHBI.

UYro obuero Mexy kpunrocucreMamu Dib-I'amans u RSA?
A) mrdpsl MHOTO3HAYHON 3aMEHBI;

B) mm¢ps1 0oAHO3HAYHOM 3aMEHBI;

B) acummMeTpuyHbIe TIHQPHI.

B gem cocrout crioco6 B3noma mmdpa RSA ?
A) B TOM, 4TOOBI HATH METOJ BEIYMCIICHUS] KOPHS CTENICHH € U3 mod n,. TIOCKOJIbKY KpUIITOrpaMmma

e
C=M (mod n), To KOpHEM CTETIEHU e U3 (mod n) ABisgeTcs coodieHue M;
B) B TOM, 4TOOBI HAWTH TIABHBIE COMHOXHUTEH OOIIETO MOAYJS /1 (p U ), TOCKOJIBKY C UX
MIOMOIIBIO MOYKHO JIETKO BBIYUCIIUTH CEKPETHBIN Koy d juist pacmmdposanus M= C¢ (mod n),
B) 00a oTrBeTa BepHBI.

B gem cocrosaT npenmyniecTBa MU(YPCUCTEM C OTKPBHITHIMH KITFOUaMH?

A) 111 oOMeHa KiIto4aMyu aOOHEHTaM CEKpPETHBIN KaHall He HYKEH;

B) npuMeHeHne CHMMETPUYHBIX CHCTEM ITPUBOIUT K CYIIECTBEHHBIM 3aep KKaM MPpH MIH(POBAHUN
(IO cpaBHEHHUIO C ACUMMETPUYHBIMH);

B) 06a oTBeTa BEpHHI.
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95. Kakue xau1-pyHKIUH HCIOAB3YIOTCS 11t (popMupoBaHus mudpoBoii moamucu?
A) GeckIroueBble OJHOCTOPOHHHUE X3II-(PYHKIUHY;
B) xiroueBbie 0THOCTOPOHHUE XAI-PYHKINH;
B) kpunTorpaduueckue X31-QyHKIHH.

96. Xnsur-3HavueHHe Kakou JUTHHBI (B Oaiitax) Beruucisier cranaapt I'OCT P34.11-2001?
A) 32;
b) 16;
B) 20.

97. Kakoit mup ucnons3yer oreuectBeHHbI cTanaapT xammpoBanust [OCT P 34.11-94 nns
mpoBaHUS UCXOAHBIX JaHHBIX, YTOOBI 00€CIIeYUTh HEBO3ZMOKHOCTh MO00pa COOOIICHUIA ¢
OJIMHAKOBBIM X3III-3HaYE€HUEM?

A) RSA;
B) 'OCT 28147-89;
B) mmdp Dab-I'amans.

98. [lepeuriciute aarOPUTMBI SJEKTPOHHOU UPPOBOH TOAHCH?
A) RSA, DSA, EGDA, cxema [lInoppa, TOCT P34.10;
B) 'OCT 28147, DES, AES, ESIGN, ECDSA;
B) CTB 1176.2-99, McEliece, Rijndael, Cxema quddu — JlammnopTa.

99. K xakuM BHUJaM aTak ys3BUMa IudpoBas moanuch RSA?
A) K MyJIbTUIIJIMKATUBHOM aTake;
B) HeneneBoro UCNoab30BaHUS CEKPETHOTO KIIH0Ya;
B) 06a oTBeTa BEpHHI.

100. Kakumu npenmyIiecTBamMu o0aiaeT cxema IudpoBoi moanucu Dib-I"amaist mo cpaBHEHUIO CO
cxeMoi mudposoit moamucu RSA?
A) npu 3aJaHHOM yPOBHE CTOHKOCTH aaropuTMa IupoBOi MOIMUCH LIeTbIe YHCIa, YIaCTBYIOIIUE
B BBIUMCJIEHUSIX, UMEIOT 3alIUCh Ha 25% Kopoue, UTO YMEHBIIAET CII0KHOCTh BBIYMCIICHUN IOYTH B
JIBa pa3a U MO3BOJISIET 3aMETHO COKPATUTh 00bEM HCIOIB3YEMOM MaMATH;
B) npu Be160pe Moyt P TOCTaTOYHO MPOBEPUTH, YTO ATO YUCIIO SBIISIETCS POCTHIM;
B) 06a oTBeTa BEpHHI.

7.3.2 IIpomexyTouHasi aTTecTarus
OneHouHbIe CpesicTBa AJI IPOMEXKYTOUHOM aTTecTallu
DK3aMeH
Crincox BONpoCoB I SK3aMeHa
HapucoBatb 6510K-cxeMy aaropuTMa U IpUBECTH YUCIOBOM mpuMep mudpa Beprnama.
[IpuBecTH YMCIIOBOI MpUMED € IMHEWHBIM T€HEPATOPOM FaMMBbl ¢ MAKCUMaJIbHBIM IEPUOOM.
HapucoBatp 6510K-cxeMy ajaropuTMa U IpUBECTH YUCIOBOM MprMep 0OMeHa KIIIoUaMH 0 CXeMe
Huddu-Xennmmana.
HapucoBatp 0110K-cXeMy aliropuTMa M MPUBECTH YMCI0oBOM nmpumMep mudpa RSA.
Hapucosatp 6510k-cXeMy aJlrOpuTMa U IPUBECTH YUCIIOBOM npumep mudpa dnb-I'amans.
Hapucosatb 610k-cxemy nugpoBoit noanucu mo anroputmy RSA. [Ipusectu uncioBoit npumep.
HapucoBatp 6510K-cXeMy ajlrOpUTMa ¥ IPUBECTHU YUCIOBOM MIPUMEpP KpUNTOTpaduuecKon Xel-
GbyHKIUY.
Hapucosatp 61ok-cxemy nudpoBoii moanucu mo anroputmy EGSA. TIpuBectr 4nciaoBoit mpumep.
9. HapucoBatb 6J0K-CXeMy aaropuTMa U MPUBECTH YUCIOBOM MpuMep IN(POBAHUS JaHHBIX Dib-
lNamans.

W=
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HapucoBatp 010K-cXeMy reHepalyy 4acTHOTO OTKphIToro kimoua no anroputmy 'OCT P 34.10-
2012. TlpuBecTu YUCIOBOM MPUMED.

Hapucosats 6110k-cxemy renepannu rammsl o ctangapty 'OCT P 34.12-2015. IIpuBectu uncioBoit
npumep.

Hapucosate 6510k-cxeMy pacingpoBaHus JaHHBIX 10 anroputMy Iib-I'amans. [Ipusectu
YUCIIOBOM MIPUMEDP.

Hapucosats 6510k-cxemy nudpooii noanucu 1o anroputmy ECDSA. [IpuBectr 4rciioBoi mpumep.
Hapucosatb 610k-cxemy nudposoii noamucu no anroputmy ECDSA. IIpuBectu unciioBoii mpumep.
Hapucosatp 6510K-cXeMy ajJropuT™Ma U IPUBECTU YUCIOBOM MPUMEP CIIOKEHUS ABYX TOUEK
3JUTMIITUYECKON KPUBOU HaJl KOHEUYHBIM I1OJIEM.

HapucoBatp 6510K-cXeMy aJlrOpUTMa U MPUBECTH YUCIIOBOM MPUMEDP  YIBOCHHS TOUKH
3JUTMIITUYECKON KPUBOM HAJl KOHEYHBIM I1OJIEM.

Hapucosats 610k-cxemy mudpoBoit noamnucu mo anroputmy ['OCT P 34.10-94. ITpuBecTn yucioBo
npumep.

HapucoBate Omok-cxemy 1udpoBoit nmoamucu 1o anroputmy ['OCT P 34.10-2012. Ilpusectun
YUCIIOBOM MIPUMED.

HapucoBate Onok-cxemy dyHkuuu mmdpoBanus gaHHbix no crtanaapty ['OCT P 34.12-2015
(Marwma). [IpuBectu yucioBoi pumep.

Hapucosate 010k-cxemy ¢yHkimu mudpoBanus gaHabix 1o ctanaapty DES. [Ipuectu yucnoBoi
npumep.

HapucoBatb 0110K-cXeMy alropuT™Ma U MPUBECTH YUCIOBOM npuMep 3ameHsbl o tadsmie ['OCT P
34.12-2015. IIpuBecTu 4nciaoBON IpUMEp.

HapucoBate Omok-cxemy mmdpoBanus gaHHbix 1o crangapty ['OCT P 34.12-2015 (Marma).
[IpuBecTr yncIOBOW PUMED.

Hapucosate Omok-cxemy mmdpoBanus maHablx no crangapty [OCT P 34.12-2015 (Ky3neuwuk).
[IpuBecTr ynCIOBOW MPUMED.

Hapucosate 6110k-cxemy mudpoBanus gaHHbIX 1o crannapty DES. IIpuBecTu uncioBoit mpumep.
Hapucosatp 650k-cxemy mudpoBanus JaHHbIX 10 ctanaapTy AES. IlpuBecTr yncnoBoit mpumep.



