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Conep:xkanue

Lenu, 3a1a4M 1 MIIAaHUPYEMBbIE PE3YIbTaThl 00yUEHHS [0 JUCLUTUINHE
MecTo TUCIMITIHHEI B CTPYKTYpe 00pa3oBaTeIbHOM MPOrpaMMbl
CrpyKTypa U coepkaHue AUCLUIIIINHBI

Bunpl yueOHOI pabOThI U TPYA0EMKOCTh

TemaTuueckuil miIaH U3y4eHUS TUCIUILIIMHbI

Coneprxanue TUCIUIUIAHBI

TemaTuka ceMUHApCKUX/TIPAKTUUECKUX U JIAOOPATOPHBIX 3aHATUIN
Temartuka KypcoBBIX IPOEKTOB (KypCOBBIX paldoOT)

VY4ebHOo-MeToInueckoe U HHPOPMALMOHHOE obecrieueHne

Hopwmarusubie nokymenTtsl u ['OCThI

OcHoBHas nuTepaTypa

JlononHuTENBHAS IUTEPATYpA

DeKTpOHHBIE 00pa30BaTENbHbIE PECYPChHI
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1 He.)'[l/l, 3alavi U IVIAHUPYEMBIC PE3YJbTaTbl oﬁyquI/m o AMCIOMIIJIMHE

HeJILIO npenoaaBaHusa JUCHUIIIMHBI ABJIAACTCA (1)OpMI/IpOBaHI/Ie Y CTYACHTOB 3HaHUH B 007aCTH
aHaJIn3a 3allUIICHHOCTHU CUCTCM.
332[3‘11/1 npenoaaBaHusd IUCHUILIAHBI:

° M3y4eHHE METOJI0B YIIpaBiIeHUs HH()OPMALIMOHHON OE€3011aCHOCTbIO;

° OCBOCHHME METOJIOB U CPEJCTB OLEHKH HMH(OPMAIMOHHBIX PUCKOB B HMH()OPMAIIMOHHBIX
CUCTEMaX;

° OCBOCHME METO/IOB M CPEJICTB BBISBICHUS YIPO3 HH(POPMAITMOHHON 6€3011aCHOCTH;

o OCBOCHHE CPEACTB KOHTPOJIA PGEKTUBHOCTH MPHUHATHIX MEpP MO peaju3alri YaCTHBIX

MOJIUTUK UH(OPMAIIMOHHOHN 0€30MacHOCTH HH()OPMAITMOHHBIX CUCTEM.

B pesynprare OCBOEHMsSI IUCLUMILIMHBI «AHAIM3 3aILUIIEHHOCTH CHCTEM» Yy OOydaroIIHuXcs
(bopMHUpYIOTCA CIEeAYIOINEe KOMIETEHIIMH U JIOJKHBI ObITh JOCTUTHYTHI CIEIYIOIIUE Pe3yIbTaThl
o0Oy4deHus Kak 3tan (OpMUPOBAHUS COOTBETCTBYIOIIMX KOMIETEHIIMMN:

3HATH:

- OCHOBHBIE YIpo3bl 0€30MACHOCTH HH(MOpPMALMK U MOJEIW HapyHMTeNas B HMH(GOPMALMOHHBIX
CUCTEMAX;

- OCHOBHBIE METO/IbI yIIpaBiIeHUsI UHPOPMALIMOHHONW O€30MaCHOCTbIO;

- METOJIbl M CPEJICTBA KOHTPOJIS 3(PPEKTUBHOCTU TEXHUUECKOM 3alIUThI HH(OpPMALIUH;

YMETb:

- pa3pabarbiBaThb MOJEIM yIrpo3 W  HapymuTenedl  uHGOpMAIMOHHONH  Oe30macHOCTH
MH(OPMALIMOHHBIX CUCTEM, ONPEAEIIATh HHPOPMAIIMOHHYI0 HHDPACTPYKTYpy U UHPOPMALIIOHHBIE
pecypchl  OpraHu3aluM, I[OAJEKAIMe 3allUTe, BBIABIATH YSI3BUMOCTH HH(POPMAIMOHHO-
TEXHOJIOTMUECKHUX PECYPCOB MHPOPMAIIMOHHBIX CUCTEM;

- OLEHMBAaTh HWH(POPMALMOHHbIE PHUCKM B HHPOPMALMOHHBIX CHCTEMaX, pa3pabaThiBaTh
MIPENJIOKEHUS 110 COBEPILIEHCTBOBAHUIO CUCTEMBI yNpaBieHHs] WH(OPMALMOHHONW 0€30MacHOCThIO
WH(POPMAIMOHHBIX CHCTEM;

- KOHTpOJupoBaTh A(G(EKTUBHOCTh NPUHATHIX Mep MO peaju3aldd YacTHBIX [OJIUTUK
nH(POPMAIMOHHOM 6€30MacHOCTH MH)OPMAITMOHHBIX CUCTEM;

BJIAJIETh:

- HaBBIKAMH aHajM3a WHQOPMALMOHHOW HMHEOPACTPYKTYyphl HH(MOPMAIIMOHHONW CHCTEMBI U €€
0€30MMacHOCTH, METOJaMH BBISIBJICHHUS YTpo3 MH(POpMAIMOHHONW 0€30MacHOCTH MH(GOPMALMOHHBIX
CHUCTEM;

- METOJ]aMH yTipaBjieHHs] THPOPMAIIMOHHON 0€30MacHOCThIO0 HH()OPMALIMOHHBIX CUCTEM, METOAAMHU
OLIEHKU MH(OPMALIMOHHBIX PUCKOB;

- HaBbIKaMU BbIOOpa 1 000CHOBaHUS KpUTEpUEB dPPEKTUBHOCTH (HYHKIIMOHUPOBAHHUS 3AIIUIIICHHBIX
WH(GOPMAIIMOHHBIX CHCTEM, HaBBIKAMH YYaCTHsl B OKCIEPTHU3€ COCTOSHUS 3alUIIEHHOCTH
nH(pOpMaLUY HAa OOBEKTE 3aIIUTHI.

OOydeHue Mo AMCUUIUINHE «AHAIN3 3alIUIIEHHOCTH CHCTEM» HampaBiIeHO Ha (HOpMHpOBaHHE
y 00y4aOUIMXCS CIASAYIOINX KOMIETEHIHMH:

Ko 1 HauMeHoBaHHe KOMIIETEeHIUIi NHaukaTopbl JOCTHKEHUS KOMIIEeTeHIIUT
OIIK—I12. CriocobeH  mpoBOJIUTH NOIIK-12.1. 3HaeT OCHOBHBIE  YIpO3bI
MOJATOTOBKY  WCXOJHBIX  JIAaHHBIX JIJIS O0e3zonmacHOCTH  WH(MOpMAIUM HW  MOJEIH
MPOEKTUPOBAHUS TIOJICUCTEM, CPEACTB HapyIIUTENs B UHPOPMAIMOHHBIX CUCTEMAX;
o0ecreyeHus 3auThl MHOOPMALIUY U TS HOIIK-12.2. YmeeT pa3pabaThiBaTb MOJEIH
TEXHUKO-3KOHOMHUYECKOI0 00OCHOBAHHUS yrpo3 © Hapymwurened HWH()OpMaMmoOHHOM
COOTBETCTBYIOIIUX MPOCKTHBIX PEIICHHIA; Oe3omacHOCTH WH(GOPMAIMOHHBIX ~CHCTEM,
OIIK-1.4. CniocoOeH OoIlecHHBATh YPOBEHB OTIPENIETATh UH(POPMAITMOHHYIO
0€30MacHOCTH KOMITBIOTEPHBIX CHCTEM U UHPPACTPYKTYpy u nH(pOpMaLMOHHbBIE
CeTCH, B TOM YHCJIC B COOTBETCTBUH C pecypchl OpraHu3aliy, MOoIJIe)KAINUE 3alUTe,




HOPMATUBHBIMU U KOPIIOPATUBHBIMU BBISIBJISTH  YSA3BUMOCTH  MH(POPMAIMOHHO-
TpeOOBaHUSMU; TEXHOJIOTHYECKHIX pecypcoB
[TK-3. CnocobeH npuHUMaTh y4acTue B MH(POPMAIIMOHHBIX CUCTEM;

OpraHu3alyu U IPOBEACHUH KOHTPOJIbHBIX NOIIK-12.3. Bnageer HaBbIKAMHM aHaIU3a
MIPOBEPOK pabOTOCIIOCOOHOCTH U WH(]pOPMAITMOHHOM uH(pacTPyKTyphI
3¢ (HEKTUBHOCTH MPUMEHSIEMBIX nH(OPMAITMOHHOU CHUCTEMBI u ee
MIPOrPaMMHBIX, TIPOTPAaMMHO-AIMAPaTHRIX U | 0€30IaCHOCTH, METOJAMH BBISIBICHUS YIpo3
TEXHUYECKUX CPECTB 3aIIUThl uHpopMamu; | HHPOPMAIIMOHHOM 0e30MacHOCTH

MH(POPMAIIMOHHBIX CUCTEM.
HOIIK-1.4.1. 3Haer OCHOBHBIE METOJIBI

YIPaBIICHUS WH(OPMAITMOHHON
0€30IaCHOCTEIO;

HNOIIK-1.4.2. VYmMmeer OIICHUBATH
nH(pOPMaLIMOHHBIE PHUCKH B

nH(OPMALIMOHHBIX CUCTEMaX, pa3padaThIBaTh
IPENJIOKEHUST 10  COBEPLICHCTBOBAHHUIO
CUCTEMbl  yIpaBleHUS  HHOOPMALMOHHOU
0€3011aCHOCTHIO HH(OPMAIIMOHHBIX CUCTEM;
NOIIK-1.4.3. Braneer MeToiaMU yTIpaBICHUS
UH(POPMALMOHHOM 6€30I1aCHOCTHIO
MH(OPMALIMOHHBIX CUCTEM, METOJAMH OLIEHKH
MH(POPMAIIMOHHBIX PUCKOB.

UIIK-3.1. 3naer wMeTOABI MW  CpPEICTBa
KOHTPOJs  3(PPEKTUBHOCTH  TEXHUYECKOM
3alUThl HH(OPMALIUH;

NIIK-3.2. YmMmeer KOHTPOJIUPOBATh
3¢ (HEeKTUBHOCTh NPUHATBIX ~ Mep o
peanuzanuu YaCTHBIX MOJIUTHK
nH(pOPMaLMOHHON 0e30MmacHOCTH
MH(POPMAIIMOHHBIX CHCTEM;

NIIK-3.3. Bmanmeer HaBeikamMu BbIOOpa U
000CHOBaHUSI KpuUTepueB APPEKTUBHOCTH

q)YHKHI/IOHI/IPOBaHI/Iﬂ SalIUIIIEHHBIX
I/IH(I)OpMaL[I/IOHHBIX CHUCTEM, HaBbIKaMH
ydactus B OKCIICPTHU3C COCTOAHUA
3alIUIICHHOCTH I/IH(I)OpMa]_[I/II/I Ha OOBEKTe
3aIUTHI.

2 MecTo TUCHUMIITIMHBI B CTPYKTYpPe 00pa30BaTeibHONH MPOrpaMMbl

JluctminHa « AHAJIA3 3alIUIIEHHOCTH CHCTEM» OTHOCHTCS K YHCITYy TIPO()ECCUOHATBHBIX YUeOHBIX
JTUCIUTIINH YacTH, (OPMHUPYEMON ydacTHHKaMH oOpa3oBaTelnbHBIX oTHOIeHUH (bB1.2) ocHOBHOM
oOpa3zoBatenbHO nporpammsl (b1.2.1).

W3ydyeHre MOUCUUIUIMHBI OMHUPAETCS HA 3HAaHUSA, YMEHHS U HaBbIKM, NPUOOpETEHHBIE B
NPEIIECTBYIOMUX JAUCHUTUINHAX: «OCHOBBI TIPOCKTUPOBAHUS HH(POPMAIIMOHHBIX CHCTEMY,
«BBenenne B aHaTUTUKY HH(OOPMALIMOHHON OE30MTaCHOCTH.

3 CTpykTypa u coep:KaHue U CUUIIINHBI

OO01ast TPy1I0EMKOCTh AUCHHUIIIMHBI COCTABIISIET 6 3aYETHBIX €IUHUII, T.€. 216 yacoB (Jekuuu — 36
4acoB, J1a0OpaTOpHbIE 3aHATHS — 72 yaca, caMocTosTeNbHas padboTa - 108 yacos, hopma KOHTpOIIST —
9K3aMeH) B 5 ceMecTpe.
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CtpykTypa #u cozepkaHue AUCIUIUTHHBI « MHCTpyMEeHTaIbHBIE CPEICTBA aHANIM3a 3alUIIIEHHOCTH 1
yIOpaBIeHUS YA3BUMOCTIMM» 0 CPOKAM U BUIAM paOOThI OTPAXKEHBI B IPUIIOKEHUHU

3.1 Bwuasl y4eOHO# padoThl M TPYI0EMKOCTH

(mo popmam oOyyeHHs)

3.1.1 Ounas opma o0ydeHus

Ne B G100 DG KoaunuecTBO CemecTpbl
u/n U1 yueOHoi padoTshl qacoB 5
1 | AyauTtopHble 3aHATHS 108 108
B ToMm uncie:
1.1 | Jlekuun 36 36
1.2 | CeMuHapcKue/IpakTUYECKUE 3aHATHS
1.3 | JIabopaTopHBbI€ 3aHATHS 72 72
2 | CamocTosiTesibHasA padoTa 108 108
B ToMm uncie:
2.1 | ...
3 | IIpomekyToUyHas aTTeCTALMS
3aver/mud.3a4eT/7K3aMeH DK3aMeH
Hroro 216

3.1.2 OuHo-3a0uHas popMa oOydeHus
He mpenycmorpena

3.1.3 3aounas ¢opma oOyueHuUs
He mpenycmorpena

3.2 Temarnuyeckuil IVIAH U3yYEHUS] JUCHHUILTHUHBI

(o popmam oOyueHHs)

3.2.1 Ouynas hopma o0ydeHus

TpyaoeMKOCTb, Yac
AyauTopHas padoTa
Camo
Ne Paznens/TeMsl Cemuna | JIabop | [Ipakr | cTosAT
w/n I — Bcero | Jlexu pckue/ | aTopH | Myecka| elbHa
it MPaKTHY |  BIe o s
eCKHE | 3aHATH| moaro | pador
3aHATHS i TOBKa a
Pazgen 1.
1.1 | Tema 1. Ananu3 6e30I1aCHOCTH 92 16 30 46
CEPBEPHOM YaCTH BEO-IPHIIOKECHHI
1.2 | Tema 2. AHanu3 6€30MacHOCTH 124 20 42 62
KJIIMEHTCKOM YacCTH BEO-TIPHIIOKCHUI
Hroro | 216 36 72 108




3.2.2 OunHo-3a04Hast popma o0yueHus
He npenycmorpena.

3.2.2 3aounas popma 00ydeHUs
He npenycmotpena

3.3. CoaepxaHue TUCUUIIMHBI
Ne Pa3nen (Tema) Conepxanue
n/n AMCIUILIMHBI
1 2 3
1 Paznen 1
1.1 | Ananus Oe3omacHOCTH | MeTo/bl U CpeacTBa MOUCKa BeO-ys3BUMOCTeil. MeToasl coopa
CEpBEpPHOM 4acTU BeO- | uH(OPMALMK O CHCTEME: aKTUBHBIE M IIACCUBHEIE. Y I3BUMOCTH
TMPHII0KCHHUI. KJjacca Injections: MOMCK, IKCIUTyaTalusi, 3alUTa. Y I3BUMOCTH
kiaacca Security Misconfiguration: MOHMCK, 3KCIUTyaTarus,
3amuTa. YS3BUMOCTH Kjacca Inclusion: mouck, skcrtyaramus,
3anuTa. RCE-ys3BUMOCTH: IOKCK, SKCILTyaTalus, 3al1Ta.
1.2 | Anamus Oe3omacHOCTH | YA3BUMOCTH Kiacca XSS: BUJIBI, KOHTEKCT, IIOKCK,
KJIIMEHTCKOM dacTH BeO- | AKCILTyaTarus u 3ammTa. Y s3BumoctH kinacca CSRF: mouck,
IPUIIOKEHU . sKcIuTyartanus, 3ammra. Web Application Firewall: Bugst,
Hactpoiika. Content Security Policy: Bepcuu, criocoOsr
TECTUPOBAHUS TIOJUTHK U BHEIPEHUSL.
3.4 Temarnka cCeMMHAPCKUX/MIPAKTHYECKUX U JIA00OPATOPHBIX 3aHATHI

3.4.1 CeMuHapckue/mpakTHUECKUE 3aHITUS

He npeodycmompenul yuedbHbvim nianom.

3.4.2 JIaGopaTopHBbI€ 3aHITUS

No HanmenoBanue mabopatopHOl pabOThI Sf:eM’
1 Brimonaenune nabopatopHoit padoTel Nel 8

2 BrimonHenue nmaboparopHoit pabotbl Ne2 10

3 Brinonnenue nabopatopHoit pabotsl Ne3 12

4 Brimonnenue naboparopHoit pabotsr Ne4 18

5 Beimonaenue maboparopHoit paboThl NeS5 12

6 Brinmonaenne naboparopaon padboTel Neb 12
Hroro 72

35

TemaTHKa KypCOBBIX POEKTOB (KYPCOBBIX padoT)

KprOBOC IMPOCKTUPOBAHUEC 10 JAHHOM JUCLIUIIINHE y‘le6HBIM IJIaHOM HC 3aIlJIaHUPOBAHO.




8
4 Y4eOHo-MeTOANYECKOEe M HH(pOpMALOHHOE 0O0eceueHue

4.4 HopmaruBHbie 1okyMeHTHI 1 'OCTb1

[Iporpamma cocraBiieHa B COOTBETCTBHM ¢ DeepanbHBIM TOCyIapCTBEHHBIM 00pa30BaTEIbHBIM
CTaHJApTOM BBICIIETO OOpa3oBaHMA [0 HANpaBICHUIO TNOATOTOBKK OakamaBpoB 10.03.01
«MadopmanonHas 6e30MacHOCTbY.

4.5 OcHoBHas auTeparypa

1. [Tyrun, B. B. 3amura nadopmanuu B KOMIbIOTEPHBIX HH(POPMAITMOHHBIX CHCTEMAX :
yueoHoe mocobue / B. B. Ilyrun, E. FO. I'ony6nuuas, C. A. Jlabaga. — Camapa : I[II'YTU, 2018 —
119 ¢. — Tekcr : anexkTtpoHHbld // JlaHb : 3JIeKTpOHHO-OMOMMOTeUHast cuctema. — URL:
https://e.lanbook.com/book/182299 (mata oOpamenus: 01.09.2023). — Pexum nmocryma: st
aBTOpU3. noJibzoBarenen. — C.51

2. Huxutun, B. H. IlpoBenenue ananusza 3alumEHHOCTH MH(OpMaIuy B WHGOPMAIIMOHHON
cucreMe : yueOHoe nmocooue / B. H. Hukurua. — Xabaposck : JIBI'YIIC, 2020 — 79 c¢. — Tekcr :
ANEKTPOHHBIN // Jlanb : AJIEKTPOHHO-OMOIMOTEUHAS cUcTeMa. — URL:
https://e.lanbook.com/book/179382 (mara oOpamenus: 01.09.2023). — Pexum poctyma: mis
aBTOpu3. noap3oBarenei. — C. 10

3. Kopuuenko, A. A. Cucrema TpeboBaHuMii Kk  oOecredeHUI0  0€30MacCHOCTH
ABTOMATH3MPOBAHHBIX CHCTEM H 3HAYUMBIX OOBEKTOB KPUTHYECKOH HH(POPMAIIMOHHOM
nHppacTpykTypsl : yueoHoe mocodue / A. A. Kopuuenko, B. C., A. I1. I'myxoB. — CankTt-IleTepOypr
: IIIVIIC, 2022 — ISBN 978-5-7641-1837-6. — Tekct : 31ekTpoHHBIN // JlaHb : 31eKTpOHHO-
ombmuoreunass cucrema. — URL: https://e.lanbook.com/book/329477 (mara oOpamienus:
01.09.2023). — Pexxum poctyna: A aBTOpu3. nosb3osateneit. — C. 5

4.6 donoJiHUTeJbHAA JMTEpaTypa

1. CenbBecIoK, H.I. METOAOJIOTUA AHAJIN3A SAHIMINEHHOCTHU
ABTOMATU3NPOBAHHBIX CUCTEM OBPABOTKU NMH®OPMAIIMU / H.M. CenbBeclok,
A.C. Ocrposckuit, B.J]. CiiuBunckuii / MudopmaTrka u cucrems! ynpasienus. — 2016 — Ne 2 —
C. 17-24. — ISSN 1814-2400. — TekcT : >meKkTpoHHBIN // JIaHB : 3JEKTPOHHO-OMOIMOTEUHAS
cuctema. — URL: https://e.lanbook.com/journal/issue/300657 (mata obpamenus: 01.09.2023). —
Pexxum noctyna: st aBTopu3. noJibzoBarenein. — C. 1

2. Kammpckas, E. H. 3ammura nndopmanuu B HHQOPMAITMOHHO — YNPABIAIONUX CUCTEMAX !
yueOnoe nocooue / E. H. Kammupckas, M. A. MakapoB. — Mocksa : PTY MUPDA, 2020 — 67 c. —
Texkcr : onextpoHHbli // Jlamp : 2nekTpoHHO-OuMOmmoreuHas cuctema. —  URL:
https://e.lanbook.com/book/167621 (mara oOpamenus: 01.09.2023). — Pexum npoctyma: mis
aBTOpu3. nosp3oBarenein. — C. 3

3. ®or, 1O. JI. Cranaaptel nuHpopManmoHHO#N 6e3omacHocTH : yueoHoe mocodue / FO. JI. dor.
— Openbypr : OI'Y, 2018 — ISBN 978-5-7410-2297-9. — Tekct : snekTpoHHbIi // JlaHp :
2JIEKTpOHHO-OMOmoTeyHass cucrema. — URL:  https://e.lanbook.com/book/159804  (mara
obpamenusi: 01.09.2023). — Pexxum moctymna: s aBTopu3. mois3oBarenein. — C. 59

4.7  DJieKTpOHHBIEC 00pPa30BaTeIbHbIC PECYPCHI
1. OOP «AHamu3  3allUIIEHHOCTH  cucTeM»  [OnekTpoHHsli  pecypc] —  URL:
https://online.mospolytech.ru/course/view.php?id=11896 (nara o6pamenus: 18.02.2023).



4.8 JluneH3noHHOE ¥ CBOOOIHO PACIPOCTPaHsieMOe IPOrPaAMMHOE
obecneuyeHune

1. Virtual Box
2. BupryansHas mammnaa Metasploitable3
3. Huctpubytus OC Kali Linux

4.9 CoBpeMeHHbIe IPOpecCHOHATBbHBIE 0a3bI JAHHBIX U HMH(OPMALIHOHHBbIE

CIPpaBOYHbIC CHCTEMbI
1. OWASP Web Security Testing Guide [Dnexrponnsiii pecypc] — URL: https://owasp.org/www-
project-web-security-testing-guide/ (mara oopamenus: 18.02.2023).

5 MarepuajbHO-TeXHHYECKOE O0ecreyeHue

JUis  mpoBeneHWss BceX BMJOB 3aHATUH HEOOXOAMMO IpPE3CHTALMOHHOE 00O0pYyIOBaHUE
(MyJIBTUMEIUHHBIN IPOEKTOP, FKpaH) — 1 KOMIUIEKT.

Jns mpoBeneHHs J1a0OpaTOPHBIX 3aHATHH HEOOXOAMMO HAJIWYME KOMIIBIOTEPHBIX KJIAacCOB,
000pYJIOBaHHBIX COBPEMEHHOW BBIYMCIUTEIHHON TEXHMKON M3 pacdera OAHO pabouee MEecTo Ha
OJTHOr0 00y4yaemoro.

6 MeToanyecKue peKoMeHaaluu

6.4 MeToanueckue peKOMEHAALMH AJIS NPENOAABATEISA 110 OPTraHU3AIMU
00y4eHuUs

1. Ilpu mOArOTOBKE K 3aHATUSAM CIEAyeT MPEABAPUTENHHO MpopaboTaTh MaTepuasl 3aHsTHS,
MPEAYCMOTPEB €T0 110/1a4y TOYHO B OTBEJECHHOE JIJIsl 3TOr0 BpeMs 3aHsATusA. CieayeT moAroTOBUTh
He0oOXOIMMBbIE MaTepHalibl — TEOPETHUUYECKUEe CBEACHMs, 3ana4u u np. [Ipu mpoBeaeHUH 3aHITHS
clIelyeT KOHTPOJIMPOBATh MOJauyy MaTepHuaja U pelleHHe 3aJaHuil ¢ y4eToM y4eOHOro BpeMeHH,
OTBEACHHOTO JIJIsl 3aHSTHS.

2. Ilpu mpoBepke pabOT W OTYETOB CJICAYET YUYUTHIBATH HE TOJBKO MPABHIBHOCTH BBITOTHEHUS
3aJlaHui, HO M ONITUMAaJLHOCTh BBIOPAHHBIX METOOB PEIICHHSI, TPABUILHOCTD BBIITOJIHEHHUS BCEX €TO
1aroB.

6.5 MerToanueckue yKazaHus JAJs 00y4aOIIMXCSH M0 OCBOCHUIO M CHUTIHHbI

N3yuyeHne qUCHUIUIMHBI OCYILECTBISIETCA B CTPOTOM COOTBETCTBUH C LIEJIEBOM YCTAHOBKOW B TECHOM
B3aMMOCBSI3U yU4eOHBIM MIaHOM. OCHOBOW TEOPETUYECKOM U MPAKTUYECKOM MOJATOTOBKU CTYIEHTOB
SBJISIFOTCS JIEKIIUH U J1aOOpaTOpHbIE PaOOTHI.

B mporuecce camocTosiTenbHON pabOThl CTYAEHTHI 3aKPEIUIIIOT U YIITyOJISIOT 3HAHMS, TTOJTyUYEeHHBIE
BO BpEMsl ayJIUTOPHBIX 3aHATUH, TOTOBATCS K JK3aMEHYy, a TaKXe CaMOCTOSTENbHO HM3y4aroT
OTJIeJIbHBIE TEMbI YY€OHOH POrpaMMmBl.

7 DOoH/I OLIEHOYHBIX CPEeICTB

7.4 MeToabl KOHTPOJISI M OLICHUBAHUSA Pe3yJIbTaTOB 00y4eHUS
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B mporecce 00ydeHHS HCIIONB3YIOTCS CICAYIOIMINE OIICHOYHBIE (DOPMBI CAaMOCTOSITEIILHOW PaOOTHI
CTYJIEHTOB, OIICHOYHBIE CpPEJICTBA TEKYIIEro KOHTPOJSI YCIEBAEMOCTH M IMPOMEKYTOUHBIX
aTTecTaIui:

- IpoBeJIeHUE Ta0OPATOPHBIX Pa0OT (MPAKTUYECKUX 3aHITHI C UCIIOJIb30BAHUEM CHEITEXHUKN) U UX
3aIUTAa;

- CaMOCTOSATEIbHAS NTOATOTOBKA U IIPOBEICHUE NIPE3CHTALMI 110 TEMaM JUCLHUILINHBL,

- DK3aMEH.

7.5 Ilkajsa u KpUTEpHH OLEHUBAHUSA PE3YJIbTATOB 00y4YeHUsA
PopMa MPOMEKYTOUHON aTTECTALUU: IK3AMEH.

IIo utoram HpOMC)KyTO‘-IHOI\/'I aTTeCTalluu 10 JUCHUIIIINHEC (MO,Z[yJ'IIO) BBICTABJIACTCA OLICHKA
KOTIIUYHO», «XOPOIIO», «YOOBJICTBOPUTCILHO» HUIIN «HCYJOBJICTBOPUTCILHOY.

MIxaja oneHUBaHUA Onucanue

Bremmonnensl Bce BUABI y4eOHOH paboTHI, MperTyCMOTPEHHBIE
y4eOHbIM I1aHOM. CTYJEHT IEMOHCTPUPYET COOTBETCTBUE 3HAHMUHA,
YMEHMM, HaBBIKOB IIPUBEIEHHBIM B TaONMLIAX IOKa3aTeleH,
onepupyeT NPUOOPETECHHBIMM 3HAHUSAMH, YMEHHUSAMHU, HABBIKAMH,
IIPUMEHSIET UX B CUTyalUsX MOBBILIEHHOW cioxHOcTU. IIpu 3TOoM
MOTYT OBITb JOMYyIIEHbl HE3HAYUTEIbHBIC OIIMOKH, HETOYHOCTH,
3aTpyIHEHUS MPU aHAJIUTUYECKUX ONEPALUAX, IEPEHOCE 3HAHUHN U
YMEHHUI Ha HOBBIE, HECTAHJAPTHBIE CUTYALIUH.

OTJIIMYHO

BoimmonHensl Bce BUABI y4eOHOH paboThl, IpelyCMOTpPEHHbIE
y4eOHbIM MIaHOM. CTyIeHT AEMOHCTPUPYET HEMOIHOE, IPaBUIILHOE
Xoporo COOTBETCTBHUE 3HAHUH, YMEHHI, HABBIKOB NPUBEJIECHHBIM B Ta0IMIIAX
nokasaresnei, Jubo ecliu MNpu O3TOM OBUIM JOMyIIeHb 2-3
HECYIIECTBEHHBIC OITHOKH.

BomonHensl Bce BUABI y4eOHOH paboThl, IpelyCMOTPEHHbIE
y4eOHBbIM Tu1aHOM. CTYJEHT JE€MOHCTPUPYET COOTBETCTBHE 3HAHUA,
VY 10BIETBOPUTENHHO | B KOTOPOM OCBEIlleHa OCHOBHAsl, HanboJiee BaXkHast 4aCcTh MaTepHara,
HO TIpU DTOM JIONyIIE€HAa OJHA 3HAUYMTEJIbHAs OLMOKa WIN
HETOYHOCTb.

He BbimonHen oauH wiaM  Oosnee BUAOB y4eOHOW paboTHI,
MPEIyCMOTPEHHBIX YYeOHBIM TuTaHOM. CTYAEHT JIeMOHCTPUpPYET
HETOJIHOE COOTBETCTBUE 3HAHUM, YMEHH, HABBIKOB IPHBEICHHBIM B
Ta0IMIAaX TOKa3aTeyiel, IOMyCKAlOTCA 3HAYUTEIbHBIC OIIUOKH,
NPOSIBIISIETCS. OTCYTCTBUE 3HAHWM, yMEHHUI, HAaBBIKOB IO DIy
MoKa3aTese, CTyICHT HCITBITBIBACT 3HAUUTEIBHBIC 3aTPY THEHUS ITPH
ONEPUPOBAHUY 3HAHUSMH U YMEHHUAMHU NPHU UX MEPEHOCe HAa HOBBIE
CUTYaIIHH.

HeynosnerBopurenbHo

7.6 OueHo4YHbIE CPeCTBA

7.3.1 Tekyuii KOHTPOJIb
OueHouHbIE CpeACTBA ISl TEKYIIEH aTTeCTaluu
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- 3amuMra OTYETOB O BBIIIOJIHEHUH J1a0OPAaTOPHBIX padboT
7.3.2 IlpomexyToUuHast aTTeCTaIus

OrneHOYHBIC CPEICTBA IS IPOMEKYTOUHOUN aTTECTAIHH
- DK3aMeH

Crucoxk BOmpoc J1s MPOBEICHUS DK3aMEHa M0 TUCIUILINHE:

1.Metobl 1 cpesicTBa oMcKa BeO-ysI3BUMOCTEH.

2.AKTHBHBIE METOJIbI cOOpa HHPOPMAITUH O CUCTEME.

3. [TaccuBHBIE METOBI COOpa HHPOPMALIUU O CUCTEME.

4. Vsa3suMocTH Kinacca Injections: mouck, sxcrryararus u 3ammuta (SQL-injection, HTML-injection).
5. Vsa3Bumoctu kiacca Injections: mouck, skcrryaranuss v 3ammra (XPath-injection, iFrame-
injection).

6. Ysa3BumocTu kiacca SecurityMisconfiguration: mouck, SKCIUTyaTanus, 3aiuTa.
7. Ilouck u skcmyaranus RCE-ysa3BumocTei.

8. 3ammura ot RCE-ys3BuMocCTEH.

9. VazpumocTts Self XSS: KoHTEeKCT, MOKCK, SKCIITyaTalus U 3alIuTa.

10. Ysa3BumocTs Blind XSS: koHTEKCT, TOUCK, IKCITyaTalys 1 3aliuTa.

11. Vsa3BumocTh Stored XSS: KOHTEKCT, TOUCK, SKCILTyaTallus U 3alIHTa.

12. Ysa3Bumocts Reflected XSS: koHTeKCT, MOUCK, SKCIUTyaTaIMs U 3aIIUTA.

13. Vsa3Bumocth DOM-based XSS: KOHTEKCT, TOUCK, SKCILTyaTalys U 3aIIHTa.
14. Tlouck u skcruryatanust CSRF-ys3Bumocteit.

15. 3amura ot CSRF-ys3BuMoOcCTeil.

16. Hactpoiika u BHegpenue WAF.

17. detextupoBanue u ooxox WAF.

18. Content Security Policy: Bepcun, nx ¢pyHKINOHAIbHbBIE OTIUYHS.

19. Content Security Policy: crmocoObI TecTHpOBaHUSI OJTUTHK U BHEIPEHUS.

[Tpumep Ounera.
MUHUCTEPCTBO OBPA30BAHUS 1 HAYKU POCCUICKOM ®EJIEPALIUU
®EJIEPAJIbHOE 'OCYJJAPCTBEHHOE BIOJDKETHOE OBPA3OBATEJIbHOE YUYPEX/IEHUE BBICILETO
. OBPA30OBAHMS _
«MOCKOBCKHUH NOJUTEXHUYECKUU YHUBEPCUTET)>

(MOCKOBCKMI TIOJTATEX)

daxynpTeT UHPOPMAIIMOHHBIX TEXHOJIOTUN
Kadenpa: MudopmarmonHas 6€30macHOCTh
JlncuunnuHa: AHaIU3 3alUIIEHHOCTH CUCTEM
bakanaspsl. Kypc 3, cemectp 1

SK3AMEHAIIMOHHBIM BUJIET Ne 1

1. VsazsumocTs Self XSS: koHTEKCT, MOUCK, IKCIUTyaTaIus U 3aIlnTa.
2. VYsa3Bumoctu kiacca Injections: mouck, skcrutyatanus u 3ammura (SQL-injection, HTML-
injection).

[IpenonaBatens / Wunynwua I['.O. /
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