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1. Hean, 3a1a4um U IUVIAHUPYeMble Pe3yJbTAThI 00y4eHHs M0 IUCHUIINHE

K 0CHOBHBIM LeJISIM OCBOCHHSI JUCUUIUIUHBI «CeTH M CUCTEMBI Nepeadn HH(popMarmmy
OTHOCHTCS:

* (hopMupoBaHHE KOMIUICKCHBIX 3HAHUH O MPUHIUIIAX OpraHU3aluy, QYHKIMOHUPOBAHUS
Y WCTIOIH30BaHUS KOMITBIOTEPHBIX CETEH Pa3IuYHOro MaciTada, BO3SMOKHOCTEH UX pean3aliun
Ha OCHOBE 0a30BBIX TEXHOJIOTHIA U CTAaHAAPTOB;

* hopMHpPOBaHNE YMEHUI U HABBIKOB IO TIOCTPOCHHUIO COBPEMEHHBIX CETEBBIX TOTIOIOTHMA
U CHCTEM CBA3H, HCIIOJIB30BAaHUIO HepCHCKTI/IBHBIX TGXHOJ’IOI‘Hﬁ, CTaH,Z[apTOB 148 HpOTOKOHOB
nepeaadn JaHHBIX;

* 3aKpeTUICHUE MOTYYaeMbIX B CEMECTPE 3HAHHI U HABBIKOB HA MTPAKTHKE;

* (GOpMHpPOBAHHE B3aMMOCBSI3CH, IOTYyYa€MbIX B CEMECTPE 3HAHWMH W HABBIKOB C
WU3YYEHHBIMH PaHEE U U3Y4YaeMbIX [1APAJUICIIBHO C JAHHOW JUCLUIIIINHOM;

* TIOJTOTOBKA CTYJIEHTOB K JESITCIBHOCTH B COOTBETCTBHHM C KBaJTU(DHUKAITMOHHOM
XapaKTepUCTHKON OakaaBpa.

K ocHoBHbIM 3amayaMm guctuuiinHbl «CeTH W CHCTeMBbl Tepenadd HWH(popMarum»
OTHOCSTCS:

* OBJIaJICHWE HAaBBIKAMU W TIPHEMaMHU HCIIOIB30BAaHUS TEXHUYECKHX WU MPOTPAMMHBIX
KOMIIOHEHTOB CETed M CUCTEeM Iepelradyd WH(GOpMAIMM, CETEBBIX NMPOTOKOJIOB U aJrOPUTMOB
nepeaadn nHGopManuu st JTOCTHKEHUS TPOPECCUOHATBHBIX TICIICH;

* U3Y4YCHHE U OCBOSHUE TEOPETUYECKOTO MaTepraa, Kak B poIlecce KOHTAKTHOM, TaK U B
X0JI€ CaMOCTOSITEIbHONU PaOOTHI;

* BBINOJIHEHHE NPEIOCTABICHHBIX NPAKTUYECKUX 3aJaHUi pa3IUYHBIX (opM, Kak B
MpoIIecCe KOHTAKTHOM, TaK M B XOJI€ CAMOCTOSATEILHON paOOThI;

* caMmocTosTeNbHas pa0oTa HaJ TEMATUKON JUCHUIUIMHBL A7 (HOPMHUPOBAHHS
KOMITETCHIIM OCHOBHOM oOpa3oBarenbHOM porpammsl (nanee, OOIT).

B pesynbrare OCBOEHHS TUCHUIUIMHBI Yy OOydaromuxcsi (OpMUPYIOTCS CleayIOIIHe
KOMIIETCHIIMH W JOJDKHBI OBITh JOCTUTHYTHI CIEAYIOUINE PE3yNbTaThl OOYYeHHsI KakK O3Tall
(dbopMHPOBaHUS COOTBETCTBYIOIIMX KOMIETEHIIUHA.

Ko n HanmeHOBaHMe KOMIIETEHIIHH HWuankaTopbl IUIAHUPYEMbIX Pe3yabTATOB OOy4YeHHS MO
JAUCIMILIHHE

OIIK-5. Cmocoben wmacTamwmposats | OITK-5.1. 3Hats:

IPOrpaMMHOE u anmapaTHoe | OCHOBBI CHCTEMHOTO aJIMHHUCTPHPOBAHUSL.

obecneuenne g nHpopMannoHHBIX U | OIIK-5.2. YMmets:

ABTOMATHU3UPOBAHHBIX CUCTEM BBITIOJIHATH MOAKIOYCHUC, YCTAHOBKY W IIPOBEPKY ammapaTHbIX,

MpOrpaMMHO-aNnapaTHeIX U IPOrPaMMHBIX CPEJICTB.
OIIK-5.3. BnaneTs:
METOJJAMH YCTaHOBKH CHCTEMHOTO W MPHKIATHOTO MPOrPaMMHOTO

obecreueHus.
OIIK-7. Crnocoben yuactBoBate B | OIIK-7.1. 3HaTh:
HACTpPOMKE M HallaJKe MpPOTrPaMMHO- | METOABI ~ HACTPOMKHM,  HAJNAJAKA  [POTrpaMMHO-AIapaTHBIX
anmapaTHbIX KOMIUICKCOB KOMIUIEKCOB.

OIIK-7.2. YMmeTb:

MIPOM3BOAUTH HACTPOUKY, HANAAKY U TECTUPOBAHUE MPOrPAMMHO-
annapaTHBIX KOMILJICKCOB.

OIIK-7.3. Bragets:

crocobaMu  TPOBEPKM  pabOTOCTIOCOOHOCTH  TPOTPaAMMHO-
arnmapaTHbIX KOMIIJICKCOB.

OIIK-8.  Cnocoben  paspabarbiBare | OIIK-8.1. 3HaTh:

QNTOPUTMBI ¥ HPOTPAMMBI, NPHUTOJHBIE | ONEPAIMOHHBIE CUCTEMBI U 000JIOUYKH.

JUIA TPAKTUYCCKOT'O TPUMEHCHUS

B mporuiecce ocBoeHust 06pa3oBaTeabHON IPOrpaMMbl JaHHBIE KOMIIETEHIIUH, B TOM YHCIIE
WX OTJCNIbHbIE KOMIIOHEHTHI, (JOPMUPYIOTCS IOATAIHO B XOJ€ OCBOCHHUS OOYYarOIIUMUCS



JTUCLHUIUIMH (MOJYyJIEH ), IPAKTUK B COOTBETCTBHH C YYEOHBIM IJIAHOM M KaJICHIAPHBIM I'paduKOM
y4eOHOT0 mporiecca.

2. MecTo IMCHUIIMHBI B CTPYKTYype 00pa3oBaTeibHOM MPOrpaMMbl

HucuumuinHa «CeTu ¥ cUCTeMBbl Iiepeaayd HH(pOpMaIm» OTHOCUTCS K YHMCITY y4eOHBIX
JTUCIUIIINH oO0s3aTenbHOM dYacTH bl.1 ydeOHOrO TUTaHa OCHOBHOW MpodecCHOHATBHOM
00pa3oBaTeNIbHON POTrPAMMBI.

JlucuuiuinHa ~ B3aMMOCBSI3aHAa  JIOTUMECKM U COJAEPIKATEIbHO-METOAMYECKH — CO
CJIEIYIOIIMMHU JUCLUILIMHAMMU:

e b1.1.8 ApxutekTypa BbIUNCIUTEIbHBIX CHCTEM
e b51.1.12 OcHoBBI IpoeKTHPOBaHUS HH()OPMAIIIOHHBIX CUCTEM
e b1.1.15 OcHOBBI ceTeBbIX TEXHOJIOTH

3. CrpykTrypa u cojaep:KaHue JUCHUIINHBI

OOmass TPyIOEMKOCTh JUCIMIUIUHBI COCTaBIseT 3  3aueTHBIX eAuHumbl (54
aKaJIeMHYECKUX YacOB, U3 HUX 54 4acOB — CAMOCTOSITENIbHAsI paboTa CTYJCHTOB).

Paznensl AuCHMIIUHBI W3YyYarOTCsl HAa TMEPBOM Kypce BO BTOPOM cemecTpe, (opma
MIPOMEKYTOUYHON aTTECTAIIUU — SK3aMEH.

3.1.Buabl yueOHO# padoThl M TPYA0EMKOCTh VISl 04HOH (GOpMBI

00y4eHU)
Ne B G0ii DG KoauuecTBo CemecTpbl
u/n W1 y4eOHoi padoThl 4ACOB >
1 AyaUTOpHBIE 3aHATHUS 54 54
B tom unce:
1.1 Jlexmmn 18 18
1.2 CeMHHapCKUe/IPAaKTHUECKHE 3aHSTHS
1.3 JlabopaTopHbIe 3aHATHSA 36 36
2 CamocrositenbHast paboTa 54 54
3 [TpoMekyTOYHAs aTTECTAHS:
KypcoBoii npoekt
Ok3aMeH 9K3aMeH
Hroro: 108 108
3.2. TemaTu4eckri MJIaH U3YYECHUA TMCHUIIMHBI VIS 0YHOH (opMbI
00y4eHus
TpynoeMKocThb, 4ac
AyauTopHasi padora
3
~ = = Z
Ne  |Pazgenbl/TemMbl g 2 2 ) 2
n/n  |IUCHHMILTHHEI 2 § = 88 [
= = & 3
S| EEE 25 £ ¢
2 5 | Ez 5| o5 28 €5
5 Z S E|CE =5 28
> () v oz S = 2o | &
=] = OES BRI EE Qs
1 Tema 1 CoBpeMeHHBIE yTPO3bI CETEBOM 0€30IMaCHOCTH 2 10
2 Tema 5 2 OGecrieueHre OE€30IMACHOCTH  CETEBBIX ) 5 10
YCTpOHCTB
3 Tema 3 AyreHTH(HKAIVS, ABTOPH3AIHS B YIET 5 10
4 Tema 4 BHenpeHne TeXHOJIOTHH MEKCETEBOTI0 DKpaHa 10 10
5 Tema 5 BHenpenue cucrteMbl NOPeAOTBpaLICHUS 10
BTOPKEHU I
6 Tema 6 ObecnieueHne 6e30MaCHOCTH JIOKAJIBHOM CeTH 10 10
(LAN)




7 Tema 7 Kpunrorpaduueckue CHCTEMBI 10 15
8 Tema 8 YnpasieHue 0€301aCHOM CEThIO 10 15
Bcero yacoB 1o JUCHUIUIMHE HAa BTOPOM Kypce 108 18 36 54

3.3.Coaepxanue TUCUUIIMHBI

Tema 1 CoBpeMeHHBIe YTPO3bI CeTeBOM 0€30IaACHOCTH

1.2 CeteBble yrpo3sl

1.2.2 NHCTpyMEHTHI Xakepa

* Ataka ¢ MouUKaIen JaHHBIX

* Ataka criydunra [P-anpecos

1.2.4 PactipocTpaHEHHBIE CETEBbIE ATaKU

1.3 Heittpanuzanus yrpo38

1.3.4 YcrpaHeHue TUITMYHBIX CETEBBIX aTak

* Crioco0b! HEUTpAIM3alMK aTaK Ul MOJYyYeHHs JOCTyIa

1.3.5 CtpykTtypa 3ammtel ceteBoit matdopmsl Cisco

Tema 2 O6ecnieueHue 0€30MACHOCTH CeTEBbIX YCTPOMCTB

2.1 3ammTa 1octyna K ycTponcTBaM

2.1.1 3amuTa rpaHUYHOTO MapIIPyTU3aTOPA

2.1.2 KoudurypupoBanue 6€30MacHOTO aIMUHUCTPATUBHOTO JOCTYIIA

* PekomeH a1y 1o HaIeXKHbIM NapOJIsIM

* [Ipumeps! HEHAAECKHBIX IAPOIIEH

* [TpuMepbl HAJEKHBIX MapoJien

2.1.3 KoH¢urypupoBaHue ycoBEepIICHCTBOBAHHBIX (DYHKIIMIA

2.1.4 Kondurypupoanue SSH

2.2 Ha3zHayeHMe afMUHUCTPATUBHBIX poJIeH

2.2.1 16 ypoBHeil mpuUBUIIETUIA

* YpOBHHU NIPUBUIIETUI

2.2.2 Kougurypuposanue CLI Ha ocHOBe posneit

2.3 MOHMTOPHUHT YCTPOICTB U YIIpaBIE€HHE UMHU

2.3.1 3amwuta ¢aitioB koHpuTypammu u oopasza Cisco [0S

* Cenenust 00 ycroitunsoit koHdurypanuu Cisco 10S

2.3.2 3amuTa ynpaBJiIeHHUs] U OTYCTHOCTH

* Ocobennoctu BHenoaocHoro (OOB) ynpasnenus

2.3.3 Vcnonb30BaHue CUCTEMHOTO KypHaia (Syslog) asns 3amuTsl cetn

2.3.4 Vcnonb3oBanue nporokona SNMP st 3ammTsl cetu

2.3.5 Ucnonb3oBanue NTP

2.4 Ucnonp3oBaHKMe aBTOMATHUECKUX (PYyHKIMHA o0ecrieueHHs 6e301acHOCTH

2.4.1 BeimmosiHeHue ayauTa 0€30MacHOCTH

2.5 3ammTa NI0CKOCTH YIIpaBJICHHUS

2.5.1 AyrenTudukaius npoToKoIa MapIupyTH3AMUN

2.5.2 OrpaHn4eHue MJI0CKOCTH YIIPaBJICHUS

Jlaboparoprass pabora Nel Hacrpoiika omnepammii Syslog, NTP u SSH Ha
Mmapuipytuszaropax Cisco

Tema 3 AyreHTH(UKALHA, ABTOPU3ALUSA U yUeT

3.1 Haznauenne AAA

3.1.1 O630p AAA

3.1.2 Xapakrepuctuku AAA

* Tunsl ydeTHOM HHPOpMAIUN

3.2 JlokanbHast ayTeHTUQUKAIST AAA

3.2.1 Hactpoiika nokanpHoM ayTeHTHUKanu AAA ¢ nomoribio CLI

3.2.2 YcrpaHeHue omMOO0K JIOKaJIbHOM ayTeHTH(GuKanun AAA

3.3 CepBepHoe pemienue AAA

3.3.1 XapakTepuCTHKHU CEpBEPHOTO pemeHus AAA




Cisco

KOHTPO

YpOBHE

3.3.2 KoMMyHHKaIlMOHHBIE TPOTOKOJIBI CEpBEPHOIO AAA

* CpaBuenue TACACS+ u RADIUS

3.4 CepBepHas ayTeHTUUKAII AAA

3.4.1 Hactpoiika ayTeHTH(UKAIIUN HA CEPBEPE

3.4.2 UcnipaBnenue ommOOK cepBepHOi ayTeHTHGUKanun AAA

3.5 CepBepHas apropuzanus u yuer AAA

3.5.1 Hactpoiika cepBepHoil aBTopu3anuun AAA

3.5.2 Hacrpoiika cepBepHoro yuera AAA

3.5.3 Ayrentuduxamus 802.1X

JlaGopatopnas pabora Nel4 Hactpoiika ayrentudukanmmm AAA Ha MapuipyTu3aTopax

Tema 4 BHeapeHne TEXHOJOTHH MeKCeTEBOr0 IKpPaHa

4.1 Crucku konTposs nocryna (ACL)

4.1.1 Hactpoiika cTaHIapTHBIX U PACHIUPEHHBIX CIIUCKOB KOHTPOJISL JOCTYyNa

4.1.2 Helttpanuzaius atak ¢ nomoiipio cnuckoB ACL

4.1.3 ACL-crniucku IPv6

4.2 TexHOJIOTUH MEXCETEBOIO DKpaHa

4.2.1 3amuTa ceTeil ¢ MOMOIIbI0 MEXCETEBBIX YKPAHOB

4.2.2 Tunsl MEXCETEBBIX IKPaHOB

4.2.3 Knaccuueckuii MeKCETEeBOM dKpaH

4.2.4 MexceTeBble 3KpaHbl B IU3aiiHE CETU

* [IpakTHyecKkre peKOMEHAALUH ISl MEXKCETEBOTO IKpPaHa

JlaGopatopHas padbota Ne6 Hactpoiika pacimmpeHHbIX CIUCKOB KOHTpouist goctymna (ACL)
JlabopaTtopnas padota Ne7 Hactpoiika circkoB kKoHTpodist goctyna (ACL) mst IPvo
JlaGopatopHast pabota Ne8 VYcrpaHeHue Hemojiagok B paboTe CTaHAAPTHBIX CIHCKOB
a5t gocryna ais [Pv4

Tema S BHeapenue cucreMbl peI0TBPALICHUS] BTOPKEHU I

5.1 Texnonoruu IPS

5.1.1 IDS u xapakrepuctuxu IPS

5.1.2 Bapuantsl ceteBoit peanuzanuu [PS

5.1.3 Ananuzarop KOMMyTHpYyeMbIX opToB Cisco

5.2 Curnarypsl IPS

5.2.1 Xapakrepuctuku curHatyp ais IPS-cucrem

5.2.2 Curnansl TpeBoru curatyp IPS

5.2.3 JlelicTBus curnaryp IPS

» CBoJIKa KaTeropui 1elcTBUi

+ COpoc noaxIItoYeHHs U OJIOKUPOBKA JeHCcTBUSA

5.2.4 IPS nns ynpaBiieHHs] © MOHUTOPUHTA

» QaKkTOpBI, KOTOPBIE HEOOXOIUMO YyUYEeCTh IPU INIAHUPOBAHUU U MOHUTOpUHTE IPS
* Cnoco® ynpaBieHus

Tema 6 O0ecnieuenne 6e3onacHocT JokaabHoi cetn (LAN)

6.1 bezonacHOCTh OKOHEYHBIX YCTPONCTB

6.1.1 BBenenue B 6€30MacHOCTh OKOHEUHBIX YCTPOUCTB

* 3amyTa OKOHEYHBIX YCTPONCTB

* XocroBas peanuzauus [PS

6.2 ®axkTOphl, KOTOPHIE HEOOXOAMMO YUUTHIBATh MIPHU OOECieueHUU OE30M1aCHOCTH Ha 2-M

6.2.1 Yrpo3sl 6€30MacCHOCTH Ha 2-M ypOBHE
» Ataku Ha DHCP

» Ataku Ha ARP

* Ataku ciryduHTa apecoB

» Ataku Ha STP



6.2.2 Araku Ha Tabuy CAM

6.2.3 Heitrpanuzamus atak Ha Tadimisl CAM

* PexxMbl HapyIIeHUs 3aIIUTHI

 3amura

» OrpanuyeHue

* 3aBepiieHue PabOTHI

6.2.5 Heittpanu3zanus ataxk DHCP

6.2.8 [IpoTOKOI CBA3YIOIIETO AEpPEBA

* CTouMoCTh OPTOB 10 yMoayaHuio STP

6.2.9 Heiirpanuzauus atak STP

JlaboparopHnas pabota Ne2 UccnenoBanue MetofoB peanusanuu cetd VLAN

JlabopaTtopnas padora Ne3 Hactpoiika cereit VLAN

JlaGopatopHas padorta Ne4 Hactpolika MarucTpaibHbIX KaHAJIOB

JlabGopaTtopnas padota Nel1 [TpoBepka u otnagka Hactpoek NAT

Tema 7 Kpunrorpaguyeckue cucteMbl

7.1 Kpunirorpadudeckue CEpBUCHI

7.1.1 3amuTa oOMeHa JaHHBIMU

7.1.4 Kpunrosorus

7.2 OCHOBHBIE BOIPOCHI LIEJIOCTHOCTH U ayTeHTU(UKAIIUH

7.2.1 Kpunrorpadudeckue xem-QyHKIIUN

7.2.2 llenoctHocTsh ¢ anroputMamu MDS5, SHA-1 u SHA-2

7.2.3 Ayrentudukanus ¢ nomoupio anropurma HMAC

JlaGopatopnas pabora Ne5 HacTpoiika cTaHZapTHBIX MMEHOBAHHBIX CIHHCKOB KOHTPOJIS
noctyna [Pv4

JIaGopatopHas pabota Ne9 MexceTeBble SKpaHbl Ha CEpBEPE M CIIMCKH KOHTPOJIS JOCTYIIA
Ha MapuIpyTH3aTope

JIaGopatopHas pabota Nel0 O6ecneuenue 6e3onacioctd VLAN Ha 2-M ypoBHE

Tema 8 YnpaBJ/ieHue 0e30NMacHOli ceThIO

8.1 TectupoBaHue 6€30MaCHOCTH CETU

8.1.1 Meroauku TecTupoBaHUs O€30aCHOCTH CETU

TectupoBanue u onienka cucreMsl 0ezonacHoCTH (ST&E)

8.1.2 UHCTpYyMEHTHI TECTUPOBAHUS 0€30ITIaCHOCTH CETH

Jlaboparopnas pabota Nel2 OTKa30yCcTONYMBOCTH MapIIPYTU3aTOPOB U KOMMYTaTOPOB

JlaboparopHnas pabota Nel3 PezepBupoBaHre MapuIpyTU3aTOpoB 1 KOMMYTaTOPOB

Metoauka mpenonaBaHusl TUCHHUILIHHBI «CeTH W CHCTEMBI Tepeiadn WHGOpMAIn» U
peanu3anysi KOMIIETEHTHOCTHOTO TMOAXOJa B W3JIOKEHHM W BOCIPHATHH —Marepuaa
npeaycMaTpUBAET MCIIOJIb30BAaHHUE CISAYIOMINX aKTHBHBIX M MHTEPAKTUBHBIX (DOPM MPOBEICHHUS
TPYIIIOBBIX, HHAWBUAYaJIbHBIX, Ay IMTOPHBIX 3aHATHI B COUYCTaHUH C BHEAYAUTOPHON PabOTOH C
1eNbi0 (POPMUPOBAHUS U PA3BUTHS MPO(ECCHOHANBHBIX HABBIKOB Y 00YYarOIIUXCS:

* BBIITOJTHEHHUE J1a00PaTOPHBIX paboT B TabopaTopusix By3a;

* MHAWBHYaJbHBIC U TPYIIIOBHIE KOHCYJIBTALUHU CTYIEHTOB IIPENOIaBaTelIeM;

* mocenieHue NpoQUIBHBIX KOH(EepeHIid 1 padoTa Ha MacTep-Kjaccax JKCIEPTOB H
CHEIHAINCTOB B BEO-TEXHOJIOTHSX, BeO-pa3paboTke, VHTEpHET-MapKeTHHIe W JAPYTUX
npoecCHOHANBHBIX 001aCTAX.

CamocrosiTenbHass BHeEayIUTOpHAsh paboTa CTYIEHTOB COCTOUT W3 TOATOTOBKH K
BBINIOJTHEHUIO M 3aIlUTe JabopaTopHBIX padoT, a TakkKe IMOArOTOBKM K IPOMEKYTOYHOM
aTTECTAaIlMX BO BPeMsI SK3aMEHAIIMOHHON CECCHH.



4. Y4eOHO-MeTOAMYECKOE M MH(OPMALIMOHHOE O0ecevyeHune

4.1.HopmatuBHble 1okyMeHThI 1 'OCThI

1. ®enepanbubliii 3akoH oT 29.12.2012 Ne 273-®3 «O0 oOpa3oBanuu B Poccuiickoit
Denepaunny».

2. Ilpuka3 Muno6puayku Poccum ot 19.09.2017 N 929 (pen. ot 08.02.2021) «O06
YTBEPXKJACHUH (peAepaIbHOTO TOCYJapCTBEHHOTO 00pa3oBaTelbHOIO CTAaHAApPTa BBICLIETO
oOpazoBanusi — OakanmaBpuaT mo HanpasieHuto mnoarotoBku 09.03.01 Huadopmaruka u
BBIUUCIIUTENbHAs TeXHUKa» (3apeructpupoBaHo B Muniocre Poccun 10 okrabps 2017 r. N
48489).

3. Akanemuueckuit yueOHbI ian Hanpasnenne moarotosku: 09.03.01 Mudopmatuka u
BeIYUCIUTENbHAs TexHuKa [Ipoduns: KnbepbezomacHocTs aBTOMATH3UPOBAHHBIX cucTeM Popma
0o0yueHHsI: O4Hasl.

4. TlonoxxeHue O MPOBEJCHUM TEKYIIErO0 KOHTPOJIS YCHEBAEMOCTH M IPOMEKYTOUHOM
aTTecTalMu oOydarouuxcsi (eaeparbHOro rocy1apcTBEHHOIO aBTOHOMHOT'O 00pa30BaTeIbHOIO
yUpeXJIEHUs BbICIIEro 00pa3oBaHusl «MOCKOBCKUHA  IMOJUTEXHUYECKUH  YHUBEPCUTET»
(YTBepxaeno npukazoM Mockosckoro ITomurexa ot 01.12.2022 Ne 13750 1).

4.2.0cHOBHas JuTEpaTypa

1. Cetu u TeleKOMMYHUKAIUHN: Y4eOHUK U npakTukyM mis By3oB / K. E. Camyiinos [u
np.]; mox penakumeit K. E. Camyiinosa, U. A. Illanumoga, /. C. Kyns6oBa. — 2-e uzg., nepepad.
u gomn. — Mocksa: U3narensctBo FOpaiit, 2023. — 464 c. — (Bricmiee oOpazoBanue). — ISBN
978-5-534-17315-4. — Texkcrt: anekTpoHHbIi // O6pa3zoBarenbHas miatdopma KOpaiir [caiit]. —
URL: https://urait.ru/bcode/532855

2. Mu6pos, M. B. Cetn u tenekommyHukamun. MapmpyTtusanus B IP-ceTsax: yueOHUK 1
npakTuKyM ais By3oB / M. B. [lubpoB. — 2-e u3z., nepepad. u gon. — Mocksa: M3naTenscTBo
FOpaiir, 2023. — 423 ¢. — (Bricmiee obpazoBanue). — ISBN 978-5-534-16546-3. — Tekcr:
NeKTpoHHBIH  //  OOpazoBarenbHas  matdopma  HOpaitr  [caiit]. —  URL:
https://urait.ru/bcode/531273

4.3.2J1eKTPOHHBIEC 00pa3oBaTe/IbHbIE PeCYpPCHI
1. https://online.mospolytech.ru/course/view.php?id=13237

4.4. lonoiHMTEILHAA JIUTEpPaTypa
1. Tpopumos, B. B. I'mobGanpHble M JOKaJdbHBIE CETH: y4eOHWK s By3oB / B. B.
Tpodbumon, M. U. bapaGanoBa, B. 1. KuseB. — 4-e u3n., mepepad. u gomn. — Mockaa:
NznarensctBo FOpaiit, 2023. — 162 ¢. — (Briciee odpazoanue). — ISBN 978-5-534-17504-2.
— Texkct: onextponHbiii // OOpa3oBatenbHas minatgopma IOpaiit [caiit]. — URL:
https://urait.ru/bcode/533206
2. 3amstuHa, O. M. BebluncnuTeNbHBIE CHCTEMBI, CETH M TEIEKOMMYHHUKAIUH.

MonenupoBanue cereii: ydeOHoe mocobme s By3oB / O. M. 3amstuHa. — Mocksa:
NznarensctBo IOpaiit, 2023. — 167 c¢. — (Briciee o6pazoBanue). — ISBN 978-5-534-16305-6.
— Tekct: oamekrponnbii // OOpasoBarenbHas miargopma FOpaiit [caiit]. — URL:

https://urait.ru/bcode/530772

5. MarepuaibHO-TeXHHMYECKOe oOecreyeHmne

5.1.TpeGoBanusi kK 000pPYA10BAHHMIO M MIOMEIIEHHUIO U1l 3AHATHIA
3ansaTus no nucuuiuinae CeTH U CUCTeMBI Tiepeadn HH()OpMaIUy JOJKHBI POBOJIUTHCS
B CIIELIMAIIM3UPOBAHHBIX Ay IUTOPUAX B Kopiyce Mockosckoro Ilonurexa Ha yi1. [IpsHunmHukoBa
n.2a, ayn. 11P2402 u I[1P2403, ocHalIeHHBIX COBPEMEHHON OPITEXHUKOW M TMEPCOHATbHBIMHU
KOMIIBIOTCpaMH C HNPOrpaMMHBIM OGCCHG‘-IGHI/IGM B COOTBETCTBHU C TEMAaTUKOU n3y4acMoro
Marepuana. Uucino pabouynx MECT B ayJUTOPUHU JOJDKHO OBITH JOCTATOYHBIM JJISI OOECTIeUeHUs


https://urait.ru/bcode/532855
https://urait.ru/bcode/531273
https://online.mospolytech.ru/course/view.php?id=13237
https://urait.ru/bcode/533206
https://urait.ru/bcode/530772

WHANBUIYAIBHON paboThl CTyeHTOB. Paboyee MecTo mpemogaBaTelis JOJKHO OBITh OCHAIICHBI
COBPEMEHHBIM KOMITBIOTEPOM C MOJAKJIIOYEHHBIM K HEMY MPOEKTOPOM Ha HACTEHHBIN 3KpaH, WIN
WHBIM aHATOTHYHBIM 10 (PYHKIIMOHATHPHOMY Ha3HAUYCHUIO 000PYAOBaHUEM.

5.2.TpeGoBaHusi K NPOrpaMMHOMY 00ecrie4eHUI0

Jlnst BBITIOJHEHUST Ja0OpaTOPHBIX PabOT M CaMOCTOSTENbHON pPaboThl HEOOXOIUMO
clleIyrolee mporpaMMHoe o0ecTiedeHue:

+OC

» Be6-Opaysep

* Putty

* TerraTerm

* Cisco Packet Tracer

6. Meroanyeckne peKOMeHAAUMH

6.1.MeToan4yecKkue peKOMEHIAIMHU ISl IPeNoAaBaTe s 110 OPraHu3aluu

00y4eHuUs

1. [Ipy moAaroToBke K 3aHATHSIM CIEAyeT MpeABAPUTENBHO NpopadoTaTh MarepHal
3aHATUA, IIPEAYCMOTPECB €TI0 1IOJa4y TOYHO B OTBGIIéHHOC AJI1 OTOr0 BpCMs 3aHATHA. Cne,uyeT
MOATOTOBUTh HEOOXOJUMBIE MaTepHabl — TEOPETHUECKHE CBeACHUs, 3amadud u 1p. [lpu
IIPOBEICHUM 3aHATUSA CJIEyeT KOHTPOJIMPOBATH I10ja4y MaTepralla U pelIeHue 3aJaHui C y4ETOM
y4eOHOT0 BpEMEHH, OTBEJIEHHOTO JJIs 3aHATHS.

2. Ilpu mpoBepke pabOT U OTUETOB CIEAYyET YYHTHIBATH HE TOJBKO MPABHILHOCTH
BBITIOJTHEHHU A 33,[[3HHI>1, HO W OIITUMAJIBbHOCTb BI)I6paHHI>IX MCTOOOB PCHICHUS, IMPABUIBHOCTH
BBITIOJTHEHHUA BCCX €I'0 IIaros.

3. lns cnaum paboT, KOTOPBIE CTYICHT HE BBIMTOJIHUII B TEYCHUE CEMECTpa, MPeroaBaTeib
OpTraHu3yCT JOMOJHUTCIIbHBIC 3aHATHA B KOHLIC CEMCCTpaA.

6.2.MeTonn4yeckne yka3aHus sl 00y4al0UIUXCHA MO OCBOCHHU IO

JUCIUILIMHBI

W3ydenue TUCIUIITMHBI OCYIIECTBIISIETCS B CTPOTOM COOTBETCTBHH C IIEJICBON YCTaHOBKOM
B TECHOM B3aMMOCBS3M y4eOHBIM TuTaHOM. OCHOBOW TEOPETUYECKOW MOJATOTOBKH CTYJICHTOB
SIBJISIFOTCS JIEKIIMOHHBIE 3aHATHSA, JTa0OpaTOpHbIE PaOOTHI.

B mporecce camocToATenbHOW pabOThl CTYAEHTHI 3aKPEIUISIOT M yrayOssioT 3HaHWS,
MOJTyYEHHBIE BO BpEMSsI Ay IMTOPHBIX 3aHATUH, TOpaOaTHIBAIOT KOHCIIEKTHI U 3alUCH, TOTOBSITCS K
MIPOBEICHUIO U 00pabaTHIBAIOT PE3yJIBTATHI Ja0OPATOPHBIX padOT, TOTOBATCS K MMPOMEKYTOUHON
aTTECTAllUH, a TAK)KE CAMOCTOATENIBHO U3Y4aloT OTACIbHBIC TEMbI yU€OHOH MPOrpamMMmBl.

Ha 3aHATHSAX CTYAEHTOB, B TOM YHUCJIE MPEANOoaraloifx MpakTHUECKYIO NesSTeIIbHOCTD,
OCYLIECTBIISIETCS 3aKPEIJICHUE TMOJIYYEHHBIX, B TOM YHUCJIE U B IPOLECCE CAMOCTOATEIbHON
paboTsl, 3HaHuN. Ocoboe BHUMaHUe oOpaIiaeTcsa Ha pa3BUTHE YMEHHI U HABBIKOB YCTAHOBJICHMUS
CBSI3U TIOJIOKEHUHN TEOPUH C IPOPECCUOHATBHOMN IEATEIbHOCTHIO OYAyIIEro CrelrualIncTa.

CamocTosTenbHas pabora OCYIIECTBIISIETCS WHAUBHUIYAJIBHO. KonTponb
CaMOCTOSITENIbHOW PabOThI OpraHu3yercs B AByX (hopmax:

* 3a11UTa JJa0OPaTOPHBIX padoT;

* KOHTPOJIb CO CTOPOHBI NpenoiaBareiei (TEKyInUi 1 MPOMEXKYTOUHBIN).

Texymuii KOHTPOJb OCYIIECTBISETCS Ha ayJUTOPHBIX 3aHATUSAX, MPOMEXKYTOUHBIN
KOHTPOJIb OCYIIECTBIISIETCS Ha SK3aMEHE B MMCbMEHHOM (yCcTHOMH) opme.

Kputepusmu orieHKH pe3yabTaTOB CaMOCTOSITEILHON pabOThl CTyI€HTA SBISIOTCS:

* YPOBEHb OCBOEHHSI CTYJICHTOM Y4eOHOTr0 MaTepuaa;

* YyMEHHS CTYyJE€HTa WCIIOJIb30BaTh TEOPETHYECKUE 3HAHUS TPU  BBIIOJHEHUU
MPAKTHYECKUX 3a7a4;

* c(hopMHUPOBAHHOCTH KOMIIETEHIIHIA;

* ohopMIICHHE MaTepHralia B COOTBETCTBUH C TPEOOBAHUSMHU.
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7. ®OHJ OLIEHOYHBIX CPEICTB

7.1.0nucanue noka3areJieid 1 KpUTepHeB OLIEHNBAHNS

HaunmeHoBaHnue IIpeacraBaenue
Ne OC | ouenouynoro Kparkan Xapakrepucruia OUEHOMHOTO OLIEHOYHOI'0 CPe/CTBA B
cpeacTBa
cpeacTBa DOC
CpencrBo KOHTPOJISI, OPraHU30BaHHOE KaK OYHast
Oecena MeIaroruHuecKoro paboTHHKa ¢ | Bompocst o
KontpounbHblii pyOex | oOydaromumcess Ha TEMbI, CBA3aHHBIE C U3y4aeMOM | TeMam/pa3ziernam
1 (ycTHBIH orpoc/ | AMCUMIUIMHOM, M pacCUMTaHHOE HA BBUICHEHHE | JUCHUIUIMHBL Bompock
cobeceoBanue) o0beMa 3HaHUH 00yJaromerocs o ONpeeJICHHOMY | 110 1ab0paTOpPHBIM
paszzneny, Teme, mpodiieMe, B T.4. 10 1abopaTOpHEIM | paboTam
paboTam.
CpencTBo KOHTpOJIS, OpPraHW30BAaHHOE KaK O4YHBIN | Bompocs! ()
MMMCHPMEHHBIA OTBET OOydYaromerocs Ha TEMBI, | TeMaM/pa3enaM
2 KonTponsHslil py0ex | CBA3aHHBIE C€ HW3y9aeMOW JUCHWIUIMHOW, W | IUCIMIDIMHBL. Bompocs
(TMCHEMEHHBIH OTPOC) | pacCUMTAHHBIM Ha BBIACHEHHE O0BeMa 3HAaHUH | IO mabopaTOpPHBIM
o0ydJaromerocs 1o onpeeieHHOMY pa3aeny, Teme, | paboram
npobJiemMe, B T.4. 10 JIA00OPaTOPHBIM paboTaMm.
4 Tecr(T) Cuctema CTaHAAPTU3UPOBAHHBIX 3anaHui, | QOHJ TECTOBBIX 3aJaHUI
NO3BOJISIIOIASL  ABTOMATU3MPOBaTh  IPOLERYPY
W3MEPCHUS ~ YPOBHA  3HAHMA W YMCHHHU
oOyugaromierocs.
5 KypcoBoii mpoekt CpenctBo NpoBepKH 3HAHUI, YMEHNH, HABBIKOB. Tembr KYPCOBBIX
IPOEKTOB
6 DK3aMeHaMOHHbIE CpeacTBo MpoBEpKH 3HAHWUHM, YMEHMH, HaBBIKOB. | DK3aMEHAI[MOHHBIE
owmretsl (OB) MoskeT BKIIIOYAaTh KOMIUIEKC TEOPETHYECKUX | OWJICTHI.
BOIIPOCOB, 3314, TIPAKTHUECKUX 3aTaHUH. [llkana omneHWBaHUS U
mporexypa
MIPUMEHECHHSI.

7.2.0nucanue nokaszarejed U KpuTepues OLCHUBAHUA KOMIICTEHIIMH,
(opMupyeMbIX 10 UTOraM OCBOCHUS JUCUHUILIMHBI, ONIMCAHUE LKA

OICHUBaAHUA
[lokazarenem olLEHUBaHUS KOMIETEHIMM Ha pPAa3IMYHBIX 3Tanax HX (HOPMUPOBAHUS
SIBJISIETCSL JOCTHKEHHIE 00YJArOIIUMUCS TUTAHUPYEMBIX PE3yJIbTaTOB O0YUYCHHUS 110 TUCIUTUIHHE.

Kpurtepuu onennBanns
IToka3arean

2 3 4 5
OIIK-5. Crioco0eH MHCTAJUIMPOBATh IPOrpaMMHOE M allapaTtHoe oOecnedeHue Uil WHPOPMAIMOHHBIX U
ABTOMATH3UPOBAHHBIX CHCTEM
OIIK-5.1. 3Hars: OOyuarontuiicst | OOyuvarommics OO0yuatomuiics OO0yuatomuiics
OCHOBBI CHUCTEMHOI'0 | JEMOHCTPHUPYET | IEMOHCTPUPYET JIEMOHCTPUPYET JIEMOHCTPHUPYET
aJIMUHUCTPUPOBAHUS. MOJTHOE HEIOJIHOE 4aCTHYHOE MTOJIHOE
OIIK-5.2. YmeTs: OTCYTCTBHUE WJIH | COOTBETCTBUE COOTBETCTBHE OTCYTCTBUE  WJIU
BEITIOJNIHATE  MOJAKIIIOYCHUE, | HEIOCTATOYHOE | CIICAYIOIINX CJIC Y FOIITUX HEJ0CTaTOYHOE
YCTAaHOBKY ¥  TPOBEPKY | COOTBETCTBHE 3HAHHH, 3HAaHHH, COOTBETCTBHUE
amnmapaTHbIX, TPOTPAMMHO- | MaTepHaIy YKa3aHHBIX B | yKa3aHHBIX B | MaTepHay
aTmapaTHbIX U | JUCHMILIMHBI HWHIUKATOpaxX HWHIUKATOpaxX JHACLMILIAHEL
MPOTPaMMHBIX CPEJICTB. 3HAHMI, KOMITIETCHITHI KOMITICTCHITHI 3HAHHH,
OIIK-5.3. Bnagers: YKa3aHHbIX B | AWCLUIUIMHBIL. pucuuiuiiebl. Ho | yka3aHHBIX B
METOJaMHU YCTaHOBKH | MHIHKATOPAX Hormyckarotes JIOITY CKAIOTCS WHAUKATOpax
CHCTEMHOTI'0 W MPUKIAJHOTO | KOMIETEHITHA 3HAYUTEIIbHBIC HE3HAYUTCIIbHBIC | KOMIICTCHIUI
POTPaMMHOTO JUCIHUIUTAHEI. OIIMOKH, OIIMOKH, JUCIIUATUTHHEIL.
obecrieyeHus. MPOSBIISICTCS HETOYHOCTH,
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HEJIOCTATOYHOCTh
3HaHUil, Mo pany
nokasarejieH,
oOyJarormiics
HCIBITHIBAET
3HAYUTCIIBHBIC
3aTpyOHEHUS IPU
OTIEpUPOBAHUHT
3HAHUSMH TIPU UX
nepeHoce Ha
HOBBIE CUTYAlIUH.

3aTpyHEHUS IPU
AHAJIMTUYECKUX
oTIeparysiXx.

OIIK-7. CriocobOeH y4acTBOBaTh B HACTPOWKE U H

asajike IporpaMMHO

-alrapaTHbIX KOMIIJIEKCOB

OIIK-7.1. 3HaTs:

METOAbI Hacrpofncn, HaJlaAKH
nporpaMMHO-armapaTHbIX

KOMIIJIEKCOB.
OIIK-7.2. YMmeTh:
[IPOU3BOAUTH
HaAJIKy |

HaCTpOMKY,

TECTHPOBAHHE

MIPOTrPaMMHO-aMIIapaTHBIX

KOMIIJIICKCOB.

OIIK-7.3. Bnanets:

crocodamu

MIPOBEPKH

PpaboTOCIOCOOHOCTH
MPOrPaMMHO-aIIIaPATHBIX

KOMILICKCOB.

OO0y4atrontuiics
JEMOHCTPUPYET
IOJIHOE
OTCYTCTBHE WIH
HEIOCTAaTOYHOS
COOTBETCTBHE
Marepuairy
JHUCITATIINHBI
3HAHWM,
YKa3aHHBIX B
HHAUKATOpax
KOMIIETCHIINH
JIHUCIUILINHEL

OO0yyvaronuiics
JIEMOHCTpPUPYET
HETOJIHOE
COOTBETCTBHE
CIIE Y FOIITIX
3HAHHM,
YKa3aHHBIX B
HWHAUKATOpaxX
KOMIIETEHITAI
JUCIIUTLTHHBI,
JlomyckaroTcst
3HAYUTEIIbHBIC
OIIMOKH,
MPOSBIISICTCS
HEJI0OCTaTOYHOCTD
3HaHUil, Mo psany
rokKasareseH,
oOyJarornmiics
HCTIBITHIBACT
3HAYUTEIbHEIC
3aTpyOHEHUS IPU
OTIEPUPOBAHUHT
3HAHUSAMHE TIPU UX
nepeHoce Ha
HOBBIE CUTYAITUH.

OO0yuaronuiics
JIEMOHCTPUPYET
YaCTUYHOE
COOTBETCTBHE
CJIe Y FOIITIX
3HAHHH,
YKa3aHHBIX B
WHIUKATOpax
KOMIIETEHIIUHN
nguctuinHael. Ho
JIOTTY CKarOTCsI
HE3HAYHUTENILHBIE
OIIINOKH,
HETOYHOCTH,
3aTPYAHCHUS MPH
AHATUTUYCCKHX
oTIepaImsx.

OO0yuvaronuiics
JIEMOHCTPUPYET
IIOJIHOE
OTCYTCTBUE  WJIH
HEIOCTaTOYHOE
COOTBETCTBHEC
Marepuainy
JUCITATUTHHBI
3HAHWM,
YKa3aHHBIX B
HHAUKATOpax
KOMIIETCHIIUI
JMCIUTLIAHBL.

OIIK-8. CnocobeH pa3pabaThiBaTh aJrOpUTMbI H

MIPOTPaMMBI, IPUTOAHBIE ISl TPAKTUYECKOTO MTPUMEHEHHUS

OIIK-8.1. 3HaTs:

OIICPAMOHHBIC CHUCTEMbI U

000JI0YKH.

OO0y4atrontuiics
JEMOHCTPHUPYET
TIOJIHOE
OTCYTCTBHUE WIIN
HETOCTATOYHOE
COOTBETCTBHE
MaTepuary
JHUCIUTIINHEI
3HaHUMH,
YKa3aHHBIX B
HHIUKaTOpax
KOMITETEHIIUH
JUCLMILIAHEL

OO0yyvaronuiics
JIEMOHCTpUPYET
HEIIOJTHOE
COOTBETCTBHE

CIIE Y FOIITIX
3HAHUH,
YKa3aHHBIX B
WHAUKATOpaxX
KOMITETEHIIUMN
JTUCLUILIAHBI.
JlomyckaroTcst
3HAYUTEIIbHBIC
OIIMOKH,
TIPOSBISICTCS
HEJJ0OCTaTOYHOCTD
3HaHUil, Mo psany
noka3aTejicH,
oOyJarormmics
HCIBITBHIBAET
3HAYUTCIIbHBIC

OO0yuaronuiics
JIEMOHCTPUPYET
YJaCTHIHOE
COOTBETCTBHE
CIEIYIOLINX
3HAHWM,
YKa3aHHbIX B
MHIUKATOpax
KOMIIETEHIIUHN
ngucuurnHael. Ho
JIOTTY CKarOTCsI
HE3HAYMTEIbHEIC
OIIINOKH,
HETOYHOCTH,
3aTpyIHEHUS PU
AHAIMTUYSCKUX
onepauusx.

OO0yuaronuiics
JIEMOHCTPUPYET
[IOJIHOE
OTCYyTCTBHE WU
HEIOCTATOYHOE
COOTBETCTBHE
MaTepHany
MCIIATUIMHEI
3HaHUH,
YKa3aHHBIX B
HHIUKATOpaXx
KOMIIETEHIIU I
JACLIMIUIAHEL
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3aTpyIHEHUs MIpU
ONEepUPOBAHUU

3HAHMUSAMH TIPH UX
nepeHoce Ha
HOBBIE CUTYaIHH.

7.3.11Ikaj1a OLeHHBAHUSA Pe3yJIHTATOB IPOMEKYTOYHOM aTTECTALMU M eé

OoIucaHue.

®opmMa NpoMeKyTOUYHOI aTTecTALMHU: IK3aMeH, KyPCOBOil IPOEKT.

[IpomexyTounast arrectanus oOydaromuxcss B (opMe »SK3aMeHa MPOBOJIUTCS IO
pe3yJibTaTaM BBIITOJHEHHUS BCEX BHIOB YU4EOHOH paboThI, MPeTyCMOTPEHHBIX YUEOHBIM IJIAHOM
M0 JAHHOW MUCHUIUIMHE (MOMAYIIO), TPU 3TOM YUUTHIBAIOTCS PE3YJIbTAThl TEKYIIErOo KOHTPOIS
yCIeBaeMOCTH B TeueHue cemecTpa. OLEHKAa CTENEeHU JOCTHKEHUS O00ydaroluMucs
IUTAHUPYEMBIX PE3yJbTaTOB 00yUEHHUS M0 AUCIUILTUHE (MOIYIII0) IPOBOAUTCS MPENOaBaTEIIEM,
BEJYIIUM 3aHATUS [0 AMCLUUIUIMHE (MOAYJII0) METOIOM O3KcrepTHOW oreHku. Ilo wroram
MPOMEXKYTOUHOM aTTecTalliy MO AMCUUIUINHE (MOIYJIO) BBICTABISAETCS OIEHKA «OTIHMYHOM,
«XOPOILI0Y», «YJOBIETBOPUTEIHHO» WU «HEYA0BIETBOPUTEIBHOM.

[IpuBeneHHbIC HIKE MPaBUJIa BHICTABICHUS OILICHOK U OMO3JaHUi MOTYT OBITh U3MEHEHHBI,
€CIM TPEenoJaBaTeslb COYTET A3TO HEOOXOIUMMBIM. BakHO, UYTOOBI CTYAEHTBI pETYJSPHO
POCMaTPUBAIIH IJIaH Kypca, Bei1okeHHbIN B CJ1O, Ha mpeaMeT ero 0OHOBICHUS WIH U3MEHEHUS.

B cooTBeTcTBUM ¢ MIITaHOM AMCLUITIIMHBI CTYAEHTaM BBIJAIOTCS 3a/1aHUs Ha 1a00paTOpHbIE
pabotsl. JlabopaTtopHbie pabOThl MOTYT COCTOSITh U3 MPAKTUYECKUX 3aJJaHUI, KOTOpBIE TPEOYIOT
BBITIOJIHEHHSI pabOTHl B ayJUTOPUN YHUBEPCUTETAa W 3aJaHUN Ui CAaMOCTOSITEIIHOW palOOTHI.
[Tomumo TpeOoBaHUIl U onmucaHus 3aJaHusl B paboTe yka3aH KpailHuil cpok caauu. s coauu
1a60paTOpHOI pabOTHI CTYIEHTY HEOOXOIUMO BBITIOTHUTH MPAKTUICCKYO YaCTh B COOTBETCTBUN
C 3aJaHUEM M 3aIUTUTh paboTy. Bo Bpems 3ammrThl JabopaTopHOW pabOTHI MPENoaBaTeib
MPOBEPSET MPAKTHUECKYIO YaCTh PaOOThI M ONPAIIUBAET CTYACHTA 110 TEOPETUUECCKUM pa3zeiiaM
TeMbl J1abopaTopHOW paboThl. Ecnu cTyseHT OoTKas3bIBaeTCs OTBEUaTh HAa BOMPOCHI, WM JA€T
MOJTHOCTHIO HEBEPHBIE OTBETHI, MJIK OTBETHI HE 110 TeME, TO paboTa MOKET CUUTATHLCS CIIAHHOM, HO
[P STOM OHa OIlEHUBAETCs He BbIlie 1 Oana.

PaGora momxHa OBITH BBHIMOJTHEHA CTYACHTOM CaMOCTOSITENIbHO: HAa CHUMKAax JKpaHa
CTYJICHTA JJOJDKEH OBITh BUJEH pabOUHii CTOJI, MEHIO ITyCK ¢ 1atoi u BpemeHeM u DU O crynenra.
Ecnu 5Ti npaBuia He coOII0IAI0TCS, TO padoTa HE CYMTACTCS CAAHHOW U HE OLIEHUBACTCS.

PyGexnpie  KOHTposM  (YCTHBIM/MTUCBMEHHBIH  OMPOC) CHAOTCA B ayJAUTOPUHU
WHAWBHUIYAIBHO 110 BApUAHTY 3aJaHMs, BRIIAHHOMY IpENo/iaBaTe]eM B Ha3HaUYCHHbIe AHH. [Ipu
OTCYTCTBHHM CTYJIEHTa B JIEHb HAIHMCAaHUs KOHTPOJIbHOU pabOThI eMy pa3pelaeTcs caaTh padoTy
HAa CIIEAYIOLIEM 3aHITHH, IPU TOM CTYJIEHTY HauuciseTcs mrpad B pazmepe 1 6aia, 3a Kaxayro
HEJIEII0 MTPOCPOUKH.

Kaxxnpiii cTyneHT uMeeT mpaBo Ha 3 Heaenu omno3fanus (0e3 HauuciaeHHs MmTpadHbBIX
0ayuToB), KOTOPHIE MOTYT OBITh ITOTPAYCHBI Ha JIIOOBIE 3a/1aHKs B TeUeHHE cemecTpa. Ono3aaHus
NpeIHa3HAaYeHBl IS PEIIeHUsT OCOOBIX CHTYyallMii, TaKuX Kak OOJe3Hb WU Ype3BbIYAiHBIC
ceMeitHbIe 00CTOSITENBCTRA.

CryneHThI JOMHKHEI 3apaHee coo0IaTh O TOM, YTO y HUX MOTYT BO3HUKHYTh TPYTHOCTHU CO
CBOEBPEMEHHOI claveil 3amaHusi Win npoekrta. [Ipm Hamuyuu pealbHbIX NPUYUH 33JCPKKU
CTYJCHTaM CIIeyeT KaK MOYKHO CKOpee CBS3aThCs C MPENoAaBaTeieM U 0OCYIUTh BO3MOKHBIC
YCIIOBUSL.

K mpomexyTouHO# aTTecTaluu 10MyCKArTCs TOJIBKO CTYACHTHI, BHITIOTHUBIIINE BCE BHIbI
y4eOHOM paboThl, IPEeIyCMOTPEHHbIE paboueil MporpaMMoil MO JAUCHUUIUIMHE — BBINOJHEHUE U
3anta JIabopaTopHBIX pabOT COIVIACHO MOJYYECHHOMY 33aJaHMIO, cAaya pyOeKHBIX KOHTPOJEH
(YCTHBIX/TUCBMEHHBIX OMIPOCOB/COOECEN0BaHMIN) IO TeMaM y4eOHOT0 Kypca, BHITTOJIHCHHE TECTOB
II0 BCEM pasjieaM Kypca, BKItodass UToroBelii Tect B cucreme JIMC Mockosckoro [lonurexa c
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JOCTI)KEHUEM TOPOTOBBIX 3HAUEHHWH OIICHOK IO BCeM BHIaM ydeOHoOW pabotel. [Ipu sToM
UCINOJNb3yeTcsl 0aJlTIbHO-PEHTUHIOBAs CHCTEMA, BKIIIOYAIOIIAs CJAEAYIOIINE KPUTEPUU OLIEHKU.

Kpurepunii 3HavyeHHe KPpUTepHs

Brinmonnenue u sammra | OT 1 g0 5 OamwioB 3a Kaxayr paboTy B 3aBUCHMOCTH OT YPOBHS

J1a00paTOPHBIX PadOT B cpok. (L) | mpakTHYECKOro BBIMOJHEHHS pab0OThl M 3HAHUS TCOPETUYECKOTO
MaTepuana.

MakcumaiibHOE 3HaueHHEe KpUTepus — He Oosiee 25 6asioB.

Cnaua pyOexHbIx KoHTposer mo | Ot 1 mo 5 GayuioB 3a kaxgoe codeceioBaHNe B 3aBUCHMOCTH OT YPOBHS U
TeMaM Kypca B CPOK | 3HaHHMS TEOPETUUECKOT'0 U IPAKTHYECKOr0 MaTepHaa.
(ycTHBI/ICEMEHHBIH  ompoc/ | MakcumanbHOE 3HaYeHHE KpuTepus — He OoJee 25 0aoB.
cobecenopanme),(I)
Bremonaenne TectoB mo Temam | [To 1 Oammy 3a Kaxablii TecT, BBINOJIHEHHBIH Oonee dem Ha 70%
Kypca B cucteme JIMC(T1) MIPaBWJIBHBIX OTBETOB. MakcHUMaIbHOE 3HaUEHUE KpuTepus — He 6osee 10
OayutoB. Jlonyckaercsi 3 HONBITKH Ha KaXKABIH TECT B TEUECHHE CEMeCTpa.
Bemmonuaenue urorosoro tecta o | Ilo 1 6amty 3a kaxzasie 10% npaBUIbHBIX OTBETOB B TecTe. MUHUMaIbHOE

BCEM TeMaM Kypca B CHCTeMe | 3HaueHune Kputepuss — 7 OamioB (70% TpaBUIBHBIX OTBETOB),

JIMC (T2) MakcuMasibHOe 3HaueHue kpurepusi — 10 GamioB (100% mnpaBHIBHBIX
OTBETOB).

ITocemenue 3anstuii (V) ITo 1 Ganny 3a MpUCYTCTBUE CTYAEHTA Ha KAXIOM 3aHsATHH (2 ak. yaca)

MaxkcumanbHOe 3HaueHue Kpurepus — 30 0auioB.
Koaddunuent caannbix padot | Koaddunuenr pasen 1, ecimu Bce paboTsl (j1abopaTopHbie pabOTEHI,

(K) pyOexHbIe KOHTPOJIH, TecThl) cianbl 1 0 ecnu XoTs Obl oxHa paboTa He
caHa.

Pacuer urorosoro 6ama (F) F=(L+I+T1+T2+V)*K

Beimonnenne sxk3aMeHaiioHHoro | IIpu BBIOOpE CTYAEHTOM BBIIOJIHEHHMS 9K3aMEHAIIMOHHOTO 3aJaHus OaslIbl

3a7aHus HaOpaHHbBIE B TEYCHUH ceMecTpa oOHyIsoTcs. MakcuMallbHOe 3HaYeHne

kputepust — 100 6ayoB.

Ouenka no 6a/JJIbHO-PeiiTHHIOBOI cucTeMe | OuEeHKA M0 UTOTOBOI aTTeCTALUU
0...60 HeynoBneTBOpUTEIEHO

61...75 Y 10BIETBOPUTETHHO

76...90 Xoporio

91...100 OtandHo

IlIkaJjia oneHNBaHNA Onucanne

OtnuyHo CpenHee 3HaueHHE Ml BceX (OPMHUPYEMBIX Ha MOMEHT IPOBEACHHS aTTECTALUH
YPOBHEH KOMIIETEHITUH — 5. BRITIOTHEHBI Bce BUIBI y9eOHOH pabOTHI, IpeTyCMOTPEHHEIE
y4eOHbIM Tu1aHOM. CTy/IEeHT IEMOHCTPUPYET COOTBETCTBUE 3HAHUH, YMEHHH, HAaBHIKOB
NIPUBEICHHBIM B TaOJHMIAX ITOKa3aTeNel, ONepupyeT MpUOOPETEHHBIMU 3HAHHUAMH,
YMEHUSIMHU, HaBBIKAMH, IPUMEHSET MX B CUTyalUsAX MOBBIMIEHHOH cioxHOCTH. [Ipm
3TOM MOTYT OBITH IONYIIEHBI HE3HAYUTENbHBIC OMINOKH, HETOYHOCTH, 3aTPYJHEHHS IPH
aHAJIMTUYECKUX OMNEpaIuaX, MEePEeHOCe 3HAHWI M yMEHHWH Ha HOBbIC, HECTaHJApTHbIC
CUTYAIIH.

Xoporio CpenHee 3HaueHue sl BceX (QOPMHUPYEMBIX Ha MOMEHT IPOBEJACHHS aTTEeCTALHH
YPOBHE# KoMIieTeHIH — 4. BbINonHeHbI Bce BUIbI yueOHON pabOoThL, PE1yCMOTPEHHbIE
y4eOHbIM MIaHoM. CTyAeHT JEeMOHCTPUpPYET HENOJHOE, NMPaBUJIBHOE COOTBETCTBHE
3HAHWH, yMEHHH, HaBHIKOB NPHUBEJCHHBIM B TabJMIaxX IMoKas3areliei, 1100 eciau mpH
9TOM OBUIM JIONYIIEHBI 2-3 HECYIIECTBEHHbIE OIINOKH.

Y 10BIETBOPUTENTBHO Cpennee 3HaueHHE ISl BceX (OPMHUPYEMBIX Ha MOMEHT IPOBEACHHS aTTECTALUH
YpOBHEI KOMIEeTeHIINH — 3. BBINIOTHEHBI Bce BU/IBI y4eOHOH paboThI, IPEayCMOTPEHHbIE
y4eOHbIM TIaHOM. CTyAEHT IEMOHCTPHPYET COOTBETCTBHE 3HAHMH, B KOTOPOM
OCBeEIlIeHa OCHOBHAsI, HanOoJIee BakKHas YaCTh MaTepHaia, HO IIPH 3TOM JIOITyIIeHa OJJHA
3HAYUTEIbHAs OIINOKA MM HETOYHOCTb.

HeynosnerBopurensHo | He nocTuruyTo moporosoe 3HaueHHe XOTs OBl JUI1 OZHOTO YPOBHSA (OPMHPYEMBIX Ha
MOMEHT IIPOBEJECHUS aTTeCTalluy KoMneTreHuuil. He BbINoNHEH onuH uian 6onee BUIOB
y4eOHOi paboThl, MPEeXyCMOTPEHHBIX Y4eOHBIM IUTaHOM. CTyAEHT AEMOHCTPHPYET
HEIOJIHOE COOTBETCTBHE 3HAHWM, YMEHHH, HaBBIKOB NPUBEICHHBIM B Ta0JUIax
MoKasaTeJiel, I0MyCKalOTCs 3HAYNTEIIbHbIC OLIMOKH, MPOSBIISIETCSI OTCYTCTBHE 3HAHUIA,
YMEHHUH, HaBBIKOB 10 psAy IIOKa3aTened, CTYICHT MWCHBITBIBACT 3HAYUTENbHBIC
3aTpyAHEHUs NIPU ONEPUPOBAHUY 3HAHUSMH U YMEHHMSMU MPHU UX MEPEHOCE HAa HOBBIE
CUTYaIUH.
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7.4.0nucanus nokas3arejeidl OeHNBAHUS M KPUTEPHEB OLIEHMBAHUS

KOMIIEeTEeHIIN I
B mpouecce ocBoeHMsS JaHHOW TUCHMIUIMHBI CTYyAE€HT (OPMUPYET U JEMOHCTPHUPYET
CJ'IG,HYI-OIJ_II/IG O6H.I€Hp0(1)eCCI/IOHaJ'ILHBIC KOMIICTCHIIUN

Komnerenuuu Crenenn
TexHoJi0rUs ®opma N
Ilepeuenn YPOBHeii
¢dopmMupoBaHUs | OLIEHOYHOTO
HNupexe | Unpekc KOMIIOHEHTOB . «% | OCBOEHHS
KOMIIeTeHmii cpeacrTsa N
KOMIIeTeH UM
OIIK-5 Criocoben OIIK-5.1. 3HaTs: JlabopaTopHbie YO BA30BBIN
WHCTAJUINPOBAaTh | OCHOBBI CHCTEMHOTO | paboTHl, I YPOBEHD:
[pOrpaMMHOE M | aJIMUHUCTPUPOBAHMS. | CAMOCTOSITeNIbHAS | DK3aMeH CocoOHOCTH
arnmnaparHoe OIIK-5.2. Ymers: pabota BBIINIOJIHSATh
obecnieueHre AJS | BBIOJTHATH MTOJTyYCHHOE
WHPOPMALMOHHKI | MOAKIIOYCHHUE, 3aaHue,
X U | YCTAaHOBKY u TIPUMEHSS
aBTOMAaTH3UPOBAH | IPOBEPKY MIOJTyYCHHEIC
HBIX CHCTEM amnmapaTHbIX, 3HaHUE u
MIPOTrPaMMHO- YMEHUS Ha
arnmapaTHbIX u MPaKTHKE,
MIPOrPaMMHBIX BIIAJCTh
CPENCTB. COOTBETCTBYIOI]
OIIK-5.3. Bnanets: MU
METOJIaMU yCTaHOBKH HMHUKATOpaMu
CHUCTEMHOTO u KOMITETEHIIUH
MIPHUKIIATHOTO npu
MIPOrPaMMHOT0 BEITIOJTHCHUH
olecrieueHns. 3aaHus.
OIIK-7 Cnocoben OIIK-7.1. 3natsb:
y4acTBOBaTh B | METOABI HACTPOMKH, HHPOABUHYT
HacTpoiike U | Hamagku bl YPOBEHD:
HaJaJKe NPOrpaMMHO- Croco6HOCTh
IIpOrpaMMHO- anrapaTHbIX BBIITOJIHATD
anmnapaTHbIX KOMILIIEKCOB. HNOIYy4ECHHOC
KOMILIEKCOB OIIK-7.2. YMmerTs: 3aaHuC "
MIPOU3BOJIUTH peuare
HaCTpOI;‘IKy, HAJIAKy CaMOCTOSATECIIbH
u TECTHPOBAHUE 0
MIPOrPaMMHO- cpopmupoBaHH
anmnapaTHbIX bIC 3aja4u,
KOMILIEKCOB. [IPUMEHSIA
OIIK-7.3. Bnanets: MOJIy4CHHBIC
croco0amMu MpOBEPKH 3HaHUE u
paborocniocobHOCTH yMeHus Ha
NIPOrPaMMHO- NPAKTHKE.
arnmnapaTrHbIX YBepenHo
KOMILJIEKCOB. BIIAZICTh
OIIK-8 Criocoben OIIK-8.1. 3HaTs: COOTBCTCTBYIOIL
pa3pabaTeIBaTh ONEPaLMOHHbIE nMHu
aNrOPUTMBI U | CHCTEMBI U 000JIOUKH. HHMKaTOpaMH
IIPOTPaMMBl, KOMIIETECHIIUHN
NPUTOAHBIE IS 1pH
MIPAKTUIECKOTO BBIIIOJIHCHNH
NPUMEHEHUSA 3aaHuA,
KOMOWHHUPOBAThH
UX MeXIy coboit
u c
HMHIUKATOpaMu
TPYTHX
KOMITETEHINI
Juis
JTOCTIDKEHUS
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MIPOEKTHBIX
pe3yIbTaToB.

**_ CokpamieHns: (opM OIICHOYHBIX CPENCTB CM. B mprioxxeHnu 2 k PIT.

7.5.9K3aMeHallHOHHOE 3a/IaHUeE.

CDopMa OK3aMCHAIIMOHHOI'O 3aJaHus BI:I6I/IpaeTCSI npenoaaBaTejicM U YTBCPIKAACTCA Ha
3acenanny Kadeapsl. DK3aMEeH MOXKET MPOXOJNUTh B CIEIYIOMUX (GOpMax U C MCIOJb30BaHUEM
CIIEAYIOLINUX OLUEHOYHBIX CPEICTB.
Dopma IIpeacraBiaenne oneHo4YHoro cpeacrsa B ®OC
YcrHas. BaHK KOHTpPOIBHBIX BOIIPOCOB, COOTBETCTBYIOUINX OTACIHHBIM T€MaM AUCIUIUINHEI (cM. 1. 4
HACTOSIIETO JOKyMEHTa). Bompockl (GopMupPYIOT 5SK3aMEHAIIMOHHBIH Omier (cM. HIKe),
COCTOSIIITMA M3 TEOPETUYECKUX BOMPOCOB M MPAKTUYECKUX 3aJaHWN (THIIOBBIE NMPAKTHYECKHE
3aMaHusl TPEJCTAaBICHB HIDKE). DWIeTel, BKIIIOYAas BONPOCHI W NPAaKTHYECKHWE 3aJaHus,
(hopMupyIOTCSl TIpEeroiaBaTesieM U YTBEPXKAAIOTCS Ha 3acenaHuu kadenpsl. B HUX MOryT ObITh
BKJIIOYCHBI JOMOJIHUTCIIBHBIC KOHTPOJIbHBIEC BOIIPOCHI U 3aJlaHusd, HE Tpe6y10ume Y CTYACHTOB
HaJIM4Msi He (OPMHUPYEMBIX JaHHOHM JMCIMIUIMHON KOMIETEHIMH WM 0Oojiee BBICOKHX ITaIloB
copmupoBaHHocTH popmupyembIx. Jlst OTBeTa Ha KaKIblii BONIPOC M AJIsI PELICHHs JII0O0To
MPaKTHYECKOTO 3aJaHusl CTYJIEHT JOJDKEH HaXOJHUTCS Ha TpeOyeMoM JUIsi JaHHOHM JMCHWILTHHE
ypoBHE C(HOPMUPOBAHHOCTH BCEX COOTBETCTBYIOIIMX €l KOMIIETEHIMI: KaXKIblii BOIIPOC H
3aJjaHne TPOBEPSIET YPOBEHb CHOPMUPOBAHHOCTH BCEX COOTBETCTBYIOMINX JAHHOW JHCIUILIINHE
KOMITETEHIIUH.
[MucepmenHas. | OUEHOYHOE CPENCTBO TIONHOCTBIO COOTBETCTBYET OIICHOYHBIM CpEACTBAM YCTHOH (DOpMEI
3a/IaHmsL.

7.6.Cniicok IK3aMEHAIlMOHHBIX BOIPOCOB.

1. UacTpymenTsl xakepa: MHCTpyMeHTBI TpoBeAieHus atak. Kareropuu atak st B3JioMa
CETH.

2. PacnpocTtpaHeHHbIe THUIBI (KaTErOPUM) CETEBBIX aTakK. TeXHUKU DPa3BebIBATEIbHBIX
atak. [lpuumHBl arak Ui NoJlydeHHs JAocTyna. Tumbl artak Juisd IOJy4YEHHUs JOCTYyIa.
HNHCcTpyMeHTBl couuanbHOM uHkeHepuu. OCHOBHBIE THUIIBI aTaK «OTKa3 B OOCIYXHBAaHUN.
Haubonee nonynspusie Tunsl DoS-atak. DDoS-artaku.

3. VYcrpaHeHue TUOMYHBIX ceTeBbIX arak. a3l HeMTpanuzanuu uvepBa. CrocoObl
HeMTpanu3anuu pa3BebIBaTeNbHBIX aTak. CrocoObl HEWTpanu3aluu aTtak A HOJy4YeHHs
noctymna. CocoOs! HelTpanu3anuu DoS-aTak.

4. Crpyktypa 3amuthl cereBoi miardopmbl Cisco. DyHKIMM 3aIIUTHl MIOCKOCTH
ynpasiaeHusi. OyHKIUM 3allUThl IUIOCKOCTH MEHEIKMeHTa. DYHKIMM 3alUThl IUIOCKOCTU
JAHHBIX.

5. I'parnunbiil MmapmpyTtusarop. [1oaxoasl k 3auTe rpaHUYHBIX MapIIPYTH3aTOPOB. TpH
o0acTy 3alluThl MapuIpyTU3aTopa. 3ajaud Mo 3allUTe aAMMHUCTPATHUBHOIO aocTymna. Mepsl
IPEIOCTOPOKHOCTHU MpU OE30MIACHOM JIOKATBHOM U YJAJIEHHOM JIOCTYIIE.

6. PexoMeHanuy 1Mo HaJEKHBIM MApOJAM. AJITOPUTMBI X3IIMPOBAHUSA Mapojs Secret.
3amuTa 10CTyna K JUHUH.

7. KonduryprpoBaHue ycoBepIIEHCTBOBAHHBIX (DYHKIIUIA.

VYcoBepiIeHCTBOBaHKE Ipoliecca Bxoja B cucteMy. DYHKIMM pPacHIMPEHHOTO BXOJa B
cucremy Cisco 10S.

Bruttouenne pacmmpeHHbIX QyHKIUH Bxona B cuctemy. Komannaa login block-for.

Koman i1, moMoratomue oOHapy>KUTh HeyJauHble MOMBITKH BXO/Ia.

8. Kou¢wurypupoanme SSH. TpeOoBaHus K MapmipyTH3aTopy Uisi oOecredeHHs
noanepxku SSH. Ilaru nns nactpoiiku SSH

9. Ha3znaueHne afiMUHUCTPAaTUBHBIX poJiel. J[Ba ypoBHS JocTyna K KoMaHaM. 16 ypoBHei
npuBwiIeruii. OrpaHn4YeHysl ypoBHEN NIPUBHIIECTHH.
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10. Kondurypuposanue CLI Ha ocHoBe poneil. [Ilpeumymiectsa nocryna k CLI Ha ocHOBe
poueit. [IpencraBnenust KOMaH 1 Ha OCHOBE posieil. OCOOEHHOCTH CYTNEepIPEACTaBICHHUS.

11. 3ammra daitnoB xoHpurypamuu u obpaza Cisco IOS. Cpenenuss 006 ycroiumBon
koH(purypamuu Cisco 10S. Komanma 3ammutel obOpaza IOS wu  BrimodeHust (QyHKIUN
oTkazoycroituuBoctu obpaza Cisco 10S.

12. 3ammra ynpaBiieHHSs U OTUYETHOCTH. OmpelesieHre TuIa AO0CTyNa yIpaBJCHHUS.
BuyTtpunonocHoe ynpasienue. Buenonocnoe ynpasieaue (OOB). OcoGeHHOCTH BHETIOTIOCHOTO
(OOB) ynpasnennsi. OCOOEHHOCTH BHYTPHUIIOJIOCHOTO YIIPaBICHUS

13. Hcnonb3oBanue cucreMHoro xypsaia (Syslog) ans 3ammrtel cetu. OCHOBHBIE
GyHKIIMH CEpBHUCA BEICHUSI CHCTEMHOTO KypHaia (syslog). Micrionp3oBaHne CUCTEMHOTO KypHajia
(Syslog). YpoBuu onacnoctu Syslog-coo6mienus. Tumbl cucrem Syslog.

14. Wcnonw3oBanue mpotokosa SNMP nmnga 3ammtsel cetu. OCHOBHBIE CBEICHUS O
nportokose SNMP. Dnements! cucremsl SNMP. Bepcuun nporokona SNMP. Mogenu u ypoBHu
6e3onacHoctT SNMP. VszBumoctn SNMP. Oyuknnn 6e3omacaoctn SNMPv3.

15. Ucnons3zoBanue NTP. Haznauenue nporokosna cereBoro Bpemenu. Cepsep NTP.

16. BeimonHenue ayauta 6e3omacHocTH. PexomeHaanuu mo HAaCTPOWKE MPOTOKOJIOB U
CEPBHCOB

17. IlocnenctBus cypuHra HHPOPMAIIMK O MaPIIPyTH3AUH

18. Dkcrutyaranus ceTeBbIX ycTpoHcTB. ITakeTsl iiockocTy naHHBIX. [lakeTsl mockoctu
ynpasieHus. [lakeTsl IIIOCKOCTH MEHEIKMEHTA.

19. Komnonentst AAA. Pexxumbl (MeTobl) ayTeHTU(DUKAaIuU. ABTOpHU3anus. Yuer. THrbl
y4eTHOU HH(pOpMaIIHH.

20. XapakTepuCTUKH JOKaIbHOM ayTeHTH(GuKanmun AAA. [llaru no HacTpolKe JTIOKaJIbHON
ayTeHTHUKan AAA.

21. Xapakrepuctuku cepepHoro pemeHus AAA. Illarm 1o HacTpoiike cepBEpHOM
ayreHTH(UKauu AAA.

22. CpaBaenne TACACS+ u RADIUS. Ocnoublie xapakrepuctuku TACACSH.
OcnoBubie xapakrepuctuku RADIUS. Dransr mporecca ayrentudukammn TACACS+. Drams
nporiecca ayreHTupukanun RADIUS.

23. Ilarum mnpouexypbl HAacTpoWkH cepBepHOM ayTreHTU(ukauuun AAA. CepBepHas
aBTopu3auus u yuetr AAA.

24. CuHTakcuC KOMaHJ HAaCTPOWKHM CTaHAapTHOro HymepoBaHHoro cnucka ACL.
CuHTakcHc KOMaH]l HACTPOMKH HyMepOBaHHOTO pacirpeHHoro cnucka ACL.

25. CuHTaKcUC KOMaHJ HAacTpONKM MMEHOBAaHHBIX CTAaHAAPTHBIX WM PacCIIUPEHHBIX
cinuckoB ACL. CunTakcuc koMana Juist npumenenus cnrcka ACL k uHtepdeiicy uim K JTUHUAM
VTY.

26. VYkazaHus mno HacTpoilke u mnpuMmeHeHuro cnuckoB ACL. PenakrupoBanue
cymectByromux cnuckoB ACL. [TopsnkoBbie Homepa u ctannapTHble ciucku ACL.

27. Cunrakcuc komanzabl Hactpoilku ACL-cnmucka IPv6. CuHTakcuC KOMaHIbl st
npumenenuss ACL-cnmcok IPv6 k unrepdeiicy. Ykazanus no HacTpoiike u npumeHeHno ACL-
cruckoB [Pv6.

28. OmnpeneneHne MeXCeTeBbIX 3KpaHOB. lIpenMyinecTBa U OrpaHUYEHUS MEKCETEBBIX
9KPaHOB.

29. Tunsl MexCeTeBbIX 3KpaHOB. [IpenMyiiecTBa u OrpaHMYEHUS] MEKCETEBBIX SKPAHOB C
GuibTpanuei nakeTos.

30. MexceTreBble dKpaHbl ¢ COXpaHEHMEM cocTosHuUA. [IpeumyrnecTBa U orpaHUYEHUs
MEXXCETEBBIX IKPAHOB C COXPAHEHHEM COCTOSHUSI.

31. [IpuHIMT pabOTHI KITACCHYIECKOTO MEKCETEBOTO IKPaHa.

32. Cuctembl oOHapysxeHust BropskeHuit (Intrusion Detection Systems, IDS). Cuctemsl
npenoTepanienns Bropxkenuii (Intrusion Prevention Systems, IPS). [IpenmyiecTBa u HegocTaTKA
cucteM IDS. [Ipeumymiecta u Hepocratku [PS.
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33. XocroBasa peanuzauus IPS. IlpenMymiectBa 1 HEAOCTATKM XOCTOBOHM pean3aliuu

cucteMsl [PS.

34. CereBas peanmusanust IPS. IlpenMymiectBa M HENOCTAaTKM CETEBOM pealn3alluu

cucteMsl [PS.

35. Xapakrepuctuku curHaryp ais IPS-cucrem: aTpuOyTsl CUTHATYp, TUIIBI CUTHATYD.
36. Curnansl (Tpurrepsl) TpeBoru curHatyp IPS. CpaBHeHHE TpUTTEPOB CUTHATYP.

37. O6HapyKeHUe Ha OCHOBE I1abJIoHa.

38. O6HapyKeHre Ha OCHOBE aHOMAJIUH.

39. O6HapyeHHe Ha OCHOBE MOJIUTUK M 0OHapyxkeHue ¢ nmomoinbsio Honey Pot.

40. MexaHU3Mbl THULIIMMPOBAHUS CUTHAJIIOB TPEBOTH.

41. letictBusa curnaryp IPS.

42. Kareropuu aTak Ha KOMMYTaTOPBI.

43. Ilpumep pabotsl Tabmumbl CAM. Ataku Ha Tabnuiy CAM.

44. Hetitpanmmzanus atak Ha Tabauiel CAM. 3ammuTa moptoB. BriroueHue onmmii 3amuThl

IIOPTOB.

45. PexxuMbl HapylIeHus 3aUThl TOPTOB. CpaBHEHUE PEKUMOB HAPYIICHUS 3alUTHI.

46. Araku nepexona (Hopping) VLAN.

47. Ataka c noiiHbIM TerupoBannemM (Double-Tagging) VLAN.

48. Heitrpanuszanus arak nepexoga VLAN.

49. Cnyunr DHCP.

50. Ucromenune DHCP.

51. Cnydunr ARP u ARP Poisoning.

52. Cnypuar MAC-aapecos.

53. [IpoTOKOI CBA3YIOWIETO AepeBa. ATaKu MyTeM MaHUmyasauuii STP.

54. OcHOBHBIC 3a/lay¥l 3alIUTHl OOMEHAa MaHHBIMU: AyTEHTU(MUKAIHS, [EIOCTHOCTh U

KOH(UIEHIINATIBHOCTb.

55. Kpunrorpadguueckas xenr-pyHKIus.

56. CoiicTBa Kpunrorpaguueckoi Xen-QyHKIn

57. Anroputm xemupoBanust Message Digest 5

58. Ayrertudukarnms ¢ nomorpio anropurMa HMAC. Ko ayreHTHhUKanny cooOmeHus

Ha ocHoBe xemI-¢pyHkimu (Keyed-Hash Message Authentication Code, HMAC).

CCTH.

59. MeTouKu TeCTHPOBaHUsI 0€30MMaCHOCTH CETH.

60. Ilepeyens 3a1a4 MO TECTUPOBAHHIO U OIICHKE OE30MAaCHOCTH CETH.
61. Tumnsl cEeTEBBIX TECTOB.

62. [IlpuMeHeHue pe3ynbTaToB TECTUPOBAHUS CETH.

63. lHCTpYyMEHTBI TECTUPOBAHUS OE30MTACHOCTH CETH.

64. IHCTpYMEHTBI TECTUPOBAHUS CETH.

7.7.11puMepHBbIii CIUCOK BOMPOCOB /IJIs1 KOHTPOJILHBIX py0e:xeld u

3aIIUTHI JJA00PATOPHBIX PadoT
Tema 1
1. UncTpymenTsl xakepa: MHcTpyMeHThI npoBeaeHus aTak. Kareropuu arak ans B3iaoma

2. PacnpocTpaHeHHbIE TUIBI (KaTErOPUM) CETEBBIX aTak. [e€XHMKHU pa3BeAbIBATEIbHbBIX

atak. [IpmumHbBl arak Ui mnoJlydeHHs JAocTyna. Tumbl arak Juid IOJYy4YEHHUs JOCTYyIa.
WNHcTpyMenTsl couunanbHOM HHKeHepuH. OCHOBHBIE THUIBI aTaK «OTKa3 B OOCIYKUBAaHUUY.
Haubonee nonynspusie Tunsl DoS-atak. DDoS-araku.

3. VYcrpaneHue TUNMYHBIX ceTeBbIX arak. a3l HeWTpanuzanuu uvepBa. CrocoObl

HEUTpanu3auu pa3BeapIBaTeNbHBIX aTak. CrnocoObl HEWTpanu3aluu aTak JUisl TMONyYeHHUs
noctymna. CrocoOs! HelTpanu3anuu DoS-aTak.

4. Crpyktypa 3amuthl cereBoi muardopmbl Cisco. DyHKIMM 3aIIUTHl MIOCKOCTH

YHPpaBJICHUA. q)}IHKHI/II/I 3alllUThl IINIOCKOCTH MCHCIKMCHTA. CDYHKHI/II/I 3allUThI IIJIOCKOCTH
JaHHBIX.
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Tema 2

1. I'pannusbiii MmapmpyTuzaTop. [loaxoas! k 3anuTe rpaHUYHBIX MAapUIPYTU3aTOPOB. Tpu
00J1acTH 3aIlUTHl MapUIpyTU3aTopa. 3aladyd IO 3allUTe aAMUHUCTPATHBHOIO JaocTymna. Mepsl
MPEIOCTOPOKHOCTHU MpU OE30MACHOM JIOKATHHOM U YJAJIEHHOM JIOCTYIIE.

2. PekoMeHlalluM MO HAJEKHBIM MapoisiM. ANTOPUTMBI X3IIMPOBaHUS mapois Secret.
3amuTa 10CcTymna K JMHUU.

3. KondurypupoBaHnue ycoBepIIEeHCTBOBAHHBIX (DYHKITHIA.

VYcoBepiieHCTBOBaHUE Tpoliecca BXxoja B cucteMy. DYHKIMHM pPacCIIMPEHHOTO BXOJa B
cucremy Cisco 10S.

Bxmrouenune pacmmpeHHbIx QyHKIui Bxona B cuctemy. Komanna login block-for.

Komanel, moMmoraromue oOHapy>KUTh HEYyJauHble OMBITKA BXO/IA.

4. KondurypupoBanue SSH. TpeOoBaHus K MapumipyTuzaTopy isd OOCCICUCHHS
noanepxku SSH. Ilaru nns nactpoiiku SSH

5. Ha3zHaueHue aMUHUCTPATUBHBIX posiel. /[[Ba ypoBHs H0CTyIa K KoMaHAaM. 16 ypoBHei
npuBwieruii. OrpaHn4eHyst ypoBHEH NIPUBUIETHI.

6. Konpurypuposanue CLI Ha ocHoBe poseid. [IpenmymiectBa qoctymna k CLI Ha ocHOBE
poneii. [IpeacraBnenns koMan Ha OcHOBe pojieil. OCOOEHHOCTH CynepIpeCTaBICHHUS.

7. 3amuta (daitmoB koHdurypamuu u oodpaza Cisco IO0S. Ceeaenuss 006 ycToHYMBOi
koHpuryparmu Cisco [10S. Komanma 3ammurer obpaza 10S u  BkmoueHus (yHKIHMU
oTkazoycTtoiunBoctu oopasa Cisco 10S.

8. 3ammra ynpasineHus M OT4eTHOCTH. OnpeleneHue TUIa IOCTyla YIIPaBJICHUS.
BryTtpunonocnoe ynpasnenue. Buenonocnoe ynpasienrne (OOB). OcoOeHHOCTH BHEIIOJIOCHOTO
(OOB) ympasnenust. OCOOEHHOCTH BHYTPHUIIOIIOCHOTO yIIPaBICHUS

9. Ucnonp3oBanue cucteMHOTO XypHana (Syslog) ans 3amutel cetn. OCHOBHBIE (DYHKITUH
cepBHca BEJICHUSI CUCTEMHOT 0 XKypHaia (syslog). Mcnonp3oBanue cucteMHoro xypHana (Syslog).
YpoBuu ontacHocTH Syslog-coobmienus. Tumsr cuctem Syslog.

10. Ucnonw3oBanue npotokosa SNMP mns 3aummrsl cetu. OCHOBHBIE CBEICHHS O
npotokosie SNMP. Dnements! cucrembl SNMP. Bepcuu nporokona SNMP. Moaenu u ypoBHu
6e3omacnoctrt SNMP. Vs3zsumoctu SNMP. @ynkinu 6e3omacnoct SNMPv3.

11. Ucnions3zoBanue NTP. Haznauenue nporokosna cereBoro Bpemenu. Cepsep NTP.

12. BeimonHeHne ayauTa 0€30MacHOCTH. PexomMeHnanuu mo HacTpoWKe MPOTOKOJIOB U
CEPBHCOB

13. TlocnenctBus cnyguara nHGOPMAIUU O MAPLIPYTU3ALIUN

14. Dxcrutyatauus ceTeBbIX ycTpoHcTB. [TakeTsl miiockocTu naHHBIX. [lakeTsl mockocTu
ynpapneHus. [[akeTsl TNIOCKOCTH MEHE)KMEHTA.

Tema 3

1. Komnonentsr AAA. Pexumbl (MeTobl) ayTeHTU(DHUKAIINN. ABTOpHU3alus. Yuer. Tumsl
y4eTHOH uH(popMaIum.

2. XapaktepucTUKH JoKanbHOU ayTeHTUQuKaun AAA. Illaru no HacTpoiike T0KaIbHOM
ayreHTH(UKanuu AAA.

3. Xapakrepuctuku cepBepHoro pemenus AAA. Illarm mo HacTpoiike cepBepHOU
ayreHTH(UKanuu AAA.

4. CpaBaenne TACACS+u RADIUS. OcHoBHble xapaktepuctuku TACACS+. OcHOBHBIE
xapakrepuctuku RADIUS. DOtansl npouecca ayrentuduxanuun TACACS+. Dranel nporecca
ayreHtudukanuu RADIUS.

5. Hlaru npouexypsl HacTpoilku cepBepHoi ayreHTUukauun AAA. CepBepHas
aBTopu3auus u yuetr AAA.

Tema 4

1. CuHTakcuC KOMaHJ HAacTpPOMKM CTaHJIApTHOro HyMmepoBaHHoro cmucka ACL.
CuHTakcHuc KOMaHJ HaCTpOMKHU HyMepOBaHHOTO paciunpeHHoro cnucka ACL.

19



2. CuHTakcuC KOMaHj HACTPOWKHM WMEHOBAHHBIX CTAHJAPTHBIX WU PACIIUPEHHBIX
criuckoB ACL. CuHTakcuc koMan st npuMenenust cnucka ACL k unTtepdeiicy uim K JTUHUSM
VTY.

3. VYkazaHuda 10 HacTpoiike u mnpumeHeHuto cruckoB ACL. PenaktupoBaHue
cymecTtByromux cnuckoB ACL. IlopsnkoBeie Homepa u ctanaapTHble ciucku ACL.

4. Cunrakcuc komanzabl HacTpouku ACL-cniucka [Pv6. CuHTakcuc KOMaHAbI IS
npumeHenuss ACL-cnucok IPv6 x unrepdeiicy. Ykazanus no Hactpoiike u npumenennto ACL-
criuckoB [Pv6.

5. OmnpeneneHue MeXCETEBBIX JKpaHOB. lIpenMyiecTBa M OrpaHMYEHUs] MEKCETEBBIX
9KpaHOB.

6. Tunbl MexxceTeBBIX 3KpaHOB. [IpenmyiiecTBa 1 OrpaHUYEHHS] MEXKCETEBBIX IKPAHOB C
bunpTparmeit makeTos.

7. MexcereBble dKpaHbl C COXpAaHEHHEM cOCTOsHHUA. lIpenMyiecTBa M OrpaHUYEHHUS
MEKCETEBBIX SKPAHOB C COXPAaHEHHEM COCTOSIHUS.

8. IIpuHIMI paboThI KJIACCHYECKOTO MEKCETEBOT0 3KpaHa.

Tema 5

1. Cuctemsl obHapyxxenusi Bropxkenuii (Intrusion Detection Systems, IDS). Cuctemsi
npeaoTBpainieHus BropxkeHui (Intrusion Prevention Systems, IPS). [IpenmymiectBa n HemoCTaTKH
cucteMm IDS. IIpenmymectsa u Hepocratku IPS.

2. XocroBas peanmuzauusi IPS. IlpenmyinecTBa M HEIOCTAaTKM XOCTOBOW peau3aiiuu
cucrtemsl [PS.

3. CereBas peanmm3zanus [PS. [IpeuMyniecTBa 1 HEIOCTATKX CETEBOM peaan3aliy CUCTEMBI
IPS.

4. XapaxkTepucTuku curHaTyp A [PS-cucrem: atpuOyThl CUTHATYpP, THITBI CUTHATYP.

5. Curnansl (Tpurrepsl) TpeBoru curatyp IPS. CpaBHeHue TpurrepoB CurHaryp.

6. O0HapyXeHHE Ha OCHOBE MIA0JIOHA.

7. OOHapy>keHue Ha OCHOBE aHOMAJIHH.

8. OOGHapy>keHHEe Ha OCHOBE TOJIUTUK U 0OHapy)eHue ¢ momoibio Honey Pot.

9. MexaHu3Mbl UHUITMHUPOBAHUS CUTHAIOB TPEBOTH.

10. JetictBus curnaryp IPS.

Tema 6

1. Kareropuu atrak Ha KOMMYTaTOPBI.

2. ITpumep pabotel Tabauisl CAM. Ataku Ha Tabnuy CAM.

3. Helitpanuzauusa arak Ha Tabnuusl CAM. 3amuTa nopToB. BriatoueHue onuuil 3aiuThsl
MOPTOB.

. Pexxumbl Hapy1ieHust 3auThl OpToB. CpaBHEHHUE PEKUMOB HaPYIIECHUS 3a1UTHI.
. Ataku nepexona (Hopping) VLAN.

. Ataka c nBoiiHeIM TerupoBanueM (Double-Tagging) VLAN.

. Helitpanu3zauus arak nepexoaa VLAN.

. Ciy¢uar DHCP.

. Uctomenne DHCP.

10. Ciypunar ARP u ARP Poisoning.

11. Cnypuar MAC-aapecos.

12. IIpoTOoKO CBA3YIOLIETO JiepeBa. ATaku myTeM MaHumysauuid STP.

Tema 7

1. OcHoOBHBIE 3a7a4Ml 3alIUThl OOMEHA NTAHHBIMH: ayTEHTHU(HKAIKSA, IEIOCTHOCTh M
KOH(UACHIIMATHEHOCTb.

2. Kpunrorpaguueckas xen-(pyHKIus.

3. CaoiicTBa Kpuntorpaduyeckoil xenr-GyHKuuu

4. Anroputm xemurpoBanus Message Digest 5

5. Aytentuduxarus ¢ nomoiuisio anroputMa HMAC. Kog ayrentudukanmu coobmeHus
Ha ocHoBe xenI-¢pyaknnu (Keyed-Hash Message Authentication Code, HMAC).

O 0 31 O\ D K
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Tema 8

1. Metoauku TecTUpOBaHUS OE30MTACHOCTH CETH.

2. [lepedens 3a1a4 M0 TECTUPOBAHUIO U OIICHKE 0€30MTaCHOCTHU CETH.
3. TuIBI CETEBBIX TECTOB.

4. IlpumeHeHue pe3ysIbTaTOB TECTUPOBAHUS CETH.

5. MHCTpYyMEHTBI TeCTUPOBaHUS OE30MTaCHOCTH CETH.

6. UHCTpyMEHTBI TECTUPOBAHUS CETH.

7.8.1Ipumep u3 Tecta B cucreme JIMC.

IIpaBuna kontpois gocryna (ACE). BeiGepuTe npaBuiibHbIC YTBEPKACHUA:

MOPSIZIOK TIPaBWJI MMEET OOJbIIoe 3HaueHue, Tak Kak oOpaborka ACL-crnuckoB
BBITIOJIHSIETCS CBEPXY BHU3

tonbko omauH ACL paspemieH [uist Kaxaoro uHTepdeiica, s KakJIoro MPOTOKONa, B
Ka)/IOM HalpaBJCHUU.

HOBBIE NpaBuia A cymecTBytoniero cnucka ACL 100aBisioTcs M0 yMOJYaHUIO BHU3
crucka ACL

TeHEepHpYEMbIe MapUIpyTU3aTOpOM TakeTsl He GuibTpytorcss wucxomimmmu ACL-
CHHMCKaMHU

crannaptable ACL-cnivcku cnenyer pa3menaTs Kak MOKHO OJIMKe K MECTY Ha3HAUYEHUS.

pacuupenHble ACL-cickH cieyeT pa3MelaTh Kak MOYKHO OJIMKe K UCTOUHUKY

7.9. IlpuMepbI TEM KYPCOBBIX IPOEKTOB
e [lIpoextupoBanue Cereit

e (Co3maHne KOMIUIEKCHOW CHCTEMBI 3aIlIUTH HHGOPMAITUH
e Jloka/ibHBIE CETH HA OCHOBE KOMMYTAaTOPOB

7.10. IIpumep opopmJiieHNsI IK3AMEHAIIMOHHOT0 OUjIeTa

MUHUCTEPCTBO HAYKU U BBICIIIET'O OBPA30BAHU ST POCCUICKOM
®EJIEPAITIN
®EJIEPAJIBHOE TOCYAAPCTBEHHOE ABTOHOMHOEOBPA30OBATEJIBHOE YUPEXIEHME BBICIIIEI'O OBPA3OBAHISI

«MOCKOBCKHI1 MOJTUTEXHUYECKUI YHUBEPCUTET)
(MOCKOBCKHH ITOJIMTEX)

SK3AMEHAILIMOHHBIN BUJIET Nel
10 JUCLUTUINHE
«CeTH U CHCTEeMBI Tiepe1adi HH(POPMAITII»
HanpassieHue noarorosku 09.03.01
«lHpOpMaTHKA M BEIYUCITUTEIbHAS TEXHUKA

BOITPOCHI:

1. OcHOBHBIEC 3a/a4M 3aIIUTHl OOMEHA NAaHHBIMHU: ayTEeHTU(UKALUS, IETOCTHOCTh U
KOH(UICHIIMAITBHOCTb.

2. Cnydunr DHCP. Uctomenne DHCP. Cnydunr ARP u ARP Poisoning. Cnydusr
MAC-anpecos.

3. MeTonuku TeCTUpOBaHHS O€30MaCHOCTH CETH.

YTBepKaeHo: / [« » 20 T
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