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1.  Heawn, 3an0aum 1 IUIaHUPYeMble Pe3yJbTAaThl 00yUeHUsl 10 JUCHUIITIHHE

]_[eJ'ISIMI/I OCBOCHHUA NUCLHHUITIIINHBI ((A,[IMI/IHI/ICTpI/IpOBaHI/Ie KOMITBIOTCPHBIX ceTeity SBISeTCS:

dbopMupoBaHre y 00ydalOmMUXCsl 3HAHUH, MO3BOJSIONINX MPUMEHSITH COBPEMEHHBIC
TEXHOJOTMH B MH(OPMALMOHHBIX CUCTEMaX M CETSAX Ha 3Tarax OT MPOEKTUPOBAHUS
J10 DKCIUTyaTalluu;

00001IeHNEe TCOPSTUUSCKUX 3HAHWH, HA KOHKPETHBIX MPHMEpPax CYIIECTBYIONTUX
ceTeH, cpell, CUCTEM, IIPOTOKOJIOB, TEXHOJIOTHI M CEPBHUCOB;

dbopMupoBaHre y oOydarolIUMXCsl CHENUANbHBIX 3HAHUW B OO0JIACTH YIpaBlICHUS
COBpEMEHHBIMH HH(GOPMAIMOHHBIMU CHCTEMaMH W BBIYUCIUTEIbHBIMU CETSAMH, a
TaKXe CO3/IaHus CETEBOr0 MPOrPaMMHOTO 00ecreUeHusl.

K 3aJadaM JUCHUIIIIMHBI OTHOCATCA:

O3HaKOMJIEHHE 00yUaIOIMXCsl C IPEANOChUIKAMU, UCTOPHEN MOSBIEHUS U IIPOLIECCOM
Pa3BUTHSA CETEH U CETEBBIX TEXHOJIOTHA;

03HAKOMJICHHE O0YyJaroNIuXcs ¢ HanboJiee MUPOKO PaCIPOCTPaHEHHBIMHA CETCBBIMU
TEXHOJIOTHSIMH, TOIOJOTHSAMH, TPOTOKOJIAMH, CEPBHCAMH M  IPOrPAMMHBIM
00ecCIIcUCHHEM;

(opMHpOBaHNE HaBBIKOB aIMUHUCTPUPOBAHNUS JIOKAJIIbHOM CETH, HACTPOUKH CETEBOTO
000py10BaHUs, CBSI3bIBAHUS JIOKAJIBHBIX CETEH U mozceTeil.

OOyyenue 1Mo AUCUUIUIMHE «AJMHUHHCTPUPOBAHUE KOMIIBIOTEPHBIX CETEil» HaIpaBJICHO Ha
dbopMupoBaHUe y 00YHarOIIUXCS CIEAYIOMNX KOMITETECHIUI:

Kon u HauMeHOBaHHe KOMIIeTeHIHI NuaukaTopbl 10CTHXKEHUS
KOMIIeTEeHIIUH
OIIK-6. Cnocoben  paspabateiBath U | MOIIK -6.4. 3Haer OCHOBHBIE

HCIIONB30BaTh AJITOPUTMBI M IIPOTPAMMBI, | XapaKTEPUCTUKH, IPUHIUIBI OpraHU3ALNU
COBPEMECHHBIE MH(GOPMAIMOHHbIE | BBIUUCIUTENBHON MallluHBl B LEJIOM U €€
TEXHOJIOTUU, METOJABl U CPEJICTBA KOHTPOJS, | OTAENbHBIX Yy3J0B, OO0JAacTH NPUMEHEHUs
JUArHOCTUKU U YIPABIICHUs, IPUTOJIHBIC Ui | BBIUACIUTENBHBIX ~ MallMH U CHUCTEM
MIPaKTUYECKOr0 NMPUMEHEHHs] B c(epe CBOEH | pa3sMu4HbIX  TUIIOB, COCTaB, CTPYKTYpY,
npo¢eCcCHOHATBLHOM 1A TeTbHOCTH MPUHLUIIBL  OPraHU3allMi  BbIYUCIUTEIbHBIX

ceTen n NPUHIMIEBI Iepeaadn JaHHbIX B HUX;

HNOIIK  -6.5. VYmeer  aHanu3upoBaTh
TpeOOBaHUSI K allapaTHbIM CpPEACTBaM |
dbopMupoBaThH COOTBETCTBYIOIIYIO

KOH(bHpraLII/I}O BBIYUCINUTCIIbHBIX MalllHuH,
HacTpanBaTb CCTCBBIC CCPBUCHI;

NOIIK -6.6. Bnaneer HaBbIKaMH TOJAJIEPKKU
paboTOCIIOCOOHOCTH BBIYHUCIIUTEILHON
MallMHBl B TIpOIlecCe €€ IKCIUTyaTalluH,
HaBBIKAMU HACTPOMKHM KOMITbIOTEpa  JIIS
paboThl B CETH W MPOBEPKU KAueCTBA CBS3H
MEXTy KOMITBIOTEPAMH.




2. MecTo JTUCHUIIIMHBI B CTPYKTYpe 00pa3oBaTeIbHOM MPOrpaMMbl

JuctumimHa «AJIMHHACTPUPOBAHUE KOMIIBIOTEPHBIX CETEH» OTHOCUTCS K TUCIUILUIMHAM
6aszoBoii uwactu (bmoka 1) b.1.1.13. ocHoBHOI 00pa3zoBaTelbHON MPOTpaMMbI OakKallaBpHUaTa,
u3ydaercs B 3 ceMecTpe.
JucnuruimHa 6a3upyeTcs Ha CIeIyOIIUX, TPOHICHHBIX JUCIUIUINHAX:

- « BeraucnuTeabHbIC MalllMHbI, CUCTEMbI U CCTH),

- ((KOMHBI-OTepHI)IC TEXHOJIOTMU B YIIPABJICHNHN TCXHUYCCKUMHU CUCTEMAMM)).

3. CTpykTypa U cojep:KaHue QU CHUNINHBI

OO01mmas TpyA0eMKOCTh TUCIHUIUIHHBI COCTaBisieT 4 3adeTHbIX(€) enuHut(bl) (144 gacoB).

3.1 Buabl yueOHOiI1 padoThbl U TPYA0EMKOCTH

3.1.1. Ounas dpopma oOydeHUs

Ne . KounuecTBO CemecTpbl
Bup yueOHoii padoThl
n/n 4acoB 3 cemecTp
1 | AyautopHble 3aHATHSA 54 54
B ToMm uucie:
1.1 | Jlexkuuu 18 18
1.2 | CemuHapcKue/MpakTUIECKUE 3aHATHS 18 18
1.3 | JIabopaTopHbIe 3aHATHS 18 18
2 | CamocTosiTeqbHasA padoTa 90 90
B ToM uucne:
2.1 | IlogroroBka u 3ammra Ja00paTOPHBIX padboT 64 64
2.2 | CamocTOSITENIbHOE U3yUEHUE 26 26
3 | IIpoMe:kyTO4Hasi aTTECTALUSA
3auet/nud.3auer/7K3amMeH IK3aMeH JK3aMeH
Hroro 144 144
3.2 Temaruvyeckuil JIaH U3Y4YeHUS AUCHUTIINHBI
(mo popmam oOyueHus)
3.2.1. Ounas dpopma oOyueHust
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1 Tewma 1. I'ene3uc u pazsurue 2
KOMITBIOTEPHBIX CETEH, KITacCUpUKAIHS,
TOIOJIOTHSI 2




Tewma 2. Ha3znauenue cereit, opranuzanusi,
CONPSIKEHHUE U TEXHOJIOTUHU

Tema 3. DNS, npuHummnst
MapIIpyTH3aluH, IPUMEPHI CeTel U
CHCTEM Iepeslauyn JaHHBIX

Tema 4. Mojenu ceTeid, TaJIOHHBIE
monenu OSI u TCP/IP

Tema 5. Ocobennoctu cetu MHTEpHET.
[Tporpammuoe obecrieueHue ceTei,
ceTeBble MpoToKobl, cTek TCP/IP

Tema 6. YipaBiieHE HUHTEPHETOM,
OCHOBHBIE CEPBHUCHI. SI3bIKM CO3AaHUS
CEpBEPHBIX MPUIIOKEHUN

Tema 7. CUCTEMHOE U CETEBOE
aJIMUHHCTPUPOBAHUE

Tema 8. Cetu tuna «Knuent-Cepsep,
agmunuctpupoBanue. CereBbie OC u ux
CpaBHEHHUE

Tema 9. ATMUHUCTPUPOBAHUE B
paznununbix OC, TpeboBaHus U
CTaHJIapTHU3AIH

10

JIaboparopHas padora 1. OGxuM u
pa3BojIKa, pacraika, paCIHHOBKa BUTON
1apbl

11

JlaGopaTopHas pabora 2. Pacuer
koHwuryparmu cetu Ethernet

A

12

JlaboparopHas pabdota 3. [P-anpecanus

\S)

13

JIaGopartopHas paborta 4.
Junarnoctuueckue yrunutsl TCP/IP

14

JIaGopatopHas pabota 5. OcHOBBI pabOTbI
C porpaMMHBIM 3MyJsiTopoM JIBC
NetEmul

15

JlabopaTtopHas pabota 6. CoenrHeHIE
OBM B ceTb

16

JlabopaTtopHas pabota 7. MoaenupoBanue
Y HACTpOIKa pabOThI CEpUU JIOKATHHBIX
ceren

17

JIaGoparopHas pabota 8. O6beauHEeHNE
HoJIceTel Ha OCHOBE MapIIPyTH3aTOPOB,
CTaTHYeCcKas MapUIpyTU3aLUs

18

JlabopaTtopHas pabota 9. Pazpemenue
aznpecos 1o npotokoixy ARP. APR-
cnyguHr

19

[IpakTuueckoe 3anstue 1. 3ammura
nabopaTopHor paboThI 1

20

[IpakTrueckoe 3ansTue 2. 3amura
nabopaTopHoil paboThI 2

21

[IpakTrueckoe 3anstue 3. 3amura
nabopaTopHOi paboThI 3

22

[IpakTryeckoe 3ansTue 4. 3ammra
nabopaTopHO# paboThl 4




23 | IlpakTuyeckoe 3anstue 5. 3ammura 2
J1a00paTOpHON PabOTHI 5 4

24 | IIpakTuueckoe 3ansATue 6. 3ammra 2
JabopaTopHON paboThI 6 4

25 | IlpakTuueckoe 3ansTue 7. 3ammra 2
JabopaTOpHON paboThI 7 4

26 | [IpakTuueckoe 3ansTue 8. 3amura 2
nabopaTtopHoi paboThI 8 4

27 | IlpakTuueckoe 3ausTue 9. 3amura 2
nabopaTtopHoi paboTh 9 4
Hroro 18 18 18 90

3.3 Conep:xkanue THCUMIIMHBI

Tema 1. I'eHe3uc u pa3BuTHE KOMIIBIOTEPHBIX ceTel, KiIaccuGUuKanus, TONOJIOT U

IIpennoceliku M BO3HHUKHOBEHHE KOMIBIOTEPHBIX ceTed, kinaccupukanus OBM u
BBIUMCJIUTENbHBIX CETEH, a TAK)KE Pa3IMUHbIE TOMOJIOTHH.

Tema 2. HaznaueHnue cereii, opranuzanmsi, COnpsizkeHue U TeXHOJIOTuu

Cern s opraHu3aluii M MHIUBUAYAIbHBIX HoOJb30Barenei. CouuanbHOE BIIMSHUE.
Opranuzanys BEIYUMCIUTENBHBIX CETEM: CUCTEMBI IEpeaaun JaHHbIX. CONpsKEHNE CUCTEM Nepeaadn
JTAHHBIX. AOOHEHTCKHE MAIIMHBI W TEPMHHAJIBI — TEPMHHOJIOTHS. TEXHOJOTHH JIOKAIBHBIX H
pacupenenéunsix cereii: Ethernet, ATM, ISDN, Frame Relay u DSL.

Tema 3. DNS, npuHOMnsl MapumipyTu3aluM, NpUMepbl ceTeil M cHCTeM mepeaadu
JAHHBIX

Metoapl agpecauuu KoMmmbrorepoB u cerell. IlpoctpanctBo umen DNS: BbiOOp umeHu
JIOMEHAa W perucrpauusi JAOMEHa BTOpPOro ypoBHA. IIpMHLIMIBI MapmipyTH3alUM IaKeTOB IIPH
nerkeHnn ux B cetu. [Ipumepsr ceteit: ARPANET, IPX/SPX, NetBIOS, SNA/DNA, Internet.

Tema 4. Moaean cereii, 3tajionnbie mogeau OSI u TCP/IP

Mopnenu cereif. OtanonHass monenb OSI. CerezaBucuMblE MPOTOKOJBI U MPOTOKOJIBI,
OpPUEHTHPOBAaHHbIE HA PUIIOKEHUs. DTargoHHas mozens TCP/IP.

Tema 5. Ocodennoctu cetu Untepner. [IporpammHoe oGecneueHue cereil, ceTeBble
npoTokoJbl, crek TCP/IP

Cerp Untepner. OyHKUMOHANBHBIE U apXUTEKTYpHble 0OcoOeHHOCTH HHTepHera.
[TporpammMHuoe obecnieuenue cereil. Mepapxus npotokosnos. CeTeBble MPOTOKOJIbL. CTEK MPOTOKOIOB
TCP/IP.

Tema 6. YnpaBjieHue HHTEPHETOM, OCHOBHBIC CePBHCHI. SI3bIKHM CO3JaHHMA CepBEPHBIX
NPUJIOKEHU I

VYnpasnenne MatepHeToM. OcHOBHBIE cepBuchl MIHTepHETa. SI3BIKM CO3AHMS CEPBEPHBIX
MIPUIIOKEHU .

Tema 7. CucreMHoOe U ceTeBOe aAMMHUCTPUPOBAHHE

VYnpapneHue KOMIbIOTEpHOU ceThio. CHCTEMHOE U CEeTeBOE agMHUHUCTpupoBaHue. Llemu u
3a/a4i aIMUHUCTPAaToOpa CETH. ABTOMAaTH3alUs YIPaBIECHHUsS CEThIO. MHOIromonb30BaTeIbCKHUE
WH(pOpMallMOHHBIE ~ CHUCTEMbl M cpelapl.  IlpuHUOMOBI W OpUMEpbl  MOCTPOEHUS.
MHoromnosns30BaTeabckiue 00bEeKTHO-OPUEHTUPOBAHHBIE CPEIbI.

Tema 8. Cern THna «Kiauent-CepBep», aamuuucrpuposanue. CereBbie OC u ux
CpaBHEHHE

Ceru c BbIIETIEHHBIM CEPBEPOM U CETU THMA ‘“‘KJIMEHT/cepBep’. AIMUHUCTPUPOBAHHE B
KOPIIOPAaTUBHBIX CETAX. Pa3nuyHble CceTeBble ONEpallMOHHbIE CHCTEMbl M OCOOEHHOCTH
aaMuHHCTpUpoBaHus B HUX. CpaBHeHue ceteBbix OC.

Tema 9. AxMmunucrpuposanue B pasan4unbix OC, Tpe0oBaHNMsA M CTAHAAPTH3ALUS




AIMUHUCTPUPOBAaHME B CETSIX C ONEpallMOHHBIMH cucTeMamMu Tuma Windows.
AnvunnctpupoBanue B cpeae UNIX/Linux. Ha3znauenune m (yHKIIMOHMpOBaHUE OpaHamaydpa.
Hasnauenue proxy-cepepa. TpeOoBaHMS K COBPEMEHHBIM HH(DOPMAIMOHHBIM CHCTEMaM,
CTaHJapTH3aLUS.

3.4 Temaruka ceMMHAPCKUX/NMIPAKTHYECKHUX U JIA0OPATOPHBIX 3aHATHI

3.4.1. CeMuHapcKue/IpakKTUYECKUE 3aHATHS
[TpakTrueckoe 3ansaTue 1. 3ammura mabopaTopHoit paboThl 1
[TpakTuyeckoe 3ansTue 2. 3amuTa 1a00paTOpHOI paboThI 2
[IpakTrueckoe 3ansaTue 3. 3ammra JadopaTopHON PaboThI 3
[Tpaktuyeckoe 3anstue 4. 3amura 1adopaTopHOi padboTH 4
[IpakTrueckoe 3ansaTue 5. 3ammra 1a00paTOpHON PabOTHI 5
[TpakTrdeckoe 3ansaTue 6. 3anmTa 1a00paTOpHOI pabOTHI 6
[TpakTrueckoe 3ausaTue 7. 3aumTa 1a60paTopHOit paboThl 7
[IpakTuueckoe 3ansaTue 8. 3amura 1abopaTopHO pabOTHI §
[Ipaktuueckoe 3ansatue 9. 3ammura nabopaTopHoi paboTs 9

3.4.2. JJabopaTopHbl€ 3aHATUS
JlaboparopHas pabota 1. O0xkuM u pa3BojKa, pacnaiika, paCIuHOBKA BUTON Mapbl
JlaboparopHuas padota 2. Pacuer korndurypanuu cetu Ethernet
JlaGopaTtopHas pabora 3. IP-anpecamnus
JlaboparopHas padota 4. [luarnoctudeckue yrumutsl TCP/IP
JlaboparopHas paboTa 5. OcHOBBI paboThI ¢ TporpaMMHbIM dMyJsiTopoM JIBC NetEmul
JlabopaTtopnast padota 6. Coequnenue OBM B ceTh
JlaGopaTtopHas pabota 7. MoieTupoBaHKe U HACTPOIKa pabOThI CEpUHU JTOKATBHBIX CETEH
JlaboparopHas padota 8. O0beAMHEHNE TIOJICETEN Ha OCHOBE MapIlIPyTU3aTOPOB, CTaTUYECKas
MapuIpyTHU3ALM
JlaGopaTtopHas pabota 9. Pa3zpemenue aapecos o npotokory ARP. APR-ciiyunr

3.5 TemaTuka KypcOBbIX IPOEKTOB (KypCOBBIX padoT)
KypcoBble paboThl/IPOEKTHl OTCYTCTBYIOT

4. YueOHO-MeTOAM4YeCKOe U MHPOPMALITMOHHOE o0ecriedyeHne

4.1 HopmatuBHble JokyMeHTHI 1 'OCThI
He mpenycmorpeno

4.2  OcHoBHas JUTeparypa

1. AIMUHHCTPUpPOBAaHUE BBIYUCIUTEIBHBIX CUCTEM U ceTel: yueOHoe mocobue / coct. I'.E.
IlleseneB; ToMckuil NONUTEXHUYECKMM  yHUBepcuTeT. — Tomck: M3n-Bo  Tomckoro
MOJINTEXHUYECKOTr0 yHUBepcuTera, 2019. — 159 c.

2. «AnmuHUCTpHpOBaHHE WH(OOPMAITMOHHBIX cucTemM» - Kypc Ha gomene uCoz, URL:
https://inftis.narod.ru/adm/ais-n1.htm

3. . 2. Kamep «Komnerotepnsie cetu u Uatepuer», M., U3a. Jlom Bunbsime, 2002 r.

4. Ilatudparos, A. I1., BeruucnutensHble CUCTEMBI, CETH M TEIEKOMMYHHUKAIMH : yuyeOHOe
nocobue / A. II. IIstubparos, JI. I1. ['yaeino, A. A. Kupuuenko, ; mog pex. A. I1. [Iatubparosa. —
MockBa : KwnoPyc, 2017. — 372 c¢. — ISBN 978-5-406-05577-9. — URL:
https://book.ru/book/920409 (nata oopamenus: 16.05.2024). — TekcT : 37IeKTPOHHBII.


https://inftis.narod.ru/adm/ais-n1.htm

5. OcuoBbl JOKaIbHBIX cerei. HoBukos IO.

http://www.knigafund.ru/books/178129

B., Kongparenko C. B.

6. Komnwrorepusie cetu. Kosran H. M. http://www.knigafund.ru/books/208101

4.3 [lomoJHUTEJbHAS JUTEPaTypa

1. CoicoeB, O. B. AZMHHHCTPUPOBAHME KOMIIBIOTEPHBIX CETEH :
2. B. CricoeB, A. B. Tepexos, E.B.bypuesa. — Tam0oB TaMOOBCKHIT TOCYAapCTBEHHBIN
texuuyeckuin yHusepcuter (TT'TY), 2017. — 80 c. : un. — Pexxum poctyma: mo MOJIUCKE. —
URL: https://biblioclub.ru/index.php?page=book&i1d=499414 (nara oOpamenus: 16.07.2023). —
bubmuorp. B kH. — ISBN 978-5-8265-1802-1. — TekcT : 31IeKTpOHHBI.

yuebHoe mocobue /

2. Tepexos, A. B. UT- undpactpykrypa opranuszaiuu : yueonoe mocooue / A. B. Tepexos,
B. H. Yepnsiuos, U. I1. Pak ; TamOoBCKHii rocy1apcTBEHHBIN TEXHUYECKUN YHHUBEPCHUTET. — TaMO0B
: TamOoBCKHii TOCcyaapcTBeHHBIN TexHnueckuii yausepcuteT (TI'TY), 2017. — 97 c. : un. — Pexum

noctyna: mo moamucke. — URL: https://biblioclub.ru/index.php?page=book&id=499420 (nara
obOpamenus: 16.07.2023). — bubmuorp.: c. 88-94. — ISBN 978-5-8265-1844-1. — Tekcrt :
AIEKTPOHHBIN.

3. AnmunuctpupoBanue cereid Ha miarpopme MS Windows Server: yueOHoe mocoOue.
Biacos 1O. B., Punikosa T. U. http://www.knigafund.ru/books/178113

4. XapakTepucTHKa U OCOOCHHOCTH JIOKAJBbHBIX KOMIBIOTEPHBIX ceTeid. Koxemsxk M. D.
http://www .knigafund.ru/books/188949

4.4 DaekTpoHHBIE 00pa3oBaTebHbIE PeCypPChl

[IpoBenenue 3aHATHI U aTTECTAIIUI BO3MOXKHO B TUCTAHIIHOHHOM (hopMaTe ¢ MPUMEHEHUEM
cUcTeMbl JucTaHIMOHHOro oOyuenust yHuBepcurera (CIO-LMS) Ha ocHOBe pa3paboTaHHBIX
kadenpoii AIIeKTPOHHBIX 00pa3oBaTeNIbHBIX pecypcoB (DOP) mo BceM pazjenam mporpamMmbl:

Hazanune 50P
AJMUHUCTPUPOBAHNE

https://online.mospolytech.ru/course/view.php?id=12508

KOMITIBIOTCPHBIX ceTei

Pa3paboranubsie DOP BKIIOYAIOT TPEHHUPOBOYHBIE U UTOTOBBIE TECTHI.
[Topsimok mpoBeneHust pabOT B AMCTAHIIMOHHOM (popMare yCTaHABIMBACTCS OTACIbHBIMU
pacmnopsHKeHUSMU ITPOPEKTOpa Mo yueOHOH paboTe W/l EHTPOM yueOHO-METOINYeCKOi paboThlI.

4.5 JluneH3uoHHOe W  CBOOOJAHO  PpacCHpOCTPaHsAeMOe  MPOrpaMMHOe
olecreyeHue

Ne | HaumenoBanue | Paspadorumk I1O HoctynHocTh Ccbuika Ha Equnblii

(nmpaBoobJs1agaTen) (IMLIeH3MOHHOe, peecTp pocCHICKUX
cB00OIHO nporpamm st IBM n
pacnpocTpaHsieMoe) B/l (npu Ha/IMm4um)
1 | NetEmul CeménoB IlaBen wu |CBo6oaHO

OmuaeBa pacrnpocTpaHseMoe

AmHacracus



https://biblioclub.ru/index.php?page=book&id=499414
https://biblioclub.ru/index.php?page=book&id=499420
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4.6 CoBpemennble npogeccuoHaJbHbIE 0a3bl JAHHBIX M MWH(OPMALHMOHHBbIE
CIIPABOYHBbIC CHCTEMBI
Ilepeuenns pecypcoB cetn MHTepHeT, IOCTYNHBIX 151 OCBOCHHS JHCIUILUIMHDI:

Ne HaumenoBanue Ccbuika Ha pecypc JoctynHocTh

HNudopMaunoHHO-CTIPABOYHBbIE CHCTEMbI

HocTtynHa B ceTn
https://stackoverflow.co
Stack Overflow / Hutepuer 6e3
m.
OTpaHUYCHUHN

J1eKTPOHHO-0MOINOTEYHbIE CHCTEMBbI

Jlanb https://e.lanbook.com/ JloctynHa B ceTu
Wutepuer 6e3
OTpaHUYCHUHN

IPR Books https://www.iprbookshop | JoctynHa B cetu
o/ WuTeprer 6e3
OTpaHUYCHUHN

Ipodeccnonanbubie 6a3bl JAHHBIX

baza maHHBIX Hay4HOU http://www.elibrary.ru JocTymHo
3JICKTPOHHOU OMOJIIMOTEKH

(eLIBRARY.RU)

Web of Science Core Collection — | http://webofscience.com | JloctymHO

HoJUTeMaTHuecKas peepaTUBHO-
oubnuorpaduueckas u
HayKOMeTpHYecKas
(bubmmomeTpuueckas) 0a3a TaHHBIX

5. MarepuajibHO-TeXHHYECKOe o0ecreyeHmne

Jlns  mpoBeAeHHS JIEKIHMOHHBIX 3aHATHH HEOOXOAMMBI  ayJAMTOPUU, OCHAIEHHBIE
MYJIbTUMEAUNHBIME MPOSKTOPAMH U dKpaHaMu. J[Jig mpoBeeHHs TabopaTOpHBIX paboT Tpedyercs
KoMmbloTepHbIN Kiaace (AB2507, AB2614, AB2618, AB2619)

6. MeToanuyeckue peKoMeHIaluu
MCTOI[I/IKa npenoaaBaHusd JUCHUTIIIAHBI ((AI[MI/IHI/ICTpI/IPOBaHI/IC KOMITBIOTCPHBIX ceTeity u

peanu3alys KOMIIETEHTHOCTHOTO TOAXOJAa B  M3JIOKEHHM UM BOCIPHIATHM  MaTepuala
npeaycMaTpuBaeT HUCIOJIb30BaHHUE CIEAYIOIUX AKTUBHBIX M MHTEPAKTUBHBIX (HOPM MPOBEACHUS
ayJUTOPHBIX ¥ BHEAYTUTOPHBIX 3aHATHHA:

— ayAWTOpHBIC 3aHATHS: JIEKIUH, TPAKTHYECKUE paboThl, JIabOpaTOpHBIE pPaOOTHI,
TECTHUPOBAHUE;

— BHEAYAUTOPHBIC 3aHATHUS: CAMOCTOSTEIIEHOE H3YUCHNE OTIEIBHBIX BOTIPOCOB, TIOATOTOBKA
K J1a00paTopHBIM paboTaMm.

Oo0pa3oBaTte/ibHbIE TEXHOJOTHHI
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Bo3MosxHO mTpoBeieHNE 3aHATUI U aTTECTalluil B TUCTAHIIMOHHOM (hopMaTe ¢ MPUMEHEHUEM
cUCTEeMBbI aucTaHIMOHHOro oOydeHusi yHuBepcutera (CJIO-LMS) Ha ocHOBe pa3paboTaHHBIX
Kaeapoii AIeKTpOHHBIX 00pa3oBaTebHbIX pecypcoB (DOP) (cm. m.4.4).

[Topsanox mpoBeneHus: pabOT B AMCTAaHIHMOHHOM (hopMare yCTaHaBIMBAETCS OTAEIbHBIMU
pacmopsHKeHUSIMH ITPOPEKTOpa Mo yaeOHOU paboTe W/Uiu EHTPOM y4eOHO-METOINIECKOM PaboTHI.

6.1 MeroguyecKkue peKOMEHJAUUU IJIA MpPenoJaBarejis IO OpPraHu3alHuu
o0yueHus

6.1.1. IlpenonmaBatenb OpraHu3yeTr MpernojaBaHUE AUCHUIUIMHBL B COOTBETCTBUHM C
TpeboBanusimu "[lonoxkenus 00 opraHu3anuu 00pPa30BATEIHLHOrO IpoOLEcca B MOCKOBCKOM
MOJUTEXHUYECKOM YHUBEPCUTETE U €ro (rinanax", yrBepKAEHHBIM PEKTOPOM YHHBEPCHUTETA.

6.1.2. Ha nepBoM 3aHATHU MpenojiaBaTelb AOBOAMT J0 CBEICHUS CTYIEHTOB COJEp)KaHUE
paboueit nporpammbl aucuuruimabl (PIIJI) u mpemoctaBisieT BO3MOXKHOCTH O3HAKOMJICHUSI C
MpOrpaMMoOH.

6.1.3. IIpenonaBarens 0cOOCHHO OOpaliaeT BHUMaHUE CTYJCHTOB Ha!

- BUABI U (OPMBI MPOBEACHUS 3aHATHI MO AUCHUILTUHE, BKJIIOYAs MOPSIOK MPOBEICHUS
3aHATUH C MPUMEHEHUEM TEXHOJIOTUH JHUCTAaHIIMOHHOTO OOYYEHHS M CHCTEMBl IHCTAHIIHOHHOTO
oOyuenus yausepcuteta (C/1O mocnonurexa);

- BUJBI, COJACpXAHWE M TOPSAOK TPOBEICHHUS TEKYHIETO KOHTPOJS YCIIEBAEMOCTH B
COOTBETCTBUU C (POHJIOM OIICHOYHBIX CPE/ICTB;

- (hopmy, coziepKaHue U IOPSAOK MPOBEIEHHS TPOMEKYTOYHOM aTTECTAIlMA B COOTBETCTBHH
¢ (OHIOM OLIEHOYHBIX CPECTB, peaycMoTpeHHbIM PIT/I.

6.1.4. JloBomguT MO0 CBEOCHHA CTYACHTOB TpauK BBIIOJIHEHUS YYeOHBIX padoT,
npeaycMorpeHsbix PIT/I.

6.1.5. Heobxonumo ¢ camoro Havajga 3aHSATHI PEKOMEHJIOBaTh CTYJEHTAaM OCHOBHYIO U
JOTIOTHUTEIIFHYIO TUTEPaTypy U yKazaTh MyTH JOCTYIA K HEH.

6.1.6. B Hayase wiIM B KOHIIE CEMECTpa JaTh CIHCOK BOINPOCOB Ui TOATOTOBKH K
POMEKYTOUHOM aTTecTalu (3K3aMeHy MIIH 3au€Ty).

6.1.7. Pexomennyercs ¢akt o3HakomieHus cTyaeHToB ¢ PIIJI u rpaduxom pabOoTs
NUCbMEHHO 3a(hUKCHPOBATh MOANUCHIO CTY/I€HTA B JIMCTE O3HaKOMIIeHUs ¢ cojepxkanue PI1/.

6.1.8. [IpermonaBaTeny, BeIyIIHi JEKIIMOHHBIE U IPAKTUICCKHUE 3aHATHSI, JOJDKHBI
COIJIACOBBIBaTh TEMATUYECKH IUIaH MPAKTUUECKUX 3aHATUH, HCIIOIb30BATh €IUHYIO CUCTEMY
0003HaYEHHIA, TEPMHUHOB, OCHOBHBIX IMOHSITHN AUCIUTUTAHBI.

6.1.9. Ilpy MOAroTOBKE K CEMHMHAPCKOMY 3aHSATHIO IO TEPEUHIO OOBSIBIEHHBIX TEM

MpernoaaBaTeNto HeoOXOJUMO YTOYHUThH IUIaH WX MPOBEACHHUS, NPOAyMaTh (OPMYIUPOBKU U
coJiep>kaHue yueOHBIX BOIIPOCOB, BBIHOCHMBIX Ha 00CY>KJIEHIE, 03HAKOMUTHCS C IEPEUHEM BOIIPOCOB
II0 TEME CEMHUHAapA.

B xome cemuHapa BO BCTYNHTEIBHOM CJIOBE PACKPBITH MPAKTUYECKYH) 3HAYMMOCTH TEMBbI
CEMHUHAPCKOTO 3aHSTHs, ONPEICIUTh MOPSIOK €r0 MPOBEICHUS, BpeMs Ha OOCYXICHHE KaxIO0Tro
ydueOHoro Bompoca. [lpuMeHsst (QpoOHTaIBHBIM OMpPOC JaTh BO3MOXKHOCTH BBICTYIIUTH BCEM
CTyZEHTaM, IPUCYTCTBYIOLIUM Ha 3aHATUU.

B 3akimrounTensHON YacTH CEMMHAPCKOTO 3aHATHUS CIIEAYET MOABECTH €r0 UTOTH: 1aTh OLIEHKY
BI)ICTyrIJ'IeHI/Iﬁ KaXXI0ro CTyacHTra u yqe6H0171 T'pYyIIIbI B LICJIOM. PaCKpI)ITI) TIOJIOKHUTCIIBHBIC CTOPOHBL
U HEJIOCTAaTKU MPOBEIEHHOI0 CEMHMHAPCKOro 3aHATHs. OTBETUTHh Ha BOMPOCHI CTY/IEHTOB. BbIiaTh
3aaHUs U CAMOCTOSATENILHOM pabOTHI 110 MOATOTOBKE K CIIEAYIOMIEMY 3aHSTHIO.

6.1.10. Ilenecoobpa3zHo B X0/€ 3aIIUTHI Ja0OPaTOPHBIX padoT 337aBaTh BHICTYIMAIOIIMM U

ayJIUTOPUU JIOTIOJHUTEIIBHBIC M YTOYHSIOIIAE BOMPOCHI C IIEJbI0 BBIICHEHUS WX IO3UIMIA 10
CYIIECTBY 00CYK/IaeMbIX IPOOIIEM.
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Bo3MosxHO mTpoBeieHNE 3aHATUI U aTTECTalluil B TUCTAHIIMOHHOM (hopMaTe ¢ MPUMEHEHUEM
cucteMbl auctaHiimonHoro ooydyenus ynusepcurera (CIO-LMS). Topsnok npoBeneHusi paboT B
JUCTAaHIIMOHHOM (hopMaTe yCTaHABIUBACTCS OTACIBHBIMH PACHOPSDKEHUSMH TPOPEKTOpa IO
y4eOHOI paboTe u/WUiu IIEHTPOM y4eOHO-METOIMUECKONU PaObOTHI.

6.2 Meroauueckue yKazaHus AJs 00y4aIOIIMXCS M0 OCBOEHHIO TUCHUILIMHBI
1.2.1. CTy,Z[CHT C caMOr'o HayvaJia OCBOCHHS NJUCHUIIJIIMHBI JOJI?’KEH BHUMATCIIBHO

03HAKOMUTCS ¢ pabodeil mporpaMMOoil TUCIIUITIIHHEL.

1.2.2. CtynenTy HEOOXOIMMO COCTaBUTH I ceOsi TpadiK BHITOJHEHHUS y4eOHBIX padoT,
npexycmorpennbix PITJ] ¢ yuérom TpeboBanmii qpyrux AUCHUILIINH, U3Y4aeMbIX B TEKYIIEM
ceMecTpe.

1.2.3. IIpu nipoBeIcHUM 3aHIATUN U MPOLEAYP TEKYIIEH U MPOMEKYTOUHOM aTTECTALUH C
UCTIOJIb30BAaHUEM HUHCTPYMEHTOB MH(POPMAIIMOHHON 00pa30BaTeIbHOM cpelibl AMCTAHIIMOHHOTO
oOpa3oBanus ynusepcurera (LMS mocnonuTexa), kak BO BpeMs KOHTaKTHOM pabOThI ¢
IpernoiaBaTesieM Tak ¥ BO BPEMsI CAMOCTOSITENIbHON padOThI CTYACHT JI0JDKEH 00eCTIeUnTh
TEXHUYECKYIO0 BO3MOXKHOCTh TUCTAHIIMOHHOTO MOAKIIOYEHUS K CHCTEMaM JAUCTAaHIIMOHHOTO
oOyuenwust. [Ipu oTCYyTCTBHH TaKO BO3MOKHOCTH OOCYIUTh CHTYAIMIO C TPETIOAaBaTEIeM
JTUCIUTUIAHBI.

1.2.4. CamocTtosTenbHass paboTa SBISETCS OAHUM W3 BHUAOB YyueOHBIX 3aHsaTui. Llenn
CaMOCTOSITENbHOM paboThl — MPAKTUYECKOE YCBOCHHUE CTYJIEHTAMHU BOIIPOCOB, PACCMATPUBAEMBIX B
nporecce H3y4eHHs JUCIUTUINHBL

Bunbl BHEayIUTOPHON CaMOCTOSITENNEHOM paOOTHI:

- CAMOCTOATEBHOE N3Y4YECHUE OT/EIBbHBIX TEM AUCIUIUINHBL,

- IOATOTOBKA K JIGKIIMOHHBIM 3aHSTHSIM;

- MOJITOTOBKA K CEMUHAPaM U MPAKTUYECKUM 3aHSATHIM;

- oopmiieHHE OTYETOB IO BHIOJHEHHBIM JTAOOPATOPHBIM paboTaM U MOATOTOBKA K HX
3aluTe.

JU1st BBIOJTHEHHUS JII0OOO0T0 BHJ1a CAaMOCTOSTENbHOM paboThl HEOOX0AUMO IPOUTH ClIeayIOIINe
ITaITbI:

- OTpe/ieIeHNE eI CaMOCTOSITEbHON paboThl;

- KOHKpETH3allusl TI03HABATEeNILHON 3a/1auu;

- CaMOOIIEHKa TOTOBHOCTHU K CAMOCTOSITENIbHON paboTe;

- BEIOOp a/IeKBaTHOTO crioco0a IEeHCTBHSI, BEAYIIETO K PEHICHUIO 33]1auu;

- TUTAaHUPOBaHKE PAOOTHI (CAaMOCTOSATETHHON UITH C TOMOIIBIO MPENO/IaBaATENs ) HAJl 3a/IaHUEM;

- OCYIIECTBIICHHE B TIPOIIECCE BBIMOJHEHHS CAMOCTOSTEIHHONH pPabOThI CAMOKOHTPOJIS
(TPOMEXYTOYHOTO U KOHEYHOI'0) pe3yJIbTaTOB pabOThl M KOPPEKTUPOBKA BBIOTHEHUS PaOOTHI;

- pednekcust;

- IPE3EHTAIUS CaMOCTOSITEIbHON paboThI MITH 3alUTa J1a00paTOpHOIl paboTHI.

7. ®OH OLIEHOYHBIX CPECTB
B mporecce o0ydeHus: B TeUEeHHE CEMECTpa UCTOIB3YIOTCS OIICHOYHBIE CPENICTBA TEKYIIETO
KOHTPOJIA yCII€BACMOCTU U IMMPOMEKYTOYHBIX aTTeCTaHI/Iﬁ. HpI/IMeHSIIOTCH CICOYIOIUE OLCHOYHBIC
CpEJ/ICTBa: TECT, 3allUTa MPaKTUYECKUil padoT, 3aumTa 1a00paTopHBIX padboT, 3a4eT.
OOyueHune Mo JUCHUILIHHE «AJIMUHHCTPUPOBAHUE KOMITBIOTEPHBIX CETEi» HAIllpaBiICHO Ha
dbopmupoBaHHe Y 00YJAIOITUXCS CICTYIONTUX KOMIIETEHITUH:

Koa n HauMeHOBaHMe KOMIIeTeH Mt NHauKaTopbl 10CTHKEHUSI
KOMIEeTeHI[HH

OIIK-6.  Cmocoben  paspabareiBate  u | MOIIK -6.4. 3HaeT OCHOBHBIE XapaKTEPUCTHKH,
WCTIOJB30BATh AITOPUTMBI M TPOTPAMMBI, | IPUHIUIBl ~ OPTaHU3AalMM  BBIYUCIHTEIBHOM
COBpPEMEHHBbIE MH(POPMALMOHHBIE TEXHOJOTHH, | MAIIMHBl B IIEJIOM M €€ OTACIbHBIX Y3JIOB,
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MCTOABI U CPCACTBA KOHTPOJIA, AUATHOCTUKH U
yIPaBJICHUS, TPUTOTHBIC ISl MPAKTHYECKOTO
MIPUMCHCHHUS B chepe CBOCH
podeCcCHOHATIBHOM AEATEILHOCTH

001acTH MPUMEHEHUS BBIYUCIUTEIBHBIX MAIIHH
Y CUCTEM PA3JINYHBIX THUIIOB, COCTaB, CTPYKTYpY,
NPUHIMITBI  OPTaHHU3AIMA  BBIYMCIUTEIBHBIX
CeTell U MPUHIIUIIBI IePEeIayu IaHHbIX B HUX;

HOIIK -6.5. YMeeT aHanu3upoBaTh TpeOOBaHUS
K almapatHbIM cpeAcTBaM u  (HOpPMHPOBATH
COOTBETCTBYIOILYIO KOH(UTYypaIio
BBIYUCIIUTEIIbHBIX HacTpauBaTh
CETEBbIE CEPBUCHI;

MaIlIHH,

HNOIIK -6.6. Bnageer HaBbIKaMH MOACPKKH
PaboTOCIIOCOOHOCTH BBIYMCIIUTEIHHOM
MalluHbl B IMIpOILlECCe €€ OIKCIUTyaTalluH,
HaBBIKAMH HACTPONKH KOMITbIOTEpA I pabOThI
B CETU M TPOBEPKH KAYECTBA CBSI3U MEKITY
KOMIThIOTEPaMH.

7.1 MeToabl KOHTPOJISI M OLICHUBAHUSA Pe3yJIbTATOB 00y4YeHH s

HaumenoBanue [IpencraBnenue
Ne OIICHOYHOTO Kpatkas xapakTepucTuka OleHOYHOTO OLIEHOYHOTO CpeICTBa
0C cpeacTaa CpeacTea B ®OC
CucremMa CTaHAAPTU3UPOBAHHBIX 3aJaHUIA
2
Tect MO3BOJISIOIIAS aBTOMaTHU3UPOBATh .
1 . Dol TECTOBBIX 3aJaHUN
(T) [IpOLENYpPY H3MEPEHHs YPOBHsS 3HAHHUH H
YMEHHI 00yyaromerocs.
CpencTBO NPOBEPKH YMEHUH M HaBBIKOB
MPUMEHITh TOJY4YeHHbIE 3HAHUA IS 3ananus A7 3alUThI
2 3JIP
[pEIIeHUs TPAKTUYECKUX 33724 C TTOMOIIBIO 1ab0paTOPHBIX paboT
MHCTPYMEHTAIIBHBIX CPEJICTB.

7.2 llIkana u KPUTEPHH OLICHUBAHMS Pe3y/IbTATOB 00y4YeHUS
dopmMa NPOMEKYTOYHON ATTECTALMH: IK3AMEH.

Oo0s3aTe/IbHBIMU YCI0BUAMHU NMOATOTOBKH CTYACHTA K I[pOMe?KyTO‘lHOi/i arTrecranmm

SBJISICTCS BBINOJIHEHUE U 3alllUTa CTYAEHTOM JIaOOpaTOPHBIX paboT, MPEedyCMOTPEHHBIX paboueit
IIPOrpaMMOM ¥ MPOXOXKIACHHE BCEX MPOMEKYTOUHBIX TECTOB HE HMXKe, yeM Ha 70% IpaBHIBHBIX
oTBeTOB. [IpoMexyTOUHbIE TECTUPOBAHUS MOTYT IIPOBOJAUTCS KaK B ayJUTOPUHU Y HUBEPCUTETA MO
KOHTPOJIEM IperoiaBaTelis, Tak U AUCTAaHIIMOHHOM (popMaTe Ha yCMOTpEeHHE IpenojaBaress.

HIxaJjia oneHUBaAHUA

Onucanue
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BeimonmHeHsl Bce BUIBI y4eOHOUM pabOThI, MPEIyCMOTPEHHBIE
paboueit mporpammoil. CTyAE€HT JIEMOHCTPUPYET COOTBETCTBHUE
3HAHWMW, YMCHHIA, HABBIKOB MTPUBEJICHHBIM B TA0JIMIIaX TIOKAa3aTeIeH,
0 OnepupycT HpI/IO6peTCHHBIMI/I S3HAaHWSIMHU, YMCHUSAMH, HABBIKAMU,
THO NPUMEHSET UX B CUTYalMsSX IMOBBIIICHHON CIOXHOCTH. [Ipu 3TOM
MOTYT OBITh JIOMYIICHbI HE3HAYUTEIbHBIC OIIUOKH, HETOYHOCTH,
3aTPyJHCHUS NIPU aHATUTHYECKUX ONepalisiX, epeHOCe 3HAHUH U

YMeHI/II‘/lI Ha HOBBLIC, HCCTAHAAPTHLIC CUTYAllhU.

BeimonHeHsl Bce BHIBI  y4eOHOW pabOTBHI, MPEIyCMOTPECHHBIC
y4eOHBIM I1aHOM. CTyIEHT IEMOHCTPUPYET HETOJIHOE, TIPABUIIBHOE
Xoporo COOTBETCTBUE 3HAHWUMN, YMCHHIA, HABHIKOB IIPUBEJICHHBIM B TaOJIHMIIaX
nokaszaresiei, MO0 ecoM TpU OSTOM OBUIM  JIOMyHICHBI 2-3
HECYIIIECTBCHHBIC OITUOKHU.

Breimonnensl Bce  BHBI yqe6H0171 pa6OTBI, NpeaAyCMOTPCHHBIC
y‘{e6HLIM IIJIaHOM. CTy,ZLeHT ACMOHCTPUPYCT COOTBCTCTBUC 3HaHHI>i,
Y,Z[OBJ'IGTBOpI/ITeJIBHO B KOTOpPpOM OCBCIICHAa OCHOBHAs, HanoOoee BayKHas 4acTh MaTrcpuaia,
HO Ipu OBTOM JAOINyIIC€HAa OAHa 3HAYUTCJIbHAad omuOKa WIx
HCTOYHOCTSD.

He BpimonHen oauH wiu Oojee BHAOB yueOHOW padoOTHI,
MPEIyCMOTPCHHBIX y4eOHBIM TuIaHOM. CTYAEHT JEeMOHCTPUPYET
HETOJIHOEC COOTBETCTBUE 3HAHUH, YMCHHI, HABBIKOB IPUBEICHHBIM B
Ta0nuIaXx ToKa3arenel, IOMyCKaloTCSd 3HAYUTENIbHBIC OIIUOKH,
HeynosnersopurensHo . .

MIPOSIBIIICTCS. OTCYTCTBUE 3HAHWN, YMCHHM, HABBIKOB IO PSAY
MOKa3aTeNei, CTyIeHT UCTIBITHIBAET 3HAYUTENbHBIC 3aTPYAHCHUS IPU
OTIEpUPOBAHUHU 3HAHUSMHU U YMEHUSIMH TIPU UX MEPEHOCE HA HOBHIE

CUTyalnu.

7.301eH04YHbIE CPEACTBA
7.3.1. Texkymuii KOHTPOJIb
Tekymmit KOHTPOJIb BBIIOJIHIETCS C IPUMEHEHHeM baHKa TeCTOBBIX BOIPOCOB (YACTHUHO).
HpI/IMCpBI TECTOB NIPECACTABIICHLI HUKC. HHSI IMOATOTOBKH K TCCTUPOBAHUIO U 3AITUTC J'Ia60paTOpHBIX
pabot B paznene 7.3.1.1 mpuBenEH nepeyeHb KOHTPOIBHBIX BOIIPOCOB.

1. Pacuudpyiite ab6peBuatypy RAS:

Remote Access Server — cepBep yIan€HHOro 10CTyIa

Random Access Server — cepBep city4aifHOro J0CTyIa

Remote Authentication Server — cepBep yaan€éHHON ayTeHTUDUKAIIUH
Random Authentication Server — cepBep ciryyaiiHOH ayTeHTU(UKAITIH

2. CeTteBble IPOTOKOJIBI PEATU3YIOTCS:

HCKITIOYUTENIbHO MPOTrPaMMHO

HCKJIIOUUTENILHO anmnapaTHo

Y IPOrpaMMHO, U anmnapaTHO

ISO no3BossieT peanu3oBaTh NPOTOKOJIBI HCKIFOUUTEIBHO CEPBEPHO
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3. ApXUTEKTYpOIl CETH Ha3bIBACTCS:

Habop ypOBHEH M MPOTOKOJIOB B KOHKPETHON CETH M UX ONMHCAHHUE MTPU HEOOXOIUMOCTH

HabOp MPOTOKOJIOB, PeaTnu3yeMblii B KOHKPETHOMN CEeTH

Ha0Op YPOBHEH, peaan3yeMblii B KOHKPETHON CeTH

HabOp YpPOBHEMH, IPOTOKOJIOB, a TAKKE KOJTUYECTBO YCTPONUCTB B KOHKPETHOM CETH, UX
OTHCAHME U CTICHU(PHUKAIINN

4. [lepeuncinute OCHOBHBIE MTOJIXOABI K COTJIACOBAHHUIO PA3HBIX CTEKOB IMPOTOKOJIOB!
TPAHCIISIH

MYJIbTHILICKCUPOBAHNE

MHCKAIICYIISLUS

MOTUMOPPHU3M

5. TpaHcisius MpOTOKOJIOB O3HAYAECT:

COTJIACOBaHUE JIBYX MPOTOKOJIOB MyTEM MTPeoOpa3oBaHus COOOIIECHUMN, TOCTYMAIOIIUX OT
OJIHOM1 ceTu, B popMaT Apyrou cetu

npeoOpa3oBaHre MPOTOKOJIOB B HEKOTOPBII HHOM (popMaT MPOTOKOIA UCXOS U3 YCIOBHIA

COIJIACOBAHUE JIBYX IPOTOKOJIOB IyTEM UX NpeoOpa3oBaHUs IPU Mepeaayue JaHHbIX OT
OJIHOM ceTu K Apyroi

nepejiaya JaHHBIX, CoZiepaKallias IpeoOdpa3oBaHHbIE COOOIIEHNUS Ui LIEIEBOr0 IIPOTOKOJIA

6. MyJIbTHUIUIEKCHPOBAaHUE MPOTOKOJIOB O3HAYALT:

YCTaHOBKY JOIOJIHUTEIbHBIX CTEKOB IPOTOKOJIOB HA KOHEYHbIE MALIMHBI, YYACTBYIOIIUE BO
B3aNMOICHCTBHHU

MEPEMHOKEHUE CTEKOB MTPOTOKOJIOB B LIEAX JOCTHUKEHUS X B3AMMHON YUTAEMOCTU

peoOpa3oBaHue COOOIIECHUH, ITOCTYIAIOIINX Ha KOHEYHYIO MAIIMHY B
MYJIbTUIUIEKCUPOBAHHBIN BUJ

YCTaHOBKY MOJIYJISI MYJIbTUINIEKCUPOBAHUS CTEKOB HA KOHEUHbBIE MAIIIMHBI, YYaCTBYIOIIUE
BO B3aUMOICHCTBUU

7. HKancynauus NpoTOKOJIOB MOKET OBITh HCIIOJIb30BaHa TOJIBKO B CIIydae, €CIH:

JIBE CETH C OJIHOM TPAHCTIOPTHOM TEXHOJIOTHEH HEOOXOIUMO COETMHUTH Ye€pe3 CETh,
MCIIOJIB3YIOLLYIO IPYTYI0 TPAHCIIOPTHYIO TEXHOJIOTHIO

JIB€ CETU C Pa3INYHBIMU TPAHCIOPTHBIMHU TEXHOJIOTHSIMU HEOOXOIUMO COEANHUTD Yepes3
CeTb, UCIOJIb3YIOLIYIO OOIIYIO JUIsl HUX TPAHCHOPTHYIO TEXHOJIOTHIO

HE00XO0IUMO COEIMHUTB JIBE CETU C OJHOW TPAHCIIOPTHOM TEXHOJIOTHeH

nepeaaBaeMoe CoOOIEHNE MOXKET OBITh IOMEIIEHO B OJIMH CETEBOH MAaKeT, a y3J1aMu
COEIMHEHUS SIBJISIIOTCS JIBE CETH C Pa3IMYHbIMU TPAHCIIOPTHBIMU TEXHOJIOTUSIMU

8. daiin, cogepxaiiuii pa3IuyHble BUIbI HHOOPMALIUK U UMEIOIIHIA B CBOEH CTPYKTYype
CCBUIKH (TUIIEPCCHIIKM) Ha ApYyTrHe (hailiibl UM caM SBISIOLIMICS JOKYMEHTOM, Ha KOTOPBIN €CTh
CCBUIKA B JpyroM (aiise, pacroioKeHHOM Ha HEKOTOPOM cepBepe B JII000H TOUKE MIIAHETHI,
Ha3bIBaeTCS:

TUIEPTEKCTOBBIA JOKYMEHT

CSS nokymeHnT

BeO-cepBUC

WCTIOTHSIEMBIN (haiiin

9. CtpyKTypa runepTeKCTOBbIX JOKYMEHTOB (POPMUPYETCS C IOMOIIBIO:
IIOCJIEI0BATEILHOCTH TATOB
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MOCJIeI0BATEIbHOCTH CCHUIOK
nocnenoBareiabHocTu TekcTa B popmate ASCII 30%
I10CJIEZI0BATEIBLHOCTHU CCHIJIOK U MHIEKCOB

10. « Tpaduxom» Ha3bIBaeTCS:

BpeMs U 00bEM MH(POPMALIUK, [TOJyYaeMblil WM NepeaaBaeMblil OJIb30BaTENIEM CETH. !

CKOpOCTb, C KOTOPOH I10JIb30BaTEIb MOAKIIOUACTCS K CETH.

TEKyILasi CKOPOCTh MHTEPHET-COEIMHEHUS [10JIb30BATEIS.

00bEM OTEepPATUBHON MAMSITH, BBIJCIIEMON Ha CEpBEPE MO HY kIl KOHKPETHOTO
II0JIb30BATENs CETH.

Bomnpoce! 1151 3amuThI JIa00OPATOPHBIX padoT

JlaGoparopunas padora 1.
1. Kaxum obpazom npouncxoaut oovenunenne ycrpoiicts B Ethernet-cetn?
2. CKOJIbKO KOHTAKTOB U BapuaHTOB nojkiaoueHuid 8P8C? Kakue enié KOHHEKTOPhI
CYILIECTBYIOT?
Kakue BuabI MPOBOIHOTO COEAMHEHUS YCTPOMCTB CYIIECTBYIOT?
C kako# 1e1bI0 TPOBOIHUKH TIEPEKPYUUBAIOTCS MEXKITY COOOM, «BBIOTCSI»?
5. Kak KoimuecTBO KOHTAKTOB BIIMSIET HA CKOPOCTh TEPe/Iayul JaHHBIX B CETH?

W

JlaGoparopHasi padora 2.
1. Kakue OCHOBHBIC MPOTOKOJIBI UCIIOIB3YIOTCS TPU OPTaHU3AIMH JTOKATEHON CeTH
Ethernet
Urto Takoe KIUeHT?
UYro Takoe cepsep?
Urto Takoe MapuipyTuzaTop?
Uro Takoe KOHIEHTpaTop?
B uém paznumna mexay TCP u UDP?

Sk

JlaGopaTopHnas padora 3.

Urto Takoe agpec XocTa, aJipec CETH, MacKa CeTH?
Yro takoe IP, MAC, subnet mask, LAN, WAN?
Kak M0>HO paccuuTaTh KOJIMYECTBO XOCTOB B CETU?
Kak cetp pa3zbuBaercs Ha mojceT?

UTto Takoe ceTeBOM MaKeT U CeTeBOM Kaap?

DA WD =

JlabopaTopHasi paGora 4.

Kaxue nuarnoctuueckue ytuintel TCP/IP Bbl 3HaeTe?
Ckomnbko yposHei B creke TCP/IP? Ilepeuncnure ux.
Onumure HkHUNA ypoBeHb TCP/IP.

Onumure Bepxuuit yposens TCP/IP.

Yro nmenaet netstat?

Urto nenaet ipconfig?

SNk =

JlabGoparopuas padora 5.
1. Yto Takoe cereBoit uHTEpheEic?
2. Kakue cyniecTByIOT CpeACTBA SMYJIUPOBAHUS JTOKAIbHBIX ceTel? B uém ux
0COOEHHOCTH?
B uém pazHuia MeXIy CETeBOM KapTOi U MOPTOM MapuipyTu3zaropa?
4. B uéM pa3HHIla MEX]Ly pOyTEPOM U MapIIpyTHU3ATOPOM?

[98)
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JlaGoparopHnasi padora 6.

1.

Nk

UTo 03HAYaeT 3aMUCH «XXX.XXX.XXX.XXX/XX»?

UYro Takoe JIBC?

B uém ocobennoctu nmocrpoenus JIBC Ha koHIIeHTpaTopax?
B uém ocobennoctu noctpoenus JIBC Ha kommyTatopax?
Kak mpoBeputs paboTocrnocoOHOCTh ceTn?

JlabopaTopHas paGora 7.

1.

Nk

Jj1g 4ero ucnonb3yercs MapupyTuzarop?

Kax mpu nomoru mMapuipyTiu3aropa COeAMHUTH MOJICETH B €IUHYIO CETh?

MoskeT 511 OBITh B OJTHOM CETEBOM YCTPOMCTBE HECKOIBKO pa3iuuHbIX [P-anpecon?
Uro Takoe TabyMIla MapIuIpyTU3anuu?

Uem oTiiMyaeTcs cTaTUUecKasi MapIIpyTHU3alus OT ITMHAMUYECKO?

JlabGoparopHnas padora 8.

1.
2.
3.

Uro takoe DHCP?

Uro takoe DNS?

Kakue npouenypsl u pyHKINN ypOBHEH 3TanoHHON ceTeBoil Moaenu OSI
pealli30BaHbI B YCTPOHCTBE «MapIIPYTU3ATOP»?

OO0bsicauTe Ha3HaueHue cieayromux [P anpecos:

169.254.0.0/16

127.0.0.0/8

255.255.255.255

224.0.0.0

240.0.0.0

JlabopaTopnasi paGora 9.

1.

il

UYro Takoe ARP?

VYxkaxure nnuny IP anpeca nporokosa [IPv4 u nporokona IPv6
UYro Takoe ARP-cniy¢punr?

N3 ywero coctour ARP-naker?

UYro Takoe camonpon3BoibHbI ARP?

7.3.2 IIpomexyTOYHAS ATTECTALHSA

Hepeqeﬂb BOIIPOCOB JIA MOATOTOBKH K 3K3aMEHY U COCTABJICHUSA Ouj1eTOB

—_—

W

Oransl pa3peuieHus fjomeHHoro umenu B MAC-aapec (uepes IP).

[Ipsimast 1 KOCBEHHas: MapIIPYTU3alUs: Ha3HAUYEHHUE, IPUMEDP 3ar0JI0OBKOB ITAKETOB C
agpecamu MAC u IP otnipaBuTens 1 nomxyvaresns.

Oyukuuu Moayis IP npu mapmpyrusanuu. [Ipasuna mapmpyrusanuu B Moayse IP.
Haznauenue nporokona ARP, stanel pabotsl. ARP ¢ npencrasurenem.
HazHnaueHue u cpaBHUTENbHBIE XapaKTEPUCTUKU TPAHCIIOPTHBIX IPOTOKOJIOB CTEKA
TCP/IP. IlopTsl: Ha3HaYEHHE U UCTIOJIB30BAHUE.

Tabnuua MapipyTH3auu: Ha3HaueHUe, TPUMEPhI MapIIPYTOB J0 TEKY-IIEro y3ia,
710 JTOKAJIBHOM CETH, 10 Y3JI0B MHTEepHETA. [IpOTOKOIIBI Map-IIpyTH3aLHN.
ApXuTeKTYpbl HH(POpMAITMOHHBIX cucTeM. OCHOBHBIE XapaKTEPUCTHKH,
JIOCTOMHCTBA M HETOCTAaTKH KIIMEHT-CEPBEPHOM apXUTEKTYPBI.

Mogenu KIMeHT-CepBepHON apXUTEKTYphl. XapaKTePUCTUKH, U300PAKEHHUS.
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Knunent-cepBepHas apxutekTypa, ocHoBaHHas Ha Web-texHonoruu. CTpyKTypHbIe
CXEMbI KJIIUEHTa U cepBepa.

TexHonoruu: UHTpaHET, IKCTpaHeT U OacTnoH. Onpenenenus, Ha3HaYCHNUE,
O0COOEHHOCTH.

[TpuBaTHbIE ceTn: Ha3HAYCHHE, O€30IAaCHOCTD, a/Ipecalisl, TPAHCIIALNS aIPECOB.
Mackapanunr. ®yskiuu, Texaonorud NAT u PAT, oco6eHHOCTH.

Bupryanenbie yactuble cetu. IIpotokonsr PPTP, L2TP u IPSec.

bpannmayap. Tunbl 6panamayspos. [IpaBuna nocrpoenust punstpo IPFW.,
IIpumepsl.

Crpykrypa u pyHkuu oo6padotku nakeroB moayis IP. IPFW B momyie IP.
Haznauenue cimyx061 DNS, 1OMEHBI ¥ 30HBI JOMEHOB. 3anucy 0a3bl JaHHBIX
cucteMbl DNS. CtpykTypa ¢asoB 30HBI.

Pa3pemmenne nomennoro nmenu B [IP-afpec u HA060POT; TUIIBI 3aIIPOCOB K CepBEpam
DNS. Pabora pacnio3naBaressi.

Cayx0a xatanoro: OnpezeneHue, Ha3HauYeHHE, CTPYKTypa, CxeMa, MPUHIUIIBI
MOCTPOCHHUS U PAOOTHI, TUIIBI 0OBEKTOB, IPUHILIUIIAIBI O€30M1aCHOCTH.

Paznnuns ciyx6 xatanoros X.500, ADS u NDS

VYnpasnenue anmuauctpatuBHoi nHpopmanmeii. Jlomenst Windows NT, NIS u
NIS+.

Cucrema 3ammtsl ¢aitioB B OC Unix: HazHauenue uaeHtudukaropos GID u UID,
¢aiinos /etc/passwd.master, /etc/passwd, /etc/group, /etc/hosts.

KoMmananble yTUIUTBI KOHTPOIIS U HacTpoiiku kKoHpuryparuu cetu B OC Windows u
FreeBSD.

OnepanuonHsie cucteMsl. Mx kiaaccudukarusi.

Onumure CTPyKTypy C€TeBOH ornepanioHHOM cuctemsl. Kakue 3anaun cereBoit OC?
CereBble onepannonnsie cucrembl: Widows u Linux. KakoBsl ux paznunuus?
BupryaneHbie yacthble cetu. [lpuBenuTe Ux XapakTepUCTUKH.

Onummre TEXHOJIOTHIO TOCTpoeHUust VPN.

XapakTepuCTUKU ceTeBOro nporokona [Pv4.

XapaKTEepUCTUKH ceTEBOro npotokona [Pvo.

Kak npoucxoautr aBromarnyeckoe HazHaueHue [P agpecos?

CEpBEPOM.

Tpancnopraeie nporokossl TCP u UDP. KakoBbl MX XapakTepUCTUKH?
FTP-xnuents! u cepBepbl. SQL-cepBep. KakoBbl ux xapakTepucTHKU?
KnmeHTs! u cepBepbl 2IEKTPOHHON MOYTHI, FOJI0COBOM CBSI3M, MTHOBEHHOT'O OOMEHa
cooOmernamu. OTUIINTE UX OCOOEHHOCTH.

Onuimmre MOJENb B3aUMOIEHCTBUS OTKPBITBIX CUCTEM.

Kakwue cymiecTByIoT ceTeBble yTUIUTHI AJIs JUArHOCTUKH CETH?

Kakoe cymecTByeT nporpaMMHoe 00ecredeHne CETEBbIX TEXHOIOT U ?

Kak npoucxoaut ayrentudukanus mnoib3oparesieil B cetu?

UYro coboif mpencrasinseT ciayx0a katanoros Active Directory?

Kak mpoucxonut B3aumoaencTBie onepannoHHbix cucreM Windows u Linux B
OJlHOM ceTn?

. ABTOM&TI/I3aHI/I${ YCTaHOBKHU ITPOTrpaMMHOTI'O 0o0ecIieueHUs B CETH.
42.

Kax nponcxoautT MOHUTOPUHT COCTOSIHHSI CETU M HACTPOMKA MPOU3BOIUTEIHHOCTH
cern?

OnepanunonHas cucreMa Linux. [IpuBennTe 0CHOBHBIE XapaKTEPUCTHKHU.
Hcnonb3oBanue moaenu OSI. E€ pynkium.

[Iporokoinbl u Texnonoruu moaenu OSI. E€ pynkuuu.
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Kak npoucxoaut nouck U ycrpaHeHue HeuclipaBHocTH B Mojienu OSI Ha ypoBHE
1,27

Kak npoucxoaut nouck U ycrpaHeHue HeuclipaBHocTy B Mojenu OSI Ha ypoBHE
3,4?

CueHnapuil yctpaneHus Henosianok. Onucanue.

Onummre ¢pusnyeckas U JIOrH4ecKas TONOJIOTHS CETH.

JIOKyMEHTHPOBAHHUE CETEBBIX TPEOOBAHUIA.

. Kakue stansl rulaHupoBaHus MOJICPHU3ALUM CETH BbI 3HaeTe?
52.
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57.
58.
59.
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70.
71.
72.
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77.

Kakue mmpsl mogcTaHOBKH BB 3HaeTe?

Kakue mudps! nepectaHoBKY Bbl 3HaeTe?

[u¢ps! noToka u 01049HBIE MIHQPHI.

CoBpeMeHHbIe 0JI0YHBIC TTHU(PBI.

CoBpemeHHbIE TIH(PBI TOTOKA.

Crpyktypa DES. Onumure.

Ananus DES.

Mtuorokparnoe npumeHenue DES. be3zonacnocts DES.
VYcoBeplieHcTBOBaHHbIHN cTanAapT mudpoBanus AES.
HIndpoBanue, UCIIOIB3YIOIIEE COBPEMEHHBIE MNPl CHMMETPUYHBIM KIIIOYOM.
Kpunrorpaduueckas cucrtema RSA.

Kpunrocucrema Pabuna.

Kpunrorpaduueckas cucrema Dnpb-I"amans.
I{esocTHOCTH COOOLIEHMUS.

Y cTaHOBIEHUE MOJJIMHHOCTY COOOIIEHUS.

CpaBHenue nudpoBoil moAnuCH.

[Tponiecc paboThI TUGBPOBOIA TOIHCH.

ATaku 1TGpOBOM MMOIITUCH.

Cxembl nu(pOBOIl MOATUCH.

YcraHoBIIeHHE MTOJUTMHHOCTH 00BEKTA.

Kak mpoucxoaut ynpasieHne KIr09aMu?
bezonacHOCTh Ha MPUKIIAJHOM YPOBHE.

BbezonacHOCTh Ha TPAHCIIOPTHOM YPOBHE.
be3zonacHoCTh Ha ceTeBOM ypoBHE. Y ciyru oOecrieueHHst 6e301MacHOCTH.
besonacHocTh Tpaduka Ha CETEBOM YPOBHE.

ITpoTokon nHTEpHET-00MEHA KITFOYaMHU.



