[loKyMeHT NoAnucaH NpoCToil 3NeKTPOHHOM NOANMUCHI0
NHbopmaums o Bnagenbue:
®KWO: MakcumoB Anekceli bopucosmy

Domxsocts: pupexrop senaVAKMHMGEERCGIB HAY K Y BBICILIEI'O OBPA3SOBAHMA
[Jlata nognucanus: 04.09.2025 12:56:05 POCCI/H\/'ICKOI\/JI CDE]IEPALH/H/I

YHUKanbHbI MPOrpaMMHbIA KIKOY:
8db180dlaSfOZaWQQBHBHQBSIEmB}ﬁHapCTBGHHOC ABTOHOMHOC O6paSOBaTeJII>HOG YUPECKIACHUC

BBICILIEr0 00pa30BaHMsI
«MOCKOBCKUI TOJIMTEXHUYECKWI YHUBEPCUTET»
®axynpTeT HHPOPMAITMOHHBIX TEXHOJIOTUN

YTBEPAJIALIO

Hexan dakynbrera
{8IMOHHbBIX TEXHOJIOIHI
% /A.I. [demunos/

Z54 hespa 2025
& eppais 2025

PABOYAS ITPOI'PAMMA JIUCHUIIJIMHBI
«MetomoJiorust 1 npakTuku DevOps»

Hanpasnenue noaroroBku
10.03.01 «MudopmanuoHHas 0€30MACHOCTDH

[Tpoduins
«be30nacHOCTh KOMNBIOTEPHBIX CHCTEM)

Keanuduxanus
bakanasp
dopmbl 00yUCHHS
ouHasi

Mocksa, 2025 1.



Pazpa6orunk(u):

JIOLEHT, K.T.H., JOLIEHT /,/W - /N.B. Kanyuxwuii/
CoraacoBano: /
3aBenyromuii kadeapoit « MMTHpopManmoHHast 6€30MaCHOCThY W= = /1.B. Kanynxuit/

PykoBoauTens oOpazoBaTeabHOM MPOrpaMMBbl, 7,
o A1O. I'neBiieB



1

2 MecTo TUCHMIUIMHBI B CTPYKTYpe 00pa3oBaTeIbHON MTPOrpaMMBbl

3 CtpyKTypa U coJiepKaHUE TUCIUTIIIUHBI

3.1  Bunsl yueOHOI1 pabOTHI U TPYAOEMKOCTh

3.2 TemaTWyecKui MaH U3YUYEHUS JUCLHUILINHBI

3.3  ConepxxaHue TUCHUILIAHBI

3.4  TemaTnka ceMUHAPCKUX/TIPAKTHUECKUX U TaOOPATOPHBIX 3aHATHIH

3.5 TemaTuka KypcOBbIX IPOEKTOB (KypCOBBIX paboT)

4 VYyebHOo-MeToANYECKOE U MHPOPMAIIMOHHOE 00ecIIeueHne

4.1 Hopmarusubie fokyMeHTbl U ['OCThI

4.2  OcHOBHas nuTEpaTypa

4.3  JlonmoJHUTENbHASA IUTEpATYypa

4.4  DnexTpoHHbIE 00pa30BaTENIbHBIE PECYPCHI

4.5  JluueH3noHHOE U CBOOOJHO paclpocTpaHsIeMoe IporpaMMHOe 0OecTiedeHHe
4.6  CoBpemeHHbIE TpoeccuoHaNbHbIe 0a3bl JAHHBIX U HHPOPMALMOHHBIE CIIPABOYHBIC
CUCTEMBI

5 MatepuraabHO-TEXHUIECKOE 00eCIIeUeHIEe

6 MeTtoauueckue pekoMeH1alun

6.1 Meroandeckue peKOMEHAAIMH JIJIs TPETI01aBaTelIs 10 OpraHUu3alKi 00yJeHUS
6.2  Meroanueckue ykazaHus Il 00yJaroNIuXcs IO OCBOSHHUIO TUCIIUTIITHHBI

7 @DoH/| OLICHOYHBIX CPEACTB

7.1  Metonbl KOHTPOJS U OLEHUBAHUS PE3yIbTaTOB O0yUEHUs

7.2 1lkana ¥ KpUTEpUHU OLICHUBAHUS PE3yJIbTATOB O0yUYCHHS

7.3 OueHOuYHbIE CpEACTBA

Copep:xanue

enu, 3aga4un U MJIaHUPYEMBIEC PE3YIbTaThl 00YUEHHUS 110 AUCIUTUIMHE

O O O 0 0 0 0 I 9 N L i L B~

10
10
10
10
11
11
11
12



1 Iesmn, 327244 ¥ IVIAHUPYeEMbIe Pe3yJIbTAThI 00y4eHH s 10 JUCHHUILINHE

Henabo npenomaBaHusi JUCHUILIUHBL SBISETCS (OPMHUPOBAHUE Y CTYACHTOB 3HAHUI B
00J1aCTH aBTOMATU3aLIMH MPOLIECCOB )KM3HEHHOTO ITUKJIA TPOTPAMMHBIX CPE/ICTB;

3agauu npenoaBaHus AUCHUTLIINHBL:

® 3yuYeHHWE METOJO0B AaBTOMATHU3AIMH TPOIECCOB >KU3HEHHOTO IUKIA MPOrPaMMHBIX

CPEIICTB;
® U3yuyeHHUE NMPUHIUIIOB U METOJIOB OOecreueHusl HeMpepbIBHOM pa3paboTKH;
e OmpeleieHHe KPUTEPUEB 3AIIMIIEHHOCTH CHCTEMbl YNpaBi€HHs HENpPEephIBHON
pa3paboTKOii;

® OCBOGHHME MEXaHMU3MOB ayauTa 0€30MaCHOCTH apXUTEKTYPhl HETPEPHIBHON pa3pabOTKH.

B pesynbpTaTe ocBOeHUs TUCHUILTUHBI «MeTtoaonorus u npaktuku DevOps» y oOyuaronuxcs
(bopMHpYIOTCS CIEIYIONNEe KOMIIETEHIIMA U TOJDKHBI OBITh TOCTUTHYTHI CIEIYIONINE Pe3yJIbTaThl
o0OydeHus Kak 3tar (OpMHUPOBAHUS COOTBETCTBYIONINX KOMIETEHIIHIA:

3HATh:

- METO/Ibl KOHIIETITYaJIbHOTO MTPOEKTUPOBAHMSI TEXHOJIOTUN oOecrieueHus: HH(HOpMalMOHHON
0e30IMacHOCTH;

YMETbh:

- IPUMEHSTh METO/IbI Pa3pabOTKH CUCTEM, KOMIIEKCOB, CPEICTB M TEXHOJIOTUN 0OecrieueHust
nH()OpPMAITMOHHOM 0€30MMaCHOCTH;

BJIAJICTh:

- HaBbIKaMU pa3pabOTKU CHUCTEM, KOMIUIEKCOB, CpPEICTB U TEXHOJOTUH obecreueHus
UH(POPMALMOHHOM OE30MaCHOCTH.

O6yuenne mno npucuuiuiiHe «Mertogonmorus W TpakTukd DevOps» HampaBieHO Ha
dopmupoBaHUe Yy 00yHarOIUXCs CIESAYIOUIMX KOMIIETCHIINHA:

Kox u HanMeHOBaHMe KOMTIETEH M HNHaukaTopbl 10CTHKEHUS KOMIIeTeHIINT
OIIK-7 Cnioco0eH ucnoab30BaTh SI3bIKU NOIIK-7.1. 3HaeT coBpeMeHHbIE Cpe/ICTBA
NPOrpaMMHPOBAHHS ¥ TEXHOJIOTUU pa3paboTKH U aHATU3a TPOTPAMMHOTO
pa3paboTKH IPOTPAMMHBIX CPEICTB JIs oOecrieueHus Ha A3bIKaX BBICOKOTO YPOBHS,
peuieHus 3a1a4 npoecCuoHaANBHON METO/IbI IPOTrPaMMHPOBAHHS U Pa3paboTKu
JEeSTENIbHOCTH 3G GEKTUBHBIX AITOPUTMOB PEIICHUS

NPUKIIaIHBIX 3a/1a4, 0a30BBIE CTPYKTYPHI
TAHHBIX, OCHOBHBIE QJITOPHUTMBI COPTHPOBKH
Y TIOUCKA U crIoco0bl uX 3G HEeKTUBHON
peanu3aiym, OCHOBBI aIMUHICTPHPOBAHUS
OTIEPAIIMOHHBIX CUCTEM M BBIYHCIHTEILHBIX
CeTel, TAIOHHYIO MOJIeNTb B3aUMOJICHCTBHUS
OTKPBITBIX CHCTEM, METObI KOMMYTALIUH U
MapIIpyTH3aLNH, CETEBBIE TIPOTOKOIIBL;
NOIIK-7.2. YMmeet BbIOMpaTh HEOOXOANMBIE
WHCTPYMEHTAJIbHBIE CPEICTBA JIJIS
pa3paboTKH MpOrpaMM B Pa3IHYHBIX
OTIEPALIMOHHBIX CHCTEMaxX U cpenax,
COCTaBJISITh, TECTUPOBATH, OTIAKUBATH U
o(opMIIATH TPOrpaMMBI Ha S3BIKAX BEICOKOTO
YPOBHSI, BKITIOYasi OOEKTHO-
OpPHEHTHUPOBaHHBIE, (HOPMATHU30BAThH
TIOCTABJICHHYIO 3a/1a4y, BEIOUpATh
HE00XOIMMBIE HHCTPYMEHTAJIBHBIE CPENICTBA
1Sl pa3paboOTKH MPOTPaMM B Pa3THYHBIX
OTIEPALIMOHHBIX CHCTEMaxX M cpeniax,




YCTaHABJIMBATh M OCYIICCTBIIATH IEPBUYHYIO
HACTPOMKY OZHOH U3 ONEPAIIMOHHBIX CUCTEM;
NOIIK-7.3. Bnaneer HaBbIKaMH pa3pabOTKU
IpOrpaMM Ha SI3bIKE POrPaMMHUPOBAHUS
BBICOKOTO YPOBHSI, CITOCOOaMU OIIEHKH
CIIOKHOCTH pabOThI aITOPUTMOB, OCHOBHBIMHU
MOJXOJaMH K OpraHMU3aIiK IpoLecca
pa3paboTKK NPOrpaMMHOTO 00ECIICUCHHSI.

2 MecT0 IMCUMINVIMHBI B CTPYKTYpe 00pa30BaTe/IbHOM NPOrpaMMbl

Jucuumnuza «Mertoponoruss U npakTuku DevOps» OTHOCHTCS K YHMCIy 3JIEKTHBHBIX

nucturiuH (b1.2) ocHOBHOM 00pa3oBaTenbHOM mporpammel (b1.2.9/1.2.1).

W3ydenne AMCUUIUIMHBI ONHMpACTCs HAa 3HAHMS, YMEHHMS M HaBBIKHM, NMPHOOpPETCHHBIE B
IpEeANIECTBYIOMNX AUCIUIUINHAX: «OCHOBBI HH(POPMAIIMOHHOI O6e30macHOCTHY, «CeTH U CUCTEMBI
nepeaaun uHMGopmarum», «Kpunrorpapuueckue MeToabl 3amuThl HHpopMaMmny», «bezonacHocTh

cucTeM 0a3 JaHHBIX), «be3omacHocTh cereit OJICKTPOHHBIX BBIYUCIUTCIIBHBIX MAaIlIWH».

3 CrpykTypa u coaepxkaHue TUCHUININHBI

OO6m1ast TPy 1I0EMKOCTb IUCIUIUIMHBI COCTABIISIET 4 3a4eTHBIC CAMHUIIBL, T.€. 144 yaca (Jiekuuu
— 4 gaca, nabopatopHsble 3aHATUS — 68 "yaca, caMOCTOsATeNbHAs paboTa - 72 yaca, popmMa KOHTPOJIS

— 9K3aMeH) B 5 ceMecTpe.

CrpykTypa U cofepkaHue AUCHUILTUHBI «MeTtonosnorus u npaktTuku DevOps» mo cpokam u

BUJIaM pabOThI OTPAKEHBI B IPUIIOKEHUN

3.1 Buabl yueOHOI padoOThI M TPYA0EMKOCTh

(o popmam oOyueHus)

3.1.1 Ounas ¢popma oOydeHus

Ne Brt yueHoii pagoThI KoanuyecTBo CemecTpbl
n/n 4acoB 5
1 | AyauTopHble 3aHATHS 72 72
B ToMm umncrne:
1.1 | Jlekuun 4 4
1.2 | CeMuHapcKue/MpakTUUYECKUE 3aHATHS
1.3 | JIabopaTopHBbIC 3aHATHS 68 68
2 | CamocTosiTesibHasi padoTa 72 72
B Tom uncne:
2.1 | ...
3 | IIpome:xxyTouHasi aTTecTAIUS
3auet/nud.3aueT/7K3aMeH DK3aMeH
Hroro 144 144

3.1.2 OuHo-3a04Has ¢popma 00yUeHUS
He npenycmotpena

3.1.3 3aounas ¢popma oOyueHUs




He npenycmorpena

3.2 TemaTn4ecKuil NJIAH U3yYeHUS TUCUMUIIIMHBI

(o popmam oOyueHus)

3.2.1 Ouynas ¢popma o0ydeHus

TpynoeMKoOCTD, Yac

AynutopHasi padora

Camoc
Ne Pa3jieibl/TeMbl Cemunap Jla6opa IIpakt | 4 oore
n/m AUCIHUTLTHHBI Beero | Jlex cxue/ TOpHBIE HECKA | g nas
MpaKTHue o
1005078 3aHATH padort
CKHe N MOAroT | © o
3aHSITHS OBKa
1 Pa3pen 1.
1.1 | Tema 1. Benenne B Kypc 16 4 ] 3
«Metogonorus u mpakTUKd DevOps»
1.2 | Tema 2. [IpumeHeHne BUPTyalu3aluy B
paMKax aBTOMAaTH3allUd  MPOILIECCOB 16 ] 3
KU3HEHHOTO  IMKIA  MPOTPaAMMHBIX
CPEICTB
1.3 | Tema 3. Mcnonb30BaHME KOHTEHHEPOB
24 8 16
Docker.
1.4 | Tema 4. Ilpumenenne meroauku CI/CD
B 00JaCTH aBTOMATHU3AIMH IPOLIECCOB 28 12 12
KU3HEHHOTO  IIMKJIA  MPOrPAaMMHBIX
CpEICTB
1.5 | Tema 5. 24 12 12
ABTOMaTH3UPOBAHHOE TECTUPOBAHUE
1.6 | Tema 6.
Pensimonnble 6a3bl NaHHBIX, KJIacTepsl | 24 12 12
s CYB/]
1.7 | Tema 7.
AyauT U MOHUTOPUHT O€30MacHOCTH
ABTOMAaTU3HPOBAHHBIX MPOIECCOB 12 8 4
KU3HEHHOTO  IIMKJIa  MPOTPAaMMHBIX
CPEICTB
Hroro | 144 4 68 72
3.2.2 OyHo-3a04Hast popMa 00ydeHus
He npenycmotpena.
3.2.2 3aounas ¢popma oOyueHus
He npenycmotpena
3.3 Conepxanue QM CIUTLTAHBI
Ne Pa3nen (Tema) Conepxanue
n/n AUCUHMIIUHBI
1 2 3




Pasnen 1

BBenenue B
«Metonoiorus
npaktuku DevOps»

KypcC
n

OcHOBHBIEC TEPMUHBI U ONPEAETIEHUS B 00IaCTH aBTOMAaTU3allNH,
TEXHUYECKOE 3aJjaHhe Ha aBTOMATH3UPOBAHHYIO CHCTEMY
yOpaBIEHUsI TMPOIECCOM pa3pabOTKU MPOTPaAaMMHBIX CPEJCTB,
ocHoBHble moHATHST CASE-texuosiornii, Momaenu >KH3HEHHOIO
LHKJIA.

1.2

[Ipumenenne
BUPTyaJIM3alMl B paMKax
aBTOMAaTHU3ALNHU
IIPOLECCOB  KU3HEHHOTO
LUKJIa IIPOTrPaMMHBIX
CPEICTB

Bunel u BrnusHHE BHpTyanu3anuud Ha cdepy aBTOMATH3AIIWH,
IpUMEHEHHE 00JIAYHbIX BBIYMCICHUN AJIS 33/1a4 aBTOMATU3ALUH.

1.3

Hcnonws3zoBanue
KoHTeitHepoB Docker.

[IpumeHeHne TEXHOJOTMM  KOHTEHHepu3aluu B  00JacTU
aBTOMATHU3allMM, JOCTOMHCTBA W HEJOCTaTKU MCIIOIb30BaHUS
KOHTEIHEPOB.

1.4

IIpumeHeHue
CI/CD B
aBTOMATHU3aLNH
IIPOLECCOB  YKU3HEHHOTO
LUKJIa IIPOrPaMMHBIX
CPEICTB

METOOUKU
oOJactu

TepMuHBI W oOmpeneneHWs B METOAOJOTHH HENPEPHIBHOM
pa3paboTKH, BHEIPEHHUE IPHHIIUIIOB HETIPEPHIBHOCTH B TIPOLIECCHI
UHTETPAllMi W Pa3BepTHIBAHUS, CTATHUECKUH aHaIM3 KoJa B
koHgeiiepe CI/CD.

1.5

ABTOMaTU3UPOBAHHOE
TECTUPOBAHUE

IIpumenenue
IPUIO0KEHUSM,
pa3paboTKH.

ABTOMATU3UPOBAHHOI'O
co31aBacMbIM B

TECTUPOBAHUS K
paMKax  HENmpepbhIBHON

1.6

0a3el
hini gt

Penammonurie
JAHHBIX, KJIacTepbl

CVB]I

[IpyHIKIT HENPEpPBIBHOCTH HWHTErPAllMM M Pa3BEpPTHIBAHUSA C
UCIIOJIb30BaHUEM PEIILIMOHHBIX 0a3 TaHHBIX.

1.7

AyaUT ¥  MOHUTOPUHI
0€e3011aCHOCTH
aBTOMATU3UPOBAaHHBIX
IPOLIECCOB  YKU3HEHHOTO
LUKJIa IPOrPaMMHBIX
CpEeACTB

aCIICKTHI obecrieueHust
0€30MacCHOCTH B KOHTEHHEpPE HENPEephIBHON  pa3paboTKH,
BHYTPEHHHH  ayIuT  aBTOMAaTU3UPOBAHHBIX  IPOLIECCOB,
IMPUMCHCHHUEC JIOTUPOBAHWA U MOHUTOPUHIA IJI MPEAOTBPALLICHHNA
Y pearupoBaHMs Ha UHIUACHTHIL.

OcHOBHBIE UH(POPMALIMOHHOM

3.4 TemaTuka CEeMMHAPCKUX/TIPAKTHYECKUX H JIA00PATOPHBIX 3aHATHI

3.4.1 CeMuHapCcKue/MPAKTUICCKUEC 3aHATHUS

He npedycmompenul yuebnvim nianom.

3.4.2 JlabopaTopHbIe 3aHITHS

HaumenoBanue abopaTtopHoii paboThI

O0BeM,
yac.

Brimonnenue pabotsl Nel «Texauyeckoe 3aganue Ha ACY»

Brimonnenue padoter Ne2 « Bupryanuzanmsi»

Docker»

Brmmonnenue pabotrer Ne3 «Cucrema ympaBieHHS KOHTEHMHEpaMu

o0 |00 | OO




4 Brimonnenue pabotsl Ne4 «HempepsiBHas unterpanus (Continuous | 4
Integration — CI)»

5 Brmonaenue padotsr NeS «HemnpepsiBHOe pa3BepTeiBanue (Continuous | 4
Delivery — CD)»

6 Beimomaenue pabotel Ne6 «Cratmdueckwii ananm3 koma B CI/CD | 8
KOHBEHepe»

7 Brimonnenue padbotel No7 « ABTOMAaTH3UPOBAHHOE TECTUPOBAHUE) 12

8 Brimonnenue pabotsl Ne8 «Mcnonb3oBanue cpeacts murpanuu b B | 12
CI/CD»

9 Brimonnenue pabotsl Ne9 «JlorupoBanue 1 MOHUTOPUHI 8

Hroro 72

3.5TemaTuka KypcoBbIX IPOEKTOB (KypPCOBbIX padoT)

1. VMmnopro3amelnieHue BUPTyalu3aluu: IPUMEHEHHE B paMKax aBTOMaTU3aLUU
MPOLIECCOB.

2. besomacHoOCTh pH pa3paboOTKe KoJa: BcTpamBaHUe NpoBepok Ha Wb 10 cOopku Ha

CI/CD xonseiiepe.

MonenupoBaHue yrpo3 npu pazpaboTke Ko/a, C y4eTOM aBTOMATHU3AIHH MTPOLIECCOB.

4. MOHUTOPUHT OOBEKTOB aBTOMATHU3MPOBAHHOW CHCTEMBI B PEXKHME PEaTbHOTO

(98]

BPEMCHU JIA 3allIUTHI OT cOoeB nim KOMITIBIOTCPHBIX aTaK € HOMOIIBIO OTCYCCTBCHHBIX
HHCTPYMCHTOB, 0o HHCTPYMCHTOB C OTKPBITBIM UCXOAHBIM KOIOM.

5. Artaka uepe3 SQL-unbekiuu. Ilpumenenume uncrpymenta SQLMap (unm ero
aHaJIOTOB).
6. IlocTpoenue n0ByIIEK U XaKEPOB, a Takke uid npotuBoaeicteusg OSINT.

4 YyeOHO-MeTOAUYECKOE M HH(OPMAILHOHHOE OOecredeHne
4.1 Hopmatusubie 10KyMeHTbI 1 'OCThbI

[Iporpamma cocraBieHa B COOTBeTCTBHH C  DelepaibHBIM  TOCYAapCTBEHHBIM
00pa3oBaTeIbHBIM CTAHJAPTOM BBICIIIETO 0Opa30BaHUs MO HAMPABJICHUIO MOJArOTOBKH 0aKallaBpOB
10.03.01 «MudopmarmonHas 6€30MaCHOCTHY.

4.2 OcHOBHAas1 JIUTEPATYypa

1. HNHupacTpykTypa 1 apXUTEKTypa BUPTyTH3AIMH : y4eOHOE MOCOOUE / COCTaBUTEITN
H. A. boreirun [u gp.]. — Tomck : TIIY, 2021. — ISBN 978-5-4387-1045-5. — Teker :
JIEKTPOHHBIN // Jlanb : ANEKTPOHHO-OMOIMOTESTHAS cucTeMa. — URL:

https://e.lanbook.com/book/246038 (nmata oOpamenus: 01.09.2022). — Pexum goctymna: s
aBTOpu3. nosp3oBarenein. — C. 73.

2. Kenesno, M. M. Metoabl u TeXHOJIOTUHA 00paOOTKHU OONBIINX JaHHBIX : Y4EOHO-
MeTogunueckoe rmocobue / M. M. XKenesznoB. — Mocksa : MUCHU — MI'CVY, 2020. — ISBN 978-5-
7264-2193-3. — Tekcer : anekTpoHHbIN // JlaHb : 31eKTpoHHO-OMOIMoTeuHas cuctema. — URL:

https://e.lanbook.com/book/145102 (mata oOpamenms: 01.09.2022). — Pexum goctyma: yis
aBTopu3. noas3osarene. — C. 15.

3. Mapmma, K. A. MeToas! U cpeicTBa NPOSKTUPOBAHMS HHPOPMALIMOHHBIX CUCTEM U
TEXHOJOTHH : yueOHO-MeToauueckoe nocodue / K. A. Iapmmn. — ExatepunOypr : , 2018. — 129 c.

8



— Tekct : oanekrponHHsld // JlaHb : 31ekTpoHHO-OMOnHMOTeyHass cuctema. — URL:
https://e.lanbook.com/book/121337 (mara oOpamenus: 01.09.2022). — Pexum npoctyma: s
aBTOpu3. noas3oBarenei. — C. 1.

4.3 JlonoiHATEIbHASA JIUTEPATYPA

1. Pak, U. I1. TexHomorun o0mayHbIX BRIMUCICHUH : yaeOHoe mocooue / U. I1. Pak, A.
B. IInarénkun, D. B. CeicoeB. — Tam60B : TI'TY, 2017. — ISBN 978-5-8265-1826-7. — TekcrT :
AJICKTPOHHBINA /l Jlanb : 3JICKTPOHHO-OMOIMOTEUHAS cucTema. — URL:

https://e.lanbook.com/book/319742 (nmata oOpamenus: 01.09.2022). — Pexum goctymna: s
aBTOpuU3. noJib3zoBareneit. — C. 49.

2. TepexoB, A. B. UT-undpactpykrypa opranuzanuu : ydeOHoe mocobue / A. B.
Tepexos, B. H. Uepnsimos, U. I1. Pak. — Tamb6os : TI'TY, 2017. — ISBN 978-5-8265-1844-1. —
Tekcr : onexktpoHHbli // Jlamp : 3nekTpoHHO-OmOmuoreunas cuctema. —  URL:
https://e.lanbook.com/book/319799 (mara oOpamenus: 01.09.2022). — Pexum npoctyma: st
aBTOpu3. noss3oBareneil. — C. 85.

3. ApXUTEKTYypHBIC pelIeHUs HHHOPMAIIMOHHBIX CUCTEM : YU4eOHUK 11 By30B / A. M.
Bonsixo, JI. C. Beirockuid, B. A. Jlybenenkuii, B. B. IlexanoBckuii. — 3-e u3n., crep. — CaHKT-
[letepOypr : Jlamp, 2022. — ISBN 978-5-507-44710-7. — Texkct : anekTtpoHHbIH // JlaHb :
NeKTpoHHO-OMOnmuoreynas cucrema. — URL:  https://e.lanbook.com/book/254624  (nata
obparmenusi: 01.09.2022). — Pexum goctyna: st aBTopu3. nonb3oBareneit. — C. 104.

4. Ceiiepc, 3. X. Docker Ha npaktuke / 9. X. Celtepc, A. MU ; nepeBoj ¢ aHIIIUHCKOTO
. A. benukoB. — Mockaa : JIMK Ilpecc, 2020. — 516 c. — ISBN 978-5-97060-772-5. — TexkcT :
ANEKTPOHHBIH // Jlanb : 3JIEKTPOHHO-OMOIMOTeYHAs CUCTEMA. — URL:
https://e.lanbook.com/book/131719 (mata oOpamenus: 01.09.2022). — Pexum goctymna: yis
aBTOPH3. [1OJIb30BATENCH.

4.4 Js1eKTpOHHBbIe 00pa3oBaTe/bHbIC PeCypPChl

1. Hoxymentamuss  Yandex  Cloud  [DOnmektponnsiii  pecypc] —  URL:
https://cloud.yandex.ru/docs (mara o6pamenus: 01.09.2022).

2.1mxenep o6aunbix cepBucoB. O0pa3oBaTeabHbIN Kype [DnekTpoHHbIi pecypc] — URL:
https://practicum.yandex.ru/profile/ycloud/ (nara obpamenus: 01.09.2022). — Pexxum gocryma:
JUJIs aBTOPU3. TIOJIH30BATENECH.

3. 3ammra obnayHoit nHppacTpykTypsl. OOpa3oBaTeNbHBINA Kypc [DIeKTpOHHBIH pecypc] —
URL.: https://practicum.yandex.ru/profile/ycloud-security/ (mata o6pamenuns: 01.09.2022). —
Pexxum noctyna: 1 aBTOpU3. I0JIb30BATEIICH.

4.5 J/IneH3noHHOE ¥ CBOOOHO pacnpocTpaHsieMoe NPOorpaMMHoOe
o0ecrieyeHue

He npexgycmotpeno.

4.6 CoBpeMeHHbIE NPo(heccHoHATIbHbIE 0a3bl JaHHBIX 1 HH(OPMAIIMOHHbIE
CIIPABOYHbIEC CHCTEMbI
1. Joxymenranus Yandex Cloud [Dnektponsstii pecypc] — URL:
https://cloud.yandex.ru/docs (mara o6pamenus: 01.09.2022).



5 MarepuajnbHO-TeXHUYECKOE 00ecredeHmne

Jlis mpoBefeHUs BCeX BHJOB 3aHATUH HEOOXOJUMO MpPE3eHTAlIOHHOE O00O0pYyI0BaHUE
(MyIbTUMEIUNHBIA TPOEKTOP, IKpaH) — | KOMILIEKT.

Jlns mpoBenieHHs 1aOOPaTOPHBIX 3aHATHH HEOOXOJUMO HalIM4Yhe KOMIBIOTEPHBIX KJIACCOB
000pyIOBaHHBIX COBPEMEHHOH BBIYMCINUTEIBHON TEXHUKOM U3 pacueTa OJHO pabouee MeCcTO Ha
OJTHOT'0 00y4Yaemoro.

6 MeToanueckue peKOMeHIAUNHN

6.1 MeToauyecKkue peKoOMeHIAMU /ISl IPenoaBaTeJisi 0 OPraHu3alun
o0yueHust

1. IIpy IOATOTOBKE K 3aHATHUAM CIIEAYyeT NpeABapUTENbHO MpopaboTaTh MaTepuall 3aHATHUS,
IIPEAYCMOTPEB €r0 MoJIayy TOYHO B OTBEACHHOE UISL 3TOTO BpeMs 3aHATHs. ClenyeT NOArOTOBUTH
HEOOXOIMMBbIE MaTepHajbl — TEOPETUYECKHE CBEACHUS, 3a1auu U jp. [Ipu mpoBeaeHUU 3aHATHSA
ClielyeT KOHTPOJMPOBATh MOJadyy MaTepuaja U pelleHHe 3aJaHui C y4eToM yuyeOHOro BPEMEHH,
OTBEJICHHOTO IS 3aHATUS.

2. Ilpu mpoBepke pabOT M OTYETOB CJEAYEeT YYHUTHIBaTh HE TOJBKO IPAaBUIBLHOCTD
BBITIOJTHEHMSI 3aJaHUi, HO M ONTHMAIbHOCTh BBIOPAHHBIX METOJOB PEIICHUS, MPABUIHLHOCTH
BBIIIOJIHEHMSI BCEX €r0 IIaroB.

6.2 MeToan4yeckue yKazaHus JJisl 00yYAIOIIUXCH M0 OCBOCHUIO TUCHUIIJINHbBI

N3ydeHne TUCIUIUIMHBL OCYIIECTBIISIETCA B CTPOIOM COOTBETCTBUU C 1I€JIEBOM YCTaHOBKOMW B
TECHON B3aUMOCBS3M y4eOHbIM IIaHOM. OCHOBOH TEOPETHYECKOH M MPAaKTUYECKOH MOJATrOTOBKU
CTYZCHTOB SIBIISIFOTCS JIEKIIUH U JTA00OPATOPHBIE PAOOTHI.

B mpouecce caMocTOsTENBHOM pPaOOTHl CTYJIEHTHI 3aKPEIUIIOT U YINIyOJsIOT 3HaHMA,
MIOJlyYE€HHBIE BO BpEMs ayJUTOPHBIX 3aHATHI, FOTOBATCSA K SK3aMEHY, a TAK)XXE CaMOCTOSATEIbHO
U3Yy4aloT OT/EIbHbIE TeMbl yUYEeOHOM MPOTrpaMMBl.
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7 DOHJ OLIEHOYHBIX CPEIACTB
7.1 MeToabl KOHTPOJISI M OLIEHUBAHUS Pe3yJIbTATOB 00yUYeHMsI

B npornecce 00ydeHHs1 MCNONB3YIOTCS CIEIYIOIUE OLICHOUHBbIE (POPMBI CAMOCTOSITEIBHOMN
paboThI CTYAECHTOB, OLICHOYHBIE CPEJICTBA TEKYIIETO0 KOHTPOJIS yCIIEBAEMOCTH M MPOMEKYTOUHBIX
aTTECTaIlUuU:

- TpoBeleHHE J1abOpaTOpHBIX pPaldOT (IMPAKTUYECKHX 3aHATUH C HCHOJIb30BAHHUEM
CHELTEeXHUKN) U UX 3aLIUTa;

- CaMOCTOATeNNbHAs IOJrOTOBKA U NMPOBEICHHUE PE3CHTAIMNA 10 TeMaM AUCLUUIUINHBL;

- i depeHIIPOBAHHBIN 3a4eT.

7.2 lllkana u KpUTEPUHU OLICHNBAHUSA Pe3yJIbTATOB 00y4eHH S

dopma IpoMeKyTOUHOM aTTecTanuu: AuddepeHIrnpoBaHHbII 3a4eT.
1o nToram mpoMeKyTOUHOM aTTECTAIMH MO JUCUUIUIMHE (MOJYJII0) BHICTABIISETCS OIICHKA
«OTIIMYHOY, «XOPOII0Y», «yJOBIECTBOPUTEIBHO» UIIN «HEYAOBIECTBOPUTEIHLHON.

HIxana oneHUBaHUA Onucanne

BeimonHensl Bce BUABI y4eOHOH paboThl, IpelyCMOTPEHHbIE
yueOHbIM Tu1aHOM. CTYZEHT IEMOHCTPUPYET COOTBETCTBUE 3HAHUM,
YMEHUH, HaBBIKOB MPHUBEJCHHBIM B TaONUIAX IOKa3aTelseH,
0 ONepUpyeT NPUOOPETCHHBIMH 3HAHUSMH, YMEHHUSMH, HaBbIKaAMH,
THHHO MPUMEHSIET UX B CUTyalUsIX MOBBIIIEHHOW cioxHOCTU. [Ipu 3TOM
MOTYT OBITH JOMYIICHHl HE3HAYUTEIbHBIC OINMMOKH, HETOYHOCTH,
3aTpyAHEHUS NPU aHAINTUYECKUX ONEepalysaX, NepeHoce 3HAaHUM U

YMEHHI Ha HOBbIE, HECTAHAPTHBIE CUTYAIIUH.

BeimosmHeHsI  Bce  BHJBI  Y4eOHOH paboOTHI, MPEAyCMOTpPEHHBIC
y4eOHbIM I1aHOM. CTYJIEHT IEMOHCTPUPYET HEMOIHOE, IPAaBUIbHOE
Xopouio COOTBETCTBUE 3HAHHM, YMEHUI, HABHIKOB MPUBEJICHHBIM B TaOIUIIAX
rokaszaTeneit, b0 eciu Tpu 3TOM OBLIM JOMyIIeHBl 2-3
HECYIIECTBEHHBIE OIINOKH.

BoimonHensl Bce BHIBI Y4eOHON paboThl, NpPEeayCMOTpPEHHbBIE
y4eOHbIM Tu1aHOM. CTyAEeHT AEMOHCTPUPYET COOTBETCTBUE 3HAHMIA,
VY 10BIETBOPUTENBHO | B KOTOPOM OCBEIlI€Ha OCHOBHAsI, HarboJiee BaskHasl 4aCcTh MaTepHara,
HO TMpU O3TOM JOMyIIeHAa OJHA 3HAYUTENbHAs OIIUOKa WU
HETOYHOCTb.
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HeynosnerBopurensHo

He BeimonneH onuH win Oojee BHUAOB Yy4ueOHOH paboTH,
MPEeIyCMOTPEHHBIX Y4eOHBIM IUIaHOM. CTYIEHT JIEeMOHCTpUPYET
HETIOJIHOE COOTBETCTBUE 3HAHUN, YMEHHIA, HABBIKOB ITPUBEICHHBIM B
TabnuIax moka3areyei, JOMYyCKAlOTCS 3HAYUTENIbHBIC OIIHOKH,
MPOSIBIISIETCS. OTCYTCTBUE 3HAHWM, YMEHWH, HABBIKOB TIO DIy
MIOKa3aTelNeH, CTYACHT UCIIBITHIBACT 3HAUNTEIIbHBIC 3aTPYAHECHHS ITPH
OTIEPUPOBAHUY 3HAHUSAMHU U YMEHUSIMHU IIPH UX MEPEHOCE Ha HOBBIC
CHUTYaIUH.

Nk WD =

S

12
13

7.3 OueHo4HblIe cpeacTBA

7.3.1 Texymuii KOHTPOJIb
OrneHouHBIE CPEACTBA AJIs TEKYIIEH aTTecTaluu
- 3amuMTa OTYETOB O BBHINOJIHEHUH J1a0OPAaTOPHBIX paboT

7.3.2 TlpomexyTouHasi aTTeCTaIlUs

OrnieHOYHBIE CPEACTBA AJI MPOMEKYTOYHOM aTTECTALUN
- DK3aMeH

Crnucox Bonpoc 11 nudpepeHIupoBaHHOTO 3a4eTa Mo JUCIUILTHHE:
OcHoBubie oHsATHSI CASE — TexHomornit
OcHoBbl MeTof0510rMN TIpoekTupoBanusd ACY. Moenu )KU3HEHHOT 0 1IMKIIA.
OyHk1IMOoHATLHOCTh ACY B )KM3HEHHOM IMKJIE MPOTrPaMMHBIX CPECTB.
OcHOBHBIE pa3ieibl TeXHu4Yeckoro 3aaanus Ha ACY.
[Ipumepsl UCHONIB30BaHUS BUPTYaJIM3alMM B IPOLECCE ABTOMATU3ALMM  IPOLECCOB
KU3HEHHOTO [IMKJIAa MPOIPaMMHBIX CPEJICTB.
JlocTonHCTBa M HETOCTATKH aBTOMATHU3ALUHU IIPOLIECCOB.
Oco0eHHOCTH aBTOMATH3AIIMH MPOLIECCOB MPU UCTIOIB30BaHUU KOHTelHepoB Docker.
[Tpuniun HenpepsiBHON uHTErpanuu (CI).
[Tpunnmn HenpepsiBHOTO pa3BepThiBanus (CD).

. OcobenHoctu npu a”anuse koja B konseitepe CI/CD.
11.

Bujsl ABTOMATHU3UPOBAHHOI'O TCCTUPOBAHMUA.

. OCOG@HHOCTI/I, JOCTOUHCTBA U HEAOCTATKU aBTOMATH3UPOBAHHOI'O TCCTUPOBAHMUA.

. OcobGeHHOCTH PabOTHI ¢ peSLIMOHHBIMY Oa3amu JaHHBIX B KoHBelepe CI/CD.
14.

TpeboBanus k 6e3onacHoctu ACY mpolieccaMu JKU3HEHHOTO ITUKJIa POTPAMMHBIX CPEJICTB.
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[Tpumep Ourera.
MUHUCTEPCTBO OBPA3OBAHUS 1 HAYKU POCCUCKOIN ®EJIEPALIMA

OEJEPAJIBHOE 'OCYJAPCTBEHHOE ABTOHOMHOE OBPA30BATEJIbHOE YUPEXXJIEHUWE BBICIIEI'O
OBPA30BAHUA

«MOCKOBCKHHU NOJUTEXHUYECKHUA YHUBEPCUTET»
(MOCKOBCKHWH ITOJINTEX)

el

dakynbTeT HHHOPMAITMOHHBIX TEXHOJIOTUH

Kadenpa: adopmarmonnas 6e30macHOCTh

JucuuiuinHa: ABTOMaTH3alus MPOLIECCOB KU3HEHHOTO LIMKJIa TPOrPaMMHBIX CPECTB
baxanaspsl. Kypc 3, cemectp 1

SK3AMEHALIMOHHBIN BUJIET Ne 1

OcHoabie ToHATHS CASE — TeXHOI0THH.

OcHOBHBIE pa3ieibl TeXHuYecKoro 3aaanus Ha ACY.
Bupl aBTOMaTH3HMPOBAHHOTO TECTUPOBAHUS.
Ocob6enHoctH npu aHaiause koja B kouseiiepe CI/CD.

[IpenonaBatens / Kanyukwuii 1.B. /
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