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1 Hean, 3a02a4m ¥ IVIaHUPYeMbIe Pe3yJIbTAThI 00y4eHHs 110 AUCHUIIHHE

K OCHOBHBIM 1IeJIIM OCBOCHUS TUCHUIUTMHBI «IIporpaMMHO-anmapaTHbIe CPEICTBA 3AIIUTHI
uHpOpPMALIUN CIIETYeT OTHECTH:

. O3HAKOMJICHHE CTYJICHTOB C COBPEMEHHBIMH IPOrPaMMHO-aNapaTHEIMU
CpeACTBaMU 3aIIUTHI MHPOPMALIUU B KOMITBIOTEPHBIX CUCTEMAX;

. OBJIAJICHHE METOJaMU peIIeHWs 3afad I[POrpaMMHO-aNapaTHOW  3aIUTHI
uHpOpMaLnH.

K ocHOBHBIM 3a71a9aM OCBOEHUS TUCIUIUIUHEI «[[porpaMMHO-anmapaTHbie CPEICTBA 3aIIUTHI
UHPOPMAILIUNY CIIEAYET OTHECTH:

. o0yd4eHHEe CTyICHTOB COBPEMEHHBIM METOJaM IPOrpPaMMHO-AMIAPATHOW 3aIIUTHI
nHpopmanuu;

. nproOpereHue NMpo(HecCHOHATBFHOW KOMIIETEHTHOCTH B MPOTPaMMHO-AMIIAPaTHBIX
Cpe/CTBax 3alUThl HHpOpMaIH;

. YMEHHE OpPUCHTHPOBATHCS B TPOAYKTaX W TEHACHIMSX PA3BUTUS CPEACTB
POTPaMMHO-aNapaTHOHN 3aIuThl HHPOPMAITMOHHBIX TEXHOJIOTHHA.

B pesynpraTte ocBoeHMs aucuMiuHbl «lIporpaMMHoO-anmapaTHele CpeACTBa 3allUTHI
uHpopMalum» y o00ydaroIuxcs (QOPMHUPYIOTCS CIEAYIOLUIME KOMIIETEHIUMU U JIOJDKHBI OBITh
JOCTUTHYTHI CJEIYyIOIUe pe3yJbTaTbl OOydeHHUs Kak 3Tan (OPMHUPOBAHMUS COOTBETCTBYHOILUX
KOMITETCHIINMN:

I[IK - 1. CrmocobeH BBHINONHATH PabOTHl 1O YCTAaHOBKE, HACTPOMKE M OOCITYKHBAaHUIO
IPOTrPaMMHBIX, IPOrpaMMHO-alIapaTHbIX (B TOM YHCIE KPUNTOrpaUuecKux) U TEXHUYECKHX
CPEZCTB 3alIUTHI HH()OPMAIIHH;

3HATh!

- BO3MOXXHbIE [I€HCTBHSI TPOTWBHUKA, HAlpaBICHHbIE Ha HAPYIICHHE IOJUTHKH
6e30MacHOCTH HH(pOPMAILIUH;

- HanboJtee ys3BUMBIE ISl aTaK MPOTHBHHUKA JIEMEHTH KOMITBIOTEPHBIX CHCTEM;

MEXaHU3MBbI PELIeHNs THUIOBBIX 3a/1a4 IPOrpaMMHO-aIapaTHON 3aIlUThl HH(POPMAaLIUY;

YMETB!

-aHAJIM3MPOBATh MEXaHU3Mbl pealu3alliil MPOrpaMMHO-ANMNAPaTHBIX METOOB 3allUThI
KOHKPETHBIX OOBEKTOB U MPOIIECCOB ISl PEHICHHUS IPOPECCHOHATBHBIX 33/1a4;

-IPUMEHATH LITaTHBIE CPEACTBA MPOrPaMMHO-AIIAPATHON 3aLUTHI U CTIEUATN3UPOBAHHbBIE
MIPOIYKTHI JJISl pEIICHUS TUTIOBBIX 33]1a4;

-KBUIM(UIMPOBAHHO  OLIEHUWBaTh 00JacTh TNPUMEHEHUS KOHKPETHBIX MEXaHU3MOB
IPOTPaMMHO-aNNapaTHOHN 3aIIUTH HHPOPMALIUH;

-MCIIOJIb30BaTh alllapaTHBIE U MPOrPaMMHBIE CPEICTBA 3aIUTHI HH(OPMAIMK [P PeILIEHUH
NPaKTUYECKHX 3a/1a4.

- OpPraHM30BaTh €r0 BHEIPEHUE U MOCIIEAYIOIIEe COIPOBOKACHNUE;

- BBITIOJIHATH pabOTHI 10 yCTaHOBKE, HACTPOHKE M 00CITY’)KHBaHUIO IIPOTPaMMHO-ANITapaTHBIX
CpPEeZCTB 3aLIUThI HUH(OPMAIIHIH;

BJIAJICTh!

- HaBbIKaMM OKCIUTyaTauMud (B  4YacTHM, KacalolleWcss pasrpaHu4eHus JOCTyIa,
ayTeHTH(HUKAWU 1 ayauTa) 0a3 JaHHBIX, JOKATHHBIX KOMITBIOTEPHBIX CETEH, MPOTPAMMHBIX CHCTEM
C yueToM TpeOOoBaHuUH 1Mo obecreueHu0 HHPOPMALMOHHOM OE30MaCHOCTH.

OIIK-6 CnocoOeH mpu peueHud NpoQecCHOHATIbHBIX 3aJauy OpPraHW30BBIBATH 3AIIUTY
uH(pOpMallMi OTPAaHUYEHHOI'O JOCTYNa B COOTBETCTBHHM C HOPMATHBHBIMU IPAaBOBBIMH aKTaMH,



HOPMAaTUBHBIMH ¥ METOAMYECKUMHU JOKyMeHTamu DenepanbHOil coyk0bl  Oe30macHoCTH
Poccutickoit ®eneparuu, GenepanbHoOM ci1y>KObI IO TEXHUYECKOMY M SKCIIOPTHOMY KOHTPOJIIO:
YMETh:
- aIMUHUCTPUPOBATH MOJICUCTEMBI HH(OPMALIMOHHON 0€30MaCHOCTH 00BEKTA 3aLTUThI;
BIIAJICTh:
- HaBBIKAMU aJMUHHCTPUPOBAaHUA (B 4YacTW, Kacalolleiics pa3rpaHUYeHUs [OCTyIa,
ayTeHTU(UKAINK U ayuTa) 0a3 NaHHBIX, TIOKATBHBIX KOMITBIOTEPHBIX CETEH, MPOTPAMMHBIX CUCTEM
¢ yueToM TpeOoBaHHUi 1o obecreueHn0 HHPOPMAIIMOHHON O€30ITaCHOCTH.

O6yuenue no aucruiuimHe ««IIporpaMMHO-amnmapaTHble CpPEeAICTBa 3aIMUTHl HHPOPMAIIUI
HarpasJIeHO HAa GOPMHUPOBAHUE Y OOYUAIOIINXCS CICAYIONTNX KOMIIETEHIIUHI:
Kox v HaumMeHoBaHue KOMIETEHIMI NHAuKAaTOPHI JOCTHKEHUS KOMIIETEH UM

IIK-1 UIIK-1.1. 3HaeT COBpEMEHHBIE  BHUIBI
CniocoO¢eH BBIMOJHATH PabOTHI MO YCTAaHOBKE, | MHPOPMAIIMOHHOTO B3aUMOJEHCTBUS 51
HACTPOIKE U 00CITy)KHBAaHHIO IPOTPAMMHBIX, | OOCITY>KMBaHWS, TPHHIMUIBI W  METOJbI

IpOrpaMMHO-aNapaTHHIX (B TOM YHUCIIe IIPOTUBOJEUCTBUS HECAHKLIMOHUPOBAHHOMY
KPUNTOTpapUUECKIX) U TEXHUIECKUX UHPOPMALMOHHOMY BO3JICHCTBUIO Ha
CpPEZCTB 3aLIUThI UH(OPMALIIH; BBIYKCIIUTEIILHBIE CETU U CUCTEMBI IIEpeIaun

uH(pOpPMAITNU, OCHOBHBIC 337191 U TIOHSATHUS
kpunrorpadguu, TpeOoBaHUS K mUPpaM H
OCHOBHBIC XapaKTEPUCTUKH MIH(PPOB, MOIEITH
mUPpPOB M MATEMATHYECKHUE METOJBI HX
UCCJICIOBAHMS,  MPUHIMIBI  MOCTPOCHUS
KpUINITOTpapUIeCKUX ajJrOpUuTMOB;

UIIK-1.2. YmMmeer HCIIOJIB30BaTh u
HAcCTpauBaTh MporpaMMHO-anmnapaTHpIe
CpeICTBa 3aIIUThl WH(POPMAIIUHU, MPOBOIUTH
aHaJIM3 [OKa3aTeIed KauyecTBa CETEN H CUCTEM
CBSI3U

UIIK-1.3. Bnageer HaBbIKaMu MO YCTaHOBKE,
HAcTpOMKe U 00CITyKUBaHHUIO IPOTPaMMHBIX,
IPOrpaMMHO-AIMAPATHBIX M TEXHUYECKUX
CPENICTB 3alIUTHI HH(POPMAITUH.

OIIK-6 HNOIIK-6.1 3HaeTr 3amuMTHBIE MEXaHU3MBI U
Crnioco0eH mpu pelieHnn mpopecCHOHANBHBIX | CpeIcTBa obecreyeHus 0e30ImacHOCTH
3a/1a4 OpraHU30BBIBATH 3AIUTY MH(GOPMAIMH | OTIEPAIIMOHHBIX CHUCTEM, OCHOBHBIE BHJIbI
OTPAaHUYEHHOTO JOCTYNa B COOTBETCTBUHU C | MOJUTUK YIPaBJICHUS JIOCTYTIOM H

HOPMaTHUBHBIMU MPaBOBBIMU aKTamHu, | ”HGOPMAIIMOHHBIMU MOTOKaMU B
HOPMaTHUBHBIMU u METOJIUYECKUMH | KOMIIBIOTEPHBIX  CHUCTEMAX, OPTraHU3aLUIo
JIOKYMEHTaMHU ®denepanbHOU CITY>KOBI | paOOTH U HOPMATHBHBIE AKTHI M CTAHIAPTHI 110
OesomacHoctr  Poccuiickoit ~ Dexepanuu, | TUIEH3UPOBAHUIO ACSITETLHOCTH B 00JIaCTH
®denepanbHON CITYKOBI 110 TEXHUYECKOMY U obOecrieueHrss  3alUTBl  TOCYAApCTBEHHOU
AKCIOPTHOMY KOHTPOJIIO TalHBbI, TEXHUYECKON 3aLIUThI

KOH(UaeHIMaTbHOM nHpOopManuu,

OCHOBBI OPraHU3aIlMIOHHOTO M IPaBOBOTO
olecrnieueHus nH(pOpMaLMOHHON
0€30IaCHOCTH,  OCHOBHBIE  HOPMAaTHBHBIE
MPaBOBBIE aKTHI B 00JaCTH 00eCIeueHUs
nH(}OpPMAIIMOHHON O€30MaCHOCTH;




HNOIIK-6.2. YMeer MOJIL30BaThCS
HOPMATHBHBIMH JIOKYMEHTaMH B 00JIaCTH
MH()OPMAIIMOHHON OE30MaCHOCTH;
HOIIK-6.3. Bnageer HaBblkamMH padOTHI C
HOPMATHUBHBIMH NMPABOBBIMU aKTaMHU

2 MecTo IMCUMILVIMHBI B CTPYKTYpe 00pa30BaTe/IbHOM MPOrpaMMbl

Hucuunnuna «[IporpaMMHo-anmnapaTHble CpeACcTBa 3alIUThl HHPOPMAIIMK » OTHOCUTCS K
YUCITy MPOPECCUOHAIBHBIX YUCOHBIX AUCIUIUIMH 00s3aTesbHol yacTu nukia (b1.1) ocHoBHOM
obOpasoBarenbHOU Mporpammel OakanaBpuara (b1.1.42).

N3yyenue TUCHUIIMHBI OMUPAETCS Ha 3HAHMSI, YMEHHS U HaBBIKU, IPUOOPETCHHBIE B
NPEIIECTBYIOUINX AUCHUILTHHAX: «OCHOBBI HH(OpMAMOHHOH Oe3omacHocTHy, «OcHOBBI MK T,
«Kpunrorpadudeckne METOIbI 3aITUTH HH)OPMALHI.

3 CTpykTypa U cojep:KaHue QU CHUNINHBI

OOmiass TPyJOEMKOCTh IUCIHHIUIMHBI COCTaBiseT 4 3a4eTHBIX €IUHUIBL, T.e. 144
aKaJIeMMUeCKUX 4acoB (JieKuu — 4 yaca, 1abopaTopHble 3aHsATHS — 68 yac, caMocTosITeNIbHas paboTa
- 72 4acoB, (hopmMa KOHTPOJISI — 9K3aMEH) B 5 cemecTpe.

Crpyktypa U coaepkanue aucuuiuiiHbl «lIporpaMMHO-armapaTHble CpPEICTBa 3allUTh
uH(popManMKU» IO CPOKaM M BUJaM pabOThI OTPAKECHBI B MIPUIIOKEHHUHU.

3.1 Buabl yueOHoii padoThl H TPYA0EMKOCTh
(mo popmam oOyueHus)

3.1.1 Ounas ¢opma o0yueHus

Ne CemecTtpbl
n/n Bua yueGHoii padoThI KOJ‘I{Y:‘:ES}TBO Cemectp Henens
cemecTpa
1 | AyauTopHble 3aHATHS 72 5 1-18
B ToMm unce:
1.1 | Jlexkuun 4 5 1-2
1.2 | CemuHapcKue/mpakTHUYECKUe 3aHITHS - - -
1.3 | JlaGopatopHbIe 3aHATHS 68 5 3-18
2 | CamocTosiTeIbHAsI padoTa 72
B Tom unce:
2.1 | CPC 72 5 1-18
3 | IIpoMe:kyTOYHasI aTTECTALMS - 5 6-17
DK3aMeH 5 Ilo
paclucaHuIo
Hroro 144

3.2 TemaTnueckni MJIAH U3Yy4YeHUS TUCIUATIIHHBI
(o hopmam oOyueHus)




3.2.1 Ounas popma oOydeHuUs

n/n

Pa3genanl/TeMbl
JTUCIHUIIINHBI

TpynoeMkocTh, yac

Bcero

AynuTopHasi padora

Jlex
100505

CemuHap
ckue/
MPAKTHYC
CKHE
3aHATHS

Jlabop
aTopH
bIC
3aHATH
A

IIpakr
nyecka
b
HOJArOT
OBKa

Camoc
TOSITE
JbHas
padort

CamocTosTenbHas pabora

Pa3paboTka moymTuku
UH(POPMALIMOHHOMN 0€30MaCHOCTH.
Metomoorus moIUTHKU
0€30MaCHOCTH KOMITBIOTEPHBIX
cucteM. OCHOBHBIE TTOJIOKEHUS
MOJIMTUKH UHPOPMAITMOHHON
Oe3onacHOCTH. JKU3HEHHBIN 1IHKII
MOJIMTUKU Oe30macHOCTH. [IprHIHITBI
MMOJIMTHKH O€30IMaCHOCTH.

1.2

Pa3paboTka moguTHKH
nH(pOpMaIMOHHOM 0€301MacHOCTH
KOMITbIOTEPHON CHCTEMBI.

1.3

Pazpabotka momenu yrpos
KOMIBKOTEPHON CUCTEMBIL.

1.4

O0bekTHI yrpo3. Knaccupukanus

yIpo3 1o croco0y MX OCYIIECTBICHUS.

Knaccudukanus 00bEKTOB yrpo3s.
OyHKIMOHATbHASI MOAETH CUCTEMBI
s3amuTel. COCTaB M Ha3sHAUEHUE
(GyHKIIMOHAIBHBIX 0J10KOB. OCHOBHBIE
TPYIIBI MEXaHU3MOB 3aIIUTHI.
OyHKIMOHATBHAS] MOJACIb.
PexoMenganuu no oTAeIbHBIM
YpOBHSIM (YHKIIMOHATLHOM MOJIETIH.

1.5

I[I/ICKPGIII/IOHHI)IS 1 MaHJaTHBIC
MOJCIIH.

1.6

Cucrema 3amuThl THPOpPMAIUHU OT
HECaHKI[MOHUPOBAHHOTO JTOCTYTIa
«CTPAX NT». Ycra"HoBka u cHATHE

C3MU. 3amkHyTas mporpaMMHas cpeja.

1.7

Cucrema 3amuThl HH(GOPMAIIUU OT
HECaHKIIMOHMPOBAHHOIO JOCTYIa
«CTPAX NT». Yipasnenue
HOJIb30BATEISIMU. YUET HOCUTENIEH U
KOHTPOJIb YCTPOMCTB.

1.8

[ToHsTHE TOCTYa U MOHUTOPA
6e3omacHocTu. Ob0ecieuenue
FapaHTI/II\/II BBITIOJTHCHUS ITOJIMTUKN
Oe3omacHOCTH. MeTo0JI0r st
HpOeKTI/IpOBaHI/Iﬂ FapaHTI/IpOBaHHO




samuuieHHbIx KC. Meron renepanumn
U30JIMPOBAaHHOM NPOrpaMMHOM CpeJibl.

1.9

Huckpenronubie Mojenu. Moaenb
AJIEIIT-50. [TatumepHoe
MPOCTPAHCTBO O6€30MacCHOCTH
Xaprcrona. MannatHast MOJIEb.
Mogens bemna-Jlanmanyna. [lepsoe
npaswio Mmojenu bemna-Jlamamyna.
Bropoe npasuio monenu bema-
Jlamanyna. Onucanue MoJemu.

1.10

Wnentudukanys u ayTeHTU(HUKAIUS.
OCHOBHbIE TOHATHUS U
knaccugukanus. [Ipocras
ayTeHTHUUKAIUA. AyTeHTU(PUKALIAS
Ha OCHOBE MHOT'OPA30BBIX MapOJIEH.
AyTeHTH(UKaLN HA OCHOBE
OJIHOPA30BBIX MTAPOJIEH.
AyTeHTH(HKAINI HA OCHOBE
ceptudukaToB. buomerpuieckas
UCHTU(GUKALMS U ayTeHTU(QUKALUS
I10JIb30BaTENEN.

1.11

Crporas ayreHTH(pUKALIUS.
[TpoTOKOIIBI ayTEeHTHU(PHUKAIINN C
CUMMETPUYHBIMU AITOPUTMaMHU
mmdpoBanus. [IpoTokomsl,
OCHOBAHHBIE Ha UCIIOJIb30BaHUN
OJITHOHAIPABJICHHBIX KITFOUEBBIX X3~
byHKIMA. AyTeHTUDUKAIHS C
MCII0JIb30BaHUEM aCUMMETPUYHBIX
ITOPUTMOB MK (POBAHMUSL.
AyTeHTH(HKAIMS, OCHOBaHHAs Ha
UCIOJIb30BaHUU LIU(POBOI MOAMUCH.
[TpoTOoKOIIBI ayTEHTU(DHUKALIUU C
HYJIEBOM Iepenayei 3HaYCHU M.
VYrpouieHHast cxema ayTeHTHPUKAIT
C HYJIEBOM Tepeayei 3HaHUM.
[TapannenpHas cxema
ayTeHTH(UKALIUU C HYJIeBOU
nepesaden 3HaHuM.

1.12

[TpoToxon uaeHTuUKaMu u
ayrentudukanuu B OC Windows

1.13

[TpoToxon uaeHTuuUKauu u
ayreHTu(ukanuu B OC Windows .
[TpoTtokon ayrentuduxanuu Kerberos.
CoxpaHHOCTb TTApOJIEH yUETHBIX
3armrceit. Windows. 3amuTa maposeil.
Kpaxa SAM-paiina. 3axBat
npuBuieruii. Copoc naposi. B3nom
BTOPHUHBIX MapoJjeid. Cucrema
pasrpanndenus nocryna OC LINUX.
B03MOKHOCTH CTaHAAPTHOI CUCTEMBI
pasrpanudenus goctyna OC Linux.
HemocTaTku cTaHIapTHON CHCTEMBI




pasrpannyenus goctyna OC Linux.
BosmoxHOoCTH Hanboiee N3BECTHBIX
CPEIICTB COBEPIICHCTBOBAHUS
pasrpanndenus gocryna OC Linux.

1.14

[Tporokon ayrentudukanuu Kerberos.

SN

I

1.15

Cucrema pasrpanuuenus gocryna OC
LINUX.

SN

I

1.16

3amuTa GaillioBO CUCTEMBI
Windows. Pazpemenus nist ¢haiaoB u
nanok. [ludpyromas daitnoBas
cucreMa (EFS) Encrypting File
System. TexHnonorus mudpoBaHus.
Boccranosnenue nannbix. [Ipomecc
mmdpoanus. [Ipouecc
nemudpupoBanus. [Iporece
BOCCTaHOBJICHUS. B3aumoeiicTBue
¢aiinoBoit cuctemsl 3amuThl NTFS u
3alIUTHI pecypca o0IIero 1ocTymna
(Sharing). TunoBbIe 3amaun
AJIMAUHUCTPUPOBAHHSI.
AJIMUHUCTPUPOBAHKE JIUCKOB B
Windows. CxoacTBa u pa3iuuus
mexay Disk Management u Disk
Administrator.

1.17

HIudpyromas ¢aitnoas cuctema
(EFS) Encrypting File System.

1.18

3amura daitioBoit cuctembr OS
Linux. ®aiinoBas cucrema OS Linux .
OcHoBHbIE KOHIENIHMH (paiiIoBOM
cucreMbl. Bupryansnasa ®aiinosas
Cuctema (VFS). daitnioBbie CUCTEMBI
EXT2 (The Second Extended File
System).

JlabopaTopHbie padoThI

YcTaHoBKa MPOrpaMMHOTO KOMITIIEKCa
ViPNet Administrator 4.x.Co3nanue
CTPYKTYPBI 3aLIUIIICHHON CETH

2.2

Hactpoiika pe3epBHOro KONUPOBaHUS
JTAHHBIX U BOCCTAHOBJICHUE JaHHBIX B
ITO ViPNet Administrator.
PasBeprriBanme pabouero mecra
MTOMOIIHHUKA TJIABHOTO
aJMUHHUCTpaTOpa.

2.3

Moaudukamnus 3anueHHON CeTH.
Komnpomerarusi.

2.4

Hactpoiika monuTuk 06€301MacHOCTH B
ViPNet PolicyManager. YcranoBka
ViPNet Coordinator B kauecTBe
MEKCETEBOTO IUTI03a

2.5

IlepBoHavanbHast HACTpOMKA
MEXKCETEBOI0 B3aUMOECHCTBUS.
Moudukariyst MeKCceTeBOro
B3aMMOJEHCTBUSIL.
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2.6 | Hacrpoiika J0KaJIbHBIX U TPAH3UTHBIX 4 4
buIBTPOB OTKPHITOM ceTu. HacTpoiika
GUIbTPOB 3aIIUIEHHON CETH.

2.7 | Hactpoiika TpaHCIISIIUN apecoB 4 4
(NAT). Tynnenupoanue B ViPNet
Coordinator.

2.8 | ViPNetClient4 — VPN u 4 4
IIEPCOHAIIBHBIN CETEBOM DKpaH.
Kpunronposaiinep ViPNetCSP.

2.9 | Pabora c npuiIoKeHUSIMU 4 4

2.10 | YcraHoBKa ¥ HMHULIMAIA3ALAS 2 2
komruiekca «Cobomby. Hactpoiika
00IIMX mapamMeTpoB.

2.11 | Hacrpoiika u 3KCIITyaTanus 4 4
komiuiekca «Co0O0JIby.

2.12 | YcraHOBKa Y1 MHULIMAIA3ALAS 4 4

koMmmirekca «Secret Net 5.0-Cy.
Hacrpoiika o01mux napameTpos.

2.13 | YupaBneHue pexkuMaMu BX0J1a B 4 4
cucrtemy. YHpaBieHUE
MIEPCOHATBHBIMU HICHTU(UKATOPAMU

I10JIb30BaTENEN.

2.14 | Yopasnenue ycTpoiictBamu B Secret 4 4
Net 5.0.

2.15 | TlomHOMOYHOE pa3rpaHUYCHUE 4 4
noctyma B Secret Net 5.0.

2.16 | KoHTposb IETOCTHOCTH U 3aMKHYTast 4 4
nporpammHas cpena B Secret Net 5.0

2.17 | Hudposanue ¢aiinos B Secret Net 4 4
5.0.

3 Jleknun

3.1 | [IpuHuMn GyHKIMOHUPOBAHUS 2 2

samuiesHoi cetu ViPNet.
Apxurektypa ViPNet Administrator
4.X. Moaudukarus 3amuieHHon
CETU U HACTPOMKA MOJUTUK
0e30MacHOCTH Ha y3Jax.
Mopaudukarius 3auIeHHON CeTH U
HACTpOIiKa NOJUTHK OE€30M1acCHOCTH Ha
y3J1ax.

3.2 | Pa6ora ¢ ViPNet Coordinator for 2 2
Windows. ViPNetClient.

Hroro | 144 4 68 72

3.3 CoeprxaHue AUCHUIIMHBI

Temal. IlonsaTHe MOMMTHKHM 0€30MACHOCTH NPH NPOrPaAMMHO-ANNAPATHOM 3aluTe
uHpopmanuu.

Pazpabotka mnonuTHku HMH(DOpPMAMOHHONW Oe30macHOCTH. MeTOMoNOTHs  MOJUTHKH
0€30MacHOCTH KOMIIBIOTEPHBIX cHCTeM. (OCHOBHBIE MOJIOKEHUS MOJUTUKA HH(OPMALUOHHOM
6e3omacHOCTH. JKU3HEHHBIN UK OJTUTUKH 0e30MacHOCTH. [IpUHIIUIBI MOIMTHKY 0€30MacHOCTH.
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Tema 2. ApXUTeKTypa cHCTeMbl IPOrPAMMHO-aNNAPATHOM 31U THI.

OO0bexThl yrpo3. Knaccudukamnus yrpos mo cnocody ux ocymectsieHus. Kimaccuduxamms
00beKTOB  yrpo3. @DyHKIMOHANbHAas MOJENb CUCTeMbl 3amuThl. CocTaB W Ha3HAYCHHE
(byHKIMOHATIBHBIX 0J0KOB. OCHOBHBIE TPYMITBI MEXaHU3MOB 3alUTHl. DYHKIMOHAIbHAS MOJEIb.
PexomeHamu o oTaeIbHBIM YPOBHSM (DYHKIIMOHATIBHON MOJICIIH.

Tema 3. Mogesib KOMIIBIOTEPHOI CHCTEMBI.

[TonsTue noctyma u MoHUTOpa Oe3omacHocTd. (ObecrieyeHHEe TapaHTUN BBITOJHEHUS
HOJUTUKA O€30MacHOCTH. MeTOO0JIOTHsI MPOSKTHPOBAHUS TapaHTHUpOBaHHO 3amumieHHbIX KC.
MeTo/ renepanuy U30JIMPOBAHHON MPOrPaMMHOI Cpebl.

Tema 4. Moaejim TUNOBBIX MOJUTHK 0€30MACHOCTH KOMIILIOTEPHBIX CPEICTB 3aIUThHI
uHopManuu.

Huckpeunonnsie monenu. Moaens AJIETIT-50. IlsatumepHoe nmpocTpaHCTBO O€30MaCHOCTH
Xaprcrona. ManpatHas mozxens. Mopnens bemna-Jlamanyna. llepoe mpaswio mozenu besa-
Jlanagyna. Bropoe npaBuio moaenu bemna-Jlanagyna. Onucanue MOACIH.

Tema S. [IporpaMMHO-annapaTHble CPeACTBA HAEHTH(PUKANUM U AyTeHTH(PUKAIUMN
MOJb30BaTeJIei.

WUnentudukanus u ayreHtupukamus. OcHOBHblE HOHATHS U Kiaccugukanus. IIpocras
ayreHTH(UKanusa. AyTeHTH(UKAUs Ha OCHOBE MHOTOPA30BBIX Mapojieil. AyTeHTH(HKAIMs Ha
OCHOBE OJHOPA30BBIX Mapojieil. AyTeHTHU(HKAIMs Ha OCHOBEe cepTU(dukaroB. buomerpuueckas
uACHTU(DUKAIUSA U ayTeHTU(PUKAILMS 110Ib30BaTeNeH.

Crporas ayrentudukanus. [IpoTokosbl ayTeHTUPHUKAIMYA ¢ CUMMETPUYHBIMH aJITOPUTMaMU
m@poBanus. [IpoTokosbl, OCHOBaHHBIE HA UCIOJIB30BAHUU OJIHOHANPABICHHBIX KIIFOUEBBIX XJIII-
GyHKUMH. AyTeHTH(QUKALKS C HUCIOJb30BAHUEM ACHUMMETPUYHBIX alrOpUTMOB IMIH(POBaHUS.
AyrtenTu(dukaius, OCHOBaHHas Ha UCIOJB30BAaHUM [HUPpoBOM  mommucu. [IpoTokossl
ayTeHTH(UKALIUU C HYJIeBOHU nepeaueii 3HaueHui. YIpoleHHas cxeMa ayTeHTH(GUKAIUU ¢ HyJIeBOH
nepenaueid 3HaHui. I[lapamienbHas cxema ayTeHTH(UKalMU C HyJIEBOM mepenadyeldl 3HaHUU.
HNHdpacTpyKTypa OTKPBITHIX KJIIOUEH.

Tema 6. Mexannsm uaentuuxanmu u ayrentugukanuu B OC. Pasrpanumyenue
AocTyna.

[Tporoxon wuaeHtuduxauun u ayreHTHPukanuu B  OC  Windows . IlpoTtokon
ayreHTH(ukanuu Kerberos. CoxpaHHOCTb maposel yueTHbIxX 3anuceil. Windows. 3ammuTa naposei.
Kpaxa SAM-gaiina. 3axBar npusmieruii. Copoc napons. B3nom BTopuunbix maposeii. Cucrema
pasrpanndenust gocryna OC LINUX. Bo3MOXHOCTHM CTaHIApTHOM CHUCTEMBI pa3rpaHUYEHUs
noctyna OC Linux. HenocraTku cranaapTHoil cucteMsl pasrpanuyenus aoctyna OC Linux.
Bo3moxHOCcTH Hambosee M3BECTHBIX CPEJICTB COBEPIICHCTBOBAaHUS pasrpaHnyeHust goctymna OC
Linux.

Tema 7. 3amura gaitnosoii cucremsl B OC.
3ammra QaiinoBoit cucremsl Windows. Pazpemenus ans ¢daitnoB u nanok. udpyromas

daiinoBas cucrema (EFS) Encrypting File System. Texuonorust mmdpoBanus. Boccranopnenue
nmanHbix. [lpomecc mmdpoBanus. Ilpomecc nemmdpupoBanus. IIpomecc BOCCTaHOBICHHS.
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Bzaumogpeiictue daitioBoit cuctemsr 3amutbl NTFS u 3ammtsr pecypca obmero nocryna (Sharing).
TunoBele 3a7aud aIMUHUCTPUPOBAHUSA. AJAMUHUCTpUpoBaHHe IuckoB B Windows. CxoncTtBa u
pasmununst mexxay Disk Management u Disk Administrator. 3amuTa ¢aitnoBoii cuctemsl OS Linux.
®aiinosas cuctema OS Linux. OcHOoBHBIEC KOHIIETIIINH (HaiiyioBO# cucteMbl. Bupryansnas daitioBast
Cucrema (VFES). ®aiinossie cucrembl EXT2 (The Second Extended File System).

3.4 TemaTnka CEMUHAPCKUX/MIPAKTHYECKUX H JIA0OPATOPHBIX 3aHATHI

3.4.1. JlabopaTopHbIe 3aHATHS

JlabopaTopHasi pa6ora 1. YcraHoBka mporpamMMmHoro komiuiekca ViPNet Administrator
4.x.Cozianue CTpYKTYpbl 3alIUIIEHHOMN CETH.

JlaGoparopuas padora 2. HacTpoiika pe3epBHOI0 KOIMMPOBAHHUS JAHHBIX K BOCCTAHOBJICHUE
naaabix B [1O ViPNet Administrator. Pa3BepTeiBanue pabodero Mecra MOMOIIHUKA TJIABHOTO
aJIMUHHCTpaTOpA.

JlabopaTopnas padora 3. Moaudukanus 3anumienton cetu. Kommnpomerarusi.

JlabopaTopunasi pa6ora 4. Hacrpoiika monutuk 6e3omacHocty B ViPNet PolicyManager.
YcranoBka ViPNet Coordinator B kauecTBe MEKCETEBOTO IIITI032a

JlaGoparopnasi padora 5. [lepBoHauasibHasi HACTPOWKAa MEXCETEBOIO B3aWMOJICUCTBUS.
Moaudukarus MEXCETEBOTO B3aUMOICUCTBHSL.

JlabopaTopnasi padora 6. HacTpoiika JIoKaJbHBIX U TPAaH3UTHBIX (PUIBTPOB OTKPBITOI CETH.
Hacrpoiika GpuibTpoB 3alUIIIEeHHON CETH.

JlabopaTopuas pa6ora 7. Hacrtpoiika Tpancisuuu anpecoB (NAT). TyHHenupoBaHue B
ViPNet Coordinator.

JlaGoparopuas padora 8. ViPNetClient 4 — VPN u mnepcoHaiabHBI CETEBOM DKpaH.
Kpunronposaiinep ViPNetCSP.

JlaGopaTopHas padora 9. PaboTa ¢ npuiaoxeHusIMHU

JlabopaTtopnass padora 10. VYcraHoBka u wuHUNUamu3amus KomIiuiekca «Co0omby.
Hacrpoiika o0mux napamMeTpos.

JlaGopatopnas padora 11. Hactpoiika u skciutyaranus kommiekca «Co0oby.

JlabGopaTopHnas padora 12. YcraHoBka u uHuIManu3anus komruiekca «Secret Net 5.0-Cy.
Hacrpoiika o0mux napamMeTpos.

JlabopaTopnasi paGora 13. VYmpapieHue peXMMaMH BXOJa B CHCTEMY. YTIPaBJICHHE
MEePCOHAIBHBIMU HIEHTU(UKATOPAMHU MOJIE30BATENEH.

JlabopaTopnasi pa6ota 14. Yupasienue ycrpoiicrBamu B Secret Net 5.0.

JlabopaTopnas padora 15. [lonHoMouHOe paszrpannyenue nqocryna B Secret Net 5.0.

JlabopaTopHnasi paGora 16. KoHTposb 1EIOCTHOCTH M 3aMKHYTas IporpaMMHasi cpeia B
Secret Net 5.0

JlabopaTopuas padota 17. lludposanue daitnos B Secret Net 5.0.

3.5 TemaTuka KypcoBbIX IPOEKTOB (KypcOBBIX padoT)

KypcoBoe npoexTupoBanue no JaHHON AUCHUIUIMHE y4eOHBIM IUTAHOM HE 3aIUIaHHPOBAHO.

4 YueOHO-MeTOAM4YeCKOe U MHPOPMALIHOHHOE o0ecriedeHue

4.1 HopmatusHble 10KyMeHTbI 1 'OCTsb1
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[Iporpamma coctaBieHa B  CcOOTBEeTCTBHM ¢  DexepadbHbIM  TOCYIAapPCTBEHHBIM
00pa3oBaTeNbHbIM CTaHJAPTOM BBICHIETO 0Opa30BaHMsI 110 HAIPABIECHUIO MOJITOTOBKU OakaiaBpoB
10.03.01 «MuopmanmonHas 6€30MacHOCTEY.

[Ipodeccrnonanbuble cTaHIAPTHI:

06.032 Cneumanuct mo 0€30MacHOCTH KOMIBIOTEPHBIX CHUCTEM M CeTeil. YTBEpXKIeH
NprKa3zoM MuHucTepcTBa Tpyia U counanbHoi 3amuThl PO ot 14.09.2022 Ne 533H;

06.033 Criermanuct 1o 3amure nHPOpMAaIUU B aBTOMATU3UPOBAHHBIX CUCTEMAaX. Y TBEPIKICH
MpUKa30M MHUHHCTEPCTBA TpyAa U coruaabHou 3amuThel PO ot 14.09.2022 r. Ne 525H).

4.2 OcHoBHasi TUTepaTypa

1) Mapmakos, /l. B. IIporpammHo-anmnapatHble cpeacTBa 3aluThl HH(OOPMALIUY :
yaeO6Hoe mocobue / [I.B. Mapmiakos, [I.B. ®arxu ; [lJoHCKOI rOCcy1apCTBEHHBINA TEXHUICCKUI
yHuBepcureT. PocroB-na-Jony: AI'TY, 2021. - 228 c. - ISBN 978-5-7890-1878-1 — Tekcr :
AJIEKTPOHHBIH // JlaHb : 35eKTpoHHO-OnOMoTeuHas cuctema. — URL:
https://reader.lanbook.com/book/237770 (nata o6pamenus: 01.09.2023). — Pexum nocryna: ans
aBTOPU3. IIOJI30BATEIICH.

2) bynbrués, I'. I'. [IporpamMMHo-anmapaTHbie CpeCTBA 3aIIUTHI HHPOPMAIIHUH :
yaeOHOo-MeTomdeckoe mocodue / I'. I'. Bynerués. — Mocksa : PTY MUPDA, 2022 — Yacts 1 —
2022. — ISBN 978-5-7339-1652-1. — TekcT : aneKkTpoHHbIH // JIaHb : 37eKTPOHHO-O0MOIHOTeYHAs
cuctema. — URL: https://e.lanbook.com/book/310781 (mata o6pamenus: 01.09.2023). — Pexum
JOCTyTMa: ISl aBTOPH3. MOJIb30BaTENeH.

3) Bbynerués, I'. I'. IIporpaMMHoO-anmapaTHBIE CPEICTBA 3aIUTHl HHPOPMAIUH :
yuebHo-MeToauueckoe nocooue / I'. I'. Bynbués. — Mocksa : PTY MUPOA, 2022 — Yacts 2 —
2022. — ISBN 978-5-7339-1653-8. — TekcT : anekTpoHHbIi // JIaHb : 37eKTpOHHO-0NOIMOTeYHAs
cucrema. — URL.: https://e.lanbook.com/book/310784 (aara obparuenus: 01.09.2023). — Pexum
JOCTYTIA: JIIsl aBTOPU3. TIOJIH30BATEIICH.

4.3 JlonoiHUTEIbHAS JIUTEPATYypa

1) ['opnos, A.Il. ABTOMaTH3MpoOBaHHAs cUCcTEMa OLIEHKH 3()(PEKTUBHOCTU
IporpaMMHO-aNnapaTHbIX cpeAcTB 3auuThl nHpopmanuu / A.I1. T'opios, MLIO. Psitos, JI.A.
JIpicoB // ABTOMaTH3aMs U MOAETHPOBAHNE B IPOCKTUPOBAaHUH U yripaBieHnn . — 2019. — Ne 2.
— C. 25-32. — ISSN 2658-6436. — Tekcrt : anekTpoHHbIH // JlaHb : 21eKTpOHHO-ONOInOTeUHas
cucrema. — URL: https://e.lanbook.com/journal/issue/311268 (nara obpamienus: 01.09.2023). —
PexxuMm poctyna: Juist aBTOpHU3. OJIb30BaTeNeH. .

2) Kwmypos, . b. IlporpammHo-anmnaparHble cpeicTBa 3alluThl HH(OOPMALINY :
yuebHoe nocooue / JI. b. XKmypos, C. B. XKykos. — Camapa : Camapckuii yausepcurer, 2022. —
ISBN 978-5-7883-1799-1. — TekcT : aneKTpoHHBIH // JIaHb : 2IeKTpOHHO-OMOIHOTeYHAsT CUCTEMA.
— URL: https://e.lanbook.com/book/336515 (mara obpamenus: 01.09.2023). — Pexxum goctymna:
JUIS1 aBTOPH3. MOJIb30BaTEIIEH.

3) Bytun, A. A. IIporpamMmMHO-anmnapaTHble CpeCcTBa 3alUThl HH(OPMAIMHY : ydeOHOoe
nocobue / A. A. byrun, H. U. I'myxos, C. Y. HockoB. — 2-e u3., nepepad. u gon. — MpKyTck :
NpI'YIIC, 2022. — 92 ¢. — TekcT : 31eKTpoHHBIH // JIaHb : 31eKTpOHHO-0MONINOTeYHast CUCTEMA.
— URL: https://e.lanbook.com/book/342113 (mara oopamenus: 01.09.2023). — Pexxum goctyma:
JUIS aBTOPU3. MOJIb30BaTENCH.

4.4 JnekTpoHHBIE 00pa3oBaTeIbHbIE PeCypChI
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1. ®enopos H.B. . [IporpamMmHo-annapaTHbIE CPEICTBA 3aIIUTHl HHPOPMAITUH.
DIIeKTPOHHBIN 00pa3oBaTeIbHbIN pecypc. MockoBckuit [Tommrex, 2020-
https://Ims.mospolytech.ru/course/view.php?id=495

Secret Net Studio https://www.securitycode.ru/products/secret-net-studio/
3. Infotecs https://infotecs.ru/products/filter/type-is-33/apply/

no

4.5 JInneH3n0HHOe W CBOOOTHO PacnpoCcTpaHsieMoe MPporpaMMHoOe
odecreyeHnue

[TO «ViPNet Administrator 4»

OnekTpoHHBIH 3aMoK "Co00s".

Cucrema 3anuts "'Secret Net Studio”.

ITAK 3amumiennoro xpanenus nHpopmanun «Cekxpet Ocodoro Haznauenusi»
Kommnekc cpeacts 3amutel uHpopmanuu ot HCJl «Axkkopa—AM/I3»

[TAK 3amuThl nH(bOpMAIIMK OT HECAHKIIMOHUPOBAHHOTO JJOCTYTa
«AKKOP/I-Win64» (Bepcus 5.0).

I e

4.6 CoBpeMeHHbIe TPO(hecCHOHATbHBbIE 0a3bI IAHHBIX U HH(OPMAIHOHHbIE
CIIPABOYHbIE CHCTEMBI

JlokanbHbI Hay4HO-0Opa3oBaTeNbHBIM KOMIUIEKC 1o jaucuuiuinHe "lIporpammuo-
amnmapaTHas 3amurta naopmarun'.

5 MarepuajbHO-TeXHHYECKOE o0ecreyeHue

Jlnst mpoBeneHHsT BCEX BHJAOB 3aHATHH HEOOXOAMMO TMPE3EHTAIMOHHOE O0OpyJI0BaHUE
(MyTbTUMEIUHHBIN TPOEKTOP, SKpaH) — 1 KOMIUIEKT.

Jns mpoBeneHust 1abOpaTOPHBIX 3aHATUN HEOOXOIUMO HAJIMYHE KOMIBIOTEPHBIX KJIACCOB
000pyIOBaHHBIX COBPEMEHHOU BBIYMCIUTENHHON TEXHUKON M3 pacueTa oAHO pabodee MECTO Ha
OJIHOTO 00y4aeMoro.

6 MeToanuyecKue peKoOMeHIaluu

6.1 MeToanueckue peKOMeHIAMH ISl TIPenoAaBaTeJisi 10 OPraHu3auuu
00y4eHust

1. Ilpu mOATrOTOBKE K 3aHATUSAM CIEAyeT MPeIBaApUTENBLHO MpopaboTaTh MaTepuan 3aHATHUSA,
MPEAYCMOTPEB €r0 MoJlayy TOYHO B OTBEACHHOE JUIsl 3TOTO BpeMsi 3aHsTHs. ClenyeT MoAroTOBUTH
HEOOXOUMbIe MaTepuajbl — TEOPETUUYECKUE CBEACHHUS, 3a1auu U ap. [Ipu mpoBeneHuu 3aHATHS
clelyeT KOHTPOJIMPOBATh MOJady MaTepuaja U pelleHHe 3aJaHhil ¢ yueToM yueOHOro BPEMEHH,
OTBEACHHOTO JIJIsI 3aHATHS.

2. Tlpu mpoBepke pabOT W OTYETOB CIEAyEeT YYHUTHIBATH HE TOJBKO TMPABUIBLHOCTH
BBITIOJIHCHHS 33/IaHU, HO W ONTUMAJIBHOCTh BBIOPAHHBIX METOJIOB PEIICHHUS, TPABUIHHOCTH
BBITIOJIHEHUSI BCEX €0 I11aroB.

6.2 MeToanueckue yKazaHus JJisl 00y4aromuUXcsl M0 OCBOEHUIO THCUMILTHHBI


https://lms.mospolytech.ru/course/view.php?id=495
https://www.securitycode.ru/products/secret-net-studio/
https://infotecs.ru/products/filter/type-is-33/apply/
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N3yueHre quCHUIIMHBI OCYIIECTBIISIETCS. B CTPOIOM COOTBETCTBUH C 11€JIEBOM YCTAaHOBKOM B
TECHOM B3aUMOCBSI3U y4eOHBIM IIaHOM. OCHOBOW TEOPETUYECKOW W MPAKTHYECKOW MOATOTOBKU
CTYJICHTOB SIBIITIOTCS JIEKIIUU U TA0OpaTOPHBIC paOOTHI.

B mnpomecce camocToATEenbHOM pabOThI CTYIEHTHl 3aKPeIUIIOT U YIUIyOJNSIOT 3HAHUS,
MOJIyYEHHBIE BO BpEMsl ayJIUTOPHBIX 3aHITHM, TOTOBSTCS K 9K3aMEHY, a TakXKe CaMOCTOSITEIbHO
U3YYalOT OTAEIbHbIE TEMbI yUeOHON MPOrPaMMBI.

7 DoH/1 OLIEHOYHBIX CPEICTB
7.1 MeToabl KOHTPOJISI U OLIEHUBAHUS Pe3yJIbTATOB 00yUeHUsI

B mporecce oOydeHHs MCIOJB3YIOTCS CIEIYIONINE OICHOYHBIE (POPMBI CaMOCTOSATEIbHON
paboTHI CTYJEHTOB, OLICHOYHBIC CPEJCTBA TEKYIIETO KOHTPOJIS YCIIEBAEMOCTH M MPOMEKYTOUHBIX
aTTeCcTallui:

- MmpoBeleHHE Ja0OpaTOpHBIX pPAOOT (MPAKTHUYECKUX 3aHATUH C HCIOJIb30BAHHEM
CIICHITCXHUKH ) M KX 3aINTa;

- CaMOCTOSITEIbHAS MTOATOTOBKA U MTPOBEACHHUE MPE3CHTAIUI 110 TeMaM JTUCHIUILTAHEI;

- DK3aMEH.

7.2 llkana U KPUTEPUH OLEHUBAHUSA Pe3yJIbTATOB 00y4eHHA
dopma NpoMeKyTOUHON aTTeCTALUU: IK3AMEH.

Ilo utoram HpOMG)KYTO'—IHOﬁ arrecraiuuy 1o JUCHUIIJIINHE (MOZIYJIIO) BBICTABJIACTCA OLICHKA
«OTJIMYIHO», «XOPOUIO», KyAOBJICTBOPUTCIBHO» HUIIN «HCYJOBJIICTBOPUTCIILHO.

[IIxana oueHNBaHuA Onucanue

BeimonHensl Bce BHMIbI y4eOHOW paboOThl, NpeayCMOTPEHHbIE
yueOHbIM Tu1aHOM. CTYAE€HT JeMOHCTPUPYET COOTBETCTBHE 3HAHMH,
YMEHHUI, HaBBIKOB TIPUBEJIEHHBIM B TabiuLaxX IOKa3arenei,
0 ornepupyeT NpUOOPETEHHBIMU 3HAHUSIMHU, YMEHHUSIMHU, HaBBIKAMU,
THHO MPUMEHSIET UX B CUTYalMUsSX MOBBIIIEHHON cloXHOCTH. [Ipu atom
MOTYT OBITH JONYIIEHbl HE3HAUYUTEIbHBbIE OIIMOKH, HETOYHOCTH,
3aTpyIHEHUS NIPU AHAIUTUYECKHUX ONEepalusixX, epeHoce 3HaHUN U

YMCHI/Iﬁ Ha HOBBIC, HCCTAHAAPTHBIC CUTYyallNU.

BremonHeHsr Bce BHIBI y4eOHOW pabOTHI, TPETyCMOTPEHHBIE
y4eOHBIM M1aHOM. CTYJIEHT IEMOHCTPUPYET HETIOJIHOE, TPaBUIIbHOE
Xoporo COOTBETCTBHUE 3HAHUH, YMEHUH, HABBIKOB MTPUBECHHBIM B TaOJIHIIAX
nokaszarenei, MO0 ecau Tpu ITOM ObUIM  JOMyIIeHbl 2-3
HECYIIECTBEHHBIE OITUOKHU.

BreinmonHeHbl BCE€ BHUIBI yqeGHofI pa6OTLI, npeaAyCMOTPCHHBIC
yI[OBJ'ICTBOpI/ITeJ'ILHO y‘-IC6HBIM IIJIaHOM. CTy,Z[CHT ACMOHCTPHUPYCT COOTBCTCTBUC 3HaHI/II71,
B KOTOpPpOM OCBCIICHAa OCHOBHAA, HanOoJIee BaXKHas 4acTh Marepuaia,
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HO I@Opu 5STOM JONyHICHAa OJHA 3HAYUTCJIbHAA ommOKa WIH
HCTOYHOCTD.

HeynosnerBopurensHo

He BeimonHen oauH wuiau  Oosnee BUAOB y4eOHOH paboOTHI,
HPEyCMOTPCHHBIX Y4eOHBIM IUTIaHOM. CTyIEHT JEMOHCTPHPYET
HEIOJIHOE COOTBETCTBHE 3HAHHUM, YMCHUI{, HABHIKOB IIPHBE/ICHHBIM B
TaONIMIax IOKa3aTesel, JOIMYCKAOTCS 3HAYMTENbHBIC OIIHOKH,
HPOSIBIISICTCS. OTCYTCTBUE 3HAHMM, YMCHHUIl, HaBBIKOB MO psay
MOKAa3aTeliei, CTYJIEHT WCIBITBIBACT 3HAYUTEIbHBIC 3aTPYIHCHUS
IpU ONEPUPOBAHUM 3HAHMSAMHU M YMEHHSMH IIPH UX IEPeHOCE Ha
HOBBIC CHTYaI[HH.

7.3 OueHoYHbIEe CPeICTBA

OneHouyHbIE CPECTBA AJIs TEKYIlel aTTecTaluu

KomnbroTepHoe TecTUpOBaHMe.

OI_IGHOLIHHG cpeacTBa ajida HpOMe)KYTO‘IHOﬁ aTTeCTalluu

IK3aMeEH.

Crmcok BOITPOCOB IJIA 9K3aMC€HA 110 JUCHHIIJIMHE

BOoo~Nooa~WONE

0.

KommbproTepaas cucreMa Kak 00bEKT 3alIUThl HH(POPMAIHH

[TonsiTue yrpo3s! nHpopmaronHoi 6e3onacHoctu B KC

Knaccudukanus u o6mmii ananus yrpo3 nHpopMannonHoi 6e3omnacHoctu B KC
Cayuaiinble yrpo3sl nHpopMannoHHoi 6ezonacHocTi KC

[TpennamepenHblie yrpo3bl HHGopmanroHHon 6e3omacHocti KC

Pa3pabotka nmomutuku nHpopmannoHHoit 6ezomnacHocti KC

MeTto10510THS TOJIMTUKU O€30MACHOCTH KOMITBIOTEPHBIX CHCTEM

OcCHOBHBIE TIOJI0KEHUS TOIUTUKN UHPOpManmoHHoi 6e3omacHocTr KC
JKusHeHHBIH MUK TOJIUTHUKH Oe3ommacHoct KC

@yHKUMOHANbHAs MOJIENb CUCTEMBI 3aInuThl. COocTaB M Ha3HAYEHUE

(GYHKIIMOHATIBHBIX OJIOKOB

11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.

[TonsiTre qocTyna U MOHUTOPA OE30MaCHOCTH

Metoaoorusi MpOEKTUPOBAHUS TAPAHTHPOBAHHO 3amuieHHbIXx KC

Merton renepaii U30JIMpOBaHHON TPOTPAMMHOM CpeIbl

Mogens AJIEIIT-50

[TaTumMepHOE MPOCTPAHCTBO O€30MaCHOCTH XapTCTOHA

MasnpatHas MOJEb JOCTyNa

Mogens bemna-Jlananyna

Nnentudukanus n ayreHTrudukanus. OCHOBHBIC MOHATHS U KIaCCH(PUKAIIHS
[Tpocras ayTeHTHUKALINS

DnekTpoHHbIH 3aMok "Co6op"

buomerpuueckas uaeHTudukaiys u ayTeHTuGUKaIms moxb3oBaTeneit
Crporas ayreHTHUKALNSA

[TpoTokomnbl ayTeHTU(PHUKAIIMN ¢ CHMMETPUYHBIMU AITOPUTMAMU MU (DPOBAHUS




24,

byHKIHA

25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
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HpOTOKOHBI, OCHOBAHHBIC HAa UCITOJIb30BAHUH OJJHOHAIIPABJICHHBIX KIIFOYCBBIX XO3III-

AyTeHTH(HKAIUS C UCIIOJIb30BAHUEM AaCUMMETPUYHBIX alITOPUTMOB TP POBAHUS
AyTeHTU(UKAIMSA, OCHOBAaHHASI Ha UCIIOJIB30BaHUU IIU(PPOBOIl MoANKUCH
[TpoTokoibl ayTeHTH()HUKAIIMY ¢ HYJIEBOU Mepeaadeii 3HaYCHHIA

VYmpoieHHas cxeMa ayTeHTH(GUKAIIMU C HYJIEBOM Niepenaueii 3SHaHU
[TapamienpHast cxeMa ayTeHTU(UKAIIMK C HYJICBOU Mepenadeii SHaHwi

[Iporokon ayrentudukannu Kerberos

[TpoTtokon uaentudukammu u ayrearupukanuu B OC Windows

CoxpaHHOCTh MapoJieid YYETHBIX 3anucei

3amuTa naGOpManuu B (aiinosoii cucteme NTFS

[udpyromas daitnosas cucrema (EFS) Encrypting File System
B3aumoneiicteue daitnoBoii cuctemsr 3amuThl NTFS u 3ammThl pecypca o01miero

noctyma (Sharing)

36.
37.
38.
39.
40.
41.
42.
43.
44,
45,
46.

AnMuHHCTpUpOBaHKE JUCcKOB B Windows

Windows : 3amuTa maposnei

BosMoskHOCTH cTaHAapTHOH cucTeMbl pasrpannueHus qocryna OC Linux
Cucrema LIDS

dopmar cepTuuUKaToOB OTKPHITHIX Kitoden X.509
HNHdpacTpyKTypa OTKpPBITBIX KIHOUei

Teopernueckre MPUHIMITEI TOCTPOSHUSI OMOMETPUIECKUX CUCTEM
Bekrop napameTpoB npu aHajau3e pyKOIMCHOIO oYepKa

3amuTa Ha ypoBHe pacuupenuit BIOS

3amuTa Ha ypOBHE 3arpy34MKOB ONEPAllMOHHON CUCTEMBI
Ceprudukar oTKpBITHIX Kito4ei X.509

[Tpumep Ounera.

1.
2.
3.

KoMmnbrorepHoe TecTHpOBaHUE.
AyTeHTHHKAIMA C UCTIOIb30BaHHEM aCUMMETPUYHBIX aJITOPUTMOB IIHU(PPOBAHUS.
IIpakTHueckas HaCTpOMKa MPOrPaMMHO-AIIIAPATHBIX CPEJICTB 3AIUTHI.



