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1. Heamn, 321241 ¥ NVIAHMPYEMbIe Pe3yJIbTAThI 00y4eHHs M0 IMCUMILIMHE

K 0CHOBHBIM 1eJIIM OCBOCHHSI JUCUUIUTUHBI «CEeTH ¥ CUCTEMBI Nepeaadn HHPOPMALIUN»
OTHOCHUTCS:

* (hopmHpoBaHNE KOMIUIEKCHBIX 3HAHUN O MPUHIIMIIAX OPTaHU3aluU, (YHKIIMOHUPOBAHUS
¥ UCTIOJIb30BaHUSI KOMITBIOTEPHBIX CETEH Pa3IMYHOro MaciTada, BO3SMOXKHOCTEH UX peau3aliiu
Ha OCHOBE 0a30BbIX TEXHOJIOTHI U CTaHAAPTOB;

* popMUpOBaHNE YMEHHI U HABBIKOB IO MIOCTPOSHUIO COBPEMEHHBIX CETEBBIX TOMOIOTHMA
U CHUCTEM CBS3M, HCIOJb30BAHUIO IMEPCIEKTHUBHBIX TEXHOJOTHM, CTaHIApTOB W IMPOTOKOJIOB
repenadyu JaHHbIX;

* 3aKpeIlIeHUE MOTYy4aeMbIX B CEMECTPE 3HaHUN U HaBBIKOB Ha MPAKTHKE;

* (opMupoBaHue B3aMMOCBS3€H, IMOJNydaeMbIX B CEMECTpPE 3HAHUH M HABBIKOB C
M3YYECHHBIMH paHEee U U3Y4aeMbIX MMapaJljIeNIbHO C JAHHOW JUCLMITITUHOM;

¢ IMIOArOTOBKa CTYACHTOB K [JCATCIBHOCTHU B COOTBCTCTBHUH C KBaJIH(l)HKaLII/IOHHOI;'I
XapaKTepUCTUKON OakasaBpa.

K ocHoBHBIM 3agauyam jguciuruimHbl «CeTH M CHCTEMBl Nepefadyd MHPOPMALUN»)
OTHOCSITCS:

¢ OBJIAJICHUC HABbIKaMUM H IpHEMaMH HCIOJIB30BAHUA TCXHUYCCKHUX U IPOrpaMMHBIX
KOMIIOHEHTOB CeTell W cucTeM mepenayr MHGOpPMAIUU, CETEBBIX MPOTOKOJIOB U alITOPUTMOB
nepenayn nHGOpMAIUU AJIs JOCTHKCHHSI TPO(EeCCHOHABHBIX LIETICH;

* U3y4YCHHE U OCBOCHUE TEOPETUUYECKOT0 MaTepHralia, Kak B IPOLecce KOHTAKTHOM, TaK U B
X0JI€ CAMOCTOSITETIbHOU paboThI;

¢ BBIIOJHCHHUC MNPCAOCTABIICHHBIX IMPAKTUYCCKUX 3a11aH1/1171 Pa3IINIHBIX (1)0pM, KakKk B
IIPOLIECCE KOHTAKTHOM, TaK U B X0JI€ CAMOCTOATEIbHONU paboThI;

e caMmocTosiTeNbHAasg paboTa HaJ TEMaTUKOW JUCHUUIUIMHBL 17  (OPMUPOBAHUS
KOMIIETEHIIMM OCHOBHOM o0Opa3oBarenbHOi nporpammsl (panee, OOIT).

B pesynbrare OCBOEHMS IUCUUIUIMHBI y OOydaromuxcsi (OPMUPYIOTCS CIEAYIOLIHE
KOMIETEHIIMM W JOJDKHBI OBITh JOCTUTHYTHI CJENYIOIIME pe3yabTaThl OOyYeHHs Kak JTall
(bopMHUPOBaHUS COOTBETCTBYIOIIUX KOMITETEHIIUMN.

Kona u HauMeHOBaHHe KOMIETEHIUU HWHaukaTopsl NJIAHHPYEMBIX  Pe3yJbTaTOB  O0yYeHHs 10
AMCHMILIMHE

OIIK-5. Cmnocoben wumHctaiumpoBats | OITK-5.1. 3Hath:

MPOrpaMMHOE U annapaTHOE | OCHOBBI CHCTEMHOTO a]MHHUCTPHUPOBAHHS.

obecrieuenne anst uHpopMaruonusix u | OIIK-5.2. Ymers:

aBTOMAaTH3MPOBAHHBIX CUCTEM BBINOJIHATH TOAKIIIOYCHNE, YCTAHOBKY M MPOBEPKY ammapaTHBIX,

MPOTrPaMMHO-AMTAPATHBIX U MIPOrPAMMHBIX CPEJICTB.
OIIK-5.3. Binagets:
METOJ[AMHU YCTAHOBKU CHCTEMHOI'0 M IIPUKJIAIHOTO POrPAMMHOIO

obecredeHusl.
OIIK-7. Cmocoben yuactBoBate B | OIIK-7.1. 3Hats:
HACTpPOiiKE W HalaJKe MPOrpaMMHO- | METOIbI HACTPOMKH, HaJIaJIKH MPOrpaMMHO-aINAPaTHBIX
anmapaTHBIX KOMILIEKCOB KOMILJIEKCOB.

OIIK-7.2. Ymerts:

MPOM3BOJIUTE HACTPOWKY, HANAAKy M TECTHPOBAHUE IPOrPAMMHO-
annapaTHBIX KOMILJIEKCOB.

OIIK-7.3. Biagers:

croco0amMu ~ TPOBEpKH  PabOTOCIIOCOOHOCTH  NPOTrPaMMHO-
annapaTHBIX KOMILJIEKCOB.

OIIK-8.  Cnocoben  paspabarbiBats | OITK-8.1. 3Hath:

aNTOPUTMBI U TPOTPAaMMBI, IPHUTOIHbBIC | ONEPALUOHHBIE CUCTEMBI U 00OIOUKH.

JUIsL TPAaKTUYECKOTO MPUMEHEHHUS

B nmponecce 0OCBOCHUSA 06p330BaTCHLHOﬁ nporpaMmbl JaHHBIC KOMIICTCHIIMHU, B TOM YUCJIC
X OTACIBHBIC KOMIIOHCHTHI, (I)OpMI/Ip}IIOTCH IHO3TAIIHO B XOJ€ OCBOCHHA O6yanOIHHMHCH



JTUCIUTIIAH (MOJyJIeH ), MPaKTHUK B COOTBETCTBUU C YU€OHBIM TUTAHOM U KaJeHAAPHBIM TpauKoM
y4eOHOT0 Iporecca.

2. MecTO TUCHUIJIMHBI B CTPYKTYpe 00pa30oBaTe/ibHOIM MPOrpaMmbl

Jucuunnnza «CeTd ¥ cucTeMbl nepeaayd MHGOpMaum» OTHOCUTCS K YMCIY Y4eOHBIX
TUCIUIUINH  o0si3arenbHOM dactw bl.1 yueOHOro mmaHa OCHOBHOW MPO(decCHOHANBHOM
00pa3oBaTeNbHON IPOTrPAMMBI.

JlucuumuinHa — B3aMMOCBSI3aHA  JIOTUYECKM M COJIEP)KAaTEIbHO-METOIUYECKH  CO
CJICAYIOUIMMHU AUCHUIUIMHAMM:

e b1.1.8 ApxutexTypa BHIYUCIUTEIbHBIX CUCTEM
e bE1.1.12 OcHOBBI TpOEKTUPOBaHHS HHPOPMALIMOHHBIX CUCTEM
e b1.1.15 OcHOBBI CETEBBIX TEXHOIOTUN

3. CTpyKTypa U cojep:KaHue TUCHUILTHHBI

OOmiasi TPYAOEMKOCTh JUCHMIUIMHBI ~ COCTaBisieT 3 3a4eTHbIX  equHuibl (54
aKaJeMUYECKHX 4acoB, U3 HUX 54 4acoB — caMOCTOsATEIbHAsl pad0oTa CTYACHTOB).

Pa3genbl AuCHMIUIMHBI M3Yy4YaroTCs Ha MEPBOM Kypce BO BTOpPOM cemecTpe, (opma
IPOMEKYTOYHON aTTECTAIIMH — YK3aMEH.

3.1. Buabl yueOHoi1 padoThl M TPYA0EMKOCTbD AJIs1 04HOM (POPMBbI

00y4eHmus)
Ne B 610 06 KoaunuecTBo CemecTpbl
o/ HA yueOHoii padoThI 4aCOB 5
1 AyIUTOPHEIC 3aHITHL 54 54
B Tom uncne:
11 Jlexuun 18 18
1.2 CeMuHapCKUe/PaKTUUECKUE 3aHATHSL
13 JlaGopaTopHble 3aHATHs 36 36
2 CamocrosiTenbHas paboTta 54 54
3 ITpomexxyTouHast aTTeCTaIHS:
KypcoBoii npoekr
DK3aMeH 9K3aMeH
HUroro: 108 108

3.2. TemaT4ecKUH MJIAH U3YYCHUS TUCUUILIMHBI 1JISI 0OYHOH ()OPMBI
00y4eHust

TpyaoemMkocTsb, 4ac
AynuropHas paéora
5
s
~ = = =
Ne  |Paznennl/TemMbl g 2 = = £
0/l |TUCHUIIHHBI £ 5 2 § s| &
a2 2 e Fal 3
= g = = 5 E|E2 £ =
o | 5| EZ2% 55 28 g5
S | 2| 32558 E5 3¢
] 5 OS85 8 =0 a
1 Tema 1 CoBpeMeHHBIE yrpo3bl CETEBOH O€30M1aCHOCTH 2 10
2 Tema 2 OGecneyeHne O€30aCHOCTH — CETEBBIX 5 5 10
YCTPOWCTB
3 Tema 3 Ayrentudukanms, aBTOpU3aIMs U yIeT 5 10
4 Tema 4 BHepeHne TeXHOJIOTHH MEXCETEBOro SKpaHa 10 10
5 Tema 5 BHeaperne CHCTEMBI TNPEIOTBPAIICHUS 10
BTOPKECHUHU
6 Tema 6 OGecrieueHne 6€3011aCHOCTH JIOKAIBHOH CeTH 10 10
(LAN)




7 Tema 7 Kpunrorpadudeckue cHCTeMbI 10 15
8 Tema 8 YrpasiieHre 6€301aCHOM CEThIO 10 15
Bcero 4acoB 10 AUCIMITIMHE Ha BTOPOM Kypce 108 18 36 54

3.3. Coneprkanue IMCHUIINHBI

Tema 1 CoBpeMeHHBbIe YTPO3bl CeTeBOM 0€30I1aCHOCTH

1.2 CereBble yrpo3bl

1.2.2 acTpyMeHTHI XaKepa

* Ataka ¢ MmomuduKauen JaHHBIX

* Ataka criydunra IP-agpecos

1.2.4 PacripocTpaHEeHHBIE CETEBbIC aTaku

1.3 HefiTpanuzanus yrpo38

1.3.4 YcTpaHeHre TUITMYHBIX CETEBBIX aTak

* CiocoObl HEUTpaJIM3alUY aTakK JJIs OJYyYEHUS 10CTyIIa

1.3.5 Ctpykrypa 3amuThl ceTeBoii miatdopmbl CisCO

Tema 2 O6ecnieuenne 0€30MACHOCTH CeTEBBIX YCTPOHCTB

2.1 3ammra goCTyMna K ycTpOUCTBaM

2.1.1 3amuTa rpaHUYHOTO MapIIPYTU3ATOPa

2.1.2 KondurypupoBaHue 6€30MacHOr0 aIMUHUCTPATUBHOTO JIOCTYIIA

* Pekomenanmu o Ha/ie)KHBIM TapOIISIM

* [Iprumepbl HEHaAEKHBIX MMApOIeH

* [IpuMeps!l HaZIEKHBIX TTApOJICH

2.1.3 KondurypupoBaHue yCcOBEPIIEHCTBOBAHHBIX (PYHKIIUI

2.1.4 Kondurypuposanune SSH

2.2 Ha3znaueHue aAMUHUCTPATUBHBIX POJICH

2.2.1 16 ypoBHel npUBUIIETHI

* YPOBHU IIPUBUJIETUI

2.2.2 Kondurypuponanue CL| Ha ocHOBe poneit

2.3 MOHUTOPHHT YCTPOWCTB | yIPABICHUE UMH

2.3.1 3ammTa daiinos konduryparmu u oopasa Cisco 10S

* CBenenust 00 ycroiunBoi konpuryparuu Cisco 10S

2.3.2 3amuTa ynpaBieHUsl U OTYETHOCTH

* Ocobennoctu BHenosnocHoro (OOB) ynpasnenus

2.3.3 Ucnonb3oBaHue cUcTeMHOT0 xKypHana (Syslog) mis 3auursr cetu

2.3.4 Vcnonw3oBanue nmporokoa SNMP miist 3anuTs! cetn

2.3.5 HUcnonwzoBanue NTP

2.4 Vcrionp30BaHue aBTOMATHYECKUX (PYHKIMI oOecrieueHrs Oe30MaCHOCTH

2.4.1 BeimoHeHHE ayuTa 0€301macHOCTH

2.5 3anmTa IIoCKOCTH YIpaBICHHS

2.5.1 AyreHTHUKAIMS TPOTOKOJIA MAPIIPYTU3ALIH

2.5.2 OrpannueHme MIOCKOCTH YIPaBICHHS

JlabopatopHast pabora Nel Hacrpoiika onepaunit Syslog, NTP u SSH Ha
Mmapupyruzaropax Cisco

Tema 3 AyreHTudukanus, aBTOpu3anus U yuer

3.1 Haznauenne AAA

3.1.1 O630p AAA

3.1.2 Xapakrepuctuku AAA

* Tunsl yueTHOW HHPOpMAIIUN

3.2 JlokanbHast ayreHTHGHUKaT AAA

3.2.1 Hactpoiika nokansHoi ayrenTuukammn AAA ¢ nomorrsio CLI

3.2.2 Ycrpanenue omuOOK JIOKaTbHOU ayTeHTUGUKa AAA

3.3 CepBepHoe pemienne AAA

3.3.1 Xapakrepuctuku cepepHOTo pemeHst AAA



Cisco

3.3.2 KoMMyHUKaIMOHHBIE TIPOTOKOJIBI cepBepHOTOo AAA

* CpaBuenue TACACS+ u RADIUS

3.4 CepBepnas ayrenTuduxanus AAA

3.4.1 Hactpoiika ayTeHTH(UKALIMN Ha CepBEpe

3.4.2 VcnipaBiienne ommOOK cepBepHOM ayTeHTHDUKAIn AAA

3.5 CepBepnas aBTopuzanus u yuetr AAA

3.5.1 Hacrpoiika cepBepHoii aBTopuzamun AAA

3.5.2 Hactpoiika cepepHoro yuera AAA

3.5.3 Ayrentudukanus 802.1X

JIaGoparopnast padora Nel4 Hacrtpoiika ayrentudukanun AAA Ha MapHipyTH3aTopax

Tema 4 BHeipeHHe TEXHOJIOTMA MeKCETEBOI0 IKPaHa

4.1 Crucku kKoHTpOJs goctymna (ACL)

4.1.1 HacTpoiika CTaHIapTHBIX U PACIIMPEHHBIX CIIMCKOB KOHTPOJIS AOCTYIa

4.1.2 Heittpanuzanus aTak ¢ momomisto ciruckoB ACL

4.1.3 ACL-crucku IPv6

4.2 TexHOIIOTUU MEKCETEBOT0 dKpaHa

4.2.1 3amuTa cerel ¢ MOMOIIBI0 MEKCETEBBIX IKPAHOB

4.2.2 Tumbl MEXKCETEBBIX SKPAaHOB

4.2.3 Knaccuaeckuii MeXCEeTeBOM dKpaH

4.2.4 MexceTeBbIe IKpaHbl B IM3aliHE CETH

* [IpakTHdeckue peKOMEH AN JJIT MEKCETEBOTO dKpaHa

JlabopatopHuas pabora Ne6 HacTpoiika pacimpeHHbIX CIIUCKOB KOHTpoJs qoctyma (ACL)
JlaboparopHuas pabora Ne7 Hactpoiika ciuckoB koHTpouis qoctymna (ACL) mst [Pv6o
JlaGoparopHas padotra Ne8 VYcrpaHeHHe HEMONAIOK B pabOTe CTaHIAPTHBIX CHHCKOB

KOHTpOJIst foctyna st 1IPv4

YpPOBHE

Tema 5 BHeapenue cucreMbl IpeI0TBPAaNIeHUs] BTOPKEeHH

5.1 Texuomnoruu IPS

5.1.1 IDS u xapakrepuctuku IPS

5.1.2 BapuanTsl ceteBoii peanuzanmn IPS

5.1.3 Ananuzarop koMmyTupyembix moptos Cisco

5.2 Curnarypsr IPS

5.2.1 XapaktepucTuku curHatyp ais |IPS-cucrem

5.2.2 Curnaiel TpeBoru curHatyp IPS

5.2.3 [leiictBus curnaryp IPS

» CBoJiKa KaTeropuil neicTeuit

» COpoC MOAKIIIOYEHUS ¥ OJIOKUPOBKA J1€HCTBUS

5.2.4 IPS nnst ynpaBieHUss 1 MOHUTOPHHTA

* QaKTOpBI, KOTOPBIE HEOOXOMMO YUECTh NPH IJIAHUPOBAHUH U MOHUTOpUHTE IPS
* Cioco0 ympaBiieHUs

Tema 6 Obecnieuerue GezonacHocTH JokaabHoi cern (LAN)

6.1 be3onmacHOCTh OKOHEYHBIX YCTPOUCTB

6.1.1 Beenenue B 6€30MacCHOCTH OKOHEUHBIX YCTPOMCTB

* 3anuTa OKOHEYHBIX YCTPONCTB

* XocroBas peanm3anus IPS

6.2 ®axTOpbl, KOTOPHIE HEOOXOIUMO YUUTHIBATh MIPHU 00ECIeYeHUH OEe30MacCHOCTH Ha 2-M

6.2.1 Yrpo3sl 6e301acHOCTH Ha 2-M YpOBHE
* Ataxu va DHCP

» Ataku Ha ARP

* Ataku criyuHra ajipecoB

» Ataku Ha STP



6.2.2 Ataku Ha Tabmuiy CAM

6.2.3 Heiirpanu3amus arak Ha Tabauist CAM

* PesxuMbl HapyIIeHHs 3aIUTHI

* 3amura

* OrpanuueHue

* 3aBepieHue padoThl

6.2.5 Heiirpanuzamust araxk DHCP

6.2.8 IIpoTOKO CBSI3YIOIIETO JepeBa

* CTOMMOCTB MMOPTOB 1O ymMoj4aHuto STP

6.2.9 Heiitpanuzauus atak STP

JlaGopaTtopHnas padota Ne2 HccienoBanue MmetooB peanusanuu cetd VLAN

JlabopaTtopnast pabora Ne3 Hactpoiika cereit VLAN

JlaGopaTtopHnas pabota Ne4 Hactpoiika MarucTpaibHbBIX KaHAJIOB

JlabopaTtopHas pabora Nel 1 IlpoBepka u otnaaka Hactpoek NAT

Tema 7 Kpunrorpaduueckue cucreMbl

7.1 Kpunrorpaduueckue cepBUCH

7.1.1 3ammra oOMeHa JaHHBIMHA

7.1.4 Kpunironorus

7.2 OCHOBHBIE BOIPOCHI IIEJIOCTHOCTH U ayTeHTU(DHUKAIIH

7.2.1 Kpunrorpaduueckue xem-QyHKIHNA

7.2.2 llenoctHOCTh ¢ anroputmamu MD5, SHA-1 u SHA-2

7.2.3 Ayrentudukanus ¢ momouisio anroputma HMAC

JlaboparopHas pabota Ne5S Hactpoiika cTaHAapTHBIX HMEHOBAHHBIX CIIMCKOB KOHTPOJIS
noctyta [Pv4

Jlaboparopnas pabota Ne9 MexceTeBble SKpaHbl Ha CEPBEPE U CIIUCKU KOHTPOJIS IOCTyIa
Ha MapuIpyTH3aTope

Jlaboparopuas pabora Nel0 Obecnieuenue 6e3omacaoctr VLAN Ha 2-M ypoBHE

Tema 8 YnpaBJjieHue 6€30MacHOIi ceTbIO

8.1 TectupoBanue 6€30MaCHOCTH CETH

8.1.1 MeToauku TeCTUpOBaHUs 0€30MaCHOCTH CETH

TectupoBaHue u oreHKa cucteMbl Oe3omacHocTH (ST&E)

8.1.2 HCTpyMEHTHI TECTUPOBaHMSI O€30M1aCHOCTH CETH

JlaboparopHuas pa6ora Nel2 OTka30ycTONYMBOCTH MAPIIPYTU3ATOPOB U KOMMYTaTOPOB

JlaboparopHnas pabota Nel3 PezepBupoBaHue MapiIpyTH3aTOpPOB U KOMMYTaTOPOB

Mertonuka mpenojaBaHus JUCHUIUIMHBI «CeTH M CUCTEMbI Meperaud MHPOpMaLun» U
peanu3anysi KOMIIETEHTHOCTHOTO TIOAXO0/Ja B U3JOKEHUHM M BOCHPUATHM MaTepuaia
npeaycMaTpuBaeT MCIOJIb30BaHUE CIEAYIOMNX aKTUBHBIX M MHTEPAKTUBHBIX (pOpPM MpOBEICHUS
IPYNIOBBIX, HHIANBUYaJIbHBIX, ayJUTOPHBIX 3aHATUN B COYETAHUU C BHEAYAUTOPHON paboTOM ¢
1eJNbI0 (POPMUPOBAHUS U Pa3BUTHS MPO(HECCHOHATBHBIX HABBIKOB Y 00YYaOLIMXCS:

* BBINOJIHEHUE Ta0OPAaTOPHBIX PabOT B 1a0OpaTOPHSIX BY3a;

* UHIUBUYyalbHbIE U IPYIIIOBbIE KOHCYJIBTALMU CTYACHTOB IPENoaBaTeseM;

* mocelieHne NpoQuIbHBIX KOH(epeHuuit n paboTa Ha MacTep-Kiaccax JKCIEpPTOB U
CHEIMAIUCTOB B BeO-TEXHOJIOTUSAX, BeO-pa3paboTke, IIHTepHET-MapKeTUHIe U JIPYrHX
npodeccuoHaIbHBIX 00IACTSIX.

CamMocTrosTenbHass BHeayJUTOpHas paboTa CTYIEHTOB COCTOMT M3 TOJTOTOBKH K
BBIIOJIHEHUIO W 3alllUTe J1a0opaTOpHBIX paboT, a Takke MOATOTOBKUM K IPOMEXKYTOUHOM
aTTecTally BO BpeMs SK3aMEHALIMOHHOW CECCHH.



4. YuyeOHO-MeTOAUYECKOe U MH(OPMALMOHHOE O0eceueHue

4.1. HopmatuBHble 10KyMeHTbI 1 'OCThI

1. ®enepanbubiii 3akoH oT 29.12.2012 Ne 273-@3 «O06 obpazoBanuu B Poccuiickoit
Denepanun.

2. Tlpukaz MwunoOpnayku Poccum ot 19.09.2017 N 929 (pen. ot 08.02.2021) «O06
YTIBEPXKICHUH (DeZepalIbHOTO TOCYJAapCTBEHHOTO 00pa30BaTEIbHOIO CTAaHAAPTAa BBICIIETO
oOpazoBaHusi — OakanmaBpuaT 10 HampaBieHuto noarotroBku 09.03.01 Hudopmatuka wu
BBIUUCIUTENbHAs TexHUKa» (3apeructpupoBaHo B Muntocre Poccum 10 oxtsiOpst 2017 1. N
48489).

3. Axkagemuyeckuii yaeOuslii iian Hanpasnenue noarorosku: 09.03.01 Undopmaruka u
BbluMcIuTeNbHas TexHuka [Ipoduie: KubepbesonacHocTs aBTOMaTH3UpOBaHHbIX cucteM dopma
00y4eHus1: OUHasl.

4. TlonoxeHHe O MPOBEIACHHUU TEKYLIEro KOHTPOJS YCIEBAEMOCTH M IPOMEKYTOUHOH
aTTecTanuu odydaronmxcs (eaeparbHOro rocy1apcTBEHHOIO0 aBTOHOMHOTO 00pa3oBaTEIbHOTO
yUpEXKAEHUs BbICHIEro 00Opa3oBaHUs «MOCKOBCKUIH  IOJMTEXHUYECKUH  YHUBEPCUTET»
(Y1Bepxneno npukazom Mockosckoro [Tonurexa ot 01.12.2022 Ne 13750 1).

4.2. OcHOBHAs JIMTEpaTypa
1. Ceru n TenekoMMyHMKalMU: ydyeOHUK U npakTtukym i By30B / K. E. CamyiinoB [u
np.]; mon penakuueit K. E. Camyitnosa, 1. A. llanumosa, J1. C. Kyns6oBa. — 2-e uzn., mepepao.
u jomn. — Mocksa: M3narensctBo FOpaiit, 2023. — 464 c¢. — (Beicuiee oOpa3oBanue). — ISBN
978-5-534-17315-4. — Tekct: anekrponHbii // O6pazoBarenpHas iardgopma FOpaiit [caitt]. —
URL.: https://urait.ru/bcode/532855
2. lubpos, M. B. Cetn u tenekommyHuKanuu. Mapmpyruzanus B [P-ceTsx: ydeOHUK 1

npakTUKyMm aist By3oB / M. B. JlubpoB. — 2-e u3zn., nepepad. u gomn. — MockBa: M3aarenbcTBo
FOpaiit, 2023. — 423 c. — (Bwicmee obpazoBanue). — ISBN 978-5-534-16546-3. — Tekcr:
NeKTpoHHBIH  //  OOpasoBarenbHas  marpopma  IOpaiitr  [caiit]. —  URL:

https://urait.ru/bcode/531273

4.3. JJIeKTPOHHBbIEe 00pa3oBaTeIbHbIE PeCypPChl
1. https://online.mospolytech.ru/course/view.php?id=13237

4.4. JlomoJIHUTEIbHAA JTUTEepaTypa
1. Tpopumos, B. B. I'mobGanbHble U JIOKaJdbHBIE CETH: y4yeOHMK Ay By30B / B. B.

Tpopumos, M. U. bapabanoa, B. N. KuseB. — 4-e u3z., nepepab. u nom. — Mocksa:
WznatenberBo FOpaiit, 2023. — 162 ¢. — (Bricmiee oopazoBanue). — ISBN 978-5-534-17504-2.
— Texkct: onextpoHHbii // OOpazoBatenpHas minatgopma IOpaiitr [caiit]. — URL:

https://urait.ru/bcode/533206
2. 3aM$ITI/IHa, O M. BLI‘II/ICJII/ITCJIBHBIG CUCTEMBI, CCTH H TeJ'IeKOMMyHI/IKaLII/II/I.

MopenupoBanue cereii: ydeObHoe mocobue mmas By3oB / O. M. 3amsatuHa. — Mocksa:
UznatensctBo FOpaiit, 2023. — 167 c. — (Bricmiee o6pazoBanue). — ISBN 978-5-534-16305-6.
— Tekcr: oanextponnsli // OOpa3oBarenbHas 1uiatrgopma FOpaiit [caiit]. — URL:

https://urait.ru/bcode/530772

5. MarepuajibHO-TeXHMYeCKOe o0ecrieyeHue

5.1. TpeOoBaHMs K 000PYAOBAHUIO M IOMELIICHUIO JJIs1 3AHATHH
3anstus no aucuuruinae CeTu U CUCTeMBI epeaadn HHGOPMAIIUU JOKHBI POBOUTHCS
B CIICLUATIM3UPOBAHHBIX ayJUTOpUsX B Kopryce MockoBckoro [lonutexa Ha yi. [IpsHuimHuKoBa
n.2a, ayn. 11P2402 u [1P2403, ocHaleHHBIX COBPEMEHHOW OPITEXHHUKONM M MEPCOHAIbHBIMU
KOMIIBIOTEPAMH C TIPOTPAMMHBIM 00€CIeYeHHEM B COOTBETCTBHH C TEMATUKOW HM3y4aeMoro
Matepuana. Yucmo paboynx MeCT B ayJTUTOPUH JIOJDKHO OBITH JTOCTATOYHBIM JUIsI OOECTICUEHUS


https://urait.ru/bcode/532855
https://urait.ru/bcode/531273
https://online.mospolytech.ru/course/view.php?id=13237
https://urait.ru/bcode/533206
https://urait.ru/bcode/530772

WHIUBUIyAIbHOW PabOThI CTyeHTOB. Pabodee MecTo mpernogaBaTess H0HKHO OBITh OCHAIICHBI
COBPEMEHHBIM KOMITBIOTEPOM C MOJAKIIOYEHHBIM K HEMY MPOEKTOPOM Ha HACTEHHBIN SKpaH, WU
WHBIM aHAJIOTUYHBIM 110 G YHKIIMOHATILHOMY Ha3HAYCHHUIO 000PY/TI0BAHHUEM.

5.2. TpeGoBaHusi K NPOrPAMMHOMY O0ecrie4eHHI0

Jns BeIMOTHEHUs J1a0OpaTOpPHBIX pPabOT W CaMOCTOSATEIBLHON paboThl HEOOXOAMMO
CIIeTyIOIIee MPOrpaMMHOE 00eCTICUeHUE:

«OC

* Beb6-0payzep

* Putty

e TerraTerm

* Cisco Packet Tracer

6. Metoauueckue peKoOMeHIalUN

6.1. MeToanueckue peKOMeHIAIUM J1JIs1 IPenoaaBaTeisi 0 OPraHu3aunu

00y4eHust

1. HpI/I INOATOTOBKEC K 3aHATHAM CICAYCT MNPCABAPUTCIBHO npopa60TaTL MaTcpHral
3aHATUA, IPEAYCMOTPEB €ro 1nmoaavy TO4YHO B OTBG,Z[éHHOG IJIA OTOIO0 BpEMs 3aHATHA. Cnez[yeT
IoAroTOBUTH HCO6XOI[I/IMI>IC Marcepuajibl — TCOPCTUUCCKHUEC CBCACHUA, 3aaa4yu W Jp. HpI/I
MMPOBCACHNHU 3aHATHS CIICAYCT KOHTPOJIMPOBATD IM0Ja1y MAaTCpUalia U pCIICHUC SaI[aHI/Iﬁ C y‘{éTOM
y4eOHOTr0 BpEMEHHU, OTBEIEHHOTO ISl 3aHATHUA.

2. HpI/I IIPOBCPKE pa60T U OTYETOB CJICAYCT YUYUTBIBATH HC TOJIBKO IIPABUJIIBHOCTH
BBIIIOJIHCHU A 3aﬂaHHﬁ, HO W OIITHUMAJIbHOCTbH BI)I6paHHI)IX MCTOJOB PCUHICHUA, IMPABUIIBHOCTDH
BBINTOJIHCHH S BCCX €T'0 IIAroB.

3. J1nst cnaum paboT, KOTOPHIE CTY/ACHT HE BBITIOJHWI B TCUSHUE CEMECTPA, MPEI0/1aBaTeb
OpTraHu3yCT AOIMOJIHUTCIIbHBIC 3aHATHA B KOHLIC CEMECTpPaA.

6.2. Meroan4yeckue yKasaHus 11 00y4al0LIMXCH 10 OCBOCHUIO

AUCHUIIIINHBI

N3yueHne TUCIUILTUHBI OCYILECTBIISIETCS B CTPOrOM COOTBETCTBHH C II€JICBON YCTaHOBKOM
B TECHOM B3aWMOCBSI3M y4yeOHBIM IUTaHOM. OCHOBOM TEOpPETHYECKON MOJArOTOBKU CTYAECHTOB
SBIISIIOTCSI JISKIIMOHHBIE 3aHATHS, JJAOOPaTOPHBIE PaOOTHI.

B mpouecce camocToATEnbHOW PAabOTHI CTYAEHTHI 3aKPEIUISIOT M YIIyOJSIOT 3HaHUS,
MOJIy4EeHHBIE BO BpEeMs ayJJUTOPHBIX 3aHATHH, 1opaOaThIBAlOT KOHCIIEKTHI U 3aIIUCH, TOTOBSTCS K
NIPOBEICHUIO U 00pa0aTHIBAIOT PE3YIbTATHI JIAOOPATOPHBIX PAOOT, TOTOBATCS K IPOMEKYTOUHOU
aTTeCTalllH, a TAKXKe CAaMOCTOSATENIbHO U3YYalOT OTAEIbHbIE TEMbI YUEOHOM MPOrpaMMmBbl.

Ha 3anstusx CTYACHTOB, B TOM YMCJIC TPCANOJIArarommx mpakTH4CeCKyro ACATCIbHOCTD,
OCYILIECTBIISICTCS 3aKpEIJIeHHE MOJYYEHHBIX, B TOM YHCJIE€ U B IPOLECCE CaMOCTOSATEIBbHOM
paboTel, 3HaHUH. Ocob0e BHUMaHue 00palaeTcs Ha pa3BUTHE YMEHHUI 1 HAaBBIKOB YCTAHOBJICHUS
CBSI3U TIOJIOKEHUN TEOPUH C MPO(ECCHOHATILHON EATEIbHOCTHIO OYAYIIEro CIeHUaINCTa.

CamocTosTenbHas pabota OCYIIECTBIIETCS VHAUBUIYAJIBHO. KonTponb
CaMOCTOSITENIbHOW PaboThl OpraHu3yercs B ABYX (hopmax:

* 3aImuTa J1abOPaTOPHBIX PadoT;

* KOHTPOJIb CO CTOPOHBI ITperoiaBaTeneil (TeKyIHii U MPOMEKyTOUHBIH).

Texkynuil KOHTpOJIb OCYIIECTBISIETCS HA ayJIUTOPHBIX 3aHATUAX, IPOMEKYTOUHBIN
KOHTPOJIb OCYIIECTBIISIETCS] Ha HK3aMeHe B MMChbMEHHOM (YCTHOH) hopme.

KpurepusiMu OlleHKH pe3yIbTaTOB CAMOCTOATENBHOM pabOThI CTYCHTA SIBIISTFOTCS:

* YPOBEHb OCBOCHUS CTYACHTOM y4eOHOT0 MaTepHaia;

® YMCHHA CTYACHTA HCIIOJb30BAaTh TCOPETUICCKUC 3HaHHUd TIPpU  BBIIIOJHCHUHN
NPaKTUYECKHX 3a/1a4;

* cpopMUPOBAHHOCTH KOMIIETCHIINN;

* oopmIIeHHE MaTepHaja B COOTBETCTBUH C TPEOOBAHUSIMHU.
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/. DOHJI OLIEHOYHBIX CPEACTB

7.1. OnucaHue NoKaszarese H KpuTepueB OLICHUBAHMSA

npobiemMe, B T.9. IO JJAOOPaTOPHBIM paboTaM.

HaunmenoBanue IIpeacraBienue
Kparkas XapaKTepUCTHKA OLIEHOYHOT O
Ne OC | onenouHoro cpencra OLICHOYHOI'0 CPE/ICTBA B
cpeacTBa DPOC
CpenctBo KOHTPOIS, OPTaHW30BAaHHOE KakK OdYHAas
Oecena MIeAaroruyecKoro paboTHHKA ¢ | Bonpocst o
KoHTponbHbIii pyOex | oOydaromumMcsi Ha TEMbI, CBA3aHHBIC C M3ydaeMOH | TeMam/pa3zienam
(ycTHBII onpoc/ | AUCUMIUIMHOM, M pacCYnTaHHOE HA BBIICHEHWE | JUCLUIUIMHBL Bompock
cobecemoBaHue) o0beMa 3HaHHUH 00YUAIOIIErocs TI0 OIPENSIICHHOMY | TI0 T1a00pPaTOPHBIM
paszeiny, Teme, npodiieMe, B T.4. MO JIAOOpaTopHBIM | paboTam
paboTam.
CpencTBo KOHTPOJIS, OpraHM30BaHHOE KakK OYHBIA | Bompock o
MUCBMEHHBI OTBeT 0Oyd4aromierocsi Ha TeMbl, | TeMam/paszenam
KoHTponbHbIiA pyOex | CBsI3aHHBIE C H3y4yaeMOW IMCUMIUIMHOM, W | JUCHMIUIMHBI. Bomnpocs
(MMCHMEHHBIN OTIPOC) | pacCUMTaHHBI Ha BBUSICHEHHE OObeMa 3HaHHMH | 1O 71ab0paTOPHBIM
o0ydaroIerocs 1o ONpeeIcHHOMY pa3ziely, TeMe, | paboTam

Tect(T) Cucrema CTaHJAPTU3UPOBAHHBIX 3ananui, | GoHA TECTOBBIX 3aJaHUN
MO3BOJIIONIASl  ABTOMATH3HPOBATh  MPOLEIYPY
HU3MEpPEHUs YPOBH: 3HaHUI U yMEHuH
00yJaroIIerocs.
KypcoBoii npoext CpencTBo NpOBEPKU 3HAHUH, YMEHUI, HABBIKOB. Tembl KYpPCOBBIX
IIPOEKTOB
DK3aMEHallMOHHbIE CpeacTBO MPOBEPKH 3HAHUM, YMEHMH, HAaBBIKOB. | DK3aMEHAI[MOHHbBIE
owmretsl (OB) MoseT BKIIIOYAaTh KOMIUIEKC TEOPETHUYCCKUX | OWIICTHI.
BOIIPOCOB, 33/]1a4, MPaKTUYECKUX 3aJaHuUil. [llkana oueHWBaHHUA U
mporeaypa
TIPUMEHCHHSI.

7.2. OnucaHue noKa3sareJieid 1 KpUTEpHeB OLICHMBAHNSI KOMIIETEHIIUI,
(opMupyeMBIX 110 UTOTraM OCBOEHUSI JUCIIUILINHbI, ONTUCAHUE IIKAJI

oncHuBaHusA

ITokazaTeneM OIleHHMBAaHHSA KOMIIETCHIIMI Ha Pa3JIMYHBIX 3TallaXx HUX (I)OpMI/IpOBaHI/IH

ABIACTCA JOCTUIKCHUC O6yIIaIOHII/IMI/IC$[ IIaHUPYEMBIX PE3YJIBTATOB O6y‘IeHI/I$[ 10 JUCHHUITIINHE.

IToxa3zarean

ABTOMATU3UPOBAHHBIX CUCTEM

Kputepuu oneHnBanus

2 3 4 5
OIIK-5. CnocobOeH MHCTaJUTHPOBATh MPOTPAMMHOE W ammapatHoe oOecriedeHre s MH()OPMAIMOHHBIX H
OIIK-5.1. 3narsb: OO6yuatomuiics | OOyuarommiics OO6yuaromuiics OO6yuaromuiics
OCHOBBI CHUCTEMHOTO | JEMOHCTPHPYET | NEMOHCTPUPYET JIEMOHCTPUPYET JIEMOHCTPUPYET
aJIMAHUCTPUPOBAHUSI. MOJIHOE HETIOJIHOE YaCTUYHOE MOJIHOE
OIIK-5.2. YMmeTsb: OTCYTCTBHUE WJIH | COOTBETCTBUE COOTBETCTBUE OTCYTCTBUE WU
BBIMOJIHATh  MOJIKJIFOUYEHHUE, | HEJAOCTAaTOYHOE | CIEAYIOIIUX CIIEeYOLINX HEJIOCTATOYHOE
YCTaHOBKY U TPOBEPKY | COOTBETCTBHE 3HAHUH, 3HAHMH, COOTBETCTBHE
amnmapaTHeIX, MPOrPaMMHO- | MaTepHaly YKa3aHHBIX B | YKa3aHHBIX B | MaTepuairy
anmapaTHBIX M | IUCUHIUIMHGI HWHIUKATOpax WHIIUKATOpax JIACLIMIUIAHBI
MIPOTrPaMMHBIX CPEJICTB. 3HAHUH, KOMITETEHIINI KOMITETEHIINHI 3HAHUH,
OIIK-5.3. Bianers: VKa3aHHBIX B | JIUCITUILTAHEIL. nucruIuinebl. Ho | yka3aHHBIX B
METOJaMHK YCTaHOBKH | MHIHKATOpPax Jomyckarotest JIOTTYCKAIOTCSI WHRKATOpaX
CHUCTEMHOTO M TMPHKJIAIHOTO | KOMIETEHITHI 3HAYUTEIHHBIE HE3HAYUTENbHBIE | KOMIIETCHIIUMA
MIPOrPaMMHOTO JIACIUTUIAHEI. OILIMOKH, OIIMOKH, JIACLIUIUIMHEL.
obecreyeHus!. MIPOSIBIISCTCS HETOYHOCTH,
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HEIOCTaTOYHOCTh
3HAHUH, TI0 pSAY
TIOKa3aTelIcH,
00ydaroIHiCs
HCTIBITHIBAET
3HaYUTEJIbHbIE
3aTpyIHEHUS MIPU
OMEePUPOBAHUU
3HAHUSIMHU MPU X
repeHoce Ha
HOBBIC CUTYAIIHH.

3aTpyAHCHUS IPU
AHAIMTHYECKUX
OTIepaIHsX.

OIIK-7. CriocoGeH y4acTBOBaTh B HACTPOMKE M HaJla/IKe TPOTPaMMHO-AIINAPaTHBIX KOMIUICKCOB

OIIK-7.1. 3uaTs:

MCTObI HaCTpOﬁKI/I, HaJ1aIK"
IMporpaMMHO-armnapaTHbIX

KOMIIJIEKCOB.
OIIK-7.2. YMmeTsb:
MPOU3BOIUTH
HAAmKy |

KOMILIIEKCOB.
OIIK-7.3. Bnagers:
crocobamu
paboTococoOHOCTH

MporpaMMHO-armapaTHbIX

KOMILJIICKCOB.

HAaCTPOUKY,
TECTUPOBAHUE
MpOTrpaMMHO-aNapaTHbIX

MPOBEPKH

OObyuaromuiics
JIEMOHCTPUPYET
IOJTHOE
OTCYTCTBUE WU
HEJIOCTATOYHOE
COOTBETCTBHE
Marepuary
JIACLIMIUIAHBI
3HAHHUH,
VKa3aHHBIX B
WHIUKATOpax
KOMIIETEHIIUH
UCIUATUINHEL.

Oo6yugaroruiics
JIEMOHCTPUPYET
HEMNoJHOe
COOTBETCTBHUE
CIIETYIOIIHIX
3HAHUH,
YKa3aHHBIX B
HWHIUKaTOpax
KOMIIETEHIIUH
JUCTIHTTIAHBI.
Homnyckarotcs
3HAYUTEIIHHBIC
OIIMOKH,
TIPOSIBIISICTCS
HEJI0OCTaTOYHOCTh
3HaHUM, [0 Py
ToKazaTee,
o0yyaromuincs
UCTIBITHIBAET
3HAYUTEIIHHBIE
3aTpyAHEHUS TIPU
OIIEPUPOBAHIH
3HAHUSIMH IIPHU X
mepeHoce Ha
HOBBIC CUTYAaIIHH.

Obyuaromuiics
JIEMOHCTPUPYET
YaCTHYHOE
COOTBETCTBHE
CIIeTYOLITNX
3HAHUH,
YKa3aHHBIX B
HHIUKATOpax
KOMIIETEHIIUH
oucHUIINHEL. Ho
JIOITYCKAIOTCS
HE3HAYHUTENbHBIE
OIIKOKH,
HETOYHOCTH,
3aTpyIHEHUS TPU
AHAITUTUYECKUX
oTmeparusix.

Ooyuaromuiics
JIEMOHCTPUPYET
MIOJTHOE
OTCYTCTBHE  WJIHU
HEJI0CTATOYHOE
COOTBETCTBHE
MaTepHary
JIACLIMIUIMHEI
3HAHWUH,
YKa3aHHBIX B
HWHIUKaTOpax
KOMITETEHITUH
JACLMILIAHEL

OIIK-8. CriocobeH pa3pabaThIBaTh aJrOPUTMBI U IPOTPAMMBI, IIPUTO/L

HBIC I NPAKTUYCCKOTO MPUMCHEHUA

OIIK-8.1. 3Hars:

OINCPAMOHHBIC CHUCTEMbBI H

000JIOUKH.

OO6yuaromuiics
JIEMOHCTPUPYET
IIOJTHOE
OTCYTCTBHUE WU
HEJIOCTAaTOYHOE
COOTBETCTBHE
MaTepuany
JIACITUTLTHHBI
3HAHWH,
yKa3aHHBIX B
WMHIUKATOpaX
KOMITETCHIIUI
JIUCIUTIIMHEIL.

OO0yuaromuiicst
JIEMOHCTPUPYET
HETOJTHOE
COOTBETCTBHUE

CITE TYFOIITIX
3HAHWUH,
YKa3aHHBIX B
HWHAUKATOpaxX
KOMITETEHIIU I
JUCTIMTITHBL.
Hormyckarorest
3HAYUTEIIHHBIE
OIIIMOKH,
TIPOSIBIISIETCS
HEIOCTaTOYHOCTh
3HaHUil, Mo psny
ToKasareren,
o0ydJaroImics
HCTIBITHIBACT
3HAYUTEIbHBIC

OO6yuaromuiics
JIEMOHCTPUPYET
YJaCTUYHOE
COOTBETCTBHE
CIEIYIOLINX
3HAHUH,
YKa3aHHBIX B
WHINKATOpaX
KOMITETCHIINI
nguctuIInHel. Ho
JIOIYCKArOTCs
HE3HAYHUTEIbHBIE
OIIMOKH,
HETOYHOCTH,
3aTpyIHEHUS MIPU
AHATTUTHYECKUX
oneparusx.

OO6yuatomuiics
JIEMOHCTPUPYET
TOJIHOE
OTCYTCTBUE WU
HEJI0CTAaTOYHOE
COOTBETCTBHE
MaTtepuay
JACLMIUIMHBI
3HAHUH,
YKa3aHHBIX B
WHIUKATOpax
KOMIIETEHIIUH
JIACLIMIUIAHEL.
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3aTpyIHEHUs IPH
OIIEPUPOBAHUN

3HAHHUSAMH NIPH UX
TiepeHoce Ha
HOBBIE CUTYaLlUH.

7.3. lllkaJia oueHMBAHUSA PE3YJIbTATOB MPOMEKYTOUHOM ATTECTALUM U €€

oImucaHue.

®opMa NPOMEKYTOYHOM aTTECTANMM: IK3aMeH, KYPCOBOI MPOEKT.

[TIpomexxyrounast arrectauus oOydarommuxcss B (opMe -5K3aMeHa MPOBOAMTCSA IO
pe3yJibTaTaM BBIMOJIHEHHs BCeX BUAOB y4eOHOI paboThl, MPeyCMOTPEHHBIX Y4eOHBIM IIaHOM IO
JAHHOW JHCUUIUIMHE (MOAYJI0), IPU 3TOM YYHUTBIBAIOTCS PE3YJbTaThl TEKYLIETO KOHTPOJISA
ycreBaeMoCTH B TeueHue cemecTpa. OlleHKa CTENeHM JOCTHXKEHUA OO0y4JarolMMHCS
IUIAHUPYEMBIX Pe3yIbTaTOB O0YUYEHHUs MO TUCHUILIHHE (MOJYIIIO) IPOBOAUTCS MpENoaBaTesieM,
BEIYUIUM 3aHATUSA MO AUCHUIUIMHE (MOAYII0) METOIOM OJKcrmepTHoW oneHku. [lo wmToram
IIPOMEXYTOUHOM aTTecTaluy MO AUCUUIUIMHE (MOJYJIIO) BBICTABJISETCS OLEHKA «OTIMYHOR,
«XOPOLIOY, «YAOBJIETBOPUTEIBLHO» WU «HEYIOBIETBOPUTEIILHO.

[TpuBeneHHbIE HUXKE ITpaBUJIa BBICTABICHUS OLIEHOK U ONO3AaHUi MOTYT ObITh H3MEHEHBI,

€CJIM TpernojaBaTellb COYTET 3TO HEOOXOAUMBbIM. Ba)kHO, YTOOBI CTYIEHTBHI PETYISAPHO
IIpOoCMaTpUBaJIH IIJIaH Kypca, BbutokeHHbIN B C/10, Ha peaMeT ero 0OHOBIEHUS WIM U3MEHEHUSL.
B cooTBeTcTBUU C MJIaHOM JUCIUIUIMHBI CTYIEHTaM BBIJAIOTCS 3aJaHUs Ha 1a00paTOpHbIE
pabotsl. JlabopaTopHble pabOTHI MOTYT COCTOATH U3 MPAKTUYECKUX 3aJaHHid, KOTOPbIE TPEOYIOT
BBIMIOJTHEHHS] pabOThl B ayJUTOPUU YHUBEPCUTETA M 33JaHUN JJISi CAMOCTOSITENBHOM PaboThI.
[TomuMmo TpeOoBaHuUii U ONMUCAHUA 3a1aHKs B pabOTe yKa3aH KpaHuil cpok caaun. s cnaun
nabopaTtopHoit pabOThI CTYJEHTY HEOOXOAMMO BBIIIOJIHUTH MPAKTUYECKYIO YaCTh B COOTBETCTBUU
C 3aJaHMeM U 3aIUTHTH paboTy. Bo Bpems 3amuThl 1abopaTopHOW pabOTHI MpENoaBaTeib
MIPOBEPSIET MPAKTUYECKYIO YaCTh PA0OTHI M OMPAIIUBACT CTYACHTA MO0 TEOPETUUECKUM pazjienam
TeMbl JabopaTopHOil paboThl. Eciiu cTyAaeHT oTKa3bIBaeTCsl OTBEYATh HA BOIPOCHI, WM JAET
MIOJTHOCTBIO HEBEPHBIE OTBETHI, MJIM OTBETHI HE 10 TEME, TO pab0Ta MOKET CUUTATHCSI CIAHHOM, HO
IpY 3TOM OHa OLIEHUBaeTcs He Bhlle 1 Oamia.

PaGoTta nomkHa OBITH BBIOJHEHA CTYJEHTOM CAaMOCTOSITEIbHO: HAa CHMMKax 3KpaHa
CTYyJ€HTa JOJKEH OBbITh BUJIEH pabouMii CTOJI, MEHIO ITycK ¢ AaTtoil u BpemeHeM u ®UO cryneHTa.
Ecnu 5Ti npaBuiia He co0IIt01at0TCsl, TO pabOTa HE CUNTAETCS CIAaHHOW U HE OLIEHUBAETCS.

PyOGexxHple  KOHTpoiM  (YCTHBIM/MMCBMEHHBI  ONpOC) CHAIOTCA B ayIUTOPHUHU
WHAVBHUAYAJIHO 110 BAPUAHTY 3a/1aHUs, BBIJAHHOMY IIPENOJABaTENIEM B Ha3HaueHHble 1HU. [Ipn
OTCYTCTBHHM CTYJI€HTa B JICHb HAalMCAHUs KOHTPOJIBHOM padOThl eMy pa3pelaeTcs caaTh padboTy
Ha CJIEJYIOLIEeM 3aHATHH, IPU 3TOM CTYJEHTY Hauucisiercs mrpad B pazmepe 1 6armia, 3a Kaxayro
HEZIEI0 MTPOCPOYKH.

Kaxnplif cTyaeHT uMmeeT mpaBo Ha 3 HeJenu omno3jaaHus (0e3 HayuciaeHus MTpadHbIX
0aJIoB), KOTOPHIE MOT'YT OBITH MOTPAYCHBI HA JIFOOBIC 3a7aHUs B TeUeHUe ceMectpa. Ono3nanus
IpeHa3HaYeHbl Ul peIIeHUs] O0COObIX CUTYallMil, TakKMX Kak OO0JIe3Hb WM 4Ype3BbIYaiiHbIe
ceMeiHbIe 00CTOATEIbCTRA.

CryneHTbl JOIDKHBI 3apaHee coo0IaTh O TOM, YTO Y HUX MOTYT BOZHUKHYTh TPYIHOCTH CO
CBOEBPEMEHHOH cravel 3anaHusi Wik npoekrta. [Ipu Haluyuu peanbHbIX NPUYUH 33JEPKKU
CTYZICHTaM CIIeIyeT KaK MOKHO CKOpee CBS3aThCs C MpernojaBareieM U 00CyIUTh BO3MOXKHBIE
YCIIOBHSL.

K npomexyTouHOM aTTecTalluy JOIYyCKAKTCS TOJIBKO CTYACHTHI, BHIIIOJHUBIINE BCE BUJIbI
yueOHOI paboThl, MpelyCMOTpEeHHbIE padouell MporpaMMon MO JAWCUUIUIMHE — BBIIOJHEHHE U
3anuta JlabopaTOpHBIX pabOT COMIACHO IMOJYYEHHOMY 3aJJaHHI0, cAaya pyOeXHBIX KOHTpOJEH
(YCTHBIX/TUCBMEHHBIX OMPOCOB/cOOeceI0BaHuI) 10 TeMaM Y4eOHOr0 Kypca, BHIIIOJTHEHHE TECTOB
II0 BCEM paszfesiaM Kypca, BKiIrodas uTorossiii TecT B cucteme JIMC Mockosckoro [lonurexa ¢
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JIOCTMDKCHHEM TIOPOTOBBIX 3HAYCHHH OIIEHOK IO BCEM BUIaM ydeOHOH paboThl. Ilpu sToMm
HCIOJIB3YCTCS GaHHLHO-peﬁTHHFOBaH CHUCTCMA, BKJIIO4aromasa CJICAYOINC KPUTCPUN OLICHKH.

Kpurepuii

3HavyeHUe KpUTePHU

Brimonnenue u

nabopaTtopHbIX paboT B cpok. (L) | MPakTHYECKOro BBIMONHEHUs pPabOTBl M 3HAHUS TEOPETHYSCKOTO

samura | Ot 1 nmo 5 GayutoB 3a Kaxaylo paboTy B 3aBHCHMOCTH OT YpPOBHS

MaTepHaia.
MakcumanbHoe 3HaYeHUe KpuTepust — He Oosiee 25 OauioB.

TeMam Kypca
(YCTHBIN/TIUCHMEHHBIH
cobecenosanue),(I)

Crnaga py6exxHsIx KoHTponei mo | Ot 1 no 5 6amioB 3a kaxmoe codeceJoBaHHE B 3aBUCUMOCTH OT YPOBHS 1

CPOK | 3HAHHUS TEOPETUYECKOTO U MPAKTHYECKOTO MaTepHaa.
omnpoc/ | MakcuManbHOe 3HaUeHHE KpUTEpHus — He Oostee 25 6aiioB.

Brmonaenne tectoB mo temam | [To 1 Oamry 3a Kaablii TecT, BBHINOJHEHHBIH Oomee uwem Ha 70%
Kkypca B cucteme JIMC(T1) MIPaBUJIBHBIX OTBETOB. MakCHManbHOE 3HaUCHHE KpuTepus — He Oonee 10

6amoB. JlomyckaeTcst 3 MONMBITKY Ha KaX/IbIH TECT B TEUCHUE CEMECTpa.

Brimonnenue utorosoro tecra mo | Ilo 1 6anny 3a KaX/JbIC 10% IMMPaBUJIbHBIX OTBETOB B TECTC. MuHuManbHOE

BCEM TeMaM Kypca B CHCTeMe | 3HaueHue kputepusi — 7 OamwioB (70% TpaBUIIBHBIX OTBETOB),

JIMC (T2) MakcuMansHoe 3HaueHue kpurepus — 10 Gamro (100% mpaBHIBHBIX
OTBETOB).

Moceuenue 3ausrtuit (V) [To 1 bamty 32 MPUCYTCTBUE CTYICHTA Ha KAXKIOM 3aHATHH (2 aK. yaca)

MaxkcumanpHoe 3HaueHne Kputepus — 30 6amioB.

(K)

Koadpdrmument cpamapix pabor | Koaddumuent pasen 1, ecnm Bce paboTsl (TabopaTopHBIE padoOTEHI,

pyOexxHBIe KOHTpOIH, TecThl) caanbl u 0 ecnu xoTs OBl ofHA paboTa He
cllaHa.

Pacuer urorosoro 6amia (F) F=(L+I4T1+T2+V)*K

3aJaHusA

BrimonHenne 3x3ameHaluonHoro | ITpu Beibope CTyZeHTOM BBIIOIHEHHUS IK3aMEHALIMOHHOTO 3a1aHuUs OaslIbl

HaOpaHHbIC B TCYCHUH CeMecTpa OOHYISIOTC. MakcHMaIbHOE 3HAUCHUE
kputepust — 100 6anos.

OueHka no 0a1IbHO-PeiTHHIOBOI cucTeMe | OLeHKa 0 UTOrOBOI aTTecTalMU
0...60 HeynosneTBopuTenbHO

61...75 Y IOBIIETBOPUTEIEHO

76 ... 90 Xoporo

91 ... 100 OTnu4yHO

IIIxana oneHNBaHUA

Onucanue

OT1in4HO

Cpennee 3HaueHue U1 BceX (HOPMHUPYEMBIX Ha MOMEHT IIPOBEJICHHS aTTECTalUd
YPOBHEH KOMITETEHINH — 5. BBITIOTHEHBI Bce BU/IBI y4eOHON pabOThI, TPEeayCMOTPEHHbIE
yueOHbIM T1aHoM. CTyJIeHT JeMOHCTPUPYET COOTBETCTBHE 3HAHHMN, YMEHHH, HABBIKOB
NpUBEACHHBIM B TaliMIax IOKa3aTened, omepupyeT NpHOOPETEHHBIMH 3HAHUSIMH,
YMEHUSAMH, HaBBIKAMH, IPUMEHSET UX B CHTYallUsAX MOBBIIICHHON CI0KHOCTH. [Ipn aTOM
MOT'YT OBITh JJOIYIIIEHB HE3HAUNUTEIbHBIE OIIMOKH, HETOYHOCTH, 3aTPyTHEHUS IIpU
AHAJIUTHYECKHUX OIepalysax, NepeHoce 3HaHMM W yMEHHMH Ha HOBbIC, HECTaHJapTHBIC
CHUTYaluH.

Xoporo

Cpennee 3HaueHue Uil BceX (DOPMHPYEMBIX Ha MOMEHT IIPOBEJCHHS aTTECTalMu
YpOBHEH KOMITeTeHIINH — 4. BBITIOTHEHBI Bce BU/IBI Y4eOHON pabOThI, TPEeayCMOTPEHHbIC
yueOHbIM TaHOM. CTyIEHT IE€MOHCTPUPYET HEIOJIHOE, NMPaBHIBHOE COOTBETCTBHE
3HAHWH, yMEHHH, HaBBIKOB NPHBEACHHBIM B TabiMIax Irokaszarelneid, 100 eciu mpu
9TOM OBUIN JJONYIIEHB! 2-3 HECYIIECTBEHHBIE OMINOKH.

yﬂOBJ’IeTBOpI/ITGHBHO

Cpennee 3HayeHue Uil BceX (HOPMHPYEMBIX Ha MOMEHT IPOBEJICHHSI aTTECTalMu
YpOBHe KoMITeTeHINH — 3. BBITIONIHEHBI Bce BU/IBI YUeOHON pabOThI, IPeayCMOTPEHHbIE
yuebHpIM TuTaHoOM. CTyIeHT AEMOHCTPHPYET COOTBETCTBHE 3HAHWHA, B KOTOPOM
OCBEIlleHa OCHOBHAs, HanboJiee BakHast 4acTh MaTepHaia, HO IIPH ATOM JIOIylIeHa O/THA
3HAYUTEJbHAs OMKMOKa HIM HETOYHOCTb.

HeynosnetBoputensHo

He mocturayro moporoBoe 3Ha4e€HHE XOTS ObI Ui OJHOTO YPOBHSA (POPMHPYEMBIX Ha
MOMEHT IPOBEJICHHSI aTTeCTAllNN KoMIleTeHInil. He BhImoHEH oiuH miu 6osiee BUIOB
y4ebHOI paboTHl, MPENyCMOTPEHHBIX y4eOHBIM IaHoM. CTYIOeHT IeMOHCTPHUPYET
HETOJTHOE COOTBETCTBUE 3HAHHM, YMEHHWH, HaBBIKOB IPUBEICHHBIM B TaOaumax
oKazaTesiel, I0MyCKaloTCs 3HAUNTEIbHbBIE OLTMOKH, MPOSIBIISIETCS] OTCYTCTBHE 3HAHUH,
YMEHUH, HAaBBIKOB IO PsQy IOKa3aTeNel, CTyAEHT MHCIBITBIBACT 3HAUYUTEIBHBIC
3aTpyAHEHUs NIPU ONIEPUPOBAHUM 3HAHUSMM U YMEHUSIMU MPH UX NEPEHOCE HA HOBBIE
CUTYalUH.
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7.4. OnucaHus Noka3aresieil OeHUBAHNUS ¥ KPUTEPHEB OLleHUBAHUS

KOMIIeTeHIIUH
B mpomecce ocBoeHust NaHHOW MUCIMIUIMHBI CTYACHT (OPMHUPYET M JEMOHCTPHPYET
cnez[yfoume O6H.[Cl'[p0(beCCI/IOHaJ'II>HBIe KOMIICTCHIINHN .

Komnerennuu Crenenn
TexHoJsiorust dopma .
Ilepeyenn YPOBHeMH
(opmuposanus OLICHOYHOT' 0
HMupexc HNupexc KOMIIOHEHTOB KOMITeTerIHil cpencTa** ocBOeHMA
KOMITeTeHIMii
OIIK-5 CrnocobeH OIIK-5.1. 3uats: JlaboparopHsie YO BA3OBbIN
HMHCTaJUINPOBATh OCHOBBI CHCTEMHOTO | paboThl, II YPOBEHb:
IPOrpaMMHOE U | aAMHHUCTPHUPOBAHHUS. | CAMOCTOSITENbHAas | DK3aMeH CIOCOOHOCTD
anmapaTHoe OIIK-5.2. YMers: pabora BBITTOJHATH
oOecrieueHne Ui | BBINOIHATH HOJTydeHHOE
MH(OPMAIIMOHHEI | TTOJKIIOYCHHE, 3a/1aHue,
X U | yCTaHOBKY u TPUMEHSSA
ABTOMATH3HPOBaH | MPOBEPKY MOJTyICHHBIC
HBIX CHCTEM anmnapaTHBIX, 3HaHHE "
IIPOrpaMMHO- yMEHHUS Ha
anmnapaTHBIX U MPaKTHKE,
MIPOTrPaMMHBIX BIAJETh
CpEIICTB. COOTBETCTBYIOI]
OIIK-5.3. Bnanets: UMH
METOJIaMH YCTaHOBKHU HHIUKaTOpaMu
CHCTEMHOTO " KOMIETECHIIN
TIPUKJIATHOTO pu
MIPOrPaMMHOTO BBITIOJTHEHUH
oOecreueHusI. 3a/1aHuSL.
OIIK-7 Cnocoben OIIK-7.1. 3uats:
y4acTBOBAaTh B | METOABI HACTPOMKH, HPOIBUHYT
HacTpoiike U | Hamajaku bI1 YPOBEHb:
HayajKe IPOrpaMMHO- CIIOCOOHOCTD
MporpaMMHO- arnmapaTHBIX BBIIIOJIHATE
anmnaparHbIX KOMILIEKCOB. HOJTy9CHHOC
KOMIUIEKCOB OIIK-7.2. YMmeTs: 3a/laHue u
MIPOU3BOJIUTh peumarb
HACTPOIKY, HalajKy CaMOCTOSITENTbH
u TECTHPOBAHHE 0
MIPOTrPaMMHO- copmMHpOBaHH
arnrmapaTHBIX bIC 3ajaqu,
KOMILIEKCOB. HIPHMEHSA
OIIK-7.3. Branets: HOJTydCHHbIC
Croco0amMu MpoOBEPKHU 3HaHHC u
paboTococoOHOCTH YMCHHA Ha
MIPOrpaMMHO- IPAaKTUKE.
anmnapaTHbIX YBepeHHo
KOMIIJICKCOB. BJIAJICTDh
OIIK-8 CrnocobeH OIIK-8.1. 3uars: COOTBCTCTBYIOIN
pa3pabaTeIBaTh OIepalOHHbIE nMu
JITOPUTMBI U | CHCTEMBI M 000JIOUKH. HHINKaTOpaMu
TIPOrPaMMB, KOMIETEHIINN
NPUTOAHBIE IS npu
IIPAKTHYECKOT O BBITIOTHEHUHN
NPUMEHEHUS 3a7iaHus,
KOMOUHHPOBATh
HX MEXTY COO0H
" c
WHIUKaTOpaMH
Apyrux
KOMIIETEHLMI
ULt
JIOCTHKECHUS
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MIPOEKTHBIX
pe3yIIbTaTOoB.

**- CokparmieHus popM OLIEHOYHBIX CPEJICTB CM. B puiioxenuu 2 k PIT.

7.5. DKk3aMeHAIITHOHHOE 3aJJaHHE.
d)opMa JK3aMCHAIIMOHHOT'O 3a1aHUs BBI6I/IpaCTC5I npenoaaBaTcjIieM U YTBEPKIAACTCA Ha
3aceganuu Kageapsl. DK3aMeH MOXKET MPOXOIUTh B CIEAYIOUIMX (opMax M ¢ UCIOIb30BaHUEM

CICAYIOUX ONCHOYHEBIX CPEACTB.

®dopma IIpencraBienue oneHo4Horo cpeacrea B ®OC

VYcrHas. BaHK KOHTPONBHBIX BONPOCOB, COOTBETCTBYIOUIMX OTACIBHBIM TeMaM IUCHUILIMHBEI (cM. 1TI. 4
HACTOSIIETO JIOKyMEHTa). Bompockl (GopMupyroT SK3aMEHAIMOHHBINH Owmier (cM. HIDKe),
COCTOSIIIMIA M3 TEOPETUUECKHX BOIPOCOB M NPAKTUYECKUX 3aaHUi (THIIOBBIE NMPAKTUYECKHE
3aJaHusl IIPEACTaBIICHbl HIDKE). buiersl, BKIOYas BONPOCHL M NPAaKTHYECKUE 3aJaHus,
(hopmupyIOTCS TIpenoiaBaTesieM M YTBEPXKIAIOTCS Ha 3aceiaHuu Kadeapsl. B HUX MOryT OBITH
BKJIIOUCHBI AOIOJHUTCIIbHBIC KOHTPOJIBHBIC BOIIPOCHI U 3aJlaHusd, HE TpeGyloume Y CTYACHTOB
Haln4yuss He (GOPMHUPYEMbIX JaHHOW JWUCUUIUIMHON KOMIIETEHIMH min Oojee BBICOKHX ITaIloB
chopMupoBaHHOCTH (hopMHPYEeMBIX. [ OTBeTa Ha KaXKIbIH BOIIPOC M IS PEIICHHsS JIF0OO0T0
MPaKTHIECKOTO 3aJaHus CTYIEHT IOJDKEH HaXOIWTCS Ha TPeOyeMoM Ul AaHHOHM ANCIHIUIMHE
ypoBHE c(HOPMHPOBAHHOCTH BCEX COOTBETCTBYIOLIMX €M KOMIIETEHIMH: KaXKIbIil BOIpoOC W
3aJjaHue TPOBEPSAET yPOBEHb CHOPMHUPOBAHHOCTH BCEX COOTBETCTBYIOIIMX AAHHOM ANMCIMILUIMHE
KOMIIETEHLIUI.

IMucemennas. | OueHOYHOE CPENCTBO IOJHOCTBIO COOTBETCTBYET OIIGHOYHBIM CPEACTBAM YCTHOH (OpMBI
3a7aHusl.

7.6. CIHCOK 3K3aMEeHAIMOHHBIX BOIPOCOB.
1. MuctpymenTsl xakepa: IHCTpyMeHThI ipoBeAeHus aTak. Kareropuu atak Juist B3jioma
CETH.
2. PacnpocTpaHeHHBIE THIIBI (KaTETOPHM) CETEBBIX aTak. TE€XHUKU pa3BeIbIBATEIBHBIX

atak. [lpuumHBl aTtak [UIsl TMONy4eHUs JocTyna. Tumbl arak Juisi MOJIy4E€HHUs JAOCTYyIa.
WNHCTpyMeHTHl couluanbHON uH)keHepuu. OCHOBHBIE THIIBI aTaKk «OTKa3 B OOCITYXHBaHUN.
Haubonee nonynspusie Tunsl DoS-arak. DDoS-araku.

3. YcTpaHeHMe THUIMYHBIX ceTeBbIX aTak. Pas3pl HelTpanuzauuu uepBs. CrocoOsl
HeUTpanu3aluu pa3BeaplBaTeabHbIX arak. CrnocoObl HeEWTpanu3alMM aTak JUulsl IOJIy4eHUs
noctyna. Cioco6s! HeTpanuzanuu DoS-arak.

4. Crpykrypa 3amuthl cereBoil miuatgopmel Cisco. DYHKIUHM 3alllUThl IUIOCKOCTH
ynpaBieHus. DOYHKIUU 3alIUThl IUIOCKOCTH MeHeKMeHTa. (DYHKIUHM 3alUThl IJIOCKOCTH
JTAHHBIX.

5. I'pannunslit MmapmpyTtuzaTop. [Toaxoas! K 3alyTe TpaHUYHBIX MapIIpyTU3aTopoB. Tpu
o0jacTu 3alIMThl MapuIpyTH3aTopa. 3aJayd MO 3alluTe aAMHHHUCTPATHBHOIO JocTyma. Mepbl
IPEJOCTOPOKHOCTH MPU OE30IIACHOM JIOKAJILHOM U Y/1aJI€HHOM JIOCTYIIE.

6. PexoMeHmanmuy 1O HAIEKHBIM MapOJsIM. AJNTOPUTMBI XAIIUPOBAHHS TMaposs Secret.
3ammra 0CTyna K JMHHH.

7. KonduryprupoBaHue yCOBEpIIEHCTBOBAHHBIX (PYHKIIUH.

VYcoBeplIeHCTBOBaHME Ipoliecca BXxoJa B cucteMy. DYHKIMM pacIIMPEHHOTO BXOJAA B
cuctemy Cisco 10S.

Bkitouenne pacmmpeHHbIX GyHKIHIA BXoaa B cucremy. Komanna login block-for.

Komanzpl, moMoratoiue oOHapyKUTh HEYJaUHbIE MOMBITKH BXOAA.

8. Koudurypupoanne SSH. TpeOGoBaHuss K MapuipyTH3aTOpy Ui oOecreueHHs
nopaepxxku SSH. Illaru st nactpoiiku SSH

9. Haznauenue aJIMUHUCTPATUBHBIX poJieil. /[Ba ypoBHs gocTyna Kk koMaHaaM. 16 yposHei
npuBwieruii. OrpaHnyeHus! ypoBHEN MPUBHUIIETHA.
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10. Kondurypuposanue CLI Ha ocHoBe poaeit. [Ipeumymiectsa qocrymna k CLI Ha ocHOBE
pozeii. [IpeacraBnenust koMmana Ha ocHOBE posieil. OcCOOEHHOCTH CyTepIpeICTaBICHUs.

11. 3ammra ¢aitnoB xkoHpurypanuu u odpasza Cisco 10S. Cpenenus 00 yCTOMYHMBOM
koHpurypamuu Cisco I10S. Komanma 3amutel oOpasa IOS wu BrimoyeHus (QyHKIUH
oTkazoyctoiunBoctu oopasa Cisco 10S.

12. 3ammra ympaBneHuss W oTueTHOocTU. OmNpeleneHHe TUIla JOCTYMa YIPaBJICHUS.
Bryrpunonocnoe ynpasienue. Buenonocnoe ynpasnerue (OOB). OcoO0eHHOCTH BHETIOJIOCHOTO
(OOB) ynpasnenus. OCOOEHHOCTH BHYTPHUIIOIOCHOTO YIIPaBIICHUS

13. Ucnonw3zoBanue cucrteMHoro sxypHaia (Syslog) mma 3amutel cetd. OCHOBHBIC
(GyHKIMM cepBHCa BEICHUsI CUCTEMHOT0 KypHaia (Syslog). Mcnonbp3oBaHue CHCTEMHOT0 )KypHalia
(Syslog). YpoBau onacHoctu Syslog-coobmenusi. Tumbl cuctem Syslog.

14. HUcnonb3oBanue npotokona SNMP nns 3ammutsl cetu. OCHOBHBIE CBEAECHUSA O
npotokosie SNMP. DnemenTtsl cucteMbl SNMP. Bepcun nporokosia SNMP. Monenu u ypoBHH
6e3onacnoct SNMP. Vsizsumoctu SNMP. @ynkuun 6e3omacaoctu SNMPv3.

15. Ucnonw3oBanue NTP. Haznauenue nporokosna cereBoro Bpemeru. Cepsep NTP.

16. BrimosnHeHue aymurta Oe3omacHOCTH. PeKOMeHIauu 1Mo HACTPOMKE MPOTOKOJIOB U
CEpBHUCOB

17. llocnenctus cnyduHra UHGOpPMAaLMK O MAPLIPYTU3ALUH

18. DkcrutyaTanus ceTeBbIX ycTpoicTB. [TakeThl MI0cKOCTH JaHHBIX. [[akeThl MI0CKOCTH
ynpasieHus. [[akeTsl III0CKOCTH MEHEKMEHTA.

19. Komnonentst AAA. Pexxumsl (MeTozbl) ayTeHTUPUKAIIUN. ABTOpU3anus. YueT. TUmsl
y4eTHOH uH(pOopMaIum.

20. XapakTepucTuku JTokanbHoi ayTeHTHQuKauu AAA. Illaru no HacTpoiike JTOKaIbHOM
ayreHTH(UKanun AAA.

21. Xapakrtepuctuku cepBepHoro pemieHuss AAA. Illarm mo HacTpoiike cepBepHOM
ayreHTH(UKanum AAA.

22. CpaBuenue TACACS+ u RADIUS. OcnoBubie xapaktepuctuku TACACS+.
OcHoBnble xapaktepuctuku RADIUS. Oransl npouecca ayrentudpukauuu TACACS+. Dramnbl
nporecca ayreHTudukanuu RADIUS.

23. llarm npomenypsl HacTpoiiku cepBepHoil ayreHTHQuKanmuu AAA. CepBepHas
aBTopu3anus u yuetr AAA.

24. CuHTakcHC KOMaHJ HACTPOHKM CTaHAapTHOTO HyMmepoBaHHoro cmucka ACL.
CuHTaKcHCc KOMaH]l HACTPOMKH HyMepoBaHHOTO pacuipeHHoro crnucka ACL.

25. CuHTakcuc KOMaHJ HACTPOWKM WMEHOBAaHHBIX CTaHNAPTHBIX WM PACIIUPEHHBIX
cnuckoB ACL. CunTakcuc koMana Juist npumenenus cnucka ACL k unTepdeiicy win K THHUAM
VTY.

26. VYkazaHus 1O HacTpoiike M mnpumeHeHuto crnuckoB ACL. PemakrupoBanue
cymectByromux cnuckoB ACL. [TopsakoBeie Homepa u crannaptabie cniucku ACL.

27. Cuntakcuc xomannabl HacTpoiikun ACL-cmucka IPv6. CuHTakcuc KOMaHIbI IS
npumenenus ACL-cnimcok [Pv6 x unTepdeiicy. Ykazanus no HacTpoiike u npumeHenuo ACL-
cnuckoB [Pv6.

28. OmnpeneneHne MEXCETEBBIX 3KpaHOB. [IpemmyIiecTBa W OrpaHUYEHUS MEKCETEBBIX
DKPAHOB.

29. Tumbl MeKCETEeBBIX IKPaHOB. [IperMyIIecTBa M OrpaHHYCHHSI MEKCETEBBIX IKPAHOB C
buIbTpanuei nakeTos.

30. MexceTeBble dKpaHBI C COXpaHEHHEM COCTOSHUS. [IperMylnecTBa W OTpaHWYCHHUS
MEXKCETEBBIX IKPAHOB C COXPAaHEHUEM COCTOSHUS.

31. [puHIMT paboTHI KIIACCHYECKOTO MEKCETEBOTO dKpaHa.

32. Cuctembl oOHapyxeHus: BropkeHuil (Intrusion Detection Systems, IDS). Cucremsl
npepoTBpaiieHus sropskernit (Intrusion Prevention Systems, IPS). [IpenmyiecTBa 1 HEJOCTATKH
cuctem IDS. Ilpenmyiectsa u Henoctatku IPS.
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33. XocroBas peanusanus IPS. IIpenmyniecTBa ¥ HETOCTATKH XOCTOBOW peasiM3aIlin
cucremsl [PS.

34. CereBas peasmzanus IPS. IlpeumyimiectBa M HEAOCTATKH CETEBOM pean3aluu
cucremsl [PS.

35. Xapakrepuctuku curHatyp ais IPS-cucrem: atpuOyTsl CUTHATYp, TUITBI CUTHATYP.

36. Curnausl (Tpurrepsi) TpeBoru curnatyp IPS. CpaBHenue TpurrepoB curnatyp.

37. O6HapyxeHre Ha OCHOBE IIa0JIOHA.

38. ObHapyxeHue Ha OCHOBE aHOMAJTHH.

39. OGHapyxeHre Ha OCHOBE MOJUTUK U OOHApYKEeHHE ¢ oMol Honey Pot.

40. MexaHu3Mbl UHUITUUPOBAHUSI CUTHAJIOB TPEBOTH.

41. lleiictBus curnatyp IPS.

42. Kateropuu aTak Ha KOMMYTaTOPBHI.

43. IIpumep padotsl Tabaubl CAM. Ataku Ha Tabauiy CAM.

44. Hetitpanuzanus atak Ha Tadimiel CAM. 3ammra mopToB. BritodeHre Onuii 3auThl
MOPTOB.

45. PexxuMbl HapyIlIeHHs 3alUThl NOpTOB. CpaBHEHNE PEKUMOB HapYILIEHUS 3allUTHI.

46. Araku nepexona (Hopping) VLAN.

47. Ataka c nBoitabM TerupoBanueM (Double-Tagging) VLAN.

48. Hetitpanu3anus arak nepexoaa VLAN.

49. Crypunar DHCP.

50. Ucromenne DHCP.

51. Cnypunr ARP u ARP Poisoning.

52. Ciiypunr MAC-anpecos.

53. IIpoToko:n cBs3yrOMmEero AepeBa. ATaku myTeM MaHuysuid STP.

54. OcHOBHbIEC 3a/1a4Ml 3allUThl OOMEHA JaHHBIMHU: ayTEeHTHU(HUKAIUS, 1IETOCTHOCTh U
KOH(UIEHIUAIbHOCTb.

55. Kpunrorpaduueckas xem-QyHKIHS.

56. CpoiicTBa kpunrorpapuieckon xeu-pyHKuuu

57. Anroputm xemmpoBanus Message Digest 5

58. Ayrentudukarus ¢ nomoibto anroputMa HMAC. Ko ayrentudukanuu cooOieHus
Ha ocHose xenr-¢pyuknnu (Keyed-Hash Message Authentication Code, HMAC).

59. MeToanku TeCTUPOBaHUS OE30MACHOCTH CETH.

60. [lepedeHp 3a1a4 10 TECTHPOBAHUIO M OIICHKE OE30MTACHOCTH CETH.

61. Tumsl ceTeBbIX TECTOB.

62. [IpumeHeHne pe3yIbTaTOB TECTUPOBAHHS CETH.

63. UHCTpyMEeHTHI TeCTHPOBaHUs O€30MaCHOCTH CETH.

64. IHCTpYMEHTBI TECTHPOBAHUS CETH.

7.7. IlpuMepHBIi CIMCOK BONPOCOB AJI1 KOHTPOJIbHBIX py0exed 1

3alllUTHI JIA00OPATOPHBIX padoT

Tema 1

1. UnctpymenTsl xakepa: MHCTpyMeHTHI ipoBeAieHus aTak. Kareropuu atak /st B3jioma
CETH.

2. PacmipocTpaHeHHBIE THITBI (KaTETOPUH) CETEBBIX aTaK. Te€XHUKH Pa3BEIbIBATEIBHBIX
arak. [IpuymHBl arak [aud DONy4eHMs JAOCTyna. Tumbl aTrak Uil IMOJNYy4YEHHs JOCTYIIA.
WucTpymMeHTsl conuanbHOM HHKeHepud. OCHOBHBIE THIBI aTaK «OTKa3 B OOCITYKHUBaHUN.
Haubonee nonynspusie Tuns DoS-arak. DDoS-araku.

3. VYcrpaHeHWe THUNUYHBIX CeTeBBIX arak. das3el HelTpammsamuu depBs. CrocoOsl
HeHTpanu3anuy pa3BebIBaTeNIbHBIX aTak. CrnocoObl HeHTpanu3alnuu aTak sl [OJyYeHHS
noctymna. CriocoOs! HerTpanu3anuu DoS-artak.

4. Crpykrypa 3ammutbl ceteBod miuardopmbel Cisco. DyHKIMM 3alIUTHl MJIOCKOCTH
ynpasieHus. OyHKIMM 3a0IUThl IJIOCKOCTH MEHEDKMEHTa. (DYHKIMU 3alUThl IIOCKOCTH
JTaHHBIX.
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Tema 2

1. I'pannunslil Mmapmpytuzatop. Ilogxoas! kK 3aliuTe TpaHUYHBIX MApLIPYTU3aTOPOB. TpH
001acTH 3aIIUThl MapuIpyTU3aTopa. 3ajadyd IO 3alluTe aJMHUHUCTPATUBHOIO AOCTyna. Mepsl
IPEOCTOPOKHOCTH MPU OE30MIACHOM JIOKATBHOM M YIaJICHHOM JIOCTYIIE.

2. PexoMeHAaluu MO HaJIEXKHBIM MaposisiM. AJITOPUTMBI X3LIMPOBaHMS Mapoiis Secret.
3amuTa 10CTyna K JMHUH.

3. KondurypupoBanue ycoBEepIICHCTBOBAaHHBIX (DYHKIIUH.

VYcoBeplieHCTBOBaHUE Ipoliecca BXxoJa B cucteMy. DYHKIMM pPacIIMPEHHOTO BXOJAA B
cucremy Cisco 10S.

Brutouenue pacimmpeHnbix GyHKiui Bxozaa B cucremy. Komana login block-for.

Komanpl, nomoraromue 0OHapykUTh HEYAauHble MONBITKU BXO/A.

4. KoudurypupoBanue SSH. TpebGoBanus Kk MapupyTuzaropy s oOecredeHus
nopaepxxku SSH. Illaru s nactpoiiku SSH

5. Haznauenue aIMUHUCTPATUBHBIX poJieil. /[Ba ypoBHs gocTyna Kk koMaHaaM. 16 yposuei
npuBwieruii. OrpaHu4eHus ypoBHEU MPUBUIICTUH.

6. Kondurypuposanue CLI Ha ocHOBe poneii. [IpemmymiectBa nocrymna k CLI Ha ocHOBe
poseii. [IpeacraBnenus komana Ha ocHOBe posiel. OcOOEHHOCTH CyIeprpeICTaBIeHuUs.

7. 3amuta ¢aitioB koHpurypamuu u obpaza Cisco 10S. Cenenus o0 ycroiumBoin
koHpurypauuu Cisco [0S. Komanga 3ammutel obpaza [0S wu  BritoueHus (pyHKUUU
oTkazoycroitunBocT oopasa Cisco 10S.

8. 3amwura ynpaBneHus M oT4yeTHOCTU. OrlpeneneHue TuUHa JOCTYyNa YHIPaBICHHUS.
Buyrpunonocnoe ynpasnenue. Buenonocnoe ynpasienue (OOB). OcoGeHHOCTH BHETIOIOCHOTO
(OOB) ynpasnenus. OCOOEHHOCTH BHYTPHUIIOJIOCHOTO YIIPaBJICHUS

9. Ucnonp3oBanue cucteMHOro xypHana (Syslog) mis 3aumts cetu. OCHOBHBIC (PYHKIMN
cepBHca BeJICHUs cucTeMHOro xkypHaia (Syslog). cnomnp3oBanue cucteMHoro xypaaina (Syslog).
YpoBau onacHocTH Syslog-cooOrmenwst. Tumnsr cuctem Syslog.

10. Hcnonb3oBanue mnporokosa SNMP mns 3ammtel ceth. OCHOBHBIE CBEIEHUS O
nportokosie SNMP. Dnements! cucrembl SNMP. Bepcuu nporokoina SNMP. Moaenu u ypoBHu
6e3onmacHoct SNMP. Va3zpumoctu SNMP. @ynkiun 6ezonacHoctd SNMPv3.

11. Ucnonb3oBanue NTP. Haznauenue npotokona cereBoro Bpemenu. Cepsep NTP.

12. BeimonHenue aynurta OezomacHOCTU. PexoMeHAalMu MO HAcTpOHKe MPOTOKOJIOB M
CEpBHCOB

13. Ilocnencraus cnydunra nHGOpMaLUU O MAPIIPYTU3ALUH

14. DxcrmyaTanus ceTeBbIX YCTpoicTB. [lakeTsl TrockocTi JaHHBIX. [1akeThl IOCKOCTH
ynpasieHus. [1akeThl IIIOCKOCTH MEHEIKMEHTA.

Tema 3

1. Komnonentsl AAA. Pexumbl (MeTobl) ayTeHTHDHUKAIMU. ABTOpHU3ausl. YueT. TUmsl
y4eTHOU UH(OpMaLIHH.

2. XapaKTepuCTHKH JIoKalbHOU ayTeHTuukaun AAA. [llaru no HacTpoiike JTOKaIbHOM
ayreHTU(UKanuu AAA.

3. Xapakrepuctuku cepBepHoro pemenuss AAA. Illaru mo HacTpoiike cepBepHOi
ayreHTU(UKannu AAA.

4. Cpasuenue TACACS+ u RADIUS. Ocnosubie xapakrepuctuku TACACS+. OcHOBHBIE
xapaktepuctuku RADIUS. Otansl npouecca ayrentudukanun TACACS+. Dranbl nporecca
ayreHTu(ukanuu RADIUS.

5. Ilaru mpoueaypsl HacTpoilku cepBepHoii ayreHTH(ukauun AAA. CepBepHas
aBTOopu3anus u yuetr AAA.

Tema 4

1. CuHrakcuc KOMaHJA HAcCTpOMKHM CTaHIapTHOro HymepoBaHHoro cmucka ACL.
CuHTakcuc KOMaH/ HaCTPOHKH HyMEepOBaHHOTO paciupenHoro cnucka ACL.
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2. CHUHTaKCHC KOMAaHJ HAaCTPOMKM HMEHOBAaHHBIX CTAaHAAPTHBIX WM PACHIMPEHHBIX
cnuckoB ACL. CunTakcuc komana st npumenenus cnucka ACL k uHTepdeiicy uim K TUHUSIM
VTY.

3. VYkazanus mno HacTpoiike u mnpumenenuto cnuckoB ACL. PenaktupoBanue
cymectBytomux cnuckoB ACL. [TopsiakoBsie Homepa u ctangapTHbie criucku ACL.

4. Cunrakcuc komannbl Hactpoiiku ACL-cnucka [Pv6. Cuntakcuc KOMaHIbI ISt
npumenenus ACL-ciimcok IPv6 k unTepdeiicy. Ykazanus 1o Hactpoiike u npumeHenuto ACL-
cnuckoB IPv6.

5. Omnpenenenne MeXCETeBBIX 3KpaHOB. [IpermyrnecTBa M OrpaHUYEHUS MEXKCETEBBIX
9KPAHOB.

6. Tumbl MexceTeBbIX SKpaHOB. [IpenmMyIiecTBa U OrpaHUYEHUS] MEKCETEBBIX HKPAHOB C
buIbTpanuei nakeTos.

7. MexceTeBble DKpaHbl C COXpaHEHHEM cocTosiHUA. lIpenMyiecTBa M OrpaHUYEHUS
MEKCETEBBIX IKPAHOB C COXPAHEHHEM COCTOSHUSI.

8. [Ipunuumn paboThl KIACCUYECKOTO MEXKCETEBOT0 IKpaHa.

Tema 5

1. Cucremsl oOHapyxenus BTopskeHuii (Intrusion Detection Systems, IDS). Cuctembl
npepoTBpamieHus Bropskeruit (Intrusion Prevention Systems, IPS). [IpeumyiiecTBa 1 HeJOCTATKH
cucteM IDS. IIpeumyiecta u HenoctaTku IPS.

2. XocroBas peamm3arus IPS. IlpenmymiectBa M HEIOCTaTKH XOCTOBOH pealiu3allud
cucremsl [PS.

3. CereBas peaymmzarnus IPS. TIpeumyiecTBa 1 HETOCTATKH CETEBOM peaTn3allii CUCTEMBI
IPS.

4. XapaktepucTuku curaatyp s IPS-cuctem: aTpuOyThl CUTHATYp, TUIIBI CHTHATYP.

5. Curnans! (Tpurrepsl) TpeBoru curaaryp IPS. CpaBHeHHe TpUrrepoB CUTHATYD.

6. OOHapy>xeHue Ha OCHOBE Ia0JI0HA.

7. O0Hapy>KeHHE Ha OCHOBE AaHOMAJIHIA.

8. ObHapy>keHue Ha OCHOBE MOJIUTUK U OOHApykeHHe ¢ oMolnbo Honey Pot.

9. MexaHU3MbI HHUIIMMPOBAHUS CUTHAJIOB TPEBOTH.

10. HetictBust curnatyp IPS.

Tema 6

1. Kareropuu atrak Ha KOMMYTaTOpBI.

2. ITpumep padots! Tabmmiel CAM. Ataku Ha Tabmumy CAM.

3. Helitpanuzanuus arak Ha Tabnuubl CAM. 3ammTa noptoB. BriroueHre onimii 3amuTsl
TIOPTOB.

. PexxuMbl HapyiieHus 3auThl opToB. CpaBHEHUE PEKUMOB HapYILICHUS 3aLUTHL.
. Araku nepexona (Hopping) VLAN.

. Artaka ¢ n1BoiiHbIM TerupoBanuem (Double-Tagging) VLAN.

. He#ttpanuzamus arak nepexoma VLAN.

. Cny¢punr DHCP.

. Uctomenune DHCP.

10. Cnypunr ARP u ARP Poisoning.

11. Cypuar MAC-anpecos.

12. TIpoTokoJ1 CBA3YIOLIETO JIepeBa. ATaku myTeM MaHumysinuii STP.

Tema 7

1. OcHoBHBIE 337a4yM 3alIUTHl OOMEHa JaHHBIMU: ayTeHTU(UKALUS, LEIOCTHOCTh U
KOH(UIEHIUATEHOCTb.

2. Kpunirorpaguyeckas xen-yHKuus.

3. CpoiicTBa kpunrorpadgudeckoi xem-QyHKIHn

4. AnroputMm xemupoanus Message Digest 5

5. Ayrentuduxkanus ¢ nomouisto anroputMa HMAC. Koa ayrentuduxarmu cooOiieHus
Ha ocHoBe xem-pyHkimn (Keyed-Hash Message Authentication Code, HMAC).

O© 00 NO O~
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Tema 8

1. MeToauku TeCTUPOBAaHUS OE30MMACHOCTH CETH.

2. [lepeyens 3a1a4 M0 TECTUPOBAHMIO M OIICHKE 0€30IaCHOCTH CETH.
3. THUIIBI CETEBBIX TECTOB.

4. [IpuMeHEeHHE Pe3yIbTaTOB TECTHPOBAHUS CETH.

5. MHCTpYMEHTHI TeCTUPOBAHUS OE30MMACHOCTH CETH.

6. IHCTpYMEHTBI TECTUPOBAHUS CETH.

7.8. llpumep u3 Tecta B cucreme JIMC.

[TpaBuia kouTposs goctyna (ACE). Beibeprre npaBuiibHbIE YTBEPIKICHHUS:

MOPSIZIOK TIPaBWJI HMMeeT OoJbIIoe 3HavYeHHWe, Tak Kak oOpaborka ACL-crmuckos
BBITIOJTHSETCSI CBEPXY BHU3

tonbko onuH ACL paspemien miis kaxaoro mHTepderica, IS KaXIOro MPOTOKOIa, B
Ka)KJIOM HaIpaBIICHUU.

HOBBIE IIpaBuJIa AJis cyuiecTByromero cnucka ACL 106aBisioTcs 10 yMOIYaHUIO BHU3
cnucka ACL

TeHepUpyeMble MapIIPyTH3aTOPOM TMakeTbl He (uubTpytoTcs ucxomsmumu ACL-
CIIHCKaMH

cranaaptasle ACL-criicku cnenyeT pa3Meniath Kak MOKHO OJTKe K MECTy Ha3HAYCHHUS.

pacuupennsie ACL-ciucku cieayer pa3MeniaTh Kak MOKHO OJIF)KE K HICTOYHUKY

7.9. IlpuMepbl TeM KYPCOBBIX POEKTOB

e [lIpoextupoBanue Cereii
e Coznanne KOMIICKCHON CHCTEMBI 3aIUThl HH()OPMAITUH
e JlokanbHBIE CETH HA OCHOBE KOMMYTAaTOPOB

7.10. IIpumep opopmiieHHs IK3aMEHALUOHHOI0 OMJIeTa

MUHUCTEPCTBO HAYKHU U BBICILIETO OBPA3OBAHUS POCCUNCKOM
®EJIEPALTUH
OENIEPAJIBHOE 'OCYJJAPCTBEHHOE ABTOHOMHOEOBPA30OBATEJIBHOE YUPEXJIEHWE BBICILIEI'O OBPA3SOBAHUS

«MOCKOBCKHH MOJUTeXHUYECKHl YHHBEPCUTET»
(MOCKOBCKHH ITOJIMTEX)

DK3AMEHAIIMOHHBIN BUJIET Nel
10 IUCUUIUINHE
«CeTu 1 cUCTEMBI Tiepeadn HHHOPMAITUN»
HarnpasieHue noarotosku 09.03.01
«MHpopMaTHKa U BEIYUCTUTEIbHAS TEXHUKA

BOITPOCBI:

1. OcHoBHBIE 33/1a4M 3alIUTHl OOMEHa JaHHBIMM: ayTeHTU(UKALUs, LETOCTHOCTh U
KOH(UIEHIUATEHOCTb.

2. Cnypunr DHCP. Ucromenne DHCP. Ciypunr ARP u ARP Poisoning. Crydgunr
MAC-anpecos.

3. Meronuku TeCTUpOBaHHS O€30MaCHOCTH CETH.

YTBepKIeHO: / [« » 20 T
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