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1 Ieau, 331241 ¥ NIJIAHKPYeMbIe Pe3yJIbTAThI 00y4YeHUsI N0 JTUCIUIITIHHE

K ocHOBHBIM meassM ocBoeHus JucuuiuinHbl «MH(popManmoHHas 0€30IacHOCTHY

OTHOCHUTCS:
J oOyueHue CTyAEHTOB IpuHLHUIAM 3(PGEKTUBHON OpraHuzalnuu UHGOPMAIMOHHON
3aIlUTHI;
J (dbopMUpOBaHUE Y HUX YMEHUI BOCCTAHOBJICHUS YACTUYHO MOTEPSIHHON HH(DOPMAITIH.
J 3aKperyICHUE MOJIy4aeMbIX B CEMEeCTpE 3HAHUI 1 HAaBBIKOB HA MIPAKTUKE;
J (dbopMUpOBaHHE B3aWMOCBS3CH, TOTYy4aeMbIX B CEMECTpE 3HAHUN U HABBIKOB C

M3Y4YCHHBIMH paHee;

J MOATOTOBKA CTYJEHTOB K JESATEIIbHOCTH B COOTBETCTBUHU C KBAIHU(DUKAIIMOHHOM
XapaKTepUCTUKON OakasaBpa.

K ocHoBHBIM 3a1auam aucuurinHbl «MHQOpManmonHas 6€301MacHOCTEY OTHOCSTCS:

L4 3aKpCIVICHUE OCHOB ITPOrpaMMHUPOBAHUSA;
L4 OCBOCHHEC COBPEMCHHBIX TEXHOJIOTHH 3aIlUTEI OT Pa3JIMYHBIX aTaK B I/IHTepHeTe;
L4 CIIOCOOHOCTH MCIT0JIb30BaTh OCHOBHEIE IIPUHIMAIIBI I/IH(I)OpMaI_II/IOHHOI‘/'I 0€e30IacHOCTH

B PA3IUYHBIX cepax AeATEITbHOCTH.

OOyuenne mo mucimmmae «MHpopMmanmoHHass 0€30MacHOCTh»  HANpaBlICHO Ha
¢dbopmHpoBaHUe y 00yJaroIuXcs CIEAYIOUIMX KOMITETCHIIUMI:

Koa u HauMeHoOBaHNe KOMIIETEH U NHaukaTopbl 10CTHKEHUST KOMIIETEHIMU

OIIK-4. Cnocobern mnonumats npuHOUNbl | MOIIK-4.1YMmeeT npeactaBiasaTh
paboThl  COBpEeMEHHBIX HH(OPMALMOHHBIX | HHPOPMAILKIO B TpedyemMoM popmarte ¢
TEXHOJIOTHI U MCIOIh30BaTh UX JIUIS PEIICHUS | UCIOIh30BaHUEM HH(POPMAIIMOHHBIX,
3a/1a4 podecCHOHATLHOM e TeThHOCTH KOMITBIOTEPHBIX U CETEBBIX TEXHOJIOTUI

2 MecTo IUCHUILTUHBI B CTPYKTYpe 00pa3oBaTeibHOM MPOrpaMMbl

Jucuunnuna «MHbopManinoHHast 6€30MacHOCTE» OTHOCUTCS K YHCITY YU€OHBIX JUCHIUTUIINH
00s13aTeIbHON YacTH OCHOBHOM 00pa30BaTeIbHON IPOrPaMMBI.

JlucuumianHa B3auMOCBsI3aHa JIOTUUECKH M COJIEPIKATETbHO-METOAMYECKH CO CIEAYIOIUME
qucuuiauHamMu 1 npaktukamu OOIT:

° «MeToJTbI ¥ SI3BIKH ITPOTPAMMHPOBAHUS,

° «[Ipuknaanpie UHOOPMAIMOHHBIE TEXHOJIOTHI,

3 CTpyKTypa M cofep:KaHue JUCHUNIMHBI

OO0mast TpyI0eMKOCTh TUCIUIUTMHBI COCTABISET 3 3a4eTHBIX eauHullbl 108 akagemMudeckux
4acoB).



3.1 Buabl yueOHOM paGoThl M TPY10€MKOCTH

(mo ¢popmam 00yueHHs)

3.1.1 Ounas ¢popma oOyueHus

Ne . KosmuectBo | CemecTpsl
Bupa yueoHoii padotbi
n/n 4acoB 3
1 | AyauTopHble 3aHATHSA 54 54
Jlexunu 18 18
CeMHHAPCKUE U IPAKTUICCKUEC 3aHATUS 18 18
2 | CamocTosiTeibHasi padoTa 72 72
3 | [IpomexkyTouHAas aTTeCTAIUS
3auer 3auer 3auer
HUroro: 108 108




3.2 TemMaTHYeCKHii IJIaH H3YyYCHUST NUCHUIIIINHDbI

(mo ¢popmam 00y4eHHs)

TpynoemkocTh, 4ac
AyauTopHasi padora E
Ne Pasznenl/TeMbl o E’ E % § S 5 <
= = 2 5 8 o X 2 8| = §
n/n AUCHHUIIHHBI 3 = 2.8 § © =| 29 5 S
= % SE3 8| E g5 &
= |EERSE|Z 3¢
C B | S = | &
1 BBoanas nexuusa «OCHOBBI 2 2 4
MH(POPMAIIMOHHOHN 0€30MTacCHOCTH
5 JI/p Nel «3amura ot XSS 2 2 4
INJECTION (mocTostHHO#)»
3 JI/p Ne2 «3ammura ot XSS 2 2 4
INJECTION (oTpakeHHOI)»
4 JI/p Ne3 «3ammra ot FILE 2 2 4
INJECTION»
5 Jlexnus «Ysa3BUMOCTH BeO- 4 4 8
TPUIIOKEHUIN»
5 Jl/p Ned «3amura or BRUTE 2 2 4
FORCE»
7 JI/p Ne5 «3Bammra ot 2 2 4
CLICKJACKING»
8 JI/p Ne6 «3ammura ot SQL 2 2 4
INJECTION (cnemnoif)»
9 Jlexuwms «MupopmanonHas 4 8
6e3onacHocTh B MIHTepHeT. TpeHab»
10 JI/p Ne7 «3ammra ot SQL 2 2 4
INJECTION (s1BHOI)»
1 JI/p Ne8 «3ammTa OT 3arpy3Ku 2 2 4
BPEIOHOCHBIX (haitIoB»
12 JI/p Ne9 «3BammTa oT cmaboro 2 2 4
M PPOBAHU»
Jlexuus «3ammTa BeO-TIPHIIOKESHHIMA 4 4 8
13
Ha PHP»
17 | Jlexuus «OcHoBHBIE yrpo3bl b» 2 2 4
21 Jlexnus «MotuBarust 2 2 4
37I0YMBIIIUTCHHUK A
Dopma ammecmayuu: 3auem
Hroro 108 18 18 72
3.3 Copep:xanue TMCHUIIIMHBI
1. OcHOBBI HTH(POPMALIMOHHON 6€3011aCHOCTH
2. VYsa3sumoctu BeO-npuitoxkenuit u UC




WNudopmannonnas 6e3omnacHocTh B IHTepHET. TpeH bl
3amura BeO-npusoxenuit Ha PHP.
OcHosHble yrpo3sl Ub.

o gk~ w

MOTI/IBaI_[I/ISI 3JIOYyMBIIIJICHHUKA

3.4 TemaTtuka 1a00paTOPHBIX 3aHATHI

1. 3AILUTA OT XSS INJECTION (IIOCTOSHHOI)

Cooepoicanue u nops0ox 8bINOIHeHUs. 1AOOPAMOPHOL PAbOMbL.

° aHaJIM3 KOJIa TECTOBOTO MPHIIOKEHUS M HAXOXKICHNUE YKa3aHHOU YSI3BUMOCTH;
° pa3paboTKa MPUIIOKEHUS 0€3 YKa3aHHOU ySI3BUMOCTH.

2. 3AILUTA OT XSS INJECTION (OTPAXKEHHOI)

Cooepoicanue u nops0ox 8bINOIHeHUs. 1AO0PAMOPHOL pabOmb.

° aHaJIM3 KOJIa TECTOBOTO MPHJIOKEHUS i HAX0XKJICHNE YKa3aHHOU yS3BUMOCTH,
° pa3paboTKa MPUIIOKEHUS 0€3 YKa3aHHOW ySI3BUMOCTH.

3. 3AUINUTA OT FILE INJECTION

Cooepoicanue u nopsi0ok 8bINOJIHEHUs 1ADOPAMOPHOU pabomyl.

° aHaJIN3 KOJIa TECTOBOT'O MPUJIOKCHUS M HAXOKICHUE YKa3aHHOW ySI3BUMOCTH;
° pa3paboTKa MPUIIOKEHUs 0€3 YKa3aHHOW ySI3BUMOCTH.

4. 3AIIUTA OT BRUTE FORCE

Cooepatcanue u nopsi0oK 8bINOIHEHUs 1aDOPAMOPHOU pabomyl.

° aHaJIN3 KOJIa TECTOBOT'O MPUJIOKCHUS M HAXOKICHUE YKa3aHHOW YSI3BUMOCTH;
° pa3paboTKa MPUIIOKEHUs 0€3 YKa3aHHOW ySI3BUMOCTH.

5. 3AIINUTA OT CLICKJACKING

Cooeporcanue u nopsooK 8blnOIHEHUs 1AO0OPAMOPHOU padbombl.

° aHaJIN3 KOJIa TECTOBOTO MPUJIOKEHUS ¥ HAXOKICHNE YKa3aHHOW ySI3BUMOCTH;
° pa3paboTKa NPUIIOKEHUS 0€3 YKa3aHHOU ySI3BUMOCTH.

6. 3AIUTA OT SQL INJECTION (CJIETION)

Cooepotcanue u nops0oK 8bINOIHeHUs 1aDOPAMOPHOU pabomytl.

° aHaJIu3 KoJia TECTOBOTO MPHIIOKEHUS U HAXOXKJICHUE YKA3aHHOM YS3BUMOCTH;
° pa3paboTka npuokeHus 6e3 yKa3aHHOU YSI3BUMOCTH.

7. 3AILUTA OT SQL INJECTION (IBHOH)

Cooepoicanue u nopsadox 8blNOIHeHUs. 1AO0PAMOPHOL pabombl.

° aHaJIM3 KOJIa TECTOBOTO MPUJIOKECHHS ¥ HAXOKICHNE YKa3aHHOW ySI3BUMOCTH,
° pa3paboTKa MPUIIOKEHUs 0e3 YKa3aHHOU ySI3BUMOCTH.

8. S3AIIUTA OT 3AT'PY3KM BPEJIOHOCHBIX ®AMIJIOB

Cooepoicanue u nopsadox 8blNOIHeHUs 1AO0PAMOPHOL pabombl.

° aHaJIM3 KOJIa TECTOBOTO MPUJIOKEHUS M HAXOKICHNE YKA3aHHOW YSI3BHMOCTH;
° HCIPABJICHUE YA3BUMOCTH.



9. SAIINTA OT CJIABOI'O IIMD®POBAHUA

° Cooepoicanue u nopsi0oK 8bINOIHEHUS 1AOOPAMOPHOU PAbOMbL.
aHaJIM3 KOJ[a TECTOBOTO MPHIIOKCHUS U HAXOXKICHHE YKa3aHHOU YSI3BHMOCTH;
pa3paboTka npuiiokeHus 6e3 yKa3aHHOU ysSI3BUMOCTHU

4 YdeOHO-MeToaMUYecKoe U MHPOPMAIHOHHOE 0OecneyeHne

4.1 OcHoBHasi JIuTEpaTrypa

1.  Cygsoposa, I'. M. Undopmarronnas 6e30nacHOCTb : yueOHOe mocooue st By30B / I'.
M. CyBopoBa. — 2-e u3n., nepepad. u gomn. — Mocksa : M3narensctBo FOpaiit, 2023. — 277 ¢. —
(Beicmiee oopazoBanue). — ISBN 978-5-534-16450-3.

URL.: https://urait.ru/bcode/531084

4.2 JlonmosiHUTe/IbHASI JIUTEpaTypa

1. 3enkoB, A. B. Nudopmanronnas 0e30macHOCTh W 3amuTa WHPOpMAIUU : y4eOHOe
nocodue jutst By30B / A. B. 3eHK0B. — 2-¢ u311., nepepad. u porn. — Mocksa : U3natenscto FOpaiiT,
2023. — 107 ¢. — (Bricmiee oopazoanue). — ISBN 978-5-534-16388-9.

URL.: https://urait.ru/bcode/530927

4.3. JnekTpoHHBIE 00pa3oBaTeIbHbIE pecypchl
1. Kypc «HpopManmonHas 6€30macHOCThY
https://online.mospolytech.ru/course/view.php?id=2377

5 MaTepHaﬂbHO-TeXHH‘leCKOe o0ecrieueHmne

TpebGoBanus kK 000pYAOBAHUIO U TIOMEIICHUIO JJISI 3aHITHIA

JlaGopaTopHble pabOTHl U CaMOCTOsITENbHAs paboTa CTYIEHTOB JOJIKHBI MPOBOIAUTHCS B
CHGHH&J’IPBI/IPOB&HHOIZ AyaAuTOpUH, OCHaHleHHOﬁ COBpeMeHHOﬁ OpFTeXHI/IKOI>'I U TNEpCOHAJIbHBIMU
KOMIIBKOTCPpaMH € IMPOrpaMMHBIM O6CCHC‘16HI/ICM B COOTBETCTBUM C TEMaTHUKOU HN3y4acMoro
MaTrepurajia. Yucno pa60q1/1x MECT B ayJUTOpHUU IOOJIZKHO 6LITB JAOCTAaTOYHBIM JIA O6€CH€‘I€HI/I$I
WHJIMBUIYAIBbHOU pabOThl CTy/neHTOB. Pabodyee MecTo mpemnomaBaTensl JOJDKHO OBITh OCHAIICHBI
COBpeMeHHI)IM KOMHBIOTGpOM C IIOAKIIKOYCHHBIM K HeMy HpOGKTOpOM Ha HaCTCHHBIﬁ BKpaH, NIIn
WHBIM aHAJIOTUYHBIM 10 ()YHKIIMOHATFHOMY Ha3HAYCHHUIO 000PYI0BAHUEM.

.HGKHI/IOHHBIG 3aHATUA JOJIXKHBI HpOBOI[I/ITI)Cﬂ B CHCHI/IaJ'II/ISI/IPOBaHHBIX ayJII/ITOpI/IﬂX C
KOMIIJICKTOM MYHLTHMCHHﬁHOFO O60py,I[OBaHI/I$I I/I/I/IJ'II/I ,I[OCKOP'I JJIA 3anucen MaTepuraioB. Yucno
pa60q1/1X MECT B ayAUTOPUU HOOJIKHO GBITB JOCTATOYHBIM [JIA OGCCHC‘-ICHI/IH HHI[HBH,Z[yaJ'ILHoﬁ
paboThI CTYIEHTOB.

TpebGoBanus K MPOrpaMMHOMY OOECTICYCHHIO

Jlns  BBIMOJNHEHUS Ja0OpaTopHbIX pabOT M CaMOCTOSTEIbHOM paboThl HEOOXOIUMO
CIIeYIOIIee IPOrpaMMHOE 00eCTICUeHHE:

Microsoft windows.
Notepad++.
webStrom.
phpStorm.
XAMPP.


https://urait.ru/bcode/531084
https://urait.ru/bcode/530927
https://online.mospolytech.ru/course/view.php?id=2377

° Be6-6paysep, Chrome.

° VirtualBox. Putty.

° Filezilla.

I[HSI MMPOBCACHUA JICKIIMOHHBIX 3aHATUN CIICIUAJIBHOT'O IMPOrpaMMHOI0 O6€CH€‘-I€HI/I$I JJISL
OCBOCHUA JUCHUIIJIMHBI HE Tp€6yeTC$I.

6 MerToauyeckue peKOMeHAAINU

6.1 MeTonnyeckue peKOMeHIANMH ISl MPENoaaBaTeJisl 0 OPraHu3aIuN
o0yueHunst

Meroauka npenoaaBaHust AUcUUILUIMHbL «HOpManoHHas 06€301aCHOCTb» U pealn3alus
KOMIIETCHTHOCTHOI'O IIOAXOJAa B M3JI0KEHMM M BOCIPUATHM Marepuana I[pelycMaTpUBacT
UCTOJb30BAHUE CIEAYIOMIMX AaKTHBHBIX M HMHTEPAKTUBHBIX (HOPM TPOBENCHHUS TPYIIOBBIX,
WH/IMBUYAIbHBIX, AyAUTOPHBIX 3aHATHH B COYETAaHWU C BHEAYAMTOPHOW paboOTON C LENbIo
(dbopMHpoOBaHUS U pa3BUTHS PO(HECCHOHAIBHBIX HABBIKOB Yy 00yUYaIOIINXCS:

° BBINOJIHEHHE J1a00paTOPHBIX pabOT B JIA0OPATOPHUAX BYy3a; MOCEHICHUE JICKIHIA;
° WHIUBUIYAJIbHBIE U IPYIIIOBBIE KOHCYJIbTAMU CTYAEHTOB IIPEIIOJABATEIIEM,
° nocemnieHne mpopuIbHBIX KOH(epeHIMii 1 padoTa Ha MacTep-Kiaccax dKCIEPTOB H

CIECIUAINCTOB B  BEO-TEXHONOTHX, BeO-pa3paboTke, VIHTEpHET-MapKeTHHIE U  JAPYTHX
npodeccrnoHaTBHBIX 00IaCTSX.

CamocrosiTenbHas BHeayIUTOpHas padoTa CTYIEHTOB COCTOMT U3 TIOATOTOBKU K
BBIIIOJTHEHUIO M 3alIUTe J1a0OpaTOpHBIX PadOT, M3YYCHHIO TEOPETHYECKOTO MaTepHaia, a TakkKe
MOJrOTOBKH K IPOMEXKYTOYHOH aTTECTally BO BPEMs DK3aMEHAIIMOHHOW CECCHH.

Pexomennmyercs:

1. [Ipy MOATOTOBKE K 3aHATUSAM CIEAYET NPEABAPUTEIHHO MPOpadoTaTh MarepHai
3aHATHUS, TPEAYCMOTPEB €ro MoAady TOYHO B OTBEIEHHOE Ui 3TOro Bpems 3aHsatus. Ciemyer
MOJIrOTOBUTH HEOOXOAMMbIE MaTepHalibl — TEOPETUUECKUE CBEJIeHHs, 3a71auu U Ap. [Ipu npoBeneHuM
3aHATHUS ClIeAyeT KOHTPOJUPOBaTh I0jady MaTepHaja M pelleHHe 3aJaHhil ¢ y4eToM y4eOHOro
BPEMEHH, OTBEJICHHOT'O JIJIs 3aHSTHUS.

2. [Ipu mpoBepke pabOT W OTUETOB CIIEAYET YYUTHIBATH HE TOJBKO IPABMIBHOCTH
BBIIMOJIHEHUS 3aJ]aHUH, HO M ONTHUMAJbHOCTh BBIOPAHHBIX METOAOB pELICHMs, NPaBUIBHOCTh
BBINOJIHEHUS BCEX €TO I1aroB.

6.2 MeToauuecKkue yKa3aHusl 1JIsi 00y4al0NIUXCsI 110 OCBOEHU IO TUCITUTITIHHBI

N3ydyeHne QUCIUIUIMHBI OCYIIECTBIISIETCA B CTPOTOM COOTBETCTBHH C LIEIEBON YCTAaHOBKOM B
TECHOM B3aMMOCBSI3U YUe€OHbBIM I1aHOM. OCHOBOM TEOPETHUECKON MOATOTOBKHU CTY/ICHTOB SIBJISIOTCS
ayoumopmbvle 3aHAmus, 1eKyuu, 1abopamoprvle pabomul.

B mnpomecce camocToATENbHOM pabOTHI CTYAEHTHI 3aKpeIUISIOT M YIIyOJsSioT 3HaHUS,
MOJIyYE€HHBbIE BO BpEeMs ayJIMTOPHBIX 3aHATHM, 10pabaThIBalOT KOHCHIEKTHI U 3alUCH, TOTOBITCS K
MIPOBEJICHUIO U 00pabaThIBAlOT Pe3ysbTaThl J1a00PaTOPHBIX PabOT, TOTOBATCS K MPOMEKYTOUHOM
aTTecTallly, a TAK)KE CAaMOCTOSITENIbHO U3y4aroT OTAeNIbHbIE TeMbI Y4eOHOM MPOrpaMMBl.

Ha 3aHATHAX CTYIEHTOB, B TOM YHUCIIE IPEANOJATAIOIIUX IMPAKTUYECKYIO IESATEIBHOCTD,
OCYILECTBISIETCS 3aKPEIICHNE MOJYYEHHBIX, B TOM YHCJIE U B MPOLIECCE CAMOCTOSTENIbHON padoThI,
3Hanuil. Oco0oe BHHMaHHe oOpalaeTcs Ha pa3BUTHE YMEHUH U HAaBBIKOB YCTAHOBJICHUS CBSI3U
MOJIOKEHUI TEOPHUHU € TPO(PECCHOHATBHOM 1eATeFHOCTBIO OYAYyILEro crenuanicra B oonactu Be6-
TEXHOJIOTUH.



CamocrodarenbHas paboTa OCYIIECTBIAETCS WHAMBUAyalnbHO. KOHTPOIL caMOCTOSATENbHON
paboThI opranuzyeTcs B ABYX (popmax:

° CaMOKOHTPOJIb U CAMOOLICHKA CTY/ICHTa;

o KOHTPOJIb CO CTOPOHBI IIPEI0AaBaTeaei (TEKYIUNA U IPOMEKYTOUHBIN).

Texyuuii KOHTPOJIb OCYLIECTBIIAETCS Ha Ay IUTOPHBIX 3aHITUSIX, IPOMEKYTOUHBIN KOHTPOJIb
OCYIIECTBISIETCA HA 9K3aMEHE B MMCbMEHHOH (YCTHOI) hopme.

Kputepusimu oLieHKH pe3yIbTaToOB CaMOCTOATENbHOM paboThl CTYAECHTA SIBISIOTCA:

° YPOBEHb OCBOCHUS CTYJCHTOM Y4eOHOTO MaTepHaa;

L] YMCHUA CTYACHTA HCIIOJIB30BAThb TCOPCTHYCCKUC 3HAHWA TIIpW  BbIINOJHCHUHA
MPAKTUYCCKHX 3a/1a4;

° c(hOPMUPOBAHHOCTH KOMITETCHIINH;

° oopmIleHHE MaTepHraia B COOTBETCTBHU C TPEOOBAHUSMH.

7 ®DOoHJ OlIeHOYHBIX CPEICTB

7.1 MeToabl KOHTPOJISI U OLIEHUBAHHS Pe3YJIbTATOB 00y4YeHUsI

B mporecce o0ydeHUsT MCTIOIB3YIOTCS CIEAYIONUE OIEHOYHBIC (DOPMBI CAMOCTOSTEILHOM
paboThl CTY/IEHTOB, OLICHOYHBIE CPEICTBA TEKYIIETO0 KOHTPOJIS YCIEBAEMOCTH U MPOMEKYTOUHBIX
aTTeCTalHuu:

° BBITIOJIHEHHE JTA0OPATOPHBIX PabOT, 3a4eT.

7.2 lllkana u KpUTEpUU OLIEHNBAHUS Pe3yJIbTATOB 00yUYeHHUs

[Tokazarenem olleHMBaHMs KOMIIETEHIIMI HA PA3IMYHBIX dTanax uX (OpMUPOBAHUS SBISETCS
JOCTHKEHHE 00yUYaroIUMUCS IIAHUPYEMBIX pe3yJIbTaTOB 00YUYEeHHUs 0 AUCLUILINHE.

Kputepun ouennBanusi
IToka3zarean

2 3 4 5

OIIK-4. CniocoOeH moHuMAaTh NPUHIUIBI pa0OTHl COBPEMEHHBIX HHPOPMAIIMOHHBIX TEXHOJIOTUI
U MCTI0JIb30BaTh UX JUI PEeUIeHUs 3aj1ad Mpo(ecCHOHATBHOM NesTeTbHOCTH

HOIIK-4.1Ymeer OOyuaromuiics | OOyuaromuiics OOyuaromuiics | OOyuaromuiics

NPE/ICTaBISATh JIEMOHCTPUPYET | IEMOHCTPUPYET | IEMOHCTPHPYET | JEMOHCTPUPYET
MH(HOPMALHIO B MIOJTHOE HETIOJTHOE JaCTUYHOE TIOJTHOE
TpedyeMoM OTCYTCTBHEC COOTBCTCTBHEC COOTBCTCTBHEC COOTBECTCTBUEC
opmate ¢ WA CIIEYIOLIAX CIIENYIOIINAX CIIEYIOLINX
UCIIOTE30BAHUEM HEJOCTATOYHOE | 3HAHMIA, 3HAHUH, 3HAHHH,
WHQOPMALMOHHBIX, | coorpeTcTBHE | YKA3QaHHBIX B YKA3aHHBIX B YKa3aHHBIX B
KOMHBIOTCPHBIX | yjatepuany VHIMKATOPax VHIMKATOPax VHIMKAaTOPax
CCTCBBIX 5 JMCIMTUTAHBI KOMIICTSHITHI KOMIIETEHITHH KOMIIETSHITHIA
TCXHONIOTHH 3HAHU, JIMCIMTUTAHBI JIMCIUTUTAHBI JIMCIMTUTAHBI
YKa3aHHBIX B «3HaTb» (CM. I «3HaTh» (cM. . | «3HATHY (CM. TI.
MH/IUKATOpax 3). Jonyckatorcs | 3). Ho 3). CBoboaHO
KOMIIETCHIIMH | 3HAYHTEIbHBIC JIOITYCKAaIOTCS orepupyer
JMCIMTUTAHBI OINOKH, HE3HAYUTEIBHBIC
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«3HaTh» (CM. TI. | TIPOSIBIISETCS OIUOKH, MPHOOPETEHHBIMU
3) . HEAOCTATOYHOCTh | HCTOYHOCTH, 3HAHUSIMU.
3HaHWUM, 110 PSAY | 3aTPYAHEHUS

IIOKa3aTeleu, pu
oOyyarormics AQHATTMTHYCCKIX
UCIIBITHIBACT OTIepaIHsIX.
3HAYUTEIIbHBIC

3aTpyJHEHUS IIPU
OTIEPUPOBAHUU
3HAHUSMU TIPH
UX IIEpeHoce Ha
HOBBIC CUTYAIIUH.

7.3 OueHo4HbIe cpeCcTBA

7.3.1 Texymuiit KOHTPOJIb
B pesynbpTaTe 0OCBOCHUS AUCIHUILTUHBI (POPMUPYIOTCS CICTYIOIINE KOMITCTEHITHH:

Kona B pe3yabTarte ocBoeHnst 00pa3oBaTebHOI NPOrPaMMbI
KOMIIETCHIINH o0y4yaruiics 10JkeH 00J1a1aTh
Criocoben [IOHUMATb IPUHLUIIBI paboThI COBPEMEHHBIX
OIIK-4 MH(GOPMAIMOHHBIX TEXHOJIOIMH U UCIIOb30BaTh UX JJIS PELICHUs 33134
npodeccnoHATBHOM IeATEITBHOCTH

B miporiecce ocBoeHmsI 00pa3oBaTEIILHOMN MPOTrPaMMEBI IAaHHBIC KOMITETCHIIHH, B TOM YHCIIE UX
OTJIENbHBIE KOMIIOHEHTHI, (HOPMHUPYIOTCSI TIOATATHO B X0J1€ OCBOSHUS 00YJAIOIIUMUCS TUCITUTLIAHBI
B COOTBETCTBUU C YUCOHBIM IIJITAHOM W KaJCHIAPHBIM TpadukoM y4eOHOTO TIporiecca.

7.3.2 TIpoMexxyTOUHAsT aTTeCTAIHS

[IkaJer OrieHUBAHUS PE3yITATOB MPOMEKYTOYHON aTTECTAIlMN U UX OIHCAHKE:

®OPMA IMPOMEXYTOYHOMH ATTECTAIIMU: 3AYUET.

[TpomexyTouHas arrecTanusi o0ydaronmxcs B popme 3a4era MPOBOJUTCS MO pe3ylbTaTamM
BBITIOTHEHUSI BCEX BUIOB y4eOHOW pabOThl, MPEAYCMOTPEHHBIX Y4E€OHBIM IJIAHOM MO JaHHOU
JTUCTIUIUTAHE (MOJYJTIO), TIPH 3TOM YUUTBIBAFOTCS PE3yJIbTaThl TEKYIIETO KOHTPOJIS YCIIEBAEMOCTH B
TedeHne cemectpa. OIeHKa CTENeHW JOCTHKCHUS OOYYAIOIIMMUCS TUIAHHUPYEMBIX Pe3yIIbTaTOB
oOydYeHUs M0 AWCIHILTAHE TPOBOJUTCS MPETOaBaTe)IeM, BEIYIIUM 3aHITHS 10 auciuiumae. [1o
UTOTaM TPOMEKYTOYHOW AaTTEeCTAIlMU [0 JTUCIUIUIMHE BBICTABIISACTCS OICHKA «3a4TCHOY» WIIH
«HE3aYTECHOY.

K mpomexxyTouHOW aTTecTaluu AOMYCKAITCS TOJIBKO CTYICHTHI, BHIMOTHUBIINE BCE BHJIBI
yaeOHOU paboThI, MPeAyCMOTpPEHHBIE padoueit mporpammoi no auctuumiae «MuabopmarmonHas
0€301acHOCTh» — BBITIOJTHEHUE U 3amuTa JIabopaTopHBIX paboT COTIACHO TOJIYYCHHOMY 3aIaHHIO C
JOCTHKEHHEM ITOPOTOBOTO 3HAYCHHSI OI[CHKH.

Ixkana oueHuBaHuA Onucanue

BoinonHeHs!l Bce BUAbl Y4eOHON pabOThI, MPEIyCMOTPEHHbBIE YUeOHBIM
w1anoM. O0yyaromuiicst cnoco0eH UCTIO0Ib30BaTh METOAMUECKUE TPUEMBI
TEXHUKO-3KOHOMUYECKOTO  OOOCHOBaHUS  NPOEKTHBIX  pEIleHHI;
OCYLIECTBIIATh (MHAHCOBO-?KOHOMHUYECKOE TUTAHUPOBAHKE

3auTeHo
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HIkana oneHUBaHUS

Onucanue

WHXEHEPHOTO MPOEKTa; COCTABIIATH TEXHHUECKOE 3a/IaHne Ha Pa3padOTKy
PaTMOTEXHUYECKOW CHCTEMBI C TOUYKH 3PEHUS TEXHHKO-DKOHOMHYECKHUX
MoKa3aTelei.

I[Ipy »sTOoM MOryT OBITH JOMYIIEHBI HECYIIECTBEHHBIC OIIMOKH,
HETOYHOCTH, 3anyI[HCHI/I$I HpI/I AHAJIUTUYCCKHUX onepauﬂﬂx, HepeHoce
3HAaHUH ¥ YMEHHUI HAa HOBBIE, HECTAHIAPTHBIC CUTYAIIUH.

Kommnereniuu copmMupoBaHsbl.

Hes3auteno

He Bomonnen oaua win Oomee BHUAOB  y4yeOHOW  paboOTHI,
HPEeyCMOTPEHHBIX y4eOHBIM Iu1aHoM. OOyJaroIuiicss He JEeMOHCTPUPYET
TEOPETUYCCKHE 3HAHMSA, HE CIOCOOEH HCIOIb30BaTh METOAUYECKHE
HPUEMBI TEXHHUKO-IKOHOMHYECKOTO 00OCHOBAHUS MPOCKTHBIX PELICHHI;
HE YMEeT OCYIIECTBIATh (MHAHCOBO-?PKOHOMUYECKOE IUIAHUPOBAHHE
WHXCHEPHOTO MPOEKTa; HEe CIIOCOOCH COCTABIATh TEXHHUYECKOE 3aJlaHUE
Ha pa3pabOTKy paglOTEXHHYECKOH CHCTEMbI C TOYKU 3PCHHUSI TCXHHKO-
IKOHOMHYECKHUX IMOKa3aTelell W He CIocOOCH OBICTPO pearnpoBaTh Ha
YTOYHSIFOIIKE BOMPOCHI, MCIBITHIBACT 3HAYUTEIBHBIC 3aTPYIHCHUS TPH
ONEPHPOBAHUH 3HAHMSAMH W YMEHHSMH IIPU HMX IEPEHOCE Ha HOBBIC
CHUTYAIIUH.

Komnerenuun He chOpMHPOBAHBI.
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7.4 TlepevyeHb OIIEHOYHBIX CPEICTB

oC cpesicTBa OIIEHOYHOI'O CPEJICTBA

HaumenoBanue [IpeacraBnenue
Ne OLIEHOUHOTO Kpartkast xapakrepuctuka OLIEHOUHOTO

cpeactBa B DOC

CpencrBo  KOHTpOJS, OpPraHM30BAaHHOE
KaK Mpe3eHTaLMs 00yJaroImmMcst

VerHsiii onpoc / pe3yabTaToB  BbINOJHEHUs1  KypcoBoro

1 cobece0BaHueE,

YO
O) [IEJarOrNYECKUX pabOTHHUKOB

(paboTHHMKA) Ha TEMY JIOKJIaja, TEME,
po0JieMe U T.II.

MPOEKTa C JAEMOHCTPAUMEW  HarJISIIHBIX KontponbHbie
MarepuajioB M OTBETOB  Ha BONPOCHI BOITPOCHI

KoHeuHblii  OpOJyKT, MOJy4aeMblii B
pe3yibTare TUTAHUPOBAHMS u
BBIIIOJIHEHUSI  KOMIUIEKCA  Y4YEOHBIX H
HCCIIE1I0BAaTENbCKUX 3aJJaHUM.
[To3Bomsier OLICHUTh YMEHUS
00ydJaromuxcs CaMOCTOSITEIHHO
KOHCTPYUPOBaTh  CBOU 3HaHUS B
2 [TpoekT mporiecce  peHIeHUsT  MPaKTHYECKUX
(ID 3aja4 U IpobJieM, OPUEHTUPOBATHCS B
WHGOPMALIMOHHOM  MIPOCTPAHCTBE u
YPOBEHb c(OpPMUPOBAHHOCTH
AHATUTHYECKUX, UCCIIEI0BATEIBCKUX
HABBIKOB, HABBIKOB IPAKTUYECKOTO U
TBOPUYECKOTO MBILLICHUSI. Mosxet
BBITIOJHATHCS B HHIUBHTyJIbHOM
MOPSIKE WIN TPYIIOI 00ydaronuxcsl.

Tunosas nporpamma
JK3aMeHa

7.5 OnucaHue OIEHOYHBIX CPEACTB

1. Ilporpecc  MHGOPMALMOHHBIX  TEXHOJOTMH W  HEOOXOAMMOCTh
MH(POPMALMOHHOM 6€30MacHOCTH.

2. OcHOBHBIE IOHATHUS HH(POPMAIIMOHHOHN O€30MTaCHOCTH.

3. Ctpykrypa nmoHsATHSI HHPOPMAIIMOHHAs 0€30MaCHOCTb.

4. Cuctema 3antuThl UHPOPMAIIUU U €€ CTPYKTYpa.

5. DxoHOMMUECcKasi HHPOpMaIUs Kak TOBap U 0ObEKT OE3011aCHOCTH.

6. IIpodeccuonanbupie  TaiHBL, WX BHIBL OOBEKTHI KOMMEPUYECKOU
NPEATPUATUH.

7. IlepcoHanbHbIE TAaHHBIE U UX 3aILUTA.

8. NndpopmanoHHbIe yrpo3bl, UX BUAbI U IPUUUHBI BOSHUKHOBEHHS.

9. UndopmanoHHbIe yTrpo3bl I TOCY1apCTBa.

10. MupopmaririoHHbIe YyTpo3bl sl KOMITAHUH.

11. UndopmanmoHHbIe yrpo3bl AJis JIMYHOCTH ((PU3MUECKOro JIHLa).

12. [leiicTBus M COOBITHS, HapyLIalOIUe HH(HOPMAIIMOHHYIO 0€30M1aCHOCTb.

o0ecrieueHus

TallHBI Ha

13. JlmuHoCcTHO-TIpO(peCCHOHATIbHBIE  XapaKTEpPUCTUKU U JICHCTBUS  COTPYAHUKOB,

CIOCOOCTBYIOIIMX pean3alui HH(HOPMAIIMOHHBIX YIPO3.
14. CnocoOsl Bo3/1eHCTBHS MHPOPMALMOHHBIX YTPO3 Ha OOBEKTHI.
15. Bueuinue 1 BHyTpeHHHUE CYyOBEKTHl HH(POPMAITMOHHBIX YTPO3.
16. KoMmbroTepHBIC IPECTYIUICHUS W UX KITaCCH(DUKAIIHSL.
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17. HcTopuueckue acrieKTbl KOMIBIOTEPHBIX IPECTYIUIEHUH U COBPEMEHHOCTb.
18. CyObeKThl U IPHUUHBI COBEPILICHUS KOMITBIOTEPHBIX MPECTYIUICHUH.

19. BpenoHocHBIE IPOTPaMMBI, UX BUIBIL.

20. Mcropusi KOMIOBIOTEPHBIX BUPYCOB M COBPEMEHHOCTD.

21. TocynapcTBeHHOE peryIupoBaHue HHPOPMAIIMOHHON 0€3011aCHOCTH.

22. JlesiTenbHOCTh MEXAYHAPOAHBIX OpraHu3anuil B cepe HHPOPMAIIMOHHONI
0€30MacHOCTH.
23. HopmaruBHO-ipaBOBBIC acmekTel B oOmacth  MH(OpPMAIMOHHOMN

6e3onacHocTH B Poccuiickoit denepanun.

24. JloxtpuHa nHpOopManmoHHO# 6e3omacHocTu Poccun.

25. YT0JI0BHO-TIPABOBOM KOHTPOJIb HAJ KOMIIBIOTEPHON IIPECTYIHOCTBIO B

Poccun.

26. denepanbhbie 3akoHbI 10 Ib B PO.

27. TlomuTuka 6€30MaCHOCTH U €€ MIPUHIIUTIBL

28. dparMeHTapHbII U CUCTEMHBII TOAXO/ K 3alIUTe HHHOpMALIUHL.

29. MeTozpl ¥ cpeCcTBA 3aMUTHI HHPOPMAIIHH.

30. Opranuzanuonnoe odecredenue Ub.

31. Opranu3zanus KOHPUICHINATBHOTO JeTIOMPOU3BOICTBA.

32. Kommieke opraHu3alliOHHO-TEXHUYECKUX MEPONPUATHI 10 0OecreyeHn o

3alIUThl HH()OPMAIIHH.

33. MHxkeHepHO-TeXHUUYECKOe 00ecrieueHNne KOMIIbIOTEPHOM 0€30I1aCHOCTH.

34. OpraHu3almOHHO-IIPaBOBOM CTATYC CIIyKObl 6€30I1aCHOCTH.

35. MudopmanmronHas 6e3omacHocTh B IHTEpHETE.

36. DnekTpoHHas OYTa U ee 3alluTa.

37. 3ammTa OT KOMITBIOTEPHBIX BUPYCOB.

38. «bonpHBIE» MOOWIBHUKHU U UX <JICUCHUE.

39. TlonynsipHBIE AHTUBUPYCHBIE TPOTPAMMBI U MX KITACCH(DUKAIHSL.

40. Opranu3zanys CUCTEMBbI 3alIUThl HHPOPMAIIMH SKOHOMUYECKHUX OOBEKTOB.

41. Kpunrorpaduueckne METOIbI 3alIUTHl HHPOPMALIUH.

42. DTtamnbl IOCTPOEHUS CUCTEMBI 3aLUTHI UH(OPMALIUH.

43. Onenka 3ppeKTUBHOCTH UHBECTUIIMN B MH(POPMALIMOHHYIO O€3011aCHOCTb.
44. Tlnan oOecriedyeHHs] HEMPEPHIBHOW pabOThl U BOCCTAHOBJICHUS

(GYHKIIMOHMPOBAHUS aBTOMATU3UPOBAHHONW MH(POPMAITMOHHONW CUCTEMBI.

45. VYnpaBnenue HHGOPMAIIMOHHON ©0€30MacHOCTH Ha TOCYAApCTBEHHOM

YPOBHE.

46. Ayaut 1B aBTOMaTu3MpOBaHHBIX OAHKOBCKHUX CHUCTEM.

47. DnexTpoHHas KOMMEPLIUS U €€ 3aluTa.

48. MeHeKMEHT U ayauT HMH(OpPMalMOHHOW O€30MacHOCTH Ha YpOBHE

TIPEATIPHSTHSL.

49. NudopmanmonHas 6€30MacHOCTb NPEAIPUHIMATEIbCKON IS TEIbHOCTH.

50. OOGecreuerne WHOOPMAITMOHHOW O€30MAaCHOCTH  JIOJDKHOCTHBIX — JIMI[ H

np €JICTaBUTEICH ASIOBBIX KpYros.

7.6 TunmoBasi nporpaMma 3K3amMeHa
BPEMA BBITIOJIHEHU A 3ATAHUA
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4 actpoHOMHUECKHUX Yaca. [lepepbIBbI BO BpeMsl BBITIOJIHEHUS 3aJaHUS HE TIPEIOIararoTCs.

3AJIAHUE 5K3AMEHA

PykoBoacTBa GaHka BechbMa JIOBOJIBHO BAaIlMMHU yCIIEXaMH B MOOWJIBHOW pa3paboTKe W
pe3KUM yBenuueHueM umcia KiaueHtoB. Ilobena B konkypce "Jlyumiee OaHKOBCKOE MOOMIIBHOE
MpUIOKEeHHE" OTKPBUIO Tepe]] BAMU TOPU30HT HOBBIX 33/a4, OJIHA U3 KOTOPBIX JIGKHUT B 00JaCTH
nH(pOpMaIMOHHOM 0€30MMacCHOCTH.

MHorouuciaeHHbIe KaloObl KIIMEHTOB BBISIBUIN CYILIECTBEHHYIO MTPOOJIEMY B UCIOJIb3YEMOM
MIPOrpaMMHOM OOECIEUeHUU — HAJIUYUE YA3BUMOCTEH BEO-TPUIIOKEHUN U CEPBUCOB, C KOTOPHIMU
Brl paboranu. Kak cnenuanucty Hanbdosee Xoporo 3HakoMbIM ¢ uX AP (k coskaneHnro pa3paboTuuk
cobctBenHo 10 ncyes u3 mosnst 3peHust 0aHka, MO CIIyXaM MOCIEIHHIA pa3 ero Buaenu Ha Kanapckux
OCTpOBax... HO cIy0a 0€30MacHOCTH aKTUBHO €ro uilet) Bam nopyueHo npoBecTy ayauT CEpBUCOB
1 OOHAPYXHTb BCE YA3BUMOCTH.

PykoBozcTBO GaHKa rmocie mprucKopOHOTo UCUE3HOBEHUS pa3paboTunKa HE BIOJIHE T0OBEPSET
BaM, IO3TOMY TECTUpOBaHHE OyAeT MPOU3BOAUTHCA IO METOAY ‘“‘UEpPHOro sIIuKa’, TO €CTb
M3HAYaIbHO y Bac HE OyJeT JOCTyna K MCXOJHOMY KOAY MPHIIOKEHUS (XOTS BIOCIEICTBUU, MPH
yCIIeTHOM B3JIoMe, BBl cMokeTe MoCcMOTpeTh AaHHBIN KOJ). B mepByio odepenpr ayauTy IOJKHO
MOJIBEPTHYTHCSI XOPOILIO M3BECTHOE CTAaHAAPTHOE OAHKOBCKOE MPUIIOKEHHUE, UMEIOIIEee 3HAKOMBIi
uHTEepQEiic 1 BOZMOKHOCTH — aBTOPH3AIIHSL, TOTYYCHHE CIHCKA py3eH, MPOBEICHUE TPAH3AKIINU U
[IOJIyYeHUE clMcKa TpaH3akuui. VMMeHHO oHO, Onaromapst ycmexy MOOMJIBHOIO IPUJIOKEHUS,
HanboJIee YacTo UCIOIB3YETCsl KITMEHTaMH.

CpoYHOCTh M BaXHOCTH 3374l BBIHYAWUJIO PYKOBOJCTBO OaHKa OOBSBHUTH CYIIECTBEHHYIO
Harpajy 3a ycIlelIHOe BBIIIOJIHEHUE 3a/JaHus, JaKe €CJIM OHO BBHIMOJHEHO JUIIb YacTU4HO. [Ipemus
3aBUCHUT KaK OT CIIO)KHOCTH, KPUTHYHOCTH M KOJUYECTBa OOHAPYXKEHHBIX YS3BHUMOCTEH,
MPUBOJIALINX K YTEUKe MEPCOHAIBHBIX JAHHBIX MaTepUATbHBIM U PEIyTAllMOHHBIM MOTEPSIM, TaK U
OT TIOJIHOTHI WX ONHMCAHHS M PEKOMEHJALWH 1Mo ycTpaHeHuto. Ho moMHuTe — Bama manpbHemas
cynb0a Kak COTpyIHMKa OaHKa 3aBHUCUT OT TOJIHOTHI PEUICHHOM 3aayH, CTapalTech HANUTH Kak
MO>KHO OoJibllIe YA3BUMOCTEN NHAUe OyJIeTe YBOJICHBI.

BXOIHBIE JAHHBIE

Jlnst Toro, 4ToObl TeCThl He moBpeauin padouee 10, agMuUHMCTpaTOpBl OaHKA CO3JaNIU JIBE
BUPTYyaJibHbIC MaIliHbI B Gopmare Virtualbox, momHOCThI0 KOMUPYOIINME CUCTEMBI ACHCTBYIOIMINX
CepBepoB, KOTOpbIe Bbl MokeTe NCHOIB30BATh AJIs paOOTHI.

1. BupryanpHas MammHa ¢ JeHCTBYIOIIUM BEO-TIPHIIOKEHHEM IJIi TECTUPOBAHMUSL.
[Tocne 3amycka oOpaza BeO- MPHIIOKEHUE TOCTYITHO T10 JIOKATBHOMY aJIpecy BUPTYaIbHON MaITHHBI
(http://192.168.56.12). Hcnosap3oBaHHEM JaHHOH BHUPTYaJIbHON MAIIMHBI KaK-THOO Kpome
nporokosia HTTP, nubo TectupoBaHue ysI3BUMOCTU JPYTUX MPOTOKOJIOB HE MOAPa3yMEBAECTCS.
Hcxons u3 3Toro Ha Heil 0TCyTCTBYeT rpaduueckas 000104Ka, ¥ MalIMHA 3aIIUIICHA TapOJIeM.

2. Bupryanbnas mammna Kali Linux 2016.2 co cienuanbHbIM JucTpuOyTHBoM Linux ¢
rpagu4eckoil 000JI0YKON M MPEeTyCTAaHOBICHHONW BO3MOXKHOCTBIO BBOJIa TEKCTAa HA PYCCKOM SI3BIKE
IUTSL TIPOBEJICHHSI TECTUPOBaHMs. JlaHHAsi BUPTyaibHasi MallliHA HAXOAUTCS B TOHM K€ BUPTYyaJbHOU
MOJICETH, YTO M MallMHAa C BEO-TPWIOKEHHEM — TaKkuM OO0pa3oM, HMEETCS BO3MOXKHOCTb
UCIIOJIb30BaTh HMHCTPYMEHTHI, Bxozsmue B coctaB Kali Linux, HampsiMmyio Ha TeCTHpyeMOM
TIPUIIOKEHHH.

BbBIXO/IHBIE JJAHHBIE

B pesynbrare pabotsl B mnamnke "Pabouuti cmor/©HUO - Homep epynnot/WEBSECURE"
JIOJKEH OBITh TIpefocTaBiieH (aiia report.docx, cogepskariuii CIeAyIOIIYI0 HHPOPMAIIHIO.

Bamy ®UO.

15


http://192.168.56.12/

Howmep rpymmsr.

Tabnuiy ¢ OT4ETOM MO HAWAEHHBIM YSI3BHUMOCTSM, COACPIKAIIYIO CIIEIYIOLIYIO
MH(POPMAIHIO:

Ne o nopsiaxy:

J BUJI y3BUMOCTH;

J MECTO PACIOJIOKEHHE B BeO-CEpBHCE;

o UCTIOJIBb3yeMBbIi CII0CO00 OOHAPYKEHHS YSI3BUMOCTH;

® OIMMCAHUC YA3BUMOCTU,

® NMOTCHIUUAJIBHBIC YT'PO3bI JJIA paCCMaTpuBacMoro Be6-HpI/IHO)KCHI/I$I;

J METO/Ibl YCTPAHEHHS ySA3BUMOCTEH TaHHOTO THIIA;

J NPUYMHBI BOBHUKHOBEHHUS YS3BUMOCTH B JAHHOM BEO-TIPUIIOKECHHH;

J PEKOMEHIalluY 110 YCTPAHEHHIO YS3BUMOCTH;

J CKPUHIIOTHI 3KPAaHOB, MOKA3bIBAIOIIUE MPOIECC OOHAPYXKEHHUS U pe3yabTar

HCIIOJIb30BAaHUS YA3BUMOCTH 3JI0YMBIIUICHHUKOM.

YCJIOBUA BbIIIOJIHEHNM A PABOTDI

JUis BBINIOJIHEHMS 3aJaHus JOIIYCKAeTCsA HCIIOJIb30BAHUE TOJIBKO YCTAHOBJICHHBIX
cpeacte u [IO 7OKaJbHOTO KOMIBIOTEpPA M YKa3aHHBIX BHUPTYaJbHbIX MamuH. He

JIOMyCKAETCsl MCIOJb30BaHUE HHTEPHET B Ji0OOM BHjue, flash-nakonureneii, TenedoHOB,
HOYTOYKOB, MaT€pHaJIOB Ha CEpBEpax.
KPUTEPUU OLUEHKHU 3AJJIAHUA

Ne HajinenHasi ysi3BUMOCTb MJIM BO3MOKHOCTH COBEPIIMTD JIeiicTBUE Harpana, $
XSS INJECTION (ITOCTOSIHHAS) 2000
Y Haxoxnenue 200
4Ilonnoe onucanue 800
J PexomeHmamu 1o UCTIpaBICHUIO 1000
XSS INJECTION (OTPAYKEHHASI) 1000
4 Haxoxneuue 100
HIlomHoe onucanue 400
g PexomMeHganum 1mo UCIpaBICHHUIO 500
FILE INJECTION 2000
7 Haxoxnenue 200
g ITonHoe onucanue 800
9 PexoMeHanuu 1Mo UCIPABICHHIO 1000
BRUTE FORCE 3000
10 Haxoxnenue 300
11 IToHOE OnMCaHue 1200
12 PexomeHa1iuu 1o MCIpaBIeHUIO 1500
CLICKJACKING 1000
13 Haxoxnernue 100
14 TTonnoe onucanue 400
19 PexomeHmammu 1o UCIIpaBICHUIO 500
SQL INJECTION (CJIEITAS) 3000
16 |HaxoxneHnue 300
17 |I[TonHOE OmMCaHUe 1200
18 [Pexomenmanuu 1Mo HCIPaBICHHUIO 1500
SQL INJECTION (sSIBHAS) 2000
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19 [Haxoxneuwue 200
20 |[TonHoe omMcaHue 800
21 |PexoMeHaIuy Mo UCIPaBICHUIO 1000
3AI'PY3KA BPEJJOHOCHBIX ®AUJIOB 2000
22 |Haxoxneuue 200
23 [[Toxnoe omucanue 800
24 |PexomeHganuu Mo UCIPABICHUIO 1000
CJABOE HIM®POBAHUE 2000
25 |Haxoxnenue 200
26 [[ToxHoe omucaHue 800
27 [Pexomenmanuu mo uCIpaBICHHUIO 1000
BBINTOJTHEHUE KOMAH/I HA CEPBEPE 4000
28 |Haxoxnenue 400
29 |[TonHoe omucaHue 1600
30 [PekoMeHmanuu 1Mo UCTIPABICHHUIO 2000
CSRF ATAKA 1000
31 |Haxoxnenue 100
32 |[TonHoe onucaHue 400
33 [PekoMeHanuu 1Mo UCTIPABICHHUIO 500
PACKPBITHUE ITYTU 1000
34 |Haxoxnenue 100
35 |[TonHoe onmcaHue 400
36 |PexomeHammu 1o UCTIPABIICHUIO 500
MNOJYYEHHUE UCXOJHOI'O KOJA NPUJIOXKEHUSA (ITOJTHOI'O) 6000
37 |Haxoxnenue 600
38 |[ToaHoe onmcaHue 2400
39 [PekoMeHmanuu 1Mo UCTIPABICHHUIO 3000
MNOJYUYEHHUE TPAH3AKIIUU ITOJIb30OBATEJIEU 1000
40 [Haxoxxneune 100
41 |[ToaHoe omucaHue 400
42 |PexoMeHIaIu 110 UCTIPABICHUIO 500
MOJIYUEHUE JAHHBIX ITOJIb30OBATEJIEHU 1000
43 |Haxoxmenue 100
44 |[TomHoe onmuMcaHue 400
45 |PexoMeHIaIH TI0 UCTIPABIICHUIO 500
MNOJYUYEHHUE MOJIHOI'O JOCTYIIA K CEPBEPY 10 000
46 |HaxoxmeHue 1000
47 |[TomHoe ommcanue 4000
48 |PexomMeHIaIH TI0 UCTIPABIICHUIO 5000
ABTOPU3ALMSA ITOA ITPOU3BOJIbHBIM ITOJB30OBATEJIEM 1000
49 [Haxoxneune 100
50 |[TonHOE omMcaHue 400
51 [Pexomenmanuu Mo MCIpPaBICHHUIO 500
MHNEPEBO/] CPEJACTB OT JIUIIA APYT'OI'O ITOJb30OBATEJISL 1000
52 |Haxoxnenue 100
53 [[TomxHoe omucanue 400
54 [PexomeHmanmu 1Mo HCIPaBICHHUIO 500
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COOTBETCTBUE HAFPAHHBIX FAJIJIOB OLIEHKE 5K3AMEHA

Pesynbrar paboThl OIEHUBAETCS COTJIACHO NMPUBEICHHBIM BHINIE KPUTEPHUSM, BBITOIHEHUE
KQKJOTO0 M3 KOTOPBIX YBEIMUYMBACT PE3YyIbTHPYIOIIEe BO3HATPAKICHHE HA YKAa3aHHOE 3HAYCHUE.
MaxkcumanbHOe BUPTYaIbHOE BO3HATPAXKICHHUE, MTOJTy4aeMO€E CTYICHTOM 3a YCIICHIHOE BBHIOJTHEHHE
3aaHus ¢ ydeToM Bcex kputepues — 44 000S. MtoroBoe Bo3HarpaxacHue mpeoopa3yercsi B OICHKY

COTJIaCHO CIICAYIOIICH TabuIle.

Junana3on 6ayioB Onenka
0...11999 HeynosnerBoputensHo

12000 ... 15999 Y 10BIIETBOPUTETHHO

16 000 ... 21 999 Xoporio

22 000 ... 44 000 OT1muaHO

HalOpanHbie 6a/uibl ¥ COOTBETCTBYIOIAS UM OIICHKA MMEET PEKOMEHIATEIbHBIN XapakTep —

9K3aMCHATOP UMCCT IIPABO CKOPPCKTUPOBATHL OLICHKY B Ty WJIK UHYIO CTOPOHY.
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