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1 Heun, 321244 ¥ IVIAaHMPYEMble Pe3y/IbTAaThl 00y4YeHHs 10 AMCHUILIIMHE

K ocHOBHBIM measiMm ocBoeHUs UCHUILIUHBL «IIpoTuBOmElcTBHE KHOEPIPECTYITHOCTH»

CJICAYCT OTHECTU:

03HAKOMUTH C OCHOBHBIMH MTOHATUSMHU M METOAAMHU POTUBOACHCTBHS KHOEPIIPECTYITHOCTH;
o0ecreynTh TEOPETUYECKYIO U MPAKTHUECKYIO MOATOTOBKY CIIELUAINCTOB K JI€ATEIbHOCTH,
CBSI3aHHOW C TNPOTUBOJCHCTBHEM KHOEPNPECTYMHOCTH Ha JIOKAJBbHOM, HALMOHAJIBHOM H
MEXIyHapOJAHOM YPOBHSIX.

K ocHOBHBIM 3agauyaM OCBOEHUS AUCHUILTUHBI «IIpoTUBONEHCTBIE KHOEPIIPECTYITHOCTIY

CJICAYCT OTHCCTU:

HAy4HUTh padOTaTh C FOPUANYECKOM, SKOHOMUYIECKON U MHOUW MH(pOpMAIIHEH, OTHOCSIIEHCS K
MPOTUBOJICHCTBUIO KUOEPIIPECTYITHOCTH;

MPUBUTH HAaBBIKM MCIOJB30BAaHUSI CTPATeTUl, TEXHUK U METOIOB TMPOTUBOICHCTBUS
KHOEPIPECTYIMHOCTH B MPO(PecCHOHANBHOM NeATeIbHOCTH;

BOCIIUTAaTh y 0Oy4aeMbIX BBICOKYIO KyJNbTYpYy MBIIUICHHUS, T.€. CTPOTOCTb, MOCJEI0Ba-
TEILHOCTh, HEMTPOTUBOPEYMUBOCTh U OCHOBATEIHLHOCTh B CYXKJEHHUSAX, B TOM YHCIIE U B TIO-
BCETHEBHOM KU3HU;

HAy4YUTh TOHUMATh COIMAIBHYIO 3HAYMMOCTh cBoed Oyaymieidl mpodeccuu, obmamaTh
BBICOKOM MOTHBAIlMEH K BBIMOJHEHUIO MPO(EeCCHOHATBLHOW NESITEIbHOCTH B 00JIACTH
obecrnieueHnss HHOPMALMOHHON 0€30MACHOCTH U 3aIUTHI HHTEPECOB JIMYHOCTH, OOIIECTBA
Y TOCYAapCTBa, COOMIOAATH HOPMBI PO(HECCHOHATILHOM ITHKH;

IPUBUTH HABBIKU PabOTHl B KOMaH/1€/KOJUIEKTHBE, TOJIEPAHTHO BOCIIPUHUMAS COLUANIbHbIE,
KYJBTYPHBIE ¥ HHBIC PA3IIUIHUS;

pPa3BUTh CIIOCOOHOCTH K KOMMYHMKAIIMM B YCTHOM M MHUCHhMEHHOM (hopMax Ha PyCCKOM U

HWHOCTPAHHOM A3bIKaxX JJId pCHICHUA 3aa4 MCIKIIMYHOCTHOI'O U MCKKYJIbTYPHOT'O B3aHMOﬂ€ﬁCTBHH

O6yuenne mo mucturuinHe «IIpoTuBogelicTBHe KHOEpPNPeCcTYNMHOCTH) HAMpaBJICHO Ha

(dopmupoBaHue y 00yJaromuXxcs CIEAYIOUMX KOMITETCHIINI:

KOII M HAUMEHOBAHHE KOMIETEeHIMH I/IHZ[I/IKaT()pLI JAOCTHKCHUA KOMIICTCHIIUHN

OIIK—1 — Cnocobnocts omenuBath poinb | MOIIK-1.1 3Haer OCHOBHBIE  MOHSTHS
HH(pOpMaLHH, MH(POPMAIMOHHBIX uHbOpMaTUKH, Ha3HadeHHe, QYHKIUU W
TEXHOJIOTUI u nH(OPMALIMOHHOU
0€30MMacHOCTH B COBPEMEHHOM OOIIEeCTBE, UX
3HaueHue g oOecredeHuss OOBEKTUBHBIX

MOTpEOHOCTEH  NUYHOCTH, OOIIecTBA W
rocyapcTBa HNOIIK-1.2. VYmeer HUCIOJIL30BaTh

CTPYKTYpY OIIEPALIMOHHBIX CUCTEM,
BBIYUCIIUTEIIBHBIX ceren u CUCTEM
yIpaBiieHus: 0a3aMH 1aHHBIX;

NpoTpaMMHBIE W amllapaTHbIE  CPElCTBa
HEepCOHAIILHOTO KOMITBIOTEPA;

HOIIK-1.3. Bnaneer HaBBIKAMH IIOUCKaA
uHbOopMauu B rI100anbHOM
uHpopmanonHoii cetn MHTEpHET M PabOTHI
C O(QUCHBIMH TPUIOKECHUAMHU (TEKCTOBBIMH
IpoIecCOpaMH, 3JIEKTPOHHBIMU TalIHMLIaMHU,
CPEICTBAMU TOJTOTOBKH IPE3CHTAI[HOHHBIX
matepuainos, CYB/[ u T.11.).




VK-3 — Cnocoben opranusoBsiBath U | UYK-3.1 [lonumaer uenu u 3aga4n
PYKOBOJIUTH paboToii KOMAaH/Ibl, [ KOMaH/Ibl, CBOIO POJIb B COIUAIIBHOM
BBIpa0aThiBasi KOMAaHAHYIO CTPATETHIO JUISl | B3aMMOJCHUCTBUY U KOMAHIHOUW padboTe ¢
JOCTUKEHHSI TIOCTABJICHHOM 1IeNTn Y4€TOM COOCTBEHHBIX TUYHBIX U JAETOBBIX
Ka4eCTB, HHTEPECOB KOMaH/IbI; BIIAJICET
OCHOBaMH yTPaBICHUS.

NYK-3.2 PeanuszyeT cBOO poIib,
MPOAYKTHUBHO B3aMMOJICHCTBYS C APYTUMHU
YJICHAMHA KOMaH/IbI

NYK-3.3 CobmrogaeT npaBuia KOMaHIHOU
paboTBI; OCO3HAET JIMYHYIO OTBETCTBEHHOCTh
3a pe3yNbTaThl ACSITEILHOCTH U PEeaTU3aIUio
0OIIEKOMAH THBIX TeJICH U 337124

YK-4 — CrniocoOHOCTB npuMeHsTh | YK-4.1 OGnagaer 3HaHHEM OCHOB JICIIOBOM
COBpPEMCHHBIC KOMMYHUKaTHUBHBIE | KOMMYHHKAIINH, CTICIIU(PHUKH BepOaTbHOTO H
TEXHOJIOTHH, B TOM quclie Ha | HeBepOaIbHOTO B3aMMOJICHCTBYS, STUKU
WHOCTPaHHOM(BIX ) s3bIKe(ax), JUTSL | ZIGJIOBOT'O OOIIECHMS; Ha JTOJHDKHOM YPOBHE
aKaJeMUYeCKOT0 W MPOQPECCHOHATBHOTO | BIAJACET rOCYAapCTBEHHBIM S3BIKOM
B3aUMOIENCTBUSI Poccutickoit ®eneparuu 1 He0OX0IUMBIM(1)

JUIs KOMMYHUKAIIMK TOCY1apCTBEHHBIM(1)
SI3BIKOM CyOBekTa(0B) dhenepanuu u
WHOCTPaHHBIM(M) SI3BIKOM (aMH)

VYK-4.2 Ocy1iecTBisieT Ae10BYIO
KOMMYHHKAITUIO B YCTHOU opme Ha
roCyIapCTBEHHOM si3blIke Poccuiickoin
®denepannu, rocyJapcTBEHHOM(BIX)
s3pIke(ax) cyobekTa(oB) penepanuu u
MHOCTPAaHHOM(BIX) sI3bIKE(aX) C yUeTOM
0COOEHHOCTE KOMMYHUKAaTOPOB U BUIa
JIEIIOBOTO OOIICHUS

VYK-4.3 Ocy1ecTBisieT Ae10BYIO
KOMMYHHKAIUIO B TUCBMEHHOU (hopMme ¢
HCIOJIb30BaHNEM O(PUIINATIBLHO-EIOBOTO
CTHJIA Ha TOCYJIaPCTBEHHOM SI3bIKE
Poccuiickoit denepanuu,
rocyaapcTBEHHOM(BIX) sI3bIKE(aX)
cyonekra(oB) henepanuu u
MHOCTPaHHOM(BIX) sI3bIKE(axX), B TOM UHUCJE C
Y4ETOM MPABUI OTEYCCTBECHHOTO
JIEIOMPOU3BOJICTBA U MEXKAYHAPOIHBIX HOPM
0hopMIICHHSI TOKYMEHTOB

2 MecTO TUCHHUILIMHBI B CTPYKTYpPe 00pa30oBaTeibHOI MPOrpaMMbl

Juctunmuaa  «[IpoTuBoaeiicTBHEe  KMOEPHPECTYNMHOCTH»  OTHOCUTCA K YHUCHY
npohecCHOHANBHBIX YUYeOHBIX NUCHUIUIMH 00s3aTeNbHOM yacTu 6a3oBoro nukia (b1.1) ocHoBHOM
oOpaszoBatenpHOl mporpammbl  crienmanmtera  (b1.2.07), omnpenensemoilr  00pa30BaTEIbHBIM
YapEeXKICHUEM



qUcHUIIMHaMu ¥ mpaktukamu — OIT:

I[I/ICIII/IHJ'II/IHa B3aMMOCBA3aHa JIOTUYCCKH U COACPKATCIbHO-METOAUYCCKH CO CICAYIOIINMHU

«YrpaBlieHHE

«ConmansHO-TICUXO0JIOTHYECKHIE aCTIeKThl HH(POPMAIIMOHHOM OE30TTaCHOCTH.

3 CrTpykrypa U cofep:KaHUe QU CHUIINHBI

MH(POPMALIMOHHON  0€30MacHOCTBION,

OO6mas TpyI0eMKOCTh AUCIHMILTUHBI cocTaBiseT 4 3aueTHbIX(e) enuHuI(pl) (144 vaca) Bo
BTOPOM CEMECTpe.

3.1 Buabl yueOHOI padoThI M TPYA0EMKOCTh

(o popmam oOyueHus)

3.1.1 Ounas dhopma oOyueHus

Ne Cemectpnl
. KoauvecTBo
n/n Buj yueOHoii padoThl Cemectp Henens
4acos
cemecTpa
1 | AyautopHble 3aHATHSA 72 9 1-18
B ToM uucne:
1.1 | Jlekuun 9 1-18
1.2 | CemuHapckue/mpakTHYECKHUE 3aHATHS
1.3 | JIaGopaTopHbIe 3aHATHUS 72 9 2-18
2 | CamocTosiTesibHAsA padoTa 72 9 2-18
3 | IIpomexyTouHasi aTTecTANMS 19-21
3auet/nud. 3aueT/3K3aMeH Muddepenn 9
HPOBAHHBIH
3a4eT
Hroro: 144

3.2 TemaTu4yeckuii NJIaH U3y4eHUs TUCHUTJIMHBI

(mo dopmam oOyueHus)

3.2.1 Ounas dopma oOyueHus

n/n

TpyroeMkocTsb, yac

Pa3zgenanl/TeMbl
JTUCIHHUIIMHBI

Bcero

AynuTopHasi pabora

Jlexumu
Cemunapckue/
PaKTUYECKHE

3aHATHUS
JlaGopaTopHbie

3aHATHUS

[IpakTuyeckas
MOJArOTOBKA
CamocrosiTesibHAs

padora

Pasnen 1. KubepnpectymHoCTh Kak ocodast

KpUMHHAJIBHAS yrpo3a




1.1

Jlanpmadt yrpo3 kubepbe3onacHoCTH

1.2

CoBpeMeHHBII KOHTEKCT O€30MaCHOCTH.
CI10’)KHOCTb aTak.

1.3

Hi-Tech Crime Trends 2021/2022 kax
MCTOYHHK CTPATErn4ecKoi MH(POPMAIIUU O
riio6axpHOM JaHamadTe KHOepyrpos u
NPOTHO3aX MX Pa3BUTHSL

1.4

WNudopmanmonnas 6€30macHOCTb U
IPECTYIHOCTb.

1.5

MesxayHapoaHOE COTPYIHUYECTBO B LIEIIAX
MIPOTHUBOACHCTBHS KNOESPIPECTYITHOCTH.

1.6

KonBennus o kubepnpecTymHOCTH
(bymanemt, 2001 r.) 1 TOTIOTHUTEIHHBIHA
MPOTOKOJI K HEel O TUIAX yroJOBHBIX
NpaBOHapyLIEHUH HHHOPMALIMOHHO
0€3011aCHOCTH.

1.7

MexnayHapoaHble CTaHIaPThIL.

1.8

HpeCTyHJ'IeHI/IH, CBA3aHHBIC C MIPUMCHCHHUEM
KOMIIBIOTEPOB N KOMITBIOTCPHBIX TEXHOJIOTHH.

1.9

[IpaBoBBEIE BO3MOXKHOCTH OOPBOBI C
KHOEpIPECTYTHOCTHIO.

Paznen 2. KubepnpecTymniieHus 1 yroIoBHOE
3aKoHOAaTeNbCTBO Poccuiickoit deneparinu
(I'nasa 28 YK P®)

2.1

YTo510BHasI OTBETCTBEHHOCTH 33 COBEPILICHHE
KkubeprpecTyIiennit (mpecryruieHuii B chepe
KOMIIBIOTEPHOI MH(GOpMAIIHH.

2.2

[pectynnenus B cepe KOMIBIOTEPHOM
uHpopmanum.

23

Wuble (001me) npecTymieHus, CoBepLiaeMble
C MCIOJIb30BaHUEM MH()OPMALIMOHHBIX
TEXHOJIOTUH U B OTHOLIEHHUU
TEINEKOMMYHUKAIIMOHHBIX CETEH.

2.4

KBann¢uunpoBaHHbIe cOCTaBbI
IPECTYIUICHUI.

2.5

AKTyaJIbHOCTh TIPOOJIEMBI 00ecTieueH s
kubepycroitunBocTH L{nppoBoil SIKOHOMHUKH
Poccuu B ycnoBusix pocta yrpo3
0€301IacHOCTH.

2.6

HenpepriBHOCTS OM3HECA KaK KITIOYEBAs
KOMIOHeHTa ycrodunBocTH L{udposoit
9KOHOMUKH Poccuu.

2.7

VYros0BHast OTBETCTBEHHOCTb 32
KHOEPIIPECTYILICHUS 110 3apy0eKHOMY
YTOJIOBHOMY IpaBy. ONBIT pa3HBIX CTPaH.

2.8

O1eHKa MPUTrOIHOCTH 3apyOEKHOT0 OIbITa
JUisl 00ecrieYeHus! KOepyCTOHYMBOCTH
udposoii sxoHoMukH Poccuu.

Paznen 3. O030p OCHOBHBIX BUIOB ¥ METOJIOB
OCYIIIECTBJICHUS KHOEPIPECTYIICHUN

3.1

Buzpl 1 MeTozp1 KHOEpIIpeCTYIUICHHH.

32

Ienu 1 MeTo/ b1 pabOThI COBPEMEHHBIX
KHOEPIIPECTYITHHKOB, 0030p MPaKTHYECKUX
cuTyanui (KeHcoB).

33

[TopTpeT moTeHMaTBFHOTO 37T0yMBIIUICHHHUKA.
Monens yrpo3 ¥ MOJIeNb HapyIIUTEs

34

DKocucTeMa TEHEBOT'O CETMEHTa CETH
WuTepHet. OCHOBHBIE IPUYUHBI POCTA YHCIIA




KuOepnpecTymIeHri

35

KpI/IHTOBaJ'HOTBI 1 AaHOHHWMHBIC CCTH.

3.6

Kpatkuit 0030p METOZOB COKPBITHSI aBTOPCTBA
NPECTYIICHUS U CII0CO00B OOHAINYNBAHMS
HNOXHIIEHHBIX CPEACTB.

KnbepOe3onacHoCTh HHIYCTPUATTBHBIX
CHCTEM.

4.1

3ammTa OT yTeueK 4yepe3 CMEHHbIC HOCUTEIH.
[Ipobnemsbl Ha MyTH BHEAPEHNUS 3aLIUTHI OT
yTEUeK.

4.2

[IpoGiemMbl KOPIIOPATUBHOTO YIIPABICHUS
npaBamu (ERM).

43

TpyaHOCTH KOHTEHTHOH (prIbTpanyy.

4.4

ApXUBUpPOBaHUE ICKTPOHHOM
KoppecnonneHiuu. CrieHapuu
UCTIONB30BaHUsI LIEHTPAIN30BaHHbBIX apPXHUBOB.
[IpumMeps! BHEAPEHUSI.

4.5

Hosgrie YIpO3bI 0e30IaCHOCTH JIIsL
BBICOKOTCXHOJIOTHYHBIX HpeI[HpI/IHTI/Iﬁ.

4.6

ObecnieueHne KnubepycTORNBOCTH
WH(POPMALMOHHBIX CUCTEM ITU(PPOBOI
UHIYCTPHH.

4.7

KubepycroitanBocTs ceteil ¢ THOKOM
TUIIOJIOTHEN.

4.8

OO6Hapy)XKeHne HHITNIEHTOB 0€30IaCHOCTH B
MarvCTPAIBbHBIX CETAX Mepeaay TaHHbIX.

4.9

Texnonoruu SIEM a1 IpOMBIIIIIIEHHOTO
WHTEpHETA BEILEH.

4.10

Co3znanue T0BEpeHHOH Cpeibl 0OMeHa
JTAHHBIMH JJ1s1 IIMPOBOI HHAYCTPHUH.

4.11

TectupoBaHue 3alIMILIEHHOCTH
KnOep(pU3NIECKIX CUCTEM.

HepCHeKTI/IBHbIe TEXHOJIOIT'MHU U HOBBIC
BBI30BBI O€30IIACHOCTH.

5.1

MainHHOe 00y4eHHe U UCKYCCTBEHHBIN
UHTEJUIEKT.

52

ABToMmaru3anus u podorusanus Ou3Hec-
IPOLIECCOB.

5.3

[puMeHeHHe TeXHOIOruH BoJbIINX TaHHBIX B
obecrieueHnU KHOepOe301acHOCTH.

54

KBanToBBIC BRIUHCIICHUS.

5.5

Hogsle pucku nHGOPMAIIMOHHOM!
0e30I1acHOCTH.

5.6

Pa3paboTka HOBBIX TEXHOJIOTHM JTst
obecrnieuenus kubepycroitunBoctu Lnpposoit
3KOHOMUKH Poccun.

Crpaterus 1 TaKTHKa MPOTHBOICHCTBUS
KHOEPIPECTYTHOCTH.

6.1

Crparerun npoTuBOeHCTBUSA
KHOEpIpecTyHOCTH.

6.2

HccnenoBanus kubepyrpos, HeaeBbIX aTak v
TPYIIHPOBOK.

6.3

HenTpsr obecrieueHus 6€30MACHOCTH U
KHOepOE30MacCHOCTH.

6.4

I'pynmna 3kcTpeHHOro pearupoBaHuUs Ha
KOMITBIOTEPHBIE MHIINJICHTHI.

6.5

PaccnenoBaHus BBICOKOTEXHOJIOTHIHBIX
peCTyIUICHUI




6.6 | AHanu3 BpeJJOHOCHOTO KOJa MpH 4 ) )
pacciieloBaHUM KHOEpIPeCTYIICHUI
6.7 | KomnbroTepHas KpUMHHAIUCTHKA. 3 > 1
6.8 | Kubepyuenus B popmare Red Teaming. 7 6 1
6.9 | KommnekcHslit ayaut nHQOpMaIIMOHHON 6 4 2
6e3omacHOCTH
Hroro 144 72 72

3.3 Conepxanne TUCHUIINHBI

BBoaHas BueosieKIusi

[Ipenmer, nienu u 3anaun Kypca «IIpoTUBOACHCTBIE KHOCTIPECTYTHOCTH.
— Ilpenmer, nenu u 3a1auu Kypca.
— JlopoxHasi KapTa U pe3yJibTaT Kypca.
— Konnenmus, sTamnsl, coaepkanue yd4eOHO# paOoOTHI.

Pa3nes 1. KuGepnpecTynHocTs Kak 0co0asi KpUMHHAJbHasI yIPo3a

JlangmagT yrpo3 kubepOE30macHOCTH (METOAbl W TEXHUKH aTaKyHIOIIMX IMOCTOSHHO
COBEPILEHCTBYIOTCS, 3JOYMBIIIJICHHUKHA HCIIONB3YIOT HOBBIE HWHCTPYMEHTHI U BEKTOPHI aTak,
KOTOpBIE HE IETEKTUPYIOTCS CTaHAAPTHBIMU CPEICTBAMU 3aLUTHI).

CoBpeMeHHBIN KOHTEKCT Oe3onmacHOCTH. CII0KHOCTh aTak.

Hi-Tech Crime Trends 2020/2021 kak WCTOYHUK CTpaTeruvyeckoil wuHpopmanuu
o rio0anbHOM JaHamagdTe KHOepyrpo3 U MporHo3ax X pa3BUTHS.

Nudopmanmonnas 6€30mMacHOCTh W MPECTymHOCTh. [lOHATHS KUOEpPHpecTymHOCTH U
KubepnpecTyIuieHus. MexIyHapoHble MacIITa0bl KHOEPIPECTYTHOCTH.

MexnyHapoaHOe COTPYAHUYECTBO B LEISAX MPOTHUBOJIEHCTBUS KUOEPIPECTYMHOCTH.
HestensHocth MHTEpniona, EBpomnona B 60prde ¢ KUOEPIPCTYIMHOCTHIO.

Konpenmust o kubepnpectynHoctu (bynanemT, 2001 r.) © 1OTOJHUTEIBHBIN MPOTOKOI K
HEH 0 TUIax YroJOBHBIX MpaBOHAPYIIEHUH HH(OPMAIIMOHHON 0€30MacCHOCTH.

MexnyHapoaHbIE CTaHIAPTHI.

[Ipectynienuss NOpoTUB  KOH(DUIACHIMANBHOCTH,  LEIOCTHOCTM M JOCTYITHOCTH
KOMIBIOTEPHBIX JaHHBIX W CHCTeM (HE3aKOHHBIH JOCTYI, MOJy4YeHHE JaHHBIX, HE3aKOHHBIN
nepexBaT HHPOPMALMOHHBIX PECYPCOB, HCKaKEHHE HHPOPMALINN).

[Ipectymienus, cBA3aHHbIE C KOHTEHTOM (AeTcKas MopHorpadus, pacusM, arpecCUBHBIC
BBICKA3bIBaHUS U JP.).

[Ipectymienus, cBA3aHHbIE C HAPYLICHUEM MHTEUIEKTYalIbHbIX MIPaB.

[Ipectynienus, cBA3aHHBIE C MPUMEHEHHEM KOMITBIOTEPOB M KOMIIBIOTEPHBIX TEXHOJIOTUI
(KOMITBIOTEpPHOE ~ MOILIEHHUYECTBO, HCIOJIb30BaHUE IE€PCOHAIBHBIX JaHHBIX, IOJYyYEHHBIX
HE3aKOHHBIM ITyTeM, KHOepTeppOpU3M, OTMBIBAHHUE JICHET, IP.).

[IpaBoBBIE BO3MOKHOCTH OOpBOBI € KHOEPIPECTYMHOCTHIO: 0030p MEXTYHAPOIHBIX,
PETMOHANBHBIX M HALIMOHAJIBHBIX MOJENel, uX B3auMOocCBs3b. ['ocnoacTBytomume no3umun. Crpoc
Ha YyrojoBHOe mpaBo. Peamuu yronoBHoro mpama. I[IpoGnemsr peanmzammm. CyOcuauapHbIi
XapakTep YyrojJoBHOTO MPaBa.

Paznen 2. KwulOepnpecTymieHusi M YroJ0BHOe 3aKOHoAaTeabcTBO Poccuiickoi
®enepanun (I'imasa 28 YK P®)

VYTrosi0BHast OTBETCTBEHHOCTh 3a COBEpILICHHE KHOepnpecTymieHui (IpecTymiaeHuil B cepe
KOMITbIOTepHOI nH(popMarn - ['maBa 28 YronosHoro koaekca Poccuiickoii @eneparum).

[Ipectynnenus B cdepe kommbloTepHOH uHPOpMmanuu. HemnpaBoMepHBI JTocTynm K
KoMmIbioTepHON mH(popMaruu. Co3mgaHue, WCHOJIB30BAHWE M PACIPOCTPAHEHHE BPEIOHOCHBIX
KOMITBIOTEPHBIX MTporpamm. HapyieHue npaBuil SKCIUTyaTalluy CPEACTB XpaHEeHUs, 00pabOTKU WU
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nepeaayn KOMITBIOTEPHOH WHQPOpManuu W WH(POPMAIMOHHO-TEICKOMMYHHUKAMOHHBIX CETEH.
Ornucanne B 3aKOHE KOMIBIOTEPHON MHGOpPMAIMU KaK MpeaMeTa TaHHOW TPYIIbI MPECTYIICHHM.
OObekTHBHAS W CyOBEKTHBHAs CTOPOHA MPECTYIUIEHWH B cdepe KOMMIBIOTEPHON HH(pOpMAIIHH.
KBanuunrpoBaHHbIe BUABI COCTABOB.

WNHupie (0Omme) mnpecTyIsieHus, COBEpIIaeMble C MCIONb30BaHUEM HWH(OPMALMOHHBIX
TEXHOJOTHI WM B OTHOIICHUU TEIEKOMMYHHMKAIIMOHHBIX CeTei, B cepe dKOHOMHUKHU, OXPaHBI
KOHCTUTYIIMOHHBIX MPaB IPakJaH, OOIMIECTBEHHON 0€30MacCHOCTH U 3I0pPOBbs HaceleHus. [Ipuemsr
BBIJICTICHUS OTJIEIbHBIX MPECTYIICHUN B TEKCTE YroJIOBHOTO 3akoHa. CaMOCTOSATEIbHBIE COCTABBI
NPECTYIUICHNI: MOIIEHHUYECTBO B cepe KOMITbIOTEpHOM nHpopmarnmu. Ero ocobeHHoCTH.

KBanudunupoBannbie cocTaBbl IMpecTyIUIeHUH (MO MpU3HAKaM Croco0a WM OOCTaHOBKH
COBEPILEHUS): M3TOTOBJICHHUE M OOOPOT MaTepHajOoB WM TPEIAMETOB C IMOPHOTpahUIECKIMHU
N300paKEHUSIMI HECOBEPILIEHHOJIETHUX, MyOIMYHbIE MPU3BIBBI K OCYIIECTBICHUIO SKCTPEMHUCTCKON
NeSITeTbHOCTH, ITyOJHMYHBIE TPHU3BIBBI K OCYIIECTBICHHIO TEPPOPUCTHUECKOW NEATEIHHOCTH WIIH
nyOJIMYHOE OMpaBAaHue TEPPOPU3MA U JIp.

AxTyanpHOCTh TpoOIeMbl oOecrnieueHust KuOepycTtorduBocTH LludpoBoit IKOHOMUKH
Poccun B ycnoBusax pocta yrpo3 6€30MacHOCTH.

HenpeprsiBHOCTS OM3HECA Kak KJII0ueBas KOMIIOHEHTa ycTolunBocTH L{ndpoBoil skoHOMUKH
Poccun.

VYTosI0BHast OTBETCTBEHHOCTH 32 KUOEPIPECTYIUICHHS TI0 3apyOe)KHOMY yrOJIOBHOMY IIPaBy.
OnbIT pa3HBIX CTPaH.

OneHka MPUTOAHOCTH 3apyOeKHOTO OmbITa i OOecreueHus: KUOepyCTOWIMBOCTU
[udposoit sxoHOMEKHK Poccum.

Pa3zgen 3. O030p 0CHOBHBIX BUJI0B U METOJA0B OCYIIeCTBJIEHUSI KHOepPNPeCcTyIJIeHU

Bunast 1 MeTo 161 KHOEPIIPECTYIIIICHUH.

enmn w w™Metoasl pabOThl COBPEMEHHBIX KHOEPHPECTYITHUKOB, 0030p MPaKTHUUECKHUX
cuTyanui (Kemcon).

[TopTpeT noTeHUMATBEHOTO 3JI0YMBIIIIEHHUKA. MOeNb yrpo3 U MOJIETh HAPYIIUTES.

DKocucTeMa TEHEBOro cerMeHTra cetu VHrepHeT. OCHOBHBIE NPUYHMHBI POCTa 4YHCIA
KHOEpIpEeCTYIUICHUHN.

KpunroBayitoThl 1 aHOHUMHBIE CETH.

OcHoBBI KpunTOorpaduu.

Kpatkuii 0030p METOZOB COKPBITUSI aBTOPCTBA MPECTYIICHHUS U CIIOCOOOB OOHATMYHUBAHUS
MOXUIIIEHHBIX CPEJICTB.

Pasznen 4. Kudep6e3o0nacHocTh HHAYCTPHAIBbHBIX CHCTEM

HoBeie yrpo3sl 06e30mMacHOCTH JJIs BBICOKOTEXHOJOTHYHBIX MPEANPHUSTHH. DIBOIIOIHS
TEXHOJIOTHI MH(GOPMAITMOHHONW 0€30MacHOCTH KHOEPPU3NUECKUX CHCTEM C TOUKH 3PEHUS TEOPUHU
yIpaBIeHUS.

ObGecneyeHne KUOEPYCTONNBOCTH HH(DOPMAITMOHHBIX CUCTEM ITU(DPOBOI MHIYCTPHUH.

KubepycroitunBocTh ceteit ¢ rHOKOil THIIOJIOTHEH.

OO6Hapy’xeHne UHIMIEHTOB 0€30MaCHOCTH B MaruCTPaIbHbIX CETIX Mepeladl TaHHBIX.

Texnonornu SIEM 111 TpOMBIIIZIEHHOTO UHTEPHETA BELIEH.

Co3nanne TOBEPEHHOM cpeibl OOMeHa JaHHBIMH JIJIs1 TU(DPOBOI MHIAYCTPHUH.

MeTtononorus ayTeHTU(DUKAIINH B CETAX MU(PPOBOM UHIYCTPHH.

TecTupoBaHue 3aITUIIICHHOCTH KHOCPPUZNUECKIX CHCTEM.

Pa3zgea S. [lepcrniekTUBHBIE TEXHOJIOTHH U HOBbIE BbI30BbI 0€301M1ACHOCTH
MamuHHOe 00y4eHUE U UCKYCCTBEHHBIN MHTEIIICKT.

ABTOMaTH3a1Us U poOOTH3AIMSI OU3HEC-TIPOIIECCOB.

[Tpumenenne TexHomoruu bonpunx naHHBIX B 00ecrieueHNH KuOepOe30macHOCTH.
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KBaHTOBBIE BBIUUCIIEHUS.

Hosble pucku nHdopManoHHoi 6€300aCHOCTH.

PazpaboTka HOBBIX TeXHONIOTHH Uit oOecnedeHus kubepycroitunBoctu Lludposoit
9KOHOMUKH Poccun.

Pa3nes 6. CTparerusi M TAKTHKA IPOTHBOACHCTBHA KHOEPNPECTYITHOCTH.

Crpareruu npoTHUBOJIECHCTBUS KHOEPIIPECTYITHOCTH.

HccnenoBanust kubepyrpos, 1eJeBbIX aTak U IPyHIHPOBOK.

IenTp obecreuenus 6ezonacHocty (Security Operations Center (SOC)).

Ientp obecneuenus kubepodezonacHoctu (Cybersecurity Operations Center (CSOC)).

I'pymma sKcTpeHHOTo pearnpoBaHus Ha KommbloTepHble HHIKUACHTH (Computer Emergency
Response Team (CERT).

Kommepueckne HEHTps MOHHTOPHHTAa M pPEAarupoBaHUS HAa KOMITBIOTEPHBIC WHIMICHTHI
(JSOCO).

PearnpoBanne Ha WHIOHMIACHTH WHPOPMANMOHHON Oe3omacHocTH. (CBOEBpeMEHHas
UICHTU(QUKALNS, JIOKAIU3aLUs U JTUKBUAALUSA HHIUICHTOB 110 BCEMY MUDY.

Ucnonb3oBanne panabix Threat Intelligence &  Attribution panst BoccTaHOBICHHS
XpOHOJIOTUM  WHUMAeHTa U npuBeaeHuss UT-unppacTpykTypy B CTaOWIBHOE  COCTOSIHHE
B KpaTyallInue CPOKH.

PacciienoBanusi  BBICOKOTEXHOJIOTMYHBIX MpPECTyIUIEHHH. boppba ¢ KOMIBIOTEPHBIMH,
(MHAHCOBBIMU, KOPIIOPATUBHBIMH MPECTYIUICHUSIMU IO BCEMY MUPY.

AHanu3 BpeIOHOCHOTO KoJia IIPH pacciel0BaHUN KHOEepIpecTyIUIEHU.

KomnbroTepHast KpUMUHAIUCTHKA, MOJE3HBIE MPAKTUKU, HEOOXOJUMBIE ISl 0OecreueHus
BBICOKOTO YPOBHSI KHOEpOE30MMacHOCTH.

Kubepyuenust B ¢opmare Red Teaming. Mmwuramus neneBbIX aTtak U peryysipHOE
MPOTUBOJECHUCTBUE UM.

KommnekcHpli  ayauT MHQOPMALMOHHOW  0€30MacHOCTH  (COBPEMEHHBIH  KOHTEKCT
0€30I1aCHOCTH. TpeOyeT NPUHLIMIINAIBHO HOBOI'O MOJX0/a K IPOBEACHUIO ayAHUTa; OLEHKU TOJIBKO
TEXHUYECKOH OCHAIEHHOCTH Y€ HEJOCTAaTOYHO JJISi TApaHTUU TOTOBHOCTHU K CJIOKHBIM aTakam).
[TonHBIN MK TPOBEPOK AJISi BCECTOPOHHEIO ayIuTa MH(QPACTPYKTYPhl U OLEHKHU 3aIIUIIEHHOCTU
KOMIIaHUH OT CIIOKHBIX KHOEPYTrpo3.

Texnonorun
— OrcyTcTBHE  CIIEIOB  KOMIOpOMETalMH  (PETPOCTEKTHBHO) M KPUTHUYECKHUX
YA3BUMOCTEMN
— Hapexusie cpencTBa 3auuThl HHPPACTPYKTYP
[Ipoueccsl

— Tloapo6Hoe xypHanupoBaHue COOBITUI
— IlonmHoTa, aKTyanbHOCTh U IPAKTUYECKOE IIPUMEHEHHUE PErTIAMEHTOB pEarupOBaHMs
Jronu
— KoMmneTreHTHOCTh BCeX WIEHOB KOMAH/Ibl pearnpoBaHus
— OCBeJOMIIEHHOCTb COTPYIHUKOB O KHOEpyrpo3ax
Aynut Ha IpeMET BHELTHUX yIPo3
— IlIpoBepka roroBHOCTH KoMaHAbl Mb K pearmpoBaHuio Ui OLEHKH pPaOOTHI
JNEUCTBYIOIUX B KOMIIAHUU PETJIAMEHTOB
— DBHemHee TecTHpOBaHHME HA IPOHMKHOBEHHE [UIsl IIPOBEPKU  3aAIMHUIICHHOCTH
MHQPACTPYKTYphl ~ OT BHEIIHUX aTaKk U IPOHUKHOBEHUS  3JI0yMBIIUIEHHUKOB
BO BHYTPEHHIOIO CETh KOMIIAHUH
— CoLMOMHXEHEPHOE TECTUPOBAHME ISl OLICHKHM OCBEIOMIJICHHOCTH COTPYIHHKOB
0 Kubepyrpo3ax
AynuT Ha IpeMET BHYTPEHHUX YIpo3
— JlmarHoctuka KOMIIpOMETaluu HHPPACTPYKTYPhI UIs PACKPBITUS TOTOBSIIMXCS aTakK
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— DBHyTpeHHee TeCcTHMpOBaHHE Ha MPOHMKHOBEHHME MJI OLEHKUM TOTOBHOCTH K aTake
OT HApYILMTEISA, UMEIOILETO TOCTYM K JIOKAIBHON CEeTH
KomMmIiekec MeTonoB [uisi AOCKOHAJIBHOIO HCCJIENOBAaHUS CETH HA IPEAMET YSI3BUMOCTEU
Y KOMIIDOMETAIMM, OLIEHKM TOTOBHOCTHM K PEarupOBAHHMIO Y BO3MOXXHOCTH  BO3JECHCTBHS
Ha COTPYJHUKOB METOAAMM COLIMAIBHON MHKEHEPHUH.
[IpaBuna unpoBoil THTHEHBI B YCIIOBHSIX YIAICHHON paObOTHI.
KitoueBble npasuiia no 0€30macHOMY BBIXOY U3 peXHMa yJaJleHHON paboThl.
AHanu3 NpakTUYECKUX CUTYaLUH.

3.4 TemaTuka ceMUHAPCKUX/NIPAKTHYECKHUX U J1a00PaTOPHBIX 3aHATHI

CemuHapcKue/mpakTHUECKUe 3aHATHS B yUeOHOM IUIaHE HE 3allJIaHUPOBAHBI.
3.4.2 JIaGopaTopHbIe 3aHATHS
JlaGopaTopnas padora 1 «3yyenne Hi-Tech Crime Trends»

JlaboparopHasi padora 2. «AHaJM3 NPeCTyIUIEeHUH, CBA3AHHBIX C MNPUHMEHEHHEM
KOMIILIOTEPOB U KOMIILIOTEPHBIX TEXHOJIOTHII».

JlaGopaTtopnas pabora 3. «YrosoBHasi OTBeTCTBEHHOCTb 32  COBeplIeHHE
KuOepnpecTyieHUuH (MpecTynjieHnii B cpepe KOMIbIOTEPHOH HH(pOpMALTUID).

JlaGopatopnas padora 4. «IIpectyniienusi B cepe KOMIbIOTEPHO HHPOPMALTMID.

Jlabopatopuass paGora 5. «llpectymjieHusi, coBepliaeMble ¢ MCHOJb30BAHUEM
HHG(OPMALMOHHBIX TEXHOJIOTHI WM B OTHOLIEHUH TEJIEKOMMYHUKAIIMOHHBIX CeTei».

JlaGopatopnas padora 6. «KKBanuduuupoBanue cocTaBa npecTynjieHuin».

Jlabopatopnasi padora 7. «0030p aKTyaJbHbIM NpPodJeM KHOEPYCTOHYUBOCTH
MG poBoii IKOHOMUKI.

JlaGopaTtopnas padora 8. «Buabl u MeTOAbI KHOEpHpecTyNIeHHD».

JlaGopaTtopHas padora 9. KAHAJIM3 IKOCUCTEMbI TEHEBOIr0 cerMeHTa cetu UHTEepHET.
JlabopaTtopnasi padora 10. «KpuntoBaaroThl U 0J10K-4eliHbD).

JlaGopaTopHas padora 11. «Knbep0de3onacHoCcTh HHAYCTPHAJIBHBIX CHCTEM.
JlaGopaTopHas padora 12. «3ammTa OT yre4yek 4epe3 CMEHHbIC HOCHTEIN.
JlaGopaTopHas padora 13. «®@uabpTpanus u 0JJOKMPOBKA KOHTEHTA B CETH.

JlaGopaTtopnas paGora 14. «CueHapud HMCHOJb30BAHUA IEHTPAJIU30BAHHBIX
apXMBOB».
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JlaboparopHnasi paborta 15. «KonrentHasi puabTpanus».
JlaGopaTopHasi paGora 16. KApXMBHpPOBaHHUE 3JICEKTPOHHON KOPPECIOHACHIIUMN.
JlaboparopHasi padora 17. KuéepycroitunBocTh cereii ¢ rH0KOil THIIOJIOTHEI.

JlaboparopHasi paGora 18. OGHapy:keHHe WHUUIEHTOB (€30MACHOCTH B MArHCTPAJIbHBIX
ceTsIX Mmepegayu JaHHBIX.

JlabopaTtopnasi padora 19. Texnosioruu SIEM /151 NPOMBILIJIEHHOT0 HHTEPHETA BewIeii.
JlaGopaTopHasi padora 20. TecTnpoBaHue 3aLIMINEHHOCTH KHOEePPH3HIECKUX CHCTEM.

Jlabopatopnasi paGora 21. IlpumeneHne TexHooruu BobIIUX JaHHBIX B o0ecreYeHHH
Kn0ep0e30nacHOCTH.

JlaGopatopHas padora 22. MccienoBaHusi KHOEPYrpo3, eJeBbIX aTAK U TPYNIHPOBOK.

Jlabopatopnasi paGora 23. Amnaimu3 BpPeIOHOCHOr0 KOJa NpPH  pacciel0BaAHHH
KnOeprpecTynjeHuii.

JlaboparopHasi padora 24. Ku6epyuenusi B popmarte Red Teaming.

JlaGopatopnas padora 25. KommiiekcHbIii ayauT HHPOPMAIHOHHO# 0€301ACHOCTH.

3.5TemaTuka KypcoBbIX IPOEKTOB (KYPCOBBIX padoT)

Y4eOHBIM IJIAaHOM KYPCOBOE MTPOEKTUPOBAHKE HE MPEyCMOTPEHO.

4 VYd4eOHO-MeTOAUYeCKOEe M HHPOPMALIMOHHOE o0ecneyeHue
4.1 Hopmatusnblie 1okyMeHTbI 1 'OCTb1

1. Koncturymust Poccuiickoit ®enepanuu (mpuHSATa BCEHAPOIHBIM TOJIOCOBAHHUEM
12.12.1993) // Poccuiickas razera. Ne 237. 25.12.1993.

2. Tpaxnanckuit konekc Poccuiickoit @eaepanuu (Yacts nepsas) ot 30 HosiOps 1994
roga N 51-®@3

3. TI'paxnpanckuii xonekc Poccuiickoit ®enepannu (Yacte BTopas) ot 26.01.1996 Ne
14-®3 // C3 PD. 1996. Ne 5. ct. 410.

4. T'paxnanckuii kogekc Poccuiickoit denepanuu yacte 3 ('K PD 4.3) ot 26 HOAOps
2001 roma N 146-D3

5. T'paxpanckuii konekc Poccuiickoit @enepanuu yacts 4 ('K PO u.4) ot 18.12.2006
Ne 230-®3

6. YronoBHblii kogekc Poccuiickoit @enepamuu ot 13.06.1996 Ne 63-03 // C3 PO.
1996. Ne 25. ct1. 2954.

7. YronoHo-mpoueccyanbHblil kogeke Poccuiickoit @enepanuu ot 18.12.2001 Ne 174-
®3// C3 PD. 2001. Ne 52 (4. I).ct. 4921.

8. Tpynosoit kogekc Poccuiickoit ®enepammu ot 30.12.2001 Ne 197-D3 // Poccuiickas
rasera. Ne 256., 31.12.2001.
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9. T'paxnanckuit kogekc Poccuiickoit denepannu (Yacte yerBepras) ot 18.12.2006 Ne
230-D3 // C3 PD. 2006. Ne 52 (1 u.).ct. 5496.

10. 3akon PD ot 21.07.1993 Ne 5485-1 «O rocynapcrenHoit Taiiae» // C3 PD. 1997. No
41. ctp. 8220-8235.

11. ®enepanpubiii 3akoH 0T 02.12.1990 Ne 395-1 «O 6ankax 1 GAaHKOBCKOM AESITENBHO-
ctu» // C3 P®.1996. Ne 6. cT. 492.

12. ®enepanpbiii 3akoH 0T 07.08.2001 Ne 119-®3 «O06 ayauTopckoi aeaTeasHOCTY //
C3 P®. 2001. Ne 33 (wacts I).ct. 3422.

13. ®enepanbublii 3akoH oT 10.01.2002 Ne 1-D3 «O6 snexTponnoit noamucuy // C3 PO.
2002. Ne 2. ct. 127.

14. ®enepanpublii 3aKk0oH "O JNHIIEH3UPOBAHUM OTAENIBHBIX BHUJOB JAEATEIBHOCTU" OT
04.05.2011 N 99-@3

15. ®enepanpHblii 3akoH "O TexHUUecKOM peryiaupoBanuu” ot 27.12.2002 N 184-®3

16. ®denepanpubiii 3akoH 0T 07.07.2003 Ne 126-D3 «O csizu» // C3 PO. 2003. Ne 28. cr.
2895.

17. ®enepanbhblit 3akoH 0T 29.07.2004 Ne 98-D3 «O xommepueckoii Taitne» // C3 PO.
2004. Ne 32. ct. 3283.

18. ®enepanpubiii 3akoH oT 26 wuions 2017 roma Ne 187-®3 «O 0Oe3omacHOCTH
KpUTHYeCcKoi HH(popMarmonHoi HHPpacTpyKTypbl Poccuiickoit deaepanum.

19. ®enepanbhsbiil 3akoH oT 27.07.2006 Ne 149-d3 «O6 undbopmaruu, nHGOPMAITUOH-
HBIX TEXHOJIOTUSX U 0 3amute uHpopmarmm» // C3 PO. 2006. Ne 31 (1 u.).ct. 3448.

20. ®enepanbubiit 3ak0H OT 27.07.2006 Ne 152-D3 «O nepcoHanbHbIX AaHHBIX» // C3
P®. 2006. Ne 31 (1 u.).ct. 3451.

21. Yka3 Ilpesumenta PO ot 05.12.2016 N 646 "OO6 yrBepkaeHUU JIOKTpUHBI
uHpopManmoHHO# 6e3omacHoctu Poccuiickoit deneparnun’

22. Vka3 Ilpesunenra P® ot 20.01.1996 N 71 "Bonpocbkl MexBen1OMCTBEHHOM
KOMUCCHH T10 3aIIUTE FOCY1apCTBEHHON TailHbI"

23. Yka3 Ilpesunenta PO ot 16.08.2004 N 1085 "Bonpock denepanbHOi ciTyKObI 1O
TEXHUUYECKOMY U IKCIIOPTHOMY KOHTPOJIO"

24. Vka3 Ilpesupenta Poccuiickoit @epepamuu ot 01.05.2022 Ne 250 «O
JIOTIOJTHUTEIBHBIX Mepax Mo obecreueHuto MHGopManuonHoi 6e3omacHocTH Poccuiickoii
denepanum»

25. ®enepanpHblit 3ak0H "O denepanbHoil ciyxoe 6ezonmacuoctu” ot 03.04.1995 N 40-
o3

26. ®enepanpHbiit 3aK0H 0T 31.05.1996 N 61-03 «O6 o6opoHe»

27. Yka3 Ilpesunenta P® ot 06.03.1997 N 188 "OO6 yrBepknenun I[lepeunsi cBeneHmit
KOH(HICHIIMATBHOTO Xapakrepa"

28. Yka3 Ilpesugenta PO or 01.05.2022 N 250 "O nonmoiHUTEIBHBIX MEpax Mo
obecrneuennto nHpopmanroHHoi 6e3onacHoctu Poccuiickoit @eneparyn”

29. Iloctanosnenne IlpaBurensctBa P® ot 03.11.1994 N 1233 "OO yTBepKIeHHUH
[lonmoxxennst o mopsake oOpamieHust co ciayxeOHoW wuH(popMaleld OrpaHUuYCHHOTO
pacnpocTpaHeHusi B (enepalibHbIX OpraHax MCIOJHUTENbHON BIIACTH, YMOJIHOMOYEHHOM
OpraHe yIpaBJIeHUs] HCIIOJIb30BAaHHEM AaTOMHOM HEPruM M YMOJHOMOYEHHOM OpraHe IO
KOCMHUYECKOU AESITEeIbHOCTH»

30. ITocranosnenue IlpaBurensctBa Poccuiickoit @enepaunn ot 3 despanst 2012 r. N
79 «O NUIEH3UPOBAHUU JIEATEIBHOCTH I0 TEXHUYECKOW 3amuTe KOH(PHUIACHITMATHHOM
UHPOpPMALIUN

31. [TocranoBnenue IIpaBurensctBa Poccuiickont denepamuu ot 3 mapta 2012 r. N 171
O nMUEeH3UPOBaHUM JESATEIBHOCTH IO pPa3paboTKe M NPOMU3BOJACTBY CPEICTB 3aAIIUTHI
KoH(puaeHIMaIbHON nHOpMaIuu

32. IlocranoBnenue llpaBurensctBa P® ot 02.06.2008 N 418 "O Munucrepcrse
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U(PPOBOTO PAa3BHUTHUS, CBSI3M U MAaCCOBBIX KOMMYHHUKanuii Poccuiickoit deneparmm’

33. Ilocranosnenue IlpaButensctBa PO ot 15.04.1995 N 333 (pex. ot 03.02.2023) "O
JUUEH3UPOBAHUM  JACATEIBHOCTH MPEANPUATHNA, YUYPEKICHUW M OpraHu3aluil 1o
NpOBEJCHUIO pabOT, CBS3aHHBIX C HUCHOJIB30BAaHWEM CBEICHUI, COCTABIISIIOIIMX
TOCYJIapCTBEHHYIO TaiiHy, CO3JaHHEM CpEICTB 3allMThl HWHPOpPMAIWH, a TaKKe C
OCYIIECTBIICHUEM MEPONPHUITHA U (WJIM) OKa3aHMEM YCIYT MO 3alluTe TOCyIapCTBEHHON
TalHbI"

34. Ilocranosnenue IlpaButensctBa PO ot 06.02.2010 N 63 (pex. ot 10.07.2020) "O6
yTBepKAeHUU MHCTpYKIMHU 0 MOpsIIKE JOMyCKa JOJDKHOCTHBIX JIUI U rpaxkaaH Poccuiickon
®denepannu K rocy1apCTBEHHOU TaliHe"

35. Ilocranosnenue [IpaBurensctBa PO ot 26.06.1995 N 608 (pexn. ot 21.04.2010) "O
cepTudukanu cpeacTB 3amuTh nHGopManuu"

36. I[locranoBnenne IlpaBurensctBa PD ot 15.07.2022 N 1272 "OO6 yTBepKACHUU
TUMIOBOTO  TOJIOKEHHUS O  3aMeCTUTe]e  PYKOBOAUTENs opraHa (OpraHu3aliui),
OTBETCTBEHHOM 3a o0ecriedeHrne NHPOPMALMOHHOW 0€301MacHOCTH B OpraHe (OpraHu3aIun),
U THUIIOBOTO TIOJNIOKEHUS O CTPYKTYpHOM TOJpa3felieHud B opraHe (OpraHu3ailuin),
obecrneunBaronieM HHOOPMAIIMOHHYIO 0€30MaCHOCTh Oprana (opranuzammn)"

37. Ilpukaz ®Cb PO ot 24.10.2022 Ne 524 «O6 yrBepxkaeHun TpeOGoBaHMi O 3aIIuTe
UHPOpPMALIMK, COJEpKAIIEHCsT B TOCYJAapCTBEHHBIX HWH(POPMALMOHHBIX CHCTEMax, C
WCITOJIb30BaHWEM MU(POBATBHBIX (KpUnTorpaduuecKkux) cpeacTs"

38. IIpukaz ®CBb Poccum ot 10.07.2014 N 378 "OO yrtBepknenun CocraBa u
COJIEp’KaHUsl OPraHU3AlMOHHBIX W TEXHHUYECKHX Mep Mo obecredeHHIo 0e30MacHOCTH
NEPCOHANBHBIX JaHHBIX IPU UX 00paboTke B MHPOPMALMOHHBIX CHCTEMaX MEPCOHAIBHBIX
JaHHBIX C UCIOJb30BAaHUEM CpPEICTB KpUNTOrpauueckod 3amuThl HHG(OpMaLNH,
HEOOXOJUMBIX i1 BBINIOJIHEHUsI  ycTaHOBIECHHBIX [IpaButenscTBOM  Poccuiickoit
Oenepanuu TpeOOBaHWI K 3alUTE MEPCOHAIBHBIX MAHHBIX I KaXKIOTO M3 ypPOBHEH
3allMIEeHHOCTH"

39. Ilpukaz D®CTOK Poccum ot 11 despans 2013 r. N 17 «O0 yTBepkIeHUH
TpeOoBaHUI © 3ammrTe WHPOpPMAlMK, HE COCTaBIAIOIIEH TOCYJapCTBEHHYIO TaiiHy,
coJieprKalieiicss B rocyJapCTBEHHbBIX HH(OPMALIMOHHBIX CHUCTEMAX)»

40. ITpukaz ®CTIK Poccun ot 29 ampens 2021 r. N 77 «O0 yTBepkIeHUH TOpPsIKA
OpraHu3aly HW TPOBEACHUS pabOT MO aTrTecTanud OOBEKTOB HWHQOpMaTHU3aIMU Ha
COOTBETCTBHE TpeOOBAHMSAM O 3alIUTe HMH(POPMAIMK OTPAHUYCHHOTO JOCTyIa, HE
COCTaBJISIIOILEH TOCYAapCTBEHHYIO TallHY»

41. IMpuxa3z ®CTIK Poccum ot 25.12.2017 Ne 239 «O6 yrBepxknenun TpeboBanuii mo
obecrieueHnI0 0€30MAaCHOCTH 3HAYMMBIX OOBEKTOB KPUTHYECKON HWHOOPMAIMOHHOM
uHpacTpykTypsl Poccuiickoit deneparym»

42. Ipuka3z ®CTIK Poccunu ot 18 derpass 2013 1. N 21 «O06 yTBepKIeHUN cOCTaBa U
COJCpKAaHUS OpPTraHM3ALMOHHBIX W TEXHWYECKHX Mep M0 oOecrneyeHHio O0e30IacHOCTH
MEPCOHAIBHBIX JTAHHBIX NpU UX 00paboTKe B MHPOPMAIIMOHHBIX CUCTEMaX MEPCOHAIbHBIX
JTAHHBIX)

43. ITIpukaz ®CTIK Poccum ot 23 maprta 2017 r. N 49 «O BHeceHMHM M3MEHEHUU B
COCTaB M COJCpKaHME OPraHU3alMOHHBIX M TEXHUYECKHMX Mep 10 O0ECIeYeHUI0
0€30MacHOCTH TEPCOHANBHBIX JaHHBIX MPU UX 00paboTKe B MH(MOPMAIMOHHBIX CHUCTEMaXx
NEPCOHANBHBIX  JaHHBIX, YTBEPXKICHHbIE MpHKa3oM (enepaqbHOH  CIIy:KOBI 1O
TEXHUYECKOMY M IKCIMOPTHOMY KOHTpPOJto oT 18 deBpans 2013 r. n 21, u B TpeOoBaHUs K
o0ecrieyeHnIo 3amuThl MH(OpPMAIMK B aBTOMATHU3WPOBAHHBIX CHCTEMax YIpaBJICHHUS
MPOU3BOJCTBEHHBIMU U TEXHOJOTMYECKUMHU TPOIECCAMH Ha KPUTHUECKH Ba)KHBIX
00BEKTaxX, IMOTEHIIMAILHO OMAaCHBIX OOBEKTaX, a TaKKe OOBEKTaX, MNPEICTABISIFOIINX
MOBBIIICHHYIO OMACHOCTb JUIS )KU3HU U 370POBbs JIIOEH U ISl OKpY>Karolleld MpUpOAHON
Cpelbl, yTBEP)KICHHBIE MPUKA30M (eepanbHOil CITy>KObI IO TEXHUYECKOMY U SKCIIOPTHOMY
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KOHTpouo oT 14 mapta 2014 r. n 31»

44. Tlpukaz DPCTIK Poccum ot 03.04.2018 N 55 (pen. or 19.09.2022) "O6
yTrBepkaeHIH [TooXeHns 0 cucTeMe CepTU(HUKAIIMNA CPEACTB 3alIUThl HH(popMarun'”

45. "Meronnyeckuii JOKyMeHT. MeToirKa OIeHKH yrpo3 0e3omacHocTH uHpopMaruu"
(ytB. ®CTOIK Poccun 05.02.2021)

46.TOCT P 53131-2008 «3amurta wuHpopManuu. PexomeHmanuu 1O yciIyram
BOCCTAHOBJICHHS TIOCJIC YPE3BBIYAWHBIX CHUTyalMid (PyHKIMH ¥ MEXaHU3MOB 0€30MacHOCTH
UH(GOPMAIIMOHHBIX U TEJIEKOMMYHUKAIIMOHHBIX TEXHOJIOTHI. OO0II1e MOT0KEHU».

47.TOCT P ICO/MDK 27005-2010 HanmonanbHbIH cTaHAAPT pOCCUIiCKON (heaeparyun
uHGOpMAIlMOHHAS TEXHOJOTHS METOIbl M CpeACcTBa oOecmedeHus Oe30MacHOCTH
MEHEKMEHT prCcKa HH()OPMAIIMOHHON 0€3011acCHOCTH

48."TOCT P HCO/MDBK 27001-2021. HammonanpHblii cTanmapt Poccuiickoii
Oeneparuun.  MHpOpManmioHHass TeXHONOTHS. MeToapl W CpelcTBa  oOecredeHUs
6e3omacHocTH. CHCTeMbl MEHEKMEeHTa HH(OpMallMOHHON Oe3omacHocTH. TpedoBaHus"

49.TOCT P NCO/MBK 27002-2021 «MuDOpManroHHBIE TEXHOJOTUH. MeToabl U
cpenctBa obOecrneueHusi OezomacHocTd. CBOI HOPM M TpaBUI TNPUMEHEHHS Mep
obecrneueHnst UHOOPMAITMOHHOW OE30TTACHOCTI

4.2 OcHoBHas1 JIUTEPaTypa

63 Kpuynun, A. A. OcHOBBI 0€3011aCHOCTH MPUKIIAJAHBIX HH(OPMAIIMOHHBIX TEXHOJIOTUN U
cucteMm : yueOHoe mocobue / A. A. Kpuymun, B. C. Hedenos, C. 1. CmupHOB. —
Mocksa : PTY MUWPDA, 2020. — 136 c. — Teker : snextpoHHbiii // Jlanp :
3JEKTPOHHO-0MOmoTeyHas cuctema. — URL: https://e.lanbook.com/book/167606.

73 Hedenos, B. C. OcHoBbI oOecrieueHHss aHOHUMHOCTH B ceTu WHTepHeT : ydeOHOe
mocobue / B. C. Hedemos, A. A. Kpuynun, I'. 1O. [TotepreeB. — Mocksa : PTY
MUPDA, 2022. — 81 ¢. — TekcT : aneKTpoHHBIH // JIaHb : 2JIeKTpOHHO-OMOIHOTeUHAS
cucrema. — URL:_https://e.lanbook.com/book/240041

83 HNudopmanmonnas 0e30macHOCTh, W 3amuTa uHGOpManud B UUGPOBOH HKOHOMHUKE
3JIEMEHTHI TEOPUU M TECTOBBIC 3ajaHus : yueOHoe mocobue / U. JI. Anekmepos, B. B.
XpamoB, A. A. I'op6auesa, /]. C. @Domuues. — Poctos-Ha-/lony : UYbull, 2020. — 114
c. — Tekcr : snexTpoHHbIH // JlaHb : 31MeKTpOHHO-OMOMMOTeYHas cucrema. — URL:
https://e.lanbook.com/book/248747

93 Ilerpenko, B. WM. 3ammuTa mnepcoHajbHBIX AAHHBIX B WH(GOPMAIMOHHBIX CHCTEMax.
[Ipaktukym : yuebnoe nocobue aist CI1O / B. U. Ilerpenxo, Y. B. Manapuna. 2-e u3n.,
ctep. - Cankt-IlerepOypr: Jlans, 2022. 108 c. — ISBN 978-5-8114-9038-7 — Tekcr :
anekTpoHHBIH //  Jlamb @  2yeKTpoHHO-OMONmMoTewHas cuctema. —  URL:
https://e.lanbook.com/book/183744

4.3 JlonoJTHUTE/IbHAS JIUTEpPATypa

63 KubepOeszonacHocts 1u¢ppoBoit MHAycTpuu. Teopus M TNpakTHKa YCTOWYMBOCTH K
kubeparakam / I[lon pemakmueit mpodeccopa PAH, mokropa texnmueckux Hayk J[.IT.
3erxabl. — M.: [N'opsiuas muaus — Tenekom, 2020. — 560 c.: ui.
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73 Jmorenec 1O., O3kaiis 3. KubepOe30macHOCTh: CTpaTeruu aTak U 000pOHBI /Tiep. ¢ aHTII.
J.A. —M.: IMK Ilpecc, 2020. — 326 c.: u.

83 Ilerpenko C. KubepycroitunBocth mudppoBoli skoHOMUKH. Kak obecrieuntsb
0e30macHOCTh M HempepbIBHOCTH Ou3Heca. — CII6: ITutep, 2021. — 384 c.: ui.

93 CadponoB E.B. A3bl kuOeprurveHbl: METOAOJOTUYECKHE M TIPABOBBIC ACIICKTHI. —
Mockga, IIpocnexr, 2021. — 48 c.

: 3 Bcecroponnee Hcce0BaHNe poOIeMbI KHOEpIPECTYMHOCTH
https://www.unodc.org/documents/organized-
crime/cybercrime/Cybercrime_Study Russian.pdf.

;3 llenynanoB A.A., Cmonuna A.P. ®opensuka. Teopuss U mpakTHKa pacciieaoBaHUA
kubeprnpectymiennid. — M.: ['opsiuas nuaus — Tenekom. 2020. — 104 c.: wi.

<3 KubepOezomacHocte  1uppoBOoM HUHIYyCTpuH. Teopuss U  TNpakTHKa
ycTounBOCTH K Kubeparakam / Ilox penakmuedr mpodeccopa PAH,
nokropa TtexHudyeckux Hayk JL.II. 3erkasl. — M.: T'opsiuasg nuHua —
Tenexom, 2020. — 560 c.: u.

=3 Jluorenec 0., O3kaiis O. KubepOe30macHOCTh: cTpaTeriu aTak ¥ 000pOHBI /TIep. ¢ aHTII.
J.A. —M.: IMK Ilpecc, 2020. — 326 c.: u.

>3 [lerperko C. KubepycroitunBocth 1udpoBoii 3xoHOMHKH. Kak obecreunThb
0e30MmacHOCTh U HenpepriBHOCTL Ou3Heca. — CI16: ITurep, 2021. — 384 c.: u.

653CadponoB E.B. A3bl KHOEprurueHnl: METOJOJIOTMUECKHE W TPABOBBIC AaCHEKTHI. —
Mockga, IIpocnekr, 2021. — 48 c.

663BcecTopoHHee HCCIe0BaHue poOIEMBI KHOEpIpEeCTYIHOCTH
https://www.unodc.org/documents/organized-
crime/cybercrime/Cybercrime_Study_ Russian.pdf.

673lenynanoB A.A., Cmonuna A.P. ®opensuka. Teopuss U mpakTHKa paccieaoBaHUA
kubeprpectymieHuil. — M.: I'opsiuas nmunus — Tenexom. 2020. — 104 c.: u.

683Suzanne Widup. Computer Forensics and Digital Investigation with EnCase Forensic v7
(Networking & Communication - OMG). 2014;

693Brett Shavers, John Bair. Hiding Behind the Keyboard: Uncovering Covert
Communication Methods with Forensic Analysis. 2016.

4.4 Jy1eKTpOHHbIE 00pa3oBaTe/bHbIC PeCypPChI

DIIeKTPOHHBIN 00pa30BaTEILHBIN pecypc pa3padaThIBACTCSI.
Mocxkosckuii [onutex noakimtouen k ObC: FOpaiit, AlilluAp u Jlans
https://mospolytech.ru/obuchauschimsya/biblioteka/

4. -bBaHk maHHBIX Yyrpo3 6€30MaCHOCTH HH(POPMAIUH (JOCTYITHO MO CCHLIKE:
https://bdu.fstec.ru/);

5. HudopmanmonHoe coodmieHne o pazpadbotke metoaudyeckoro nokymenra @CTIK

Poccun «Metoauka onpezaeneHust yrpo3 6€30nacHOCTH MH(POpMAaIMK B HH()OPMALIMOHHBIX
cucremax» ot 9 anpens 2020 r. Ne 240/22/1534

wo =

4.5 JIuneH3MOHHOE U CBOOOTHO PAacIPOCTPaHsieMoe MPOrpPaMMHOe o0ecriedeHne

Jlnst  BBITIOTHEHHWST JIAOOpAaTOPHBIX pabOT W  CaMOCTOATENIBLHON paboThl HEOOXOIUMO
cleyIoliee mporpaMMHoOe oOecTieueHHe:
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1. Microsoft Windows.
2. Be6-6paysep, Chrome.

4.6 CoBpeMeHHbIE IPo(ecCHOHAIbHBIE 0a3bI JaHHBIX 1 HH(OPMAIIMOHHbIE
CIIPABOYHbIE CHCTEMBbI

6. CnpaBounas npaBoBas cucrema "Koucynbrantllmroc" Attps.//www.consultant.ru/
7. Odunmanshusiii caitt ®CTIK Poccum https.//fstec.ru/
8. O6pazoBarenbHas mwiaThopma «FOpatimy» https.//urait.ru/

5 MartepuaiabHO-TeXHHYECKOe oOecneyeHne

W nexuuonHble U NaboOpaTOpHbIE 3aHATHS MOTYT MPOBOAUTCS JUCTAHLIIMOHHO B (opmare
onnaifH. IlpemomaBaremo Ui TPOBENCHHS 3aHATHH HEOOXOAUM HOYTOYK C BO3MOKHOCTBIO
WCITOJIb30BaHUS CEpBHCa KOpropaTuBHOH 1aTdopmbl Microsoft Teams mnu apyrux miatdopm 1is
NpOBENCHUS 3aHATUH, Hampumep, Zoom. Y CTYAEHTOB JOJDKHA OBITH BO3MOXKHOCTh BBIXOJA B
Nurtepuer.

6 Meroauyeckne peKOMEHIAUNH

6.1 MeToanueckue peKoOMeHIAIMH VISl TIPenoaBaTeJisi 0 OPraHu3aIlun
00y4eHus

[Ipy moAroToBKE K 3aHATUSAM CIELYET IMPEIBAPUTENILHO MPOpadOTaTh MaTepuan 3aHsTHS,
IIPEyCMOTPEB €ro Nmojadyy TOYHO B OTBEIEHHOE AJIA 3TOro BpeMs 3aHATHA. CienyeT MOArOTOBUTH
HEOOXOMMBbIE MaTepHalbl — TEOPETUYECKHE CBEAEHUs, 3a1auu u nap. [Ipu mpoBeaeHuun 3aHsATHA
clieflyeT KOHTPOJMPOBATh M0jady MaTepuana U pelleHue 3aJaHuil ¢ y4eToM y4eOHOro BpEMEHH,
OTBEJICHHOTO IS 3aHATUS.

[Ipu mpoBepke paboOT M OTYETOB CJIEIYET YUUTHIBATh HE TOJBKO MPABMIBHOCTD BHITIOJTHEHUS
3aJaHuii, HO ¥ ONTHMAaJIbHOCTh BHIOPAHHBIX METOJIOB PEIICHUS, MPABUIBHOCTD BBITIOJIHEHUS BCEX
€ro MIaros.

6.2 Meronnueckue yKazaHus JJis1 00y4al0UIUXCS M0 OCBOCHUIO M CHUTIMHBI

CaMOCTOHTeHBHaH pa60Ta CTyIIeHTOB moMoract HOHy‘-II/ITB JOITOJIHUTCIBbHBIC TeopeTquCKHe
U TPaKTUYECKHE 3HAHUAMH 10 M3y4yaeMOMW AUCIUIUIMHE, Pa3BUBAET CO3HATEILHOE OTHOIIEHHE K
AHTEIIEKTYAIILHOMY TPYAY.

B mpormecce camocTosiTenbHONH PabOThI, CTYACHTHI J0pa0aTHIBAIOT KOHCIIEKTHI JICKIIHH,
rotoBiaTcss K AuddepeHIupoOBaHHOMY 3a4eTy, H3Yy4aloT PEKOMEHJOBAHHYIO JIUTEpaTypy,
OCYIIECTBIISIIOT TMOAOOPKY HOPMATHBHO-IIPABOBBIX JOKYMEHTOB M MPOBOAST O3HAKOMHTEIHHBIN
aHAJIU3 C HUMU, TOTOBATCA K TaOOPATOPHBIM paboTaM, BHIMIOIHSIIOT JOMAIIHHAE 33JaHuS;

CamocrosTenbHas paboTa MO3BOJISIET 3aKPENUTh U YITTyOUTh 3HAHMUS, TIOJTYYESHHBIE BO BpEeMs
ayJUTOPHBIX 3aHATHUH, a TAKXKE U3YYUTh OTAEIbHBIC TEMbI y4eOHOM MPOrpaMMBl.

KoHTponb camocTosTeIbHON PabOThl OPraHU3yeTCs B ABYX GopMax:

. CaMOKOHTPOJIb U CAMOOIICHKA CTY/ICHTA;
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. KOHTPOJIb CO CTOPOHBI MIpenoaBaTesien (TeKyIui U IPOMEKYTOUHBIH ).

JIeKMOHHbIE 3aHATHSI JAalOT 00Illee MPEeACTaBIEHUE 110 U3yYaeMOl TeMe, OCHOBHOM 3HAHUS
CTYJIEHT MOJIy4aeT B MPOLIECCEe BHIMOIHEHUS Ja00paTOPHBIX pabOT U CaMOCTOSITEILHOM pabOTHI.

[IpakTuueckue 3aHATHA TPOBOAATCA 1O Haubosnee BaXHBIM TeMaM JIUCUUIUIMHBL.
OcymiecTBisieTcsl 3aKpeIjieHue 3HaHWW, MOJYYEHHBIX CTYJE€HTaMU Ha JIEKIUSAX U B Ipolecce
camocTosTeNbHOI paboTel. Ocoboe BHHMMaHuE oOpaliaeTcs Ha pa3BUTHE YMEHHUH M HAaBBIKOB
YCTAaHOBJICHUSI CBSI3U TOJIOKCHHH TEOPUH C MPOPECCHOHANBHON JEATEIBHOCTBIO OyayIIero
cnenuanucra no Ub. Hanucanue nabopamopueix pabom npeanonaraet 6ojuee 1eTaabHOE H3yUCHHE
HOPMATHBHO-TIPABOBHIX JOKYMEHTOB, PEIVIAMEHTHUPYIOMIUX JACATEIHHOCTD MO 3alIUTe HH(OpMAIUH,
B paMKax ONpeneNEéHHON TeMaTHKH, a TakkKe OOMEH MHEHHUSIMU IO TOCTaBJIICHHBIM 60MPOCAM, B
npoiiecce pazdopa MpoBepeHHBIX PadoT.

JlomamrauM  3aaHueM, 10 OOJBIIEH 4YacTH, SIBISETCS TMOATOTOBKA K  ClEAyIomen
naboparopHoii padote. CTyaeHTaM TpeIaraeTcsl BBIIOIHUTH MOA00P JIUTEPATyphl, HOPMATHUBHO-
MPABOBBIX IOKYMEHTOB, [0 TeMAaTHUKE JIa0OpATOPHOH pabOThI, U MPEABAPUTEIHHOE 03HAKOMIICHHE C
HUMU.

IIpu npoBeneHuu nabopaTopHON pabOTHl NpENnoJaBaTelb BbINOHAEN, 8 OCHOBHOM,
(GYHKIIUM BEAYIIETO - CIEAWT 3a PErJaMeHTOM BPEMEHH, MOMOTAaeT yYTOYHHTH (DOPMYIHPOBKH,
OTBEYACT Ha BOIPOCHI CTYJEHTOB, MPOBEPSICT BHINOJHEHHBIE paboThl. Ha cremyromem 3aHsTHH,
MOJABOJUTCS WTOT TPOBEACHHON palOoThl, CTYJEHTaM COOOIIAIOTCS Pe3yJbTaThl, BEACTCS
00Cy>XJIeHUE paCCMOTPEHHBIX BOIIPOCOB MOJIBOAUTCS UTOT 3aHSATHUIO B LIEJIOM.

[To pe3ynbpTaTaM BBINIOJIHEHUS BCEX BUJOB YUEOHOH palOThI, IPEeIyCMOTPEHHBIX Y4eOHBIM
IUIaHOM  (TIOATOTOBKA KOHCIIEKTOB JIEKIMH, YCIICIIHOE BBHIMIOJHEHHE JIaOOpaTOpHBIX padoT,
MOJTOTOBKA JOMAIIHErO 3aJaHusi, MPUCYTCTBHE M aKTHBHas paboTa Ha 3aHATHUAX) MO JaHHOU
JUCUUIUTMHE (MOIYINI0), TMpernojaBaTelb MOXKET PAacCMOTPETh BO3MOXKHOCTb IPOCTABJICHUS
MIOJIO’KUTETHHON OIIEHKH Ha MU depeHImpoBaHHOM 3a4eTe «ABTOMATOMY, TIPU STOM YYHTHIBAIOTCS
pe3ynbTaThl TEKYIIEro KOHTPOJIS YCIEBAEMOCTH B TE€YEHHME ceMmecTpa. B ciyuae, eciau CTyIEHT
JUTUTEIIBHO OTCYTCTBOBAJI HAa 3aHSTHSX, HE BBITIOJNHSII 3aJlaHUsl OH BCE PaBHO JIOMYCKAETCS 10
nudepeHIMpPOBaHHOTO 3adeTa, HO Ha Au(QepeHIIMPOBAaHHOM 3a4eTe, TaKhUM CTyACHTaM,
npenojaBaTesb MOXKET 3a7aBaTh JI000€ KOJMYECTBO BONPOCOB IO BCEM TeMaM JIaHHOM
JTUCIUIUIMHBL (B paMKaX OTBEAEHHOTO BPEMEHH), Aa0bl YOSAUTHCS, YTO CTYIACHT CaMOCTOSITENEHO
OCBOMJI JUCLUILIIUHY.

Texkymui KOHTPOJIb OCYILUECTBIISICTCS HA IPAKTHUYECKUX 3aHATHUAX, POMEKYTOUHBIN
KOHTPOJIb OCYIIIECTBIISICTCS Ha 3a4€Te B MUChMEHHOM (YCTHOH) hopme.

7 ®oHJ OLEHOYHBbIX CPEICTB

7.1 MeToabl KOHTPOJISI M OLICHUBAHMS Pe3y/JIbTATOB 00yYeHUsA
B nponiecce 00y4eHNs HCTIONIB3YIOTCS CIIETYIOIINE OLCHOYHBIE (POPMBI CAMOCTOSATENHHOM

pa6OTI)I CTYACHTOB, OLCHOYHLIC CPCACTBA TCKYIICTO KOHTPOJIA YCIICBACMOCTH U IPOMEKYTOUHBIX

aTTeCTalui:
. JIOMAIITHUE 331aHUS U UX 3allUTa;
. nabopaTopHbIE pabOTHI,

. mudhepeHIMPOBaHHbBIN 3a4eT.
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7.2 lllkana 1 KpUTEPHH OLCHUBAHUSA Pe3yJIbTATOB 00y4eHUsI
[TokazaTenem OIEeHWBAaHHS KOMIETEHIIMH Ha pPa3IMYHBIX dTamax WX (GOPMHUPOBAHUS SBIISICTCS

JOCTIKEHHE 00yYarOIIMMHUCS TUTAHUPYEMBIX PE3YIbTaTOB O0YUECHHSI IO JUCITUTIINHE (MOTYJIIO)

OIIK-1. Cnoco6HOCTh OLIEHUBATH POJib HH(popManun, HH(POPMAIUOHHBIX TeXHOJOTHii 1 HHPOPMATHOHHOMT
0e301acCHOCTH B COBPeMEHHOM 0011ecTBe, X 3HaYeHHe /IS o0ecnedyeHHs: 00beKTHBHBIX MOTPedHOCTEH
JIMYHOCTH, 001[eCTBA M rOCyAapcTBa

Kpurtepnu onennBanns

Iloka3arenn
2 3 4 5
3HATh: OO0yuaromuiics OOyuaromuiics OO0yuaromuiics OOyuaromuiics
OCHOBHBIE JIEMOHCTPHUPYET MOJTHOE JIEMOHCTPUPYET JIEMOHCTPUPYET | AEMOHCTPHpPYE
TIOHSTHS OTCYTCTBHE 3HAHUH HEIOJHOE COOTBETCTBUE | YaCTUYHOE T MOJHOE
UHOOPMATUKY, | OCHOBHBIX IIOHATHIA 3HaHUH COOTBETCTBHUE COOTBETCTBHE
Ha3HauYeHUE, UH(OPMATHKH, Ha3HAYCHHE, OCHOBHBIX OHATHH CIIEIYFOIIIX CIIEIYIOIIIX
GbyHKIUH 1 (YHKIUH U CTPYKTYPY nHdopMaTHKH, 3HaHUIL: 3HaHUH:
CTPYKTYPY OIIEPALIOHHBIX CUCTEM, Ha3HaueHue, PyHKIMH U | OCHOBHBIX OCHOBHBIX
OINEPalMOHHBIX | BBIYMCIHUTEIBHBIX CETel U CTPYKTYpY HOHSTHH TIOHATHH
CUCTEM, CHCTEM YIIpaBJIeHHs 0azaMu OIIEPAIIMOHHBIX CHCTEM, | MH(pOPMATHKH, uHpopmMaTuKH,
BBIYMCIIUTENIBH | JIAaHHBIX. BBIYHMCIIUTEIBHBIX CETel | Ha3Ha4yeHue, Ha3Ha4YeHUe,
BIX CeTel U U CUCTEM YyIpPaBJICHUS (hyHKUIMH 1 GbyHKINH 1
cucTeM 6azaMH JaHHBIX. CTPYKTYpPY CTPYKTYpPY
yIpaBleHUS Homyckarorcst OTIEPAIlOHHBIX | ONEpalUOHHBIX
6azamMH JaHHBIX 3HAYNTEIbHBIC OIIMOKH, | CHUCTEM, CHCTEM,
NIPOSIBIISCTCS BBIYHCIIUTENBHB! | BBIYUCIHTEIBH
HEJ0CTATOYHOCTh X ceTel U BIX CETEH U
3HaHUH, 10 PALY CHCTEM CHCTEM
HoKa3aresnen, YIpaBJICHUSA YIIPaBJICHUS
oOyJaromuics 0a3aMM JaHHBIX, | Oa3zamu
HCIIBITHIBACT HO JIONYCKAIOTCs | AaHHBIX,
3HAYUTEIbHbIC HEe3HAYHUTENbHbIE | CBOOOIHO
3aTpyIHEHUs MU omuoKy, orepupyer
OIIEpPUPOBAHUH HETOYHOCTH, nprodpe-
3HAHUSAMH IIPU UX 3aTpyTHEHUS TCHHBIMHU
IepeHoce Ha HOBbIE pu 3HAHHUSAMH.
CHTYaLUH. AQHAINTHYECKHX
olepanusx.
yMeThb: OOyuaromuiicst He ymeeT win | OOydvaromuicst OO0yuaromuiics OOyuaromuiics
- Ymeer B HEJJOCTaTOYHOW CTEIICHU JEMOHCTPUPYET JIEMOHCTPUPYET | AEMOHCTpPHpPYE
UCIIOJIb30BAaTh YMEeT UCII0JIb30BATh HETIOJIHOE COOTBETCTBUE | YACTUYHOE T TIOJTHOE
NPOrpaMMHBIE | MPOTPaMMHBIE U allllapaTHHIE | CJIEAYIOMINX YMEHUM: COOTBETCTBHE COOTBETCTBHE
W anmaparHble | CpelcTBa MEPCOHAIBHOTO TIPUMEHSTH CIIYFOIINX CJICTyFOLINX
cpencraa KOMIIBIOTEPA. NPOrpaMMHBIE U YMEHHI: YMEHHUIL:
NIEPCOHAILHOTO anmapartHble CpeACTBa NPUMEHSATh NPUMCHSATD
KOMIIBIOTEPA; MIEPCOHAIILHOTO NPOrPaMMHBIE U | TIPOrpaMMHBIE
KOMIIBIOTEPA. anmnaparHble U anmaparHble
Jomyckarorcst cpencraa cpencraa
3HAYMTENbHBIC OMHMOKH, | NEPCOHAIBHOIO | IEPCOHAIBHOIO
HPOSIBIISIETCSI KOMITBIOTEPA. KOMITBIOTEPA.
HEJI0CTaTOYHOCTh YMeHus CBoboaHo
yMEHUM. OCBOEHbI, HO onepupyer
JIOITyCKaIOTCs IPHOOpPETEHHBI
HE3HAYMUTENbHbIE | MM YMEHHUSIMH,
OIINOKH, TIPUMEHSET UX
HETOYHOCTH. B CHTYaLUsIX
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MTOBBIIIEHHOU
CJIOYKHOCTH.
BJIAAETh: OOyuaromuiicst He BIaeeT OO6yuJatomtuiicst Bajgeer OO0yuaronuiics OO6yJatomtmiics
- HaBBIKAMHA WM B HEJIOCTATOYHOM HaBBIKaMH TIOMCKa YaCTHYHO B TIOJTHOM
MIONCKa CTEIICHH BJIaJIeCT HABBIKAMU | MH(GOPMAINHX B BIazeeT o0beme
nHOpMaUuK B | ToHcKa HHGOpPManuK B rio6anbHON HaBbIKAMU BIaJceT
rI100aTbHOM T100JTbHOM nH(GOPMAIIMOHHOMN CeTH MOMCKa HaBBIKAMHU
nHGOPMAMOHH | MHGOPMALMOHHOHN CETH WHTtepHeT u paboTsl ¢ uH(pOpPMaIUK B TIOKCKa
oif cetn WurepHer 1 paboThI ¢ oucHbIMU ri100aIbHOM uHpopmanuu B
WntepHer u 0(UCHBIMU IPUIIOKEHUSIMHU HNPUIOKESHUAMHI nH(pOPMALMOHHO | TII00ANTBEHOMN
paboTsl ¢ (TeKCTOBBIMH NPOLIECCOPAaMH, | (TEKCTOBBIMU it cetu UHTepHer | mHOpMannoH
oduCHBIMH 3JIEKTPOHHBIMH Ta0NuIaMy, MIPOLIECCOPaAMH, u paboTHI C HOW ceTn
MIPUIOKEHUSMH | CPEJICTBaMH MOATOTOBKH JIEKTPOHHBIMH oducHBIMH Wnrtepuer n
(TEKCTOBBIMH MPE3EHTAIIMOHHBIX Ta0NMMIaMu, CPEACTBAMU | TIPHIIOXKEHHSAMH | pabOTHI ¢
mponeccopamu, | matepuano, CYB/l u T.11.). MTOITOTOBKH (TEeKCTOBBIMHU opHCHBIMI
JIEKTPOHHBIMH MIPE3EHTAHOHHBIX MPOLIECCOPaMH, | TPHIOKCHUIM
TaOIUIIaMH, marepuanoB, CYB/l u AEKTPOHHBIMHU U (TEKCTOBBIMHU
cpencTBaMu T.I.)., JOIYCKAIOTCS TaONMHUIIaMH, TIPOIIECCOPAMH,
MOJTOTOBKH 3HAYUTEIbHBIE OMNOKH, | CPEICTBAMHU JIEKTPOHHBIMU
MIPE3eHTAIOHH HPOSIBIISIETCSI MOJITOTOBKH Tabnunamy,
bIX HEAO0CTAaTOYHOCTb MPE3CHTALIMOHH cpeacrBaMmu
MaTepHaJoB, BJIaJICHUsI HABBIKAMHU. BIX MAaTEPHUAJIOB, | TIOATOTOBKH
CYBA u T.11.). CYB u r.m.).. MIPE3EHTALOH
Hagbiku HBIX
OCBOCHBI, HO MaTepHaoB,
JIOITY CKAFOTCS CYB u T.11.).,
HE3HAYUTENBHBIE | CBOOOIHO
OIINOKH, TIPAMEHSET
HETOYHOCTH, MIOTy4EHHbIC
3aTpyIHEHUS. HaBBIKU B
CHUTYaIIIX
MOBBILIIEHHON
CJIOYKHOCTH.

YK-3 Cnoco0HOCTh OpPraHM30BBIBATH U PYKOBOAUTHL PpadoTOii KOMaHAbI, BbIPA0aThIBasi KOMAH/HYIO

CTpaTeruio AJjs J10CTUKCHUA NMoCTaBJIeHHOI HeJau;

3Haer:

LIEIY U 3aJa4u
KOMaH/IbI, CBOIO
pOTb B
COLIMAIILHOM
B3aMOJCHCTBH
M 1 KOMaHJIHOH
pabore ¢
Y4ETOM
COOCTBEHHBIX
JIMYHBIX U
JIEJIOBBIX
Ka4ecTB,
HHTEPECOB

OOyuaromuiicst He OOyuaromuiics
3HAET: JEMOHCTPUPYET HEIOIHOE
LEJH 1 3a/1a9H 3HaHHUE:

KOMaHBbI, CBOIO POJIb B
COIIMAJIbHOM

neaeH U 3a7a9 KOMaH/IbL,
CBOIO POJIb B COLIMAIEHOM

B3aUMOJIEUCTBUHU U
KOMaHJHOU paboTe ¢
Y9eTOM COOCTBEHHBIX
JIMYHBIX U JCJIOBbIX
Ka4ecTB, HHTEPECOB
KOMaH/Ibl; BiIaieeT
OCHOBAaMH YTIPaBIICHUS

B3aUMOJEUCTBUU U
KOMaH/IHOW paboTe ¢ y4eToM
COOCTBEHHBIX JTUYHBIX U
JCJIOBBIX KAa4YCCTB, I/IHTepeCOB
KOMAaH/Ibl; BlIaZie€T OCHOBAMU
ynpasiieHus. JlomyckaroTcs
3HAYUTEIIbHBIE OIIHOKU,
MPOSIBIIETCS
HEIOCTATOYHOCTD 3HAHUM, 110

OO0yJaromtuiics
JIEMOHCTPUPYET
YaCTHYHOE
3HAaHHUE

eJel u 3aaa4
KOMAaH/IbI, CBOIO
poib B
COILMAIbHOM
B3aUMOJICUCTBUU
1 KOMaHHOM
paboTe ¢ yueToM
COOCTBEHHEIX
JINYHBIX U
JIEIIOBBIX

OO0yJatomuiics
JIEMOHCTpUpYE
T 3HAHHE:
eJiel u 3aaay
KOMaH/IbI,
CBOIO POJIb B
COLIMAIbHOM
B3aUMOJIENCTB
U4 U
KOMaHJIHOM
pabote ¢
y4eToM
COOCTBEHHEIX
JIMYHBIX U
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KOMaH/1bl; psiiy nokasaTesen, Ka4ecTB, JIETIOBBIX
BJajeeT 00yJalOIINICS UCTIBITHIBACT MHTEPECOB Ka4ecTB,
OCHOBaMH 3HAYUTEIbHBIC 3aTPYAHCHHS KOMaH/1bl; HWHTEPECOB
yIpaBleHUS IIPY ONIEPUPOBAHNY 3HAHUSMH | BIaJieeT KOMaH/Ibl;
[IPU UX MEPEHOCE HA HOBBIC OCHOBaMH BHaJeeT
CHUTYAIIH. yIpaBICHHUS. OCHOBaMH
Homnyckarores YIPaBJICHUSL.
He3HaunTenbpHble | CBOOOIHO
OIINOKH, orepupyer
HETOYHOCTH, prOOPETEHHBI
3aTpyAHCHUA TPpU MU 3HAHUSMMU.
AHAJIUTUYCCKUX
OTeparysiXx.
Ymeer: OO0yuarommiics He OO6yJatomtmiics OO6y4atomntuiics OO6yJatommmiics
peain3oBarth yMeerT: JIEMOHCTPHUPYET HETIOJTHOE JIEMOHCTPUPYET | JEMOHCTpHUpYE
CBOIO POJIb, peann3oBath CBOKO COOTBETCTBHE CIIETYFOLIUX YacTHYHOE T MOJTHOE
MPOLYKTUBHO POJIb, IPOAYKTUBHO YMEHHIA: peaii30BaTh CBOIO COOTBETCTBHUE COOTBETCTBUE
B3aUMOJICHCTBY | B3aUMOJEHCTBYSI C pOb, IPOAYKTUBHO CIEAYIOIUX YMEHHI:
s C IpyTUMHU JIPYTUMH YJI€HAMU B3aUMOJEHCTBYs C APYTUMU yMeHUM: - peanu3oBaTh
YJICHAMH KOMaH/Ibl. YJIeHAaMH KOMaH/IbL. peann3oBartb CBOIO POJIb,
KOMaH/IbI. JlomyckaroTcsi 3HaUNTEIbHBIE | CBOIO POJIb, MIPOYKTHBHO
OLIMOKH, TIPOSIBIISIETCSI MPOJYKTUBHO B3aUMOJEHCTBY
HE/I0CTATOYHOCTh YMEHHUH. B3aUMOJICHCTBYS | S C APYTUMH
C IpyrUMHU YIICHAMH
YIICHAMH KOMaH/IbI.
KOMAaH/IBI. CBo0OogHO
YmMenus onepupyer
OCBOEHBI, HO MPUOOPETEHHBI
JOITYyCKarOTCA MU YMCHHSAMU,
HE3HAYUTCJIbHBIC MPUMCEHACT UX
OLINOKH, B CUTYyallUsiX
HETOYHOCTH. TIOBBIIIEHHON
CJIOYKHOCTH.
Baaneer: OObyuaronmiics He OO6yuJatomtuiicst BlIajeer - OO6yuatomtuiics OO6yqatommiics
- HaBBIKAMH BJIAJICET: - HABBIKAMHU HaBBIKAMH COOJIIOICHHS YaCTHYHO B HIOJIHOM
COOFOICHUS COOJTFOICHUSI TTPABHII NpaBUJI KOMaHIHON paOOTHI; BJIaJICeT - o0beMe
MIpaBuI KOMaH/IHOH pabOThl; HE | OCO3HAET JINYHYIO HaBBIKaMH BJIaJICeT -
KOMaH/IHOU OCO3HAET JIMYHYIO OTBETCTBEHHOCTb 32 coOioieHus HaBBIKAMHU
paboTsl; OTBETCTBEHHOCTb 32 pe3yJbTaThl ACITENIBHOCTH U | TIPaBHII coOJroIeHHs
0CO3HAeT pe3yabTaThl peanu3anuio KOMaH/THOH TIPaBLT
JTUYHYIO JIeSITENIbHOCTU U OOIIEKOMAaH/HBIX 1eNei 1 paboThl; KOMaHIHOU
OTBETCTBEHHOC | peaM3alfio 3aj1a4., HO JIOIMYCKAIOTCs 0CO3HAET paboThI;
Tb 32 OOIIIEKOMaH/HBIX 1IEIed | 3HAYMTENIbHBIC OLIHOKH, JTHYHYIO OCO3HAEeT
Ppe3yJbTaThl v 3a7a4.. MIPOSIBIISIETCS OTBETCTBEHHOCTH | JINUHYIO
JIESITENbHOCTH HE/I0OCTAaTOYHOCTD BIIAICHUS 3a pe3ybTaThl OTBETCTBEHHOC
U pean3aluio HaBBIKAMH. JIeITENIbHOCTH U | Th 32
oO01IeKOMaHH peanuzamuo Ppe3yJbTaThl
BIX LieJIei 1 OOIEKOMaHTHBIX | AEATEIbHOCTH
3ajad. Heneu u 3agad. U pean3aluio
HaBpiku 00IIeKOMaHIH
OCBOEHBI, HO BIX LIesIei 1
JIOIYCKaIOTCs 3ajay..
HE3HAYHUTENIbHBIC
OIIINOKH,
HETOYHOCTH,
3aTpyIHEHUsI.

[IIxansl OLIECHUBAHUS PE3yIbTATOB IPOMEKYTOUYHOMN aTTECTALIMU U UX OIIUCAHUE:!
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®Dopma NpPOMeKYTOYHOM aTTecTanuu: U depeHpPOBAHHbIN 3a4€T

[IpomexxyTounast arrtectamusi oOywaromuxcsi, B (Gopme nuddepeHIrpoBaHHOTO 3a4YeTa,

MPOBOAMUTCA IO pe3yjbTaTaM BBINIOJHEHUS BCEX BHJIOB Yy4eOHOW palOThI, MpPeayCMOTPEHHBIX

y‘le6HLIM IUIAaHOM TI0 JAaHHOW JUCIUIIIIMHE (MO)IyJHO), Ipu S5TOM YUUTBIBAIOTCA PC3YJIbTAThI

TEKYIICTO KOHTPOJIA YCIICBAEMOCTH B TCUCHUC CCMCECTpPA.

00yYaromuMuUCs TJIAaHUPYEMBIX Pe3yJIbTaTOB OOYYEHHUS MO IUCHHUIUIMHE (MOAYIIO) HMPOBOJUTCS

MpernoiaBaTesieM, BEAYIIUM 3aHITHUS 110 JUCUMIUIMHE (MOJIYJII0) METOAOM SKCIEPTHOM oneHkH. [1o

uroram HpOMe)K}’TO'-IHOI\/i arreCTaiuu 110 AUCHUIIIIMHE (MOZIYJ'IIO) BBICTABJIICTCS OLICHKA «OTJIMYHO),

«XOpoUIo», KyAOBJICTBOPUTCIBbHO» U «HCYOOBJICTBOPUTCIILHO).

IlIxajia oneHNBaHNA

Onucanmne

OT1innaHO

BerInosiHeHBI BCe BUABI yueOHOW pabOThI, IPEAYCMOTPEHHbBIC YUCOHBIM ILIAHOM.
CTyaeHT  JeMOHCTpUPYET  COOTBETCTBUME  3HAHWUN, YMEHHWH, HaBBIKOB
NPUBEJCHHBIM B  TaOJMUI[AX IOKa3aTesei, Omepupyer NpuoOpPEeTCHHBIMU
3HAHUSIMM, YMEHUSIMH, HaBbIKaMH, NPUMEHSIET UX B CHUTyalUsX IOBBIILIEHHON
cinoxxHoctd. [Ipm 3TOM MOryT OBITH [OINYyIIEHB HE3HAYUTEIHHBIE OIINOKH,
HETOYHOCTH, 3aTPyAHEHUS NPU AHAIUTUYECKUX OIEpalUsX, IEPEHOCe 3HAHUN U
YMEHUI Ha HOBbIE, HECTAHJAPTHBIE CUTYALUH.

Xopo1o

BrmoaeHsr Bce BUAbI yueOHOW paboThI, IPeAyCMOTPEHHBIE yUeOHBIM IIAHOM.
CryIeHT 1eMOHCTPUpPYET HEMOJIHOE, IIPAaBIIIBHOE COOTBETCTBUE 3HAHWH, YMEHHIA,
HABBIKOB IIPHUBEJCHHBIM B Ta0NUIAX MOKa3aTeleH, TN00 ecil IPH 3TOM OBLIH
JIOITYTIEHBI 2-3 HECYIIECTBCHHBIC OLTHOKH.

Y 10BJIETBOPUTENBHO

CTyIeHT IeMOHCTPUPYET COOTBETCTBHE 3HAHMI, B KOTOPOM OCBEIIICHA OCHOBHAS,
HanboJiee BaKHAS YacTh MaTepHalia, HO MPH 3TOM JIOMYIeHa OJ[HA 3HAYUTEIbHAS
omInOKa MM HETOYHOCTD.

HeynosnerBopurensHo

He BbimonHeH oauH wiu Oojiee BHAOB y4eOHOH palOOThI, NpeayCMOTPEHHBIX
yueOHbIM TuIaHOM. CTYAEHT AEMOHCTPHUPYET HEMOJHOE COOTBETCTBHE 3HAHUIA,
YMEHHH, HaBBIKOB NPUBEJICHHBIM B TaOJMIIaX MOKa3aTessiM, JOIMYCKaoTCs
3HAYMTENbHBIC OIIMOKHU, POSBIIAETCS OTCYTCTBUE 3HAHUH, YMEHUH, HABBIKOB I10
pAly TIOKa3aTesel, CTYAEHT WCHBITHIBAeT 3HAYMUTEIbHbIC 3aTPyAHEHHS HpH
OIIEPUPOBAHMH 3HAHUSAMHU H YMEHHAMH IIPH HX NIEPEHOCE Ha HOBBIE CUTYALHH.

7.3 OueHo4HbIe CpeaCTBA

7.3.1 IlpuMepHBI#i CIMCOK BONPOCOB sl M (pPepeHIHPOBAHHOIO 3a4eTa

1) HNudopmanmonHas 6e30macHOCTh U NPeCTYNHOCTh. [1oHATHS KNOEPIPECTYTHOCTH U
KHOEPIIPECTYTUICHUS

2) ®opMbl IPOTUBOACUCTBUS KHOEPIIPECTYITHOCTH.

3) HopwmaruBHO-paBOBBIE OCHOBBI HH(POPMANIMOHHOM Oe30macHocTH B Poccuiickoit

®enepaunu

4) MexayHapoaHOE COTPYIHUYECTBO B 00JIACTH 3aITUTHI HH(POpMaIIH,
MPOTHBOACHCTBUS KHOEPIPECTYTHOCTH.

OLIGHKa CTCIICHHU JOCTHMIXKCHUA
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5) IlpaBoBsle cTpaTteruu OOpbOBI ¢ KHOEPIPECTYITHOCTHIO: 0030p MEXKTYHAPOIHBIX,
pErnoHaNbHBIX U HAlIMOHANBHBIX MOJIENEH, UX B3aUMOCBSI3b

6) Kubepmnpectymienus B cucreme Ocobennoit yactu YK PO

7) Ilpectynnenus B cdepe KOMIBIOTEPHOM HH(OPMALMU: XapaKTEPUCTHKA COCTABOB

8) VYronoBHast OTBETCTBEHHOCTh 32 KUOEPIPECTYIJICHUSI B 3apyOEIKHBIX CTpaHax

9) TunuuHble cIOCOOBI COBEPIICHUS KUOEPIIPECTYIICHUI

10) MeToab! COKpBITHS aBTOPCTBA MPECTYIUIEHUS B ceTu MHTepHeT

11) Atpubyuus kubeparak. [Tonstre ncrounuka aeiictsuii B cetu aTepueT. Metoabt
aTpuOyIIH UCTOYHHUKA KHOepaTaKk

12) [lonarue noka3aTenscTB B uppoBoM Buje. Mcrounuku cOopa 10Kka3aTenbCTB B
uudpoBoM BUIE.

13) MeToab! KOMITBIOTEPHO-TEXHUYECKUX IKCIIEPTU3, UX TPABOBBIE OCHOBBI.

14) PaccnenoBanue kubepnpectymieHuil. ['ocynapcTBeHHbIE OpraHbl, OCYIIECTBISIONINE
paccienoBaHue KubepnpecTyruieHuil. MexxayHapoaHoe COTPYJHUYECTBO B
pacciieJoBaHUH KHOepIpecTyIIIEHUH.

15) MammHHOe 00y4eHHe U UCKYCCTBEHHBIN MHTEIJIEKT: HOBbIE PUCKU
MH(POPMALIMOHHOM 6€30MacHOCTH.

[Tpumep Ounera.

MUHUCTEPCTBO HAYKHU U BBICLIEI'O OBPA3OBAHM S POCCUMCKOM ®EIEPALIUNA
@OENEPAJIBHOE 'OCYJAPCTBEHHOE ABTOHOMHOE OBPA3OBATEJIBHOE YUPEXIEHUVE
BBICIHIET'O OBPA30OBAHUA
«MOCKOBCKHW MMOJUTEXHUYECKWI YHUBEPCUTET»
(MOCKOBCKMM MMOJIUTEX)

Kypc «IIpoTuBoaeiicTBre KHOEPIPECTYTHOCTI
3auer

buner Ne

Nudpopmanmonnas 0e30MacHOCTh U MPecTyMmHOCTb. [IOHATHS KHOEpIpecTymHOCTH U
KHOEPIPECTYTICHHUS.

[IpaBoBeie cTpaTerun OOpHOBI € KUOEPHPECTYHMHOCTHIO: 0030p MEXITYHAPOIHBIX,
PETHOHATIBHBIX M HAIIMOHAIBHBIX MOJIEIICH, NX B3aMMOCBS3b



