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1. Heamn, 3a1a4m ¥ NUIAHUPYeMble Pe3yJIbTATbI 00yUYeHH sl M0 TUCHHUIITIMHE

K 0oCHOBHBIM meJSIM OCBOCHHS TUCHUILTUHBI «MeEToNbl U CpelicTBa KpUITOrpaduueckoit
3alUThl HHHOPMALIUN) CIIEAYET OTHECTH:
- U3yYeHUE COBPEMEHHBIX METOJIOB M CPEACTB KPHUMTOTPahUICCKON 3aIUTH HHPOpPMAIHH
JUISL pelIeHus TpoOIieM 3aluThl HHPOpMAIUH.

K ocHOBHBIM 3a1a4aM OCBOEHUS TUCIUIUIMHBI «METOAbI U CpeAcTBa KPUNTOrpaduyecKoit
3alUThl UHHOPMAIIN» CIIETYyEeT OTHECTH:

- OBJIQJICHHE OCHOBHBIMHM KpPUINTOTpapUUECKUMH HWHCTPYMEHTaMH, HEOOXOIUMBIMH IS
HOCTPOEHHUS 3ALUIIEHHBIX HH()OPMALIMOHHBIX CUCTEM.
OOyuenne mo gucuuruiiHe «MeTolbl W CpeicTBa KpuUNTOorpapuueckor 3aliuThl MH()OpPMAIHI)
HarpaBJIeHO HAa (OPMHUPOBAHUE Y O0YUAIOIIUXCS CIEAYIOUINX KOMITETEHIIUMA:

KO}] N HAUMCHOBAHMUEC KOMl'[eTeHIII/Iﬁ I/IH}II/IKaTOpr JOCTUKCHUA KOMIIETCHIIUN
OIIK-9 Crioco6eH npUMeHSTh CpesicTBa NOIIK-9.1. 3Haet cpencraa kpunrorpapuyeckoi u
KPUNTOTpaQUUECKON ¥ TEXHUIESCKOH 3aIUThI TEXHUYECKOH 3aUThl HH)OPMAIIMH JJIST PEIICHUS
WHPOPMALIUH TSI PEIICHHS 33129 TPOPECCHOHANBHOW | 337124 IpoQecCHOHANBHOM NesITeIbHOCTH;
IeSITEeIILHOCTH HOIIK-9.2. YMmeeT npuMeHsTh CpeACcTBa

KpHOTOrpaduiecKoil 1 TEXHUYECKON 3aIlUThI
nH(OpPMAIMY ATt PEIleHHs 3314 TPO(eCCHOHATBHOI
JesATeIbHOCTH;

MOIIK-9.3. Bmageet cpeacTBaMu KpUNTOrpadUIeCKOM
¥ TEXHUYECKOW MH(OPMALMH UL PeLICHHS 3129
npodeCCUOHATBHOM e TEIbHOCTH

2. ]_[eJII/l, 3alavi U IVIAHUPYEMBIC PE3YyJbTaTbl oﬁyqum{ o TMCIOMIIJIMHE

JucuuruinHa « MeTobl U CpeacTBa KpUNTOrpapruecKoi 3aluThl MHOOPMAIIMN» OTHOCUTCS K
YuCy y4eOHBIX IuCHUILIMH Oyioka 1 oOs3atensHOM yactu (b1.1) ocHOBHOM 00pa3oBaTENbHOU
nporpammel (b1.1.19).

JucuyiuinHa B3aMMOCBS3aHA JIOTUYECKH M COIECPKATEIBHO-METOAUYECKN CO CIEAYIOIUMU
mucuuruinHamMu U npaktukamu OOIL: «Matematudeckuit aHanu3y», «JIuneitHas anre6pay», « Teopus
BEPOSATHOCTEH U MaTeMaTh4ecKasi CTaTUCTUKaY, «OCHOBBI MH()OPMAIIMOHHON 0€30I1aCHOCTI.

3. CTpykTypa u coaep:KaHue JUCHUIIUHBI

OO0mas TpyJ0€MKOCTh JUCIUIUIMHBI COCTABIAET 4 3a4eTHbIC eAMHUIEI (144 gaca).

3.1. Buasbl yueOHOii padoThbl U TPYA0EMKOCTh
(mo popmam oOyueHus)

3.1.1 Ounas dhopma oOydeHus

| Buj yueOHoi1 padoThI Cemectpbl




Ne KoaunuvectBo | Cemectp Henensn
n/n 4acos cemMecTpa
1 | AyauTopHble 3aHSATHSA 72 3 1-18
B ToMm uucie:
1.1 | Jlekun 4 3 -
1.2 | CemuHapckue/MpakKTUYECKUE 3aHITH - -
1.3 | JlabopaTopHbIe 3aHSTHSI 68 3
2 | CamocTtosiTeibHass padoTa 72 3 -
3 | IlpoMexyTOYHAsI aTTeCTAIUS
OK3aMeH 3 1o pacnucanuio
Hroro 144




3.2. TemaTu4eckuii NJIaH U3y4eHUsl AUCHUTINHbBI

(mo popmam oOyueHus)

3.2.1 Ounas popma obydeHus

TpynoeMKoCTh, Yac

AyautopHas padora
Ne Cemunap | JIaGop | Ilpakr Camoc
Pa3pennl/TeMbI TOSAATE
n/ CKHe/ | aTOpH | MYecKa
JUCUHMIJINHBI Bceero | Jlex JbHasl
n MpaKkTU4ie| bie b
185044 padoTt
CKHE | 3AHATH | OATOT | =
3aHATUSA s OBKa
Paznen 1. CummerpuuHsbie
1 60 - - 28 - 32
KPHUIITOCHUCTEMBI
1.1 | Tema 1. Uctopus pa3BuTUs 4 - - - - 4
Tema 2. OcHOBHBIE 3a/1a4u
1.2 . 5 1 - - - 4
COBPEMEHHOH kpunrorpaduu
1.3 | Tema 3. Knaccuduxkarus mudpon 4 - - - - 4
1.4 | Tema 4. Hludps! nepecTaHOBKU 8 - - 4 - 4
1.5 | Tema 5. IHIudpsl 3aMeHbI 12 - - 8 - 4
1.6 | Tema 6. lTudpsl raMMHpOBaHUS 8 - - 4 - 4
1.7 Tema 7. IlIoTOYHBIE CUCTEMBI ] i ) 4 i 4
G poBaHUs
1.8 Tema 8. biiounsle cuctemsl 12 i ) ] i 4
muGpoBaHUs
) Paznen 2. Acummerpuunbie 30 i 40 40
KPUIITOCHUCTEMBI
21 Tema 1. Marematrueckue OCHOBBI 18 > 3 ]
KpUnTorpaduu ¢ OTKPHITHIM KIIOYOM
29 Tema 2; OTkpBITOE pacnpeeneHue 6 i 4 )
KITF0uei
23 Tewma 3. Cuctembl mudpoBanus ¢ 12 i ] 4
OTKPBITHIMHU KIIIOYaMH
24 Tema 4. Kpunrorpadus Ha 12 i 4 g
AIUTUNITUYECKUX KPUBBIX
25 Tema 5. DnekTpoHHBIE IIUPPOBHIE 16 i i ] i ]
MOAMKUCH
26 Tema 6. (;TaHIIapTLI IU(pPOBBIX 16 i ) ] i ]
nojmnucei
2.7 | Tema 7. KBanToBas kpunrorpadus 3 1 - - - 2
Htoro 144 4 68 72
3.3. Conep:kanue TUCUMIIIIMHBI
Pazgea 1. CuMmMeTpUYHbIE KPUIITOCUCTEMBI.
Tema 1.1. VcTopus pa3Butus Kpunrorpadum.
OcHoBHble TpeOoBanuss Kk muppam. IloHarue kpunrorpapuueckodl  CTOMKOCTH.

Cosepuiennsie mudpsl. Konnenuus n30bTOYHOCTH HH(POPMALIHH.
Tema 1.2. OcHOBHBIE 33124 COBPEMEHHOI KpunTorpapuu.
Kondunenmmansaocts. LlenoctHocTh. AyTeHTH(UKauUsA. YrpaBieHue kiarodaMu. Cxembl

pasJieNieHust CeKpeTa.




Tema 1.3. Knaccudukarus mmdpos.
Knaccudukanuss muppoB mo pazauyHbIM Tpu3HakaM. DopmalibHbie MOJICIU MHUPPOB.
MaremaTHuecKre MOJIeTTH OTKPBITOTO TEKCTA.

Tema 1.4. [1Iudps! nepecTaHOBKH.
[udpsr BepTHKanbHOM nepectanoBkH. b per MmapmpyTHOH nepectaHoBKH. [ToBOpOTHBIE

pemetkn. Cerp @eiictens. Iludpsl mnepecTaHOBKH. DIEMEHThI KpUITOAHAIM3a IIHQPOB
MEPECTaHOBKHU.

Tema 1.5. [1Iudps! 3ameHbI.

Mudpsr mpoctoit  3amensl. Kpunroananus mmdpoB mnpocroir 3amensl. [Hugpsr
MHOTO3HAYHOW 3aMEHBI.

Tema 1.6. [1ludps raMmmupoBanus.
OnnopazoBsiii 610kHOT LllenHona. I'ammupoBanue I'OCT P 34.13-2015 mno anropurmy

Marma (I'OCT P 34.12-2015).

Tema 1.6. IloTounbie mudpsbI.

Peructpsl casura ¢ oopatHo# cBs3bio. CkpemOepsl. MeToIbl paHIOMHU3AIMHA COOOIEHUH.
[Morounsie mmppcucremsl. [Ludper AS/1 u AS/2.

Tema 1.7. biounsie cucTemMbl MUGPOBAHUS.

Koncrpykuun @etictens. Anroputmbl OnouHoro mmdpoBanus. Pexxumsl mmdpoBanHus

6mounbix muppos. 'OCT P 34.13-2015, T'OCT 34.13-2018. brounsle cucreMbl HIHQpPOBAHUS.
Anroputmbl mudpoBanus DES u AES. Anropurmser mmudpoanus 'OCT 28147-89, TOCT P 34.12-
2015, T'OCT 34.13-2018.

Pa3zpnen 2. AcumMMeTpHYHbIe KPUIITOCHCTEMBI.

Tema 2.1. MaremaTuyeckre OCHOBbI aCHMMETPUYHOM KpunTorpadum.

HenpepoiBable 1pobu. MynbTumnukaTuBHble (QyHKIuH. CpaBHEHHE LENbIX YHCEN I10
MoAyJr0. Pelienne cpaBHEHUI NIepBOM cTeneHu. [ pymibl, KOJblia, KOHEYHBIE TTOJIS.

DJUIMNTUYECKUE KpPUBbIE HAJ KOHEUHBIMM NOJSAMHU.  ODJIEMEHThl TEOpUM YHCEN U
anredpandyeckoil reoOMeTpUH. DJUTMIITUYECKUE KPUBbIE HaJl KOHEYHBIMU MOJISIMHU.

Tema 2.2. OTKpbITOE pacnpeaesieHue KIHYeH.
Cxema [{updu-Xenmmana.

Tema 2.3. Cuctemsl MHUPPOBaHUSA C OTKPHITHIMU KIIFOUAMHU.
HIudp RSA. Kpunroananus mmdpa RSA. [udp El Gamal.

Tema 2.4. Kpuntorpadus Ha SJTUITHYECKUX KPUBBIX

[Mpunmun pabotsl mudpcuctembl. KpuntocToiikocTs mmdpcucTeM Ha SITHITHYECKUX
kpuBbIX. Kpunrocucrema ECC ¢ ncnosnbp3oBaHreM aOCIMCCHI TOUKHU.

Tema 2.5. DnekTpoHHbIE TUPPOBbIE MOAMHCH.

MexaHu3M IEeUCTBUS JIEKTPOHHOM ITUGPOBOM MOITUCH

Oynkiun  xsmmMpoBaHus. KpunroaHanau3 OJHOCTOPOHHUX X3II-(GYHKUMH. AJNTOPUTMBI
dpoBoit noanucu. Anroputmsl udposoit noanucu RSA u EGSA.

Tema 2.6. CtanaapTsl HUGPOBHIX MOAMUCEH

Anropurmsl dposoit nogmucu DSA, ECDSA u 'OCT P 34.10-94, -2001 u -2012, TOCT
34.10-2018.

Tema 2.7. KBantoBas kpunrorpadusi.

3.4. TemaTuKa CEMUHAPCKUX/MIPAKTHYECKUX M J1a00PATOPHBIX 3aHATHH

3.4.1 CemuHapcKue/IpaKTUYECKUE 3aHATUS



He npedycmompenwt npoepammoii.

3.4.2 JlaGopaTopHbIe 3aHATHS

Tema 1. CummeTpruyHBIE KPUITOCUCTEMBI.
JlabopaTtopHast padota 1.1. llIudpsl 04HO3HAYHON 3aMEHBI.

Hughpvr npocmoti 00Ho3HaunoU 3amenvl: Amoaw, wugp Lesaps, wugp [orubus.
JlabopartopHnas padota 1.2. lludpsl MHOTO3HAYHON 3aMEHBI.

Hlugppvr Tpumemus, benazo, Buscenepa.
JlaGopatopHas pabota 1.3. IIoBOpOTHBIE PELIETKH.

Pewemxa Kapoano.

JlaGopatopnas pabota 1.4. IlIndpsr nepecTaHOBKY.
HIugpor 6epmuranvrol nepecmanosku. LLlughpvl mapupymuotl nepecmaHosKu.

JlaGopatopnas pabota 1.5. IlInudpst 6104HOI 3aMEHBI.
Mampuunoui wiugp. Llugp Insiigepa.
JlaGopatopHas pabota 1.6. [LIndpsl raMMupoBaHus.

Oonopaszosviii bnoknom Lllennona.

JlaboparopHnas padota 1.7. [lorounsie mudpsl.

Hlugppor A5/1 u A5/2.
JlaboparopHnas padota 1.8. KomOunannoHHsie mudpsl.

T'OCT P 34.12-2015 Maema u Kysneuuk, I'OCT 28147-89, AES.
Tema 2. AcUMMETpPUYHbIE KPUIITOCUCTEMBI.

JlaboparopHas padota 2.1. MaremaTtnyeckue OCHOBBI KpUNTOTPA(QHUH C OTKPHITHIM KIIFOYOM.
Henpepuignuvie opobu. Mynvmuniuxamuenvie ¢Qynxkyuu. CpasHenue yenvix uucen no

Mmooynio. Pewenue cpagnenuti nepgoui cmenenu. I pynnoi, Koavyd, KoHeuHvle noJs. DNiunmudeckue
Kpusbie Ha0 KOHeYHbIMU NOAAMU. DIAUNMUYEcKUue Kpugble Ha0 KOHEUHbIMU NOAAMU.
JlaboparopHas padota 2.1. AcummeTpruYHbIE IHUPPBHL

Aneopumm [ughgpu-Xenmana, llugpp RSA,

Hlugpp El Gamal. Kpunmocucmema ECC ¢ ucnonvzosanuem abcyuccol mouxu.

JlaGopaTopHas pabota 2.2. AITOpUTMbI HU(PPOBBIX TOMUCEH.

Aneopummur RSA, EGSA.
JlabGopaTtopHnas pabota 2.3. CtanaapTsl HUGPOBOM MOIIUCH.

Aneopummot yugposoti noonucu I'OCT P 34.10-94 u TOCT P 34.10-2012.
JlaGopaTtopHas pabora 2.4. OOMeH Kirouamu 1o aaroputmy Juddu-Xenmmana.

3.5. TemaTuka KypcOBbIX IPOEKTOB (KypPCOBBIX padoT)

He npedoycmompensi npocpammoll.

4. Y4ueOHO-MeTOAUYeCKOe M HHPOPMALIMOHHOE o0ecreuyeHne

4.1. HopmatuBHblie 10KyMeHTbI 1 'OCThI

1. denepanpnniii 3ak0H oT 06.04.2011 N 63-®3 (pen. ot 11.06.2021) «O06 »>IEKTPOHHOU
IO IITHACIDY Texcr: DJIEKTPOHHBIN // Texakcrepr: [caiiT].— URL:
https://docs.cntd.ru/document/902271495 (mata oopamenus 15.03.2021);

2. TOCT P 34.10-2012 Hudpopmanmonnass texnosorus. Kpunrorpadpuueckas 3amura



https://docs.cntd.ru/document/902271495
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undopmaruu. Ilpomeccel GopMupoBaHHS W TPOBEPKH AJIEKTpOHHOM mudpoBoi Information
technology. Cryptographic data security. Generation and verification processes of electronic digital
signature: Haunonaneueiii crangapt P®: Been. 01.01.2013: -M.: Crangaptundopm, 2018. -URL:
https://docs.cntd.ru/document/1200095034 (nata obpammenus 15.03.2021).- TekcT: 3IeKTPOHHBIN.
3. TOCT P 34.11-2012 HMudopmarnmonHass TexHojorus. Kpunrorpadpuueckas 3amura

undopmaruu. Oynkuus xsmupoanus Information technology. Cryptographic data security. Hash-
function: Hanmmonanehuseiii crangapt P®: Been. 01.01.2013:- M.: Craamaptundopm, 2013.- URL:
https://docs.cntd.ru/document/1200095035 (naTta o6pamenus 15.03.2021).- TekcT: 37EKTPOHHBIH.

4. TOCT P 34.12-2015 HWupopmanmonnas texHosorus. Kpunrorpapuueckas 3amura
uHpopmauuu. brnounsie mudps:: Hauumonansueiit crangapt P®: Beex. 01.01.2016:- M.:
Crangaptundopm, 2015.- URL: https://docs.cntd.ru/document/1200121983  (mara oOpamieHus
15.03.2021). - TekcT: 3MeKTPOHHBIH.

5. TOCT P 34.13-2015 Wudopmanmonnass texHomorus. Kpunrorpaduueckas 3ammura
uHpopmauuu. Pexumel pabotel Onousbix mudpos: nformation technology. Cryptographic data
security. Modes of operation for block ciphers: Harmmonanensiii crangapt P®: Been. 01.01.2016:-
M.: Crannaptundopm, 2015.- URL:https://docs.cntd.ru/document/1200121984 (mara oOpaiieHus
16.03.2021).- TekcT: 3JIeKTPOHHBIH.

I'OCT 19.701-90 Ennnas cuctema nporpaMMHOM 1oKyMeHTaluu. CXeMbl arOpUuTMOB, IPOrpamm,
JTaHHBIX U cucteM. MexayHapoausiit ctannapt.: Beea. 01.01.1992. — 'ocynapcTBeHHBIN KOMUTET
CCCP no BeluncauTenbHol TexHuke U uudopmatuke. [lepenznan — susaps 2010.

4.2. OcHOBHAas JHUTEpPaTypa

1. Byrakoa H.I'., ®enopo B.H. Kpunrorpadpuyeckume MeToAbpl M CpPEICTBAa 3aIHUTHI

uHdopmaruu: ydeOHoe mocoouwe. M3manume 2-e, ucmnpaBieHHoe W mponojHeHHoe. — CII6: UII
«Mutepmennar, 2020. — 380c. — ISBN 978-5-4383-0210-0.
2. byrakoa H.I'., Cemenenko B.A., ®emopoB H.B. Kpunrorpaduueckas 3ammra

uHpopManuu: yaebHoe nmocodue mig By3oB. — M. : M3n-Bo MI'Y, 2011 . — 316 c. - ISBN 978-5-
2760-1503-3

3. byrakoBa H.I'., ®enopo B.H. Kpunrorpadpuyeckune MeTombpl M CpeICTBAa 3alIHUTHI
uHpopmaruu: yuebHoe nmocodue. — CII6: UL «MaTepmenna», 2016. — 384c. — ISBN 978-5-4383-
0135-6. Hoctyn K AIEKTPOHHOMN BEPCHUU KHUTU OTKPBIT Ha caiire
https://elibrary.ru/item.asp?1d=28331738.

4.3. JonoHuTEIbHAA JIUTEPATYPA

1. BBenenue B kpunrorpaguueckyo 3ammry uHpopmaruu o0bexToB: yueonuk 1 CI1O /
C.H. Unbunsix, C.I'. Amtommmna, T.W. Kanunakuna [u ap.]. - M.: KT MTYCH, 2021. - 276¢c. —
Texcr : anexTpoHHbIH // JIaHb : 3MeKTpoHHO-0MbOIMoTeuHas cuctema. — URL:
https://reader.lanbook.com/book/215231

2. Kopnauenko A. A. Kpunrorpaduueckue npoTokosisl : yued. mocooue / A. A. Kopuuenko, M.
JI. I'myxapes. — CI16 : ®T'bOY BO II'VIIC, 2020. — 74 c. — ISBN 978-5-7641-1509-2. — TekcrT :
9JIeKTpOHHBIH // JlaHb : anekTpoHHO-OnbnmoreyHas cucrema. — URL:
https://reader.lanbook.com/book/191009

3. Epmakoga, A. }O. Kpunrorpaduueckue meto sl 3ammthl nHpopmamnuu / A. FO. Epmakosa. —
M. : MUPDA - Poccuiickuii TexHonornyeckuil yuusepcuret, 2021. — 172 c¢. — Teker :


https://docs.cntd.ru/document/1200095034
https://docs.cntd.ru/document/1200095035
https://docs.cntd.ru/document/1200121983
https://docs.cntd.ru/document/1200121984
https://elibrary.ru/item.asp?id=28331738
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3JIEKTPOHHBIN // JIaHb : aeKTpOHHO-O0nOMMoTeuHas cucrema. — URL:
https://reader.lanbook.com/book/176563

4. Urnatees E. b. 3anmmra nadopmanum: KpunToaIropuTMbl XeIIUPOBaHU: yueOHoe mocodue
st By3oB / E. b. Urnatees. - Cankrt-IletepOypr: Jlans, 2023. - 264 c. — TekcT : 31IeKTpOHHBIH //
Jlanb : anekTpoHHO-OMOIMoTeuHas cucrema. — URL: https://reader.lanbook.com/book/311792

5. OBunHHUKOB, A. A. Kpunrorpaduueckrue MeTo il 3aiuThl HHGOpManuu: YueOHoe
nocobue / A. A. OBunnnukoB. — CII6 : Cankr-IlerepOyprckuii rocy1apcTBEHHBIN YHUBEPCUTET
a’pokocmudeckoro npudopocrpoenus, 2021. — 133 ¢. — ISBN 978-5-8088-1591-9. — Texkcr :
9JIeKTpOHHBIH // JlaHb : 3nekTpoHHO-O0nbnmoreyHas cucrema. — URL:
https://e.lanbook.com/book/216491

4.4. JeKTpOHHBbIE 00pa30BaTe/IbHbIEC PECypPChI

1. ByrakoBa H.I'. Kpunrorpadudeckue MeTopl 3amuThl HHOOPMAIUHA. DIEKTPOHHBIH
00pa3oBaTeNbHBIHI pecypc. MockoBCKui [Tonurex, 2020 -
https://Ims.mospolytech.ru/course/view.php?id=2518.

2. byrakoBa  H.I'.  IlporpammupoBanune  KpuUnTOrpauUyecKux  ajaropuTMOB.
DONeKTpoHHBIM  oOpa3zoBarenbHbIi  pecypc.  MockoBckuit  Ilomurex, 2020 -
https://Ims.mospolytech.ru/course/view.php?i1d=8378&

4.5 JIuneH3noHHOE ¥ CBOOOHO pacnpocTpaHsieMoe IPorpaMMHOe o0ecrieyeHune

1. Onepanmonnas cucrema Microsoft Windows ot 7 Bepcuu u Bbiie; Microsoft Office mim Open
Office, 6paysep (Firefox/Google Chrome /Explorer).

4.6 CoBpeMeHHbIe IPo(eccHOHAIbHBIE 0a3bl TaAHHBIX U HH(POPMALIMOHHBbIE
CIIPaBOYHbIE CHCTEMbI

1. eLIBRARY.RU: Hayunas snexkrpoHHast 6ubiuoreka: cat. - Mocksa, 2000 -. - URL:
https://www.elibrary.ru (nata o6pamenus: 16.03.2021). — TekcT: 31EeKTPOHHBIH.

2. JIAHbB: snextponHo-610OMMOTeYHAst cucTema: caidT. — Cankr-IlerepOypr,2010 -. - URL:
https://e.lanbook.com (mara obpamenus: 10.03.2021). - TeKCT: 37€KTPOHHBIM.

3. ®CTOK Poccun: I'ocymapCTBEHHBINH peecTp CepTUPHUIMPOBAHHBIX CPEICTB 3aIIUTHI
uHpopmanmu. — Mocksa, 2014. - . - URL: https:/fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii (mata oOpamenus: 10.03.2021). -
TeKCT: AIEeKTPOHHBIN.

4. bubmmorpadudeckas u pedeparuBHas 0a3za TaHHBIX HAYYHOW MEPHOIAMKH «Scopusy -
WWW.SCOpUS.COMm.

5. Caiit ®enepanbHoii ciyx0b1 6e30omacHocTr Poccun (PCh Poccun). -http://www.fsb.ru.

6. Caiit @enepalbHON CIyKObl IO TEXHUYECKOMY M 3KCHOpPTHOMY KoHTpoito (PCTOK
Poccun). - http://www.fstec.ru.

7. IlopTan TeXHUYECKOT0 KOMUTETA MO CTaHJApTU3ALNH «3auTa HHQOpMaIumy. —
http://tk.gost.ru/wps/portal/tk362



https://lms.mospolytech.ru/course/view.php?id=2518
https://lms.mospolytech.ru/course/view.php?id=8378&
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii
http://www.scopus.com
http://vpo.pk.mesi.ru/www.fsb.ru
http://www.fstec.ru
http://tk.gost.ru/wps/portal/tk362
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8. VIHdhopmaunoHHO-aHaNUTUYeCKni WHTepHeT-nopTan 1ISO27000.ru. -
http://www.1s027000.ru/.

5. MarepuajbHO-TeXHHYECKoOe o0ecreyeHue

Jlnsi mpoBeeHUs BCEX BHJOB 3aHATUH HEOOXOIUMO MPE3CHTAIlMOHHOE O00O0pYI0BaHUE
(MyJIBTUMEIUHHBIN IPOEKTOP, HOYTOYK, SKpaH WJIM UHTEPAKTUBHASL JOCKA) — 1 KOMIUIEKT.

Jlnsi IpOBEJICHUsT MPAKTHUECKUX 3aHATHH HEOOXOAMMO HAJIMYHE KOMITBIOTEPHBIX KIIACCOB,
000pyIOBaHHBIX COBPEMEHHOW BBIYMCIUTENBHON TEXHUKOH M3 pacueTa OAHO pabodee MECTO Ha
OJIHOTO 00y4aeMoro.

6. MeToanyecKkue peKOMEHIalMU
6.1 MeToanuyeckue peKoOMeHIAUNM J1JIs1 IPENoAaBaTe/Isl 10 OPraHUu3anun 00ydeHUust

[Ipy moaroTtoBke K a0OpaTOpHBIM padoTaM CienyeT MpeaBapUTEeNIbHO MpopadoTaTh
TEOPETUYCCKHIA MaTEpUAIT 3aHSTHS, IPEIYCMOTPEB €ro MoAavy TOYHO B OTBEIACHHOE JIJIsl 3TOTO BPEeMs
3aHSTHS.

IIpu npoBeieHNH 3aHATHUA CIIEyeT KOHTPOJIMPOBATH [I01a4y MaTepUalla U pelieHue 3aJaHui
C Y4ETOM y4eOHOT0 BPEMEHH, OTBEACHHOTO JIJIsl 3aHSATHS.

[Ipu mnpoBepke pabOT M OTYETOB CIEAYET YUUTHIBaThb MPAaBUIBHOCTb BBIOJIHEHUS
1abopaTOPHBIX padOT HA BCEX ATamax.

6.2 MeTounquRne YKazaHusd IJis oﬁyqamumxcn 10 OCBOCHHUIO M CIIUIIJINHBI

W3ydenue TUCIUIUIMHBI OCYIIECTBIISIETCS. B CTPOIOM COOTBETCTBHH C II€TIEBON YCTAaHOBKOH B
TECHOM B3aMMOCBSI31 Y4eOHBIM T1aHOM. OCHOBO TEOPETHUECKOM MTOJATOTOBKH CTYICHTOB SIBIISTIOTCS
JeKyuu.

B mnpomecce camocTosiTenbHOM pabOThl CTYIAEHTHl 3aKpEIUISIOT U YIrIyOJnsioT 3HaHMS,
MOJyYeHHBIE BO BpeMsl ayAMTOPHBIX 3aHATHHA, JOpaOaThHIBAIOT KOHCIEKTHI JIEKLUH, TOTOBATCS K
9K3aMEeHY, a TaK)Ke CaMOCTOSITENIbHO U3y4aloT OTJENIbHbBIE TEMbl YUEOHOM MPOrpamMMmBbl.

JIaGopaTtopHble pabOTBl MPOBOIATCS MO HamOolee BaXKHBIM TeMaM JUCIUILIUHBL.
OcyuecTBisieTcs 3aKperyieHHe 3HaHUM, IMOJIYYEHHBIX CTYIEHTaMH Ha JIEKIUSAX U B IpoLecce
camMocCTosATeNIbHOW paboThl. Oco0oe BHMMaHuE oOpamiaercs Ha pa3BUTHE YMEHMH M HaBBIKOB
YCTAaHOBJICHUSI CBSA3M IMOJIOXKEHUH TeOopuM C Mpo(ecCHOHATBbHON AesTeNbHOCThIO OyIyIiero
cnenuanucta no UMb. JlabGopaTopHble pabOTHl MPOBOIATCS IO TEOPETHUECKUM M IMPOOIEMHBIM
Boripocam Mb. JlabopaTopHbie paGoThl MpeArojiaracT TBOPUYECKHE NHUCKYCCHH, aKTUBHBIH OOMEH
MHEHHUSMHU 110 TIOCTAaBJICHHBIM BOMpOCaM, 3aciylIMBaHWE M OOCYXJEHHE [OKIAJ0B IO
peI0KEHHBIM IIPETIOAaBaTeNIEM TEMaM.

BaxxHbIM 0OCTOSATENLCTBOM SBISIETCS MPHUBICYCHUE BHUMAHMS CTYIEHTOB K 00CYXIaeMoi
npobiieMe, CTUMYJIMPOBAaHME HWHTEpeca K HeW M OpraHu3alus aKTHUBHOTO OOCYKIEHUS, Kak
CTPYKTYpPBI NPOOJEMBI, TaK U COCTaBJIOMIMX ee Haubojee akTyalbHbIX TeM. [ MOBBIIEHUS
3¢ (}eKTUBHOCTH TMpOBEACHUSA 3aHATUS Tpedyercs MpeaBapuTeibHas IOATOTOBKA BCEX €ro
YYaCTHUKOB. B 3Tol CBA3M peKkoMeHIyeTcsi 3a0llarOBpeMEHHO (He MeHee, YeM 3a HEJEIIO)
OTIOBECTUTH CTYJIEHTOB O TEeM€ 3aHATHUS, JaTh NEPEeUeHb JUTEPATYphl IO TeMe, Ha3HAUUTh U3 YHCia
CTYACHTOB JOKJIQAYUKOB U COJOKIIATUNKOB.


http://www.iso27000.ru/
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[Ipu nmpoBeneHun 1a60paTOpHOI pabOTHI IPENOAABATENb BBIIIOJIHSAET, B OCHOBHOM, (DyHKIIUU
BEIYIIETrO - CJICAUT 32 PErIaMEHTOM BPEMEHH, NOMOTaeT YTOYHUTH (HOPMYITHPOBKH, 0000IIaeT
pe3ynbTaThl AUCKYCCUH, MOJBOAMT UTOT 3aHATHIO B 1edoM. [Ipu BBICOKOM ypOBHE MOATOTOBKH
CTYJIEHYECKOW IPYIIBI OTACTbHbIC (PYHKIIMH BEIYIIEr0 MOXXHO MOPYYUTh OJHOMY M3 CTYJIEHTOB. B
cily4ae HeoOXOJUMOCTH, MpernoiaBaTeib OKa3blBaeT eMy MOJACPKKY, a MPU MOJABEACHUU UTOTOB -
JaeT OIEHKY paboTe BEAYIIETO.

AkTuBHasi paboTa cTyneHTa Ha J1a00opaTOpHOIl paboTe y4MUTHIBACTCS MPU ONPEICICHUU
WUTOTrOBOM OLIEHKH €r0 3HAHUM MO JTUCLUIUIMHE HA dK3aMEHE.

CamocTtosTenbHass paboTa CTYACHTOB IMPEAINOJIaraeT M3yuYeHUE TEOPETHUECKOro U
MPaKTUYECKOr0  Marepuaja MO aKTyalbHbIM  BONpOCaM JUCHUIUIMHBL — Pexomengyercs
CaMOCTOSITENIbHOE H3yueHUEe Y4YeOHONW M HAay4YHOW JMTepaTypbl, HCIOJIb30BAaHUE CIPABOYHOMN
JUTEPATYPHI U JP..

[Ipu BhIgaue 3a1laHUil HA CAMOCTOSITENIbHYIO paboTy HcHoib3yeTcs nuddepeHInpoBaHHbINA
noaxo K cryaeHTam. [lepe/ BIMOTHEHUEM CTYI€HTAMH CaMOCTOSITEIbHOM BHEAY IUTOPHON PaOOTHhI
IpernoAaBaTesb MPOBOJUT HHCTPYKTAXK MO BHIINOJIHEHHUIO 3aJaHHsI, KOTOPBIN BKIIIOYAET: 1I€Jb 3/1aHus,
€ro coJiep>KaHue, CPOKH BBITIOJTHCHHUS, OPUCHTUPOBOYHBINH 00beM pabOThl, OCHOBHBIC TPEOOBAHUS K
pe3ynbTaraM paboThl, KpUTEPUH OLICHKH. B mpoliecce MHCTpyKTaXka MperoaaBaTesb Mpeaynpexaact
CTYJICHTOB O BO3MOXHBIX THIMYHBIX OINMOKAX, BCTPEYAIOIIMXCS IPH BBIMOJIHCHUU 3a/IaHUs.
HHCcTpyKTa)x MPOBOAMTCA MperojaBaTeieM 3a cueT 00beMa BPEMEHHU, OTBEJACHHOIO Ha H3yuYeHUe
JUCITUTUIAHBI.

Texymuit KOHTPOJIb OCYIIECTBIISIETCA HA PAKTUUECKUX 3aHATHIX, IPOMEKYTOYHBIA KOHTPOJIb
OCYILIECTBIISIETCS] HA DK3aMEHE B MUCbMEHHOM (YCTHOH) hopme.

CamocTtosaTenbHas paboTa OCyIIECTBISETCS HHINBUYaBHO.

KoHTpoab camocTosTensHOM paboThl OpraHu3yeTcs B ABYX (opMax:

®  CaMOKOHTpPOIb M CAMOOIICHKA CTY/ICHTA;

®  KOHTPOJIb CO CTOPOHBI MpernoAaBaTeseH (TeKYImUid U TPOMEXKYTOUHBIN ).

Tekyuuit KOHTPOJIb OCYILIECTBIISAECTCS HA MPAKTUYECKUX 3aHATHUSAX, TPOMEXKYTOUHBIA KOHTPOIb
OCYIIECTBIISICTCA Ha SK3aMEHE B MUChbMEHHOM (yCTHOI) opme.

Kputepusmu o1ieHKH pe3yIbTaTOB CAMOCTOSTENILHON pabOThI CTYACHTA SBISIOTCS:

®  ypOBEHb OCBOEHUS CTYACHTOM Y4eOHOro MaTepuana;

®  yMEHHUS CTYJCHTA UCIOJb30BaTh TEOPETUICCKUE 3HAHUS TIPH BHITIOJTHEHUN MTPAKTUYECKHUX

3azay;
® c(hOpMUPOBAHHOCTH KOMIIETEHLINH;
e odopmieHHEe MaTeprasa B COOTBETCTBUU C TPEOOBAHUSIMH.

7 ®OHJ OLEHOYHbIX CPEACTB
7.1 MeToabl KOHTPOJISI M OLICHUBAHUSA Pe3yJIbTATOB 00y4YeHHs

B mporecce 00yueHUsT HCIIONB3YIOTCS CIEAYIONIUE OIEHOYHBIC (DOPMBI CAMOCTOSATEIHHON
paboThl CTY/IEHTOB, OLIEHOYHBIE CPEJCTBA TEKYIIErO0 KOHTPOJS yCIEBAEMOCTH U MPOMEKYTOUHBIX
aTTeCTaIlHi:

- MpoBeJcHUE JIA0OpaTOpHBIX palboT (MPAKTHUYECKUX 3aHATUH C HCIOJIb30BAHHEM
CIIEUTEXHUKN) U UX 3alIUTA;

- CaMOCTOsITeNIbHAS MTOATOTOBKA U MPOBEJICHUE IPE3CHTAIUMI 110 TeMaM JUCHUTUIUHBI

- DK3aMCH.

7.2 lllkajsa u KpUTEPUHU OLIEHUBAHUS Pe3YJIbTATOB 00y4YeHU
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Ilokazarenem OLICHUBaHUA KOMHGTCHHI/Iﬁ Ha pa3jIM4YHbIX 3Tallax ux (bOpMHpOBaHI/IH ABIIACTCA
JOCTHIXKCHHC 06y‘laIOIJ_II/IMI/ICSI IIaHUPYEMBIX PE3YJIbTATOB 06yquI/1;1 110 JUCHUITIIMHE.

OIIK-9 CrnocodeH npuMeHATh CpeACTBa KpUNTorpagpuyeckoil 1 TeXHNYECKOH 3a1uThl HHGoOpManuu 1Jis
peueHusi 3aa4 NpogecCHOHAILHOM 1eATeJIbHOCTH
KpuTtepuu oueHnBanus
Hoka3zatenn
2 3 4 5
3HATh: OO0yuaronuiics OO0yuatomuiics OO0yuaromuiics OOyuaronuiics
cpeacTBa JIEMOHCTPUPYET JEMOHCTPUPYET JIEMOHCTPUPYET JEMOHCTPHUPYET
Kpurtorpaguyeckol | MoJHOEe OTCYTCTBHUE | YaCTUYHOE 3HAHHE MIOJTHOE 3HAHUE MIOJTHOE 3HAHWE
3aIIUTHI WM HEZOCTATOYHOE | CPEACTB CpencTB cpeacTB
HHPOPMALIUH JUTS 3HAHHUE CPEIICTB Kpunrorpaguyeckord | Kpunrorpadu4ecko | Kpumrorpaduuec
pelIeHus 3a1aq KpUnTorpaguyecko | 3aiuThl HHGOpMauu | i 3aIIuThl KO 3aIuThI
poeCCHOHATBHOMN 1 3aIIHTHI JUTSA pelIeHUs 3a1ad HHPOPMALIUH IS nHpOpMAIHN
JIeSITEeNBHOCTH, wHpOPMALIAN IS po¢eCcCHOHATFHON pelIeHus 3a1a4 JUTS PEUICHUS
peuIeHus 3anaq JeSITeTHHOCTH. mpoeCCHOHANBHO | 33134
npodeccuoHanbHON | McmbIThIBaeT W AeSITeNBbHOCTH, po¢eCCHOHATh
JeSITETTFHOCTH; 3aTpyOHEHUS IPH HO JOyCKaeT HOM
OTIepUPOBAHUH HE3HAYNTENIbHBIC JeSITebHOCTH.
TePMUHAMH U OLHOKH, CgobonHO
[MOHATUSAMU HETOYHOCTH Olepupyer
TEPMHUHAMH U
MTOHATUSAMHU.
Homyckatorcs
HE3HAYUTEIFHBIC
HETOYHOCTH
YMeEThb: OOyuaronuiics He OO0yuaromuiics OO0yuaromuiics OOyuaronuiics
MPUMEHATEL CPEACTBA | YMEET U B JIEMOHCTPUPYET JIEMOHCTPUPYET JEMOHCTPUPYET
KpurnTorpadguieckold | HeJOCTATOYHOM YacTHYHOE yMEHHE MIOJTHOE YMEHHE MIOJTHOE yMEHHE
3aIIUTHI CTEINIeHU YMeeT MPUMEHSATH CPEIICTBA | TPUMCHSTH MIPUMEHSTh
HHPOPMALIUY IS MIPUMCHSTh Kpunrorpaguyeckod | cpeacrBa cpeacTBa
pelIeHus 3a1aq cperncTBa 3amuTE HHpOpMAMK | KpHUITOrpaduvecko | Kpumrorpadmuec
poeCCHOHATBHOMN KpUNTOTPaQUUIecKo | IUTS PEeIICHHS 3a1ad 7 3aIIUTHI KO 3aIuTHI
JIeSITENBHOCTH, 1 3aIIHATHI po¢eCcCHOHATFHON HHPOPMALIUH TS nHpOpMAIHN
nHpOPMAIIAN IS JeSITeTbHOCTH. petmeHus 3a1aq JUTS peTIeHUs
permeHns 3aga4d JHomyckarores npodeCCHOHANBHO | 33134
po¢eCCHOHANTBFHON | 3HAYUTEIHHBIC i IeATeTbHOCTH. po¢eCCHOHATh
JIeATeIbHOCTH OINOKH JonyckaroTcst HOM
HE3HAUYUTCJIIbHBIC JACATCIIBHOCTH.
OLINOKH, Homyckatorcs
HETOYHOCTH HEe3HAYHUTENIbHbIC
HETOYHOCTHU
BJIA/IETh: OO6yuatomntmiics He OO6yuatomtmiics OObyuaronmiics Obyqatommiics
HHCTPYMEHTaMHU yMEeT I B JEMOHCTPHPYET JIEMOHCTPHUPYET JEMOHCTPHPYET
KpurnTorpaduueckoll | HeJIOCTATOUHOM YaCTUYHOE YMEHUE MOJTHOE YMEHHE MOJIHOE yMEHHe
3allUThI CTCIICHU YMECT HCIIOJIB30BAaTh HUCIIOJIB30BATh HCIIOJIB30BAaTh
nHpopManuu st UCIIOJIb30BaTh cpeacTBa cpeacTBa CpeacTBa
pemeHus 3a1a4 cpezacTBa Kpunrorpaguyeckod | Kpunrorpaguyecko | Kpunrorpadpuuec
npodeccroHaNbHON KpHUNTOrpagu4yecko | 3amuThl HHGOPMAUK | W 3aIUTHI KO 3aIuThI
JIeSITEIIEHOCTH. 1 3aIIUTHI JUTS PELICHUS 3a71a4 HHPOPMALIUY TS uHpOpMAIHU
nHPOPMAILIAHU JITIS mpo¢eCCHOHATEHON peleHus 3a1a9 JUTSL PEeUICHUS
penIeHus 3amaq JESITETHHOCTH. npoeCCHOHANBHO | 3a1a4
npodeccuoHanbHON | JomyckaroTes i NeATeTbHOCTH. po¢eCCHOHAIh
JIeSITENbHOCTH 3HAYUTENbHbBIE Homyckarores HOH
OIITNOKH, HE3HAYNTEIbHBIC JeSITeTbHOCTH.
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OIINOKH, Homyckarorcst
HETOYHOCTH HE3HAYUTEJIbHbIC
HETOYHOCTH

®opMa NPOMEKYTOUYHOM aTTECTAIUN: IK3AMEH.
ITo utoram HpOMe)KYTOqHOﬁ arrecrTaluuu 110 AUCIHUIIIINHE (MO}:[y.HIO) BBICTABJIACTCsA OLICHKA
«OTJIIMYHOY, «XOPOILO0Y, KyJA0BICTBOPUTEIILHO» WIH «HEYIOBIETBOPUTEIHHOY.

HIkaJuaa
Onucanue
OLICHUBAHUSA
BeimonHensl Bce BUABI yueOHOW palOTHI, MPEAyCMOTpPEHHBIC
y4eOHbIM TUTaHOM. CTYACHT JEMOHCTPHUPYET COOTBETCTBUE 3HAHHM,
YMEHHUH, HaBBHIKOB TIPUBEIECHHBIM B TaOIWIAaX I[OKa3aTese,
OIIEPUPVET TIPHUOOPETEHHBIMH 3HAHUSIMHU, YMEHUSAMU, HABBIKAMU
OTIHYHO pupy puoop > Y , )

MNPUMCHACT UX B CUTyaALUAX MOBBIIICHHON CIIOKHOCTH. HpI/I 9TOM
MOTYT OBITE AONYIICHBI HE3HAYUTCIIBHBIC OHII/I6KI/I, HETOYHOCTH,
3aTPYAHCHUA TIPU AHAIIMTHUYCCKUX OIICpalUAX, IEPEHOCC 3HaHUN U
YMeHI/Iﬁ Ha HOBEBIC, HCCTAHJAPTHBLIC CUTyalluN.

Boimonnensl Bce BuAbl yuyeOHOW palOTHI, MpPEeAyCMOTpPEHHbBIE
y4eOHbIM TU1aHOM. CTYJIeHT IEMOHCTPUPYET HEMOJIHOE, TPABUILHOE
Xopomio COOTBETCTBHE 3HAHHM, YMEHHU, HABBIKOB NPUBE/ICHHBIM B TA0JIMIIaX
nokaszarenei, 100 ecnu Tpu ATOM ObUIM JomyIlieHsl 2-3
HECYIIECTBEHHbIE OLIUOKH.

Boimonnensl Bce BUAbl yueOHOW palOTHI, MNPEAyCMOTpPEHHbBIE
y4eOHbIM Tu1aHOM. CTYAEHT JEMOHCTPUPYET COOTBETCTBHE 3HAHHIA,
Y 10BIETBOPUTEIBHO B KOTOPOM OCBEIlI€Ha OCHOBHasl, Han0oJiee BaykHasl YaCTh MaTepuaa,
HO TpU O3TOM JONYIIeHa OJHA 3HAYMTENbHAs OMIMOKA WU
HETOYHOCTb.

He BeimonmHeH oauH wiam  Oojee BUIOB ydeOHOM paboOTHI,
MPEeIyCMOTPCHHBIX y4eOHBIM IaHoOM. CTYIEHT JCMOHCTPHPYET
HETOJIHOE COOTBETCTBUE 3HAHHM, YMEHUI, HABBIKOB TIPHUBEICHHBIM B
Ta0JMIax IoKas3arenel, OMyCKAalTCs 3HAYMUTENbHBIC OIITHOKH,
MPOSIBIIACTCS OTCYTCTBHE 3HAHWH, YMEHHH, HABBIKOB IO POy
MOKAa3aTeNe, CTYJEHT WCIBITHIBACT 3HAYUTEILHBIC 3aTpPyIHCHUS
IPH ONECPUPOBAHMM 3HAHMSAMH M YMEHHUSAMHU IIPH HUX TEPEHOCE Ha
HOBBIC CUTYaIIUH.

HeynoBneTBopuTensHO

7.3 OneHo4HbIe cpeacTBa

7.3.1 Texymuii KOHTPOJIb
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Texymuii KOHTPOJIb YCIIEBAEMOCTH CTYAEHTOB OCYILECTBIIAETCS B IPOLIECCE IPOBEACHUS
71a00paTOPHBIX pabOT, MPOMEKYTOUHBIX TECTOB U KOHTPOJIBHBIX PadOT, MOATOTOBIEHHBIX B paMKax
CaMOCTOSTEJILHOW PabOTHI IO TEMaM.

Bonpocsl kK KOHTPOJIBHEIM paboTam

Haiite obiee moHaTue kpunrorpapuu. B uem coctout cymHocTs mudpoBaHus U aemm(poBaHus
uHdopmarn?

CooTHecute Mexay coO00H MOHATHS «KpUNTOrpadus», KKPUNTOAHATIN3Y U «KPUITOIOTHUSD).
[IpuBeauTe NcTOpUYECKHE IPUMEPHI 3aPOXKACHUS KpUIITOrpaduu.

OxapakTepu3yiTe JOHAY4YHBIH NEepuol pa3BuTHs Kpunrorpaduu. Paccmorpute nepsble mHUpPHI
3aMEHBbI U IePECTaHOBKH.

C xakoro BpeMeHM Haydajcs HAy4YHbIH neproj pa3BuTHa kpunrorpagun? Kakue coObITHS cTany A
3TOr0 ONpEEIAIONMMU?

UYeMm onpezensieTcss KpUIITOCTOUKOCTH mnppoBanus? Kakue npyrue TpeGoBaHUS NPEabIBISIOTCS K
mudpoBaHUio?

B uem cocrour mpasuno Kepkroddcea? I[louemy 5T0 mpaBmiio sBIsETCSs OOLICTIPUHATHIM B
Kkpunrorpadun?

Korma mnosBunace kpuntorpaguss ¢ OTKPBITBIMH KIIOYaMHM M TepBas peaJbHas CcUcTeMa
mudpoBaHus?

Kakux Beigaromuxcs kpunrorpagos XX B. Bel 3Haete?

.Yem oTnmyarOTCsA MOAXOMbI K oOecrnedeHuio Oe3omacHOCTH WHMOpMAIMU B KpunTorpadud U B

creranorpagun?

Uro 00111€TO U B YEM OTJIMYHE KpUNTOTrpaduIecKoro mpeodpa3zoBaHus HHPOPMAIMH OT KOAUPOBAHHMS
ee MpH 3aLUTe OT CIIyYalHbIX yrpo3 6e30macHoCTH?

Kaknmu Metogamu obecrieunBaeTcsi KOHQUIESHIIMATLHOCTh HHGOpMAITUN?

Uro Takoe 1eaocTHOCTh nHpopmarmu?

JaliTe onpeneneHne MUMUTOCTOMKOCTH mudpa.

Urto takoe umMuToBCcTaBKa? [l KakuX LieJel OHa UCTIOIb3yeTcs?

Jlig kakux acrekToB MH(POPMAIMOHHOTO B3aUMOICHCTBUS HeoOXo1nMa ayTeHTuuKanus?

JlBa 0CHOBHBIX TpeOoBaHUs K XdUI-QyHKIHUSIM. [IpOTHB KakuX aTak OHU HapaBJIEHbI?

Kakue cpenctBa ncnosnb3yrores Ui odecredeHus HEeBO3MOXHOCTH 0TKa3a OT aBTOpCTBa?

Urto 03Ha4aeT CBOMCTBO OJJHOCTOPOHHOCTH KpUNTOrpaduuecKoi Xau-pyHKiumn?

B 4em cyTh ipeBapUTeNIbHOTO pacipeaeieHus KIouen?

UYro Ttakoe cepTu(UKaT OTKPHITOrO Kiroda?

Jlnst yero ucnosib3yeTcsa cxema pa3ieleHus cekpera?

[IpuBenure Kiaccu(pUKALNIO METOIOB MU(PPOBAHUA B 3aBUCUMOCTH OT CIIoco0a mpeodpa3zoBaHus
uH(pOopMaIuu.

UYro Ttakoe mudpBennynHa, MudpoOdO3HaYeHNE U KaK 3TH MOHITUS COOTHOCSITCSA?

Kakne 0COOEHHOCTH XapaKTepHbl A METOAOB IIH(POBaHHS C CHUMMETPUYHBIM KIIOYOM U
HECUMMETPUYHBIM (OTKPBITHIM) KIIIOUOM?

UeM 0TIMYAIOTCS CUMMETPUYHBIE IHU(PPCUCTEMBI OT ACUMMETPUYHBIX ?

[osicHuTe Ha MpUMepe CYIIHOCTh MHU(POBAHUS METOIOM 3aMEHHBI.

[TpuBenure mnpumepsl MUGPOBAHUS METOJAMU IE€PECTaHOBKU. UYTO O3HauaeT MapliupyTHas
nepecTaHoBKa?

[TosicHuTe CYIIHOCTP TaMMHPOBAHHUs Kak crmocoba KpunTorpaduyeckoro mpeoOpa3oBaHUs
uHpopmanuu. UTo ABIsSETCS MPU ITOM KIIOYOM MH(poBaHus?

[ToueMy anAUTUBHBIE METObI IIU(PPOBAHUS OTHOCITCS K MIK(paM raMMHUPOBAHUS?

K kakomy kiaccy mugpoB OTHOCATCS aHATUTUYECKHE CIIOCOOBI U pOBaHUS?

[TpuBenute nmpumep mMdpa nepecTaHOBKH, KOTOPBIN MOKET pacCMaTPUBATHLCS U Kak OJI0UHBIHN mudp
3aMEHBI?

C KakuMU 1eNIMU B KpUOTOrpaduu BBOJSTCS MOJEIH OTKPBITHIX TEKCTOB?
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Kakue noaxonpl HCIIONB3YIOTCS U1l pACIIO3HABAHUS OTKPBITBIX TEKCTOB

Kakoe npaBuiio 1e:XuT B OCHOBE BCeX MHU(POB NEPECTAHOBKHU?

Yro sBIsAETCA KIHOYOM MU(pPa NEPECTaHOBKHU?

HazoBute 0CHOBHO# HEIOCTATOK MIM(POB MEPECTAHOBKH.

[TpuBeaure npumep mudpa nepecTaHoBKHU, KOTOPBIM MOKET pacCMaTPUBATHCS U KaK OJIOUHBIN
mudp 3aMeHbI?

Kak onpenenuts 1o KpunrorpaMmme, ojiy4eHHOHN ¢ MOMOILBIO MIM(pa BepTUKAIbHON
NIePECTAHOBKH, YUCIIO KOPOTKUX CTOJIOIOB 3aII0JIHEHHOTO OTKPBITHIM TEKCTOM OCHOBHOTO
IPSIMOYTOJIbHUKA?

Kakwue cBoiicTBa OTKPBITOIO TEKCTA UCTIONB3YIOTCS MPU BCKPHITUU MU PA IEPECTAHOBKU?

Kaxkune mmdpsl Ha3piBaroTCs mudpaMu MPoCTOr 3aMEeHbBI?

[IpuBenure npumep mmdpa nepecTaHoBKH, KOTOPBII MOXKET pacCMaTPUBATHCS M KaK OJOYHBIHI
mudp 3aMeHbI?

Uro sBisieTcst KIIF0YOM Imugpa mpocToii 3ameHbl? KakoBo MakCHMaIbHO BO3MOKHOE YHCIIO KITFOUeH
mdpa IpocToil 3aMeHbI?

Uro Gonee menecoodbpa3zHo i HAIeKHOM 3alUThl HH(OPMAIH: apXUBAILHMsI OTKPHITOTO TEKCTA C
HOCIEIYIOIUM IU(PPOBAaHUEM WIN MH(POBAHUE OTKPHITOTO TEKCTa ¢ MOCeLyolel apxuBanuein?
Nmeer nu mmdp [Imiidepa sKkBUBaICHTHBIE KIIOYH, TO €CTh TAKHE KIIFOYH, HAa KOTOPBIX JIFOObIE
OTKPBIThIE TEKCTHI IUPPYIOTCS OAUHAKOBO?

Kakue mmdpst HazpiBatoTcst omodonamu? [Ipusenure npumep.

K xaxum mudpam otHOCHTCS cucTema mmdpoBanus [letpa I «{udupp»?

Kakue mmdpsl Ha3pIBatoTCs muppaMu MHOTO3HA4YHOM 3aMeHb1? [IpuBeanTe mpumepsl.

SBnsercs nu wudp NpOoNopLUUOHATIBLHON 3aMeHbI OMO(pOHOM?

[osicHuTe, YTO BB MOHUMAETE MO/ COBEPIIEHHBIM K pom. [IpuBenuTe mpuMepsl.

[Touemy mmcpp Tpuremus, nexaummii B ocHoBe mudpa Buxenepa, He sBisgercs muppom
raMMHpOBaHus?

[Touemy Hano)XXeHHE Ha OTKPBITBIH TEKCT I'aMMBbl, IPEJICTABIAIOLIEH COO0H NEepUOIUYECKYIO
II0CJIE0BATENBHOCTh HEOONBILIOTO EPUO/IA, HE JAET HAJI)KHOM 3aIUThI?

[Toyemy HeAONYCTUMO HCHOJB30BAaTh [BaXIbl OJHY M Ty XK€ rammy (Jaxe CilIydalHyr |
PaBHOBEPOSATHOCTHYIO!) /Uis1 3amM(ppOBaHUs pa3HBIX OTKPBITHIX TEKCTOB?

Ilepeuncnnure ocHOBHbIE TPEOOBAHUS K TaMMe.

KakoBbl ¢ TOUkM 3peHusi KpunTorpaduu MPEeUMYIIECTBA M HEAOCTATKU Iepexona K OJoYHOMY
muppoBaHUIo?

Kaxk peanusyercs npemnoxenHsiii K.ILIeHHOHOM NpUHIKI «II€pEMEIUBAHUS NIPU NIPAKTUYECKOU
peanu3anyuy anropuTMoB OJ0YHOTO MUppoBaHUs?

KaxkoBbl ocHOBHBIE HefocTaTku anroputMma DES, u kakoBbI yTH UX yCTpaHEeHHUs?

B kakux ciydasgx MOXXHO PEKOMEHJOBaTh MCIIOJIb30BaTh OJOYHBIM IU(PpP B peKUME NPOCTOU
3aMeHbI?

OT KakuX NOTEHIMAJIBHBIX CIA00CTEH MO3BOJIAET N30aBUTHCS MCIIOJIb30BAaHUE OJOYHBIX MIN(POB B
pexkumax mudpoBaHus ¢ 00paTHOM CBA3BIO?

B yem 3axitoyaroTcst JOCTOMHCTBA U HEIOCTATKU CUCTEM MOTOYHOI'O MU(POBAHUS 110 CPAaBHEHHUIO C
OoyHBIMH IHppamMu?

[Touemy Bo3HMKaeT npoOieMa CHHXPOHM3ALKUU OTOYHbIX HIH(pPOB?

Kakue mpuunHbl 00yCIOBMIM HIMPOKOE UCIOIb30BAHUE JIMHEHHBIX PETUCTPOB CIBUTa B Ka4eCTBE
yHIpaBJIAOMUX OJOKOB NOTOYHBIX HUppcUcTeM?

[IpoBeauTe cpaBHUTEIBHBIN aHaNNU3 anropuTMoB mupposanus RC4 u RCS.

[lepeuncanre OCHOBHbIE PEKUMBI PAOOTHI, IPEAYCMOTPEHHBIE B POCCUIHCKOM CTaH1apTe
mr(pPOBaHUS TaHHBIX

B uem cocTosT npeumymecTBa CUCTEM ¢ OTKPBITHIMH KJIFOYaMH IIEpe]l CAMMETPUYHBIMU
mmdpcucremamu?

CJI0’)KHOCTBIO KaKOW MaTEMAaTUYECKOM 3a/1a4l ONPENETAETCS CTOMKOCTh cUCTeMbl RSA?

Kakwue TpeboBaHus NpenbsaBIIOTCA K KitouaM B mugppe RSA?
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K kakomy Ty mudpoB NpruHaIIEKUT cxema Mu(POBaHUsI, UCIOIb3yeMasi B CUCTEME DIlb-
lNamansa? B yem ee npeumyiectna?

CnoXHOCTBIO KaKOM MaTeMaTUYeCKOM 3a/1a4yil ONpeaeNsieTcss CTOMKOCTh MU(PPCUCTEMBI DIlb-
lamans?

HazoBute HemocTaTku cxeMbl Dib-1 amas.

Kaxkue mpobnembl nHDOpMAIIMOHHON 0€30IMACHOCTH MOKHO PEIIUTh C MOMOIIBI0 aCUMMETPUIHBIX
¢ poB..

W3noxure npUHIKIINATBHYIO CXEMY OpraHU3allui CEKPETHOM CBSI3U C UCIIOIb30BAaHUEM
HIUPPCUCTEMBI C OTKPBITHIM KITIOYOM.

Kakum 00pa3oM ¢ momoripio KpunrocucreMbl RSA MOXHO OpraHu3oBaTh nepeaady CooOUIeHNH,
HOJITMHHOCTH KOTOPBIX MOT OBl IPOBEPUTH J1000H moxyyaTens?

Kakum 00pa3oM ¢ momoripio KpunrocucreMbl RSA MOXHO OpraHu30BaTh nepeaady cCooOUIeHNH,
HOJITMHHOCTh aBTOPCTBA KOTOPBIX MOKHO IIPU HEOOXOJUMOCTHU J0Ka3aTh?

UYro obmrero Mexy 00bdHOM U MpoBoil moanuceio? Uem OHU pa3nudaroTcs?

Kakue 3a1aun no3BossieT pemuTs HudpoBast MOANKUCH?

B yewm 3akirogaercs MpUHIMITAATBHAS CIIOKHOCTD B IPAKTUYECKOM MPUMEHEHUU CUCTEM U(POBOM
noamnucu?

[Touemy B kpunrorpagu4eckux CHUCTEMaX, OCHOBAHHBIX Ha OTKPBITBIX KIIOYaX, HENb3s
UCIIOJIb30BaTh OJJMHAKOBBIC KIIFOUM A udpoBaHus u uudpoBoii noamnucu?

[IpuBeaute npumep NOpsAaKa OTKPHITOrO PACIIPEAEIEHUS KIHOYEH 110 KBAHTOBOMY KaHally.

KakoBa mpupojia CeKpeTHOCTH KBaHTOBOM KpuniTorpadum?

[Touemy KBaHTOBBII KpUIITOAHATN3 OBICTPO MOXET BCKPBITh KpUNITocucTeMy RSA?

KakoBbl mpo6sieMbl KBAaHTOBOM KpunTorpagpuu?

TECT-BOITPOCDI

Uro sBnsiercs npeameroM Hayku KPUTITOPT'ADIUA?

A) crioco6b! mudppoBaHus U AeIIH(PPOBAHNUS;

B) MmeToel cokphiTus (akTa nepenayu CeKpeTHo nHpopMalnu;

B) crioco6s1 ipeobpazoBanusi HGOPMAIUH C LETBIO €€ 3aIIUTH OT HECAHKITMOHUPOBAHHBIX
M10JI30BATENEH.

Kpuntocucrema Ha3pIBaeTCa KPUIITOCUCTEMOM 0OILIEr0 UCIIOIB30BaAHUS, €CIIU €€ CTOHKOCTD
OCHOBBIBAETCS] HA CEKPETHOCTH

A) anropuTMoB UG POBAHUS U pacIU(PPOBAHUS;

b) xitoua;

B) pexxuma mmdpoBaHms.

Ha xakue nBe rpynibl MOKHO pa3JeIuTh CUMMETPUYHbIE KPUIITOCUCTEMBI?
A) 0JI0YHBIC U ITOTOYHBIE;

B) CUHXPOHHBIE U ACUHXPOHHBIE;

B) ananoroseie u nudpoBsIe.

Kakwue coObITus cr1ocoOCcTBOBANIN Pa3BUTHIO KpUnTorpadun?

A) POCT TPaMOTHOCTH CPEAH HACEIICHHS;

B) pazaen Tepputopuii, 00pazoBaHUE rOCYIapCTB, BOMHBL;

B) nepexon K pOHETHYECKOMY MTUCbMY, COKPAIIIEHHE MOLITHOCTH aJ(aBHTa.

[Touemy noTo4HbIe WUQPHI B 00IIEM ClTydae O CKOPOCTH HAMHOTO IIPEBOCXOIAT OJIOYHBIE
mmdps1?

A) OCUMBOJIBHOE IU(POBaHNE MEHEE TPYAOEMKO, YeM IU(PPOBaHUE OONBIINMU OJIIOKAMU;
B) norouynoe mudpoBanue He TpeOyeT CXeM CUHXPOHU3ALINY;
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B) mmdpyromas mocner0BaTeNIbHOCTh YaCTO TEHEPUPYETCS HE3aBUCUMO OT OTKPBITOTO TEKCTa WIIN
mudpTeKcra.

HazoBure ocHOBHYO Ipo0OIeMy MPU OPraHU3aluy CEKPETHON CBSI3H B CIy4ae MOTOYHBIX MHU(POB?
A) ipo0sema nepeaun Kiroden Mexx 1y aboHEeHTaMu;

B) npoGnema ycrpaneHus OIMOOK B IOTOKE MIM(PPYEMBIX TaHHBIX;

B) npo6ieMa CHHXpOHU3ALUU TOTOKA IU(PPYEMBIX TaHHBIX.

Kem Obla npensioxkeHa nepsasi IpakTH4eCcKasi peain3aus KpUnrorpaduu ¢ OTKPBITHIM KITFOYOM?
A) Yurpungom duddu (Whitfield Diffie) u Maptunom Xennmmanom (Martin Hellman) u Pansgom
Mepxkiem (Ralf Merkle);

B) Ponansnom PaiiBrctom (Ronald Rivest), Aau lllamupom (Adi Shamir) u Jleonapaom
Annemanom (Leonard Adleman);

B) llladu IN'onsaBaccepom (Shafi Goldwasser) u CunsBro Mukamu (Silvio Micali).

K kakoii rpynmne mudpos otnocurces mmpp CLIUTAIJIA?
A) mudp 3aMeHBI;

B) mu¢p nepectaHoBKH;

B) koMOMHMpPOBAaHHBIN TIHD.

Cnoso KPUIITOI'PA®U S 3ammudpoBano kinaccuueckuM mudppom Llesaps. Beidepure
COOTBETCTBYIOIIUH IIHU(PPTEKCT.

A) YBTOUI'CBU'BTh;

B) ®CXKBJIBIKCIT2XIO;

B) HYJII'XCXYTI'4JIb.

[Tpu mmppoBaHUM OTKPHITOTO TEKCTA €ro OYKBBI 3aMEHSAIOTCS TApOH YKCel, COOTBETCTBYHOIIUX
HOMEpaM CTOJIOIIOB U CTPOK JaHHOH OykBbI B Tabnuie. Kak HazpiBaeTcs 3TOT mudp?

A) pemerka Kapnano;

B) kBanpat [Tonubus;

B) ta6mmma IlopTo.

Kak Ha3zpiBascs udp, Ha OCHOBE KOTOPOTro ObUT CO3/1aH OAMH U3 HauboJiee CTOMKUX BOEHHO-
Mopckux mudpos BennkoObpuranuu Bo Bpemst Bropoit MupoBoii BoitHbI?

A) pemerka Kapnano;

B) xBagpat [lonmubus;

B) ta6muma IlopTo.

ITpu KakuXx yCIIOBUSAX BOCCTAHOBUTH TEKCT 110 KPUIITOTPAaMME KPUIITOAHAJIMTUKY CTAHOBUTCS
IPUHLUIINAATBHO HEBO3MOXKHO?

A) ecnu mMdpoBaHUE «CTUPAET» U30BITOUHOCTD;

B) ecnu ncnonp3yeTcs ATMHHBINA KITIOY;

B) ecnu anroput™ mu@poBaHUs HEU3BECTEH.

Kak Ha3pIBal0TCs UCNONIBb3yEMblE B KPUNITOrpaUu MOJETH OTKPBITOTO TEKCTa, YUUTHIBAIOLINE
3aBHCUMOCTH OyKB TEKCTa OT MPEABLAYIINX OYKB?

A) N03HauHbIE MOJIENIU OTKPBITOI'O TEKCTA;

B) BeposiTHOCTHBIE MOJIeNnH K -T0 pHOIKeHNS;

B) MapkoBckre MOJIeNT OTKPBITBIX TEKCTOB.

Kto B Poccun pykoBomun pa3zpadotkoit TenedorHoro mudparopa?
A) B.A.KoTenbHHUKOB;
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b) A.H.Konmoropos;
B) b.b.IInotpoBckuii.

B uem cocrout ocHoBHOI npuHIun Kepkrohdea?

A) KOMIIpOMETalUs CUCTEMBI HE JIOJKHA PUUUHATH HEY100CTB KOPPECIIOHACHTaM;

B) HEo6x011MO, YTOOBI KpUIITOCHCTEMA ObLIa MPOCTOM B HCIOJIB30BAHUY, U €€ IPUMEHEHHE HEe
TpeOOoBaJIO COOIIOICHHS JUIMHHOTO CIIMCKA IIPABUII,;

B) y KoppecnoHIeHTOB 10JKHA OBITH BO3MOXKHOCTD IO COOCTBEHHOM BOJIE MEHATH KITIOU.

UTo moHUMaeTCst MO KPUITOTpahpUIecKUM MPOTOKOIOM?

A) anropuT™ WKQPPOBaHUA JAHHBIX Mepe]l Iepeaadei o o0IeJ0CTyTHOMY KaHally CBS3H;
B) pacnpeneneHHbII anropuT™ pemeHus AByMs Win O6osiee y4acCTHUKaMHU HEKOTOPOi
Kpunrorpaduyeckoi 3aaaum;

B) nabGop npasui mmdpoBaHus 1 pacInGpoBaHUs KPUIITOCHCTEMBI.

B gem cocrout kpunrorpadudeckas 3agadya o0ecriedeHus eTOCTHOCTH?

A) rapaHTHpPOBaHNE HEBO3MOXHOCTH BHECEHHMSI CITy4allHBIX OIIMOOK B IpoLiecce Iepeaaydu 1o
KaHaJIaM CBSI3H;

B) rapantupoBanue HEBO3MOKHOCTH HECAHKIIMOHUPOBAHHOTO U3MEHEHHS HH(OpMaIny;

B) o6a oTBeTa BepHBI.

Kakne meToap! pazpabaThIBAIOTCS € LENbI0 00ecTieueHHst ay TeHTH(PUKAINN?

A) MeTOo/1bl HOATBEPKIEHHS TOJAIMHHOCTU CTOPOH U caMOi MH(OpMaLMK B Ipoliecce
UH(POPMALIMOHHOTO B3aUMO/ICHCTBHS;

B) MeTonbl IpUCBOCHUS YHUKATIBHOTO MAEHTH(PHUKATOPA B3aUMOJEHCTBYIOIUM CTOPOHAM U CaMOM
UH(OPMALIUK B MpoLiecce HHPOPMAITMOHHOTO B3aUMOCHCTBUS;

B) 06a oTBeTa BEepHHI.

Kakoii MexaHu3m ucnonb3yercs uisd ooecredeH s HEeBO3MOXXHOCTH 0TKa3a OT aBTOPCTBA WU
IPUIHUCHIBAaHUS aBTOPCTBA?

A) MeXaHU3M CUMMETPHUYHOTO MK(POBAHUS C IPUBJICYECHUEM apOUTpa;

B) Mexanu3m nu@poBoii MOAMKCH;

B) 06a oTBeTa BEpHHI.

C yeM cBsi3aHa aKTHBHAs aTaka Ha 3allM(pPOBaHHYIO HHPOpPMaLUIO?

A) ¢ IpocITyIIMBaHUEM, aHATH30M TpaduKa, MepexBaTOM, 3aHUCHI0 EPeaaBaeMbIX MU(PPOBAHHBIX
COOOIIIEHHI;

B) ¢ nemmdpoBanureM, T. €. MOMBITKAaMH "B3710MaTh" 3aIIUTY C €TI0 OBIaIeHU HH(OPMAIHEH;
B) ¢ nmpepsiBaHuEM Ipoliecca epeaad cOOOIEH I, CO3JaHueM OIEIbHBIX COOOLIEHHUH,

Mo au(UKaIFEH epe1aBaeMbIX COOOIICHUN.

Ot yero 3aBHCUT BBIOOD crtocoba mmdpoBanus?

A) oT ocobeHHOCTeH nepenaBaeMoil HH(pOpMaLuK (€€ LIeHHOCTH, 00beMa, criocoda MpeIcTaBIeHMs,
HE0OXOIMMOW CKOPOCTH TepeIaun;

B) oT Bo3MOXKHOCTEH BiIaJebLEB M0 3alIUTe cBoeil HH(pOpMaLK (CTOMMOCTb IPUMEHAEMBIX
TEXHUYECKUX YCTPOUCTB, YA0OCTBO UCIOIB30BAHMUS, HAJIS)KHOCTh (DYHKIIMOHUPOBAHUS;

B) 06a oTBeTa BEpHHI.

Jnis oOHapy KeHMsl LieleHaPaBICHHOT0 HaBA3bIBaHHSI IPOTUBHUKOM JIOXKHOM MH(pOpManuu
A) B niepeaBaeMoii HH(pOpMAIMK CTHPACTCS U30BITOYHOCTD;

b) B nepenaBaemyro nHGOpPMALKIO BHOCUTCS U30BITOYHOCTD;

B) ncnone3yercs Ko Y4ETHOCTH.
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23. Kak Ha3bIBaeTCs YMCIOBAast KOMOWHAIIMS, UCIIOJIb3yeMast JUIs POBEPKH [IETOCTHOCTH?
A) IMHTOBCTaBKa;
B) xox ayrenTHdUKaIN COOOIICHS;
B) 06a oTBeTa BEpHHI.

24. Kakue TpeOoBaHMsI MPEIBABISIOTCS K KIIFOYEBBIM XAI-PYHKIUAM hi(M)=S?
A) HEBO3MOKHOCTD BBIYMCIICHHS 3HAUCHUS hx(M) =S nis 3aaHHOro cooOmienus M 6e3 3HaHUs
kmrouda k;
B) HEBO3MOXKHOCTH MOAOOPA I 3a1aHHOTO cooOIeHust M ¢ U3BECTHBIM 3HaueHueM hy (M) =S
Ipyroro coodmeHuss My, ¢ U3BECTHBIM 3HaueHuEeM hx (M) =81 6e3 3HaHus KiIoya k;
B) o6a oTBeTa BepHBI.

25. Kakoe TpeboBaHMEe HANPABIICHO MIPOTUB CO3IAHMS MOAIETBHBIX (C(haOpUKOBAHHBIX) COOOIICHUH
IIPH aTakax THIa UMUTAIUs?
A) HEBO3MOKHOCTb BBIYMCIICHHS 3HAUCHUS hx(M) =S nis 3aaHHOro cooOmienus M 6e3 3HaHUs
kmrouda k;
B) HEBO3MOXKHOCTH MOAO0pA I 3a1aHHOTO cooOIeHust M ¢ U3BECTHBIM 3HaueHueM hyi (M) =S
Ipyroro coodmeHuss M1, ¢ U3BECTHBIM 3HaueHueM hx (M) =81 6e3 3HaHus KiIoya k;
B) o6a oTBeTa BepHBI.

26. Kakoe TpeboBaHMe HaNpaBICHO MPOTUB MOAM(PUKALINYN TTepeIaBaeMbIX COOOILIEHH MPU aTaKax
THUIIA IToaMeHa?
A) HEBO3MOKHOCTb BBIYMCIICHHS 3HAUCHUS k(M) =S nis 3aianHOro cooOmienus M 6e3 3HaHUs
kmrouda k;
B) HEBO3MOXKHOCTH MOAOOPA [T 3a1aHHOTO cooOIeHust M ¢ U3BECTHBIM 3HaueHueM hy (M) =S
Ipyroro coodmeHuss M1, ¢ U3BECTHBIM 3HaueHueM hx (M) =81 6e3 3HaHus KiIoya k;
B) o6a oTBeTa BepHBI.

27. Kakast mpoBepka 03Ha4aeT ayTEeHTU(PHUKAIMIO ceaHca CBA3U?
A) npoBepKa LEIOCTHOCTH COEAVMHEHHUS, HEBO3MOKHOCTH IIOBTOPHOM II€pENayy JaHHBIX
IIPOTUBHUKOM, CTOPOH B3aUMOJICHCTBHSI;
B) npoBepka 1eI0CTHOCTH COEMHEHN I, HEBO3MOKHOCTH IIOBTOPHOM I€peayuy JaHHbIX
IIPOTUBHUKOM, CBOEBPEMEHHOCTH IIEPEIAYU JAaHHBIX;
B) 06a oTBeTa BEpHHI.

28. Kakoe cpeqicTBO SBISETCS OCHOBHBIM CPEJICTBOM JTsl IPOBEICHUS UIeHTUDUKaun?
A) TIPOTOKOJIBI OJTHOCTOPOHHEHN HICHTU(DUKAIINN;
B) npoToKoJIbl B3aUMHOW WIEHTU(DUKAITNY;
B) o6a oTBeTa BepHBI.

29. Kak BoIrsauT 1 poBast MoMUCH I COOOIeHus?
A) 4HuCI0, NOTYYEHHOE B PE3y/IbTaTe XCIINPOBAHMS, IPUMEHEHHOTO K 3TOMY COOOILEHUIO;
B) uncno, momyueHHOE B pe3ybTaTe KpUNTOrpahuIecKux npeodpazoBaHmii, IPUMEHEHHBIX K
TOMY COOOLIECHHUIO;
B) xon ayreHTH(UKAIUN COOOILIECHHUS.

30. Jlns1 yero NpuUMEHSIIOTCS CHIELMATIbHBIE CUCTEMBI IIPEIBAPUTEILHOTO PaCIpeIeeHUsl KITIoue?
A) npu 60JBIIOM YKCIIE B3aUMOJICHCTBYIOIIMX CTOPOH TpeOyeTcs MpeABapuTeNbHas pacchliKa
3HAYUTEIBHOTO 00beMa KIIF0UeBONH MHPOPMALIMU U TIOCTIEIYIOIIee €€ XPaHEeHNE;
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B) onpexensercs nopsAa0K HCIIOIB30BAHMS, CMEHBI, XPAHEHUS U apXUBUPOBAHUS, PE3EPBHOIO
KOTMHMPOBAHUS U BOCCTAHOBJIICHHS, 3aMEHBI HJTU U3bATUS U3 OOpAIICHUS] CKOMIIPOMETUPOBAHHBIX, &
TaK)K€ YHUUYTOKEHUS CTAPBIX KIHOYEH;

B) npenycmarpuBaeTcs pacnpeneicHue U XpaHEeHUe He CaMUX KJII0Yel, @ HEKOTOPOM MEHBIIEH 110
00beMy MH(pOpPMAIMK, HA OCHOBE KOTOPOH KaX/1asi CTOPOHA MOKET BBIYUCIIUTD KITFOY AJIs
B3aMMOJICUCTBUS C IPYrOll CTOPOHOM.

Kakum o6pazom Hanbosee mpocTo MOXKHO OCYIIECTBUTH paCIpe/IeICHHe KITI0UeH s ceTel ¢
OOIBIINM KOJIMYECTBOM a0OHEHTOB?

A) B cucTeMax MpeaBapUTEIHLHOTO paclpeiesieHUs] CEKPETHBIX KITIOUEH;

B) B cucTemMax OTKpPBITOrO paclpeesieHUs] CCKPETHBIX KITIOUEH;

B) o6a oTBeTa BepHBI.

Uro Ttakoe cepTu(UKaT OTKPHITOrO KiIroua?

A) Ha0Op TaHHBIX, 3aBEPEHHBIX MU(POBOH IMOAMUCHIO IIEHTPa CEPTUUKALINY, U BKIIOYAIOITHN
OTKPBITBIA ¥ CEKPETHBIHN KITIOYH, UMsI TT0JIb30BATENS], UMs CEPTUPHUKAIIMOHHOTO IIEHTPa, HOMEP
ceptudukaTa, BpeMs JecTBHUS cepTHduKaTa, IpeHa3HaYeHNEe OTKPBITOTrO Kito4a (g poBast
MOJITUCH, MU(POBAHKE);

B) Habop naHHBIX, 3aBePEHHBIX NIEYaThIO IIEHTPA CePTUGHUKALNY, U BKIIOYAIOIIMN OTKPBITHIN KITI0Y,
CIHCOK JIOTIOJTHUTENIBHBIX aTprOyTOB, MPUHAJICKAINX a00HEHTY, U MpeIHa3HaueHHE OTKPHITOTO
KJTI0Ya;

B) nHaGop naHHBIX, 3aBEPEHHBIX HU(POBOI MOAMUCHIO LIEHTPA CEPTUPHUKAIINN, ¥ BKIIIOYAIOIIUH
OTKPBITHIH KJIFOY M CIIUCOK JJOMOJTHUTEIBHBIX aTpUOYTOB, MPUHAIIEKAIINX A00OHEHTY.

Yro 03HaUaeT TEPMUH MOIIHOCTH andasura?

A) KOJIMYECTBO CUMBOJIOB B OTKPHITOM a(aBuTE;

B) 4ncno Bo3MOXXHBIX KOMOMHALIMN CUMBOJIOB OTKPBITOIO all(haBUTa;
B) xonudecTBO MM (PBEIUYNH OTKPHITOTO ajl(aBHTa.

K kakomy kiaccy mugpoB OTHOCUTCS HIH)P, ecau pparMeHT OTKPHITOTO TeKCTa (OTAeIbHBIC
OYKBBI WJIM T'PYyIIa OyKB) 3aMEHSIOTCSI HEKOTOPBIMHU MX dKBUBaJleHTaMu (OykBaMH, udpamu,
CUMBOJIAMHU WJIH UX KOMOWHaIuei) B mudprekcre?

A) mudpsl 3aMEHBI,

B) mm¢ps1 nepecTaHOBKH;

B) koMmo3uImoHHbIE U PHI.

K kaxomy kiaccy mudpoB oTHOCUTCS UGP, eciii OYKBbI OTKPBHITOTO TEKCTA MPH UG POBAHUU
KaKUM-HHOY]Ib CIIOCOOOM MEePECTaHABIMBAIOTCS, TO €CTh U3MEHSETCS TOJIBKO TOPSIIOK CIIET0BAHUS
CHUMBOJIOB OTKPBITOTO TEKCTa?

A) mmdpsl 3aMEHBI;

B) mudpe mepecTaHOBKH;

B) koMI03UIIMOHHEIE UPHL.

Uro criexyer Aenath sl yBEIWYCHHsI KPUIITOCTORKOCTH mudpa?

A) YBEUUMBATh PA3HUILy MEXKIY YHCIOM MUGPBEIUYUH U YUCIOM OYKB B andaBuTe;
B) Gonee paBHOMEpHOI T0JKHA OBITH TUarpaMMa MOBTOPSIEMOCTH 3HAKOB MIH(PPTEKCTA;
B) 00a oTBeTa MpaBUIILHEI.

Jliis yero ucnonb3yrorcst 07104HbIE IUPPHI?

A) U1 yBeTMYEHUS KOJTMYECTBA MH(PPBEIUYNH;
B) nns yBenuuenus ckopoctu muppoBaHus;

B) o6a oTBeTa paBUIIBbHEL.
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B 4yeM cocToUT OCHOBHOE MPEUMYILECTBO aCHMMETPUYHOTO MU(PPOBAHUS ITEPE]] CHMMETPUYHBIM?
A) HeT HeoOXOAMMOCTH B TIiepe/iade CEKPETHOro KIT04a, KOTOPBII MOXKET ObITh IIepeXxBaveH
3JIOYMBIIIJICHHUKOM;

B) Goubiast TpyJOEMKOCTh MOCJIEIHETO U, KaK Pe3ybTaT, MEHBLINE CKOPOCTHU MPHU MH(YPOBAHUM;
B) o6a oTBeTa BepHBI.

Kakne mmdpst Ha3piBatoTCss oMopoHamu?
A) mdpbsl MHOTO3HAYHON 3aMEHBI,

B) muOroandasuTHbIe WU PH;

B) mmudpel raMMupOBaHUS.

Uro Takoe mudpBeananHa?

A) 4HCJIO BO3MOXHBIX SKBUBAJICHTOB JJIS 3AMEHbI OTKPBITBIX CHMBOJIOB;

B) sxBUBaneHTH B MIM(PPTEKCTE, 3aMEHSIONINE CUMBOJIBI WU TPYIIIbI CHMBOJIOB B OTKPBITOTO
TEKCTa;

B) OTKpBITHIH TEKCT nepea muppoBaHueM IPEICTaBIsIeTCs B BUJIE TIOCTIEI0BATEIbHOCTH
«TIOZICIIOBY, HA3bIBAEMBIX MIH(DPBETUIHMHAMHU.

C xakuMu 1EeNSIMH B KpUITOTpapuH BBOASITCS MOJEIN OTKPBITHIX TEKCTOB??

A) cayaT OCHOBOM /1711 aBTOMATH3aLlMH [IPOLECCOB KPUIITOAHAIN3A IU(PPTEKCTOB;

B) ciy>xaT 0CHOBOI B mporiecce N3y4eHHs KpUITOCTONKOCTH Pa3IMYHBIX CUCTEM MIM(POBAHUS;
B) 06a oTBeTa BEpHHI.

K kakomy kiaccy mu@poB OTHOCSTCS aJAUTHUBHBIE METOIbI IIHU(PPOBaAHUS?
A) oMo OHBI;

B) mmudpel MHOTO3HAYHOW 3aMEHBI;

B) mm¢psl raMmMupoBaHus.

K kakomy knaccy mugpoB OTHOCATCS aHATUTHYECKUE CIIOCOOBI U POBaAHUS?
A) mdpsl 3aMEHBI,

B) mm¢ps1 nepecTaHOBKH;

B) mapuipyTHbIE ITEpECTAaHOBKH.

Kakwue U3 npuBeIcHHBIX MU(GPOB SBISIOTCS MU(PPAMH TEPECTAHOBKH?
A) pemerka Kapaano;

B) xBagpar [Toaubus;

B) tabmuma IlopTo.

Kakwue u3 npuBeeHHBIX MUPPOB ABIAIOTCS MHU(pPaMH 3aMEHbI?
A) RSA;

b) AES;

B) TOCT 28147-89.

Kakue cBoiCTBa OTKPBITOrO TEKCTa MCIONb3YIOTCS MPU BCKPBITUU KU (pa NepecTaHOBKU?
A) OTrpaHUYCHHEM MOXKET MOCITYKUTh MOSIBIICHUE 3alPETHBIX OUTpaMM;

bB) naubonee yactoie OUrpaMMbI OTKPBITOTO TEKCTa, KOTOPbIE MOKHO COCTaBUTh U3 OYKB
paccMaTpruBaeMoro mu(pPOBaHHOTO TEKCTA;

B) 06a oTBeTa BEpHHI.

Kakast 13 MaTeMaTH4YECKHUX MOJIEJIEH COOTBETCTBYET aNropuTMy mudpa Ardarm?
A) Y =1j;
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B) Yi = Xi +3(mod n);
B) Yi= X@-i+1).

>

Il
AN W =
NoREEN [N
[V, T \® B o)

3ammn@pyiiTe ¢ MIOMOILBIO MATPUYHOTO MIK(dpa ¢ KII0UEeBON MaTpueit u
U(PPOBOIro FKBUBANIEHTa OYKB OTKPBITOIO TEKCTa CIIOBO 3a0asa.

A) 28,35,67,21,26,38;

b) 24,38,42,21,32,46;

B) 12,32,7634,17,19.

Urto Gosee niemecooOpa3Ho I HaIeKHOM 3anIuThl nHGopManun?
A) apXuBaIys OTKPHITOr0 TEKCTA C MOCIEAYIOIINM;

B) mmidpoBanue OTKPHITOro TEKCTA € MOCIEAYIONIEH apXUBaLUeil;
B) He numeer 3HayeHuUs.

K kakum mmdpam otHocures cucrema mudposanus [erpa I «udups»?
A) oM0o(OHBI;

B) mugps1 OurpaMMHOI 3aMeHBI;

B) mudpsl npoctoii 3aMeHBbI.

Ha xaxkoMm cnoco6e mudpoBanus 011 ocHOBaH OurpamMmusii mudp [lmiigepa (Playfair,
BenukoGpuranust), npumensasiuiics BenukoOpuranuei Bo Bpems [lepBoit MupoBOii BOHBI?
A) cioco0 mu@poBaHus COCTOSUI B pa30MBKE BXOJHOTO TEKCTa HA OUTPaMMBbI;

B) Ha 103yHroBoM crioco6e 3amnonHeHus upTadIuLbl;

B) o0a oTBeTa BepHBI.

Kakue mugpsl oTHOCATCS K KH(paMu MHOTO3HAYHOM 3aMeHbI?
A) umdp Buxenepa u mudp Tpuremus;

B) nmdp [Tnsiidepa u mudp Xumna;

B) mu¢p Bepnama u mudp I[opra.

Chopmynupyiite ocHOBHOE TpeOOBaHKE K KPUNITOTpaUIECKH CTOIMKOMY TeHEepaTopy
MICEBAOCIYYaHHOW MOCIEI0BATEIIbHOCTH WU TaMMBI.

A) miepro/1 TaMMBbl JOJKEH OBITh JOCTATOYHO OOJIBIINUM IS UG POBAHUS COOOIIEHUN pa3InIHON
JUTHHBI,

B) ramma nomxHa ObITH TPYJHO MPEICKa3yeMOoH, T.€. €CIIM U3BECTHBI TUII TeHepaTopa U KyCoK
raMMBbI, TO HEBO3MOKHO MPEJICKa3aTh CASAYIOIIHMM 3a 3THM KyCKOM OUT raMMbI C BEPOSITHOCTBIO
BBIIIE 3aJITaHHOM.

bB) o0a oTBeTa BepHbI;

[IpuBeauTte nmpumep COBEPLIEHHOTO MK Ppa.

A) umdp Buxenepa ¢ caMokirouom;

B) onnopasossbiit 610kHOT [lleHHOHA;

B) cucrema Bepnama miist Tenerpada ¢ OyMaKHbIM KOJIBLIOM, COAEPIKAIIIUM I'aMMYy.

Kakue mudpsl sBngrores mudpamMy raMMupoBaHus?
A) mudp Tpuremus;

Bb) m¢p Buxenepa;

B) o0a oTBeTa BepHBI.
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[To kakoMy MOJyJIIO IPOU3BOJAUTCS CYMMHUPOBAHHE FaMMbI C OTKPBITHIM TEKCTOM B PEKHUME
rammupoBanus 'OCT28147-89?

A) CyMMUPOBaAHHUE 1O MOJYJIIO 2;

B) cymMMEpoBaH#e 10 MOIYITO 232

B) 06a oTBeTa BEpHHI.

KaxkoB pa3mep 6s0ka mudppyemoro tekcta B kpunrocucteme 'OCT28147-89?
A) 32 Owura;

bB) 64 Gwura;

B) 'OCT28147-89 — noTouHast KpUITOCUCTEMA.

Kakue ¢pyHKIMN BBITOTHAET KpUNTOCHCTEMA?

A) ycuJIeHHe 3allMIIeHHOCTH JIaHHBIX U 00JierdeHre paboThl C KPUIITOAITOPUTMOM CO CTOPOHBI
YEJI0BEKA;

bB) ycunenue 3amuieHHOCTH JaHHBIX U 00eCIIeYeHne COBMECTUMOCTH MOTOKA JIAHHBIX C IPYTUM
IPOrpaMMHBIM 00€CIICUEHUEM;

B) 06a oTBeTa BEpHHI.

Jl1s1 9ero B MOTOYHBIX MIM(PaX UCIIONIB3YIOTCS PETUCTPHI CABUTA ¢ 0OPAaTHOM CBS3BIO?
A) /U1 TeHepaluy KIIF0UeBOU MOCIEe10BATEIbHOCTH;

B) nns opranuzanum pexxuma o0paTHOM CBS3HM B OJIOUYHBIX MU (pax;

B) o6a oTBeTa BepHBI.

Urto Takoe ckpembiuep?

A) porpaMMHbIE HJTH allapaTHhIE pealn3allii FeHepaTopa ICeBI0CTyYaiftHO raMMBbI;

B) nporpaMMHBIe WK anmapatHble peaTu3aluy alrOpUuTMa, MO3BOJISIONIET0 MHU(POBATH TOOUTHO
HETpEPhIBHBIC TOTOKK HH(POpMaIUH;

B) o6a oTBeTa BepHBI.

B yem cocrout rnaBHas mpobiieMa mudpoB Ha OCHOBE CKpeMOIepoB?

A) CHHXpOHU3AIUS Mepelaloniero (KOIUPYIOIIEro) i MPUHUMAFOIIETO (JEKOIUPYIOIIETO)
YCTPOWCTB;

B) xomupyroias nocie0BaTebHOCTh OUT POU3BOIUTCS U3 HEOOJIBIIOrO HAYAILHOTO 00BheMa
UH(pOpMaLINY;

B) maneHbkuii nepuoj; raMMal.

Kakue MeToapl CHHXpPOHU3ALUY TPUMEHSIOTCS Ha TPAKTUKE B CUCTeMax MHU(pOBaHUSI Ha OCHOBE
cKkpeMOepoB?

A) no6asiieHre B NOTOK HHGOPMAIIMU CUHXPOHU3UPYIOMIUX OUTOB, 3apaHee U3BECTHBIX TPUEMHOMN
CTOPOHE, YTO MO3BOJISIET €1 IPU OTCYTCTBUH TAaKOTO OMTAa aKTUBHO HA4aTh MOMCK CUHXPOHU3ALIUH C
OTIIpaBUTENIEM;

B) ucnonb30BaHNe BEICOKOTOYHBIX T€HEPATOPOB BPEMEHHBIX UMITYJILCOB, UTO MTO3BOJISIET B
MOMEHTHI IOTEPU CUHXPOHU3AIMH IPOU3BOIUTH pacinpoBaHie TPUHUMAEMbIX OUTOB
uHpopmanuu "mo namsaTu" 0e3 CHHXPOHHU3AINH;

B) 06a oTBeTa BEpHHI.

Kaxkoit MmeTo1 ucronb3yeTcs A1 paHAOMHU3aluUd COOOIeHni?

A) BHeCeHHE CITy4ailHbIX OUT B caM mudpyeMblil paiiia ¢ UTHOpUPOBAHUEM UX Ha Jemupyroen
CTOPOHE;

B) mudpoBanune ncxoaHoro (aiina cirydaiHbIM KIHOUOM;

B) 06a oTBeTa BEpHHI.
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64. Kakue mmudpcucTeMsl U3 IEPEUNCICHHBIX HUKE SBIISIOTCS TOTOYHBIMH?

65

66

67

68

69

70

71

72

A) A5, SEAL, RC4;
b) DES, AES, Rijndael;
B) RC2, RC5, IDIA .

[lepeuncnure OCHOBHBIE PEXKUMBI PAOOTHI, IPEAYCMOTPEHHBIE B CTaHAApTe MIH(PPOBAHUS JAHHBIX
I'OCT28147-89.

A) npocTOii 3aMEeHbl, FAMMHPOBaHUs, TAMMUPOBaHUs ¢ OOPATHOH CBS3b0, FAMMHPOBAHUS C
00paTHO# CBA3BIO 1O MH(P TEKCTY;

B) npocroii 3aMeHbl, raMMHPOBaHUS, TAMMHUPOBAHUS C OOPATHOM CBSI3bI0, BHIPAOOTKU
MMUTOBCTABKH;

B) snexTpoHHAas KO/OBasi KHHUTa, CLETUICHHSI OJIOKOB, 00paTHas CBsI3b 110 BBIBO/Y, 0OpaTHas CBsI3b
1o mMUuQPTEKCTYy.

[lepeuncnute OCHOBHBIE PEKUMBI PA0OTHI, IPEAYCMOTPEHHBIE B CTaHJapTe MN(GPOBAHUS TAaHHBIX
DES.

A) npocToii 3aMEHBI, TAaMMUPOBAHNUS, TAMMHUPOBAHUS ¢ OOPaTHOM CBSI3bI0, TAMMHUPOBAHUS C
00paTHOM CBA3BIO MO HIM(PPTEKCTY;

B) npocToii 3aMeHbl, raMMHPOBaHHs, TAMMHPOBAHHS C 00pPAaTHOM CBSA3BIO, BBIPAOOTKH
UMHTOBCTABKH;

B) snexkTpoHHas KOAOBasi KHUTA, CLEIICHUs OJI0KOB, 00paTHas CBSA3b IO BBIXO/Y, OOpaTHas CBS3b
no mudprexcry?

HazoBure aeiicTByronmii crangapt mudpoBanusi B AMepuke?
A) DES;

b) AES;

B) Triple DES.

Kaxoit kpunTorpaduyeckuii aropuT™ JIeT B OCHOBY cTaHaapTa mudpoanus AES?
A) Lucifer;

b) Blowfish;

B) Rijndael.

Kakwue u3 npuBeieHHBIX KPUNITOrpahUIECKUX aJrOPUTMOB UCTIONB3YIOT B OCHOBE ceTh Deiicrens?
A) DES;

b) Rijndael;

B) 06a oTBeTa BEpHHI.

Yro obmiero B cranmaprax DES u 'OCT28147-89?

A) pa3mep 6110Ka, pa3Mep KJtoya, KOJIUYeCTBO LIUKJIIOB;
B) pazmep Gnoka, npeobpazoBaHue, KOJIUYECTBO LIUKIIOB;
B) o6a oTBeTa BepHBI.

HazoBute pa3mep kitoya (B Outax), ucrnosnb3dyemoro B kpunrocucteme 'OCT28147-89?
A) 32;

b) 56;

B) 256.

[Touemy kpunrorpaduueckuit anroputm ['OCT28147-89 Gonee yCTOWUNB K BCKPBITHIO ITyTEM
HOJTHOTO Tepedopa Mo MHOXKECTBY BO3MOKHBIX 3HaUCHHUH Kitoda, uem DES?

A) dynknus mmdposanus ['OCT ropazno cnoxsaee ¢pynkuuu mudppoanus DES;

B) B cunty HamHOr0 GOJIBIIEH JUIMHBI KITH0YA;
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B) 06a oTBeTa BEpHHI.

73. Yrto Taxkoe manmKecT cooOmeHus?

74

75

76

77

A) pe3ynbTaTa BEIYUCICHHS Xel-QyHKINY;
B) undpoBoii oTnevaTok manpla;
B) o6a oTBeTa BepHBI.

Kakast maTematuyeckasi mpo0OiieMa JISKUT B OCHOBE CXEMbI OTKPBITOTO pacIpe/IeICHUs KITtouei
Huddu u Xennmana (Diffi W., Hellman M.E.)?

A) orieparyisi BBIMUCIICHUS JUCKPETHOTO JIoTapudma;

B) dakropuzarus 60IbIIOTO YKUCIIA;

B) o6a oTBeTa BepHBI.

B deM cocTOUT OCHOBHOE OTIMYHE ACUMMETPUUYHBIX KPUIITOCUCTEM OT CUMMETPUYHBIX?

A) 115 mepejaun OTKPHITOrO KIIk0Ya OT MOJy4yaTels K OTHPAaBUTENI0 CEKPETHBIN KaHall HE HYXKEH.
BwmecTo Hero ucnosb3yercst ayTeHTUYHBIN KaHal, FrapaHTUPYIOIIUNA MOJIMHHOCTh HCTOYHUKA
uHdopmaIuu;

B) nnis mudpoBanus u nemmppoBaHus UCTIONB3YIOTCS PA3IMYHBIC KIIOYH;

B) 06a oTBeTa BEpHHI.

HazoBure Hanbonee pacnpocTpaHeHHbIE 001aCTH TPUMEHEHUS AaCUMMETPUYHBIX
KpUNTOrpagpuyecKux cucrem?

A) accuMeTpHYHas CUCTEMa UCIIONb3YyeTCs Ui IU(PPOBaHUS KOPOTKOTO CEAaHCOBOTO KII0Ya, a
UH(POPMALIMOHHBIE TOTOKH B TEYEHUE CEAHCA MPUXOAT [0 CHMMETPUYHON CUCTEME;

B) accumeTpuynas cucreMa UCHOIb3yeTCs ISl I0Ka3aTeIbCTBa MPUHAAICKHOCTH B ClTydae 0TKas3a
OTIIPABUTEIIS/TIONYYATENsl OT PaHee MepeIaHHOTO/IPUHATOTO COOOIICHUS;

B) 06a oTBeTa BEepHHI.

Jnst penieHus Kakux 3a/1ad UCIob3yercs nudpoBast MoANuch?

A) 175 10Ka3aTeNnbCTBA MPUHAJICKHOCTH B CIIydae 0TKa3a OTIPABUTEIS/TIOTyYaTells OT paHee
nepeJaHHOTO/TIPUHSATOTO COOOIICHHUS;

B) nns obecnieyenust ayTeHTU(DHUKAIIMN U KOHTPOJISI IETTIOCTHOCTH;

B) 06a oTBeTa BEpHHI.

78. ABnsgercsa nu BEPHBIM YTBCPKACHUC, YTO IPUMEHCHUC aCUMMETPHUYHBIX CUCTEM B 06H_ICM ciy4dae

79

80

IPUBOIUT K CYIIICCTBEHHBIM 3aJIepXKKaM IpH UG pOBaHUH (TI0 CPABHEHHUIO ¢ CHMMETPUYHBIMH)?
A) na;

b) uer;

B) 3aBUCHUT OT pa3MepOB HUCIOJIb3YEMbIX KIIFOUEH.

Kakum 00pazom Beramcisiercs: tudpoBast HOANUCH?

A) mocne10BaTeNbHOE BBIYMCICHHE XeUI-(DYHKIIMH OT UCXOJAHOTO COOOIIECHHS U MU POBAaHHUE
HOJyYE€HHOTO 3HAYEHHS Ha CEKPETHOM KIIFOUE OTIPABHUTEIS (WK paciIndpoBaHUe HA OTKPHITOM
KJIF0U€ TIPY IPOBEPKE MOIHCH);

B) nocnenoBarensHOe mM(pOBaHUE HCXOAHOTO COOOIICHHS Ha CEKPETHOM KIIFOUE OTIIPABUTENS U
BBIYUCIICHHE XeII-(PYHKIUHN OT 3alU(ppPOBAaHHOTO COOOIICHUS;

B) mocien0BaTeIbHOCTD ONepanyii He IMEET 3HAYCHHS.

BepHo nu yTBepKAeHHUE, UTO B ACHMMETPUIHOM CHCTEME HUKTO, KPOME OTIPABUTEIS
MOJIMTMCAHHOTO COOOIICHHUS, HE 3HAET CEKPETHOTO KJIF0Ya, Ha KOTOPOM COOOIIeHUE ObLIO
MOANKCaHO?

A) na;
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B) HeT, cekpeTHBII KITI0Y U3BECTEH TAKXKE YI0CTOBEPSIONIEMY LIEHTPY, BBIIABIIEMY OTIPaBUTEIIO
cepTudUKaT HUPPOBON MOIIHICH;

B) HeT, CeKpETHBIN KIII0Y U3BECTEH TAKXKE LEHTPY ayTeHTH(UKAIMH, B KOTOPOM HCIIONIB3yETCsI
KPHUIITOCHCTEMA.

81. Kakas ¢yHKIMS Ha3bIBaeTCsI OAHOCTOPOHHEH (one-way function)?
A) OyHK1UA f(x) HA3BIBaeTCS OJHOCTOPOHHEH (one-way function), eciu A1 BceX x U3 €€ 00J1acTu
OTIpe/ICNICHUS JIETKO BBIYUCIIUTD Y=f(X), HO HAXOXKJICHUE 110 3aJJaHHOMY )p TAKOTO X¢, 1711 KOTOPOTO
f(x0)=y0, BBIYUCTUTEIHHO HEOCYIIIECTBUMO;
B) ®yuknwms f(x) Ha3pIBaeTCS OHOCTOPOHHEH (one-way function), eciu 11 HAXOXKJACHHUE TI0
3aIaHHOMY )9 TaKOTO Xy, JUIsl KOTOPOTO f(X0) =)o TpeOyeTCsI HACTOIBKO OTPOMHBIN 00bEM
BBIUMCJICHHI, YTO 32 HUX MIPOCTO U HE CTOUT OpaThCs;
B) 06a oTBeTa BEpHHI.

82. BepHo 1 yTBepKI€HHE, UYTO IIEIOYUCIICHHAs TIoKa3aTenbHas pyHkwus f(x)=a*(mod n), rne
OCHOBAaHUE a U NI0Ka3aTeJb CTENEHU X IIPUHAJJIEKAT UHTepBany (1,n-1), ABIseTCs OJTHOCTOPOHHEHN
dbyHKIIEH?

A) na;

B) cymecTBoBaHre 0AHOCTOPOHHUX (YHKIUI HE JOKa3aHO, HO OHA MOXET OBbITh B35iTa B KAUECTBE
NpUOTMKEHUS;

B) ner.

83. K xakum kpunrtorpadu4eCKuM CUCTEMaM OTHOCUTCS cuctemMa RSA?
A) K 6JIOYHBIM SKCIIOHEHITHAIHBIM CHCTEMaM, TaK KaK Kbl OJIOK M OTKPBITOTO TEKCTa
paccmaTpuBaeTcs Kak 11eJI0e YUCIIo B uHTepBae oT () 10 (n-1) u npeoOpasyercs B OJI0K
mudpTeKcTa;
B) x mmdpam oqHO3HAYHON 3aMEHBI;
B) o6a oTBeTa BepHBI.

84. Yem omnpenensieTcst CTOMKOCTb KpunrocucteMbl RSA?
A) CIIO’KHOCTBIO U3BJICYCHUS KOPHS CTEIECHHU e U3 OOJBILOro IIEJI0ro YKcia Mo 331aHHOMY MOJIYJTIO
n;
B) c10:XHOCTBIO pa3/IoKeHNsT Ha IPOCTBIE COMHOKUTEIH OOJIBIIOTO EJIOr0 YUCTIa;
B) o6a oTBeTa BepHBI.

85. Kakas ¢yHkims ucnomip3yercs B kpuntocucreMe RSA i1t reHepaiuu ceKpeTHOro Kirova?
A) byskums Dinepa;
B) pynkuus Mebuyca;
B) 06a oTBeTa BEepHHI.

86. Kakoii ¢aktop onpezaensier pazmep Kiroda B Kpuntocucteme RSA?
A) pecypcamu OBM, Ha KOTOPO# yCTaHOBJIEHA KPUIITOCUCTEMA;
B) nnuHOM mdpyeMoro oTKphITOTO TEKCTA,
B) pazmepom Moayst 1, IO KOTOPOMY MAET MHK(pPOBaHUE.

87. Uewm ompenensercst CTOMKOCTh KpuntocucteMsl Elgamal?
A) CIOXHOCTBIO TUCKPETHOTO JIOrapu(pMHUPOBaHUS;
B) cro’)KHOCTBIO pa3NoKeHHs Ha MPOCThIE COMHOXKHUTEIH OOJIBIIOTO LEIO0T0 YUCIA;
B) 06a oTBeTa BEpHHI.

88. Kakas cxema mmdpoBaHus Jierjia B OCHOBY CTaHIAPTOB dJeKTpOoHHOM nudpoBoi noamnucu B CILIIA
(DSA — Digital Signature Algorithm) u Poccun (I'OCT 334.10-2001)?
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A) cxema PaiiBecra, lllamuns u Annemana (Rivest R., Shamir A., Adleman L.;
B) cxema Dnp-TI'amans (Elgamal);
B) cxema luddu nu Xennmana (Diffi W., Hellman M.E.).

[To kakoi (_PopMyne BBIYUCIISICTCS] CEKPETHBIN KiTF0Y B I pe Dnb-I"amans?
A)Y = g (mod p),

B) ed =1 (mod ¢(n));

B) BrIOMpaeTcs Mpou3BOJILHO U3 ycaoBus 1 <x <p.

ITo xako# GopmyJie BEIYMCIAETCS CEKPETHBIN KiTtod B mudpe RSA?
aY =g (mod p)
B) ed =1 (mod o(n));

B) BrIOUpaeTcs mpou3BOJIBHO U3 yCiaoBus 1 < x <p.

K xakomy knaccy mudpoB otHocuTcs mudp no cxeme Iib-I'amans?
A) mmdpbl MHOTO3HAYHON 3aMEHBI;

B) cxembl BEpOATHOCTHOTO MK pOBaHMUS;

B) o6a oTBeTa BepHBI.

UYro obuero Mexy kpunrocucreMamu Dib-I'amans u RSA?
A) mndpsl MHOTO3HAYHON 3aMEHBI;

B) mm¢ps! 0aHO3HAYHOM 3aMEHBI;

B) acummeTpuuHble MHQPHL.

B gem coctout croco6 B3inoma mudpa RSA ?
A) B TOM, 4TOOBI HAMTHU METO]T BEIUMCIICHUS KOPHS CTETICHU e U3 mod n,. IOCKOJIbKY KpUIITOTpaMma

C=M ‘ (mod n), TO KOpHEM CTEMEHU e U3 (mod n) siBnsieTcs cooduieHne M;

B) B TOM, 4TOOBI HAlTH TJIaBHBIC COMHOKHUTEIN 00IIET0 MOAYJIS 7 (P U ¢), TOCKOJIBKY C X
TIOMOMIBIO MOYKHO JIETKO BBIMHCINMTE CEKPETHBIN K04 d 1uist pacmmposanus M= C? (mod n);
B) 00a oTBeTa BEpHBI.

B 4em cocrosT npenmyiiecTBa MU(PCUCTEM ¢ OTKPBITBIMU KIHOUaMu?

A) nns oOMeHa Kiro4aMHu aDOHEHTaM CEKPETHBIN KaHall He HyXKEH;

B) npumeHeHne CUMMETPUYHBIX CHCTEM NMPUBOJUT K CYIIECTBEHHBIM 3aJiepKKaM MpH MH(PPOBaHUU
(10 CpaBHEHMIO C ACUMMETPUYHBIMHU);

B) 06a oTBeTa BEpHHBI.

Kakue xa1-pyHKIMM ncnonb3yores A GopmupoBanus uudpoBoii moxmnucu?
A) OeckiltoueBble OJHOCTOPOHHHE XAII-(YHKIUY;

B) xiroueBble 0THOCTOPOHHUE XAII-PYHKLUY;

B) xpunTorpaduueckue X31-QyHKIUH.

Xoa1-3HaueHne Kakoi aiuHel (B 0aifttax) Beraucisier crangapt 'OCT P34.11-2001?
A) 32;
b) 16;
B) 20.

Kakoit mudp ucnons3yer oreuectBeHHbI ctanaapt xamupoBanus ['OCT P 34.11-94 nns
MUPPOBAaHUSI UCXOAHBIX JaHHBIX, YTOOBI 00€CIIEYUTh HEBO3ZMOKHOCTh IO100pa COOOLIEHHH ¢
OJIMHAKOBBIM X3II-3HaUYCHHEM?
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A) RSA;
B) T'OCT 28147-89;
B) mmudp Dab-I"amans.

98. [lepeuriciute anrOPUTMBI JIEKTPOHHON U(PPOBON MOATUCH?
A) RSA, DSA, EGDA, cxema llnoppa, 'OCT P34.10;
B) 'OCT 28147, DES, AES, ESIGN, ECDSA;
B) CTB 1176.2-99, McEliece, Rijndael, Cxema duddu — Jlammopra.

99. K xakuM BHJaM aTak ys3BHUMa IUQpoBas noanuch RSA?
A) K MyJIbTUIJIMKATUBHOM aTake;
B) HeneneBoro nCnop30BaHus CEKPETHOIO KITI0Ya;
B) 06a oTBeTa BEpHHI.

100. Kakumu npeumyiecTBamMu o0nanaet cxema 1udpoBoil moanucu Dib-I"amass o cpaBHEHHIO CO
cxemoi mudposoit moanucu RSA?
A) npy 3aJaHHOM ypOBHE CTOMKOCTH alropUT™Ma HU(POBON MOIIUCH IIeJIble YUCIIa, YYaCTBYOIINE
B BBIUHCJIEHUSIX, UMEIOT 3alIUCh Ha 25% KOpoue, UTO YMEHBIIAET CI0KHOCTh BBIUMCIEHUN [TOYTH B
JIBa pa3a U MO3BOJISIET 3aMETHO COKPATUTh 00bEM HCIIOJIb3YEMOM MaMATH;
B) ipu Be16Ope Moayst P 1OCTaTOYHO MPOBEPUTH, YTO 3TO YUCIIO SBJISIETCS POCTHIM;
B) 06a oTBeTa BEpHHI.

7.3.2 IIpomexyTouHasi aTTecTarus
OneHouHble CpesICTBA AJIs IPOMEXKYTOUHOM aTTeCTaluu
DK3aMeH
Crnncok BOIpoCoB JUIsl 3K3aMeHa

1. Ucropus passutus kpunrorpaduu. 3akoH Kepkroddea.

2. Konuenmwms uz6srrounoit uadopmaruu K.l1lennona. Coseprennsiii mmdp. [Hudp Beprama.

3. 3amauu ¥ poOsIeMbl COBPEMEHHOM KPUMITOTpaduu.

4. 3apauu kpunrtorpaduu. Kondunennuansuocts. Kpunrorpadguueckue anroputMmsl.

5. Araxu Ha mu¢psl. Kpunrorpaguueckas CTOMKOCTS.

6. CuMMeTpUYHbIE U ACUMMETPUYHBIC KPUIITOCUCTEMBI.

7. 3anauu kpuntorpaduu. [{enoctHOoCTh. UMUTOCTOMKOCTS.

8. 3amauum kpunrorpadun. AyreHtuduxaius. [IpoTokosnasl naeHTUPUKALINN.

9. 3apmaum kpunrorpaduu. HeBo3aMOKHOCTH 0TKa3a OT aBTOpCcTBa. LlndpoBast moamuce.

10. Iudposas noanuck. CepTuduKaIus OTKPHITHIX KITFOYCH.

11. IlpoTokomnsl pactpenencHus kiaroueil. Cxembl pas3ieneHus cekpera. ATakd Ha IPOTOKOJIBI
pacnpeneneHus Kiroue.

12. Knaccuduxanus mudpoB 1Mo pa3IndHbIM IPU3HAKAM.

13. udpsr nepecranoBku. Kpunroananus mudpoB nepecTaHOBKY.

14. IlIudpst 3amensl. Kpuntoananus noToyHOro mupa mpocToil 3aMeHBI.

15. udpser rammupoBanus. Kpunroananus mudpa Bkenepa.

16. TpeboBanus k raMmme. OmMOKY TPU MCTIOJIB30BAaHUH MIM(PPOB raMMHUPOBAHUSI.

17. Peructpsl casura ¢ o0paTHoO cBsi3bro. CKpeMOJIepshl.

18. MeToapl paHIOMH3AIIH COOOIICHHIA.

19. IToTounblie mMUPPCUCTEMBI.

20. briounsie cucremsl mudposanus. Koncrpykims Oeiicrens.

21. AaropuTmbl 0J109HOTO MG POBAHUS.

22. Pexxumbl mnppoBaHus 0104HBIX MU(GPOB. DIEKTPOHHAs KOJ0Bask KHUTA.

23. Pexxumebl mmdpoBanus 6J09HBIX MHU(PpoB. PexxuM crierieHus 6710KOB.

24. Pexxumbl mmppoBaHust 0104HBIX MUGPoB. Pexxum oO6paTHOI cBA3M 1O MIH(PPTEKCTY.
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Pexxumpl mmdpoBanus 0;109HBIX MHGPOB. PeskrM 0OpaTHOM CBSI3U 1O BBIXOY.
Anroputm nmmdposanus ganusix ['OCT 28147-89.

Anroputmsel mudpoBanus nanabix ['OCT 34.12-2015.

Anroputm mmdposanus ganasix DES.

Anroput™m mudpoBanus qaHHbIX AES.

Pexumpbl 6mounsix mugpos 'OCT P 34.13-2015.

Pexxumsl nucnions3zoBanus DES.

MynbTunnukatuBable GyHKIH. X cBoiicTBa. dyHKuums Ditnepa.

3aKOH BBIYUCICHUS MOAXOISAIINX TPOOEH.

CpaBHeHMe 1eIbIX yuced 1Mo MoayJito. CBoiCTBa cpaBHEHM. Penienrne cpaBHEeHMIA.
Brruncnenue MyIbTHILTMKATUBHOTO OOPATHOTO 3JIEMEHTA 110 33JaHHOMY MO/TYJIIO.
Kunaccel uucen. Cucremsl BeiueToB. Mx cBoiicTBa. Teopema Diinepa. Manas teopema
depma.

['pynmel. Koneia. [omst. [lons Namya. Onepanuu crioxkeHus: 1 ymMmHokeHus. Jlorapupm
HEHYJICBOT'O 3JIEMEHTA IOJIS.

Dnnunruyeckas KpuBasi HaJl KOHEUHBIMU NOJIAMU. [TopsIoK anmunTHueckoi KpUBOIA.
Kommno3uust u cinoxxeHre TO4eK Ha SJTUITHYECKUX KPUBBIX.

Cucrembl muGpOBaHUS C OTKPHITHIMU KIHOYaMH.

PexxuMbl UCTIONIB30BAHUSA CUCTEM C OTKPBITHIM KITFOUOM.

Kpunrocucrema RSA. Kpunroananus mudpa RSA.

Cucrema mmdpoanus El Gamal. Kpunroananus mudpa El Gamal.
Kpunrocucrems 6e3 nepenaun kinroda. OpraHu3aliysi CEKPEeTHOM CBS3H.
Kpunrorpadus Ha a1aIuNTHYECKUX KPUBBIX.

Kpunrorpadguueckue xem-¢pynkuuu. KimroueBsie n 6eckitoueBblie (PyHKIUN XEIIUPOBAHUS,
UX CBOMCTBA M Ha3HAYCHUE.

OnexTponHas nudpoas noanuck. Kpunrorpaduyeckre mpoToKOIIbI.
AnTopuT™MBI TUGPOBOM TTOITUCH.

[IpoTokon nudposoii moanrcu no anroputmy RSA.

Anroput™m nudposoit noamucu EGSA.

Anroputm mudposoit noanucu DSA.

[Tpotokon mudpoBoii moanucyu mo cranaapty DSS.

Anroput™bl 1H(POBOI MOATUCH.

Anroput™m nudposoit noarmucu 'OCT P34.10-94.

Anroputm udposoii nognucu 'OCT P34.10- 2012.

OnekTpoHHas udposas noanuck. TpeboBaHus K Xell-QyHKIUIM.
®ynkuus xemuposanus no I'OCT P 34.11-2012.

DnekTpoHHas U(poBas MOANUCH. AITOPUTMBI XeIpoBanust MDX.
DnexTpoHHas MUGPOoBas MOANUCH. AJITOpUTMBI XemupoBanus SHA-1.
Kpunroananus oJHOCTOPOHHUX X3II-(PYHKIIHHA.
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