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1 ]_Ie.HI/I, 3alaYi U IUVIAHUPYEMBIC PE3YJIbTAaTbl oﬁyquml o TMCIOMIIJIMHE

Ieab10 OCBOGHUS TUCLMITIIMHBI «3al1Ta BCTPAaUBAEMbIX CUCTEM M HHTEPHETA BEIIEH»»:
e cdopmupoBaTh y ciayuiareiaed HeoOXOIUMbII 00BbEM TEOPETHUECKUX M MPAKTUYECKUX
3HaHUU B 00JIACTH 3alUTHI BCTpauBaeMbIX cucTeM U nHTepHera Beuleil (IoT), ymenuit u
HaBBIKOB 110 OOECHeYeHHI0 Oe30IaCHOCTH TaKMX CHCTEM, a TakXke U3y4uTh
MHCTPYMEHTAJIbHBIE CPEICTBA U METO/IbI JUIS X MPAKTUYECKON pean3alyi.
3ajaum rpenojaBaHus IUCLHUIINHBL
e PaccmoTperh apXUTEKTypHbIE OCOOEHHOCTH M YSI3BUMOCTH THIIOBBIX BCTPAMBAEMBIX
cucteM u loT-ycTpoiicTB.
e Paccmorpers Mozenum yrpo3 M BEKTOpbl aTak Ha KOMIOHEHThl loT-skocuctembl
(ycTpoiicTBa, CBA3H, 00JIAKO, IPHIIOKEHHS).
e PaccmoTpeTs METOJBI U MTPOTOKOJIBI 00ECTIeYeHHS KOH(UACHIIMAIBHOCTH, [EIOCTHOCTH
U ayTeHTUYHOCTHU JaHHBIX B OecnpoBoaHbIX ceTsax [oT.
e PaccmoTpers MOJENM M MEXaHW3MbI YIPABICHUs JOCTYIIOM U uaeHTuukanuu B loT-
CeTsIX.
e PaccMoTpeTh IpakTUUECKHE METO/IbI aHAIN3a 3ALUIIIEHHOCTH BCTPAaUBAEMBbIX CHCTEM.
e PaccMOoTpeTh OCHOBBI KpUNTOTpadUUYeCKMX METOJOB 3aIlUThl U OCOOCHHOCTH HX
IIPUMEHEHHUS B PECYPCO-OTPAHUYEHHBIX CPEAAX.
e PaccmoTpeTrs cCOBpeMeHHbIE CTaHAAPThl 0€30IaCHOCTH /1JIs1 MHTEpHETa BELIeH.
B pesynbraTe 0CBOGHUS TUCHMILIMHBI «3allUTa BCTPAUBAEMBIX CUCTEM U MHTEPHETA BElLIei»
y oOydarommxcsi (GOpMUPYIOTCS CIEIyIOIIMe KOMIETEHUMH W JOJDKHBI OBITh JIOCTUTHYTHI
CJIeyIolIHe pe3yabTaThl 00yUeHHsI Kak Tan (GOpMUPOBAaHHS COOTBETCTBYIOIIUX KOMIETEHIMI:
- criocoOeH pa3pabaTbIBaTh U SKCILTYaTHPOBATH CHCTEMBI 3alIUThI HHPOPMALIUU OTKPBITHIX
MH(POPMALIMOHHBIX CHCTEM
- CIOCOOEH OCYLIECTBISATH KOHTPOJb oOecreueHuss MHPOPMALMOHHOM O€30macHOCTH H
MIPOBOIUTH BEPU(PHUKAINIO JAHHBIX B OTKPHITHIX HHPOPMAIIMOHHBIX CHCTEMAX..
OOyuenue 1O JUCHUIUIMHE «3alIUTa BCTPAaMBAEMbIX CHCTEM W HMHTEpPHETa BelIei»
HanpaBJieHO Ha (OPMUPOBAHKE Y OOYUAIOIINXCS CIETYIOMIMX KOMIETEHIIUMI:

Koa u HamMeHoBaHue KOMIIETeHIIMH

HH}IHK&TOPLI HOCTHKCHHUA KOMIICTCHIIUHN

OIIK-5.2. cioco6eH pa3pabaTeiBaTh U
AKCILUTYaTHPOBATh CHCTEMBI 3aIIUTHI
nH(pOPMAIUN OTKPBITHIX HH(OPMAIIHOHHBIX
cucTeM

NOIIK-5.2.1 BeimonzseT obcnenoBanue
00BEKTa 3alIUThI, 000CHOBBIBAET
HE00XOIUMOCTh CO3JJaHUsI CUCTEMBI 3aI[UThI
nH(popMalnu, pa3padaTbIBaeT TEXHUUECKOE
3aJJaHKe Ha CO3/1aHUE MO/ICUCTEMBI
MH(POPMAIIMOHHOM 0€301MacHOCTH JIS
OTKPBITOH MHPOPMALIMOHHONW CUCTEMBI;
NOIIK-5.2.2 Ha ocHOBe TpeboBaHMI K
OTKPBITOH MHPOPMALIMOHHON cUCTEME
(TeXHUYECKOTO, MPOTrPaMMHOTO,
nH(pOpPMAITMOHHOTO O0ecIIeueHus U
TEXHOJIOTUH 00paboTKH (TIepeaayn)
nH(popmanun) pazpadbarpiBaeT
OpTaHU3aI[MOHHO-TEXHUUECKUE MEPOTIPUATHUS
10 3alUTe MHPOPMALIMU OpPraHU3alluOHHO-
pacropsAuTeIbHbIE JOKYMEHTHI 110
o0ecrnieueHnto HHHOPMAITMOHHON
0€30IIaCHOCTH;

NOIIK-5.2.3 [IpoBOAUT ONBITHYIO
HKCIUTYaTaIUIO CPEJICTB 3AIIHUTHI




nH(pOpMalLMU B KOMIUIEKCE C APYTUMU
TEXHUYECKUMH U IPOrPaMMHBIMU
CPEICTBAaMU OTKPBITON MHPOPMAIIMOHHOM
CHCTEMBI, pa3padaThIBae€T METOUKHU U
JOKYMEHTBI IPUEMO-CAATOYHBIX UCITBITAHUI
CPEeACTB 3alMThl HHOPMALIUU

OIIK-5.3. ctoco6eH ocymecTBIATh, KOHTPOJIb
obecrieyeHns UHPOPMALIMOHHOM
0€30MaCHOCTH U MIPOBOAMUTH BEpUDUKAITUIO

OIIK-5.3.1 [lonumaeT 3Ha4eHUE KOHTPOJIS
WH(GOPMAIIMOHHON 0E30MMaCHOCTH, TPUMEHSIET
pa3iMyYHbIe BUJIbI KOHTPOJIS 00ecreueHus

nH(OPMAIIMOHHON 0€30MaCHOCTH;
OIIK-5.3.2 [IpoBOOUT KOHTPOJIb

3¢ GEKTUBHOCTH 3alUTH HH()OPMAIIH
(opraHu3alMOHHBIN U TEXHUYECKH) B
OTKPBITBHIX HH()OPMAIIMOHHBIX CHCTEMaX
OIIK-5.3.3 OmnpenernsieT BUABI U KATETOPHUH
TaHHBIX, MOJJIeKAIUX 00paboTKe B
OTKPBITOW MHPOPMALIMOHHOM CUCTEME, UX
00BEMBI, CTPYKTYPY, TEXHOJIOTHH 00padOTKH
U Tepeiayn, METO/IbI BEpUPHUKAIIMU U
KOHTPOJISI [IETTIOCTHOCTH; IIPOBOJTUT
BepH(UKALINIO U KOHTPOJIb IIEIOCTHOCTH
JAHHBIX

JAHHBIX B OTKPBITHIX WH(POPMAIIMOHHBIX
CUCTEMAX.

2 MecTO IMCHUILTHHBI B CTPYKTYpe 00pa30BaTeIbHOM NMPOrpaMMbl

JuctuminHa «3anmTa BCTpauBaeMBbIX CUCTEM M MHTEPHETA BEIIC» OTHOCUTCS K YHCITY
yUeOHBIX JUCIUILTNH 00s3atenbHol yactu (b1.1) ocHOBHOI 0Opa3oBartenbHOit mporpammsl (b1.51).

N3ydyeHne AWCHMILIAHBI ONMUpacTCs Ha 3HAHWS, YMEHHS W HAaBBIKH, NMPUOOPETCHHBIC B
MpeIIIecTBYIOMUX AUCIUILTHHAX: «OCHOBBI MHGOPMAIIMOHHON Oe30macHOCTHY, «CeTu U CUCTEMBI
nepeaayn nHpopMmarm», «be3omacHocTs cucTeM 0a3 JaHHBIXY, «DIEKTPOHUKA U CAMOTEXHHKAY.

3 CTpyKTypa u cofep:KaHHe TUCHUTLTHHBI

OO0mast TpyAOEMKOCTh NUCHUIUIHHBI COCTaBisieT 4 3adeTHble equHuIbl, T.e. 144 dyaca
(mabopaTtopHbIe 3aHATH — 72 Yaca, CaMOCTOsTeNIbHAst paboTa - 72 yaca, popMa KOHTPOJIS — FIK3aMEH)
B 9 cemecTtpe.

CTpyKTypa M COJEp)KaHUE IWCIHILIMHBI «3alluTa BCTPAWBAEMBIX CHCTEM W HHTEPHETA
BEIIei» M0 CPOKaM U BHUJaM pabOThI OTPAKEHBI B MPHUIIOKEHUN

3.1 Buasbl yueOHOii padoThl M TPYA0EMKOCTh
(mo hopmam oOyueHUs)

3.1.1 Ounas popma oOyueHUs

Ne . KoauuecTBO CemecTpbl
Buj yueOHoii padoThl
n/n 4acoB 9
1 | AyauTopHble 3aHSITHSI 72 72
B ToMm uncie:




1.1 | Jlexumm
1.2 | CemuHapcKue/MPaKTUICCKUE 3aHSITHUS
1.3 | JlabopaTopHBbI€ 3aHATHS 72 72
2 | CamocTosiTeIbHAsI padoTa 72 72
B ToMm uncie:
21 | ...
3 | IlpoMe:kyTOUYHAsSI ATTECTAIUSI
3aver/mud.3a4eT/7K3aMeH 9K3aMEeH
Hroro 144

3.1.2 OuHo-3a0uHas popma oOydeHus
He npenycmorpena

3.1.3 3aounas ¢popma oOyueHuUs

He npenycmorpena

3.2 TemaTnuecKuii MJIAH U3yYeHHUS THCIHIIMHBI

(o popmam oOyueHus)

3.2.1 Ounas popma oOydeHus

TpyaoeMKoCTh, 4ac

AyautopHasi padoTa

Camoc
J:‘/—’ Pase b/ TeMbl Cemunap | Jlabop | IIpakr TOSITe
AHCIHILTHHEI Beero | Jlex cKkue/ | aTOpH | h4yecka R
1 gy [PAKTHYC|  bIC A paGot
I CKHC | 3aHATH | OATOT |~
3aHATHUA s OBKa
11 TeMaul. be3onacHocTh MHTEpHETA 16 8 8
BEIICH.
1.2 | Tema 2. MoaenupoBaHHe yrpo3. 24 12 12
1.3 | Tema 3. MeTo070THSI TECTUPOBAHUS
16 8 8
0€30M1aCHOCTH.
1.4 | Tema 4. Bznom ceTu. 24 12 12
1.5 | Tema 5. B3nom anmapatHO# 9acTH o4 12 12
CHUCTEMBI.
1.6 | Tema 6. B3moM paanokaHaioB. 16 8 8
1.7 | Tema 7. Ataku Ha skocucteMy l0T. 24 12 12
Hroro | 144 72 72

3.2.2 OyHo-3a04Hast hopMa 00ydeHus
He nmpexycmotpeHa.

3.2.2 3aouHas popma 00yueHUs
He mpenycmorpena

3.3 ConepxaHue TUCHUINTHHBI




n/n

Pa3nea (Tema)
JHCHHUILINHBI

Conepxanue

11

Tema 1. bBe3zomacHOCTb
UHTEpHETA BEIleH.

OcHoBHblE TOHATUA M nOpuHOUNBl  Oe3omacHoctu  [oT.
OcCOOeHHOCTH apXUTEKTYphl HHTEpHETa BelleH, YSI3BUMOCTH
YCTPOWCTB M ceTell. MeTopl 3alNThl JaHHBIX U KaHAJIOB CBS3H.
Pucku, cBsizanHble ¢ MaccoBbIM BHeApeHHeM [0T B ObITOBYIO U
IPOMBINUIEHHYIO cpeny. CoBpeMeHHbIEe CTaHAapThl U MOJIX0/bI K
krbepoe3zonacHocTH loT.

1.2

Tema 2. MonenupoBanue
yIpos.

[TonsiTne YIpO3bl nH(pOPMaLMOHHON 0€301acCHOCTH.
Knaccudpukamus yrpo3 u ysa3Bumocteid B cucremax loT.
Metononorun monenupoBanust yrpo3d (STRIDE, DREAD,
PASTA wu np.). OnpeneneHne axkTUBOB, IOTEHUUAIbHBIX
aTaKyMIIHUX U ClieHapueB aTak. [locTpoeHne Mozenel puckoB u
OLICHKA BEPOSITHOCTH peaIn3aluy yrpos.

1.3

Tema 3. Metonosnorus
TECTUPOBAHUS
0€30I1aCHOCTH.

[Toaxoas! k TecTupoBanuto 6e3omacHoctr loT-cucreM. Drtarbl u
METO/bI MPOBEJICHUS aHAIN3a: TECTUPOBAHKNE HA MPOHUKHOBEHHUE,
ayIuT KOoH(UTrypamuii, aHajgu3 HCXOIHOTO KOJa MU CETEBOTO
Tpaduka. Hcmonmp3yemble HWHCTPYMEHTHI U (peHMBOPKHU.
dopMHpOBaHHE OTYETOB O pe3yjbTaTax TECTHPOBAHUA U
PEKOMEH/IALMH 110 YCTPAHECHUIO YSI3BUMOCTEH.

14

Tema 4. Bziowm ceru.

TunoBele MeTOAbl aTak Ha ceTeBylo uHOpacTpykTypy IloT.
AHanu3 ceTeBoro B3auMOAEHMCTBUS M NpoTOkoioB. [lepexaar,
NOJMEHa W aHalu3 JaHHbIX B ceTsax. lcmosnb3oBanue
UHCTpYMeHTOB s B3noma Wi-Fi, Bluetooth u npyrux cereBbix
uHtepdeiicoB. IlpakTndyeckne acnekTel OOHAPYXEHHS U
IPEJOTBPALICHUS CETEBbIX aTaK.

1.5

Tema 5.
arnmapaTHoun
CHUCTEMBI.

Bsnom
qacTu

®usnyeckuil 10cTyn U ucciegoBanue ycrpoilcts [oT. Metosbl
ananu3a annaparioi yactu: JTAG, UART, SPI, I°C, NAND wu np.
W3Bnedenne mpomrMBKY, aHAIIN3 COIEPKUMOTO IMaMSITH, 0OpaTHast
pa3zpaboTka. AnmapaTHble 3aKIaJKy, TOOOYHbBIE KaHANbI, 3allIUTa
OT HECAHKITMOHUPOBAHHOTO JIOCTYTA M MOJIU(DHUKAITHH.

1.6

Tema 6.
paanoKaHajoB.

Biziaom

Ocobennoctu  OecripoBogHoi  cBsizu B loT. VYsa3BumocTtu
paguountepdeiico: RFID, NFC, ZigBee, LoRaWAN, BLE.
Mertonsl aHanm3a paguoTpaduika, MmepexBaT U JCKOJUPOBAHUE
cUrHajoB. MHCTpyMEHTBI W 00OpyJOBaHHE JIS TECTHPOBAHUS
paauokaHaioB. Mepbl 3amMTel ¥ MUA(POBAHUS JAHHBIX B
0€CIPOBOHBIX CHCTEMAX.

1.7

Tema 7. Atakm Ha
skocuctemy l0T.

KommuiekcHble ataku Ha HWHQPACTPyKTypy HHTEpHETa Bellei.
Komnpomeranyst 06J1a4HbIX CEPBHCOB, MOOMIIBHBIX TIPUIIOKEHUH,
IIJTF030B U MOJIb30BATENBCKUX YCTPOilcTB. MaciitabHble OOTHETHI
u DDoS-ataku ¢ ucnons3zoBanuem [oT. AHanu3 MHIMIEHTOB U
CTpaTerusi MOCTPOEHHs] YCTOMYMBOM 9KOCUCTEMBI O€30MMaCHOCTH.

3.4 TemaTnKa CEeMMHAPCKUX/MIPAKTHYECKHUX H JIA0OPATOPHBIX 3aHATHI

3.4.1 CemuHapCcKHe/IPAKTHYECKUE 3aHATHUS

He npedycmompenul yuebnvim nianom.




3.4.2 JlaGopaTopHbIE 3aHATHUS

Ne HaumenoBanue nabopatopHoii paboThI SaiBeM’

1 Boinonnenue padotel Nel « MQTT-cumynstop» 8

2 Bemonnaenne  paborsr  Ne2  «Ynyumenwme ~— MQTT-cucremsr: | 12
MOHHUTOPHHT, U(GPOBaHKE U 6€30MACHOCTH)»

3 Bemonnenne paboter Ne3 «Amnamu3 cereBoro Tpaduka (pcap) u | 8
MOCTPOCHUE KaPThl YCTPOUCTBY»

4 Beimonaenue pabotsl Ned «Byte-at-a-time decryption» 12

5 Brimonaenne pabotsl NeS «PaboTa ¢ ydeOHBIM CTEHIOMY 12

6 Bemonaenune padboter Ne6 «Packet Tracer. ITogknrouenne ycrpoiicts | 8
IoT 1 MOHUTOPUHT UX PaOOTHDY

7 Bemonnenne pabotrer Ne7 «Packet Tracer. VYmpasmenwe IoT- |12
YCTPOUWCTBAMUI

Hroro 72

3.5TemaTnka KypcoBbIX IPOEKTOB (KYpPCOBBIX padoT)

KprOBOG IMPOCKTUPOBAHUC 10 ZLaHHOﬁ JUCHUITIINHE y‘le6HbIM IJIaHOM HC 3aIllJIaHUPOBAHO.
4 Y4eOHO-MeTOAUYECKOEe U UHPOPMALIMOHHOE o0ecieueHne
4.1 Hopmatusnblie 1oKyMeHTbI 1 'OCTob1

1. TlporpamMma cocTaBieHa B COOTBETCTBMH ¢ DelepaabHBIM TOCYAapPCTBEHHBIM
00pa3oBaTe/IbHBIM CTAHIAPTOM BBICIIETO0 00PA30BaHUS MO HAMPABICHUIO TIOATOTOBKHA OaKaTaBpOB
10.05.03 «1udopmarmonnast 6€30MaCHOCTh ABTOMATU3HPOBAHHBIX CHCTEM)).

4.2 OcHoBHasi INTEpaTypa

1. «APXUTEKTypa OINEPAllMOHHBIX CHCTEM MOOWJIBHBIX YCTPOHCTB» (ApXUTEKTypa
OTIEPAIIMOHHBIX CHCTEM MOOMIIBHBIX yCTPOUCTB : yuebHoe nocodue / M. B. Cunnupiy, C. M. Tpymius,
1O. A. Boponnos, E. K. MuxaiinoBa. — Mocksa : PTY MUPDA, 2022. — 343 c¢. — Tekcr :

AJICKTPOHHBINA // Jlanp : AJIEKTPOHHO-OMOINOTEUHAS cucrTema. — URL:
https://e.lanbook.com/book/265724 ([1ata obpamienus 10.08.2025).
2. benoyc, A. N. OcHoBbl kubep6e3zonacHocTu. CTaHmapThl, KOHIENIIANA, METOIBI U

cpeznctBa obecnieuenus : sumknonenus / A. U. benoyc, B. A. Cononyxa. — Mocksa : TexHocepa,
2021. — 482 c. — ISBN 978-5-94836-612-8. — Tekct : 3nekTpoHHBIH // JlaHb : 3IEKTPOHHO-

oubmuoreunas cuctema. — URL: https://e.lanbook.com/book/181222 (Jlata oOparienus
10.08.2025).
3. «IIpuHIUTIBI TOCTPOCHUS ¥ (QYHKIIMOHUPOBAHUS aIapaTHO-MPOTPAMMHBIX CPEICTB

TEJICKOMMYHUKAaIMOHHBIX cucTeM: Yacte 2: CereBble ONEpPALMOHHBIE CHCTEMBl M IPUHIUIIBI
obecnieueHns HH(HOPMAIIMOHHOM 6e30macHOCTH B ceTsax» (Makapenko, C. W. IIpuHIHIb TOCTpOoeHUs
U (YHKIMOHMPOBAHUS alIapaTHO-NPOIrPaMMHBIX CPEACTB TEIEKOMMYHUKAIIMOHHBIX CHCTEM

yaeOHoe mocobue / C. . Makapenko, A. A. KoBansckuii, C. A. KpacnoB. — Canxkr-IletepOypr : ,


https://e.lanbook.com/book/265724
https://e.lanbook.com/book/181222

2020 — Yacts 2 : CeTeBble onepaiioHHbIE CHCTEMBI M IPUHIUTIBI 00ecTieueHusI HH()OPMAITHOHHON
6e3omacHocTH B ceTsax — 2020. — ISBN 978-5-6044429-8-2. — Tekcrt : snektpoHHbIi // JlaHb :
3JIeKTPOHHO-Onbmmoreunas cucrema. — URL: https://e.lanbook.com/book/329378

4. [Mapmun, K. A. MeToas! u cpeacTBa NpOSKTUPOBAHUS WHPOPMAIIMOHHBIX CUCTEM U
TEXHOJIOTHH : yueOHo-meTonuueckoe mocodue / K. A. I[Tapmmn. — ExatepunOypr : , 2018. — 129 c.
— Tekct : oanekrponHsld // Jlawb : anekTpoHHO-OMOnMoTeyHass cuctema. — URL:
https://e.lanbook.com/book/121337 (mata oOpamenus: 01.02.2022). — Pexum gocrtyma: s
aBTopu3. nosbs3osarenen. — C. 1.

4.3 JlonoiHUTEIbLHASA JJUTEPATYypPa

1. OASIS. MQTT Version 3.1.1 Plus Errata 01. — (OduumnansHas crienudpukanus
nporokoiaa MQTT.) [DnexkrponHsii pecypc]. — Pexxum moctyma: https://mqtt.org/mqtt-
specification/ ([lara obparmienus 10.08.2025).

2. Eclipse Foundation. paho-mqtt — Python Client Library Documentation. —
(doxymenrarus o 6udaunorexe Paho MQTT mns Python.) [DnekTponHslit pecype]. — Peskum
noctyma: https://www.eclipse.org/paho/index.php?page=clients/python/index.php (/lara
oOpaiuenus 10.08.2025).

3. Docker, Inc. Docker Documentation. — (Odurnansrnoe pykoBoacTso mo Docker u
Docker Compose.) [DaekTponHsIii pecypc]. — Pexxum noctymna: https://docs.docker.com/ ([lata
obparmenus 10.08.2025).

4. Mosquitto MQTT Broker. Eclipse Mosquitto Documentation. — (Onucanue ycTaHOBKH
u HacTpoiiku opokepa MQTT Mosquitto.) [DnekTpoHHbI# pecypc]. — Pexxum mocrymna:
https://mosquitto.org/documentation/ ([lara ooparienus 10.08.2025).

5. InfluxData. InfluxDB Documentation. — (PyxoBoacTBo 1o paboTe ¢ 06a30ii JaHHBIX
BpeMeHHBIX psafoB InfluxDB.) [DnekTponnsIii pecypc]. — Pexum moctyna:
https://docs.influxdata.com/influxdb/ (J1lata o6pamenus 10.08.2025).

6. InfluxData. Telegraf Documentation. — (Onucanue arenTa ajsi cOopa METPUK U
unTerpanuu ¢ MQTT u InfluxDB.) [DaexTponHsIl pecypc]. — Pexum gocrymna:
https://docs.influxdata.com/telegraf/ ([ata oOpamenus 10.08.2025).

7. Grafana Labs. Grafana Documentation. — [Dnekrponusiii pecypc]. — Pexum goctyrmna:
https://grafana.com/docs/ ([lata o6pamienus 10.08.2025).

8. Wireshark Foundation. Wireshark User’s Guide. — [DnekTponHsIii pecypc]. — Pexum
noctyna: https://www.wireshark.org/docs/ (Jlata oopamenus 10.08.2025).

9. Cangepc, K. [Ipaktrueckuii aHanu3 makeToB: ucnoiab3oBanue Wireshark mis pemrenus
peanbHbBIX IpodiieM B cetsx / K. Cannepc ; [mep. ¢ anrn.]. — 3-e m3a. — Can-Opannucko : No
Starch Press, 2017. — 467 c.

10. O’Reilly Media. MonuTopuHT ceTeBoit 6e3omacHocTu ¢ momoinbio Wireshark u
tcpdump / O’Reilly Media. — [6. m.] : O’Reilly, 2020. — 289 c.

11. NIST. FIPS 197 — Advanced Encryption Standard (AES) [DnextponHslii pecypc]. —
Pexxum moctyna: https://nvipubs.nist.gov/nistpubs/FIPS/NIST.FIPS.197.pdf, cBoGoaubIi. — 3arit. ¢
skpaHa. — 3. anri. (ata ooparenus 10.08.2025)

12. RSA Laboratories. PKCS #7: Cryptographic Message Syntax Standard [DnexrponHbIii
pecype]. — Pexum noctyna: https://www.rfc-editor.org/rfc/rfc2315, cBoboanbIif. — 3ari. ¢
skpaHa. — 3. anrin. ([lara oOpamenus 10.08.2025)

13. Iemunenko, A. MQTT u CoAP mns HaunHaromux: [IpoTokos! 1 yMHOTO oma / A.
Hemunenko. — Mockaa : [0. u.], 2022. — 156 c.

14. Practical Internet of ThingsSecurity Drew Van Duren 2016 Packt Publishing — 5Is.
aur. — BIRMINGHAM - MUMBALI: Packt Publishing, 2016. — 480 c.
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15. IlpakTnueckuii XakuHr HHTEpHeTa Belel [1oHoe pykoBOJACTBO O aTakaM Ha
ycTpoiictBa uarepHera Bemeil @ornoc Yannuc, Moannuc Crauc, [laynuno Kansnepon, EBanrenoc
Heupmennoriy, bo Byc; [mep. ¢ anrin. JI. H. Akyanua.] — Mocksa: JIMK Ilpecc, 2022. — 313 c.

16. Xumnap, I'. C. MQTT Essentials - A Lightweight 10T Protocol: The preferred loT
publish-subscribe lightweight messaging protocol / T'. C. Xwmwiap. — [0. m.] : Packt Publishing,
2017. — 314 c. (JlaTa oopamenus 10.08.2025)

17. Koy, C. The Mosquitto Broker For Complete Beginners / C. Koym. — [0. m.] :
Independently published, 2021. — 189 c.

18. ITyaseep, T. Hands-On Internet of Things with MQTT / T. ITyneBep. — [6. m.] : Packt
Publishing, 2019. — 278 c.

19. T'ormocobporo, P. Internet of Things from Scratch / P. T'ongocooporto. — [6. m.] : Packt
Publishing, 2023. — 402 c.

20. The CryptoPals Challenges [nexkrponusiii pecypc]. — Pexum gocrymna:
https://cryptopals.com/sets/2, cBo60gHBIN. — 3ari1. ¢ s3kpaHa. — 3. anr. (lara oOpaiieHus
10.08.2025).

4.4 JneKTpOHHBIE 00pPa30BaTeIbHbIE PECyPChI
1.  Jokymenrtamuss  Yandex  Cloud  [Dnexrponnsiii  pecypc] —  URL:
https://cloud.yandex.ru/docs (mata oopamenwus: 01.02.2022).

4.5 JInuieH3MOHHOe ¥ CBOOOIHO pacnpocTpaHsieMoe MPorpaMMHoe
o0ecneyeHue
1. Onepanuonnas cucteMa Microsoft Windows ot 7 Bepcuu u Bbiie; Microsoft Office nam
Open Office, 6pay3sep (Firefox/Google Chrome /Explorer).

4.6 CoBpemeHHbIe MPO(ecCHOHATbHbIE 0a3bI IaHHBIX U HHPOPMAIIMOHHBIE
CIIPABOYHbIE CHCTEMbI
1. JoxymenTanus Yandex Cloud [DnexTponnsiii pecypc] — URL:
https://cloud.yandex.ru/docs (nara oopamienus: 01.02.2022).

5 MarepuajbHO-TeXHHYECKOE o0ecneueHne

Jlis mpoBeleHUs BCEX BHJIOB 3aHATUNA HEOOXOIUMO TPE3CHTAMOHHOE O000pYIOBaHHE
(MyJIbTUMEIUWHBINA TTPOCKTOP, IKpaH) — | KOMIUIEKT.

Jlnst mpoBenieHus 1a00PAaTOPHBIX 3aHATHH HEOOXOIMMO HAJIMYHE KOMITBIOTEPHBIX KJIACCOB
000pyZIOBaHHBIX COBPEMEHHOI BBIYMCIUTEIHHON TEXHUKON U3 pacueTa OJHO pabodee MecTo Ha
OJIHOTO 00y4aeMoro.

6 MeToauueckue peKOMeHIAIUN

6.1 MeToanueckue peKoMeHIaIlUM JIs TPenoaaBaTeis M0 OpraHu3anuu
00y4eHus

1. Ilpy moAroTOBKE K 3aHATUSAM CIEAYET MPEABAPUTENBHO MPOpadboTaTh MaTEpHUall 3aHIATHS,
IIPEyCMOTPEB €ro Nnojady TOYHO B OTBEJEHHOE AJIS 3TOro BpeMs 3aHAThA. ClenyeT MOArOTOBUTh
HEoOXO0MMbIE MaTepuajbl — TEOPETUUYECKUE CBEACHHUS, 3a1auu U Ap. [Ipu mpoBeneHun 3aHATUSA
clleZlyeT KOHTPOJIMPOBATh MM0Jlady MaTepuasia U pelleHHe 3aJaHui ¢ yu4eToM y4eOHOIro BpeMEHH,
OTBEACHHOTO JUIS 3aHATHS.


https://cloud.yandex.ru/docs
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2. Ilpm npoBepke pabOT M OTYETOB CJEAYET YYHUTHIBaTh HE TOJBKO IPAaBUIBLHOCTb
BBIMOJIHEHUS 33JlaHUl, HO W ONTUMAIBHOCTh BBIOPAHHBIX METOJIOB pEIIEHUs, MPAaBUIBHOCTb
BBIIIOJIHEHHSI BCEX €T0 IIAroB.

6.2 MeTO[lI/l‘{eCKI/Ie YKa3aHus 1Jist oﬁyqalomnxca IO OCBOCHHUIO M CIUIIJINHBI

N3yyeHne TuCIUILIMHBL OCYLECTBIISIETCS B CTPOIOM COOTBETCTBUU C LIEJIEBOI YCTaHOBKOM B
TECHOM B3aUMOCBSI3U y4eOHBIM IJIaHOM. OCHOBOW TEOPETUYECKOW M MPAKTUUYECKOW MOATOTOBKH
CTYZICHTOB SIBJISIFOTCS JIEKIIUH U JTa0OPaTOpHBIE PAOOTHI.

B mnpomecce camocTosiTenbHOM pabOThl CTYIAEHTHI 3aKPEIUISIOT U YIrIyOJsioT 3HaHMS,
IIOJIyYE€HHBIE BO BpPEMS ayJUTOPHBIX 3aHATHI, FOTOBATCSA K SK3aMEHY, a TAKKE€ CaMOCTOSTEIbHO
U3Y4alOT OT/AEJIbHbIE TEMbI yUeOHOU MPOrpPaMMBI.

7 @oH] OLIEHOYHBIX CPEICTB
7.1 MeToabl KOHTPOJIS M OLEHUBAHUS Pe3yJIbTATOB 00yYeHHSs

B mporiecce o0yueHuUst UCTIONB3YIOTCS CIEAYIONMUE OIEHOYHBIE (DOPMBI CAMOCTOSITEIILHOM
paboTHI CTYJECHTOB, OIICHOYHBIE CPEACTBA TEKYIIETO KOHTPOJISI YCTIEBAEMOCTH U MPOMEKYTOUHBIX
aTTeCTaIlni:

- TpoOBeACHUE JIA0OpaTOPHBIX paldOT (NMPAKTHUYECKUX 3aHATHH C HCIOJIb30BAHHEM
CIICLITEXHUKH) U UX 3aIUTa;

- CAaMOCTOSITEIbHAS IOATOTOBKA U IIPOBEACHUE MPE3CHTALMI 110 TEMAM JUCUUILIAHBL;

- DK3aMeEH.

7.2 lIkajia 1 KPpUTEPUH OLEHMBAHMS Pe3yJIbTATOB 00y4YeHHUsI

CDopMa HpOMe)I(YTO‘IHOﬁ aTTCCTallMH. DK3aMCH.
Ilo uroram HpOMe)KYTOqHOﬁ aTTCCTAallMu 110 AUCLHHUIIIINHE (MOIIYJ'IIO) BBICTAaBIIACTCA OLICHKA
«OTIIMIHO», «XOPOIIO», «yHOBJICTBOPUTCIBHO» HUIIN «HCYJOBJIICTBOPUTCIILHOY.

HIxana oneHuBaAHUSA Onucanue

Boimonnensl Bce BHIbI  y4eOHOMl paboThl, MNpeaycCMOTpPEHHbIE
y4eOHBIM Tu1aHOM. CTYyZEeHT AEMOHCTPUPYET COOTBETCTBUE 3HAHMIA,
YMEHUH, HaBBIKOB NPUBEJCHHbIM B TaOJMIax IOKa3aTeleH,
onepupyeT NPUOOPETEHHBIMH 3HAHUSAMH, YMEHMSMH, HaBBIKAMH,
IIPUMEHAET UX B CUTyalUsAX MOBBIIIEHHON CIOXHOCTHU. [Ipn sTom
MOTYT OBIThb JOMYyIIEHBl HE3HAYUTEIbHBIE OIIMOKH, HETOYHOCTH,

OT1Iu4HO

3aTPYAHCHUA MPHU aHAJTTUTUYCCKUX OIICpaluiax, MCPEeHOCC 3HAHUM U
YMGHI/Iﬁ Ha HOBBIC, HCCTAHAAPTHBLIC CUTYallNH.

BreimonHeHnsl Bce BHUABI  yueOHOH paboThI, MpPeayCMOTPEHHBIC
Xopo1o yueOHbIM M1aHOM. CTyJIEHT JEeMOHCTPUPYET HETOIHOE, PAaBUIIbHOE
COOTBETCTBUE 3HAHWH, YMEHHIA, HABHIKOB MIPUBEJICHHBIM B Ta0OIHIIaX




12

nokaszarenei, naub0 ecnmu mTpu STOM OBUIM  AONyUIeHbl 2-3
HECYIIECTBEHHBIC OIINOKH.

Boimonnensl Bce BHIBI  y4eOHOIl paboOThI, MpeayCMOTPEHHbIE
y4eOHbIM Tu1aHOM. CTYyJEHT AEMOHCTPUPYET COOTBETCTBUE 3HAHMIA,
Y IOBIETBOPUTENBHO | B KOTOPOM OCBEIlIEHA OCHOBHAsI, HarbOoJiee BaskHAas 4aCTh MaTepHara,
HO TMpU D3TOM JOMyIIeHAa OJHA 3HAYMTENIbHAs OIIUOKa WU
HETOYHOCTb.

He BbimosHeH onxuH win Oojee BHUAOB Yy4ueOHOH paboThl,
NPEIYCMOTPEHHBIX Y4eOHbIM IUTaHOM. CTYIEHT JE€MOHCTPUpPYET
HETIOJIHOE COOTBETCTBUE 3HAHUN, YMEHHIA, HABBIKOB ITPUBEICHHBIM B
TaOJIMIaX TIOKa3aTesied, OMyCKAloTCd 3HAYUTEIbHbIC OIINOKH,
HeynosnerBopurensHo . .

MPOSIBIISIETCS. OTCYTCTBUE 3HAHWHA, YMEHHH, HABBIKOB TIO PSIy
MOKAa3aTeJeH, CTyICHT HCITBITHIBACT 3HAYUTEIIBHBIC 3aTPY THCHHS IIPH
ONEPUPOBAHUY 3HAHUSAMHU U YMEHHUSIMHU IPU UX NEPEHOCE HAa HOBbIE

CUTyalluu.

7.3 OueHoYHbBIE CPeACTBA

7.3.1 Texymuii KOHTPOJIb
OrneHouHble CpeACTBA I TEKYLIEeH aTTecTaluu
- 3aIyTa OTYETOB O BBIIIOJIHEHUH JIAOOPATOPHBIX padoOT

7.3.2 IlpoMexyTOUyHasi aTTeCTalus

OueHouHbIE CpeACTBA AJIA MPOMEKYTOUHOM aTTeCTAllUN
- DK3aMeH

Crircok BOMpOCOB ISl K3aMeHa 10 AUCHUTUIHHE:

WuTepHeT Belel: NoHATHE, TPUHIMIBI (QYHKIIMOHUPOBAHUS U CTPYKTYpa.

Oco6ennoctu [oT-ycTpoiicTB 1o cpaBHeHHIO ¢ TpaauunoHHbIMU U T-cucremamu

THIbl KOMMYHHUKALMOHHBIX MPOTOKOJIOB, UCTIONB3yeMbIX B [0T, 1 Mx ocoOeHHOCTH

OcHoBHbIE TOAX0BI K 00ecredeHnIo 0€30MacCHOCTH CUCTEM MHTEPHETa Belle

[Tpo6nems! sxu3HeHHOTro 1HKIIa [0T-ycTpoicTB 1 uX BAMsAHKE HA O€30MAaCHOCTb

Pucku nis obmiecTBa v IMYHOCTH MPHU HapymieHuu 6e3onacHoctu [oT

Ponp motpebuteneil, mpou3BOIUTENEH M MEXIYyHApOIAHBIX OpraHu3aluil B oOecredeHuu

6e3omacunoctu [oT

3aKOHOAATENBHOE PETYINPOBAHNUE U TIPABOBBIE ACTIEKTHI XakuHra [oT

9. DKOHOMHYECKHE U TeXHHUYECKHE (pakTopsl, BiHsroNne Ha 6e3omacHOCTh [0T

10. Otuueckue u mpaBoBble MpobIeMbl 3kcTyaTanuu loT-ycTpoiicTB

11. TlonsiTHiE MOJIETUPOBAHUS YTPO3, €T0 3HAUYCHUE U ITAIIBI

12. Mogens STRIDE: na3znauenue, knaccupukays yrpo3 1 maru MoJAeIupoBaHHs

13. Cucrema onenku puckoB DREAD: cyTh 1 mokazaTenu, paHKUPOBaHHUE YIPO3

14. TIlogxonpl K MOJEIMPOBAHUIO YIpo3: MPOTPaMMHO-OPUEHTUPOBAHHBIM, PECYPCHBIH,
OpPUECHTHPOBAHHBIH Ha 3JO0YMBINUICHHHUKA; anbrepHaTtuBHBle Monenu (PASTA, Trike,
OCTAVE, VAST)

NogakrowhE

©
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BusyanbHble cpeacTBa MOJEIMPOBAHMA YIpO3: JIHMarpamMmbl IIOTOKOB JAaHHbIX, UML,
JTUarpaMMBbl COCTOSIHUN

Hcnons3oBaHue aepeBbeB atak (attack trees) mis amanmusa yrpos

PacmipoctpanéHnble yrpo3sl u Tumbl artak Ha loT-cucreMsl (ToJaBieHHE CHUTHaja,
BOCIPOU3BE/ICHUE, BMEILIATEILCTBO B HACTPOUKH, KIIOHUPOBAHUE Y3JIOB)

Hapymenus 6e30macHOCTH ¥ KOHPHUICHIIMATLHOCTH JaHHbIX B [0T

[IpoGieMbl 0OCBEJOMIIEHHOCTH IOJIb30BaTENEN KaK (paKTop KHOEPPUCKOB

ATaku Ha ceTeBble MPOTOKOJIBI U CIIy>KObI, METO/IbI aHAJIN3a Tpa(uKa U BBISIBICHUS YA3BUMBIX
KaHaJIOB

TectupoBanue 6e3omacHOCTH OecipoBOoAHBIX poTokoioB: Wi-Fi, Bluetooth, SDR

Onenka Oe3omacHocTH BeO-mpuiiokeHuid, APl u B3aumopeicTBUs MEXIy yCTPOMCTBOM U
o01akomM

KonTpons nocryna, ayrenruduxanus u ynpasieHnue cepsucamu B loT-cpene

[TpoBepka BBOJa NaHHBIX U 3amuTa oT BHeApeHus koaa (SQLi, XSS, XXE)

Arnmnapatabiii ypoBeHb loT-cucrem: ys3zBumoctu, nepudepuiinpie unrepdeiicsl (UART,
JTAG, SWD, SPI, I12C) u merozb! uX IpOBEPKU

Mertoap! nosryueHus, aHanuza 1 smyisiun npomuska (binwalk, firmwalker, FIRMADYNE)
MeTo/1p1 BHEIPEHUS U TECTUPOBAHUS O9KIOPOB B IMPOIIMBKE

TectupoBanue GU3NIECKON YCTOMIMBOCTHU M aTaK IO MOOOYHBIM KaHAJIaM

[Tpunuun padotsl RFID-cuctem, THIIBI METOK (aKTUBHBIE, TACCUBHBIE, TIOTYTACCUBHBIC) U UX
KIIacCUpUKas

Crpykrypa namsitu RFID-mMeTku 1 ysI3BUMOCTH, MEXaHU3MBbI 3aIIUThI 1 METObI aTaK
Apxurekrypa u ocooennoct BLE (GAP, GATT), pekiamMHble aKeThbl ¥ IOBEPXHOCTh aTaKU
[Tpunnun padoter Wi-Fi Direct, yszBumoctu WPS u metonbr B3moma WPA/WPA2
Ocobennoctu  LPWAN, LoRaWAN: cTpykTypa ceTH, NpOouUeaypbl NPUCOSAHHEHUS,
TUTIUYHBIE aTaKU U MEPBhI 3alUTHI

OcHoBHBIE TTPOOIEMBI 0€30MMacCHOCTH MOOMIBHBIX NpriokeHnit Android u i0S
Pacnipoctpanénnsie Tumbl atak Ha MoOwibHble npuioxkeHus loT (MITM, ycraHoBka
MPUIOKEHUN U3 CTOPOHHUX UCTOYHHUKOB, YTEUKH JJAHHBIX )

MeToapl CcTaTUYECKOTO0 M JTWHAMUYECKOTO aHalu3a MOOWIBHBIX MPHUJIOKEHUHN, BBISBICHHE
hardcoded-nanHbIX, MpoBepKa 3aNUIIEHHOCTH MAMSITH U (ailyioB

[TpuHIIUIIBEI peBepc-UHKUHUPUHTA MOOMIIBHBIX NpuinoxxeHuid (Radare2, jadx, dex2jar, 11db)
Vszumoctu WebView, SQL-unbekiuu u XSS, mepexsar u pacumdppoka HTTPS-Tpaduka
Oco6ennoctu 3amuThl Keychain (10S) u SharedPreferences (Android), 06xox mxeinopeiika
H root-TipaB

CpencTsa anmapaTHOM 3amuThl U Oe30macHOro Xpanenus kimouei (Secure Enclave, Titan M,
TrustZone, SGX)

[Tonxompl K MOJENHUPOBAHUIO YTpO3 i MOOWIBHBIX TNPUIOKEHHUH: apXUTEKTYpPHBIMH,
KOMIIOHEHTHBIM, aTakyroowmui ycrpoiicts [oT: maponu mno ymosldaHUIO, pacKpbITHE
ySI3BUMOCTEHN, OOHOBIICHUSI.
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[Ipumep Ounera.
MUHHUCTEPCTBO OBPA30BAHUS Y HAYKU POCCUICKOI ®EJIEPALIN

OENEPAJIBHOE I'OCYJJAPCTBEHHOE BIO/IDKETHOE OBPA30OBATEJIBHOE YUPEX/IEHWUE BBICHIEI'O
OBPA30BAHUA

«MOCKOBCKHWH NOJUTEXHUYECKN YHUBEPCUTET»
(MOCKOBCKHWH ITOJIUTEX)

AwnpE

dakynpTeT HHOOPMALMOHHBIX TEXHOJIOTHIH

Kadenpa: Mudopmanmonnas 6e30nacHOCTb

JucuuiuinHa: 3amuyTa BCTpauBaeMbIX CUCTEM U MHTEPHETA Bellei
Crnenunamuctsl. Kypce 5, cemectp 9

SK3AMEHAIIMOHHBIN BUJIET Ne 1
Mogpens STRIDE: naznauenue, kinaccudukanus yrpo3 U miard MOJEIUPOBAHMS
Pacnipoctpané€nnblie yrpo3sl u Tunsl atak Ha [oT-cucremsl
Kontpons nocryna, ayrentudukanus u yrnpasienue cepsucamu B loT-cpene
PacnipocTpanéHHble TUIIBI aTak Ha MOOWIIbHBIE TpUiIokeHus [0T

[IpenonaBaTens / Kanyukuit U.B. /




