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1 Henun, 3a1a4M ¥ IVIaHUPYeMble Pe3yJbTaThl 00y4eHHS 10 AMCUHUIIHHE

Lenpio mpenojaBaHus AUCHUIUIMHBI SBISETCS (OPMUPOBAHUE Y CTYACHTOB 3HAHUM B 001acTu
0€30MacHOCTH ONEPAMOHHBIX cucTeM Linux.
3agauu npenogaBaHus AUCUUTUIHNHDL:

° U3yYeHHe MPUHIUIIOB OpraHU3ald WHPOPMALMOHHBIX CHCTEM B COOTBETCTBUU C
TpeOOBaHUSMU 110 3aIUTe UH(POPMALIHH;
o OCBOCHHME METOJOB, CIOCOOOB M CPEIACTB pa3BEpThIBaHHSA, KOH(PHUTYPUPOBAHHS

BBIUMCIIUTENbHBIE CETH, HACTpauBaHHs TIOJUTUKH  O€30IacCHOCTH  PacHpOCTPaHEHHBIX
OIEPALIMOHHBIX CHCTEM, a TAK)KE JIOKAJIbHBIX BBIYMCIMTEIBHBIX CETEH, IIOCTPOCHHBIX HAa MX
OCHOBE, IPUMEHEHUSI OTEYECTBEHHBIX U 3apYOESKHBIX CTAHJAPTOB B 00JIACTH KPUMITOTpadhuUeCKUX
METOIOB KOMIIBIOTEpHON 0€30MacHOCTH sl MPOCKTHPOBAaHUS, pa3pabOTKM H  OLEHKH
3aIIUIIEHHOCT KOMIIBIOTEPHBIX CUCTEM;

o U3y4eHHE TUTMOBBIX KPUNITOrPaUIECKUX aJTOPUTMOB.

B pesynbrare ocBoeHus aucuuiuivHbl «be3omacHOCTh omepanMoOHHBIX cucTeM Linux» y
oOyyaromuxcst (HOpMHUPYIOTCS CIEAYIOIIME KOMIIETCHIIMM M JOJDKHBI OBITh JIOCTUTHYTHI
CIeyIOIINe Pe3ybTaThl 00y4YeHUS KakK 3Tar (JOPMUPOBAHUS COOTBETCTBYIOIINX KOMIETCHIIHIA:
3HaTh:

- MPUHIUIBl OpraHU3alMy MH(QOPMAIMOHHBIX CHUCTEM B COOTBETCTBUU C TPeOOBAHUSIMH IO
3ammre  uH(pOpMamuu, KpunrtorpaduUvyeckue CTaHAApThl W KAk WX HCIOJNB30BaTh B
MH(OPMALIMOHHBIX CHCTEMAX;

YMETb:

- pa3BepThIBaTh, KOH(OUTYPUPOBATH U HACTPAUBATh BBIYMCIUTENBHBIE CETH, (OPMYIUPOBATH U
HACTpauBaTh IOJIMTUKY OE30MaCHOCTH PACHpPOCTPAHEHHBIX OINEPALlMOHHBIX CHUCTEM, a TaKkKe
JIOKAJIBHBIX BBIYMCIIUTENBHBIX CETEN, IOCTPOCHHBIX HA UX OCHOBE, IPUMEHATH OTEYECTBEHHBIE U
3apyOeKHBbIe CTAaHAAPTHI B 001aCTH KPUNITOTPahUIECKUX METOIOB KOMITBIOTEPHOM O€301IaCHOCTH
JUTSL IPOCKTUPOBAHUS, pa3pabOTKU U OLIEHKH 3aIUIIEHHOCTH KOMITBIOTEPHBIX CHCTEM;

BJIAJIETh:

- HaBBIKaMU UCIIOJIb30BaHUs TUIIOBBIX KPUIITOTPAPUUECKUX aITOPUTMOB.

OOyuenne mo nucruiuiiHe «be3omacHOCTh OmMepalnuoOHHBIX CUCTeM Linux» HampaBlieHO Ha
dbopMHupoBaHNE Y 00YYAOITUXCSI CICTYIONTUX KOMIICTSHITHH:

Kox u HamMeHOBaHHe KOMIIETCHI W NuaukaTopsl 10CTHKEHHST KOMIIETCHIMHT
OIIK-1.2 CnnocoOeH aAMUHUCTPUPOBATH NOIIK-1.2.1. 3HaeT npUHIUIBI OpraHU3AINH
CpeZCTBa 3allUThl HH(POPMALUU B MH(POPMALIMOHHBIX CUCTEM B COOTBETCTBUU C
KOMIIBIOTEPHBIX CHUCTEMAX U CEeTSX; TpeOOBaHUSIMU 110 3allUTe HHPOpPMAIHH,

KpUnTorpaguueckue CTaHgapThl M KaK HUX
HCI0JIb30BaTh B UH()OPMALIMOHHBIX CUCTEMAX;
NOIIK-1.2.2. YmMmeer pa3BepTHIBATS,
KOH(HUTYpUPOBATH u HaCTpauBaTh
BBIYUCIUTENbHbBIE CETH, (OPMYIUPOBATH U
HacTpanBaTh MOJIUTUKY Oe3omacHOCTH
pacrpocTpaHEHHbBIX ONEPALMOHHBIX CHCTEM, a
TaKXXe JIOKAIbHBIX BBIYUCIUTEIFHBIX CETEH,
MOCTPOEHHBIX HA MX OCHOBE, HPUMEHSThH
OTEUYECTBEHHbIE U 3apyOe)KHble CTaHIapThl B
obmacth  KpunTorpauyeckux  METOJOB
KOMITbIOTEPHOM 0e30MmacHOCTH IE
MPOEKTUPOBAHUSA, pa3padOTKU M  OLEHKH
3aIMIIEHHOCTH KOMITbIOTEPHBIX CHCTEM;




HOIIK-1.2.3. Bnaneer HaBBIKAMU
HCIIOJIB30BaHUSL TUIIOBBIX
KpUNITOrpaQUeCKUX alTOPUTMOB.

2 MecTo IMCHMILIUHBI B CTPYKTYpPe 00pa30BaTeIbHOM MPOrpaMMbl

JucnummmHa «be30nmacHOCTh OMEpPAllMOHHBIX CHCTeM Linux» OTHOCHUTCS K YHCITY Y4YeOHBIX
nucuuIinH obs3atensHoM yactu (b1.1) ocHOBHOM 00pa3oBaTenbHOM mporpammel (b1.1.25).
W3ydyeHne IUCHMIUIMHBI OMHPASTCS HA 3HAHUSA, YMCHUS U HAaBBIKH, NPHOOPETEHHBIC B
NPEIISCTBYIONMX JUCHUIUIMHAX: «be3omacHocTh — omepanuoHHbIX cucteM  Windowsy,
«be30macHOCTh ceTell AMEKTPOHHBIX BBIYUCIUTEIBHBIX MAITHH.

3 CTpyKTypa U coepKkaHue TUCUUILINHBI

OOmass TPyJOEMKOCTh JUCIHHMIUIMHBI COCTaBIsSeT 4 3a4eTHBIX eauHuI, T.e. 144 uyacos
(;1aboparopHble 3aHATUS — 72 4Yaca, camocTosTeNnbHas pabora — 72 yaca, (popMa KOHTPOJIS —
9K3aMeH, KypCOBOM MPOEKT) B 4 cemecTpe.

CtpykTypa U coaepxaHHe IUCHUIUIMHBI «be3omacHOCTh omepanuoHHBIX cucteM Linux» mo
CpoKaM M BUJaM pabOThl OTPAKEHBI B MIPUIIOKEHUN

3.1 Bwuabl yueOHOMH padoThl U TPY10EMKOCTH
(o gpopmam oOyueHus)

3.1.1 Ounas hopma oOy4eHus

Ne Biix vaeO1oil paGoThI KounuecTBO CemecTpbl
n/n 1y p 4acoB 4
1 | AyauTtopHble 3aHATHS 72 72
B ToM uucre:
1.1 | Jlexnun
1.2 | CemmuHapCcKHe/IPAKTHUECKUE 3aHITHS
1.3 | JIaBopaTopHble 3aHATHS 72 72
2 | CamocrosiTesibHasi padoTa 72 72
B ToM uucre:
21 | ...
3 | [lpomMexyToUYHas aTTeCTAIUS
OK3aMeH, KypCOBOU MPOEKT
Hroro 144

3.1.2 OyHo-3a04Hast popMa o0ydeHus
He npenycmotpena

3.1.3 3aounas ¢popma 0OyueHus

He npenycmotpena

3.2 TemaTu4eckuil IJIaH U3yYEeHUS TUCIHUILINHBI
(o popmam oOyueHus)




3.2.1 Ouynas ¢opma o0ydeHus

TpyroeMKOCTb, Yac
AyauTopHasi padora
Camo
Ne Pasgeny/TeMbl Cemuna | Jlabop | [Ipakr | cToAT
1w/ S — Beero | Jlexn pckue/ | aTOpH | MUecka| eJIbHa
. MPaKTUd |  bIe oI a1
€CKHE | 3aHATH| moaro | paéor
3aHATHUS s TOBKa a
1 Paznen 1.
1.1 | Tema 1. Yerpoiicteo OC Linux. 28 14 14
1.2 | Tema 2. PabGoTta ¢ KOMaHIHOH CTPOKOI, 28 14 14
nporpaMMupoBaHue Ha Bash.
1.3 | Tema 3. MexaHu3Mbl pa3rpaHHUCHHS 28 14 14
npas pocryna B OC Linux.
1.4 | Tema 4. CereBas noacucrema OC 28 14 14
Linux.
1.5 | Tema 5. Monuropusr codsituii, COB u 32 16 16
ayaut OC Linux.
Hroro | 144 72 72

3.2.2 OuHo-3a0uHas hopMa oOyueHus
He npenycmotpeHa.

3.2.2 3aounas ¢popma oOydeHus
He npenycmorpena

3.3. Coaep:xanue TUCHHUILTHHBI
Ne Pa3znen (Tema) Conep:xanue
n/n AMCIUILIMHBI
1 2 3
1 Paszgen 1
1.1 | Yerpoiicteo OC Linux. Pabota ¢ o6opynoBaHueMm, yrpasiieHle ycTpoicTBaMu B Linux.

[Ipouecc 3arpy3ku Linux. Mannmanuzanus sysV, systemd,
upstart. [ToacuctemMa HHULIMATM3ALKY U YIIPABIECHUS CITy>KOaMu
systemd. 3arpy3uuku Linux. Ynpasienue Oubiarorekamu B
Linux. Ympasnenue nakeramu B Redhat-nono0ubix u B Debian -
nogoouerx OC. Pabora ¢ )KeCTKUMHU JUCKAMU: CO3JaHUE U
(opmaTHpoBaHUE pa3AeIoB KECTKOTO TUCKA, YIPaBICHUE
kBoTaMu auckoB. CtpykTypa daitnosoii cuctemsl OC Linux.
IIpoBepka (haitnoBoii cucTeMbl, MOHTHPOBAHUE U
JEMOHTUpPOBaHUE. MATKHe U )xecTKue cchlIkh. [lonck u
pacriosioskeHue komaua U ¢aiiiaos B LINUX.




1.2

PaGora ¢
CTPOKOH,
IporpaMMUpOBaHUE  Ha
Bash.

KOMaHTHOU

[TonsTHE KOMaHAHOM 000I0YKH, HACTPOIIKA, TEPEMEHHBIE
cpenbl, anuacel. Pabota ¢ npoueccamu B Linux, npuopureTs
nporeccoB. Pabora B koMaHIHOM cTpoke Linux: TeKCTOBbIE
IIOTOKH, orepanuu ¢ GpaiaaMmu U TMPEKTOPUSMH, UCIIOIb30BAHUE
IIOTOKOB, KOHBEHEPOB U NepeHanpasieHui. [IporpammupoBanue
Ha Bash: nepemenHble, ycI0BHBIE ONIEPATOPBI; MACCUBBI, LIUKJIBL;
BXOJIHBIE TTapaMeTpbl, GyHKIMH. PerynspHble BRIpaKEeHUS:
o0muii mpuHIMI, 00paboTKa ¢aiioB ¢popmara csv.

1.3

MexaHN3MBI
pasrpaHudYCHUS
noctyna B OC Linux.

paB

[Tpouecc ayrenTudukanuu nomaszosareneid B OC Linux, PAM-
ayTeHTU(UKaMs. YTIpaBleHUE YUYETHBIMU 3aMUCIMU
II0JIb30BATEIIEH U TPYII, UX CBOMCTBaMU. MexaHu3M IPOBEPKHU
IpaB JI0CcTymna y cyObekTa Kk 00bekTy. Bianenbiibl manok u
¢aiinos, mpaBa qoctyna K ¢aiiaMm 1 marnkam, Macka co3/IaHus
¢aiinoB u manok. SUID SGID STICKY 6utsl. CTpyKTYpBI
IIOTOKOB U IpoLecCOB. MeXaHn3M KOHTEHHEPU3aLUU ITPOLIECCOB
cgroups. Cuctema NpUHYIUTEIBHOTO KOHTPOJIA JOCTYTa
SELinux, AppArmor. Knaccudukanus ysssumocteid OC Linux.
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CeteBast noacuctema OC
Linux.

Cetu: IPv4 aapeca u Macku mojicereid, KjaccoBasi U 0e3
KiaccoBas agpecanuu, ctek TCP/IP, ceTeBbie MOPTHI U CITyKOBI,
npotokoin IPv6. Kondurypaunronusie (aiiisl cetu, pyyHast
HACTPOWKA CETH, YTHIIUTHI HACTPOMKH CETH, YIIPABICHHUE
cereBbIMU JeMoHaMu. CereBas mapuipytusanus B OC Linux,
MHCTPYMEHTBI JUArHOCTUKH CETH, HacTpoiika kinreHTa DNS.
Hacrpoiika u ucronpzoBanue MexxcereBbix 3kpanoB B OC Linux.
[Tporokosn FTP/SFTP: mexanu3m paboThl, HACTpOUKa
6esomacnoro FTP/SFTP-cepsepa. [Ipotokon ssh: mexanuzm
paboTbl, HacTpolika 6e3omacHoro ssh-cepsepa. VPN.
TynHenupoBaHue ceccuil 1 MopToB, MUdpoBaHue (PaiioB.
[Iporokoi IPSec: TyHHENbHBIN U TPAHCTIOPTHBIN PEKUMBI.
ITocTpoeHue 3alMIEHHOT0 KaHaja CBs3U. BBeaeHue B git,
pa3BepTHIBAHKE JIOKAJTLHOTO git-cepBepa.

1.5

MOHHUTOPUHT  COOBITHH,
COB u ayaut OC Linux.

[InaHupoBIIMKY 3a/1a4 Cron, anacron: CUHTaKCUC U
pacroyioxenue (HaiioB, MOJIb30BATEIILCKUE U CUCTEMHBIC
3a/laHusl, CIUCKH foctyna. JKypHanupoBaHue coObITUM: syslog,
rsyslog, syslog-ng, journal, logrotate. MOHUTOPHHT CETH €
nomotbto ELK-cTeka: HacTpoiika U UCIoJib30BaHuE. AHAIN3
samumieHHocTH ELK-creka. Cuctembl 0OHapyKeHUs BTOP>KEHUI
(COB), nactpoiika u ucronb3oBanue COB Snort. Ayaut
cucTeMsbl ¢ moMotibio auditd: HacTpoiika u MpUMEHEHHUE.
Hcnonbs3oBaHKe U HaCTPOMKa CpeicTBa KOHTEIHEpHU3aLUU
Docker Ha ocnoe OC Linux.

3.4

TemaTuka CeMUHAPCKUX/TIPAKTHYECKHUX M J1A00PaTOPHBIX 3aHATHI

3.4.1 CeMuHapckue/mpakTUUYECKUE 3aHITUS

He npedycmompensi yueOnvim nianom.

3.4.2 JlaGopaTopHbIe 3aHATHUS




O0nemM,
yac.

=

HaumenoBanue mabopatopHoii paboThI

Brimosnaenue nabopatopHoit pabotst Nel mo teme 1
Brinonaenue nadoparopHoit pabotel Ne2 o teme 1
Brimonnaenue nabopatopaoit pabotst Ne3 o teme 2
Brimonaenue nadoparoproii padotel Ne4 1o teme 2
Brimonaenue nabopatopHoit paboTsl NeS mo teme 3
Brinonaenue nabopatopHoii paboTel Ne6 1o teme 3
Brinonaenue naboparoproi padotel Ne7 o teme 4
Brimonnaenue nabopatopaoit pabotsl Ne§ o teme 4
Brinonaenue naboparoproi pabotel Ne9 o reme 4
Brimosnnenue nabopatopaoit pad6otsl Nel0 mo Teme 5
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3.5 Temaruka KypcoBbIX NPOEKTOB (KYPCOBBIX padoT)

KypcoBoe npoektupoBaHue Mo AAHHON TUCIUIUIMHE Y4€OHBIM IUIAHOM 3alllIAHUPOBAHO, TEMbI
KypCOBBIX Pa0oOT:

1. AHanu3 onepanMoOHHBIX CUCTEM OECIIPOBOJHBIX TOUYEK AOCTYIIA.

2. Pa3BepThIBaHNE LIEHTPAIIM30BAaHHON CUCTEMBI cOOpa JI0TroB Ha Oa3e pemenus ELK-cTeka.

3. Meronsr 00xona ayrentudukammu B OC Linux.

4. BxiroueHue B KOPIOPATUBHYIO CeTh MoJ ynpasieHueM Microsoft Active Directory cepBepoB
Ha 6a3e OC Linux.

5. Boigenenue namaru 1 ee ucroib3oBanue B OC Linux.

6. Pa3zpaboTrka nporpaMMHoro odecreueHust B oosactu ayaura OC Linux.

7. IlocTpoeHue 3alMIIEHHOT0 KaHama cBs3u Ha 6ase IPSec.

8. MeTopI COKpBITHS CIIEIOB HECAHKIIMOHUPOBaHHOTO goctyna B OC Linux.

9. Pa3BepThiBaHNE M HACTPOWKa CUCTEMbI OOHAPY>KEHUS BTOP>KEHH Snort.

10. Hactpoiika 1 ncrosib30BaHue cpeactBa koHTelnepusanuu Docker Ha ocHoBe OC Linux.

11. YerpoiictBo BupTyansHoil mamsatu OC Linux.

12. Cpenctsa otnanku siapa OC Linux.

13. Ananu3 6e3onacHocti OC Linux.

14. Pa3zBepThIBaHNE LIEHTPATN30BAaHHOTO CEpBEpa cOOpa CUCTEMHBIX JIOTOB.

15. Hactpoiika n 6e3onacHas koH(urypauus cepepa Apache.

16. Hactpoiika u 6e3onacHast koHpurypamus cepsepa NGINX.

17. MexceteBoii s3xpan B OC Linux: cpeacTa GpuiabTpaly ceTeBoro Tpaduka.

18. [IporpammupoBanue Ha bash: aBTomMaTu3aiyss MOHUTOPUHTA JUCKA.

19. IlporpamMmmupoBanue Ha bash: HacTpoiika ¢unbTpanuu nanok U (aiiaoB B ceTH Ha OCHOBE
PEryJSIpHBIX BBIpaXKEHHI.

20. Hactpoiika 6e3onmacHoro SMTP-cepsepa B OC Linux.

21. AntuBupycs! Linux.

22. Aptedakrsl, octaBisiemble B pesyabTare HCJI B OC Ubuntu.

23. Aptedaktsl, octaBisiemble B pe3yabrare HCJl B OC Cesntos.

4 Y4eOHO-MeTOAMYEeCKOEe U MH(POPMALIMOHHOE O0ecriedeHue

4.4  HopmartuBHble 1oKyMeHThI U ['OCThI
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IIporpaMMa cocrtaBieHa B cooTBeTCTBUU ¢ DeepalibHbIM IOCYIapCTBEHHBIM 00pa30BaTEIbHBIM
CTaHJApPTOM BBICIIETO OOpa30BaHUS IO HAMNpaBJICHWIO MOAroToBKM OakamaBpoB 10.03.01
«MudopmaronHast 6€30MacHOCTHY.

4.5  OcHoBHas JIuTEpaTypa

1. «Bash u kubepOe3omacHocTs. ATaka, 3alIUTa U aHAJIU3 U3 KOMAHJIHOW CTPOKW», aBTOPHI:
On6unr Kapa, Tponkon ITox, url: https://www.ozon.ru/product/bash-i-kiberbezopasnost-ataka-
zashchita-i-analiz-iz-komandnoy-stroki-linux-olbing-karl-tronkon-pol-211432367

2. «Sapo Linux», aBrop: M. Bosert, url: https://www.livelib.ru/book/1000289082-yadro-linux-d-
bovet

3. «be3onacHocth Linux. PykoBOACTBO aIMUHKHCTpATOPA 10 CUCTEMAM 3aIlUThI ¢ OTKPHITHIM
UCXOJHBIM KOI0M», aBTOp: CkOTT MawuH, url: https://www.ozon.ru/product/bezopasnost-linux-
rukovodstvo-administratora-po-sistemam-zashchity-s-otkrytym-ishodnym-kodom-1472334

4.6  JlomosHUTEJbHAS JUTEpaTypa

1. «Linux rmazamu Xakepa. 6-¢ wu3a.», aBTop: @DneHoB Muxaun EprenpeBudy, url:
https://www.ozon.ru/product/linux-glazami-hakera-6-e-izd-flenov-mihail-evgenevich-
242310026

4.7  DileKTpOHHBbIE 00pa3oBaTebHbIE PeCypChl
1. DOP «be3zonacHOCTh omepanMoOHHBIX cucTeM Linux» [Dnekrponnsidi pecypc] — URL:
https://online.mospolytech.ru/course/view.php?id=9267 (nata obpamenus: 18.02.2023).

4.8 JIMueH3MOHHOEe U CBOOOJTHO pacnpocTpaHsieMoe MPporpaMMHoe
o0ecmeuyenue

1. Virtual Box
2. MuctpubytB OC Centos?7, Ubuntu 20.04
3. Huctpudytus OC Kali Linux

4.9  CoBpeMeHHbIEe Tpo(ecCHOHATBHBIE 0a3bI TAHHBIX U HHPOPMALIMOHHBIE

CIIPABOYHbLIC CUCTEMbI
1. Joxymenranus CentOS [Dnexrponnsiii pecypc] — URL: https://docs.centos.org/en-US/docs/
(mara obpamenus: 18.02.2023).
2. Noxymentanus Ubuntu [DnextponHslii pecypc] — URL: https://help.ubuntu.com/ (aara
obpamenus: 18.02.2023).

3) MarepuajbHO-TEXHUYECKOE 00ecreyeHue

Jlnst mpoBeneHHWsT BCEX BHJIOB 3aHATHA HEOOXOIMMO TMPE3CHTAIMOHHOE 000pY/I0BaHUE
(MyTbTUMEIUHHBIN TPOEKTOP, FKpaH) — 1 KOMIUIEKT.

Jnst mpoBeneHusi JTaOOpAaTOPHBIX 3aHATHH HEOOXOAMMO HAJIMYHME KOMITBIOTEPHBIX KIJIACCOB,
000pyI0BaHHBIX COBPEMEHHOW BBIYUCIUTEIHHON TEXHUKOW U3 pacyera oJHO padouee MecTo Ha
OJIHOTO 00y4aeMoro.
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6 MeToauueckue peKOMeHIAIUN

6.4 MeroanuecKkue peKOMEHIANNH IJISl IPENoJaBaTe/isl 10 OPraHu3alnuu
00y4eHuUs

1. Ilpu moOArOTOBKE K 3aHATHUAM CIEAyeT MpeABApUTEIbHO MpopadoTaTh MaTepuas 3aHSITHA,
MIPEAYCMOTPEB €ro MoJady TOYHO B OTBEAECHHOE I 3TOr0 BpeMs 3aHATHUs. ClielyeT NOArOTOBUTh
HE0OXO0UMBbIE MaTepualbl — TEOPETUUECKUE CBEEHNUS, 3a7aun U ap. Ilpu npoBeaeHun 3anatus
clielyeT KOHTPOJIUPOBATh M0/1ayy MaTepHalia U pelieHue 3aJaHuil ¢ y4eToM yueOHOro BpeMeHH,
OTBEJICHHOTO JJIS 3aHATUS.

2. IIpu npoBepke paboOT U OTYETOB CIEIYET YUUTHIBATH HE TOJBKO MPABHJIBHOCTH BBIOJIHEHUS
3aJJaHMii, HO ¥ ONITUMAJIBHOCTh BEIOPAHHBIX METO/IOB PELICHHUS, TIPABUIBHOCTD BBITOJHEHHUS BCEX
€ro 1IaroB.

6.5 MeToanueckue yKa3zaHus 1Jis 00y4aromuxcsi 10 0CBOEHUIO
JTUCIHMILINHBI

W3ydenue NUCHMILIMHBI OCYLIECTBISIETCS B CTPOrOM COOTBETCTBUU C 1I€JIEBOW YCTAaHOBKOW B
TECHOM B3aMMOCBS3U Y4EOHBIM IIIaHOM. OCHOBOM TEOPETHUUECKON U MPAKTUYECKOW MOArOTOBKU
CTYACHTOB SBJISIOTCS JIEKLUH U J1aOOpaTOpHbIE pabOTHI.

B npouiecce camoctosTenbHON pabOThI CTYACHTHI 3aKPEIUISIOT U YTIITyOJISIOT 3HAHUS, TOJTyYCHHBIC
BO BpEMs ayJUTOPHBIX 3aHATHH, TOTOBATCA K 3K3aMEHY, a TaKKe CaMOCTOSTEIbHO H3y4daloT
OTJIE/IbHBIE TEMbl YUEOHON IPOrPaMMBI.

7 ®oH/1 O1IEHOYHBIX CPEICTB

7.4 Meroabl KOHTPOJIAA M OIleHMBAHUSA Pe3yJbTATOB 00y4eHH s

B mporiecce 00ydeHust HICIOMB3YIOTCS CASAYIOIINE OIIEHOUHBIE (POPMBI CAMOCTOSITEIIBHOU PaOOTHI
CTYZEHTOB, OLICHOYHBIE CPEACTBA TEKYLIEr0 KOHTPOJS YCIEBAEMOCTH M MPOMEKYTOUYHBIX
aTTecTaIui:

- IpOBeJIeHUE Ta0OPATOPHBIX PAbOT (MPAKTUUECKUX 3aHATHH C UCTIOJIB30BAaHUEM CIIEITEXHUKH) U
X 3allUTAa;

- CaMOCTOSITENIbHAS NTOATOTOBKA U IIPOBEICHUE NIPE3CHTALMI 110 TEMAaM JUCLUILINHBL,

- DK3aMECH.

7.5 Ikaja U KpUTEPUH OLICHUBAHUS Pe3yJIbTATOB 00y4YeHHs

qbopMa HpOMe)KYTOqHOﬁ aTTeCTallun:. SK3aMCH.
Ilo utoram HpOMe)KyTO‘-IHOI\/’I arrecTaliuu 1o JUCHUIIIINHE (MO)IYJ'IIO) BBICTABJIACTCS OLICHKA
KOTJIMIHO», «XOPOUIO», KYHAOBJICTBOPUTCIBHO» UJIN «KHCYHJOBJIICTBOPUTCIILHOY.

Ikana oueHNBaHUA Onucanue

BeimonHensl Bce BHIBI  yueOHOH pabOThHI, MperyCMOTpPEHHbIE
y4eOHBIM TIaHOM. CTYJEHT JEMOHCTPUPYET COOTBETCTBUE 3HAHMIA,
YMEHUH, HaBBIKOB IPUBEJCHHbIM B TaOJHMIaXx IOKa3aTelnei,
onepupyeT NpUOOPETEeHHBIMU 3HAHUSMHU, YMEHHUSMH, HaBbIKaMH,
IIPUMEHAET UX B CUTyalUsAX IOBBIIIEHHON CIIOXHOCTHU. lIpu sToM
MOTYT OBITH JOMYIIEHbl HE3HAYUTENbHbIE OIIMOKH, HETOYHOCTH,

OTIU4YHO
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3aTPYAHCHUSA NMPU aHATIUTUYCCKUX OICpaluiax, INCPCHOCC 3HaHUH U
YMCHI/II‘/'I Ha HOBBIC, HCCTAHAAPTHBIC CUTYyallH.

Xopomuio

BemmonHensr Bce BHIBI  y4eOHOH padOTHI, NpPEAyCMOTPEHHBIC
yueOHbIM Tu1aHOM. CTyJIEHT JEMOHCTPUPYET HETOJIHOE, TIPAaBUIIBHOE
COOTBETCTBHUE 3HAHH, YMECHUI, HABHIKOB IPUBE/ICHHBIM B TaOJIUIAX
nmokaszateneif, nubo ecnmu mpu 3TOM ObUTM  AOmyHieHbl 2-3
HECYIIECTBEHHbIE OLIHOKH.

y,I[OBJ'IeTBOpI/ITeJ'IBHO

Boimonnensl Bce BUIBl  y4eOHOM pabOThL, MpPeryCMOTPEHHbIE
yueOHbIM Tu1aHOM. CTYZCHT IEMOHCTPUPYET COOTBETCTBUE 3HAHUM,
B KOTOPOM OCBElIleHa OCHOBHAsI, HanboJjee BaXKHasi 4acTh MaTepuaa,
HO TMpU OTOM JIONYyIIEHA OJHA 3HAUMTENIbHAs OIIMOKA WM
HETOYHOCTb.

Hey,I[OBJ'IeTBOpI/ITCJ'ILHO

He BeimonHen oauH wian Oonee BUAOB Yy4eOHOM paboOThI,
MPEyCMOTPCHHBIX y4eOHBIM TuTaHOM. CTYACHT JEMOHCTPUPYET
HETIOJIHOE COOTBETCTBUE 3HAHHI, YMEHHIA, HABBIKOB ITPUBEIICHHBIM B
TabnuIax moka3aresiei, JOMYyCKAalOTCs 3HAYUTENIbHBIE OIIMOKH,
MPOSIBJISIETCS. OTCYTCTBUE 3HAHWM, YMEHHWH, HABBIKOB 10 DSy
MTOKAa3aTeJIeH, CTYICHT UCITBITHIBACT 3HAYUTEIIBHBIC 3aTPYIHCHHUS TIPU
OIEPUPOBAHUY 3HAHUSMH U YMCHUSMH MPH UX TIEPEHOCE HA HOBBIC
CUTYaIlUH.

7.3.1 Texkymuii KOHTPOJIb

7.6  OueHo4YHBIE CpeCTBA

OneHouHbIE CPECTBA AJIs TEKYIlIEeH aTTecTalun
- 3amuTa OTYETOB O BBHIIIOJIHEHUH J1a00PAaTOPHBIX paboT

7.3.2 TIpoMexxyTOUHAs aTTeCTAIUS

OneHoyHbIe CPECTBA 1711 IPOMEXKYTOUYHOM aTTeCTalluu

- DK3aMeH

Crnincok Bompoc [yist MPOBEIEHNUS PK3aMEHa M0 TUCLUIUINHE!

1. Pabota c o0opynoBanueM, yrpaBlieHHE yCTporcTBamMu B Linux.

2. IIponecc 3arpy3ku Linux. Mannmanu3zanus sysV, systemd, upstart.

3. [loxcucrema MHULIMATU3ALUH U YIIPaBIeHUs ciry>k0amu systemd.

4. 3arpy3uuku Linux. YnpaBnenue 6ubmmorekamu B Linux. Ynpasnenue nakeramu B Redhat-
moxo0HbIX U B Debian - moxoousix OC.

5. Paborta ¢ >XeCTKUMH IHCKaMM: CO3JlaHHe M (HhOpMaTHpPOBAHUE pa3EiOB >KECTKOTO JMCKA,
yIpaBJI€HUE KBOTAMH JUCKOB.

6. CtpykTtypa ¢aiinosoii cucrembl OC Linux. [IpoBepka ¢aiinioBoif cucTeMbl, MOHTUPOBAHUE U
JEMOHTHpOBaHME. Msrkue U kecTkue cchlUikd. [lonck u pacnonoxeHue koMaua U (ailioB B

LINUX.

7. llonaTne koMa" HON 000I0YKH, HACTPOIKA, IEPEMEHHBIC CPEIbI, ATHACHL.

8. Pabora c npoueccamu B Linux, IpHOPUTETHI MPOLIECCOB.

9. Pabora B komaHAHOM cTpoke Linux: TeKCTOBbIE MOTOKHM, omnepauuud c (Qaimamu u
JUPEKTOPHUAMH, UCII0JIB30BAHNE IOTOKOB, KOHBEMEPOB U IIEPEHANPABICHUN.
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10. IIporpammupoBanue Ha Bash: mepemeHHble, yCIOBHBIE OINEPAaTOPBI; MACCHUBBI, ITUKJIBI;
BXOJIHBIE NTapaMeTPhbl, QYHKIHH.

11. Perymnsipubie BeIpaskeHUs: 001Ul mpuHLMT, 00padoTka (haitinoB ¢popmara csv.

12. Tlpouecc ayrenTudukaruu nojas3opareneid B OC Linux, PAM-ayTenTudukamus.

13. YnpaBneHue y4eTHbBIMU 3alMCSIMU [10JIb30BATENEH U IPyII, UX CBOWCTBaMHU.

14. MexaHu3M MPOBEPKHU MpaB JOCTyINa y cyObeKkTa K 00bekTy. Biamenbipl mamok u (aiinos,
mpaBa Joctyna K QaiinaMm u mamkam, Macka cozganus ¢ainos u mamnok. SUID SGID STICKY
OUTBHI.

15. CTpyKTypbl HOTOKOB U IIPOLIECCOB.

16. MexaHu3M KOHTEHHEPHU3ALMHU ITPOLIECCOB CLroups.

17. Cucrema npuHyauTebHOT0 KOHTpOJs noctyna SELinux, AppArmor.

18. Knaccudukanus yszsumocteit OC Linux.

19. Cern: IPv4 agpeca u Macku moJiceTe, KiraccoBasi U 0e3 kiaccopas anpecanuu, crek TCP/IP,
CETEBBIE TIOPTHI M CITY>KOBI, poToKOoJT [PV6.

20. Kondurypaunonnsie ¢ailsibl ceTH, pydHas HACTPOWKA CETH, YTWJIUTHI HACTPOWKH CETH,
yIpaBJIEHUE CETEBBIMU JIEMOHAMH.

21. CereBas mapmpytu3amus B OC Linux, HHCTpYMEHTBI JHarHOCTHKY CETH, HACTPOIKa KIIMEHTA
DNS.

22. Hactpoiika 1 UCTIOIb30BaHuE MeXceTeBbIX 3kpaHoB B OC Linux.

23. Ilpotokon FTP/SFTP: mexanusm pabotsl, HacTpoiika 6e3omacnoro FTP/SFTP-cepaepa.

24. TlpoTtokon ssh: MmexaHu3M pabOThI, HACTpOIiKa Oe3omacHoro ssh-cepsepa.

25. VPN. TynnenupoBaHue ceccHil U MopToB, mudppoBanue (haiios.

26. VPN. IIpotokon IPSec: TyHHeNnbHBIN U TPaHCHIOPTHBIN pexkuMbl. [locTpoeHue 3alueHHOTO
KaHaJla CBSI3H.

27. Beenenue B git, pa3BepThIBaHUE JIOKAILHOTO git-cepBepa.

28. [lnaHuMpOBUIMKM 3ajjad  cron, anacron: CHHTaKCHMC M  pacrojiokeHue ¢ailios,
[10JIb30BATEIbCKUE U CUCTEMHBIE 33aJJaHUs, CIIUCKH JIOCTYyIIA.

29. KypuanupoBanue coObITHIA: Syslog, rsyslog, syslog-ng, journal, logrotate.

30. MonuTopuHr cetu ¢ nomoinpio ELK-creka: HacTpoiika U UCIIOJIb30BaHUE.

31. Cucremsl o6Hapyxkenus Brop:kenuit (COB), HacTpoiika u ucnons3oanue COB Snort.

32. Ayaut cuctemsl ¢ momoinsto auditd: HacTpoiika U MpUMEHEHHE.

33. Ucnonp3oBaHue M HACTpo¥iKa cpeacTBa KoHTelHepuszauuu Docker Ha ocHoBe OC Linux.

[Tpumep Ounera.
MUHUCTEPCTBO OBPA30BAHUS M HAYKU POCCUMCKOM ®EIEPALIUU
®EJIEPAJIBHOE I'OCY IAPCTBEHHOE ABTOHOMHOE OBPA30BATEJIbHOE YUPEX/IEHUE BBICIIETO
OBPA30OBAHMSA

«MOCKOBCKHMI HO.JII/ITEXHICIlIECKI/IFI YHUBEPCUTET»
(MOCKOBCKHWM MMOJINTEX)

dakynbTeT HHPOPMAITMOHHBIX TEXHOJIOTUI

Kadenpa: Madopmanmonnas 6€30macHOCTb

JucuuruinHa: be3onacHoCTh onepanMoHHbIX cucTeM Linux
bakanaspsl. Kypc 2, cemectp 2

SK3AMEHAIIMOHHBIN BUJIET Ne 1

1. Cucrema npuHyIUTENBHOr0 KOHTpOIIs foctyna SELinux, AppArmor.
2. [TonsiTHE KOMaH/AHOW 000JIOYKH, HACTPOIKA, IEPEMEHHBIE CPEJIbl, ATUACHI.

[IpenonaBarens / umynun I'.O. /




