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1 ]_Ie.]'[l/l, 3alavdi U IVIAHUPYEMBIC PE3YyJabTaTbl oﬁyqunﬂ o TMCIOMIIJIMHE

Heabio mpenogaBaHusl AWCHMIUIMHBI SBISETCS (OPMUPOBAHUE Y CTYACHTOB 3HaHHMH B 00JacTu
WHCTPYMEHTAIBHBIX CPEJICTB aHAIH3a 3aLIUIIEHHOCTH U YIIPABICHHS ySI3BUMOCTSIMH.
3agaum npenogaBaHus AUCIUIINHBL
® U3y4YeHHE METOJbl M CpEACTBA KOHTPOISA 3(P(PEKTUBHOCTH TEXHHMUYECKOH 3aIIUTHI
nHpopManuu;
® OCBOGHHE CHOCOOOB BbIOOpa W  00OCHOBaHWMs  KpuTepueB  3(hPeKTHBHOCTH
(YHKIMOHMPOBAHUS 3AIIUIICHHBIX HHOOPMAIIHOHHBIX CUCTEM;
® OCBOCHHME CHOCOOOB M CPEICTB YYacTUsi B AKCIEPTH3E COCTOSHHS 3allUIIEHHOCTH
nH(popmaIuy Ha 0OBEKTE 3aITUTHI,
® OCBOGHHE CPE/ICTB KOHTPOIA 3(P(PEKTUBHOCTH MPHUHATHIX MEp MO PeaNn3allii YaCTHBIX
HOJUTUK WHPOPMAIMOHHOM 0€301macHOCTH HH()OPMAITMOHHBIX CUCTEM.
B pesynbrare OCBOGHUS IUCHUIUIMHBI «AHAIM3 3allUIICHHOCTH CHUCTEM» Yy OOydYaroImuxcs
(bopMHUpYIOTCS CIEAYIOMNEe KOMIETEHIIMH U JIOJDKHBI OBITh JOCTHTHYTHI CIEAYIOIINE Pe3yIbTaTh
00yd4eHUsI KaK 3Tan (OPMHUPOBAHUS COOTBETCTBYIOIINX KOMITCTEHIIHA:
3HATh!
- METO/IBI ¥ CPECTBA KOHTPOJIS 3 (HEKTUBHOCTH TEXHMUECKOH 3alIUThl HH(pOpMany;
YMETh!
- KOHTPOJNUPOBAaTh OS(PQGEKTHBHOCTh MPUHATHIX MEp IO peaju3aludl YacTHBIX ITOJUTHK
MH(POPMALMOHHOM 6€30MacHOCTH HH)OPMAITHOHHBIX CUCTEM;
BJIAJICTh!
- HaBbIKAMHU BBIOOpa U O0OOCHOBaHHS KpUTEpHEB A(P(PEKTUBHOCTH (DYHKIIMOHHUPOBAHHUS
3alIMIICHHBIX HMH(MOPMAIMOHHBIX CHUCTEM, HAaBBIKAMH YYacTHS B OKCIEPTHU3E COCTOSHUS
3aLIUIIEHHOCTH HHPOPMALIUU Ha O0BEKTE 3aIHUTHI.

OOydenue Mo IUCHUIUIMHE «AHAJIM3 3aAIIMIICHHOCTH CHCTEM» HAIpaBiIeHO Ha (HOpMUpPOBaHHE
y 00y4YaIOUIMXCsl CIASAYIOINX KOMIETEHIMH:

Kon 1 HamMeHOBaHHe KOMIeTeHIMIA NuaukaTopsl 10CTHKEHUSI KOMIIETEHIMHU
I1K-3. CnocobeH npuHUMaTh y4acTue B MIIK-3.1. 3naer MeTOOBI M  CpEACTBa
OpraHM3ally U IPOBEJCHUHN KOHTPOJIbHBIX KOHTPOJs  3((PEeKTUBHOCTH  TEXHUYECKOU
MPOBEPOK pabOTOCIOCOOHOCTH U 3alUThl UH(OPMALIH;
3¢ (HEKTHBHOCTH MPUMEHSIEMBIX HIIK-3.2. Ywmeer KOHTPOJMUPOBATH
IPOrPaMMHBIX, IPOrPAaMMHO-ANNApPaTHEIX U | 93Q()EKTUBHOCT,  MPHUHATBIX  Mep 10
TEXHUYECKHUX CPEJICTB 3aIIUTHI HHPOPMALIUK; | peann3anuu YaCTHBIX MOJIUTHK

uHGOPMaIMOHHON 0€e30MmacHOCTH

WH(POPMAITMOHHBIX CUCTEM;
WIIK-3.3. Brnageer HaBblkamMu BbBIOOpa H
00OCHOBaHHS KpUTEpUEB APPEKTHBHOCTH

(YHKIIMOHHPOBAHHS 3aIINIIEHHBIX
WHQOPMALIMOHHBIX ~ CHUCTEM,  HaBBIKAMH
ydJacTus B JKCTIEPTHU3E COCTOSIHHS
3alIUIIEHHOCTH WH(OpMAIii Ha OOBEKTE
3aIIUTHI.

2 MecTo TMCUMILIUHBI B CTPYKTYpe 00pa30BaTe/ibHO MPOrpaMMbl

HMucuunnuna  «MHCTpyMeHTallbHbIE CpeACTBa  aHAIM3a  3AlMIIEHHOCTH U yIpaBJICHHS
YS3BUMOCTSIMUY» OTHOCUTCST K YHUCIY MNPOPECCHOHANBHBIX yYEOHBIX JTUCIUIUIMH YacTH,
dbopmupyeMoii yuacTHUKamMu oOpa3oBaTeinbHbIX oTHOmIeHWH (B1.2) ocHOBHOW oOpaszoBaTenbHON
nporpammsl (b1.2.2).



I/I3yquHe JUCHUITIINHBI

OMmupacTCad Ha 3HAHWA,

YMCHUSA W HAaBLIKH,

IpUOOpETEHHbIE B

NPEIIECTBYIONMX JUCHUIUIMHAX: «OCHOBBI MPOEKTUPOBAHUS HH(POPMALMOHHBIX CHUCTEM»,
«BBenenue B aHATMTHKY HHPOPMALIMOHHON 0€30MacHOCTHY, « AHAJIN3 3alIMIICHHOCTH CHCTEM.

3 CrTpyKTypa u coaepKaHue IUCHUILINHBI

OO6miast Tpy10€MKOCTh AUCIUIUIMHBI COCTABIISIET 6 3a4€THBIX €AUHUI, T.€. 216 yacoB (yiekiuu — 36
4acoB, TabopaTopHbIE 3aHATHS — 72 Yaca, caMocTosTenbHas paboTa - 108 yacoB, popma KOHTPOIIsS
— 9K3aMeH) B 6 cemecTpe.
CTpyKTypa U coaepkaHue AUCUUTUINHBI « IHCTpyMeHTaIbHbIE CPEeICTBA aHAIH3a 3aIUIIEHHOCTH U
YIPaBJICHUS YSI3BUMOCTIMIY 110 CPOKAM M BHAAM paOOThI OTPA’KEHBI B IPHIIOKEHUU

3.1Buabl yueOHoii padoThl U TPYI0EMKOCTh

(mo dopmam oOyueHus)

3.1.1 Ounas opma 00ydeHus

Ne Bui vae6Hoil paboThI KoauuectBo CemecTpbl
n/n 1y P 4acoB 6
1 | AyauTopHble 3aHATHSA 108 108
B ToMm uucne:
1.1 | Jlekuum 36 36
1.2 | CemuHapckue/MpakTUYECKUE 3aHATHUS
1.3 | JlJabopaTopHbIe 3aHATHSI 72 72
2 | CamocTosiTeqbHasi padoTa 108 108
B ToMm uncrne:
2.1 | ...
3 | IpomexkyTouHasi aTTecTalus
3auet/mud.3aueT/FK3aMeH DK3aMeH
Hroro 216

3.1.2 OuHo-3a04Hast popma 00ydeHHUs
He npenycmotpena

3.1.3 3aounas ¢popma oOydeHus

He npenycmotpena

3.2 TemaTH4ecKUil MUIAH U3YYEHUS TUCHMILIMHBI

(o popmam oOyueHus)

3.2.1 Ouynas opma o0ydeHus

Ne

n/n

TpyaoeMkocTsb, yac

Pa3zgeanl/TeMbl

JTUCIHUIIJIMHBI Bcero

AyautopHasi pa6oTa

Jlex
05051

CemuHap TaGopa [Ipakr

ckue/ nyecka
TOpHbBIE
NpaKkTHie a1

3aHATU
CKHE a MOATOT
3aHATUS OBKa

Camoc
TOSATE
JbHas
padort




Pazgen 1.

Tema 1. OcHOBHEIC KOHIICTIIHH,
TEXHUKH U UHCTPYMEHTBI IS
MPOBEICHUS aHAIN3a 3alUIIICHHOCTH U
YIIPaBJICHUS YSI3BUMOCTH.

56

12

16

28

1.2

Tema 2. Aganu3 3alIUIIEHHOCTH U
TeCTI/IpOBaHI/IC Ha HpOHI/IKHOBeHI/Ie
Windows cucrem.

124

18

44

62

1.3

Tema 3. AHanu3 3aLUIAIIEHHOCTH U
TECTHUPOBAaHUE HA TIPOHUKHOBCHHE
Linux cucrem.

20

10

1.4

Tema 4. Lludgpossie cepTHPUKATHI
0€30IaCHOCTH.

16

Hroro

216

36

72

108

3.2.2 OyHo-3a04Hast popma oOyUeHus

He npenycmotpena.

3.2.2 3aounas ¢popma oOydeHus

He mpenycmorpena

3.3. Copepxanue TUCUMILIMHBI

Pa3znen (Tema)
AUCHHUILIMHBI

Conepxanue

2

Paznen 1

OcHOBHBIC  KOHIICIIIUU,
TEXHUKU W WHCTPYMEHTHI
JUIS TIPOBEACHMS aHAIIM3a
3aIUIIEHHOCTH u
YIpaBICHUS YSI3BUMOCTH.

BBenenne B TecTupoBaHUE HA IPOHUKHOBEHHUE U aHAJIN3
3anuuieHHoCcTd. MHCTpyMeHTapuid Jj1sl TPOBEICHHS aHan3a
3alIUIIEHHOCTH HH(POPMaMOHHBIX cucTeM. Kinaccuduxanus
ceTeBbIX aTak. [laccuBHBIE ceTeBbIE aTaku. AHAIN3 CETEBOIO
Tpaduka. AktuBHbIe ceTeBble aTaku: ARP, DNS, DHCP-
spoofing. AkTuBHBIE ceTeBbIe ataku: bruteforce, DoS, DDoS.
Metasploit Framework: crpykrypa, komanabsl. Metasploit
Framework: none3nas Harpyska, ynpaBieHUE MOAYJISIMH,
noJlyyeHue yaaneHHoro pocryna. Metasploit Framework:
crocoObl BHEAPEHUS, MOAU(DUKALINN U JETEKTUPOBAHUS
BPEIOHOCHOTO KoJ1a B (paiiinax. MexaHu3Mbl ayTeHTH(PHUKALIUN
OC, crmoco6sI X 00X0/1a ¥ BOCCTAHOBJICHHS TIapOJICil.
ABTOMAaTU3MPOBAHHbIE CPEJICTBA MTOMCKA YSI3BUMOCTEH:
OpenVas, nmap nse.

1.2

AHanus 3alUIIEHHOCTH U
TECTUPOBAHUE Ha
nporukHOBeHHe Windows
CHCTCM.

PowerShell: o6acth mpuMeHeHHs, KOMaHABI U TIEPEMEHHBIC,
00bekThl. PowerShell: cTpyKTyphl JaHHBIX, YCIOBHbIE
oneparopsl U 1ukibl. PowerShell: ¢dynkmun, padora ¢
moayisimu. PowerShell: crmocoOs1 10KabHOTO U yAAIEHHOTO
3amycka crieHapueB. Ananu3 ctpykTyp PE-daiina u nporecca,
OCHOBHBIE AJIEMEHTHI HCTIOTHSIOIIEH TTOICUCTEMBI.
Pasrpannuenue nocryma k pecypcam, cOop nHGpopMauu o
CUCTEME U MOJIb30BaTENSsIX. DTalbl TECTUPOBAHUS HA




MIPOHUKHOBEHHUE cUCTeM noj ynpasieraneM Windows AD.
Knaccudukanus atak Ha AD: nmpoGnemsl nenerupoBanus,
ucnonb3oBanne GPO. Kimaccudpukanms atak Ha AD: ys3BUMOCTH
MPOTOKOJIOB.

1.3 | Ananu3 3amuiieHHoctd 1 | Metoas! u criocoObl cOopa yueTHbIX AaHHBIX B Linux. CriocoObr

TECTUPOBAHHUE Ha | 9KCIUTyaTalluy ysI3BUMOCTEH spa u ciryk0 B Linux, MeTo/p!
npoHukHOBeHHe  Linux | 3amutel. CiocoObl SKCIUTyaTallMy ysI3BUMOCTEH TUIA security
CHUCTEM. misconfiguration, MeTOBI 3aIUTHI. Y I3BUMOCTh OUOTMOTEKH

KypHaJaupoBaHus log4j: ciocoObl HKCIUTyaTalluH U €€ 3aKPbITHS.
Hacrpoiika pacmmpenusi cicTeMbl MOHUTOpHHTA Zabbix, ee
UCTIOJIb30BaHUE B KAYECTBE CHCTEMBbI YIIPABICHUS YSI3BUMOCTH.

1.4 | Hudpossie ceprudukarel | PKI: monsTHe, CTpyKTYpa, )KU3HEHHBIN UK cepTudukara. PKI:
0€30MacHOCTH. coznanue Y1I, BBITyCK, OT3BIB, MPOBEPKA HOATHHHOCTH

M 5 b
CepTU(HKATOB.

3.4TemaTuKa CEeMUHAPCKUX/TIPAKTHYECKHUX M JTA00PATOPHBIX 3aAHATHI
3.4.1 CemuHapcKue/IpaKTUYECKUE 3aHATUS
He npedycmompenul yuebHbiM nAAHOM.

3.4.2 JlaGopaTopHbIe 3aHATHUS

No HaunmenoBanue mabopatopHoii paboTh I?f;’eM’
1 Brimonnenue adoparopHoit pabotsl Nel 16

2 Brimonaenue nabopatopaoii paboTsr Ne2 14

3 Boinonnenue nabopatopHoi pabotsl Ne3 14

4 Brimonnaenue nabopatopHoit padoTsr Nod 16

5 Brinonaenue 1aboparopHoit paboTel NeS5 6

6 Brimonaenue nabopaTopHoit padboTsl Neb 6
Hroro 72

3.5 TemaTnka KypcOBbIX IPOEKTOB (KypPCOBBIX PadoT)
KypcoBoe npoektrpoBaHue 1Mo JaHHOW TUCIUTIINHE Y4eOHBIM TUIAHOM HE 3aIJIaHUPOBAHO.
4 YdeOHO-MeTOAUYECKOE U HHPOPMAITMOHHOE OOecrieueHne
4.1 HopmatuBHblie 1okyMeHThI 1 'OCThI

[Iporpamma cocraBieHa B COOTBETCTBHH ¢ DelnepalbHBIM TOCYIAPCTBEHHBIM 00pa30BaTEIbHBIM
CTaHIAapTOM BbICHIETO OOpa3oBaHMsI IO HaNpaBlIeHUIO NOAroToBKH OakanmaBpoB 10.03.01
«HpOopMaronHas 6€30MaCHOCThY.




4.2 OcHoBHAaA JUTEpaTypa

«OcHOBBI ympaBneHuss wuHpopMmamuoHHOW Oe3omacHocThiO» (Mommak, H. H. OcHoBBI
ynpaBieHus: MHGOPMAIMOHHONW 0e30macHOCThIo : ydyeOHoe mocobme / H. H. Momak ; mox
penakumeit B. B. OBunnnukoBa. — Cankrt-IlerepOypr : I'YAII, 2022. — ISBN 978-5-8088-
1711-1. — Texct : anekTpoHHbIN // JlaHb : 37eKTpoHHO-OMOIMOTeuHass cucrema. — URL:
https://e.lanbook.com/book/340967

«Pa3paboTka 3aIIMIIEHHBIX TMPOrPAaMMHBIX CPEACTB HMH(OPMATH3AIMKA MPOU3BOJCTBEHHBIX
nporeccoB npeanpustus» (baOymkun, B. M. Pa3paboTka 3alMIIeHHBIX TPOTPaMMHBIX
cpeAcTB MH(pOPMATH3AINUN TMPOU3BOJICTBEHHBIX MPOIECCOB NMPEANPUATHS : yueOHOe mocobue /
B. M. babymkun. — Kazans : KHUTY-KAU, 2020. — ISBN 978-5-7579-2463-2. — Tekcr :
anekTpoHHeld  //  JlaHb : JJIEKTPOHHO-OMOMmMoTeyHass  cuctema. —  URL:
https://e.lanbook.com/book/193486

«OCHOBBI TEXHMYECKOH HKCIUTyaTallid 3alllUIICHHBIX TEIEKOMMYHHUKAIIMOHHBIX CHCTEM»
(KpboxanoBekuii, A. B.  OCHOBBI ~ TEXHHYECKOW  OKCIUTyaTallud  3aIIUIIECHHBIX
TEJIEeKOMMYHUKALIMOHHBIX CHUCTEM : Meroauueckue ykazanus / A. B. KpepkanoBckwii. —
Camapa : TII'YTU, 2021. — 50 c¢. — Tekcr : amekTpoHHbIl // JlaHb : BIEKTPOHHO-
oubmmoreunas cucrema. — URL: https://e.lanbook.com/book/301133

4.3 lonmotHUTEILHAS JIMTEpPaTypa

«ba3oBbIe MPUHIUIIBI UHPOPMALIMOHHOW OE30MAaCHOCTH BBIYHMCIHMTENBHBIX crcTeM» (ba3zoBbie
MPUHIUIB HHPOPMALIMOHHOM 0€30IaCHOCTH BBIUMCIUTENIBHBIX CHCTEM : yueOHoe nocodue / A.
A. I'maakux, /. B. I'anun, C. B. Kpuonoros [u ap.]. — Huwxkuuii Hosropoa : HITMDY, 2015.
— ISBN 978-5-91592-067-4. — Tekcrt : >nekTpoHHBIH // JlaHb : 31eKTpOHHO-OMOIMOTEeYHAS
cuctema. — URL: https://e.lanbook.com/book/330293

. Koneros, JI. H. JlaGopaTopHblii MNpakTHKyM II0 OCHOBaM TIIOCTPOEHHUS 3alUIICHHBIX
KOMITBIOTEPHBIX ceTeld : yueoHnoe nocodue / JI. H. Konmero. — Tomck : TT'Y, 2013. — 140 ¢c. —
Texcr : osnextpoHHsld // Jlamb : snekTpoHHO-OMOMMoTeyHass cucrema. — URL:
https://e.lanbook.com/book/44913

4.4 JnekTpoHHBbIE 00pa3oBaTebHbIEC PECYPChI

1. O0P «MHcTpyMEeHTalIbHbIE CPEACTBA aHAIM3a 3ALIMILEHHOCTH U YIIPABIECHUS YSA3BHUMOCTSIMUI
[DnexTponnsiii pecypc] — URL: https://online.mospolytech.ru/course/view.php?id=10268 (mara
obpamenus: 18.02.2023).

4.5 JIuueH3u0HHOEe U CBOOOHO pacnpocTpaHsieMoe MporpaMMHoe
o0ecreuenue

1. Virtual Box

2. Bupryanpnas mammna Metasploitable3

3. Huctpubytus OC Kali Linux

4. Nuctpudbytu OC Windows Server 2012/2016
5. Huctpubytu OC Windows 7, 10



4.6 CoBpemenHble npodeccnoHaIbHbIE 0a3bl TaHHBIX U

PIH(])OpMaIII/IOHHLIe CIIPpaBOYHBIC CUCTEMBI
1. BAY ®CTOIK [Dnexrponnsiii pecypc] — URL: https://bdu.fstec.ru/ (maTa oOpamenmus:
18.02.2023).
2. CVE [Onexrponnsrii pecypc] — URL: https://www.cve.org/ (mata oopamenwus: 18.02.2023).

5 MarepuaJibHO-TeXHHYECKOe O0ecneyeHmne

Jis  mpoBeneHuss BCeX BHAOB 3aHATUH HEOOXOJUMO IPE3EHTAIIOHHOE 000pyJoBaHHE
(MyIBTUMEIUHHBIN IPOEKTOP, FKpaH) — 1 KOMIUIEKT.

Jns npoBeaeHus J1abopaTOPHBIX 3aHATUNH HEOOXOIMMO HAJIWYUE KOMIBIOTEPHBIX KJIacCOB,
000pYIOBaHHBIX COBPEMEHHOU BBIYMCIUTEIBHON TEXHUKOW M3 pacueTa OJHO pabodyee MECTO Ha
OJTHOTO 00y4aeMoro.

6 MeToanuecKkue peKoOMeHAaluu

6.1 MeTonuyeckne peKOMeHIANNH ISl PENoaaBaTes 1Mo
OpPraHu3anuu 00y4eHust

1. Tlpu moAroTroBke K 3aHATUSAM CJEeAyeT MpeABapuUTEIbHO MpopaboTaTh MaTepuan 3aHSATHS,
MPEAYCMOTPEB €0 M0/Iauyy TOYHO B OTBEJAEHHOE JJIsi 3TOro Bpems 3aHsATusA. CieayeT noAroToBUTh
HeoOXO0uMBbIE MaTepHalibl — TeOpeTHYeCKHue CBeIeHUs, 3aaayu U nap. [Ipu npoBeaeHun 3aHATHS
ClIelyeT KOHTPOJIMPOBATh MOJa4y MaTepHalia U pelieHHe 3aJaHuil ¢ y4eToM y4eOHOTO BpEMEHH,
OTBEACHHOTO JJISl 3aHSTHS.

2. Ilpu mpoBepke pabOT M OTYETOB CIEAYyET YYUTHIBATH HE TOJILKO MPABUJIHBHOCTH BBIMIOTHCHHS
3aJlaHui, HO ¥ ONTHUMAJIbHOCTh BHIOPAHHBIX METO/IOB PEIICHHUS, MPABUIBHOCTH BBIIIOJHEHUS BCEX
€ro 1IaroB.

6.2 Metonnueckne yKazaHus il 00y4arOUIUXCs M0 OCBOCHHUIO
AUCUMILTHHBI

W3ydeHnne AMCUUIUIMHBI OCYLIECTBISIETCS B CTPOTOM COOTBETCTBHUHM C LIEJIEBOH YCTAaHOBKOW B
TECHOW B3aUMOCBSI3U y4e€OHBIM IJIaHOM. OCHOBOM TEOPETUYECKOM M MPAKTUYECKOW MOATOTOBKH
CTYACHTOB SBJISIOTCS JIEKIIUH U JTaOOpaTOpHbIE PaOOTHI.

B npornecce camocTosiTenbHON pabOThl CTYACHTHI 3aKPEIUISIIOT U YrayOJstoT 3HaHUS, TIOJyYCHHbBIS
BO BpeMsl ayJUTOPHBIX 3aHATHUH, TOTOBATCA K 3K3aMEHY, a TaKK€ CaMOCTOSTEIbHO M3Yy4aroT
OTJIENIbHbIE TEMbl YUEOHOH MPOTrpaMMBbl.

7 ®oHJ OLEHOYHBIX CPEACTB

7.1MeToaAbl KOHTPOJISl U OLIEHUBAHUS Pe3yJIbTATOB 00y4YeHUs

B mporiecce 00ydeHHS HCTIONB3YIOTCS CICAYIOIINAE OICHOYHBIC (DOPMBI CaMOCTOSITEIIEHON paboThI
CTYJIEHTOB, OIICHOYHBIE CpPEJICTBA TEKYIIET0 KOHTPOJS YCIEBAEMOCTH M IMPOMEKYTOUHBIX
aTTecTaIuii:
- TIpOBeICHUE JTAaOOPATOPHBIX PadOT (MPAKTHUECKHUX 3aHATUN C HUCIOJIb30BAHUEM CIIELUTEXHUKH) U
HUX 3alUTa;
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- CaMOCTOATCIbHAasA MOAroTOBKAa U IMIPOBEACHUC npeseHTaunﬁ 10 TCMaM JUCHUIIIINHBI,

- OK3aMCH.

7.2111kana 1 KPUTEPUN OLCHUBAHMS Pe3yJIbTATOB 00y4YeHUs!

(DopMa HpOMe)KYTOLIHOI\/'I aTTCCTallMH. DK3aMCH.
IIo uroram HpOMC)KYTOLIHOI\/JI aTrTeCTallvu 110 JUCLHHUITIIINHE (MOILYJ'IIO) BBICTABJISICTCA OLICHKA
KOTIIMYIHO», «XOpOoImI0», KYJOBJICTBOPUTCIIbHO» HMJIN «HCYAOBJICTBOPUTCIHLHO)).

IIxana oueHUBaHUA

Onucanue

OTJIINYHO

BeimonHensl Bce BUAbI yueOHOH paboThI, IpelyCMOTPEHHbIE
y4eOHBbIM Iu1aHOM. CTYIEHT JEMOHCTPUPYET COOTBETCTBUE 3HAHMIA,
YMEHUH, HaBBIKOB NPUBEJICHHBIM B TaOJMIax IOKa3aTeleH,
ONepUpyeT NPUOOPETEHHBIMU 3HAHUSMHU, YMEHHUSMH, HABbIKaMH,
IIPUMEHSET UX B CUTyalMsX MOBBIIIEHHOW cioxHOCTU. [Ipu 3TOM
MOTYT OBITh JOMYIIEHBl HE3HAYUTEIbHBIC OIIMOKH, HETOYHOCTH,
3aTpyIHEHUS MPU aHAINTUYECKUX ONEPALMAX, NIEPEHOCE 3HAHUN U
YMEHHI Ha HOBBIE, HECTAHJAPTHBIE CUTYAalIUH.

Xopomro

BeimosHeHsI Bce BHIBI  YUCOHOH paboOThHI, MPETyCMOTpPEHHBIC
yueOHbIM  mnaHoM.  CTyOeHT  JeMOHCTPUPYET  HEMOJHOe,
MPABWIBHOE COOTBETCTBHE 3HAHH, YMEHHU, HaBBIKOB
MIPUBEICHHBIM B TaONMUIaX MMOKa3aTemnei, 1100 eciu Mpu STOM OBbLITU
JOITYIICHBI 2-3 HECYIECTBEHHBIC OMTHOKH.

Y 10BIIETBOPUTEIIHHO

BemmonHeHsl Bce BHIBI  y4eOHOH paboTHI, MperyCMOTpPEHHBIE
yueOHbIM Tu1aHOM. CTYAEHT IEMOHCTPUPYET COOTBETCTBUE 3HAHUM,
B KOTOPOM OCBEIIEHAa OCHOBHas, HaubOoiee BaXHas YacTh
MaTepuasa, HO MpU 3TOM JIONMyIlEeHa OJHAa 3HA4YMTEIbHAas OIIMOKa
WM HETOYHOCTb.

HeynosnerBopurenbHO

He BemmomneH onuH win Oojee BHIOB y4eOHOW paboTHI,
NPESYyCMOTPEHHBIX Y4e€OHbIM IUTaHOM. CTYIEHT IEeMOHCTpUpPYET
HETIOJTHOE COOTBETCTBHE 3HAHWW, YMEHWH, HABBIKOB NMPUBEICHHBIM
B TalOnumax moKa3aTesel, JOMyCKAIOTCS 3HAYMTENbHBIC ONIMOKH,
MPOSIBIISIETCS. OTCYTCTBUE 3HAHWI, yMEHWH, HABBIKOB IO PSIy
MOKa3aTelNei, CTyIEHT HCIBITHIBACT 3HAYUTENBLHBIC 3aTPyAHCHHUS
NpY OTIEPUPOBAHMN 3HAHWSIMH W YMEHHUSMH TIPH MX TepeHoce Ha
HOBBIE CHTYaIlHH.

7.3.1 Texymuii KOHTPOJIb

7.3 OneHo4YHbIE CPeACTBA

OrnieHOYHBIE CPEACTBA JJIS TEKYIEH aTTeCTaIlluu
- 3ammTa OTYETOB O BBHIMOJHEHUH JTA0OPATOPHBIX paboT

7.3.2 IIpoMexyTOuyHasi aTTecTalus

OI_IeHOLIHHe cpeacrtBa Ajist HpOMe)Ky'TOLIHOI\/’I aTTCCTallun
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- DK3aMeH

Criucok Bompoc IIst IPOBEIECHHS SK3aMeHa 110 TUCIUILTNHE:

1 Benenue B TecTUpOBaHME Ha MPOHUKHOBEHUE M aHAJIN3 3alIUIEHHOCTH.

2. MacTpyMeHTapHii U IPOBEICHUS aHAIHM3a 3alUIIEHHOCTH HH(POPMAIIMOHHBIX CHCTEM.

3. Knaccudukanus cereBbix atak. [laccuBHBIE ceTeBbIE aTaKH.

4. Ananu3 ceTeBoro Tpaduka.

5. AxtuBHsble ceteBble aTaku: ARP, DNS, DHCP-spoofing.

6. AxtuBHbBIe ceTeBble aTaku: bruteforce, DoS, DDoS.

7. Metasploit Framework: cTpykTypa, KOMaHIbl.

8. Metasploit Framework: mone3nas Harpy3ka, yrpaBjieHUE MOIYISIMU, TIOJyYCHHE YIATICHHOTO
JIOCTYyTIA.

9. Metasploit Framework: crioco0b1 BHepeHUs, MOTU(DUKAIINH U ICTEKTHPOBAHUS BPETOHOCHOTO
KoJa B aiinax.

10. Mexanusmsbl ayreHTuuKanuu OC, cnocoObl UX 00X0/ja U BOCCTAHOBJIEHUS HapoJIeH.

11. ABTOMaTHU3UpOBaHHbIE CPEJICTBA MOKCKa ysi3BuMocTeil: OpenVas, nmap nse.

12. PowerShell: o6acTb npuMeHEHHS, KOMaHIbI ¥ IIEPEMEHHBIC, OOHEKTHI.

13. PowerShell: cTpyKTypbl JaHHBIX, YCIOBHBIE ONEPATOPbI U IIUKIIBI.

14. PowerShell: pynkuum, pabora ¢ MOIyIISIMU.

15. PowerShell: criocoObl 10KambHOTO M YAAJIEHHOTO 3allyCcKa CLIEHapUEB.

16. Anamus crpykryp PE-¢aiina u mporiecca, OCHOBHBIE 3JIEMEHTBI UCTIONHSOIICH TOJCHUCTEMEI.
Pasrpannuenue nocrymna K pecypcam, coop HHGOpPMALUU O CUCTEME U MOJIb30BATEISX.

17. Dramsl TeCTUpOBaHUS Ha POHUKHOBEHHNE cCUCTEM ToJ ynpasiernneM Windows AD.

18. Knaccudukanus arak Ha AD: mpoOiemsl nenerupoBanus, ucnoiabzoBanue GPO.

19. Knaccuduxanus atak Ha AD: ysI3BUMOCTH IPOTOKOJIOB.

20. Metoap! 1 crtocoObl cOopa yUeTHBIX JaHHBIX B Linux.

21. CnocoOslI AKCIUTyaTaliuy ysI3BUMOCTEH s/ipa U ciy»k0 B Linux, METOJIbI 3aLUTHI.

22. Cnioco0sI SKCIUTyaTalliy ysI3BUMOCTEH THIa security misconfiguration, MeTObI 3aIIUTHI.
23. Y43BUMOCTb OMOIHOTEKH KypHanIupoBaHus log4j: criocoObl SKCIUTyaTalluy U €€ 3aKPBITHSL.
24. Hactpoiika paciIMpeHust CHCTEeMbl MOHUTOpPUHTA zabbix, ee HCTOIb30BaHNE B KAYECTBE
CHCTEMBI yIIPaBIICHUS YS3BUMOCTH.

25. PKI: nonsitTue, CTpyKTYypa, )KU3HCHHBIA UK cepTU(dUKATA.

26. PKI: coznanue Y1, BbIyCK, OT3BIB, IPOBEpKa MOUIMHHOCTH CEPTU(UKATOB.

[Tpumep Ounera.
MUHUCTEPCTBO OBPA30BAHUS Y HAYKU POCCUICKOM ®EJIEPALIUU
®EJIEPAJIBHOE T'OCYJIAPCTBEHHOE ABTOHOMHOE OBPA30OBATEJIbHOE VUPEXKIEHUE BBICILIETO
OBPA3OBAHUA

«MOCKOBCKHMI HOJII/ITEXHICI‘JECKI/IFI YHUBEPCHUTET»
(MOCKOBCKHUM MMOJIUTEX)

dakynbTeT HHOOPMAIUOHHBIX TEXHOJIOTHI
Kadenpa: Madopmarnmonnas 6€30macHOCTh
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Hucuunmua:  MHCTpyMeHTanbHBIE  CPEACTBAa  aHalv3a  3allUMINEHHOCTH W YIPaBJICHUS
YSA3BUMOCTSIMHU

bakanaspsi. Kypc 3, cemectp 2

SK3AMEHAILIMOHHBIN BUJIET Ne 1

1. PKI: nonstue, cTpyKkTypa, )KU3HEHHBIH LUKI cepTU(dUKaTa.
2. AxrtuBnsie ceteBbie ataku: ARP, DNS, DHCP-spoofing.

[IpenomaBaTenp / unynua .. /




