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1. Hesn, 3a0aun U NVIAHUPYEMbIe Pe3yJbTATHI 00y4eHUSs M0 IMCHUIINHE

K  oOCHOBHBIM  meJsiM  OCBOCHHUS  JUCHHMIUIUHBI  «OCHOBBI  WH(OPMAIMOHHO-
KOMMYHHUKAIIHOHHBIX TEXHOJOTHIT» OTHOCUTCS:

* [OJYyYECHHE 3HAHWE W YMEHUH 1 HACTPOMKH, HaJaJAKW IPOrpaMMHO-alIapaTHBIX
KOMIUIEKCOB;

* OBJIQJICHUE OOMICH METOUKON CUCTEMHOTO aJIMUHHCTPUPOBAHUS;

* 3aKpeIICHUE MOTY4YaeMbIX B CEMECTPE 3HAHHI U HABBIKOB HA MPAKTHKE;

* (opMHpPOBaHHE B3aHMOCBS3CH, TIMOTYYaeMbIX B CEMECTPE 3HAHUW H HABBIKOB C
U3yYCHHBIMH PaHee U U3Y4aeMbIX IMapajUIeIbHO C JAaHHOH TUCIIMILTHHOM,

¢ IIOATrOTOBKa CTYACHTOB K JCATCIBHOCTU B COOTBETCTBUU C KBaJII/I(l)HKaL[HOHHOﬁ
XapaKTEPUCTHKON CIICIIUAIHCTA.

K ocHoBHBIM 3agayaM auciuriuHbel «OCHOBBI HMH(POPMALMOHHO-KOMMYHHUKAIMOHHBIX
TEXHOJIOTHI» OTHOCSTCS:

¢ OBJIAICHUC HABBIKAMHW U TpUEMaMU CUCTCMHOI'0 a/IMUHUCTPUPOBAHNA;

* U3yYEHHUE U OCBOCHHE TCOPETUYECKOTO0 MaTepualia, KaK B MPOIECCe KOHTAKTHOM, TaK U B
XOJIe CAMOCTOATENBbHOM padoThI,

* BBINIOJHCHHUE MPEJOCTABJICHHBIX TPAKTUYECKUX 3aJaHUil pa3IUYHBIX (OpM, KaKk B
MPOIECCe KOHTAKTHOM, TaK U B XOJIE CAMOCTOSTEIILHOU PabOTHI;

* cCaMOCTOSITeNIbHAsE pab0Ta HaJl TEMATUKOW TUCIMILIHHBI TSI (JOPMHUPOBAHUS KOMIICTCHITHIA
OCHOBHOI1 00pa3oBarenbHON porpammel (ganee, OOIT).

B pesynprare OCBOEHHS ITUCHMIUIMHBI y OOydarommxcsi (GOpMHUPYIOTCS —CIeIyroIue
KOMIETEHIIMM M JOJDKHBI OBITh JOCTUTHYTHI CJIEAYIOLIME pe3yJbTaTbl OOy4eHHsS Kak dTam
(GbOopMUPOBaHUS COOTBETCTBYIOIIMX KOMIIETCHIIUHA.

Kon n HauMeHOBaHUHE KOMIIETEHIINH HHaukaTopbl IUIAHHPYEMBIX Pe3yJbTATOB OOyYeHHs IO
JTUCIHMIJTHHE
OIIK-5. Cnocoben uHctapoBath | OIIK-5.1. 3nats:

MPOTPaMMHOE U ammapaTHOe 0OECICUYEHUE JUIsl | OCHOBBI CHCTEMHOTO aJMHHUCTPUPOBAHHS, COBPEMCHHBIC METOIBI
WH(POPMAIMOHHBIX W  aBTOMATH3MPOBAHHBIX | WH(GOPMAIIMOHHOTO  B3aMMOJACHUCTBHS ~ WH(GOPMAIIMOHHBIX U
CHUCTEM ABTOMATH3UPOBAHHBIX CHCTCM.

OIIK-5.2. YmeTh:

WHCTAJUITIPOBATh  alllapaTHOE OOCCIICYeHUue, MacITabupoBaTh
WH(POPMAIIMOHHBIE W aBTOMATH3UPOBAHHBIC CHCTEMEI, OIICHUBATh
HE00XOANMOCTh MAaCIITAOMPOBAHUS CHCTEM.

OIIK-5.3. Bnagers:

METOJJAMH YCTaHOBKH CHCTEMHOTO M MPUKIATHOTO MPOTPAMMHOTO
obecrieueHus.

OIIK-7. Cmocoben paspabatsiBats | MOIIK-7.1.  3maer omepauuoHHBIC CHCTEMBI M 00OONOHKH,

AITOPUTMbI U TIPOTPAMMBI, [PHTOHbIE | COBPEMEHHEIE CPEtb] Pa3paboTKHU IIPOrpaMMHOI0 oOeceyeH .
NOIIK-7.2. YMmeer TecTHpoBaTh pabOTOCHOCOOHOCTH MPOTrPaMMBbI,
JUIA IPAKTHYECKOT0 IIPUMEHEHUS

HMHTErpHPOBaTh NPOTPAaMMHBIE MOJTYJIH.
HOIIK-7.3. Brnaneer MerogamMu OTJIaAKM M TECTUPOBAHUS
paboTOCHOCOOHOCTH MPOTPaMMEI

B nporecce ocBoeHusi o0Opa3oBaTenbHOM MporpaMmbl JaHHbIE KOMIIETEHIIMH, B TOM YHUCIIE
UX OTJENbHbIE KOMIIOHEHTHI, (OPMHPYIOTCS TOITAlHO B XOJE OCBOEHHS OOy4YaroUIMMHUCS
JUCIHUIUIMH (MOJyJNiei), MPakTUK B COOTBETCTBUM C YYEOHBIM IUIAHOM U KaJeHIapHBbIM rpaduxom
y4eOHOT0 mporecca.

2. MecTO IUCHMILIMHBI B CTPYKTYpe 00pa30BaTe/IbHOM MPOrpaMMbl

Huctmuimaa «OCHOBBI MH()OPMAITMOHHO-KOMMYHHUKAIIHOHHBIX TEXHOJOTHIT» OTHOCHTCS K
guclly TpoeCCUOHANBHBIX YUYeOHBIX MUCHUIUIMH o0s3aTenpHONM dactu OazoBoro mukia (b1.1)
OCHOBHOM 00pa3oBaTebHOM nporpamMmsel cnermanuteta (b1.1.9).




I[I/ICI_II/IHJII/IHa B3aMMOCBA3aHa JIOTUYCCKU U COACPKATCIBbHO-MCTOAUYCCKU CO CICAYIOIIMMU
JUCLHUITIIMHAMMK: «CeTH U CUCTEMBI nepeaadn JaHHbBIX».

3. CTpykTypa u coaep:KaHue JUCUUIINHBI

OO61mas TpyA0€MKOCTh JUCLUIUIMHBI COCTABIISAET 2 3a4ETHBIX €AUHMIBI (72 aKaJeMHUYeCKHX
4acoB, u3 HUX 40 yacoB — caMoCTOATENbHAs paboTa CTYICHTOB).

Paznensl gucuMmiauHBl M3ydaroTCsl Ha IIEPBOM Kypce B IIEpBOM cemecTpe, (opma
IIPOMEKYTOUYHOM aTTECTALUU - DK3aMEH.

1.1.Buabl yueOHO# pad0Thl H TPYA0EMKOCTD 1JIA 04HOM (popMBbI 00yYeHHUsT)

Ne Komnuect | CeMecTpbl
n/n | Bun yueOHoit paboThI 0 Cemectp Henens
4acoB cemecTpa
| AyJIUTOPHBIE 3aHITHUS 32 1 3-18
B ToM yucae:
1.1 | Jlekuun 4
1.2 | CemuHapckue/mpakTUYECKUE 3aHSITUS
1.3 | JlabopaTopHbI€ 3aHSATHS 28
2 CamocrosgTenbHasi paboTta 40 1 3-18
3 [IpoMexyTOUHAas aTTecTanus: 1 19-21
DK3aMeH
Hroro: 72
1.2. TemaTu4ecKuil IVIaH U3YyYeHHUS TUCHUILIMHBI 1)1 04HOM opMbI
00y4eHus
TpyaoeMKOCTb, yac
AyauTopHas pabora
Cemu Cam
Ne | HAPCK | 17,60 | 11PAK | oerg
a3]1eJIbl/TeMBbI ue/ THYE
n/ Beer paro ATel
o [WICIMTUTHHEI o Jlext | mpakT PHbIE cKast | oo
uu NYECK MOAT
e amA | o pabo
samar | 0 | ka Ta
us
1 Jlekuua 1o Teme «Cucrema | 4
MIEPCOHAIILHOTO KOMITBIOTEPA»
) Jlexuusa no teme «OnepanuoHHas 1 6
CUCTEMAY
3 Jlexuus 10 TeMe «Cetu u ceteBoe 1 6
B3aUMOJECHCTBHE
4 Jleknus o Teme «CereBoe 1 4
B3aUMOJICHICTBUEN
5 | JI/p Nel «Ilouck BakaHCHID» 2 2
6 J/p Ne2 «Anrpeiina 4 5
000pyIOBaHUS»




JI/p Ne3 «Pazbopka m cOopka
KOMITBIOTEPa»

Jl/p Ned «Hactpoiika mapameTpoB
BIOS»

J/p No5 «JlobGaBneHue
9 | KOMIIBIOTEPOB B CYIIECTBYIOIIYIO 2 2
CETh»

J/p Ne6 «IToxgkmroueHue
10 | KOMIIBIOTEPOB K OECIPOBOTHOMY 2 2
poytepy 1o Wi-Fi»

Jp Ne7 «IIpoBepka

11
OeCpOBOIHOTO MOIKITIOYEHUS

JI/p Ne§ «HacTtpoiika napameTpoB
MEKCETEBOI0 AKPAHA

12

Jp N9 «VYnpasnenne IoT-

13 .
YCTPOUCTBAMN

JI/p Nel0 «Co3zganme mpsiMBbIX
14 | xabeneit UTP (oOxmMKa 4 2
KOHHEKTOPa, MOHTaX PO3ETKI

Bcero gacoB mo AUCIMIUIMHE Ha
MIEPBOM Kypce

72 4 28 40

3.1.Copepxanue TUCUMILIIMHBI

Jlekuust mo reme «CucreMa NepCOHAJBLHOI0 KOMIIBIOTEPA)

Kopriyca u Onoku mnutanusa. BuyTpennue kommnoneHThl IIK. MarepuHckue 1uiathl,
apxurekTypbl LII. IloBeiuenne npousBogutenbHocTH LII. Crcremsr oxnaxnaenud. 113V, O3V,
Monynmu namstu. IlnaTel aganTepoB M CIOTHI pacUIMpeHUs. YCTPOMCTBA XpaHEHUS JAaHHBIX.
Wutepdeticel ycTpoilcTB XpaHeHus AaHHBIX U RAID. Buneonoptsl u kabenu il MOIKITIOYEHUS
MoHuTopa. IlopTel u kabenu. Ajantepbl U KOHBEpTEphl. YCTpoicTBa BBOJAAa M BBIBOJA. BrIOOp
komrnoHeHToB [IK. COopka kommbioTepa, OTKPBITHE KOpIyca W MOJKIIOYeHHE OJIoKa MHUTAHUSA,
YCTaHOBKA MAaTEpPUHCKOW IUIAaThl, yCTAaHOBKA IIPUBOJOB, YCTaHOBKA IUIAT aJalTepOB, YCTaHOBKA
Kabeneil.

Jlekuus nmo teme «OnepanmoHHas CHCTEMa»

Hasnauenue, OCHOBHBIE XapaKTePUCTHKH, Oa30Bble (QYHKIMM M NPUHIUIB PabOTHI
coBpemeHHblx OC. Hacronbhbele u ceteBble Tunbl OC. Breibop OC, mpunoxkeHuid U cpen B
COOTBETCTBUHU C HYyXJaMu kiueHTa. OmpeneneHne MHUHUMAJbHBIX ammapaTHBIX TpeOOBaHUU U
coBMmecTuMocTH obopynoBanus ¢ OC. Ilopsaok HacTpoiiku sxkecTkoro aucka. Co3qaHue paszenoB
Ha JKECTKOM JHCKe W UX (opMaTUpOBAaHHE. YCTAHOBKA W HACTPOWKA OMEPAIIMOHHOW CHUCTEMBI.
Coznanue yuetHoi 3anucu. KiioHMpoBaHue AHMCKOB M Jpyrue Buabl ycraHoBku OC. BapuaHTb
BOoccTaHOBJeHMsI cuctembl. [locienoBatenbHocTh 3arpy3ku OC Windows, OCHOBHBIE PEXHMBI
3amycka, (Qaiinsl peectpa. MHoroBapuaHnTHas 3arpyska. CiyxeOHash mporpamMma yHpaBJieHUS
muckamu. CTpykTypa KarajoroB W atpuOyThl ¢aitnoB. PaGorta ¢ rpaduueckum wunHrepdeiicom
NOJIB30BATENsl M TMaHeNnplo ympaBieHus Windows. YcCTaHOBKa, HCIOJNB30BAaHHE U yJNAJCHUE
npuioxeHnil. HazHauenune u TpeboBaHus BUpTyanu3aluy. ['unepBusop - AucneTyep BUPTYyalbHbBIX
mamuH. TpeGoBanus BupTyanbHOW MammHbl. OmpenereHHe U NMPUMEHEHHE PacIpOCTPAHEHHBIX
METOA0B NPOPHIAKTUIECKOTO 00CIYKHBaHUSA, YCTPaHEHHE HENojaal0K. TOUKM BOCCTAaHOBICHUS U
IUTaHBI OOCITYKUBAHUSL.

Jlekuus no reme «Cern»

OcHoBHBIEC PUHIMITEI U TpenMylnecTBa ceteil. Kimaccugukamms ceteit. Cetu LAN, WAN,
WLAN, PAN, MAN. OnHOpaHrOBBI€ CETH M TOIOJOTHsA KiIHeHT/cepBep. OCHOBOIONATAIOIINE
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KOHIIETIINA U TEXHOJOTHH CeTel: MpOImycKHas crmocoOHOCTh U Tepenada JNaHHbIX, [P-agpecanus
(IPv4 u IPv6), DHCP, nporokonsl u npunoxenuss Muarepuera, ICMP. CrangapTHple TOPTH U
npotokoiasl TCP u UDP. ®usnueckue KOMIIOHEHTHl CETH: Ha3BaHMs, Ha3HAYCHUE U
XapaKTePUCTUKU CETEBBIX YCTPOUCTB (KOHIEHTPATOPHI, MOCThI, KOMMYTATOPbI, MapUIPyTH3ATOPHI,
OecrpoBOJHBIE TOYKH JOCTYNa W [p.), PAacCIpOCTPAaHEHHBIX THUIIOB CETEBBIX KaOenen
(KoakcHallbHbIEe, «BUTasl Mapay, ONTOBOJIOKOHHBIE). Tomosorus u apXuTeKTypa JIOKaJbHOW CETH.
Crannaptsl npoBoaHOM 1 6ectpoBogHO# cetu Ethernet. Monenu nanusix OSI u TCP/IP.

Jleknus mo reme «CereBoe B3aMOIeiicTBUE»

Br10op u HacTolika ceTeBOi MmiaThl U MojeMa. Hactpoiika OecripoBOIHOTO U MPOBOIHOTO
Mmapuipytuszaropa. Hacrpolika omepaionnsix cucteM. [loaxmiouenue k paboueil rpymie wid
nomeny. Buprtyanbnbie yactHbie cetd (VPN). BpiOop Tuna MOAKIIOYEHHS K MMOCTABIIHMKY YCITYT
Nurepuera. DSL u ADSL. bectipoBogHoi#t noctyn k UHTepHETY npsAMOil BUAMMOCTHU. TexHoyiorus
WiMAX. Ha3Banus, Ha3HAu€HUE M XapaKTEPUCTUKU APYTUX TEXHOJIOTUH CBs3U: Tele(OHHBIC
TEXHOJIOTMM, KOMMYHHUKAIUSl C MCIOJb30BAaHUEM CHJIOBBIX JIMHHUM, IIMPOKOIIOJIOCHAs CBSA3b.
OmnpeneneHre U MPUMEHEHHE PACHPOCTPAHEHHBIX METOAOB MPO(MUIAKTUYECKOTO 00CTYyKMBAHUS
ceTeil, yctpaHeHue npo0seM B padoTe CeTH.

3.2. TeMaTHKa CEMHUHAPCKUX/MIPAKTHYECKUX U JTIA00PATOPHBIX 3aAHATHIA

3.4.1 JlaGopaTopHbIe 3aHATHUSA

JlabopaTropnasi padora Ne 1 «Ilouck BakaHcuin»

Lenp paGotsr: M3yueHne pplHKa BaKaHCHUil, onpeAeseHHe TeKYIUX KaJIpOBbIX TEHICHIUH,
HaBBIKOB M JIOMOJHUTEIBHBIX IIyTeH, TpeOyromuxcss JUisi KapbepHOro pocra B cepe
UH(POPMALIMOHHBIX U CETEBBIX TEXHOJIOTHI.

JlaGopaTopHasi paGora Ne 2 «Anrpeiig 00opyaoBaHUD)

Henp pabGoTbl: 3HAKOMCTBO C OCHOBHBIMH TEXHHUUYECKUMH XapaKTEPUCTUKAMHU U
HOMEHKJIaTypOil YCTPONCTB, MPUHIMIAMH KOMILJIEKTAI[UH MEPCOHATBLHOTO KOMIIBIOTEpA, a TaKKe
OLIEHKE CTOMMOCTH KOMIUIEKTA.

Jlaboparopnasi padora Ne 3 «Pa3oopka u c6opka KOMIbIOTEPa»

Henpb paboter: [TomyueHne mpakTUYECKUX HABBIKOB CAMOCTOSITEIBHO MOJHOCTBIO pa3oupars,
OCYHIECTBIISATh 3aMEHY KOMIUIEKTYIOIIMX W COOMpaTh MEPCOHANbHBIA KOMIIBIOTEp Ha OCHOBE
CyllecTBYIOIIEH KOHPUTYpalluu Ha TPEHUPOBOYHOM CTEHJIE.

JlaGopatopnas padora Ne 4 «Hacrpoiika napamerpos BIOS»

Henp paboTbl: 3akperuieHHe TEOpPEeTUUYECKUX 3HAHMM O Ha3HA4eHWH, QYHKIHUAX U
ycranoBkax BIOS u npaktuuyeckux HaBbikoB padoTsl ¢ BIOS Setup.

JlaGopaTopHas paGora Ne 5 «/lo0aB/1eHHe KOMIIBIOTEPOB B CYLIECTBYIONIIYIO CETh)

Lenr paboter: [lomyuenuwe mnpexncraBineHuss 00 ocHOBHBIX (GyHKIMsAX Packet Tracer,
CO3aHHE MTPOCTOU CETH.

JlaGopaTopHas pa6ora Ne 6 «Iloak/roueHne KOMIBIOTEPOB K 0eCIIPOBOAHOMY POyTepy
no Wi-Fi»

Henp pabotsl: TlomydyeHue NpakTUYECKHMX HABBIKOB HACTPOWKHM OCHOBHBIX IapaMeTpoB
6e3011acHOCTH Ha OECIIPOBOIHOM MaplIpyTH3aTope: ceTeBoe ums no ymonuyanuio (SSID), naposs u
BU mH(poBaHuUs, a Takke HacTpoiiku OecripoBoanbIX [TK st monkmouenus k cetn WI-FIL.

Jlabopatopnas padora Ne 7 «IIpoBepka 6ecripoBOIHOIO NMOAKJIIOYEHM

Hens paGotsl: IlomyueHue mpakTUUYECKMX HAaBBIKOB HACTPOMKU KOMIIBIOTEpA  JUIS
HOJKJIIOUEHUs] K ceTu depe3 Wi-Fi poyTep M MCIONB30BaHMS Pa3IMYHOIO MHCTPYMEHTApHs JUIs
OIICHKH pa0OThI CETH.

JlaGopaTopHas padora Ne 8 «Hacrpoiika mapamMeTpoB MesKCeTeBOI0 IKPaHa»

Henp pabotsr: TlomydeHne MpakTHYECKUX HABBIKOB HACTPOHKH MapaMeTpoB O€301MacHOCTH
Ha OecrnpoBOAHOM MapipyTuzaTope: puiabtparuo MAC-aapecoB, pazpelieHre JOCTyIa K CepBepy
B DMZ, otkitouenne DMZ n HacTpo¥iKa NOIAEP/KKU NIEPECBHIIIKA HA OJVH MOPT.

JlabopaTopHas padora Ne 9 «Ynpasaenue loT-ycTpoiictBaMmm»



Henp pabotsl: IlomydyeHne NmpakTHYECKUX HABBIKOB YCTAHOBKM W HACTPOMKH YCTPOWCTB
YMHOTO JOMa TaK, YTOObl OHU BBITIOJIHSUIM POJIb CUCTEMBI 0€30MTaCHOCTH.

Jlabopatopnass padora Ne 10 «Co3nanue mnpsambix kaOeaeit UTP (06:xumka
KOHHEKTOPA, MOHTAK PO3ETKH»

Henp pabotsl: [lonyueHne MpakTUYECKUX HAaBBIKOB MOHTa)XKa M TECTUPOBAHUS MPSIMOTO U
nepekpectHoro UTP kabeneli (HepkpanupoBaHHasi BuTas mapa) s cetu Ethernet.

Mertonuka npenogaBaHusl TUCHUILUIUHBI «OCHOBBI HH(YOPMAIIMOHHO-KOMMYHHUKAIIMOHHBIX
TEXHOJIOTHI U peanu3alysi KOMIETCHTHOCTHOTO IMOAX0/1a B U3JI0KEHUU U BOCIIPHUSTHHA MaTepualia
pelycCMaTpuBaeT UCIOJIb30BaHUE CIEIYIONIMX AaKTUBHBIX M MHTEPAKTUBHBIX (OPM MPOBEICHUS
TPYNIOBBIX, WHAUBUIYAIBHBIX, ayJUTOPHBIX 3aHITHI B COYCTAHHH C BHEAYIUTOPHON paboOTOil ¢
1ENbI0 OPMUPOBAHUS U PA3BUTHS MPOPECCHOHAIBHBIX HABBIKOB Y 00yYarOIIUXCSI:

* BBITIOJIHEHUE JTA0OPATOPHBIX paboT B JIA0OPATOPUSIX BY3a;

* UHJUBUYyaJbHbIC U TPYIIOBBIE KOHCYJIBTAIIUU CTYACHTOB IPENOAaBaTEIIEM;

* mocemeHne TpodUIbHBIX KoH(pepeHIM u paboTa HA MacTep-Kiaccax SKCIIEPTOB U
CHEIMAIUCTOB B  BEO-TEXHOJIOTUAX, BeO-pazpaboTke, HHTepHET-MapKeTHHIe W  JIPYrHux
po(heCcCHOHANBHBIX 00IACTSX.

CamocTosaTenbHass BHeayJUTOpHass paboTa CTYIEHTOB COCTOMT M3 TOJATOTOBKH K
BBITIOJTHCHHIO | 3aIIUTE 1a00paTOPHBIX PabOT, a TAaKkKE MOJTOTOBKU K MTPOMEKYTOUYHOH aTTecTaluu
BO BpeMs1 9K3aMEHAlMOHHOM ceccuu U coctaisieT 50%.

3.4.2 CeMmnHapckue/npaKTHYeCKUe 3aHATHS

He 3annanupoBanbl yueOHBIM IIAHOM

3.4.3 TeMaTuKa KYpPCOBBIX IPOCKTOB (KYpPCOBBIX pador)

He npenycmotpeno

4. YueOHO-MeTOAN4YeCcKOe U HH(POPMALIMOHHOE 00ecredeHue

4.1.HopmatusBHbie 10KyMeHTbI 1 'OCThI
1. @enepanpubiii 3akoH or 29.12.2012 Ne 273-®@3 «O06 obpa3oBanuu B Poccuiickoit
denepanmny.
2. Ilpuka3z Munoopuayku Poccuu ot 19.09.2017 N 929 (pen. ot 08.02.2021) «O6
YTBEPXKICHUH  (elepadbHOr0 TOCYJapCTBEHHOIO 00pa30BaTEIBHOTO  CTAaHAAPTa  BBICIIETO
o0Opa3oBaHusl — cCleHuaJucTa Mo HampasieHuto mnoarotoBku 10.05.03  «MudpopmannonHas

6e30IMacHOCTh aBTOMATH3MPOBAHHBIX CHCTeM», YTBEP KJCHHBIM INMpUKa3oM MuHHcTEpCcTBa

obOpazoBanus 1 Hayku Poccuiickoit @enepanuu ot 19.09.2017 Ne 922,

3. IIpuxa3z Muntpyaa Poccuu ot 18.01.2017 N 441 «O06 yTBep:kaeHIUHN MPOPECCHOHATBHOTO
crangapta "PaszpaGorunk Web u MyJIbTUMEAMHWHBIX TNPHIOKEHUH"» (3aperucTpupoBaHo B
Munrocte Poccun 31.01.2017 N 45481).

4. Axanemudeckuii yueOHbIi mnan Hanpasnenwe mnoaroroku: 10.05.03 «MudopmanmoHHas
0€30MacHOCTh ~ ABTOMATH3UPOBAHHBIX  cuctemM»  llpoduns:  be3omacHOCT  OTKPBITHIX

uHpopMalmoHHbIX cucteM dopma 0OydeHus: ouHas.

5. TlonoxeHue O NPOBENEHUM TEKYIIEro KOHTPOJIA YCIIEBAEMOCTH M IMPOMEXYTOUHOM
aTTecTanuy oOydaromuxcs (eaeparbHOro roCyIapCTBEHHOTO aBTOHOMHOTO 00pa30oBaTEbHOTO
YUpEeKACHUS  BbIcIero  oOpa3oBaHUsl ~ «MOCKOBCKMH  TNOJIMTEXHUYECKUH  YHUBEPCUTET»
(Y1Bepxneno npukazoM Mockosckoro [Tonurexa ot 01.12.2022 Ne 137501).

6. YcTaB U JTOKaJbHbIE HOPMAaTUBHBIE aKThl MOCKOBCKOI'O TOJIUTEXA

Obnactu npoheccCHoHATEHON IEATETFHOCTH U chepbl MPOoPeCCHOHATHLHON IesITeIbHOCTH, B
KOTOPBIX BBITYCKHMKH, OCBOMBILME Iporpammy OakajnaBpuaTa (zajnee - BBITYCKHHUKH), MOTYT
OCYIIECTBIIATH NPOGECCUOHAIBHYIO 1EATEIBHOCTB!



06 Cs3b, MHPOPMALIMOHHBIE U KOMMYHHMKAIIMOHHBIE TEXHOJIOTUH (B cepe MPOeKTHPOBa-
HUS, pa3paOdOTKH, BHEAPEHHUS U SKCIUTyaTallud CPEJCTB BBIYUCINTEIHHON TEXHUKH M WHPOPMAIH-
OHHBIX CHCTEM, yNPABJICHUS UX KU3HEHHBIM IIUKIIOM)

BBIITyCKHUKH MOTYT OCYIIECTBIISATH MPO(ECCHOHATBHYIO NESITEIBHOCTh B APYTUX O0IACTIX
u (unm) chepax npodeccuoHaNbHON EATEIbHOCTH NPU YCIOBUU COOTBETCTBUSL YPOBHS MX 00pa-
30BaHMS W TOJYYEHHBIX KOMIIETCHIMH TpeOOBaHMSIM K KBatM(pUKAMu pabOTHHKA,
NPEIbABISEMBIM COOTBETCTBYIOUIMMH POPECCUOHATLHBIMHU CTaHAAPTAMHU.

4.2.0cHOBHAas JuTEpaTypa

1. Yepmnakos, M. B. TeopeTnueckne ocHOBBI MHMOOPMATUKH : YUYCOHHK U MPAKTUKYM IS
By3oB / W. B. UepnakoB. — MockBa : M3zmarensctBo IOpaiit, 2023. — 353 c¢. — (Bwicmiee
obpaszoBanue). — ISBN 978-5-9916-8562-7. — Tekcr : anextpoHHsld // OOpa3zoBarenbHas
iatdopma FOpaiir [caiit]. — URL: https://urait.ru/bcode/511750

2. 3umuH, B. II. Uadopmaruka. Jlaboparopusiii nmpaktukyM B 2 4. Yacte 1 : ydyeOHOE
nocobue g By3oB / B. Il. 3umun. — 2-e u3z., ucrp. u gon. — Mocksa : U3garensctBo KOpaiir,
2022. — 124 c. — (Bricmee oopazoBanue). — ISBN 978-5-534-11588-8. — TekcT : 21eKTpOHHBIHA
// O6pazoBarenbHas miatdopma FOpaiit [caiiT]. — URL: https://urait.ru/bcode/490390

4.3. JlonoJiHMTEIbHAS JIUTEpaTypa

1. Bonkosa, B. H. Teopust uHGpopMaIiMOHHBIX MPOIIECCOB M CHCTEM : YUYCOHHUK U MTPAKTUKYM
s By30B / B. H. BonkoBa. — 2-e u3., nepepab. u qomn. — Mocksa : M3narensctBo FOpaiit, 2023.
— 432 c. — (Bricmiee oopazoBanue). — ISBN 978-5-534-05621-1. — TekcT : 2MeKTPOHHBIH //
Obpa3oBarenbHas wiatdopma KOpaiir [caiit]. — URL: https://urait.ru/bcode/511112

2. Topamze, 1. JI. Uaudopmaruka : yaebnoe mocodue amns By3os / 1. JI. Topanze. —
Mocksa : U3natensctBo FOpaiit, 2023. — 158 ¢. — (Briciee obpazoBanue). — ISBN 978-5-534-
15041-4. — Texct : anexkTponHsbIi // O6pa3oBatenpHas iargopma FOpaiir [caiit]. — URL:
https://urait.ru/bcode/519865

4.4.Jy1eKTPpOHHBIE 00pa30BaTe/IbHbIC PECYPChI

1. Kypc OcHOBBI HHGOPMAIIMOHHO-KOMMYHHUKAITMOHHBIX TEXHOJIOTHUH
https://online.mospolytech.ru/course/view.php?id=10551

4.5 JIuneH3noHHoe 1 ¢cBOOOHO pacnpocTpaHsieMoe NporpaMMHoOe odecriedeHne

Jlnst  BBITIOTHEHUWST JIAOOPAaTOPHBIX pabOT W CaMOCTOATENbHOH paboThl HEO0OXO0IUMO
CJIeTyFoIIIee MPOrpaMMHOE 00eCTIeUeHHE:
1. oC
2. Be6-0Opaysep
3 Putty
4 TerraTerm
5 BiosEmulator

4.6 CoBpemMeHHbIe POpeccHOHATIbHbIE 0a3bl JAHHBIX U MH(OPMAIMOHHBIE CIIPa-
BOYHbIE CHCTEMbI

1. ®enepanbHas rocyaapcTBeHHast MH(QOpMaIOHHAs cucTeMa - HarronanbHast 3J1eKTpOH-
Hast oubnmoreka (HOB) https://H306.pd

5. MarepuajibHO-TeXHHYECKOE O0ecIeYeHue
5.1.TpeGoBanusi kK 000pPYA0OBAHHIO ¥ TIOMELIEHUIO 1IJISl 3AHATHIA
3anarua no npeamery OcHoBbl MKT n0MKHBI NPOBOAWTCS B CIIELUATM3UPOBAHHBIX

ayautopusix B kopnyce MockoBckoro Ilonmurexa Ha yi. [lpsaumnaukoBa a. 2a, aya. [1P2402 u
[1P2403, ocHaIIEHHBIX COBPEMEHHON OPITEXHMKOW W IEpPCOHAIbHBIMU KOMIBIOTEPAMH C
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https://urait.ru/bcode/511750
https://urait.ru/bcode/490390
https://urait.ru/bcode/511112
https://urait.ru/bcode/519865
https://online.mospolytech.ru/course/view.php?id=10551

OpOrpaMMHBIM OOecrieueHHEeM B COOTBETCTBUM C TEMAaTHKOW H3ydyaemMoro marepuaia. 4Ywucio
pabounx MECT B ayAUTOPUHU JOJDKHO OBITh JTOCTATOYHBIM ISl OOECleYeHUs WHAWBUAYaJIbHOU
paboTel cryneHToB. Pabouee MecTo mpemomaBatens JOKHO OBITh OCHAIEHBI COBPEMEHHBIM
KOMIIBIOTEPOM C TIOJKIIOYCHHBIM K HEMY IIPOCKTOPOM Ha HACTEHHBIA DJKpaH, WIM HHBIM
aHAJIOTUYHBIM N0 (PYHKIIMOHAJILHOMY HAa3HAYEHUIO 000PYIOBAHUEM.

6. Meronnyeckne peKOMEHIALUH

6.1.MeToauyeckne peKOMeHIAUMH ISl MPenoaBaTeisi 0 OPraHu3aunu

00y4eHuUs

1. HpI/I IMMOATOTOBKEC K 3aHATUAM CJICAYCT IMPCABAPUTCIIBHO HpOpa6OTaTL MaTepuall 3aHATHA,
MIPEAYCMOTPEB €T0 MoJIady TOYHO B OTBEAEHHOE ISl TOTO BpeMs 3aHsTHs. ClenyeT MOAroTOBUTH
HeO6XO,[[I/IMBIe MaTepuajibl — TCOPECTUYCCKUC CBCACHUA, 3aJa4u U IP. HpI/I IMPOBCACHUUN 3aHATHUA
cleayeT KOHTPOJIMPOBATh MOJAaUy MaTepuaja U PelIeHHUE 3aJaHui C y4€TOM y4yeOHOTO BPEMEHH,
OTBC,Z[éHHOFO JJIA 3aHATHA.

2. Ilpu mpoBepke pabOT W OTYETOB CIIEIYyET YUYWUTHIBATH HE TOJBKO MPABHIBHOCTH
BBINIOJTHCHHUA SaﬂaHHﬁ, HO W OINTHUMAaJIBHOCTb BBI6paHHLIX MCETOHOB PpCHICHUSA, IMPABUIIBHOCTDH
BBIIIOJTHEHUA BCEX €I'0 IIaros.

3. Z[J'IH caadyu pa60T, KOTOPBIC CTYACHT HC BBIIMNOJIHUII B TCYCHHUEC CCMECTpPA, MPCTIOAaBATECIIb
OpTraHu3yCT JOMMOJHUTCIIBHBIC 3aHATHA B KOHLIC CEMECTpA.

6.2.MeToan4yeckue yKazaHusi 1Jsi 00y4arOIUXCHA M0 OCBOCHUIO TN CIIMIIIIMHBI

I/I3yquI/Ie AUCHUIUINHBI OCYHICCTBIISACTCA B CTPOTOM COOTBETCTBUH C ueﬂeBoﬁ yCTaHOBKOﬁ B
TECHOW B3aUMOCBSI3U y4e€OHBIM IJIaHOM. OCHOBOW TEOPETUYECKOW TIOATOTOBKH CTYIEHTOB
SBJIAIOTCA JICKIIMOHHBIC 3aHATHA, na60paT0pHHe pa6OTLI.

B mpomecce camocTosITeNbHONW pabOThl CTYIEHTHI 3aKPEIUISIOT WU YIIyOJSIOT 3HAHUSA,
IMMOJIYYCHHBIC BO BPCMA ayJAUTOPHBIX SaHHTHﬁ, I[Opa6aTBIBaI-OT KOHCIICKTHI U 3allMCH, I'OTOBATCA K
IIPOBEJCHUIO U 00pabaThIBalOT PE3yJbTaThl J1a0OPATOPHBIX padOT, TOTOBATCA K MPOMEXKYTOUHON
ATTCCTAllMH, d TAKIKC CaMOCTOATCIIbHO U3YYalOT OTACIbHBIC TCMbI yqe6H0171 MporpaMMmal.

Ha 3aHATUAX CTYI[CHTOB, B TOM 4YHUCJIIC Hpe;[nonara}onmx HpaKTI/I‘-ICCKYIO ACATCIIBbHOCTD,
OCYHICCTBIIACTCA 3aKPCIIJICHUC IMOJIYYCHHBIX, B TOM YHUCJIC U B ITPOLCCCC CaMOCTOSITEIbHON pa6OTBI,
3Hanuii. Ocoboe BHMMaHHE OOpalaeTcsi Ha pa3BUTHE YMEHUH M HABBHIKOB YCTAHOBJICHHUS CBSI3U
OJIOKEHUU TCOPHUHU C HpO(I)CCCHOHaHBHOfI NCATCIIBHOCTBIO 6yﬂymer0 crieguaiaucTra.

CaMOCTOSITeJIBHaSI pa60Ta OCYHICCTBIIACTCA MHAWBUAYAJIBHO. KOHTpOJII) CaMOCTOSTEILHOU
paboTHI OpraHU3yeTcs B IBYX opMax:

* 3aI1lMTa JJaOOpaTOPHBIX padoT;

* KOHTPOJIb CO CTOPOHBI MperoiaBaresei (TEKyIHi U MPOMEKYTOUHBIH ).

Texkymui KOHTpPOJIb OCYIIECTBIAECTCS Ha AayIUTOPHBIX 3aHATUAX, IPOMEKYTOUHBIN
KOHTPOJIb OCYIIIECTBIIICTCS Ha K3aMEHE B MMChbMEHHOM (yCTHO#) opme.

Kpurepusimu o1leHKH pe3yIbTaTOB CAMOCTOSTENBHON pabOThI CTYICHTA SBISIFOTCS:

®* YPOBCHb OCBOCHUA CTYICHTOM qu6HOFO MaTtcpHraia,

b YMCHI/ISI CTy,Z[GHTa HNCIIOJIBb30BaAThH TGOpeTI/I‘-ICCKI/Ie 3HAHUA HpI/I BBITIOJTHCHU N HpaKTI/IquKI/IX

3ajJa4,
* chopMHUPOBAHHOCTH KOMTICTCHITHIA,
° 0(1)OpMJ'IeHI/Ie MaTcpHrajia B COOTBETCTBUU C Tpe6OBaHI/IHMI/I.
7. ®oHJ OLIECHOYHBIX CPEACTB
7.1.0nucanue noka3areJjieid M KpUTepHeB OLlCHUBAHUS
HaunmenoBanue IIpeacraBiaenue
Ne OC | oueHouHoro Kparkasi xapakTepUCTHKA OL[EHOYHOI'0 CPEICTBA | OIEHOYHOI'0 CPEACTBA B
cpeacTBa DOC
KonTtpomnsnslii pybexx | CpeacTBO KOHTPOJS, OpraHW30BaHHOE Kak oOd4Has | Bompocsl o
1 (ycTHBII ompoc/ | becena Mearornueckoro paboTHUKa ¢ | TeMam/pazaenam
cobeceioBaHue) o0ydaronMMcs Ha TEeMbl, CBA3aHHBIC C H3y4aeMOW | MMCIHMILIMHBL Bompocsl
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ﬂHCLII/IHHHHOﬁ, n paCcCYUTAaHHOC Ha BbISICHCHUEC
o0bemMa 3HaHHW O0y4arolIerocs IO ONpeIeICHHOMY
paszeny, Teme, mpobieMe, B T.4. MO JIaA0OPaTOPHBIM
paboram.

o 71a60paTOPHBIM
pabotam

KonTpompsHsIit pyOex
(TTMCHEMEHHEIH oTIpoC)

CpeacTBO KOHTpPOJISl, OpraHU30BaHHOE Kak O4HbIN | Bompocsl no
MUCBMEHHBI  OTBET OOYyYaroIierocss Ha TEMBI, | TeMam/pasenam
CBS3aHHBIE C  M3y4yaeMOW  JHMCLUIUIMHOM, W | JUCHMIUIMHBL Bonpocsl
paccuMTaHHBIA Ha BBIICHEHWE OOBeMa 3HAHHU | 1O 1mab0paTOPHBIM
o0yJaromierocsi 1Mo OmpeAeNICHHOMY pasleny, TeMe, | paboTam

mpoOieMe, B T.4. 10 JTJa00paTOpHBIM paboTam.

4 Tect (T) Cucrema CTaHIapTU3UPOBAHHBIX 3agannii, | DOHI TECTOBBIX 3aMaHHUI
TIO3BOJISAIOIIAS ABTOMAaTH3UPOBATH MIPOLERy Py
HU3MEpPEHUs YPOBHS 3HaHUI u YMEHUHI
obyuaromerocs.
5 OK3aMeHaIOHHEIE CpencTBo MpOBEpKM 3HAHUM, yMEHHUIl, HaBBIKOB. | DK3aMEHallMOHHBIE
ounetsl (OB) MoyeT  BKJIIOYaTh  KOMIUIEKC  TEOPETHYCCKHX | OMIIETHI.

BOTIPOCOB, 3a]a4, MPAKTHUECKUX 3aTaHU.

IIlkana oneHuBaHus U
poleaypa NpUMEHEHUs!.

7.2.0nucanue noka3areJjeid U KpuTeprueB OLlEeHUBAHUS KOMIIETEHIIM,
(popMupyeMBIX 10 UTOraM OCBOECHHUSA TUCHMILJIMHBI, ONMMCAHUE IIKAJI

OICHUBAHUA

[lokazaTenemM OIIGHWBAaHHUS KOMIIETEHIMM Ha pa3iMYHBIX JTanmax HuX (OPMHUPOBAHUS
ABJISIETCA JOCTHXKEHHE 00yUaroIMMUCS IJIAHUPYEMBIX Pe3yJIbTaTOB 00Y4YEeHHUs 10 AUCLUIIUHE.

IToka3aTenn

Kpurepuu oneHuBaHus

2

3

4

5

OIIK-5 CrocobeH WHCTAUIMPOBAaThH NPOTPaMMHOE W ammapaTHOe o0ecriedeHne s WH(POPMANWOHHBIX U
ABTOMATU3UPOBAHHBIX CUCTEM

OIIK-5.1. 3Harts: OO6yJatomuiics OO0yJatromuiics OO0yJatomuiics
OCHOBBI CHCTEMHOTO | JIEMOHCTPUPYET JIEMOHCTPHUPYET JIEMOHCTPHUPYET
aJIMAHUCTPUPOBAHUS, MTOJTHOE HEMOJTHOE YaCTHYHOE
COBPEMECHHBIE  METOJBI | OTCYTCTBHE  WJIH | COOTBETCTBUE COOTBETCTBHE
WHPOPMAIIMOHHOTO HEJOCTaTOYHOE CIIEIYIOUINX 3HAHWH, | CIEAYIOIINX
B3aUMOJICHCTBUS COOTBETCTBHE yKa3aHHBIX B | 3HAHWA, YKa3aHHBIX
HH(POPMAIUMOHHBIX U | MaTtepuaty HHIUKAaTOpax B MHIIUKATOpax
ABTOMATH3UPOBAHHBIX JUCHUTUTAHBI KOMIICTCHITHIA KOMIICTCHITHIA
CHUCTEM. 3HAHUH, JUCHUATUTAHBI JTUCHUATUTAHBI
OIIK-5.2. YmeTb: YKa3aHHBIX B | «3Hatb» (cM. m. 3). | «3Hath» (cM. m. 3).
MHCTAJUINPOBATh WHJIIKATOpax Honyckarorcs Ho  nomyckarores
ammapaTHoe KOMTICTCHITHIHA 3HAYUTEIBHEIC HE3HAYHTEIEHBIC
obecrieueHue, JVCIUTITHHBI OIITNOKH, OIITNOKH,
MacimTabupoBaTh «3Hatb» (cM. 1. 3). | mposBuseTCs HETOYHOCTH,
WHPOPMALINOHHBIE u HEIOCTaTOYHOCTh 3aTPYOHEHUS  TIpH
ABTOMAaTH3UPOBAHHEIC 3HaHWH, TO pALY | aHATUTHYECKHIX
CUCTEMBI, OIICHUBATh TTOKa3aTenei, oTIepanusx.
HE00X0IUMOCTh oOyyaromuics

MacuITabupoBaHusl HCTIBITHIBACT

CHUCTEM. 3HAYUTEIIbHbIC

OIIK-5.3. Bnanets: 3aTpyJHEHUs  IpuU

METOJlaMU YCTaHOBKH OIIEPUPOBAHUH

CHCTEMHOI'0 u 3HAHUSAMH TIPU  UX

MPHUKIIATHOTO NepeHoce Ha HOBEIE

MPOTPaMMHOTO CUTYAIHH.

obecrieueHus

OO0yuaronuiics
JIEMOHCTPUPYET
MOJTHOE
COOTBETCTBHE
CIENYIOUINX 3HAHUH,
YKa3aHHBIX B
HHAUKATOpaXxX
KOMIETEHIUH
JUCIATUTAHBI
«3Hatey» (cM. m. 3).
CBoboaHO
orepupyeT
PUOOPETEHHBIMU
3HAHUSAMH.

OIIK-7. CnocobeH pa3pabaThiBaTh alTOPUTMBI M POTPAMMBI, IIPUTOIHBIE IS IPAKTUYECKOTO IPUMEHEHUS
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HOIIK-7.1. 3naer | OOyywaromuiics OOyuaromuiics OOyuaromuiics OO0yuaromuiics
OINEpaLlMOHHBIE CHCTEMBI | AEMOHCTPUPYET JEMOHCTPHUPYET JEMOHCTPHUPYET JIEMOHCTPUPYET
" 0001109KH, | MOJHOE HETIO0JIHOE YaCTHYHOE MIOJTHOE
COBpEMEHHBIE Cpenbl | OTCYTCTBHE WM | COOTBETCTBHE COOTBETCTBHE COOTBETCTBHE
pa3paboTkn HEI0CTaTOYHOE CJICAYIONINX 3HAHUM, | CIECTYIOMNX CIIEAYIONINX 3HaHUH,
MpPOrpPaMMHOTO COOTBETCTBHUE yKa3aHHBIX B | 3HAHUH, YKa3aHHBIX | yKa3aHHbBIX B
obecriedeHus. MaTepuay MHUKAaTOpax B WHIUKATOpax | WHAMKATOpax
HNOIIK-7.2. VYMeeT | TUCIHUILUIUHBI KOMIETEHIINI KOMIETEHIINI KOMIIETEHIIUHN
TECTUPOBATh 3HaHUM, JVCLUILTHHBI JCLUILTHHBI JICHUITTHHBI
paboTOCIOCOOHOCTD YKa3aHHBIX B | «3Hath» (cMm. m. 3). | «3Hath» (cM. 1. 3). | «3Hath» (cM. 1. 3).
MPOTPaMMBI, HHAMKATOpax Jomyckarores Ho  nomyckatorcs | CBoGOmHO
MHTETPUPOBATh KOMITETECHIIHH 3HAYNTEIIbHBIE HEe3HAYHUTEIbHbIC orepupyer
MPOTPpaMMHBIE MOJTYJIH. JVCIUTITHHBI OLINOKH, OLINOKH, PUOOPETEHHBIMU
HOIIK-7.3. Brnaneer | «3Hate» (cM. 1. 3). | mposiBiseTcs HETOYHOCTH, 3HAHUSAMH.
METOaMH  OTJaJKH | HEI0CTaTOYHOCTh 3aTpyJHEHUs  TpU
TECTUPOBAHUS 3HAaHMWH, 10 PALY | aHATUTHYECKUX
paborocnocobHOCTH TTOKa3aTenew, OTIeparHsIX.
TIPOTPaMMBI oOygaromuiics

HCTIBITBIBACT

3HA4YNTEIIbHBIE

3aTpyIHEHUs  IpH

OTIePUPOBAHUH

3HaHWSAMH TP UX

NepeHoce Ha HOBBIE

CUTYyaIUH.

7.3.111kaJia olleHUBAHMS Pe3yJIbTATOB IPOMEKYTOYHON ATTECTALIMU U €€

Ol CaHHuC.

®opMa NPOMEKYTOUYHOM ATTECTAIUM: IK3AMEH.

[IpomexxyTouHass arrectanuss oOy4aromuxcs B ¢GopMe SK3aMeHa IPOBOAMUTCS TI0
pe3ylbTaTaM BBIIIOJIHEHUSI BCEX BUIOB y4eOHOM padOThI, MPEAyCMOTPEHHBIX YUEOHBIM IAHOM IO
JAHHOW JUCHUIUIMHE (MOJYJI0), HPU STOM YUMTHIBAIOTCA PE3YJIbTAaThl TEKYIIEro KOHTPOJIS
yCIeBaeMOCTH B TeueHue cemectpa. OleHKa CTeNeH! TOCTHKEHUSI 00yYaroMMHUCS TUTAHUPYEMBIX
pe3ynbTatoB OOydeHHs IO JAWCHUIUIMHE (MOAYJI0) IMPOBOJIUTCS NPENoAaBaTesieM, BEAYLIUM
3aHSTHS 10 JUCHUIUIMHE (MOJYII0) METOJIOM SKCIepTHOU omeHku. [lo uToram mpomexyTodHOU
aTTecTallud MO JAWCUMIIMHE (MOJYJIO) BBICTABIAETCA OLIEHKA «OTIMYHO», «XOPOILOY,
«YJOBIIETBOPUTEIHHO» UITU «HEYIOBIETBOPUTEIHHOY.

[IpuBeeHHbIE HMKE MpaBUia BBICTABICHUS OLICHOK U ONO3AAHUNA MOTYT OBITH M3MEHEHBI,
€CIM TpenojaBaTeNlb COYTeT JTO HEOOXOAMMbIM. BakHO, dYTOOBI CTYIEHTBI pEryJsipHO
IpOCMaTPUBAJIM IUIaH Kypca, BbUTokeHHbIM B CJ1O, Ha npeaMeT ero 0OHOBJIEHUS WIN U3MEHEHMS.

B cooTBeTcTBHU C TUIAHOM JUCHUIUIMHBI CTYACHTAaM BBIIAIOTCS 33/1aHUs Ha J1a0OpaTOpHBIE
pabotsl. JlabopaTopHbie pabOThl MOTYT COCTOSITH M3 MPAKTUYECKUX 3aJaHHUi, KOTOpPhIE TPEOYyIOT
BBIMOJHEHUsI PabOThl B ayJAUTOPUM YHUBEPCUTETAa M 3aJaHUMl JUIsI CaMOCTOSITENIbHOM paboThI.
[Tomumo TpebGoBaHUI M omucaHus 3ajaHusi B paboTe yka3aH KpalHWM Cpok caaud. [ns coaum
n1abopaTopHOil pabOTHl CTYAEHTY HEOOXOJUMO BBIIOJHUTH MPAKTUYECKYIO YacTh B COOTBETCTBUU C
3aJaHeM M 3alluTHTh paboTy. Bo Bpems 3amuThl 1abopaTopHOi pabOTHI IperoaaBaTeNlb
MpOBEPSET MPAKTUYECKYIO YacTh padOThl U OMpAIIMBAET CTYJEHTAa MO TEOPETHUYECKUM pasjesiaMm
TeMbl J1abopaTopHO paboThl. EciM CTyJAeHT oTka3bplBaeTCcs OTBEYaTh HA BOIPOCHI, WIM JAET
MOJTHOCTBIO HEBEPHBIE OTBETHI, HJIM OTBETHI HE MO TeME, TO paboTa MOKET CUMUTAThCS CAAHHOU, HO
IIPY STOM OHa OLIEHUBAETCs HE BbIlIe 1 Oama.

PaGota nomkHa OBITH BBIIIOJIHEHA CTYJEHTOM CaMOCTOSITENIbHO: HA CKPUHIIOTaX CTYIEHTa
JIOJDKEH OBITh BUJCH pabOYHid CTOJI, MEHIO IycK ¢ naTtoil u BpemerneM u ®MO crynenta. Ecnu atn
IpaBuiia He COOI0IAal0TCs, TO pab0Ta HE CUMTACTCS CIAHHOM U HE OLIEHHUBAETCS.

Py6exnbie KOHTpoH (YCTHBINA/TTUCBMEHHBIN OTPOC) CAAIOTCS B Ay TUTOPHH WHAMBHIYaTHHO
[0 BapuUaHTy 3aJaHUs, BBIJAHHOMY IperojaBaTeieM B Ha3HaueHHble THHU. [lpu oTcyTCTBUU
CTYJICHTA B JICHb HAlMCaHUsI KOHTPOJIbHOM paboThl eMy pa3pelaeTcs caaTh paboTy Ha cielyromeM
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3aHSITHH, TPU ITOM CTYACHTY Haducisercs mTpad B pasmepe | Oamma, 3a KaKIyH HEAEITIO
MPOCPOYKH.

Kaxnpiii cTyneHT uMeeT mpaBo Ha 3 Henmenw omno3faHus (0e3 HayucieHus MmTpadHbBIX
0aJyIoB), KOTOPBIE MOTYT OBITh MOTpPAauYEHBbI Ha JIFOOBIC 3aJaHUs B TeueHHe cemecTpa. Ono3naHus
npeIHa3HAYeHbl I PEIICHUS OCOOBIX CHUTyalMid, TaKWX Kak OOJe3Hb WIM Ype3BbIYailHBIC
ceMmeiiHbIe 00CTOSITENBCTRA.

CTymeHThI JOJKHBI 3apaHee COOO0MaTh O TOM, YTO Y HUX MOTYT BO3HUKHYTh TPYJHOCTH CO
CBOCBPEMEHHOI cpauedl 3agaHusi wiM npoekTta. llpu Hanuuuu peanbHBIX NPUYHMH 3aTEPKKU
CTYJICHTaM CJIelyeT KaK MOXKHO CKOpEe CBSI3aThCSA C MPEIojaaBaTelieM U OOCYIUTh BO3MOXKHBIE
YCIIOBUSL.

K mpomexxyToYHOW aTTecTaluu IOMYCKAITCS TOIBKO CTYACHTHI, BHIIIOJHUBIINE BCE BUIIBI
yueOHOM paboThl, NMpeayCMOTPEHHbIEe paboyeil mporpaMMol MO TUCIUIUIMHE — BBIIOJHEHUE U
3ammra  JlabGopaTopHBIX paboT COrJIaCHO  MOJYyYEHHOMY  3a/laHUIo, clada  pyOexHBIX
KOHTpPOJICH(yCTHBIX/TIMCBMEHHBIX ~ OMPOCOB/COOECEIOBaHMI) MO TeMaM Yy4eOHOro Kypca,
BBIIIOJITHEHME TECTOB II0 BCEM pazjielaM Kypca, BKJIOYas MTOroBblii TecT B cucreme JIMC
MockoBckoro Ilonurexa ¢ JOCTHKEHHEM MOPOTOBBIX 3HAUEHHUH OLIEHOK IO BCEM BUIaM y4eOHOMH
pabotel. [Ipu 3TOM HCHONB3yeTCs OATPHO-PEUTUHTOBAsT CHUCTEMA, BKITIOYAOIIAS CICIYIOIIHE
KPUTEPUU OLICHKH.

Kpurepuii 3HayeHHe KPUTEpPHS

Ot 1 o 5 Ga/muIoB 3a KaXXAy1o paboTy B 3aBUCUMOCTH OT YPOBHS IPAKTHYECKOTO
BBITIOJTHEHHS PaOOTHI ¥ 3HAHUS TEOPETHYECKOTO MaTepuara.
MakcuMalibHOE 3HaueHHe KpuTepus — He Oosiee 25 6asuioB.

Beinonnenue u 3a11uTa
71abopaTopHBIX paboT B cpok. (L)

Cnada pyOe)HBIX KOHTPOJIEH IO
TeMaM Kypca B CpOK
(ycTHBIH/IICEMEHHBII ompoc/
cobecemopanme),(I)

Ot 1 no 5 GamnoB 3a Kaxaoe cobeceqOBaHHE B 3aBUCHMOCTH OT YPOBHS H
3HaHHS TEOPETUIECKOTO M MPAKTHYECKOT0 MaTepuara.
MaxkcumansHOe 3HaUeHIE KpUTepHst — He Oolee 25 6aios.

BEINoONHEHNEe TECTOB HO TeMaM
kypca B cucreme JIMC(T1)

ITo 1 Gayury 3a KakIpIil TecT, BBIOJHEHHBIN Ooiee yeM Ha 70% mpaBHIBHBIX
0TBeTOB. MakcuManbHOEe 3HaueHHWe KpuTepus — He Oomee 10 ©Oamios.
Jlonyckaercst 3 MONBITKH Ha KaXJIbIH TECT B TEUEHHUE CEMECTPA.

Bemonnenue urorosoro tecra o | [o 1 6ammy 3a xaxasie 10% mpaBUIBHBIX OTBETOB B TeCTe. MHHHMAaIbHOE

BCEM TEMaM Kypca B CHCTEME
JIMC (T2)

3HauyeHne kputepus — 7 6amnoB (70% NpaBHIBHBIX OTBETOB), MAaKCHMAIBHOE
3HaueHne Kpurepus — 10 6amios (100% mpaBUIIEHBIX OTBETOB).

ITocemenue 3ansaruii (V)

ITo 1| Gammy 3a TpHUCYTCTBHE CTyACHTa Ha KakIoM 3aHATHH (2 ak. daca)
MakcumManbpHOe 3HaueHne kpurepus — 30 6aioB.

Koapuuuenr craHHeix padoT

(XK)

Koa¢ppunuenr pasen 1, ecnu Bce paboTsl (J1abopaTopHbie paboThl, pyOeKHbIE
KOHTpOJIH, TecThl) cianbl v 0 ecim XoTsi Obl 0/jHa paboTa He caHa.

Pacuer urorosoro 6amia (F)

F=(L+I+T1+T2+V)*K

BrimmoniHEeHHE 3K3aMEHAIIMOHHOTO

[Tpu BBIOOpE CTYJEHTOM BBIIONHEHHSI JK3aMEHAIIMOHHOTO 3aJaHusi Oaiibl

3a7aHus HAaOpaHHBIC B TEYCHUM ceMecTpa OOHYJISIOTCS. MakCHMaJbHOe 3HadeHHE

kputepust — 100 6ansos.

OneHka no 6aUIbHO-pPeHTHHTOBOM cucTeMe | OneHKa M0 HTOTOBOM ATTECTAIIMM
0...60 HeynoBneTBOpUTEIIEHO

61...75 Y 1OBIIETBOPUTENHHO

76 ... 90 XoporIo

91 ... 100 OTIUYHO

Il kana oneHUBaAHUSA Onucanmne

OTtnnuHo Cpennee 3HaueHue AJsl BCeX (OPMHUPYEMbIX Ha MOMEHT IPOBEACHHS aTTECTAllUM YPOBHEH
KOMITETeHIIMH — 5. BhINONHEHBI Bce BUABI y4eOHOH pabOThI, MperyCMOTPEHHbIE Y4eOHBIM
m1aHoM. CTyJIeHT JEMOHCTPUPYET COOTBETCTBHE 3HAHUI, yMEHUH, HABBIKOB IPUBEICHHBIM B
TabaMIax IMokasareneil, onepupyer NpuOOPETeHHBIMH 3HAHUSIMHM, YMEHUSIMU, HABBIKAMH,
MPUMEHSET UX B CUTYallMsIX MOBBIIIEHHOH CIOXHOCTH. [Ipy 3TOM MOTyT OBITH JOIYIIEHBI
HE3HAYMTENbHbIE OIIMOKM, HETOYHOCTH, 3aTPyAHEHHS IpU aHAJUTHYECKHX Ollepanusx,

IMEPEeHOCC 3HAHMHI U yMeHI/Iﬁ Ha HOBBIC, HECTAHAAPTHBIC CUTYAIUH.

Xoporo Cpennee 3HaueHHe AJsl BceX (OPMHUPYEMBIX HA MOMEHT IPOBEAEHHS aTTECTallMM YPOBHEH
KoMmmeTeHImiH — 4. BBITOTHEHBI Bce BUIBI y4eOHOW pa0OTHI, MPeIyCMOTPEHHBIC yIeOHBIM
wiaHoM. CTyIeHT [eMOHCTPUPYET HEMOJHOE, MPAaBUIbHOE COOTBETCTBHE 3HAHUI, YMEHHH,
HAaBBIKOB IIPUBEACHHBIM B Ta0NHIIaX MTOKA3aTeIeH, INOO eCIIH P STOM OBLTH IOMyIIeHH 2-3

HECYHICCTBCHHBIC OIIHOKHU.
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Y 10BJIETBOPUTENBHO

Cpennee 3HaueHHe AJsl BCeX (OPMHUPYEMBIX Ha MOMEHT IPOBEACHHS aTTECTallMM YPOBHEH
KoMIleTeHIMH — 3. BhInoiHeHbl Bce BUABI Y4eOHOH pabOThI, MperyCMOTPEHHbIE Y4eOHBIM
mwiaHoM. CTyAeHT JEMOHCTPUPYET COOTBETCTBUE 3HAHUI, B KOTOPOM OCBELIEHAa OCHOBHas,
HanOoee BakHas 4acTh MaTepualia, HO IPH 3TOM JOIyLIeHa OJHa 3HAYMTENbHAas OIIMOKa
UJIY HETOYHOCTbD.

HeynosnerBopurensHo

He pocturnyro moporoBoe 3HaueHHE XOTS OBl JUIi OXHOTO YpOBHS (OPMHUPYEMBIX Ha
MOMEHT NPOBEACHHS aTTECTAllMM KOMIICTeHIWH. He BBIONHEH OXMH mim Ooiee BUAOB
y4ueOHOH paboThl, IPeTyCMOTPEHHBIX Y4€OHBIM ITaHOM. CTYAEHT JEMOHCTPHPYET HEMOIHOE
COOTBETCTBHE 3HAHUM, YMEHHH, HaBBIKOB TIPHBEICHHBIM B TaOJMIax IOKa3aTeleH,
JIOITYCKAIOTCSl 3HAYUTEIIbHBIE OLIMOKH, MPOSBISIETCS] OTCYTCTBUE 3HAHHUM, YMEHUH, HABBIKOB
IO Ppsly IIOKa3aTeNnel, CTyAEHT HCHbITBIBAeT 3HAYWTENBHBIE 3aTPyJHEHUS IIPU
OTIEPUPOBAHUY 3HAHMWSIMH U YMEHHSIMU TIPH MX NEPEHOCE HA HOBBIE CUTYAIHH.

7.4.0nucanus nmokazareje OHeHMBAHUA U KPUTEPUEB OLlCHUBAHUS

B mnpouecce

KOMIIeTeHI M
OCBOEHHUS JIaHHOM JUCHMIUIMHBI CTYIEHT (OpMHpPYET U JIEMOHCTPUPYET

crnenyromme oomenpodeccuoHaIbHble KOMIETCHIINN:
KO}I 1 HAMMCHOBAHUEC KOMIICTCHIINU I/IHI[I/IKaTOpBI IIAaHUPYEMBIX pPE3YyJIbTaTOB 06yquI/1${ 10

JUCHUITIINHEC.
Komnerenuuun Mepeucns TexHoJi0rUs1 ®opma Crenenun ypoBHeii
(opmupoBaHHsI | OLEHOYHOIO | OCBOEHMS
Hupexe | Unaekc KOMIIOHEHTOB . - L
KOMIIeTeHIU i cpeacTBa KOMIIeTeHIU i
OIIK-5 Cniocoben OIIK-5.1. 3Harts: JlabopaTopHbie YO BA30BbBIN
MHCTAIUIUPOBATh OCHOBBI CHCTEMHOTO | paboThl, II YPOBEHB:
POrpaMMHOE U | aAMUHHUCTPUPOBAHHS | CAaMOCTOSATENIbHAs | DK3aMeH CIIOCOOHOCTB
anrmapaTHoe , coBpeMeHHBIE | paboTa BBITIOJHATH
obecrieueHne JUISL | METOJBI MOJTy4eHHOE
nH(GOPMAIMOHHBIX W | HH(POPMAIIIOHHOTO 3a7aHue, TPHUMEHSS
ABTOMATU3MPOBAHHEI | B3aMMOJCHCTBHS IOy YEeHHbIC
X CHCTEM NH(GOPMAMOHHBIX | 3HaHWE U YMEHHS Ha
aBTOMAaTHU3UPOBAHHbI MpaKTHKE, BIAJECTh
X CHCTEM. COOTBETCTBYIOIINM
OIIK-5.2. Ymers: U WHIAKATOpaMH
HWHCTAJUIMPOBATH KOMIECTCHINU  IIPpU
arrmapaTHoe BBIIIOJIHCHUH
obecrnieyenue, 3a7aHus.
MacuTabupoBarTh
UH(POPMAIIMOHHBIC H [TPOJIBUHY ThI
aBTOMAaTU3UPOBAHHBI YPOBEHb:
e CHCTEMBI, CIIOCOOHOCTH
OLICHHUBATh BBITIOJHATH
HEOOXOANMOCTD MOJTy9eHHOE
MacITabupoBaHUs 3aJaHue W peIaTh
CHCTEM. CaMOCTOSATEIBHO
OIIK-5.3. Branets: c(OpMUPOBAHHBIE
METOAaMH YCTaAaHOBKHU 3aaa4u, IMPUMCEHAA
CHCTEMHOT'O u IMMOJIYYCHHBIC
MPUKIIaIHOTO 3HaHHE ¥ YMEHHs Ha
MIPOrPaMMHOT0 MPaKTHKE.
o0ecrieueHusl. YBEpeHHO BIIA/IEThH
OIIK-7 CrocobeH HOIIK-7.1. 3HaeT COOTBETCTBYIOIIUM
pa3pabaTbIBaTh OTIepaI[IOHHBIC U WHIUKaTOpamu
AITOPUTMBI U | CHCTEMBI u KOMITCTEHIIUM ~ TIpH
MPOTPaMMBI, 0007104KH, BBITIOJTHEHUN
MPUTOTHBIC JUIA | COBPEMEHHBIE CpEIbl 3aJaHus,
MPaKTUIECKOTO pa3paboTku KOMOMHHUPOBATh HX
MPUMEHCHUS MIPOTPaMMHOTO MEXAy coboil u ¢
obecrieueHusl. MHIUKaTOpaMu
HNOIIK-7.2.  VYmeer JIPyrux
TECTUPOBATH KOMHeTeHHI/Iﬁ JJIA
paboTOCIOCOOHOCTD JTIOCTHYKCHUS
MPOTPaMMBl, MPOEKTHBIX
HUHTEIPUPOBATh pe3yIbTaToB.
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MporpaMMHEIE
MO/JTYJIH.

HUOIIK-7.3. Bnageer
METOJIaMH OTJIQ/IKU |
TECTUPOBAHUS
paboTococobHOCTH
pOTrPaMMEI

**_ CokpamieHust (HOpM OLIEHOYHBIX CPE/ICTB CM. B puioxeHnHn 2 k PIL.

7.5.9K3aMeHalluOHHOE 3aJaHHue.
dopma 3K3aMEHAIMOHHOTO 33/1aHUSl BBIOMpAETCS MpPENojaBaTeNieM U YTBEpXKIaeTcs Ha
3aCCJaHnU Ka(bCI[pBI. SKSaMeH MOXCT IIPOXOJHUTH B cnez[yroumx (bOpMaX U C HUCIIOJIB30BAHUECM
CIIEIYIOLINUX OLUEHOYHBIX CPEICTB.

Dopma IIpeacrasienue oueHo4YHOro cpeacrea B ®OC

VYcrHas. BaHK KOHTPOJIBHBIX BOINPOCOB, COOTBETCTBYIOIIMX OTHCIBHBIM TeMaM JMUCHUIUIMHBL (cM. 1. 4
HACTOSIIET0 JOKyMeHTa). Bormpocsr popMupyIoT s5K3aMeHAMOHHBIH OMieT (CM. HIXKE), COCTOSIITNHA 13
TEOPETUYECKHUX BOIPOCOB U MPAKTHYECKHUX 3alaHUH (THIIOBBIE NMPAKTHYECKHE 3aTaHMs NPEACTABICHEI
HIDKe). buneTsl, BKIroYas BONPOCHI M IPaKTHYECKHE 3aJaHusi, (GOPMHUPYIOTCS IpernojaBaTeleM H
YTBEPXKIAIOTCS HA 3acejaHuK Kadenpbl. B HUX MOTYT OBITh BKJIFOUEHBI JOTIOJIHUTENILHBIE KOHTPOJILHBIE
BOIIPOCHI U 33JaHusl, HE TPEOYIONIMe y CTYACHTOB HAIN4Us HEe (POPMUPYEMBIX NAaHHOW JUCHUILUTHHOM
KOMITETCHIIMHA WM Oojee BBICOKMX JTamoB cQopMHUpOBaHHOCTH Qopmupyembix. s oTBera Ha
KaXIIbIii BONPOC W JUIS PELIeHHs JI000ro MPaKkTHYECKOTO 3afaHusl CTYAEHT JIOJDKEH HaXOJUTCS Ha
TpeOyeMoM Uil JTaHHOW JWCHWIUIMHE YPOBHE C(OPMHUPOBAHHOCTH BCEX COOTBETCTBYIOIINX €
KOMIICTCHIIMH: KaXABId BONPOC W 3aJaHUE MPOBEPSET YPOBEHb COHOPMHPOBAHHOCTH BCEX
COOTBETCTBYIOIINX JaHHOH JUCIUIUIMHE KOMIICTSHIHUH.

[IucemenHast. OHCHO‘IHOC CpeACTBO HNOJHOCTBKO COOTBECTCTBYCT OLICHOYHBIM CpEACTBAM YCTHOI>’I (bOpMBI 3aJIaHus.

7.6.CniicoK 3K3aMEeHALIMOHHBIX BOIIPOCOB.

1. ®opm-dakrop. Onpenenenue. [Ipumepsl. Kak Beiopats BIT?

2. Marepunckas miara. @opm-(paKkTopbl 1 KOMIIOHEHTHI

3. LIT - ocHOBHBIE XapakTepUCTUKU. COKET. YBeIU4eHUEe MPOU3BOAMTEIBHOCTU. Pa3ron.
Cuctembl oxnaxaenus L{I1

4. 113Y. O3VY. Onpenenenus v Tunbl. Moaynu namsatu. Ko,

5. Ilnater pacmupenus, BUa6l U Tumbl ciotoB pacmmpenus (PCI, mini PCI, PCIx, PCle,
Risercard, AGP)

6. HDD, SSD. RAID-maccuBbI M UX YPOBHH

7. BHENIHME MOPTHI U TUTIBI KaOeJIei. ATanTephl U MEPEX0THUKH

8. Ycrpoiicta BBoga. Tpaauimonnsie. CoBpeMennsie. HoBwie u HoBelimne. KVM.

9. YcTpoiicTBa BbIBOIA.

10. BIOS /UEFI. IIpouexypa POST. BIOS u CMOS. OcHoBHBIe criocoObl 3amuthl 11K
yepe3 BIOS /UEFL

11. OCP. Tunel konebaHWM HaNpsHKEHUS MUTaHUSA. YCTpoilcTBa M 3allUThl  OT
ANEKTPUYECKUX KOJIEOAHUH.

12. Hemn m mpeumymectBa mnpodunakrudeckoro obcmyxuBanus [IK. Ilpodunaktuka
ob6opynoBanus. [IpodunakTika mporpaMMHOTo obecreyeHus

13. 6 OCHOBHBIX 3TaIOB MPOIIEAYPHI MOUCKA U yCTpaHeHUs Henoaok ¢ [TK

14. Tumel cereit LAN, WLAN, PAN, MAN, WAN, VLAN, WMN, VPN

15. Tuner nmoaxmrouenuss k Marepuet.(ISDN, DSL, Wi-Fi, xabenbHas ceTh, CIIyTHUKOBAS
nepeaavya, COTOBbIE TEXHOJIOTHH U Jp.).

16. Cerebie monenu (OSI, TCP/IP)

17. TIpoTOKOIBI TPaHCIOPTHOTO YpOBHSA. OCHOBHBIE HOMEpA MOPTOB MPUIOKEHUH.

18. CranmapTel, IPOTOKOJIBI M ckopocth: Wi-Fi, coroBas cBs3b, Bluetooth, NFC, RFID,
yIpaBlIeHUE YMHBIM JOMOM

19. Knuent-cepBepHbie cetu. DyHKINUU U TPOTOKOJIBI CETEBBIX CEPBUCOB.

20. ®usnueckue KOMIOHEHTHI ceTu. CeTeBble ycTpoiicTBa. PoE

21. CereBas cpena nepenauu nanubix. Kabemu. Pazsemsl. Ckopoctu

22. CereBaa aapecanusa. MAC, IPv4, IPv6. IlpaBuna cokpamenus B anpece [Pvo,
0TOOpaXkeHHE aPECOB.
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23. Cratnueckas u auHamuueckas aapecanus. DHCP, IP-aapec, Mmacka nozaceru, 1UTI03 1O
ymommuanuto, DNS. Link-local aapec.

24. OcHOBHBIE MapaMeTpbl HACTPOWKM NPOBOJHOW H OecrpoBoanoi cetn. Hacrtpoiika
MEKCETEBOI0 IKpaHa.

25. HoytOyku. KommonenTsl. J{ucnneit HoyTOyKa.

26. Mobunbabie yctpoiicTBa. KommonenTsl. O6opynoBanue. THUIIBI cOeTMHEHUT.

27. Tuns! npunTepos. IIponecc nazepHoii nevary.

28. Bupryanu3zanus. Vcrnons30BaHne Ha CTOPOHE KJIIMEHTA. TpeOOBaHMS IS BUPTyaTbHBIX
MalIITUH.

29. O6maunsie cepBuck (SaaS, PaaS, [aaS). UeTsipe ocHOBHBIC MOCIIHM O0JIaKa.

30. Onepanuonnsie cucteMbl. Onpenenenne U TepMuHbl. OCHOBHBIE (PYHKIIUH.

31. Bei6op u ooHoBnenue OC. Paznuums 32-bit u 64-bit Bepcuiit Windows

32. Pa3buenue xecTkoro nucka Ha pasnensl. MBR u GPT. Pa3aensi.

33. daitnoBas cuctema x’ecTkoro aucka. Tunel u ornuus. DopMatupoBanue.

34. CriocoObl u BapuaHThl ycTaHoBKH Windows. Sysprep.

35. 3arpy3ka Windows. Pexxumsr 3anycka. Peectp. Kimroun peecrpa.

36. Linux, Unix, macOS. MoOWIbHEIE ONEPalMOHHBIC CUCTEMBI.

37. Bupycsl 1 «TposiHcKHEe KOHW». Tunsl BpegonocHoro [10

38. Tuns! atak Ha nmpotokod TCP/IP. Ataka HyneBoro aHs. CriocoObI 3alIUTHI

39. OcHOBHBIE MOHATHUS TOJUTHKU 0€30MaCHOCTH

40. OcHOBHBIE CTIOCOOBI 3AIHUTHI TAHHBIX

7.7.11puMepHBbIi CIUCOK BONPOCOB /ISl KOHTPOJIBHBIX py0eseil U 321U ThI

J1adopaTopHBIX padoT

Tema 1

1. ®opm-akTop onpeseneHre U IPUMEPHI.

2. Koprmryca. Beibop kopiyca v BEeHTHISSTOPOB KOITYCOB

3. BII. ®opm-daxTops! 1 pa3béMbL. BeiOop 010ka mUTaHUS U KOpITyca

4. Marepunckas miata. DopMm-pakTopsl M KOMIOHEHTBI. XapaKTepUCTHKH BbIOOpa
MAaTEpPUHCKOM IJIAThI

5. UII, coker. IloBbimenue nmpousBoauTeNbHOCTH. CHUCTEMBI OXJaxIeHus. Bribop »THx
KOMIIOHEHTOB

6. Tuns! namsitu. [13Y

7. O3Y. Moaynu namsitu. Ko

8. Ilnater anantepoB u cnotsl pacurpenus (PCI, mini PCI, PCIx, PCle, u ap.)

9. Beibop Buneokaptsl. BeiGop miar agantepon

10. YcrpoiictBa xpaneHust naHHbix. MHTepdelicel Hakonureneil. Boibop u npenMyiiecTsa
HDD u SSD.

11. Unrepdeiicel HakonuTeneid. Cxopoctu. [loaxinioueHrne BHEIIHUX YCTPOWCTB XpaHEHUS
JTAHHBIX, XapakTepucTuku kaodemnst USB.

12. Yro takoe RAID u xakue BuabI BBl 3HaeTe?

13. Buneonopts! u kabenu

14. Ipyrue noptsl 1 kabenu. KoMnoHneHTs iepexoa.

15. TpaguuuoHHsle ycTpoiicTBa BBoga 1 KVM

16. YcTpoiicTBa BbIBOJIA.

17. Monutopsl. XapakTepUCTHKH U BBIOOD.

18. ToncTeie U TOHKHE KIMEHTHI

19. Oco0eHHOCTH CHEMATU3UPOBAHHBIX KOMITBIOTEPHBIX CHCTEM

Tema 2,3

1. ITpaBuna TexHUKM 0€30MaCHOCTU. DIIEKTpUUYECKas U oXapHasi 0€30MacHOCTb.

2. DnekrpobesonacHocTh. Uto Takoe ICP 1 ciocoObI ero npeoTBpammeHus ?

3. Tumsl koneGaHU HANPSHKEHUS TUTAHUS

4. YcrpoicTBa TSt 3alIUThI OT SJIEKTPUUECKUX KOJIeOaHMi

5. 3ammra oKkpy>Karouiei cpebl
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6. 3aueM HyKeH O00KUMHOW MHCTPYMEHT, MOHTQ)XHBIi HHCTPYMEHT M Tpelcep (TeHepaTop
TOHA), MYJBTUMETP

7. IlporpamMmMusle cpeacTBa oocmyskuBanust [1K

8. IIlporpaMMHBIe cpecTBa 3alUThl 000PYAOBAHUS U JAHHBIX

9. Ioaxmouenne BII. YcranoBka LIl m martepunckoii ruatel. Kakme kabenu uayT oT
NepeIHeN maHemu.

10. Yro takoe POST?

11. BIOS u CMOS. I'ne HaxoasTcs, PyHKITUH.

12. BIOS. OcHoBnbie pa3nensl. Hactpoiika.

13. Ocnorubie cniocoOs! 3amuthl [1IK yepe3 BIOS (Drive Encription, Lojack, TPM, adm
pass)

14. lnarHocTrKa COCTOSIHUS KOMITbIOTEpa ¢ noMmouipio BIOS

15. UEFI. Untepoeiic, dpynkuuu, otmmuus ot BIOS

16. Pexxumer B UEFI

17. O6noBnenue BIOS

Tema 4

1. IIpenmymiecTBa NpOPHUIAKTHIECKOTO 00CTYKHUBAHUS KOMITBIOTEPA.

2. [Ipodunakruka I10

3. Ilpodunaktuka 060pya0BaHUS

4. Kakue UHCTPYMEHTHI MOTPeOYIOTCS BO BpeMsi MNPOPHIAKTHUYECKOTO OOCITy>KUBaHUS
HactosibHoro [TK? Kakue npoGieMbl penMyIeCTBEHHO CBsA3aHbI ¢ Kabensimu BHyTpH [1K?

5. ®akTophl BO3ACUCTBUS BHEIITHEH CPEJIbl

6. UTo HY>HO ClIenaTh JJIsl COXPAaHHOCTHU JaHHBIX Iepe]l IpoBeIeHHEeM padoT?

7. ANTOpUTM MOUCKA U YCTPAHEHHS HEUCIIPABHOCTEH (6 TTyHKTOB)

8. TIlompobGHoe onmcanue anroputma (myHKTHl 1,2,3) mOMCKa W YCTpaHEHHA
HEHUCTIPABHOCTEH?

9. IlompoOHoe omnmcanue aiaroput™Ma (MyHKTBl 4,5,6) T1OMCKAa M yCTpaHEHUs
HEUCTIPABHOCTEH?

10. Pactipoctpanennsie Henonaaku [1K u cnocoObl uX ycTpaHeHus

11. TIK He BKIHOUaeTCs (MPUYUHBI)?

12. Tlocne ycranoBku HOBOM BujeokapThl PCle x16 xommbroTep mnepectan MOKa3bIBaTh
BHJICO (MPUYUHBI)?

13. KomnproTep He pacro3HaeT 100aBICHHYIO OMEPATUBHYIO MaMSTh (TIPUIHHBI)?

14. KoMIprOTEp HE pacro3HaeT yCTPOHCTBO XpaHEHUS TaHHBIX (TPUYHHBI)?

Tema 5, 6

I. OC. Yro Ttakoe MHOr03aJauHOCTh, MHOTOIPOLIECCOPHOCTb, MHOTOIIOTOYHOCTH?
MHoronoap30BaTeNbCKasi CHCTEMA.

2. 4 ocnosuble pynkiuu OC. API u npumepst
. UeMm otnuuaercs 32 bit u 64 bit apxurexTypa npoieccopa?
. CepBepnble OC u Hactronbabie OC. Oco6eHHOCTH U IPUMEDPBI.
. Kak moo6pate OC? CoBMECTUMOCTb.
. O6noBnenue OC (mpeumytiecTBa U HepocTaTkn). [lepeHoc maHHbBIX
. Bb10op Hakonutens. CTpyKTypa >KeCTKOTO JIHCKa.
. Uto takoe MBR, GPT? CpaBHenue.
. Hactpoiika xxectkoro nucka. Kakue 6b1BatoT pasaensi?

10. ®opmarupoBanue. Daiinossie cucteMbl. FAT32, NTFS, EXFAT otnnuus?

11. Crioco6s1 u BapuaHThl ycTaHoBkH Windows. Sysprep.

12. 3arpy3ka Windows. Pexxumpl 3amycka.

13. Peectp. Onpenenenne, pynkmuu. Kimroun peectpa. Kak oTKpbITh penakrop peectpa?

14. Tlanens ynpaBieHus (KaTeTOPHH, MMyHKTH U YTHINTHI). Jlucnietyep ycTpoicTB (HyHKITMH
Y 3HAYKH)

15. UnTepdetic komanauoi ctpoku. Komanmpl.

16. Bupryanuszanus, tpedoBanus k 11K, koTopele HCHONB3YIOTCS B LENAX BHPTYAIU3ALUH.
[IpeumymectBa? Kakue cymecTBytOT IporpaMMHBIE CpEICTBA IS co3anusi BM.

O 031N DN =W
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17. Ilpodunaxktuyeckoe obcmyxkuBanue. Hactpoiika aBTo3arpysKu.

18. Pacnpoctpanennsie mpoOaemsbl. [Ipuunnbl u pemenus: 1). OC He 3amyckaercs u 2).
[IpunoxxeHue He yCTaHABIMBACTCS.

Tema 7, 8

1. Cpensl nepenauun naHHbIX. [IpomyckHas crnocoOHOCTb. Pesxumbl
. Tumel cereit
. Opranu3anuu OTBETCTBEHHBIE 32 pa3pabOTKy CeTeBbIX cTaHAapTOB. IloHATHE TPOTOKOIIA.
. Monens OSI
. Mogens TCP/IP
. CSMA/CD (CA). CtannapTsl.
. CereBble ycTpolicTBa. PoE.
. Mennbie kabenu u pazbeMbl. Kateropun Butoi napel. CXxembl pa3BOJIKH.
. BonmokonHo-onTnueckne Kabeaun U pa3beMbl

10. Anpecanus cereBbix ycrpoiictB: MAC, IPv4 (popmar, macka noacerun), IPv6 (popmar,
IIPaBUJIa COKPALLEHUS HYJEH).

11. Cratuueckas u nuHamMu4deckas aapecanus, Link-local, DNS. ICMP, ping

12. Ponp u ¢yskmuu tpancnoptHoro yposus. IIporokonst TCP u UDP npeumymecTta u
HepocTaTku. CTaHAapTHBIE TOPTHI.

13. CereBas untepdeiicnas riara. Hactpoiika mater NIC.

14. Hactpoiika mpoBOJHOTO M OeCIpOBOIHOTO MapuipytuzaTopa. OCHOBHBIC HapaMeTphbl
OeCIIpOBOTHOM CETH.

15. VPN.

16. TexHonmoruu noAxaoueHus Kk MaTepuer.

17. LenTpsl 00paboTKu JaHHBIX. OOIauHbIE TEXHOJIOTHH.

18. IIpoueaypa noucka HeucIpaBHOCTeH ceTu. PactipocTpaHeHHbIe TPOOIEMBI.

O 00 1N DN K W

7.8.1Ipumep u3 tecra B cucreme JIMC.
[lonp30BaTens HacTpauBaeT TOUYKY OECIIPOBOAHOTO JOCTyNa M XOYET IpPeJOTBPATUTH
oOHapyskeHHe ceTH cocesamu. Kakue neiicTBIsI He0OOX0AMMO MPEPUHSATH MOJIb30BATEINI0?
* OTKIr0YUTh TpaHcsanu SSID
* Bruitounts mmdposanne WPA
* Hactpouts nmapamerpst DMZ
* Hactpouts DNS-cepBep

7.9. Ilpumep opopMiIeHHS IK3aMEHALMOHHOI 0 O1JieTa

MUHUCTEPCTBO HAYKHU U BBICILIET'O OBPA3BOBAHU ST POCCUMICKON

®EJIEPALIIN
DEJIEPAJIBHOE T'OCYAAPCTBEHHOE ABTOHOMHOE OBPA30BATEJIbHOE YUPEXJIEHUE BBICILIEI'O OBPABOBAHU S

«MOCKOBCKHH MOTUTEXHHYECKHH YHHBEPCUTET»
(MOCKOBCKHAU ITOJINTEX)

SK3AMEHAITMOHHbBIN BUJIET Nel
M0 TUCIUTUINHE
«OCHOBDBI unpopmaimoHHO-KOMMYHHUKAITMOHHBIX TEXHOIOT U

HarnpasieHue noarorosku 10.05.03
«MudopmaninonHast 6€30MacHOCTh aBTOMATU3UPOBAHHBIX CUCTEM

BOIIPOCHI:
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1. ®opm-dakrop. Onpenenenue. [Ipumepsl. Kak Beiopars BIT?
2. ®uznueckrue KOMIOHEHTHI ceTu. CeTeBble ycTpoiicTBa. PoE
3. OcHOBHBIE IOHATHUS MOJUTUKU OE30MTACHOCTH

YTBepxKaeHO: / [« »
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