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1. Hesan, 3a0aun U NVIAHUPYEMbIe Pe3yJbTATHI 00y4eHUSs M0 JUCHUIINHE

K ocHOBHBIM 1easiM 0CBO€HUS JUCHUILIUHBI « OCHOBBI CETEBBIX TEXHOJIOTHI» OTHOCUTCS:

* [IOJIy4E€HHE 3HAHNE O NMIPUHIIMIIAX IIOCTPOEHUS KOMIIBIOTEPHBIX CETEH;

* OBJIAJICHHE OOIIEH METOIMKOM CHCTEMHOTO aJMHHUCTPUPOBAHHSI CETEBOTO 00OPY/IOBAHUS;

* 3aKpEIUICHUE MOIYYacMbIX B CEMECTPE 3HAHUM U HABBIKOB HA MTPAKTHUKE;

* (hopmMHpoBaHUE B3aUMOCBSI3€H, [T0JIy4aeMbIX B CEMECTPE 3HAHUM U HABBIKOB C U3YUYEHHBIMU
paHee U M3y4aeMbIX apaJlIeNIbHO C JaHHOU AMCLUIIIINHON;

* TIOATOTOBKA CTYJIEHTOB K JIEATEIBHOCTH B COOTBETCTBHHM C KBaIM(PUKALMOHHOM
XapaKTepUCTUKOHN OakasaBpa.

K ocHoBHBIM 3aga4aM 1ucuuIUIMHB « OCHOBBI CETEBBIX TEXHOJIOTUI» OTHOCATCS:

* 03HAKOMJICHHUE C MPUHIUIIAMH CETEBOI0 B3aUMOACHCTBU Ha ocHOBe Mozenn OSI u cTeka
TEJIEKOMMYHHUKAIIMOHHBIX MTpoToKoIoB TCP/IP;

* U3y4YCHHE U OCBOCHHE TECOPETHYECKOI0 MaTepuaia, KaK B IPOLECCe KOHTAKTHOM, Tak U B
X0JIE CAMOCTOSITENILHOU paboThI;

* BBIIOJIHEHHUE NIPEJOCTABICHHBIX IPAKTUYECKUX 3a/laHUH Pa3IuuHbIX GOpM, KaK B IIpoLecce
KOHTaKTHOM, TaK U B X0JI€ CAMOCTOSITEJIbHON padoThI;

* caMOCTOsITeIbHAsE paboTa HaJl TEMAaTUKOW TUCUMILIMHBI 17151 (POPMHUPOBAHUS KOMIIETEHIUI
OCHOBHOI1 00pa3zoBarenbHON porpammel (ganee, OOIT).

B pesynprare OCBOEHUS IUCHMIUIMHBI y O0Oydarommxcsi (GOpMUPYIOTCS —CIeayrolne
KOMIETEHIIMM M JOJDKHBI OBITh JOCTUTHYTHI CJIEAYIOLIME pe3yJbTaTbl OOy4eHHsS Kak dTam
(GbopMUPOBaHUS COOTBETCTBYIOIIMX KOMIIETCHITHHA.

Kon 1 HamMeHOBaHHe KOMITETEHITHH NuaukaTopbl IUIAHHPYEMBIX Ppe3yJbTaTOB OOydYeHHsSI 110
TUCHHILTAHE
OIIK-5. Criocoben nHctamupoBath | OIIK-5.1. 3Hath:

MIPOrpaMMHOE U armnapaTrHoe o0ecneyeHne Uil | OCHOBBI CHCTEMHOTO aJIMUHHUCTPHPOBAHMSI.

nHpopMaMOHHBIX M aBToMarusupoBaHHbIX | OIIK-5.2. Ymers:

CUCTEM BBINOJIHATh TOJKIIOUEHHE, YCTAaHOBKY U IPOBEPKY allapaTHBIX,
MpOrpaMMHO-aNMNapPaTHBIX U IPOrPaMMHBIX CPE/ICTB.

OIIK-5.3. Baanets:

METOJAMH YCTAaHOBKM CHUCTEMHOIO M MPHUKIAJHOIO MPOrpaMMHOrO

obecredeHus.
OIIK-7. Criocoben yuactBoBaTh B HacTpoiike u | OIIK-7.1. 3HaTh:
HaJaJKe MIPOrPaMMHO-aNIAPATHBIX | METOJBI HACTPOHKH, HaJIa KK MIPOrpaMMHO-aINapaTHBIX
KOMIUICKCOB KOMIIJIEKCOB.

OIIK-7.2. YMmeTh:

IIPOU3BOJUTL HACTPOIKY, HalalKy U TECTUPOBAHUE IPOrPaMMHO-
arnmnapaTHbIX KOMIIJICKCOB.

OIIK-7.3. Bnanets:

cnocobaMi  TPOBEPKH  PabOTOCIOCOOHOCTH  MPOrPaMMHO-
AMMapaTHhIX KOMILICKCOB.

OIIK-8. Cmocoben paspabatsiBath anroputmbl | OITK-8.1. 3HaTh:
U MPOTPaMMBbI, TIPUTOJIHBIE /ISl TPAKTHYECKOTO | ONEPAIMOHHBIC CHCTEMBI U OO0IOYKH.
[IPUMEHEHHS

B nporuiecce ocBoeHMst 00pa3oBaTENbHOM IPOrpaMMBbl IaHHbIE KOMIIETEHIIUH, B TOM YHCJE UX
OT/IeJIbHbIE KOMIIOHEHTBI, (POPMHUPYIOTCS MOITAMHO B XOJI€ OCBOEHUS 00Yy4arOLUMHCS AUCLUILUINH
(MoyIeit), MpakTUK B COOTBETCTBUHU C yUEOHBIM IUIAHOM M KaJCHIApHBIM TpapuKOM ydeOHOTO
nporecca.

2. MecTo AUCHMILIMHBI B CTPYKTYpe 00pa30BaTeibHON NPOrpaMMbI

JucruminHa «OCHOBBI CETEBBIX TEXHOJOTHI» OTHOCUTCSA K YHCITY Y4YEeOHBIX AWCIMIUINH
oOsizarenpHO yacTu bBbl.1 ydyeOHoro miaHa OCHOBHOM mpodeccuoHanbHOM 00pa3oBaTeNbHON
POTPaMMBI.



JlucuuniuyHa B3aMOCBSI3aHA JIOTHYECKH U COAEPIKATEIbHO-METOANYECKU CO CIEAYIOIIMMHU
JUCLUTUTMHAMMU:
* 51.1.12 OcHoBBI HH(POPMAITTOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTHIA
* 51.1.19 CeTn u cuctemsl iepeaadn HHGOPMaIIUU.

3. CTpyKTypa M coep:KaHHe U CHUTLTHHBI

OO6m1ast TpyI0EMKOCTh JUCITUIUTMHBI COCTABIIsAET 4 3aueTHBIX eauHullbl (144 akameMuyecKux
yacoB, u3 HuX 90 yacoB — camMmocToATeIbHAs paboTa CTYJCHTOB).
Pazmensl MUCHUIUIMHBI W3YyYarOTCsl Ha TIEPBOM Kypce BO BTOpOM cemecTtpe, (opma
MIPOMEKYTOYHON aTTECTAIIUH - SK3aMEH.

3.1.Buabl yueOHoi1 paboThl H TPYI0EMKOCTbD J1JIsl 04HOI (popMBbI 00yUeHUs1)

Ne B Gr0ii DG KoanvecrBo CemecTpbl
w/n WA yueOHo# padoThl qacos >
1 AyauTOpHBIE 3aHATHS 54 54
B ToMm uncne:
1.1 Jlexun 4 4
1.2 CeMHHApCKUe/TIPAKTHUECKHE 3aHATHS
13 JlabopaTopHbIe 3aHATHS 50 50
2 CamocTosiTenbHasi padoTa 90 90
3 [IpomexyTouHast aTTeCTaIlHs:
OK3aMeH 9K3aMeH
Hroro: 144 144
3.2. TemaTH4yeCKHUil IJIAH U3y4YeHUS TUCHMILIMHBI /151 04HOH (POPMBI
00y4eHus
TpyaoeMKoOCTb, 4ac
AyaurtopHasi padora
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1 Tema «M3yyeHue cetu» 11,5 0,5 2 9
2 Tema «CeTteBasi onepallMOHHAsi CUCTEMa» 19,5 0,5 10 9
3 Tema «CeTeBble IPOTOKOIBD» 115 0,5 2 9
4 Tema «CeteBoil ocTym» 9 9
5 Tema «KananbHblil ypOBEHbY 13,5 0,5 4 9
6 Tema «CeTeBod ypOBEHBY 19,5 0,5 10 9
7 Tema «IP-agpecanus» 9 9
8 Tema «Pa3nenenne Ha NOACETH» 115 0,5 2 9
9 Tema «TpaHCHIOPTHBIN YPOBEHBY 19,5 0,5 10 9
10 Tema «YpoBeHb NPUIOKESHUI» 19,5 0,5 10 9
Bcero yacoB no 1ucuuIuIMHEe Ha mepBoM Kypee | 144 4 50 90

3.3.Coaep:xanue JTUCHUILIHHBI

Tema 1 U3yuenue ceTn
1.0 BBenenune
1.1 Ha cBs13u co BceM Mupom

1.1.1 CoBpeMeHHBIE CETEBBIE TEXHOJIOTUU
1.1.2 TlpenocTaBneHue pecypcoB B paMKax CETH
1.2 Jlokanbubie cetu (LAN), rmob6ansabie cetrt (WAN), a Takke ceth MIHTEpHET

1.2.1 KoMItOHEHTEI CETH
1.2.2 Cetu LAN 1 WAN

1.2.3 Cetu UnTepuer, IuTpaneT u DKCTpaHeT

1.2.4 Tlogkmrouenue k MHTEpHETY




1.3 Certsb kak miardopma

1.3.1 KoHBepreHTHbIE CETH

1.3.2 HanmexHas cetb

1.4 TTocToaHHO MEHSAIONIAsACS CETEBAS Cpea

1.4.1 TenneHuuu pa3BUTHs ceTel

1.4.2 CeTeBrle TEXHOJIOTHH UIA JOMA

1.4.3 OGecnieueHne ceTeBoil 6€30MacHOCTH

1.4.4 CeteBas apXuTexkTypa

1.5 3axitouenue

JlabopaTtopnas padora Nel OTobGpakenue kapTel UHTEpHET

* [IpoBepka coeiMHEHNS ¢ TIOMOIIIbIO KOMaH bl ping

» OrcnexuBaHue MaplIpyTa K yIaI€éHHOMY Y3Jy ¢ IOMOLIBIO cpencTBa traceroute B OC
Windows

* OTcnexxuBaHue MapuIpyTa K yJaIEHHOMY y3I1y € IOMOIIbIO IPOrPaMMHOI0 00ecrieYeHus 1
BE0-MHCTPYMEHTOB

* AHanu3 pe3yJbTaTOB OTCIEKUBAHUS

Tema 2 CeTeBasi onepauMoOHHasi cHCTeMAa

2.0 Beenenue

2.1 Yuebnsrii kypc [0S

2.1.1 Cisco 10S

2.1.2 docryn k Cisco 10S

2.1.3 HaBuranus o 10S

2.1.4 CtpykTypa KOMaH]

2.2 ba3oBas HacTpOHKa yCTPOUCTB

2.2.1 imena y310B

2.2.2 OrpaHnyeHue 10CcTyna K KOHPUryparusM yCTpOHCTB

2.2.3 CoxpaHeHnne KoH(pUTYypanuid

2.3 Cxembl aapecoB

2.3.1 IlopTel 1 anpeca

2.3.2 Hactpoiika [P-anpecanuu

2.3.3 [IpoBepka coeAMHEHUS

2.4 3akmoueHue

JlabGopaTtopnas padota Ne2 Hasurarus o 10S

* Co3iaHue OCHOBHBIX MOJKIIIOUEHUH, TocTyn K uHTepdeiicy komanaHoi crpoku (CLI) u
U3y4EHUE CIPAaBKU

* M3ydeHue pe>xxuMOB JIOCTyTa K HHTEpQeiicy KOMaHIHOM CTPOKH

* HacTpolika BpemeHn

JlaGopatopHas padota Ne3 Hactpoiika OCHOBHBIX TapaMeTPOB KOMMYTaTOpa

* [IpoBepka KoH(pUTypaluH 0 YMOTYAHUIO HA KOMMYTaTOpe

* HacTpoiika OCHOBHBIX ITapaMeTpoB KOMMyTaTopa S1

* Hacrpoiika kommyTaTtopa S2

* HacTpolika KOMIIBIOTEPOB

* Hacrpoiika BupTyanpHOro uHTEpdenca KoMMyTaTtopa IJisi BO3MOXHOCTH YJIaJE€HHOM
HACTPOUKHU

JlabopaTtopHnas pab6ota Ne4 bazoBas koHpUTyparus KoMMyTaTopa 1 OKOHEUYHOTO yCTPOICTBA

* Hactpouts umena y3inoB u IP-agpeca BupTyanbHOro unrepgdeiica Ha KOMMyTaTOpax MOA
ynpasinenueM OC Cisco IOS ¢ moMomnipio KOHCOBHOTO MOJKIIIOUEHUSI U UHTepdeiica KOMaHIHOM
ctpoku (CLI).

* 3a7aTh MapaMeTpsl JOCTYNA UM OTPAaHUYUTh JOCTYI K KOHPUTYpaLlUd KOMMYTATOpA.

* COXpaHUTD BBIIIOJTHEHHBIE HACTPOMKHU.

* [IpucBouTh IByM OKOHEUHBIM ycTpoiicTBam [P-angpeca.

* [IpoBepUTh CKBO3HOE MOAKIOYEHUE MEXKAY ABYMSI OKOHEUHBIMH YCTPONCTBAMH.

JlaGopaTtopnas pabora Ne5 HacTpoiika koMMyTaTopa 1 OKOHEUHOTO YCTPOHUCTBA

* HacTpolika OCHOBHBIX I1apaMETPOB CETEBOTO YCTPONCTBA



* [IpoBepka u TECTUPOBAHUE TOIKIIOYCHHS K CETH

Tema 3 CeTeBble NPOTOKOJIBI

3.0 Beenenue

3.1 IlpaBuna KOMMyHUKAIUH

3.1.1 IIpaBuia

3.2 CeTeBble MPOTOKOJBI U CTAHAPTHI

3.2.1 IIpoToxoJib

3.2.2 HaGop mpoToKoJIOB

3.2.3 Opranu3zauuu 1o cTaHAapTU3ALUU

3.2.4 DTanoHHbIe MOEIN

3.3 [lepenaua naHHBIX B CETU

3.3.1 MHkancynsuus JaHHbIX

3.3.2 JlocTyn K JaHHBIM

3.4 3akmroueHue

JlaboparopHuas pabota Ne6 Nzyuenne moxneneit TCP/IP u OSI

* Uzyuenne HTTP-tpaduka

* U3yuenune paboThl HEKOTOPBIX MPOTOKOJIOB U3 cemeiicta TCP/IP

Tema 4 CereBoii 10CcTYII

4.0 Beenenue

4.1 IIpoTOKOJIBI PU3HUECKOTO YPOBHS

4.1.1 IoaxmoueHne HU3NIECKOrO YPOBHS

4.1.2 HaznaueHnue (pu3n4ecKoro ypoBHs

4.1.3 XapakTepucTuKku (PU3NIeCKOro ypoBHS

4.2 CeteBble CpeICTBA MOJIKIIOYEHUS

4.2.1 Menasiii kadennnb

4.2.1.6 Be3onacHOCTh MEIHBIX Ka0eIeH

4.2.2 Ka6enu tuna UTP

4.2.3 Tlpokiajka ONTOBOJIOKOHHBIX KaOeen

4.2.4 CpenctBa 6eCripOBOHOTO TIOIKITFOUCHUS

4.3 IIpoTOKOJIbI KaHAJTBLHOTO YPOBHSI

4.3.1 Ha3HaueHune KaHaJIbHOTO YPOBHSI

4.4 YnopaBneHue I0CTYIIOM K Cpejie

4.4.1 Tononoruu

4.4.2 Tononoruu rnobansusix cereit (WAN)

4.4.3 Tononorun nokanbHbIX ceteit (LAN)

4.4.4 Kagp xaHalia nepenadu JaHHbIX

4.5 3akmoueHue

Tema 5 KanajibHbIi YPOBEHB

5.0 Beenenue

5.1 IIpotokon Ethernet

5.1.1 Kagp Ethernet

5.1.2 MAC-anpeca Ethernet

5.2 KommyTtatops! nokanbHbIX ceTeil (LAN)

5.2.1 Tabmuma MAC-aapecoB

5.2.2 CriocoObI epeCchUIKH Ha KOMMYTaTope

5.2.3 Hactpolika mnopTOB KOMMYTaTopa

5.3 TIpotokomn pa3pemienus aapecos (ARP)

53.1 MACulIP

5.3.2 [IpoTokon pa3pemienus aapecos (ARP)

5.3.3 [Ipo6membr ARP

5.4 3axmoueHue

JlaGopaTopnas pa6ota Ne7 Amnamu3 kamapoB Ethernet m mpocmoTp cereBoro Tpaduka c
nomo1kio nporpamMmmel Wireshark

* N3yuenue nonei kaapa Ethernet |1



* 3axBar ¥ aHanu3 AaHHBIX npoTokona ICMP B nokanbHOM ceTu ¢ MOMOIIBIO TPOTrPAMMBI
Wireshark

* 3axBaT ¥ aHaNM3 JaHHBIX poTokosna ICMP nis yaaneHHBIX y3710B ¢ IOMOIIBIO IPOTrPaMMBbI
Wireshark

JlaGopatopHnas padota Ne8 Ananu3z pabotsl npoTokosna ARP

* Co3iaHue 1 HaCTpOWKa CETH

* Hcnonb3oBanue komauasl arp B OC Windows

* lcnonb3oBanue koManasl show arp B [0S

» Anaimm3 ooMena coobmenusmu ARP ¢ momomipio mporpammbl Wireshark

Tema 6 CeteBoii ypoBeHb

6.0 BBenenue

6.1 IIpoTOKOIIBI CETEBOIO YPOBHS

6.1.1 CeTeBoli ypoBeHb B Mpoliecce Nepeayu JaHHbIX

6.1.2 Xapakrepuctuku nporokosa IP

6.1.3 Ilaker IPv4

6.1.4 ITaker IPv6

6.2 MapuipyTtuszanus

6.2.1 MeToapl MapLIpyTHU3aLUY y3JI0B

6.2.2 Tabauipl MapLIpyTU3aLUK MapLIPyTU3aTOpPa

6.3 MapmpyTtu3aTopsl

6.3.1 YcTpoiicTBO MapuipyTu3aTopa

6.3.2 3arpy3ka MapupyTH3aTopa

6.4 Hacrpoiika mapmpytuzaropa Cisco

6.4.1 HacTpoiika HCXOAHBIX [TapaMETPOB

6.4.2 Hactpoiika uarepdeiicon

6.4.3 HacTpoiika 1uiro3a 1o yMoJI4aHuIo

6.5 3akmroueHue

JlaboparopHas pabota Ne9 [ToaxmroueHne mapipytusaropa k gokansHoi cetu (LAN)

* OToOpakeHHe CBEACHUI 0 MapIIPyTU3aTOPE

» Hactpoiika untepdeiicoB mapiipytuzaropa

* [IpoBepka koHpuUrypanuu

JlaGopatopHas pabota Nel0 YcTpaHeHHe HEMOIa 0K, CBA3aHHBIX ¢ OCHOBHBIM IILUTIO30M

* [IpoBepka ceTeBoii TOKyMEHTAIIUN U yCTPAaHEHHUE MPOOIIeM

* Buenpenue, npoBepka U JOKYMEHTUPOBAHUE PELICHUN

Tema 7 IP-agpecanus

7.0 Benenue

7.1 Ceressie IPv4-anpeca

7.1.1 TIpeobpazoBaHue ABOMYHBIX 3HAUEHUI B IECATUYHbIE

7.1.2 Ctpyktypa [Pv4-anpeca

7.1.3 OgHoaapecHas, UPOKOBELATENIbHAs U MHOT0aIpecHas paccbuika [IPV4

7.1.4 Tunsl IPv4-anpecos

7.2 CereBele [IPv6-anpeca

7.2.1 Tlpo6nemsr [Pv4

7.2.2 IPv6-anpecanus

7.2.3 Tunsl IPv6-anpecos

7.2.4 UnauBunyansHele IPv6-agpeca

7.2.5 I'pynmoBeie IPV6-anpeca

7.3 IIpoBepka coeTMHEHUS

7.3.1 ICMP

7.3.2 TectupoBaHHE U IPOBEPKA

7.4 O630p

7.4.1 3axnoueHue

Tema 8 PazgesieHne Ha moaceTn

8.0 Beenenue



8.0.1 Jobpo moxamoBaTs!

8.1 Paznenenue IPv4-cetn Ha monceTn

8.1.1 Cermenranus cetu

8.1.2 Pasnenenue IPv4-cetn Ha moacetu

8.1.3 Paznenenue Ha mojacetu ¢ npeduxcom /16 u /8

8.1.4 Pa3nenenne Ha MOJCETH B IIEISIX COOTBETCTBUS TPEOOBAHUSIM

8.1.5 Ilpenmy1ecTBa pa3aeneHus Ha MOACETU C UCIIOIb30BAHUEM. ..

8.2 Cxemsl aapecaruu

8.2.1 CTpyKTypHUpOBaHHbBIN IPOEKT

8.3 Ocobennoctu npoektupoBanus [Pvo-cetn

8.3.1 Paznenenue IPv6-cetn Ha nojcetu

8.4 3axnroueHue

Jlaboparopuas pabota Nell Nzydenue [Pv4 anppecanmm

* Onpenenenue IP-aapeca cetn mo uzBectHoMy IPV4-anpecy n macke

* Pacuet mapamerpoB nojicereit mo |Pv4-aapecy

Tema 9 TpancnopTHbIii YPOBEHb

9.0 Beenenue

9.1 IIpOTOKOJIBI TPAHCTIOPTHOTO YPOBHS

9.1.1 Tlepenaya gaHHBIX

9.1.2 O630p npotokoios TCP u UDP

9.2 TCP u UDP

9.2.1 O6men nanabiMU 110 ipoTokory TCP

9.2.2 HanexxHOCTh U yNpaBlieHUE TOTOKOM Mepe/iavu JaHHBIX

9.2.3 O6meH maHHbIMU 110 TipoTokory UDP

9.2.4 TCP umu UDP

9.3 3akmroueHue

JlaboparopHass pabora Nel2 HaOmromeHue 3a mporeccoM TPEXCTOPOHHETO PYKOIOXKATHS
npotokoia TCP ¢ momombro mporpammer Wireshark

* [TonroroBka nporpammsl Wireshark k 3axBary xanpos

* BriGepure HeoOXoauMbIN HHTEpdENc cCeTeBOro aganTepa A 3axBaTa KaJpoB.

* 3axBar, IOMCK U aHAJIU3 KaJpOB

* 3axBaT JaHHBIX BeO-ceaHca ¢ y3moM https://mospolytech.ru/.

* [Touck cOOTBETCTBYIOIINX KaAPOB JJIsl BEO-ceaHca.

* AHanu3 JaHHBIX, COJIEpPKAIIUXCS B KaJpax, Bkitodas [P-anpeca, Homepa nmoptoB u ¢iaru
ynpasnenus TCP.

JlabopaTtopnas padota Nel3 OOMen nanubiMu ¢ ucnioib3oBanuem TCP u UDP

* ['enepanus cereBoro Tpaduka B pexxumMe MOJICIUPOBAHUS

* 3yuenue npouecca GyHKIIMOHUPOBAHUS IPOTOKOJIOB TpaHcnopTHOro yposus TCP u UDP

Tema 10 YpoBeHb npuiioxeHuit

10.0 BBeneunue

10.1 IIpoToKoIb! YPOBHSI IPUIIOKEHUN

10.1.1 YpoBeHb npri10KeHUH, YPOBEHb MIPEACTABICHUMN, CEAHCOBBIA YPOBEHb

10.1.2 CnocoObl B3aUMOEWCTBUS MPOTOKOJIOB YPOBHS NPHIIOKEHUH C HPUIOKESHUAMHU
KOHEYHBIX IT0JIb30BaTENeH

10.2 Obuien3BecTHBIE MPOTOKOJIBI U CEPBUCHI YPOBHS MPUIOKEHUN

10.2.1 IIpoTokonsl BeO-Tpaduka u 3JIEKTPOHHOM MOYTHI

10.2.2 Cepsucsl [P-agpecammn

10.2.3 CepBHCH COBMECTHOTO J0CTyIA K (paitiam

10.3 3aknroueHue

JlabGopaTtopHnas padora Nel4 N3zyuenue pyHKkImornnpoBanus ciry>x061 DNS

* Uzyuenue gpynkuuu cayx06b1 DNS no npeodpasosanuto URL B IP-anpec

* N3ydenne paboTsl ciryk061 DNS Ha KOoMIIBIOTEpE, UCTIONB3YS KOMaHIy nslookup

Jlaboparopras pabota Nel5 JlocTym k nHTEpdeiicy KOMaHIHOMN CTPOKH 1O TipoTokoay SSH

* HacTpolika OCHOBHBIX IapaMeTpPOB yCTPOMUCTB



https://mospolytech.ru/

* Hacrpoiika goctyma k wuHTEpdeiicy KOMaHTHOW CTpoku Mo mnporokony SSH Ha
MapIIpyTU3aTope

* Hacrpoiika noctyna k uHTEepdeiicy KoMaHIHOM CTPOKH 10 poTokoiy SSH Ha koMmyTaTOpe

* YcraHoBka coeuHeHus ¢ uHTepdeiica komanauoi crpoku (CLI) mo mporokorxy SSH

Meroauka mnpenogaBaHuss TUCHUTIIAHBI «OCHOBBI CETEBBIX TEXHOJOTHW» W peam3alus
KOMIIETCHTHOCTHOTO TIOJIXOJ]a B H3JIOKEHWW U BOCHPHUITHH MaTepuana IMpeaycMaTpuBaeT
WCIIOJIb30BAHUE CIICAYIONIMX AaKTUBHBIX W HWHTEPAKTHBHBIX (OPM MPOBEIACHUS T'PYIIOBHIX,
WHAVBUIYAIBHBIX, AayAUTOPHBIX 3aHATUH B COYCTAHMHM C BHEAYJIUTOPHOM paboOTOil C IEebIo
dbopMHUpPOBaHUS U Pa3BUTHUS TPOPECCHOHAIBHBIX HABBIKOB y 00YUYaOIINXCS:

* BBITIOJIHEHUE JTA0OPATOPHBIX paboT B JIAOOPATOPUSIX BY3a;

* HHAUBUAYAJIBHBIC ¥ TPYNIOBBIC KOHCYJIBTAIIUU CTYICHTOB IIPEIIO/IaBaTelICM;

* mocemeHne NpodUIbHBIX KoH(pepeHIM m paboTa HA MacTep-Kiaccax SKCIIEPTOB U
CIICIIMAJIUCTOB B  BEO-TEXHOJOTHUSAX, BeO-pa3paboTke, WVHTEpHET-MapKeTHHIe | JIPYTHX
po(hecCHOHABLHBIX 00TACTSX.

CamocrosiTenibHAsE BHEayJIUTOpHas paboTa CTYJEHTOB COCTOMT U3 IIOATOTOBKH K
BBITIOJTHCHHIO | 3aIIHUTE J1a00paTOPHBIX paboT, a TAaK¥Ke MOJATOTOBKH K MMPOMEKYTOYHON aTTeCcTallun
BO BpeMsl DK3aMEHAIlMOHHOM ceccuu U cocTapiisieT 50%.

4. YuyeOHO-MeTOAN4YecKOe U HH(POPMALIMOHHOE 00ecIedeHue

4.1. HopmatuBHble 1okyMeHThI U1 'OCThI

1. ®enepanbHblii 3akoH oT 29.12.2012 Ne 273-®3 «0O6 ob6pazoBanun B Poccuiickoit
Denepauuny».

2. Ilpuxkaz MunoOpnayku Poccun ot 19.09.2017 N 929 (pea. or 08.02.2021) «O6
YTBEPXKICHUHU  (ellepadbHOr0 TOCYJapCTBEHHOTO 00pa30BaTENbHOTO  CTaHAApTa  BBICIIETO
oOpa3oBanuss — OakamaBpuar 1o HampasieHuto mnoaroroskd 09.03.01 HWudopmaruka u
BBIYHCIIMTENIbHAS TeXHUKa» (3apeructpupoBano B Muntocte Poccun 10 okTs16ps 2017 1. N 48489).

3. Axanemuueckuil yueOHbli tuian Hanpasnenue noarorosku: 09.03.01 Mupopmaruka u
BbIuMCIUTeNbHas TexHuka [Ipopwmns: CucreMHas u nporpammuas uHxkeHepus Popma oO0ydeHus:
OYHasl.

4. TlonoxkeHHe O MPOBEACHHWU TEKYIIETO KOHTPOJS YCHEBAEMOCTH U INPOMEXYTOUYHOH
aTTecTanuu olydvaromuxcs (eaepaqbHOr0 TOCYIapCTBEHHOTO aBTOHOMHOTO 00pa3oBaTEIbHOTO
YUPEKACHUS BBICIIEr0 00pazoBaHusl «MOCKOBCKMI MOIUTEXHUYECKUH YHUBEpCUTET» (Y TBEPAKIEHO
npuka3zoM Mockosckoro [Tonurexa ot 01.12.2022 Ne 13750/[1).

4.2.0cHOBHAaA JUTEpaTypa
1. CeT u TeJIeKOMMYHUKAIMK: y9eOHUK U NTpakTuKyMm i By30B / K. E. Camyiinos [u np.];
non penakmuei K. E. Camyiinosa, U. A. llanumosa, J1. C. Kyns6oBa. — 2-e u3n., nepepad. u JOII.
— Mocksa: U3natenscTBo FOpaiit, 2023. — 464 ¢. — (Bpicimee oopazoanue). — ISBN 978-5-534-
17315-4. — Tekct: anmekrponnbidt // OOpaszoBarenpHas miargopma IOpaiit [caiit]. — URL:
https://urait.ru/bcode/532855
2. Iubpos, M. B. Cetu u TenekoMMyHHKanuu. Mapuipytuzauus B [P-ceTsx: yueOHUK U

MPaKTUKYM i By30B / M. B. JlubpoB. — 2-e¢ u3n., nepepad. u mon. — MockBa: M3naTenbcTBO
Opaiit, 2023. — 423 c¢. — (Bwicmee obpazoBanue). — ISBN 978-5-534-16546-3. — Tekcr:
AJICKTPOHHBIN /l O6pa3zoBaTenpHas miaTdopma FOpaiir [caiT]. — URL.:

https://urait.ru/bcode/531273
4.3.91eKTpOHHBIE 00pa3oBaTe/ibHbIe Pecypchl
1. https://online.mospolytech.ru/course/view.php?id10552

4.4.]lonoTHUTE/IbHAS JIUTEPaTypa
1. Tpodpumos, B. B. 'mobansHble 1 TOKaIbHBIE ceTH: Y4eOHUK 17 By30B / B. B. Tpodumos,
M. W. bapabanoga, B. . Kuses. — 4-e u3zn., mepepad. u qon. — Mocksa: M3narensctBo FOpaiiT,
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2023. — 162 c. — (Bricmiee oopazoBanue). — ISBN 978-5-534-17504-2. — TeKcT: 3JIeKTPOHHBIN
// Obpa3zoBarenbHas iatdopma FOpaiir [caiit]. — URL: https://urait.ru/bcode/533206

2. 3amstuHa, O. M. BbluuciauTenbHblE CUCTEMBI, CETH U TEIEKOMMYHHKAIUU.
MonenupoBanue cereid: yaueonoe mocodue s By30B / O. M. 3amsaruna. — Mocksa: M3gaTenbcTBO
Opaiit, 2023. — 167 c¢. — (Bsicmee obpazoBanue). — ISBN 978-5-534-16305-6. — Tekcr:
AJICKTPOHHBIN /l O6pa3zoBaTenpHas maTdopma FOpaiir [caiit]. — URL:
https://urait.ru/bcode/530772

5. MarepuajibHO-TEXHHYECKOe o0ecrieyeHue

5.1. TpeGoBanusi kK 000PYA0BAHMIO M IOMEIIEHUIO ISl 3AHSITHIA

3anatua 1o avcuuiiiHe (OCHOBBI CETEBBIX TEXHOJIOTMH JOJDKHBI IIPOBOAMTHCS B
CIIeLIMATN3UPOBAHHBIX ayAUTOPHX B Kopiyce MockoBckoro [Tonmurexa Ha yi. [IpsitHummnaukoBa a.2a,
ayn. [IP2402 wu IIP2403, ocCHalIEHHBIX COBPEMEHHOW OPITEXHUKOM U IE€PCOHAIbHBIMU
KOMIIBIOTEPAMH C HPOrpaMMHBIM O0O€CIeYeHHEM B COOTBETCTBHUM C TEMAaTHKOM H3y4aemoro
matepuana. Yucino pabodnx MecT B ayAMTOPUH JOJDKHO OBITh JAOCTATOYHBIM JUIsl OOecredeHus
UHAMBUYaIbHON palboThl cTyneHToB. Pabodee mecto mpemnogaBaTesis IOJKHO ObITh OCHAIEHbI
COBPEMEHHBIM KOMIIBIOTEPOM C IOJKJIIOUEHHBIM K HEMY IPOEKTOPOM Ha HACTEHHBIM 3KpaH, WIN
WHBIM aHAJIOTMYHBIM 110 (P)YHKIIMOHATBHOMY Ha3HAUEHUIO 000PYAOBAHUEM.

5.2. TpeGoBaHus K NPOrPAMMHOMY 00ecneYeHUuIo

Jlnis  BBIMOJNHEHUS J1a0OpaTOpHBIX pPabOT M CaMOCTOSITEIBHOH pPabOThI HEOOXOIMMO
cleaylolee mporpaMMHoOe oOecrieueHue:

- OC

» Be6-6paysep

* Putty

» TerraTerm

* Cisco Packet Tracer

6. MeToauyeckue peKOMeHIAUN

6.1.MeToanuyeckue peKOMeHAAIUM JIA PenoaBaresisi 10 OPraHu3anuu

o0y4eHust

1. HpI/I MOATOTOBKEC K 3aHATUAM CJICAYCT IMPCABAPUTCIIBHO HpOpa6OTaTB MaTepuall 3aHATHA,
MPEIYCMOTPEB €ro MoJIayy TOYHO B OTBEIEHHOE IS ATOTO Bpems 3aHATHd. CleayeT MoAroTOBUTh
HeO6XO,Z[I/IMBIe MaTepuajibl — TCOPCTUYCCKUC CBCACHUA, 3aJa4u U IP. HpI/I IMPOBCACHUUN 3aHATHUA
CJeayeT KOHTPOJIMPOBATh MOJAaYy MaTepuaja U pelieHre 3aJaHui ¢ ydéToM y4yeOHOTO BPEMEHH,
OTBC,Z[éHHOTO JJIA 3aHATHA.

2. Ilpu mnpoBepke pabOT W OTYETOB CIEAYEeT YUYUTHIBATH HE TOJBKO MPaBUIBLHOCTH
BBITNIOJTHCHUA SaﬂaHHﬁ, HO W OINTHUMAJIBHOCTH BBI6paHHLIX MCTOHOB PpPCHICHUSA, IMPABUIBHOCTDH
BBIIIOJTHEHUA BCEX €I'0 IIIaros.

3. I[J'IH caauyu pa60T, KOTOPBIC CTYACHT HC BBIMIOJIHWII B TCUHCHHUEC CCMCECTpPA, MPECTIOoaAaBaATECIIb
OpTraHu3yET JOMOJHUTEIIBHBIC 3aHATHA B KOHIIC CEMECTpA.

6.2.M€TOI[I/I‘-IeCKI/le YKazaHuda OJast OﬁyanOHII/IXCﬂ 10 OCBOCHHU IO IMCIHUIIJIMHBI

N3ydenune MUCIMITIMHBI OCYIIECTBIISIETCS B CTPOTOM COOTBETCTBHH C IEJIEBOM YCTaHOBKOW B
TECHOH B3aMMOCBSI3U yueOHbIM IIIaHOM. OCHOBOH T€OpPETHUECKOI MOATOTOBKU CTYIEHTOB SIBIISIOTCS
JICKIIMOHHBIE 3aHSTHS, TAOOPAaTOPHBIE PAOOTHI.

B mpouecce caMocTOsTENHHONH pPa0OOTBI CTYNEHTHI 3aKPEIUISIOT M YIUIyOJsIOT 3HAHMA,
HOJTy4eHHbIE BO BPEeMS ayAMTOPHBIX 3aHATHH, 10pabaThIBAIOT KOHCIICKTHI M 3aIMCH, TOTOBATCS K
NPOBEICHUIO U 00pabaTHIBAIOT pe3yNbTaThl Ja00pAaTOPHBIX PabOT, TOTOBATCA K MPOMEKYTOUHOU
aTTECTaINH, a TAK)KE CAMOCTOSTEIIHHO N3y4JaloT OTJEIbHbBIC TEMBI y4eOHOH MPOrpaMMBl.

Ha 3aHATHSX CTYyAEHTOB, B TOM YHCIIE€ TNPEANOJAralolufX MPAKTHUYECKYIO JAEATEIbHOCTS,
OCYIIECTBIIICTCS 3aKpEIJICHNE TTOyYCHHBIX, B TOM YHCIIE M B IIPOLIECCE CAMOCTOATENLHOM paboThI,
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3Hanuid. Ocoboe BHUMaHUE OOpaImlaeTcss Ha Pa3BUTHE YMEHUN W HABBIKOB YCTAHOBJICHHS CBS3U
MOJIO’KEHUHN TEOPHH ¢ MPO(ecCHOHATLHOM NeSTENbHOCTHIO OYAYLIET0 CIeUaINCTa.
CamocTtosTenpHas paboTa OCYIIECTBISIETCS WHANBUAYAIbHO. KOHTPOIL caMOCTOATENHHON
paboThI OpraHu3yercs B IByX GopMax:
* 3a1UTa J1a00PaTOPHBIX padoT;
* KOHTPOJIb CO CTOPOHBI TperoiaBaTesyei (TEKyIHi U MPOMEKYTOUHBIN).
Texymuii KOHTPOJIb OCYILECTBISAETCS HAa Ay JUTOPHBIX 3aHATHUSIX, IPOMEKYTOUHBIN KOHTPOJIb
OCYIIECTBIISIETCSl HA 9K3aMEHE B MHUCbMEHHOM (yCTHOM) opMme.
Kpurepusimu o1leHKH pe3yIbTaTOB CAMOCTOATEIBHON pabOThI CTYICHTA SBISIFOTCA:
* YPOBEHb OCBOEHUS CTYJICHTOM yueOHOr0o MaTepuara;
* YMEHMS CTY/I€HTA UCIIOJIb30BaTh TEOPETUUECKUE 3HAHUS IIPU BBIIIOJHEHUM MTPAKTUUYECKUX

3aJa4,
* chopMHUPOBAHHOCTH KOMIICTCHIIHIA,
® 0(1)OpMJ'ICHI/Ie Marcpuraia B COOTBETCTBHU C TpC6OBaHI/IHMI/I.
7. ®OH/ OLIEHOYHBIX CPECTB
7.1.0nucanue nokasareJeil H KpUTEpHEB OLCHMBAHMSA
HaumenoBanne IIpeacraBienue
Ne OC | oueHo4yHoro Kpartkasi xapakTepHCTHKA OLEHOYHOTO CPEJICTBA | OIEHOYHOIO CPEACTBA B
cpeacTBa DOC
CpencTBO KOHTpOJISl, OPraHM30BaHHOE KaK OdHAs
Bompocsl o
. Oecelia nearornyeckoro paboTHUKA ¢ 00yYarOIUMCSE
KontpounsHblit pyodex N . TeMaMm/pazzienam
o Ha TEMBI, CBS3aHHBIE C M3yYaeMOW IUCLUILIMHOW, U
1 (ycTHBIH orpoc/ ., | mucoumuHeL.  Borpocst
paccuMTaHHOE Ha BBUICHEHHE o0ObeMa 3HaHHWN
cobeceoBanue) o 1a00paTOPHBIM
o0yy4aromierocst Mo ONpeNeICHHOMY pasfely, TeMe, AGoTaM
mpobiieMe, B T.9. IO JTa00PaTOPHBIM padoTaM. P
CpencTBo KOHTPOJIS, OPraHW30BaHHOE KaK OYHEIH | Bompocs o
MMUCBMEHHBIH  OTBET OOydaromierocs Ha TEMBI, | TeMaMm/paszenaM
2 KonTponesHsIit pyOek | cBA3aHHBIE C  HW3y4aeMOW  OUCHWIUIMHOW, ¥ | TUCIMIUIMHBL Bompocs
(TMCEMEHHEBIH OTIPOC) | pacCUMTAaHHBIM Ha BBUICHEHHE oO0beMa 3HAaHWH | 10 mabopaTOPHBIM
o0yJaromierocsi Mo ONpEAeNICHHOMY pasaeny, Teme, | paboTam
npo0Oseme, B T.4. 0 J1ab0paToOpHBIM paboTam.
4 Tect(T) Cuctema CTaHAAPTU3UPOBAHHBIX 3a1aHui, | POHJ TECTOBBIX 3aJaHUI
MO3BOJISOIIIAS aBTOMaTU3HPOBAThH npoLeaypy
HM3MEPEHHUs YPOBHSI 3HAHUHA M YMEHHH 00yJaronerocs.
5 OK3aMeHAIHOHHBIE CpencTBOo TpPOBEpKHM 3HAHWM, YMEHHH, HaBBIKOB. | DK3aMEHAIIMOHHBIC
ownets! (O6) MoeT  BKJIIOYaTh  KOMIUIGKC  TEOPETHYCCKUX | OWJICTHI.
BOIIPOCOB, 33]1a4, MPAKTHYECKUX 3aaHHMH. [Ilkana oOlEHUBAHUS H
npoleaypa NpUMeHEHHS.

7.2.0nucaHue nMoka3areJieid 1 KpUTepHeB OLlEHUBAHMSI KOMIETEHIIUIA,
(GopMuUpyeMBIX 110 HTOTaM OCBOEHMSI JUCIUIIJINHBI, ONTUCAHUE KA

OIICHUBAHUA

Iloka3zaTeneM olleHMBaHMS KOMIICTEHIIUN Ha Pa3JIMYHBIX 3TallaX UuX (I)OpMPIpOBaHI/IH ABJIACTCA

JOCTHKCHUC O6y‘-IaIOHII/IMI/IC$I IIAHUPYEMBIX PE3YJILTATOB o6yquI/1$[ 1O JUCIHHITIIIMHE.

Iloxa3arenan

Kpurepuu onenuBanns

2 3

4

5

OIIK-5. Cnoco0eH HHCTAIMPOBAaTh IPOrpaMMHOE M ammapaTHoe obecredeHue uisi MH(GOPMAIMOHHBIX U
ABTOMATH3HPOBAHHBIX CUCTEM

OIIK-5.1. 3naTh:

OCHOBBI CUCTCMHOT' O
aIMUHHACTPUPOBAHUS.
OIIK-5.2. YmeTh:

OO6yuatomtuiics OObyuaromuiics OObyuaronuiics
JEMOHCTPUPYeET JEMOHCTPUPYET JIEMOHCTPUPYET
HOJIHOE HEIIOJIHOE Y4aCTUYHOE
OTCYTCTBHC 5005 COOTBCTCTBHUC COOTBCTCTBHUC
HEJI0CTaTOuHOE CIIEAYIOIINX CIIEAYIOIINX

Ob6yqatomtuiics
JEMOHCTPHUPYET
MOJIHOE
COOTBETCTBHE
CJelyIOIINX 3HAaHUH,
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BBITIOJIHATH
IIOJKIKOYCHUCEC,

YCTAHOBKY H IIPOBEPKY

anmnapaTHbIX,
[IPOTrPaMMHO-
armapaTHbIX
MIPOrPaMMHBIX CPEICTB.
OIIK-5.3. Bnagers:
METOJaMH
CHCTEMHOT'O
MPUKIIaIHOTO
MPOTPaMMHOTO
obecrieyeHus.

nu

YCTaHOBKH

n

COOTBETCTBHE
Marepuanty
JMCIUTLIAHEI
3HAHWMU,
YKa3aHHBIX
HHIUKATOpax
KOMITETCHITUI
IUCIUIIINHBL.

3HAaHUH, YKa3aHHBIX
B MHIUKATOpax
KOMIIETEHIINH
JUCIUTUIMHBI.
JomnyckaroTcst
3HAYUTEJIbHbIC
OIINOKH,
HIPOSBIISIETCS
HEJI0OCTaTOYHOCTD
3HAHUH, TI0 pAaxy
TokazaTeseH,
00yJaronmiics
HCIIBITHIBAET
3HAUUTENbHbBIE
3aTpyIHEHUs
ONEPUPOBAHUU
3HAHUSAMH TIpU  UX
[IEpEHOCe Ha HOBbIE
CUTYalIlUU.

npu

3HaHMM, YKa3aHHBIX
B HHIUKATOpax
KOMIIETEHIINI
MCIUTUIAHEL.
JTOITY CKAFOTCS
HE3HAYMTEIbHEIE
OIINOKH,
HETOYHOCTH,
3aTpyJHEHUS
AHAJIIUTUYCCKUX
onepanusx.

Ho

pu

YKa3aHHBIX B
WHIUKATOpaX
KOMIIETEHIIH
ACIUIIINHBL.
CBo0OIHO
orepupyer
MPUOOPETEHHBIMHU
3HAHUSIMH.

OIIK-7. CnocobeH y4acTBOBaTh B HACTPOWKE M HaJIaJIKe TPOTPaAMMHO-aIIapaTHBIX KOMIUIEKCOB

OIIK-7.1. 3uaTh:
METOAbI
HaJIAAKA
armapaTHbIX

KOMILIEKCOB.
OIIK-7.2. YMmeTh:

HAaCTPOMKH,
IIPOrPaMMHO-

MIPOU3BOIUTH HACTPOUKY,
HaJlaIKy ¥ TECTUPOBAHHE

MIPOTrPaMMHO-
anmapaTHbIX
KOMILJICKCOB.
OIIK-7.3. Bnagers:
criocobamMu
paboTocnocobHOCTH
MPOrpaMMHO-
armapaTHbIX
KOMIUICKCOB.

MPOBEPKH

OO6yuatomtuiics
JIEMOHCTPUPYET
MOJIHOE
OTCYTCTBUE
HEJA0CTATOYHOE
COOTBETCTBHE
Marepuanty
JUCLHAILIAHEL
3HAHWMH,
YKa3aHHBIX
WHAWKATOpaxX
KOMIETEHIHAI
JACLMILIAHEIL.

HUIn

B

OO0yuaromuiics
JIEMOHCTPUPYET
HETIOJIHOE
COOTBETCTBHE
CIeIyIOUINX
3HAHUH, YKa3aHHBIX
B WHIUKATOpaX
KOMIIETEHIINHI
JIACITUATUTAHEIL.
JHomnyckaroTcst
3HAYNTEITbHBIE
OIINOKH,
TIPOSIBISIETCS
HEJI0CTaTOYHOCTD
3HaHUH, 1O pAaxy
ToKazaTeseH,
00yJaronmics
HCIIBITHIBAET
3HAYUTEBHBIC
3aTpyIHCHUS
OTIepUPOBAHUHU
3HaHUSMH TIPH WX
mepeHoce Ha HOBEIE
CUTYaIIHH.

pu

OO0yuaromuiics
JIEMOHCTPUPYET
YacTUYHOE
COOTBETCTBUE
CIeIyIOUINX
3HaHMM, YKa3aHHBIX
B WHIUKATOpaX
KOMIIETEHIINHI
UCIUTUIAHEL.
JIOIy CKaroTCsl
HE3HAYMTEILHEIE
OIINOKH,
HETOYHOCTH,
3aTpyIHEHUS
AHAJINTHYECKUX
omepanusx.

Ho

npu

OO6yqatomtuiics
JEMOHCTPHPYET
THIOJTHOE
COOTBETCTBHE
CIelyIONINX 3HAaHUH,
YKa3aHHBIX B
HWHIUKATOpaX
KOMIIETEHIIHI
JICTIATUTAHBL
CBobonHO
oTepupyeT
MIPHOOPETEHHBIMU
3HAHUSMH.

OIIK-8. CriocobeH pa3pabaTbIBaTh aJIrOPUTMBI U TIPOTPAMMBI, TPUTOIHBIE [UISl IPAKTHYECKOTO IPUMEHEHHS

OIIK-8.1. 3naTh:

OIICPALIMOHHBIC CUCTCMBI

1 000JI0YKH.

OO6y4atomntuiics
JEMOHCTPHPYET
MOJTHOE
OTCYTCTBUE
HEJI0CTaTOYHOC
COOTBETCTBUE
MaTepuany
JUCIUTUTAHBI
3HAHUH,
YKa3aHHBIX
WHAUKATOpaX
KOMIIETEHIH
JIUCITUTUTHHEI.

HUJIn

B

OO0yuaromuiics
JIEMOHCTPUPYET
HETOJIHOE
COOTBETCTBHUE
CIeIYIONINX
3HAHUH, YKa3aHHBIX
B HHAMKATOpAX
KOMIIETEHIUH
JIACIUTUTHHEIL.
JomnyckaroTcst
3HAYNTEITbHBIE
OIIHOKH,
MIPOSBISICTCS
HEJI0CTaTOYHOCTD
3HaHUW, 10 pAaxy

OO0yuaromuiics
JIEMOHCTPUPYET
YacTUYHOE
COOTBETCTBUE
CIeIYIOUINX
3HaHMM, YKa3aHHBIX
B HWHIUKATOpax
KOMIIETEHIIUI
MCUUILIAHBL.
JIOIY CKaroTCsl
HE3HAYMTEILHEIE
OIIHOKH,
HETOYHOCTH,
3aTpyAHEHUS

Ho

npu

OO6yJatomtuiics
JEMOHCTPHPYET
THIOJTHOE
COOTBETCTBHE
CIeyIONINX 3HAaHUH,
YKa3aHHBIX B
WHIMKAaTOpax
KOMIIETEHIU I
JICHIUATUTAHBL.
CBoOonHo
oTepupyeT
MIPHOOPETEHHBIMHU
3HAHUSAMH.
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nokaszaTenei, AHAJTMTUYECKUX
oOyyaromuiics onepanusx.
UCTIBITHIBAET
3HAYNTEIbHBIC
3aTpyJHEHUsT  TpH
OTIEPHUPOBAHUH
3HAHMSAMHM TIPU  HX
MIEpEeHOCE Ha HOBBIC
CUTYaIIH.

7.3.11Ikajia onleHMBAHMSI Pe3YJIbTATOB IPOMEKYTOYHOM aTTECTAIUMN U €€

OoInucaHue.

dopMa NPOMeKYTOUYHON ATTECTANMH: IK3aMEH.

[IpomexyTounas aTrectanus 00y4aronuxcs B (hopMe 3K3aMeHa MPOBOJUTCS MO pe3ysIbTaTaM
BBHITIOJTHCHHSI BCEX BUJOB Y4eOHOUH pPabOTHI, MPEeIyCMOTPEHHBIX YYEOHBIM IUIAHOM [0 JaHHON
JUCHUILIMHE (MOJYJI0), IPU 3TOM YUUTBIBAIOTCS PE3yIbTaThl TEKYIIEr0 KOHTPOJIS yCIIEBAeMOCTH B
TeueHne cemectpa. OIeHKa CTeNeHH TOCTHKEHHS OOYYaIONIMMHUCS IUIAHUPYEMBIX pPE3yIbTaToOB
o0ydeHus MO0 AUCUUIUIMHE (MOIYJII0) MPOBOAUTCS IMpENoJaBaTesieM, BEIyIIUM 3aHATHUS I10
JUCIUIIMHE (MOIYJI0) METOJIOM IKCHEPTHOM olleHKH. [0 uToram mpomMexyTouHOM aTTecTaliu Mo
JUCHUILIMHE (MOAYJIIO) BBICTABIISIETCS OLIEHKA «OTIUYHOY», «XOPOILOY», «yJAOBIECTBOPUTEIILHO» WIH
«HEYJIOBJIETBOPUTEIHLHOY.

[IpuBeneHHbIe HUKE MPaBUJIa BHICTABICHHS OIICHOK M OMO3JaHUN MOTYT OBITh M3MEHEHHBI,
€CIM TpEenoAaBaTellb COYTET JTO HEOOXOAMMBIM. BakHO, dYTOOBI CTYIEHTBI pEryJspHO
MIPOCMAaTPUBAIIU TIJIaH Kypca, Bei1okeHHbIN B CJ1O, Ha ipeaMeT ero 0OHOBIIEHUS WU N3MECHECHHUS.

B cooTBeTcTBHU C TUIAaHOM NUCHUIUIMHBI CTYACHTaM BBIAAIOTCS 3aJaHUs Ha J1a00paToOpHBIE
pabotsl. JlabopaTopHbie pabOThl MOTYT COCTOSITH M3 MPAKTHUYECKUX 3aJaHHi, KOTOPhIE TPEOYIOT
BBIMIOJTHEHHsSI PabOThl B ayJAUTOPUM YHUBEPCUTETAa M 3aJaHUM JUIsI CaMOCTOSITENIbHOM paboThI.
[TomuMo TpeOoBaHMI W omMHUCaHUs 3aJaHUs B padOTe yKa3aH KpaWHuUU cpok cmaud. s coaum
n1abopaTopHOil pabOTHI CTYACHTY HEOOXOIMMO BBIMOJHUTH MPAKTUYECKYIO YacTh B COOTBETCTBUU C
3a/IaHUEM U 3alTUTUTH padoTy. Bo BpeMs 3amuThl 1a00paTOpHOI pabOTHI MpernogaBaTelb MPOBEPSIET
MPAKTHYECKYI0 YacTh pabOThI M OMpaIIMBAaeT CTYJIEHTa IO TEOPETUYECKUM paslielaM TeMbI
nabopaTopHOi paboThl. Eciu cTyZieHT OTKa3bIBae€TCs OTBEYATh HA BOMPOCHI, WM JIA€T TOJIHOCTHIO
HEBEPHBIE OTBETHI, WJIM OTBETHI HE 1O TeME, TO paboTa MOXKET CUMTATHCS CAAHHOM, HO TIPU 3TOM OHa
OILICHMBAETCS He BhImie 1 Oasia.

PaGota nomkHa OBITH BBITIOJIHEHA CTYIEHTOM CaMOCTOSITENIbHO: HA CHUMKAX dKpaHa CTyIeHTa
JIOJDKEH OBITh BUIEH pabounii CTOJ, MEHIO MycK ¢ AaToi u BpemeHeM u ®UO crynenrta. Ecim st
MpaBuiia He COOJII0IAl0TCs, TO pab0oTa HE CUMTACTCS CIAHHOM U HE OLIEHHUBAETCS.

Py6esxHble KOHTpoU (YCTHBIN/MIMCHbMEHHBIHN OMPOC) CAAIOTCS B ayAUTOPUNA UHIUBUIYAIbHO
110 BApUAHTY 3a/1aHUsI, BBIIAHHOMY INpEIoaBaTesieM B Ha3HaueHHble JHU. [Ipu oTCyTCTBUM CTyneHTa
B JICHb HAITMCAHUs KOHTPOJIBHOW pabOThI €My pa3pelraeTcs caaTh paboTy Ha CIASAYIOIIEM 3aHSITHH,
IIPU STOM CTYJIEHTY Ha4yHclsieTcs mrpad B pazmepe 1 6anna, 3a KaXIyr0 HEJIEeT0 IPOCPOUKH.

Kaxnprii cTyaeHT mumeeT mpaBo Ha 3 Henenw omo3aanus (06e3 HayuciaeHus MmTpadHbIX
0alIoB), KOTOpble MOTYT OBITh MOTpPadeHbl Ha JtOObIE 3aqaHus B TeueHue cemectpa. Omnosmanus
MpeTHA3HAYEHBI JJIsI PEIICHHS OCOOBIX CUTYyAINH, TAKMX KaK 00JIe3Hb WJIM YPE3BhIUYAHBIC CEMEHHBIC
00CTOSITENILCTBA.

CTyaeHThl JOJDKHBI 3apaHee coo0IaTh O TOM, YTO Y HUX MOTYT BO3HUKHYTH TPYJIHOCTH CO
CBOEBPEMEHHOM claued 3aJaHus WM mpoekTa. [Ipm Hanmuuumm peanbHBIX MNPUYUH 3aJECPKKU
CTYJIEHTaM CJIelyeT KaKk MOXKHO CKOpEe CBS3aThCsA C IPErojaaBaTesieM U OOCYIUTh BO3MOXHbBIE
YCIJIOBHSL.

K npomexyTouHOW aTTecTaluy JOMYyCKaIOTCSI TOJIbKO CTYACHTHI, BHIIIOJIHUBIINE BCE BUIBI
yaeOHOM paboThl, MPEeayCMOTPEHHbIE pabodeil mporpamMMoi MO JUCIHIUIMHE — BBITIOJHEHHE U
3amuTta JlabopaTopHBIX pabOT COTJIACHO IMOJIYYEHHOMY 3aJaHUI0, cAada pyOEKHBIX KOHTPOJICH
(YCTHBIX/TUCBMEHHBIX OIPOCOB/COOECEI0BaHUIT) 10 TeMaM Y4eOHOTr0 Kypca, BHIIIOJHEHUE TECTOB I10
BCEM pazjenaMm Kypca, Bkiroyas UTOroBblid TecT B cucreme JIMC Mockosckoro Ilonmutexa ¢
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JOCTI)KEHUEM TIOPOTOBBIX 3HAYEHUH OIIGHOK IO BCeM BUAaM YyueOHOH pabotbl. Ilpum sToMm
UCIOJb3yeTcsl 0aJlTIbHO-PEHTHHIOBAs CHCTEMA, BKJIIOYAIOIIAs CJASAYIOIINE KPUTEPUU OLIEHKH.

Kpurepnii

3HayeHUe KpUTepUs

Brinonnenue u 3a1uTa
naboparopHbix paboT B cpok. (L)

Ot 1 1o 5 GayuioB 3a Kakayto paboTy B 3aBUCMMOCTH OT YPOBHS IIPAKTHYECKOTO
BBINOJIHEHUsI Pa0OTHI ¥ 3HAHUS TEOPETHYECKOTO MaTepuaia.
MakcumaibHOe 3HaueHHe KpuTepusi — He Oosee 25 6aiioB.

Cnagya pyOeXHBIX KOHTpOJIEH 1o
TeMaM Kypca B CpOK
(YCTHBIH/IMCHMEHHBIH orpoc/
cobecemopanne),(I)

Ot 1 1o 5 6anioB 3a kaxoe codeceIoBaHNE B 3aBUCMOCTH OT YPOBHSI ¥ 3HAHUS
TEOPETHYECKOTO U MPAKTUYECKOTr0 MaTepHana.
MakcumanbHOe 3HaueHne KpuTepus — He Oosee 25 6aiioB.

BeImoNHEHNE TECTOB IO TeMaM
Kypca B cucreme JIMC(T1)

ITo 1 Gamry 3a KaXAbli TecT, BHINOTHEHHBIN Oosee yeM Ha 70% NpaBHIBHBIX
oTBeTOB. MakcuMmanbHOe 3HaueHWe Kputepus — He Oonee 10 Oasmos.
Jlomyckaercst 3 HONBITKH Ha KaXKIbIH TECT B TEUCHHE CEMECTPA.

BrInosHeHIE UTOrOBOTO TECTA IO
BCEM TeMaM Kypca B CHCTEME
JIMC (T2)

ITo 1 Gamty 3a xaxzaple 10% NpaBUIBHBIX OTBETOB B TecTe. MHUHHMaIbHOE
3HaueHue kpurepus — 7 6amnoB (70% NpaBUIBHBIX OTBETOB), MAKCHMAJIbHOE
3aadenne kpurepus — 10 6amnos (100% npaBWIEHBIX OTBETOB).

[Mocemenue 3austuii (V)

I[Io 1 Gammy 3a HPUCYTCTBHE CTyAEHTa Ha KakKOOM 3aHATHH (2 ak. daca)
MakcumManbHoe 3HaueHue kpurepus — 30 6ayIoB.

Koadpduument cmaHebIX padoT

(K)

Koadduument pasen 1, ecau Bce paboThl (TabopaTopHBIe paboTh, pyOeKHBIE
KOHTPOJIU, TeCcThl) cianbl v O eciu XoTs Obl 0J1HA padoTa He claHa.

Pacuer urorosoro 6amia (F)

F=(L+1+T14T2+V)*K

BrinmonHeHne »K3aMeHAIIMOHHOTO
3aJaHus

[Ipu BBIOOpE CTYNEHTOM BBIMOJHEHHS JK3aMEHAIMOHHOTO 3allaHusl Oalibl
HaOpaHHBIE B TEUYCHHH CeMecTpa OOHYJLSIIOTCS. MakcuMaibHOe 3HadeHHe
kpurepusi — 100 6asoB.

Ouenka no 6a/JIbHO-PeHTHUHIOBOM cucTeMe | OUeHKa 10 UTOrOBOM aTTeCTAlU
0...60 HeypnoneTBopuTesibHO

61...75 Y 10BJIETBOPUTENBHO

76 ...90 Xopouio

91 ... 100 OT1imaHO

IIIxajaa oneHUBaAHUS

Onucanne

OTIHYHO

Cpennee 3HayeHUe [Uisi BceX (OPMUPYEMbIX HA MOMEHT MPOBEJICHNUS ATTECTAllUU YPOBHEH
KOMITETeHIMI — 5. BhINonHeHs! Bce BBl Y4eOHOH paboThl, MPEeAyCMOTPEHHbBIE YIEOHBIM
mw1aHoM. CTyZIeHT IEMOHCTPUPYET COOTBETCTBHE 3HAHUH, YMEHUI, HABBIKOB IPUBEICHHBIM
B TaOJIMIIaX MOKa3aTesel, onepupyeT NpHOOPETeHHBIMHU 3HAHUSMH, YMEHUSMH, HABBIKAMH,
MIPUMEHSIET X B CHUTYallUsIX HOBBIIIEHHOH cl0KHOCTH. [Ipy 3TOM MOTYT OBITH TOMYIICHBI
HE3HAYMUTENIbHBIE OMIMOKH, HETOYHOCTH, 3aTPyIHEHHUS NPH AHAJIUTHYECKHX OICpaIMsX,
MIEPEHOCE 3HAHUH U YMEHHI HAa HOBBIE, HECTAHAAPTHBIE CUTYAIHH.

Xoporo

Cpennee 3HayeHHUe Ui BCeX (OPMUPYEMBIX Ha MOMEHT ITPOBEJICHUS aTTeCTalluy YPOBHEH
KOMIeTeHIi — 4. BrIToTHEeHBI Bce BUABI y4eOHOM paOOTHI, IPEeIyCMOTPEHHBIE YIeOHBIM
wiaHoM. CTyAEHT IEMOHCTPHPYET HEITIOJHOE, IPaBHIbHOE COOTBETCTBUE 3HAHUMN, YMEHUIHA,
HaBBIKOB IIPHBEICHHBIM B Ta0JHIaX IOKa3aTeseH, IM00 eCIH MPU 3TOM OBUIH JIOIMYILCHBI
2-3 HecylIeCTBEHHbIE OLIHOKH.

Y 10BNETBOPUTEIHHO

Cpennee 3HaYeHUe JUisi BceX (OPMUPYEMbIX HA MOMEHT MPOBEJICHNUS aTTECTAllUU YPOBHEH
KOMIeTeHI — 3. BeInoxHeHs! Bce BUABI yueOHOH paboTHl, MPEIyCMOTPEHHBIE YIEOHBIM
wiaHoM. CTyJJeHT IEMOHCTPUPYET COOTBETCTBHE 3HAHMH, B KOTOPOM OCBEILICHA OCHOBHAs,
HauOoJiee BakHast 4acTh MaTepuaia, HO MPH STOM JIOIyIIeHa OlHa 3HAUYUTENbHas OIINOKa
WM HETOYHOCTB.

HeynosnerBopurensHo

He nmocturHyto moporoBoe 3HaueHHE XOTs OBl JJIsI OAHOTO YpOBHSI (POPMUPYEMBIX Ha
MOMEHT TIPOBE/ICHHS aTTeCTallMd KoMIeTeHUui. He BbimonHeH onuH wim Oojee BHIOB
y4eOHOH paboThl, NPEIYyCMOTPEHHBIX y4eOHBbIM IutaHOM. CTYIGHT JeMOHCTPHUPYET
HETIOJIHOE COOTBETCTBME 3HAHWM, yMEHWH, HAaBBIKOB IIPHUBEJCHHBIM B TaOIHIAx
TIOKa3aTesyiel, JOIMYCKAroTCsl 3HAYNTEIbHBIC OIMMOKH, MPOSBISIETCS OTCYTCTBHE 3HAHUM,
YMEHHH, HaBBIKOB I10 PsILy ITOKA3aTeNeH, CTyI€HT NCTIBITHIBACT 3HAYUTEIILHBIC 3aTPy IHEHUS
IIPY ONEPUPOBAHNH 3HAHMSIMHU M YMEHHSIMH IIPH MX NIEPEHOCE HAa HOBBIC CUTYallUH.

7.4.0nucanus noka3artejeil OlleHNBAHUS U KPUTEPUEB OLleHNBAHUS

KOMIIeTeHIIMH

B mporecce OCBOCHHS JaHHOW JMCIUIUIMHBI CTYJICHT (DOPMHPYET U JAEMOHCTPHPYET
crenyromme 00menpohecCuoOHaTbHbIC KOMIETSHITHH:

| Komnerenuuu
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Mepeyens TexHoJiorus ®opma Crenenn ypoBHeii
Hupexce | Mupexc (opMHUpOBaHNS | OLEHOYHOIO | OCBOCHHS
KOMIIOHEHTOB N o .
KOMIIeTeHI Ui cpeacTBa KOMIeTeHIn i
OIIK-5 Cnocoben OIIK-5.1. 3Harts: JlaboparopHsie YO BA30BBIN
HMHCTaJLIIPOBATh OCHOBBI CHUCTEMHOTO | paboThl, II YPOBEHD:
IIPOTrpaMMHOE U | aAMUHHCTPUPOBAHUS | CaMOCTOSITENIbHAas | DK3aMeH CHOCOOHOCTh
annapaTHoe . pabora BBINOJIHATH
obecneyeHne mrsg | OIIK-5.2. YMeTs: IIOJy4YE€HHOE
MH()OPMAIMOHHBIX W | BBIIOJIHSTH 3a7aHue, TPUMEHSI
aBTOMATH3MPOBAHHBI | MOJKIIOYCHUE, MOTy4YEHHbIC 3HAHUE
X CHCTEM YCTaHOBKY " u YMEHHS Ha
MIPOBEPKY MIPaKTHKE, BIAAEThH
annapaTHBIX, COOTBETCTBYIOIIUM
pOrpaMMHO- U HHAUKATOpaMH
anmnapaTHBIX u KOMIIETCHIIUU  TIPH
MIPOTPaMMHBIX BBINTOJTHEHUH
CPEJCTB. 3aaHUs.
OIIK-5.3. Bnanets:
METOJJaMH YCTaHOBKH HPOI[BHHYTbeI
CHCTEMHOI0 " YPOBEHD:
TIPHUKJIATHOTO CIIOCOOHOCTH
MIPOTPaMMHOTO BBINOJIHATh
obecreueHusl. MTOITyYeHHOE
OIIK-7 Criocoben OIIK-7.1. 3HaTs: 3a/laHde W pemiaThb
y4acTBOBaTh B | METOABI HACTPOMKH, CaMOCTOSATENBHO
HACTpOWKe U HaJlalKe | HaJlaJKH chopMupoBaHHbIE
IPOrpaMMHO- IPOTPaMMHO- 3aja4d, IMPUMEHSI
anmapaTHBIX anmnapaTHBIX MIOJTyYeHHbIE 3HAHNE
KOMIIJIEKCOB KOMILIEKCOB. u YMEHUS Ha
OIIK-7.2. YMeTs: MIPAKTHKE.
TIPOU3BOAUTH VYBepeHHO BIaIETh
HAacTpoO#Ky, HallaaKy COOTBETCTBYIOLINM
n TECTUPOBAaHUE U HWHAUKATOpaMH
MIPOTPAMMHO- KOMIIETEHIINA  TIpH
annapaTHBIX BBINTOJTHEHUH
KOMIIJIEKCOB. 3a1aHus,
OIIK-7.3. BnazeTs: KOMOMHHPOBATh HX
crioco0amMu MPOBEPKH MeXIy coboit u ¢
paboTocnocoOHOCTH WHIIUKaTOpaMu
NIPOrpaMMHO- JIPyTUX
annapaTHBIX KOMITETCHIMHA  JUIs
KOMIIJICKCOB. JIOCTHKEHUS
OIIK-8 Crocoben OIIK-8.1. 3Harts: MIPOEKTHBIX
paspabaTbIBaTh OTIepaIlMOHHBIC pE3YIbTaTOB.
ITOPUTMEI U | cucremsl n
TIPOTPaMMEI, 000JI0YKH.
TIPUTOTHBIE ULt
MIPaKTHYECKOTO
[IPUMEHEHHS

**. CokparteHust HOpM OICHOYHBIX CPEICTB CM. B mpuitoskeHun 2 K PIT.

7.5.9K3aMeHallNOHHOE 3a1aHHUe.

d)opMa JK3aMCHAIIMOHHOI'O 3adaHusA BBI6I/Ipa€TC5I nperoaaBaTCyicM M YTBCPKIACTCA Ha
3aceqaHnu Kadeapel. DK3aMEeH MOXKET MPOXOJIUTh B CIEAYIOMMX (OpMax U C HCIOJIb30BAaHHEM
CJICAYIOIMNX OOCHOYHBIX CPCACTB.

Popma

ITpencraBiieHne oleHOYHOro cpencTea B POC

YcrHas.

baHK KOHTPOJILHBIX BOIPOCOB, COOTBETCTBYIOLIMX OTIEJIbHBIM TE€MaM JUCHUUIUIMHBI (cM. 1. 4
HACTOSIIEro J0KyMeHTa). Bompocsl GopMHUPYIOT 3K3aMEHALMOHHBIH OWIIET (CM. HHIXKE), COCTOSIIIHIA
N3 TCOPETUUYCCKUX BOIPOCOB M MPAKTUYCCKUX 3a)1aH1/11‘/'1 (TI/IHOBI)IG MPaKTUYCCKUC 3aJlaHuAd
Npe/CTaBlIeHbl HWXe). buiersl, BKIIIOYAs BOMPOCHI M IPAaKTUYECKHE 3ajaHus, (GopMHUpYOTCS
mpernoaBaTesieM M YTBEPXKAAIOTCA Ha 3acedaHud Kadeapsl. B HHX MOryT OBITh BKIIIOYCHBI
JIOTIOJTHUTETIFHBIC KOHTPOJIBHBIC BOMPOCHI M 33JaHUs, HE TPEOYIOUINE Y CTYyICHTOB HAJIH4YUs HE
(hopMuUpyEeMBIX TaHHOW TUCIMIDTMHOW KOMITETSHITU HITH 00JIee BEICOKUX ATAOB C(OPMHPOBAHHOCTH
(dhopmupyembix. [Iisi OTBeTa Ha KXl BOMPOC U JJISI PELICHUS JIFOOOTO MPAKTUYECKOTO 3a/IaHHs
CTY/ICHT JIOJDKCH HAaXOIMTCs Ha TpeOyeMOM Juis JaHHOMW JUCUHUILIMHE YPOBHE C(HOPMUPOBAHHOCTH
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BCEX COOTBETCTBYIOIIMX €W KOMIIETCHLMH: KaKIbli BOIPOC M 3aJlaHUE IPOBEPSICT YPOBEHb
c(OPMUPOBAHHOCTH BCEX COOTBETCTBYIOMINX JaHHOM JUCIMIUIMHE KOMIIETEHIINH.

IIncpmennas.

O1eHOYHOE CPEJCTBO MOTHOCTHIO COOTBETCTBYET OLIEHOUHBIM CPEACTBAM YCTHOU (pOpMBI 3a/1aHusL.

7.6.Cnucok 3K3aMeHaIlMOHHBIX BOIMPOCOB.

1. IIpu pazpaboTke cxemMbl HAMMEHOBAHUS y3JI0B CETH KaKHe JJIEMEHTHI TaHHBIX Hanboiee
BaYXHBI 11 OTPEJICIICHUs] UMEHU y3J1a?

OnepanmonHasi cucteMa

Tun ycrpoiicTBa

l'ox mokynku

MecronosnoxeHue

VYcranosnennoe [10

2. Kakue yrtBepxkacHus onuchiBaloT Tabmuiy ARP wu  Tabmumy mapuipytuzanuu
Mapuipyrusaropa?

Tabnuia MapIpyTH3aUl COACPKHUT UHHOPMALIHIO O CETSIX U 00 OTAENBHBIX y3/ax.

Tabmumna ARP conepxut nHpopMaIuo o0 OTACIBHBIX y3/1aX, a He O CEeTAX.

Tabnuia MapupyTH3auu COACPKUT UHHOPMALIUIO O CETSIX, a He 00 OTIIENbHBIX y3Jax.

Tabnuma ARP conepxut nHGOpMAIHUIO O CETAX, a HE 00 OTACNBHBIX y3JIax.

Tabnuia MapuipyTH3auy COACPKUT UHGOPMALIUIO 00 OTAETBHBIX Y3J1aX, a HE O CeTsIX.

Tabmuma ARP coaepxuT nHpOpMaIio 0 ceTsIX U 00 OTIEIbHBIX YCTPOIHCTBAX.

3. Kakue s1eMeHThI TaHHBIX BKIIOYEHBI B (PU3HUYECKYIO TOTIOJIOTHIO?

Cxema IP-anpecanuun

CxeMa UMEHOBaHHS KOMITBIOTEPOB

Pacnionoxxenue u nnuHa kabenei

DU3nYEeCcKOe PacloNOKEHHE BCEX CETEBBIX YCTPONCTB

Pa3mep mmpokoBemaTenbHbIX U KOJUIM3MOHHBIX JIOMEHOB

AnmapaTtHas KOHQUTYpaIus OKOHEYHBIX y3J10B

4. Kakas komanga OC Windows oToOpaxkaeT nH(pOpMaIMi0 O KOMIbIOTEpe, BKIrodas [P-
aapec uHTepdeiica, MacKy MOJCETH, IUI03 10 YMOJYAHUIO U JOMOJIHUTEIbHYIO MH(OpMaLHio O
cepsepax DHCP u DNS?

winipcfg /all

Ipconfig

ipconfig /all

Winipcfg

5. B kakoii oOmactu cetu TpaduK OT JPYrHMX Yy3J0B MOXKET HPHUBECTH K TOMY, 4YTO
nepearonIuil y3eJ1 OCTAaHOBUT NEpelauvy AaHHbIX, MOCJE Yero MNepelaloliuid y3el BbDKHAAET
CIIy4JailHOe BpeMs mepe] MOBTOPHOM nepeaadyeit TaHHbIX?

YPOBEHb paclpeeIeHHs

PO CETH

YPOBEHb JI0CTyNa

ITUPOKOBEIIATEIILHBIN JJOMEH

JIOMEH KOJUIU3UU

OJIHOPAHTOBasl CETh

6. Beibepute yTBepkIeHUE, OTHOCAIIEECS K KOMaH1aM ping u tracert.

Komanga ping orobpaxaet pe3ysbTaT IpOBEPKU COESIUHEHMS, a KOMaHa tracert — HerT.

Komanpa tracert oroOpakaeT KaxkIyro 4acTh IMyTH, 8 KOMaHJa ping 0TOOpa)kaeT TOJbKO OTBET
OT KOHEYHOTI'0 y3Ja.

Komanne! ping u tracert MOTyT 0TOOpakaTh pe3ybTaThl B rpa)uueckoM BHJIE.

Komanna tracert ucrionb3yet IP-anpeca, a komanaa ping — HeT.

7. BeiOepure yTBepKACHHE, OTHOCAIIEECS K Cpejie Mepeiadyl Ha OCHOBE HEAKPAHUPOBAHHON

BHUTOM Maphl.

caMblil MPOCTON THIT CETEBOTO Kales /Uil yCTaHOBKH
HCIIOJIb3YET CBET JUIS IEPENAYN JaHHBIX
HaunboJee MUPOKO UCTIOIB3YEMBIH THIT CpPeIbl Iepeaayn
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BOCIIpUUMYMBA K SJICKTPOMAIrHUTHBIM U paIHOYaCTOTHBIM IIOMEXaM
0OBIYHO HCIOJIB3YCTCA MCXKIY 3AaHUAMU
0OBIYHO HCIOJIB3YCTCA MOCTABIHIUKOM YCIIYT Ka0eJIbHOTO TCICBUACHUA AJIA NOAKIOYCHUA K

Nurtepuety

8. Kakoe yTBepxneHue o yactHbix |P-agpecax BepHO?

0oJsee Oe30macHbl, MOCKOIBKY BHIHBI TOJIBKO B JIOKAJIbHOM CETH.

HCIIONB3YIOTCS JIJIs iepenayuun yepe3 Murepuer.

o0ecreunBaroT JIETKUH TOCTYI BHEIIHUX TOJb30BaTeNIel K BHYTPEHHUM BeO-cepBepam.
MOTYT UCIIOJIb30BATHCS TOJIBKO OJIHON KOMITAHUEH OJHOBPEMEHHO.

9. KakoB MAC-anpec HazHaueHus kaapa Ethernet mmpokoBemaTenbHOM pacChUIKU?
AA-AA-AA-AA-AA-AA

255.255.255.255

FF-FF-FF-FF-FF-FF

1111

10. Beibepute mpoTOKOJIBI, OTHOCAIINECS K MPUKIATHOMY YpoBHIO Mozenu OSI.

FTP

DSL

ARP

POP3

TCP

DHCP

11. ITouemy Ttexnonorus IEEE 802.11 mo3Bomser mnepenaBaTh JaHHBIE Ha OOJBIIHE

pacctosnus, yeM texHozorus IEEE 802.15?

nepegavya OCylIeCTBIAETCS Ha ropasio 0osiee HU3KUX 4acToTax

nepesada OCyIIecTBIsETCS Ha ropas3io 0oiee BRICOKHX YacTOTax

uMeeT OOJIBLIYIO BBIXOJHYIO MOIIHOCTh

UCIIOJIB3YIOTCS 00Jiee MPOIBUHYTHIE METOIbI IIU(PPOBAHUS

12. KakoBbl npeumymiectBa TexHosiorun IEEE 802.11 mepen TexHosiorueil mpoBOIHOMN

JIOKAJILHOU ceTn?

OoJiee JIeNeBhIC CETEBBIC aIaNTePh

0oJsee HU3Kask CTOUMOCTh 00CITyKUBAHUS

0oJiee BBICOKHUI yPOBEHb O€30MIaCHOCTH

OoJbIIast JATBHOCTH TIepeIadn

NPOCTOTA YCTAaHOBKH

JeTKasi pacHIupsieMOCTb

13. Kaxko#t cranmapt oOecrnieunBaeT HAMOOJBIIYI0 OOpaTHYId COBMECTUMOCTH C

NpEAbIAYIIUMHA CTaHAAPTaMH, HO IIPHU 3TOM JEMOHCTPUPYET 60J'IBI_HyIO HpOI/I3BOIlI/ITCJ'IBHOCTL?

SSID

802.11a

802.11b

802,119

802.11n

14. Yto Takoe CSMA/CA?

MeTOoJ1 AocTyma, ucnoaszyemslid TexHonorue IEEE 802.11 ¢ nmpenoTBpaliieHueM KOJUIU3UIL
MeTO]1 10CTyTMa, ucnonb3dyeMbiit TexHosorueit IEEE 802.11, yTo6s! n36exath 1y0inpoBaHus

METOJ] JOCTYTIA, UCTIOIB3YEeMbIN TexHoJoTrer mpoBogHoro Ethernet mist mpemnoTBpamenus

KOJIJIU3UH

METOJ] AOCTYIa, UCII0JIb3yEMBbIH J1I000M TEXHOIOTHEHN, KOTOpasi UMEET Ype3MEPHBIE KOJTU3UU
15. I[lonp30BaTenp XOUET IPOBEPUTH COEIMHEHUE MEXK Y XOCTOM 3 ¥ Xo0cTOM 8 B ceTH. Kakyto

KOMaHAy MOKHO HUCIIOJb30BaTh AJId IMPOBEPKU COG,Z[I/IHCHI/IH?

nslookup
ipconfig
netstat
ping
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16. Kakue naHHbIE MOKHO ONPEIEIUTH C TOMOIIBIO KOMaH kI ipconfig?

MackKa MoJICEeTH

Cepsep DNS

(dbuzmveckuii aapec

LUTIO3 110 YMOJTYaHUIO

IP-anpec

Cepsep DHCP.

17. Kak CBETOAMOIHBIN HHAUKATOP YKa3bIBACT HA TO, YTO Yepe3 MOPT nepeaaercs Tpaduk?

MMOCTOSIHHO TOPUT KEJITHIM

MUTAET

IIOCTOSIHHO FOPUT 3€JIEHBIM

HAaXOJIUTCA B BBIKIIFOYEHHOM COCTOSIHUU

18. Ha3zoBuTe XapakTepUCTUKU MacIITaOUpyeMOn ceTu?

COJIEPKUT OTPAaHUYEHHOE KOJIUYECTBO MPUIIOKEHUM

JIETKO Meperpy>kKaeTcst Py yBETUYCHUH Tpaduka

MeHee HaJIe)KHa, YeM HeOObIIas CeTh

YBEJIMUYUBAETCS B pa3Mepe, HE 3aTparuBasi CyLIeCTBYIOLIUX [10JIb30BaTENeH

COJIEPKUT MOJIYJIbHBIE YCTPOWCTBA, KOTOPBIE JEIAIOT BO3MOXHBIM pacIlIUpEHUE

19. CereBoit aAIMUHUCTPATOP MOXKET YCHEIIHO OTIPABUTH 3X0-3aMPOC HA CEPBEP MO aTPECy
www.mospolytech.com, HO He MOXET OTIpaBUTh 7XO-3alPOC Ha BeO-cepBep KOMIAHUH,
pPAacCIIOJIOKEHHBIM Ha CalTe MHTEpHET-NIIpoBaijepa B ApyroM ropoge. Kakyro kKomaHAy MOKHO
HCITIOJIB30BATh JIJISl ONIPEAEIICHUS] KOHKPETHOI'O MapIIpyTU3aTOpa, B KOTOPOM MPOU301LUIA TOTEPS WIH
3a/IepKKa MMaKETOB?

telnet

ipconfig

traceroute

netstat

20. Ytro mo3BOJSET OTHPABIATH M TOJYy4YaTh SJEKTPOHHYKO IOYTY HA CaMbIX pa3HbIX
ycTpoiicTBax?

Bce ycTpoiicTBa nucnosib3ytot oauy u Ty xe OC.

[IporpamMmMHoOe obecrieueHre MNOYTOBOIO CEPBEpa MOCTABISAETCS OAHUM ITOCTABIIUKOM.

VYerpoiicTBa HCHONB3YIOT OJHO U TO ke 110 mouToBoro kimeHra.

[ToutoBoe 1O HamucaHO ¢ UCHOIB30BAHUEM CTAHIAPTOB M MPOTOKOJIOB, 00ECTIEUNBAIOIINX
COBMECTHUMOCTb.

21. Crenuanuct ciay»Obl TEXHHUECKOM MOAJIEPKKU IMOJI03peBaeT MpoljIeMy Ha CEeTeBOM
ypoBHe mozenu OSI. Kakue Bonmpockl JOMKEH 3a1aTh CIEHUANINCT, YTOObI 0OHAPYKUTH MPoOIeMy
Ha ceTeBOM ypoBHe? Baill koMnbloTep HaCTPOEH Ha UCIoIb30BaHue npoTtokosa DHCP?

Moskete nu BbI 3aiiT Ha WWw.mospolytech.com?

IToxxmroueH 11 Ball ceETEBON KaOen?

Ycnensslii 1 3X0-3anpoc, OTIPaBICHHBIN Ha IUTI03 0 YMOTYaHUIO?

Buaurte nu Bbl MHAMKATOP COSMHEHUS HA CETEBOM Tu1aTe?

22. KakoBa 1o yMOJIYaHHIO MacKa MojceTu s aapeca 172.31.18.2227

255.0.0.0

255.255.0.0

255.255.255.0

255.255.255.254

255.255.255.255

23. Kakue u3 aipecoB SABISAIOTCS aapecaMu mojaceT, ecau 172.25.15.0/24 nonmosHUTETHEHO
pa30OuT HA MOJICETH IyTEM 3aUMCTBOBAHUS JIOTIOJHUTEIBHBIX YETHIPEX OUTOB?

172.25.15.0

172.25.15.8

172.25.15.16

172.25.15.40

172.25.15.96
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172.25.15.248
24. V3en A nHactpoeH c IP-ampecom 192.168.39.43, a y3en B nactpoen c IP-ampecom

192.168.39.49. O0a y31a HCIONB3YIOT OJHY U Ty K€ MacKy mojacetu 255.255.255.240, Ho HE MOTYT
OTIPABIISITH AX0-3aMPOCHI IpyT npyry. Kakoe cereBoe ycTpoicTBO TpeOyeTcs AJsl CBS3H ITUX JIBYX

y370B?

KOMMYTAaTop

KOHIIEHTPATOP

cepBep

MapuIpyTU3aTop

25. Kakast Macka 1oJiceTy ykazaHa B ceTeBoM ajapece 172.16.4.8/18?
255.255.0.0

255.255.128.0

255.255.192.0

255.255.224.0

255.255.240.0

255.255.248.0

255.255.252.0

255.255.254.0

26. Ecnu ceTeBoii afMUHUCTPATOp IPUMEHSET MacKy nojicetu 255.255.255.248, ckonbko 1P-

aape€CcoOB MOXXHO HAa3HAYHUTH y3naM?

6

30

126

254

510

1022

27. Kakoii MeTon MOKHO WCIIONB30BaTh IS HACTpoiiku kommyrtatopa Cisco mepen

npumeHenueM [P-anpeca k uaTepdeiicy ynpasieHus?

[Mporpammuoe obecnieuenue CiscoView, ucnons3yromiee Vian 1

Hutepdeiic komananoii ctpoku Cisco 10S ¢ ucnons3osanuem Vian 1

Cisco Device Manager ¢ ucronb30BaHieM KOHCOJIBHOTO IOPTa

Hutepdeiic komananoit ctpoku Cisco 10S ¢ ucmonp30BaHneM KOHCOJIBHOTO IMOPTa

28. Kakoii 6e30macHbIii BHYTPUIIOJOCHBIM METOJT TOCTYIIa MOXKET MCIOJIb30BaATh KIMEHT JIJIst

MOJIKJIFOUEHUS K YCTPOUCTBY /7Sl YJAJIEeHHOTO MOHUTOPUHTA U HACTPONKHU?

HTTP

Telnet

KOHCOJIBHBIH NOPT

SSH

29. Kakoii pe’kxum MapuipyTru3zaTropa 0ToOpaskaeT MpuriaieHine KoOManaHoi cTpoku Router#?
MI0JIB30BATEIBCKUM PEKUM

MIPUBUWIETUPOBAHHBIN PEXKUM

PEXUM HACTPOUKHU

PEeXUM TI00anbHON KOH(pUTypanun

30. B xakux cimyyasx HEOOXOJUMO YIPaBISATh MapLIPYTU3aTOPOM IO CETH C IMOMOIIBIO

IIPOTOKOJIOB?

KOTJla WHTEPHET-TIPOBaiiiep MOJy4aeT JOCTYNl K MAapIIpyTHU3aTOPy IOJIB30BATENS IS

KOHTPOJIsI HOPMAJIbHOM paboThI

0.0.0.0

MOJIY4YUTh JOCTYI U HACTPOUTH MAPIIPYTU3ATOP MEepe HayaloM paboThl B CETH

WCIIPABUTh OMIMOKY, MPUBOAMBIIYIO K OTKJIIFOUEHHIO CETEBBIX HHTEP(EHCOB Ha poyTepe

B CJIydae HEKOPPEKTHBIX HacTpoeK KoHpuryparuu Tpancisiiuuu NAT

JUTSL Pe3epPBHOIO KOMMMPOBaHUs TeKyIiel KoHdurypamnuu Ha tftp-cepsep

31. Kakue yTBepKIeHHS ONMUCHIBAIOT Pe3yJIbTaT BhIMoNHEHHS KoMauabl iproute 0.0.0.0
192.168.1.1 na mapurpytusarope?

Ecnu MapuipyT K ceTH Ha3Ha4YE€HUSI HEU3BECTEH, TAKET OTHpaBisieTcs B ceTb 192.168.1.1.
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Hoctyn k ynanennoit cetu 192.168.1.0 Bo3moxeH uepe3 o000t uHTepdeiic.

MapuipyTtuzatop He MOKET 1octuub cetu 192.168.1.0.

Bce nakeTsl, moiyyeHHbIe MapIIpyTH3aTOPOM, OTIIPABISIOTCS Ha aapec 192.168.1.1.

B tabnuiy mapmipyTtuzanum 100aBiaseTcss CTATUYECKUN MapLIpyT M0 YMOTYAHHUIO.

32. J1nia 9ero HeoOxoaumMo Ha3Hauath IP-anpec narepdeiicy VLAN1 Ha kommyTtaTope Cisco?

YTOOBI KOMMYTATOP MOT BBIOJHATH MAPUIPYTHU3ALUIO MEXKTY CETIMU

YTOOBI MOJIYYUTh YAAJICHHBIA JOCTYIT K KOMMYTATOPY Ul HACTPOWKU ¥ KOH(UTYPUPOBAHUS

4TOOBI KOMMYTATOP MOT IepechuiaTh |P-makeTs

co31aTh N0JIcEeTh ¢ HOBBIM |P-anpecom Ha komMmMyTaTope

33. Kakue wMeToAbpl HCHONB3YIOTCS Uil 00aBlIEHUS YIaJIeHHBIX ceTed B TaOiuily
MapLpyTuzauuu’?

akcopTupyroTcs u3 tadnuisl MAC-aapecos

BBOJIATCS aIMUHHCTPATOPOM

UMIIOPTUPYETCS U3 (uieHI-MaMsITi poyTepa

N00aBIISIOTCS Yepe3 MPOTOKOI MAPIIPYTH3ALUN

NOOABJSAIOTCS MyTeM IIMPOKOBEUIATENFHOM TMepefadyd UX CEeTEeBOro ajpeca CeTeBOM
uHTEpQECHOI IaToH

N00ABJISIOTCS C IIOMOILBIO TPEe0Opa30BaHUs aJIPECcOB

34. Kak mapuipyTu3arop nojydaeT HHPOPMALKIO O HAWIyYIIeM MapHIpyTe HpU OTIIPABKE
MaKeTa Ha yJaJeHHbIN y3en?

13 KOHPUTYpaIMOHHOTO (aiiyia, XpaHs;IIEerocs B OIepaTUBHOMN MaMsATH

ot 10S, xpa"smumMucs Bo GJdII-MaMsITH TaHHBIMA

u3 nepenanHoro |P-nakera

U3 TaOJIUIBI MapIIPYTU3ALIUU, XPAHSIICHCS B ONIEPaTUBHOM MaMATH

35. Ha mapmipytusarope HeoOX0IMMO HACTPOUTHh HOBYIO ceTh. Kakue 3amaun HE0OX0aMMO
BBITMOJIHUTD ISl peau3aliiy JUHAMUYEeCKONH MapIIpyTU3alliu JJisi HOBOU ceTH?

Hasnauuts unrepeiicy IP-anpec u macky nojceru.

Oo6HOoBHUTH HH(OpMaIHIO 0 KoH(puUTryparuu iphost, ykazas uMs yctpoiictsa u |P-agpec HoBoro
uHTEepdeiica.

HacTtpouTs mpoTOKON MapuIpyTH3alldd, UCHOJIb3YEMBIH Ha BCEX APYTUX KOPIOPATHBHBIX
MapuIpyTu3aropax, ¢ uHpopmaluein 0 HOBO! CeTH.

BriOpate HacTpanBaeMblil MPOTOKOJI MapIIPYTU3ALIUH.

Hactpouts npoTokos MmapuipyTtuzanuu ¢ IP-anpecom u mackoii mozcetu HOBoro uHTEepdeiica.

Hactpouts npotokon mapmpytusanuu ¢ |P-anpecom HOBO ceTH.

36. CeTeBoli crielIMaIuCT HaCTpanBaeT HOBBIM MapiipyTu3atop. MHTepdeiichl HacTpOeHBl, HO
MPOTOKOJIBI MapIIPyTH3AIMK WM CTATUYECKHE MapIIPyTHI elle He HacTpoeHbl. Kakue mMapmpyTsl
y’K€ IPUCYTCTBYIOT B TaOJIHIE MAPIIPYTU3ALHH?

MapIIpyTHl OTCYTCTBYIOT, TAOJIHUIA MAPIIPYTH3AINH TTyCTa.

NpsIMble COETUHEHUS

MapIIpyTHI 0 YMOJTYaHUIO

MapLIpyThl IIMPOKOBEUIATEIbHOMN pacChUIKU

37. Kakue 3a/1auy pemaroT MPOTOKOJIBI MapIIpyTH3alnun?

MH(GOPMHUPOBAHUE Y3JIOB JIOKAJIHHOM CETH O HOBBIX aJ[pecax MUTI030B M0 YMOIYAHUIO

M3yYeHHUEe JOCTYIHBIX MapIIPYTOB KO BCEM ITyHKTaM Ha3HAYCHHUS

yJaJleHue MapIIpyTOB U3 TaOIMIIbI MApIIPYTH3AIUU TIOCIIEe UCTEUSHUS CPOKA IEHCTBHS

o0ecrieyeHne CXeMBI aIpecaniy sl UACHTU(DUKAIIIH CeTeH

pa3MelleHre HaWTydlIero MapuipyTa B TabIuie MapIipyTH3aUH

TPAHCTIOPTUPOBKA MOJIb30BATENILCKUX JAHHBIX B CETh HA3HAUCHUS

38. Kakoii ypoenb mozenu TCP/IP unkancynupyer makeTsl s epeadd B nepeaaroneit
cpene?

Tpa"cnopTHBIN

Hutepnera

[Ipunoxxenunii

Hoctyna k cetn

21



39. Kakue mnpoTOKOJBl NPUKIATHOTO YPOBHS HCHOJB3YIOT B KauecTBE IPOTOKOJIA
TpancnoptHoro yposust UDP?

SMTP

DNS

HTTP

ICMP

TFTP

SNMP

40. Kakue mpoTOKOJIbI OIIPEIEISAIOT, KaK OYTOBBIN KJIMEHT IOJIy4aeT [IOUTy ¢ cepepa’

Telnet

FTP

IMAP

HTTP

SMTP

POP3

41. B MOMEHT MOJKIIIOUYEHHUS TOYTOBBIA KJIMEHT 3arpy’aeT Bce COOOIIEHHS Ha CBOE
YCTPOICTBO, a 3aTEM yAAJSET UX C IIOYTOBOro cepBepa. Kakoil TUI MOAKIIIOUEHUS KIMEHTA JIelaeT
3TO MO YyMOJIYaHUIO?

SMTP

IMAP

POP3

POP1

42. Cermenr, aapecoBanHbii TCP-mopty 21, moctymaer Ha cepBep. Kakas ciyx0a
MIPUKJIAIHOTO YPOBHS SIBJIAETCS MOJIy4YaTeIeM 3TOTO CErMEHTa?

IMAP

HTTP

POP3

HTTPS

FTP

43. Jlns dero HEOOXOAMMO, YTOOBI y37bl MCTOYHHMK W HA3HAYEHHS CHHXPOHU3HPOBAIU
NOPSIKOBBIE HOMEPA BO BpeMs TpexdTanHoro pykonoxatust TCP?

YTOOBI CO3AATh MAPy COKETOB ISl COEAMHEHUS MEXKIY Y3IIaMu

YTOOBI y3€J1 MOT ONPEJEIINTh, KAKOE MPUIIOKEHUE SIBJISETCS HA3HAYCHUEM CETMEHTOB

YTOOBI MPEAOCTAaBUTH MHPOPMAIIUIO O y3JIe Ha3HAUEHUS I CETEBBIX y3JI0B, Uepe3 KOTOphIe
IPOXOJUT MApUIPyT

4yTOOBI 002 y371a MOTJIM OTCJIEKUBATH OTIIPABJICHHBIE U MTOATBEPKIECHHbBIE CETMEHTHI

4TOOBI YKa3aTh BpeMs npeoOpazoBanus [P-anpeca y3na

JUISL LACHTU(PHUKAIIMU TOTEPSIHHBIX CETMEHTOB, KOTOPbIE HEOOXO0IMMO Mepe1aTh TOBTOPHO

44. Kakue yTBEp>KI€HHSI ONUCHIBAIOT BHEMOJIOCHOE COEIMHEHUE?

C TOYKM 3pEHHusl ympaBieHHUs ciy>)kO0aMu Oojee NpeArnOoYTUTEIbHBIA, YeM YIpaBJeHHE
YCTPOMCTBOM IO CETH CPEACTBAMH IPOTOKOJIOB

He TpebyeT (GU3NIECKOTO TMOAKITIOYCHUS

HCIIOJIb3YETCS ISl IEPBOHAYAIILHOM HACTPOMKH yCTPOMCTBA

HCIIOJIb3YET MPSAMOE KOHCOIbHOE OIKITIOYEHHE

obecrieunBaeT OoJbIIMi HaOOp (YHKIMOHATBHBIX BO3MOXKHOCTEH, YeM yIpaBlIeHUE
YCTPOMCTBOM IO CETU CPEJCTBAMH MPOTOKOJIOB

45. TTouemy VoIP u Buneorpaduk ucnoiab3yrot npotokon UDP?

TpeOyeTcst TOCTaBKa BCEX CErMEHTOB, HE3aBUCUMO OT 3a/I€PHKKH.

rapaHTUpPYeT IOCTABKY M MTOATBEPIKICHUE NIOJYyUEHUSI CETMEHTA JIaHHBIX,

MO3BOJISIET U30€XKaTh 3aJIepP’KeK, BbI3BAHHBIX MOBTOPHOM Mepeadeid, 4ToObl rapaHTHPOBATh
JIOCTAaBKYy CErMEHTa

TPEXCTOPOHHEE KBUTHpPOBaHUE, ucnoib3dyemoe B UDP, yckopsieT mepenady rojocoBbIX U
BUJICOJITAHHBIX
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46. Kakue TEXHOJOTMH pACLIMPAIOT BO3MOXKHOCTHU YAAJEHHBIX COTPYAHHUKOB IIO
0e30MacHOMY MOJAKIIIOUEHHUIO K BHYTPEHHUM pecypcaM KOMITaHUU?

HTTP

Telnet

FTP

SSH

VPN

47. CrneuMamucty HEOOXOIHMMO yJajeHHO MPOJEMOHCTPUPOBATH pabOTy MPOrpaMMHOIO
IPUJIOKEHUS Cpa3y HECKOJIBKUM JIF0IM. Kakoii HHCTpYMEHT MOKHO MCIIOJIb30BaTh JJIsl 3TOT0?

Telnet

FTP

CPEIICTBO YAAJIIEHHOTO OCTYyNa K paboyemMy CTOIy

JJIEKTPOHHAsSI 1104Ta

48. Kakue maaHHbIE MOKHO MOJYYHTH C MOMOINBIO KoMaHabl show mac-address-table na
kommyTtarope Cisco?

IP-anpeca HanpsiMyto MOAKIIOYEHHBIX CETEBBIX y3JI0B

MAC-anpeca nopToB KOMMYyTaTopa

conoctasiieane MAC-aapecoB u IP-aapecoB 1j1s1 CETEBBIX y3II0B

MOPT, UCIOJIb3yEMbIH KOMMYTAaTOPOM JUIsl IEPECHIIKU KaJpOB Y311y

49. Kakue mNpOTOKOJBI WCHOJB3YIOTCS IS MOAKItoueHus ycrpoiictBa Cisco mpu
BHYTPHUIIOJIOCHOM A0CTy1E?

Telnet

ARP

SMTP

FTP

SSH

50. Kakue npenmyiectsa ucnoaszoBanuss VLAN nomydaer opranuzanus?

OpraHu3alys nojyyaer riOKoCTh Oaro1apsi BO3MOKHOCTH TPYNIIUPOBATH MOJIb30BaTENIeH He
10 (PU3NIECKOMY MECTOTIOIOKEHHUIO, a MO (PYHKIHSIM.

MEepCOHAN OTJeNia U CETEBbIE PECYpPChl MOTYT IIEHTPAIU30BAHO OOBEIUHATHCS HA OJHOM
¢u3nIecKOM ydacTke.

KOJIMYECTBO IUPOKOBEIIATETHHBIX JOMEHOB B KOPIIOPATUBHOM CETH YMEHBIIAETCS.

OpraHu3alys MOJy4aeT BO3MOYKHOCTb JIOTHUYECKHA OTACIIMTH IOJIOCOBOM M APYroMl BaXKHBII
Tpa(uK OT BCEX OCTANbHBIX BUJIOB TpaduKa.

CHIDKAET 3aTpaThl Ha yNpaBJIEHUE CEThIO 3a CUET 3aMEHbI OOJIBIIOT0 KOJIUYECTBA YCTPOHCTB
2-T0 YpOBHS HEOOJIBIIUM KOJIMYECTBOM YCTPOMCTB 3-TO YPOBHSI.

yCcTpaHseT He0OXOJUMOCTh MapIIpyTH3aluK TpaduKa B OOJBIINX CETAX.

51. KakoBo Hauiy4Iiee CyMMHUpPOBaHUE MapIIPyTOB JIJIsl CICIYIOIMIErO CIMCKA COEAUHEHMIT?
209.48.200.0 209.48.201.0 209.48.202.0 209.48.203.0 209.48.200.0/20.

209.48.200.0/22

209.48.201.0/20

209.48.201.0/21

52. K kaxoil cetu npuHaanexur xoct ¢ [P-agpecom 172.32.65.13 m mackoi mojceTu 1o
YMOJTYaHHUIO?

172.32.0.0

172.32.32.0

172.32.65.0

172.32.65.32

53. CereBoii agpec knacca C MOXKHO pa3fesnnuTh Ha 8 noacerell. Mcnonb3ys Macky mojaceTu
nepemeHHoro pasmepa (VLSM), kaxayro U3 3TUX MOACETeH MOXKHO pa3/IesuTh Ha 8 0oJiee MEJKIX
noacereil. Kakyro Macky #eAeers HEOOXOIMMO HCIOIB30BATh JUIA MOJYYEHUS 8 MPUTOIHBIX IS
UCIIOJIb30BaHUS aIpECOB Y3JIOB?
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127

23



128

129

/130

/31

54. Kaxoii u3 IP-anpecoB siBiseTcst agpecoM MOACETH, €CIU Ul pa3[esieHus Ha MOACETU
UCIIOJIb30BaIach Macka /267

172.16.43.16

172.16.47.224

172.16.128.32

172.16.157.96

172.16.192.252

172.16.243.64

55. Jlns yero Hy>KHa MacKu MOACETH?

Macka noJiceTu UCIonb3yeTcs Ui OnpeeseHus ceteBoit yactu IP-aapeca.

Macka mozaceTd Hcmosb3yercs i pazdouenus 48-OutHoro anpeca nHa OUl u cepuitnblit
HOMEp IPOU3BOAUTEIIS.

Macka nozceTs TpeOyeTcsi, €Cly LT3 TI0 YMOJIYaHUIO HE YKa3aH.

Macka nojicetu TpedyeTcst TOJIbKO MPU 3aMMCTBOBAaHUM OUTOB B CETU

56. Kakue npeumyiiecTBa CTaTUYECKONM MapIIPyTHU3alMU 110 CPABHEHUIO C JUHAMHYECKON
MapupyTu3auen?

OoJiee Ha/IeKHA, IOCKOJIBKY MapIIPyTH3aTOPhl HE OOBABISIOT MAPIIPYTHI.

IpOIIe aIMUHUCTPUPOBATH KOHPUTYPALIUIO CETH.

o0ecrieunBaeT MacITabupyeMOCTh CETH.

MEHBIIIE MTO/IBepKEHA OIIMOKAM.

MeHbLue 3arpyska L1

57. Kakue napameTtpsl onpezenens! ctangapramu WAN?

THUI UHKATICYJISIIAN

yHpaBieHHE ITOTOKOM

IP-anpecanus

MOCTaBIIUK

IPOTOKOJI MapUIpyTH3ALUH.

(usnueckas agpecanus

58. Kakue ypoau mozaenu OSI onmuceiBaroT crangaptet WAN?

TpaHcOpPTHBIN YpOBEHB

CeaHCOBBIN ypOBEHD

CereBoil ypoBEHb

KananbHbli ypoBeHb

®uU3NYECKUl ypOBEHb

[IpukiiangHoil ypoBeHb

59. Tlocne oueHku TpeOOBaHUM KOMMAHMM M TEKyIIeH CeTeBOM HHPPAaCTPYKTypbl
pa3paboTUHK CeTH BKIIIOYAeT TpeboBaHue: ycTaHOBUTH BTopoit MBII i neHTpaibHoro Bed-ceppepa
B NpeUIoKeHne 1o oOHOBJIeHHIO ceTu. Kakas 3a7aua IpoeKTUPOBaHUs CETH OyJeT pelleHa TaKuM
obpazom?

0€30MacHOCTb

MacITabupyeMocTh

O0TKa30yCTOMYHBOCTh

CKOPOCTh

YIPaBIsEMOCTb

60. IT-oTnen kKOMIaHWM HaHSJI HOBOTO WMHXKeHepa. MT-meHemkep NpeaoCTaBHJI HOBOMY
COTPYJIHUKY JUI O3HAKOMJICHUS CaMyI0 aKTyaJlbHyI0 CXeMY JIOTHYEeCKOW U (PU3NUECKON TOMOJIOTUU
cetu. Kakyro nnpopmaruo nHXeHep JOKEH U3BJIeUb U3 ITHX JAuarpamm?

CTaHJapTHbIE OOIINE MPUHIIMITBI HMEHOBAaHUS

yUYETHBIE JAaHHBIE MTOJIb30BATENS ISl HACTPOMKH KOH(PUTYpaIlH yCTPOHUCTBA

CMETY CETEBOT0 000pYI0BaHUS
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KOHTAKTHBIE JJAHHBIE CIICIIMAIMCTOB 10 YCTAHOBKE 000PYAOBAHMS.

PacroJI0KEHUE CETEBBIX YCTPOICTB

CTaTyC KaHAJIOB MapHIPYTU3UPYIOUINX YCTPONCTB

61. Yro mpowusoiineT npu BeimonHenuu koman el dirflash: va maprpyruzatope?

Conepxxumoe ¢uair-namstu 6yaer nepemenieHo B NVRAM.

dmm-naMate Oyaer crepra

OTtoOpaskaercst coaep:KuMoe (pIIII-MaMsITH.

@puI-naMate 0yaeT oThopMaTHpOBaHa.

62. Kakue nBa KpuTepus OLECHKH HPOM3BOJUTEIHHOCTH CETH KOHEUHBIC IMOJIB30BATEIH
CUMTAIOT HauboJsee BaKHBIMU?

JOCTYITHOCTh CETH

UCIIOJIb30BaHUE KaHAaa

3G EKTUBHOCTH MAPIIPYTH3ANA

OTKJIMK MPUIIOKEHHUH

HEepapXus CETEBOIO IU3alHA

63. Ilpu peanusanum cetn ¢ noanaepkkoil |P-tenedonnm kakoil KOMIOHEHT TaKkKe
HE00XO0IMMO BHEIPUTH?

ACL-cniucku

QoS

DMz

MEXKCETEBOU dKpaH

64. KpynHoii kKoMImaHuu TpeOyeTcst TOCTYN K BHYTpeHHEH WHGOpMaIuu, XpaHsIeincs Ha
cepBepax KOMIIAHWM, JUIS BHEIIHHX COTpyAHHKOB. Kakoli wmeton oOecrieunBaeT Oe30macHOe
TyHHenupoBaHue uepe3 Uutepuer?

cucrema ooHapysxeHus Bropxkenuit (IDS).

BUPTYyaJlbHAsl YaCTHAsI CETh.

oOmienocTymHas OECIpOBOHAS TOYKA JOCTYyTIA.

sSh-mpoToKoI.

65. Kakumu criocobamMu HEKOTOpBIE CETH MOTYT MCIHOJB30BaTh |PV6, coxpaHss mpu 3TOM
BO3MOXXHOCTH CBSI3U uepe3 IHTepHEeT ¢ IPYTuMU CeTSIMH, UCTIONB3YIouMu |Pv4?

Hcnomnb3oBats Microsoft Gateway aiis mpeobpazoBanust naketos IPv4 B makerst IPV6.

YcraHOBUTH HA TpaHWYHBIX — MapmipyTtuszaropax IPv6  o6paz  10S, cmocoOHbIf
npeoOpa3oBbIBATh MakeThl PV6 B makeTsl |IPVA4.

[IpnobOpecTr HOBBIE CETEBBIE KapThl, CIOCOOHBIE paclio3HaBaTh MakeThl |PVO.

Brxrounte TyHHENTMpPOBaHUE, YTOOBI pa3pelnTh MHKATICYIISINIO TakeToB |PV6 u ux oTmpaBKy
o cetu IPVv4.

YBenuuuth pa3mep 3aronoBka |Pv4, uToObl BKIIOUHUTE 3arosioBok IPV6.

66. Uto MoXxeT cuenatb aiMUHUCTparop ¢ momombio VLSM (ceTeBhIx Macok mepeMeHHOH
JUTUHBI)?

ucnoinb3oBath RIPV] B kauecTBe MpoTOKOJIa MapIIpyTU3AIMK BO BCEH aBTOHOMHON CUCTEME

HCIOJIb30BATh HECKOJIBKO MPOTOKOJIOB MAapIIPYyTH3allUK B aBTOHOMHOU CHCTEME

WCTIOJIh30BaTh HECKOIBKO MAcOK MOJICETH B OJHOM mpocTpaHcTBe IP-anpecos

UCIOJIb30BATh €IMHYIO MACKy MOJICETH BO BCell aBTOHOMHOI cCUCTEME.

67. CornacHo cxeme, /Ui HOBoro kanaina Ethernet tpeOyercs momonHuTENIbHAS TOACEThH
MEXIy MapuipyTuzatopoM 1 u mapmpyrtuzatopom 2. Kakue ajpeca MoJCeTH JOJIKHBI OBITh
HACTPOEHBI B OTOW CETH, YTOOBI 00ECTIEYUTh MaKCUMyM 14 HCIONB3yeMBIX aIpecoB IUIS TAHHOTO
KaHaJla Ipy MoTepe MUHUMAJIbHOE KOJIMYECTBO aJpecoB?

192.1.1.16/26

192.1.1.96/28

192.1.1.160/28

192.1.1.196/27

192.1.1.224/28

192.1.1.240/28

68. Jlyis uero ucnonb3yercs mudpoanue Tpaduka B 6e3omacaonn VPN?
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9TOObl TpadUK OT HEaBTOPU30BAHHOI'O IEpPCOHANa HE KOHQIMKTOBAI C TpapHUKOM OT
aBTOPU30BAHHOIO IIEPCOHANA

4T00BI 00€CIeUnTh MAaPIIPYTH3AIHIO TpadrKa B BUPTYyaJIbHON YaCTHON CeTH

YTOObl  JaHHBbIE,  OTIpaBIsIEMble IO  BHUPTYaJIbHOM  CeTH  MEXAYy  JAByMs
ayTeHTH()UIMPOBAHHBIMH KOHEUYHBIMU TOYKAMH, HE PACIIO3HABAINCH KaK OTKPBITHINA TEKCT

YTOOBI BeCh Tpa(UK U3 UHTEPHETA HE PACIIO3HABAJICS KaK OTKPBITBHINA TEKCT

69. KomnbroTep, IpeoCcTaBIsAOIUI CBOU PECYPCHI TI0JIb30BATENSIM CETH:

[Tonws3oBarenbeckuit

Knuent

Cepsep

70. O6001eHHast TeOMETPUYECKasi XapaKTePUCTUKA KOMITbIOTEPHOH CeTH:

Tomnonorus cetu

CereBoii cepBep

VY naneHHble CETEBbIE KOMIIBIOTEPHI

71. I'moGanbHasi KOMIIBIOTEPHASI CETh MUPOBOTO YPOBHS:

WWwW

DIIeKTpOHHAs MOYTa

Hutpaner

72. OCHOBHBIMH TUIIAMU KOMIIBIOTEPHBIX CETEH SIBISIOTCS CETH:

COLMAJIbHBIE, pa3BiIeKaTeIbHbIC, OM3HEC-OPUEHTUPOBAHHbBIE

JIOKaJIbHBIE, IT1I00aJIbHbIE, PETUOHAJIbHBIE

KJIMEHTCKUE, KOPIIOPAaTUBHBIE, MEXKyHAPOHbIE

73. IIpoTokoa KoMIbIOTEpHOM ceTH - COBOKYITHOCTD:

TexHnueckue xapakTepUCTUKU CETEBOro Tpaduka

DIEKTPOHHBIN JKypHAJI PETUCTPALIUK IEHCTBUM MMOJIb30BATENEH CETH

[IpaBuna, persiaMeHTUPYIOLIKE IpUEM-TIepeiady, aKTUBALIUIO IaHHBIX B CETH

74. Tlepenaua Bcex JaHHBIX B KOMITBIOTEPHBIX CETSIX PEATU30BaHA C TIOMOILBIO:

CeteBbIX IPOTOKOJIOB

®daiisIoBOro cepsepa

E-mail

75. JlokanpHast KOMITBIOTEpHAs CETh 0003HAYASTCS:

LAN

MAN

WAN

76. I'moGanbHasi KOMIIBIOTEPHAs CETh 0003HAYAETCS:

LAN

MAN

WAN

77. CeTb, B KOTOPOH HET BBIIEIIEHHOTO CEPBEPA, HA3BIBAETCS:

OJIHOYPOBHEBOI

OJIHOPAHTOBOM (TMPUHTOBOM)

HE MPUBS3aHHOMU K CEPBEPY

78. Tonosorust ceTH onpeaensieTcs CTpyKTypo:

ArnmapaTtHoro odecnedeHus

IIporpammuoro obecneueHus

CoennHeHUs y3J10B CETEBBIMH KaHaJlaMU CBS3H

79. KakoBsl 1Be o6mue xapakrepuctuku TCP nu UDP?

pa3Mep OKHa IO YMOJIYaHHUIO

0e3 yCTaHOBIICHUSI COCTUHEHUS

HyMepanus HOpToB

3-3TarHoOe PyKOMOXKaTHE

BO3MOXHOCTb I1€peaBaTh rojaoc

WCIOJIb30BAHNE KOHTPOJIBHOW CYMMBI

80. Yxaxurte mHoroaapecusii MAC-aapec.
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00-FE-C8-B3-1B-4C

FF-FF-FF-FF-FF-FF

01-00-5E-00-00-C8

81. KananpHbIl ypoBEeHb pasfieiieH Ha ABa MoaypoBHA. O003HAUbTE (PYHKIIMU MOTYypPOBHS
LLC.

ConepxuT B Kajzpe MHGOPMAIMIO, yKa3bIBAIOIIYIO, JAHHBIC KaKOTO MPOTOKOJIA CETEBOTO
YPOBHSI MHKAICYJIMPOBAHbI B JAHHBIA Kaap. JTa nH(pOpMAIHs TO3BOJISIET Pa3IMYHbIM MIPOTOKOIAM
CeTeBOro ypoBHs, TakuM Kak |Pv4 u IPv6, coBMecTHO MCHOnb30BaTh OAWH M TOT K€ CETEBOU
UHTEpQEC U MOAKIIIOYCHHUS.

JloGaBiseT ynpasIsonIyro HHPOPMAIHIO IS IOCTABKH MAKeTa Y3y Ha3HaYEeHHUSL.

BrInonHseT MHKANCYIISALIUIO TaHHBIX.

OtBevaeT 3a pa3MelIeHre KaIpoB B Cpe/ie Mepeadn 1 yiaieHne KaapoB U3 Hee.

82. MeToibl KOMMYTaIIU¥ KaIpoB Ha KoMMyTaTopax CiSCO. YKaKuTe Mpu3HaKu KOMMYTaI[HH
C MMPOMEKYTOYHBIM XPAHEHHEM.

HEoOX0AUM ISl aHanu3a KadectBa oOcmykuBaHus (QOS) B KOHBEPreHTHBIX CETAX, TJE
Tpedyercs KiaccuuKays KaJpoB sl Ha3HAYCHUS IIPHOPUTETOB MPOXOIAIIETO TpadHKa.

KoMMmyTaTop Oydepusyer TOJIbKO 4YacTh Kajapa, HeoOxomumyto misi urenuss MAC-anpeca
Ha3HA4YeHUs, YTOOBI OH MOT OIIPEAEIHNTh, Ha KaKOH MOPT MepechuIaTh JaHHbIC

KOMMYTATOP MOJIy4aeT KaJp IEIUKOM U BBIYUCIIACT HUKIN4YecKuil n3obTounsiii ko (CRC)

KOMMYTaTOp 0OpabaThIBaeT Kaapsl 110 Mepe UX MOCTYIUICHUS, TaKe eCJIU Mepeiada enle He
3aBepleHa

II03BOJISIET YMEHBIINTH MPOMYCKHYIO CIOCOOHOCTD, 3aHUMAEMY0 TIOBPEXKICHHBIMU JaHHBIMH

83. Ykaxure MmHoroaapecusie IP-agpeca?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

84. Ykaxkurte MHoroaapecHsle |P-agpeca B 10KanbHON ceTn?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

85. Vkaxure obmenoctynHsle (myOnuyHble) u yacTHble IP-anpeca?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

86. Ykaxwure loopback IP-anpeca?

¢ 10.0.0.0 mo 10.255.255.255
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¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 o 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

87. Ykaxure nokanbHble |P-anpeca kananos?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 no 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

88. Vxaxure |P-anpeca TEST-NET?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 no 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

89. Vkaxure skcnepuMeHTanbHble |P-agpeca, 3ape3epBUpOBaHHBIE 1JI1 MCIOJb30BAaHUS B
Oymymiem?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 o 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

90. [punoxeHwus, Uctonb3ytonme nporokon TCP:

FTP

HTTP

SMTP

Telnet

DNS

SNMP

TFTP

DHCP

VolP

IPTV

91. Ilpunoxenus, ucnone3yromue nporoxon UDP:

FTP

HTTP

SMTP
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Telnet

DNS

SNMP

TFTP

DHCP

VolP

IPTV

92. Kakoil nponecc obecrieunBaeT pas3jieleHHE TaHHbIX Ha Ooyiee Meskue OJOKH JUIs
MOCJEAYIOLIEH MTePEAYH.

JEKOMIIO3HLIMS

MYJIbTUIIIIEKCUPOBAHUE

JEMYJIbTUIUIEKCUPOBaHHE

CerMeHTalus

Oydepuzarus

MHKAICYJIALNS

93. Kakoli nporecc no3BoJIsAeT HECKOJIBKMM IIPOrpaMMaM HCII0JIb30BATh CETh OJJHOBPEMEHHO.

JEKOMIIO3ULIMS

MYJIBTUIUIEKCUPOBaHUE

NEMYJIbTUIUIEKCUPOBaHUE

CerMeHTalus

Oydepuzanus

MHKAIICY AN

KOMMYTalusl

94. Kakoil IPOTOKOJI OTBEYAECT TOJBKO 3a CTPYKTYpY, aApecalyi0 M MapLIpPyTH3aLHUIO
[IAaKETOB, HO HE ONPEENSIET, KaK OHU JIOCTABJISIOTCS UJIU MIEPEAt0TCs 110 CETH.

TCP/IP

IP

TCP

UDP

SMTP

95. Omnpenenute MPOTOKOJ, HCIOJIB3YIOUIMN IEPEUYHUCICHHBIE OCHOBHBIE OIEpAlUU s
o0ecrieueHMs Ha/IeKHOH Mepelaul JaHHBIX 110 CETH:

noBTOpHY!O nepenady PDU TpaHcnopTHOro ypoBHS ¢ HETIOATBEPKACHHBIMH JAHHBIMU 1OCIIE
3aIaHHOT'O BPEMEHU OKUIAHMS,

oTciexuBaHue konudectBa PDU TpaHCIOPTHOTO ypOBHS, OTIPABICHHBIX HAa TOT WIM MHON
y3eJ]1 TeM WM UHBIM MPHIOKEHUEM, U MOATBEPKAeHHE MmoyydeHHbIX PDU;

KOHTPOJIb pa3zmepa U ckopocTd oOMeHa PDU TpaHCIIOPTHOTO ypOBHS MEXy KIMEHTCKUMHU
YCTPOWCTBAMH U CEPBEPAMH.

TCP/IP

IP

TCP

UDP

EIGRP

96. VkaxuTe HpOTOKOJ, OOECHeuMBAIOIIMNA PACHIMPEHHYIO 3allUTy NAaHHBIX HAa OCHOBE
mudpoBaHus MpH Nepeade JaHHBIX ceaHca 1o JuHuu VTY:

VPN

SSH

Telnet

VLAN

97. R1#config t

R1(config)#enable password Ciscol23

R1(config)#enable secret Cisco234

R1(config)#service password-encryption

R1(config)#line con 0
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R1(config-line)#password Cisco789

R1(config-line)#end

R1#copy run start

R1#reload

Uro Oynmer B pe3yibTaTe BBOJA 3TOM KOH(UTypaluei, eciu B CICIYIOIUN pa3 ceTeBOi
aIMUHHUCTPATOP TMOAKIIOYUT KOHCOJIbHBIM Kabenb K MaplIpyTHU3aToOpy M HE BBEAET HUKAKHX
JIOTIOJTHUTEIHHBIX KOMaHI?

AMHHHCTpATOPyY HykHO OymeT BBectu Cisc0123

AnmMunHHcTpaTOpy HY*)HO Oyner BBectu Cisco234

AJMHHHCTpATOPY HykHO OymeT BBectu Cisc0789

AJMUHUCTPATOP YBUIUT NpUIJIALIEHME KOMaHIHOU cTpoku R1>

98. Ilonb30BaTENh OTKPHIBAET TPU Opay3epa Ha OJJHOM KOMIBIOTEpE, YTOOBI IEPEHTH HA CAalT
www.mospolytech.ru u HaiiTn MHpOpPMAIMIO O paclHCaHUU dK3aMeHOB. BeO-cepBep oTmpasisieT
oTBeT Ha 3anpoc. Kakyro nHpopMaIuio HCIoIb3yeT cTek mpoTokoaoB TCP/IP kommbioTepa, 4TOOBI
OTIpeNIeNIUTh, KAaKOW U3 TpeX BeO-0pay3epoB OHKEH MOITYYUTh OTBET?

HOMEp MOpTa UCTOUYHHKA

IP-anpec nmomyuarens

HOMEp NOpTa Ha3HAUCHUS

IP-anpec ucrounnka

99. Kak Oyzaer BHIINIANETh MaKCUMalIbHO CkaToe mpeactaBienue |Pv6-ampeca
2001:0000:0000:1B5F:0000:0000:0000:0001?

2001:0: 1 B5F::1

2001:0:0: 1 B5F::1

2001:: 1 B5F::1

2001:0000:1B5F::1

2001:: 1 B5F:0:1

100. CkonbKO aipecoB y3J10B MOKHO Ha3HAuuTh B ceTH 192.168.15.192 ¢ npedpukcom /26

254

126

62

30

256

128

64

32

101. BecripoBOTHOMY KIIMEHTY HEOOXOAMMO OTIPABUTH AJIEKTPOHHYIO TIOYTY HA TOYTOBBIN
cepsep. Kakoii nmpoTokosn OyaeT ncnoiabp30BaThCs MPHU OTIpaBKe?

FTP

HTTP

DHCP

POP3

SNMP

SMTP

102. Kakass koMaHIa MOXET MHCIIOIb30BAThCS [UI OmpeneneHus Toro, kakue TCP-
COEIMHEHUS OTKPHITHI M aKTUBHBI HA CETEBOM Y3JI€, U JJISl IPOBEPKU COCTOSHUS 3TUX COCIMHEHUI.

Nslookup

Netstat

Ping

Traceroute

103. Kakuie pyHKIIMN BBITIOJHSIET KOMMYTAaTOp?

¢dopmupyet TabnMIly MapIIpyTH3aluy Ha OCHOBE repBoro |P-agpeca B 3aromoBkax Kaapos

ucnonb3yer MAC-aapeca UCTOUHMKA B KaJpax JUIsl CO3/IaHUS U MOJEPKAHUSI B aKTyaJIbHOM
cocrosituu Tabnumel MAC-anpecos

nepechbuIaeT KaJaphbl C HeU3BeCTHBIMU |P-agpecamMu Ha3HAYEHHS IUTIO3Y 110 YMOITYAHUIO
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ucnons3yer Tabauiy MAC-agpecoB s mepechUikd KagpoB B coorBercTBuM ¢ MAC-
a/ipecoM Ha3Ha4eHUs

nzydaer MAC-anpeca Ha3HAUEHUS M CO3AAeT Ha UX OCHOBE HOBbIE 3anucH B Tabnune MAC-
aZipecoB

104. Kakas unopmanus 100aBisieTcs BO BpeMs UHKAICYIISAIMK Ha ypoBHE 4 moaenu OSI?

MAC-aapeca HCTOYHHKA U HAa3HAYCHHSI

MIPOTOKOJI YPOBHS MPUIIOKESHUN NCTOUHUKA M HA3HAUYCHUS

HOMeEpa NOPTOB MCTOUYHUKA M Ha3HAUYEHUS

IP-anpec ucrounmka v Ha3HAUYCHUS

105. Tloka3aTh xapakTepUCTUKH pazbema ST7

Pazbem Haze:)xHO (PUKCUPYETCS 3aKPYUUBAIOIIMMCS MEXaHU3MOM 0allOHETHOTO THIIA.

OcHamieHn Mexann3MoM 3anienku push-pull ot obecrieueHus HaIEKHOM YCTAHOBKU

YMeHbIIeHHas: BEpCUSl ONTOBOJIOKOHHOTO pa3beMa. OH HaOHpaeT MOIMyJSPHOCTh H3-32
CBOETr0 HEOOJIBIIOTO pa3Mepa.

106. Ha3oBuTe XapaKTepUCTUKHU, TPUMEHUMBIE K TToAypoBHI0O MAC?

B3aumopeiictByer ¢ 0o0opylnoBaHMEM [Uls YAOBJIETBOPEHHUS TpeOOBaHUI K MpPOITyCKHOMN
CIIOCOOHOCTH U POBEPSET HAJTMYUE OMMOOK B OTIPABICHHBIX U MOJyUYEHHBIX OMTaX.

B3aumMopeiicTByeT ¢ BEpXHUMM YPOBHSMHU JJIs 100aBICHUS NPUKIAJAHOW MHPOPMALUU IS
JIOCTaBKH JIaHHBIX K ITPOTOKOJIaM 00Jiee BBICOKOTO YPOBHS

OcTaeTcst OTHOCUTEIBHO HE3aBUCUMBIM OT (PU3NYECKOI0 000PYAOBaHUS.

Kontponupyer noctynm K cpeae mepegadyd ¢ IHOMOIIBI0 TpeOOBaHWMH K CTaHIapTam
CUTHAJIN3ALUU U (PU3NYECKUM HOCUTEIISM.

VYnpasisier ceTeBoil uHTepdelcHON KapTOil ¢ TOMOIIBIO MPOTPAMMHBIX JPaiBEPOB.

IMoxnep:xuBaet Texuonoruto Ethernet ¢ ncnonszosannem CSMA/CD unun CSMA/CA.

107. OT™MeThTE XapaKTEpPUCTHKH, OTHOCSIIHEC K aapecy FF02::2?

I'pynnma MHOroaapecHoil pacchUIKM JUId BCeX IOJAKIIOYEHHBIX Yy3ino0B IPv6. Ilaker,
OTIIPABIICHHBIH B 3Ty TPYIILY, IPUHUMAETC 1 00padaTbiBaeTcsi BceMu nnTepdeiicamu IPV6 B kanane
WIN CeTH. DTa rpyma apecoB paboTaeT Tak ke, Kak IIUPOKOBeLaTeIbHbIN afipec B mpoTokode |Pv4.

I'pynma MHOTOaqpecHOW pacChUIKM JJIsl BCEX MOAKIIOYEHHBIX MapHIpyTu3aTopoB |PV6.
MapmipyTuzaTop CTaHOBUTCSI YacTbIO 3TOM I'PYIHIbI, KOIJla OH NMEpPEeXoauT noj ynpasieHue IPv6 c
TIOMOIIBI0 KOMaH/IbI II00AIbHON KOoH(HUrypanuu ipv6 unicast-routing. ITaker, oTpaBIeHHBIN B 3Ty
rpymiy, IpuHuMaeTcs U oopabaTeiBaeTcsi BceMu Mapiipytusatopamu IPv6 B kaHase nim ceTu.

108. KakoB nuana3on obmen3BectHbIX moptoB TCP u UDP?

ot 0 mo 255

or 0 no 1023

ot 256 no 1023

ot 1024 no 49151

109. Kakue npuiiokeHus WK CITy>K0bI TO3BOJISIIOT XOCTaM J€MCTBOBATh KaK KJIMEHT U CEPBEP
OJIHOBPEMEHHO?

KITUCHT/CEepBEPHBIE TPUIIOKEHUS

MIPUIIOKEHUS DIIEKTPOHHOM MOYTEHI

P2P npunoxxenus

CITy>KOBI ayTeHTU()UKALUU

110. Kakue tunsr ICMP coobmiennii ssiasarorcst oommmu st ICMPv4 u ICMPV6?

V3en1 Ha3HAUYEHUS WU CEPBUC HEAOCTYIICH

Ornpenenenre UIMEHU XOCTa

Hactpoiika IP

HcTouHuk HeOCTyIIEH

[IpeBbliieH HHTEPBAT OXKUIAHUS

111. Kakue ngBa mpoTOKOJIa MOTYT HCHOJB30BAaThCS YCTPOMCTBAMHU B MpOIIECCE MOAAYU
3asBKH, OTIIPABIISAIONICH JIEKTPOHHYIO OUTY?

HTTP

SMTP

POP
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IMAP

DNS

POP3

112. Kakas xomanga (mpu e€ NpPUMEHEHWH HA MapIIPyTH3aTOPE) MOMOXKET CBECTH K
MUHUMYMY PHCK B3JI0Ma MapoJieid Ha MapIIpyTU3aTOpe METOOM IpyOOii CHITBI?

exec-timeout 30

service password-encryption

banner motd $Max failed logins 5%

login block-for 60 attempts 5 within 60

113. Kakoti hakTop onpenenser pazmep okHa TCP?

00BEM TepeIaBaeMbIX JTAHHBIX

KOJIMYECTBO YCIIYT, BKIIIOUEHHBIX B cerMeHT | CP

00BbEM JaHHBIX, KOTOPBIE ITYHKT Ha3HAYCHHUS MOXKET 00pabaThIBaTh 3a OJMH pa3

00bEM JaHHBIX, KOTOPBIE HICTOUYHUK CIIOCOOCH OTIIPABIISATH OJJHOBPEMEHHO

114. Kakue 3asBnenuns onucsiBaroT coobuienne DHCP Discover?

Hcxonnsiit anpec MAC 48 (FF-FF-FF-FF-FF-FF-FF)

IP-anpec mynkra HazHauenus 255.255.255.255

Coo01eHne UCXOIMT OT cepBepa, npeaiaras |P-aapec

Coo011ieHre UCXOAUT OT KiueHTa, uiyuiero |P-aapec

Bce xocThl monyyarot coodmenue, Ho Toiabko cepBep DHCP oreeuaer

Coo0mienne moy4aer Toibko cepsep DHCP

115. YuuteiBas npedukc riaodanpHON Mapuipytuzanuu /48 u npedukc /64, KakoBa 4acTh
nozcetu cieaytoiero aapeca: 2001:db8:cafe:1111:2222:33:44:5555

2001

db8

cafe

1111

2222

33

44

5555

116. Kakoii Tunt coodmenust ICMPV6 Oyiet oTipaBiasiTh XOCT JJIs OJyYeHHS KOHPUTYpariuu
IPVv6 nipu 3arpyske?

Otser coceanero ysna (NA)

3ampoc cocennero y3ia (NS)

OtBet Mapmipytuzatopa (RA)

3anpoc k Mapmpytuzatopy (RS)

117. Kakue ¢pyHKIIMH BBITIOJIHSAET YPOBEHb NMPEACTABICHUS ?

dopmaTHUpOBaHUE WM TMPEACTaBICHHE IaHHBIX W3 HCXOJHOTO YCTpoHcTBa B (opme,
TIOJIXO/ISAMICH TSl TIOJTYYEHHUST YCTPOHCTBOM Ha3HAYCHUS

CxaTue JaHHBIX TaKUM 00Opa3oM, 4TOOBI MX MOXHO OBUIO pacmakoBaTh Ha YCTPOWCTBE
Ha3zHAYCHUS

IudpoBanre qaHHBIX IS IEpeAadd U TP pOBaHUE TPU TOTYyUYECHUN

OOMeH TaHHBIMH MEXTy TIpOTpaMMaMu

YcTaHOBNIEHUE COSIMHEHUS C TIOITBEPKICHUEM OTIPABICHHBIX JAHHBIX

[Touck HaMITydIIeTo MyTH JTOCTABKU JAHHBIX

ITposepka MAC-anpeca UCTOUHMKA ¥ HA3HAYCHUS

7.7.1IpuMepHBIi CIMCOK BONPOCOB /IVIsl KOHTPOJILHBIX Py0e:Keil ¥ 3allUThI

J1a00paToOpHBIX padoT
Tema 1
1. Kakue snemMeHThI TaHHBIX BKIIOYEHBI B (PU3HUECKYIO TOTIOJIOTHIO?
Cxema IP-agpecanyu
Cxema IMEHOBaHUSI KOMIIBIOTEPOB
Pacnionoxxenue u nnuHa kabenei
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DU3NYECKOE PACIIONOKEHUE BCEX CETEBBIX YCTPOICTB

Pasmep mmpokoBemaTenbHbIX U KOJUIN3UOHHBIX JIOMEHOB

AmnmaparHas KOH(UTYpaIs OKOHEYHBIX Y3JI0B

2. Boibepute yTBepakA€HNUE, OTHOCSAIIEECS K CpeJie Mepeiadyl Ha OCHOBE HEAKPaAaHHUPOBAHHOU
BUTOH IapBbl.

CaMbIil IPOCTOM THI CETEBOTO Kales i yCTaHOBKH

HCIIOJIb3YET CBET JUISl IEPEAAYUM TAHHBIX

HauboJee HIMPOKO UCTIONb3yEeMbIH THII CpPeibl epeaaun

BOCIIPUUMYMBA K JIEKTPOMArHUTHBIM U PaJIMOYACTOTHBIM [TIOMEXam

OOBIYHO UCTIONB3YETCS MEXKTY 3AaHUSIMU

OOBIYHO HUCHOJIB3YETCS MOCTABIIMKOM YCIYT KaOeJIbHOTO TEJICBUICHUS IS MOJIKIIOYCHUS K
HNurepuety

3. Kakoii 6e30macHbIif BHYTPHUIIOJIOCHBIA METOJ] JOCTYyIIa MOXKET UCIOJIB30BaTh KIHEHT IS
MOAKITIOYEHUS K YCTPOUCTBY JUIsl YaJI€HHOTO MOHUTOPUHIA U HACTPONKU?

HTTP

Telnet

KOHCOJIbHBIN IIOPT

SSH

4. Kakoil pe>kuM MapIIpyTHU3aTopa 0ToOpakaeT MpHUrialeHne KOMaHHoi cTpoku Router#?

M10JI30BATENbCKUN PEKUM

MIPUBUIICTUPOBAHHBIN PEXKUM

PEKHUM HACTPONKH

peXHUM III00aTEHON KOH(UTYparun

5. Kakue yTBep:keHuUs OMUCHIBAIOT BHEMOJIOCHOE COeAMHEHHE?

C TOYKHM 3pEHHs YIpaBlIeHHSA CiIyxOamu Oojiee NPEeNNOYTHTEIbHBIN, YeM YIpaBICHUE
YCTPOWCTBOM I10 CETH CPEICTBAMH IPOTOKOJIOB

He TpeOyeT (PU3UIECKOTO MOAKITIOYCHHUS

UCITIOJIb3YETCS JJIs IEPBOHAYAIIBHOW HACTPOMKHU yCTPONCTBA

UCIIOJIB3YET NMPSAMOE KOHCOJIBHOE MOAKII0YEHNE

obOecrieunBaeT Oonbluii HAOOpP (YHKIMOHANBHBIX BO3MOXHOCTEH, 4YeM YIIpaBlICHUE
YCTPOMCTBOM IO CETH CPEJCTBAMH IPOTOKOJIOB

6. Kakue TeXHOIOruH paciupsioT BO3MOKHOCTH yIaJI€HHBIX COTPYAHUKOB MO 0€30MacHOMY
MOJAKTIOYEHUIO K BHYyTPEHHUM pecypcaM KOMIaHUuU?

HTTP

Telnet

FTP

SSH

VPN

7. Kakue mpOTOKONBI HCIONB3YIOTCS JJig TOAKIIOYeHus ycTpoiictBa Cisco mpu
BHYTPUIIOJIOCHOM JIOCTYyTIE?

Telnet

ARP

SMTP

FTP

SSH

8. Kommbrotep, mpeoCcTaBIISIONINIA CBOH PECYPCHI TIOJIH30BATEISIM CETH:

[Tonp30BaTenbCKuii

Kiment

Cepsep

9. O6o001eHHast TeOMETPUYECKask XapaKTEPUCTHKA KOMITBIOTEPHON CETH:

Tonosorus cetn

CeteBoli cepBep

VY naneHHsie ceTeBble KOMITbIOTEPHI

10. I'noGanpHast KOMITBIOTEPHAS CETh MUPOBOT'O YPOBHS:
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DJIEKTpOHHAs MMOYTa

HNutpaner

11. OcHOBHBIMU TUIIAMH KOMITBIOTEPHBIX CETEH SBISIOTCS CETH:

COLMaJIbHBIE, pa3BIIeKaTeIbHbIC, OM3HEC-OPUEHTUPOBAHHBIE

JIOKaJIbHBIE, TJI00aIbHbIE, PETHOHATIbHBIE

KIIMEHTCKUE, KOPIIOPATUBHBIE, MEXKTyHAPOTHBIE

12. TIpoTokos KoMIbIOTEpHOU ceTH - COBOKYITHOCTb:

TexHnueckue xapakTepUCTUKU CETEBOro Tpaduka

DIIEKTPOHHBIN KypHAJI pErUCTPALMM ICUCTBUI MOJIb30BATENICH CETH

[IpaBuna, periiaMeHTHPYIOLINE TPUEM-TIEpeiady, aKTUBAIIUIO TaHHBIX B CETH

13. Ilepenaua Bcex NaHHBIX B KOMIIBIOTEPHBIX CETSAX pealn3oBaHa ¢ MOMOLILI0:CeTeBbIX
POTOKOJIOB

®daiisoBOro ceprepa

E-mail

14. JlokanpHas KOMIBIOTEPHAs CETh 0003HAYACTCS:

LAN

MAN

WAN

15. I'noGanpHast KOMIIbIOTEPHAsS CETh 0003HAYACTCS:

LAN

MAN

WAN

16. Cetb, B KOTOPOIi HET BBIJICJICHHOTO CepBepa, Ha3bIBACTC:

OJIHOYPOBHEBOM

OJIHOPAHTOBOM (ITUPUHTOBOM)

HE MPUBSA3aHHOM K CEpBEPY

17. Tomonorus cetu onpeaensercs CTPyKTypoil:

AnmapaTHOTO 0OecreueHus

[IporpamMmHoro obecnedeHus

CoenuHeHHs y3JI0B CETEBBIMU KaHAJIAMH CBS3H

Tema 2

1. Kakas xomanga OC Windows oToOpakaeT MHPOpPMaLUIO 0 KOMIbIOTEpe, BKIroudas [P-
aapec uHTepdeiica, MacKy MOJCETH, IUII03 MO YMOJIYAHUIO M JOMOJTHUTEIbHYIO MH(OpMAIHIO O
cepsepax DHCP u DNS?

winipcfg /all

Ipconfig

ipconfig /all

Winipcfg

2. YTo TO3BOJSET OTMPABISATH W IMONydYaTh DJIEKTPOHHYIO MMOYTY Ha CaMBIX DPa3HBIX
ycTpoiicTBax?

Bce ycTpoiicTBa ncnosib3ytoT ogHy u Ty ke OC.

[IporpammHoe obecrieueHre MOYTOBOTO CepBepa MOCTABIAETCS OJHUM ITOCTABIUKOM.

VYcerpolicTBa UCNONB3YIOT 0AHO | TO ke [1O modroBoro kineHra.

[ToutoBoe 1O HamucaHO ¢ MCHOIB30BAHUEM CTaHJAPTOB M MPOTOKOJIOB, 00ECTIEUNBAIOIINX
COBMECTHUMOCTb.

3. Uro mpowusoiet npu BeinoiaHeHnn komanasl dirflash: ma mapmpyruzarope?

Conepxxumoe dmam-mamsatu 6yaet nepemenieno B NVRAM.

Omm-naMarte OyaeT crepra

OTtobpaxaeTcst coaepKUMoe (GIIdIII-TTaMSTH.

Omm-naMate 6yaer oThopMaTHPOBaHA.

4. R1#config t

R1(config)#enable password Ciscol23

R1(config)#enable secret Cisco234
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R1(config)#service password-encryption

R1(config)#line con 0

R1(config-line)#password Cisco789

R1(config-line)#end

R1#copy run start

R1#reload

Uro OynmeT B pe3yibTaTe BBOAA 3TOH KOHPUTYpalMel, €CiM B CICAYIOIIUNA pa3 CeTEBOU
aIMUHHUCTPATOP MOAKIIOYUT KOHCOJBHBIM KaOenb K MapLIpyTHU3aTOpy M HE BBEIET HUKAKHX
JIOTIOJTHATEIbHBIX KOMaH/1?

AaMuHHCTpaTOpy Hy)HO OymeT BBectu Cisc0123

AnmMunHHcTpaTOpy HY*)HO Oyner BBectu Cisco234

AJMHHHCTpATOPY HykHO OymeT BBectu Cisc0789

AJMUHUCTpPATOp YBUIUT NpUIJIALIEHHME KOMaHIHOU cTpoku R1>

5. BeibepuTte yTBepikIeHUE, OTHOCALIEECS K KOMaH1aM ping u tracert.

Komanna ping otoOpaxkaet pe3yibTaT IPOBEPKU COSANHEHHS, a KOMaH/1a tracert — HeT.

Komanpa tracert oroOpakaeT Kakyto 4acTh IyTH, 8 KOMaH/a ping 0TOOpa)kaeT TOJIbKO OTBET
OT KOHEYHOI'0 y3Ja.

Komanzs! ping u tracert MOryT oTroOpakath pe3yJbTaThl B Tpa)uyecKoM BHIE.

Komanpa tracert ucrionb3yer [P-anpeca, a komanaa ping — HeT.

6. Ilomp30BaTeNb XOUET MPOBEPUTH COSTUHEHHE MEX Ty XOCTOM 3 1 XocToM 8 B cetu. Kakyto
KOMaH/y MOKHO HUCII0JIb30BATh JUIsl IPOBEPKU COEIMHEHUS?

nslookup

ipconfig

netstat

ping

7. Kakuie maHHbIe MOKHO OIPEIECIUTh C TOMOIIbI0 KOMaH bl ipconfig?

Macka MoJICeTH

Cepsep DNS

¢busnveckuii anpec

IUTI03 110 YMOJTYAHUIO

IP-anpec

Cepsep DHCP.

8. CereBolf aIMUHUCTPATOP MOXKET YCIEUIHO OTIPABUTH 3X0-3alPOC HA CEPBEP IO aJpecy
www.mospolytech.com, HO He MOXeT OTIPaBUTh 7XO-3alpPOC Ha BeO-cepBep KOMIAHUH,
pacroJIOKEHHBIM Ha caliTe MHTEpHET-NpoBaiifepa B Jpyrom ropojae. Kakyro KOMaHIy MOXHO
MCIIOJIb30BATh ISl OTIPEIeNIEHUS] KOHKPETHOTO MapUIpyTH3aTOpa, B KOTOPOM MIPOU30LLIA TOTEPS UIIN
3a/iepKKa IakeToB?

telnet

ipconfig

traceroute

netstat

Tema 3

1. Kaxoii cranaapt oGecrnieunBaeT HanOOIbIIYI0 0OPAaTHYI0 COBMECTUMOCTD C IPEABLIYIIUMHI
CTaHJapTaMH, HO TPHU 3TOM JIEMOHCTPUPYET OONBIIYIO TPOU3BOAUTENLHOCTH?

802.11a

802.11b

802,11g

802.11n

2. Kakue nmapametps! onpezeneHs! cranaapramu WAN?

TUI UHKATCYJISIUU

yIpaBjieHUE TOTOKOM

IP-anpecamms

MOCTABIIUK

MIPOTOKOJI MapLIPYTU3ALIUH.
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(dusnueckas agpecanus

3. Kakue ypoau monenu OSI ommuceiBaroT crangaptel WAN?

TpaHCIIOpTHBIN YPOBEHb

CeaHCOBBIN YPOBEHb

CereBoil ypoBEHb

KananbHblll ypOBEHD

DuU3nYECKUl ypOBEHb

[IpuxnagHoit ypoBeHb

4. Kakue mpuI0KeHHS WU CITyKObI TIO3BOJIIIOT XOCTaM JICHCTBOBATh KaK KIMEHT U CEpBEP
OJHOBPEMEHHO?

KIIMEHT/CEepBEPHBIC MPUIIOKEHUS

HNPWIOKEHUS AIEKTPOHHOM NOYTHI

P2P npunoxxenus

CITY>KOBI ayTeHTHU(DUKAITUN

5. B kakux ciy4asx HEOOXOJUMO YIPABIATh MAapIIPYTHU3aTOPOM IO CETH C IOMOIIBIO
MPOTOKOJIOB?

KOI'Jla MHTEpHET-NpoBaiiiep MOoJyd4aeT AOCTYNl K MapUIpyTH3aTOpy IIOJb30BaTeNs JUIs
KOHTPOJISI HOpMaJIbHOM paboThI

MOJYYUTh JOCTYI M HACTPOUTH MAapIIPYTU3aTOP Mepe]l HadyaloM paboThl B CETH

UCIPAaBUTH OIMUOKY, MIPUBOJUBIIYIO K OTKJIFOUEHUIO CETEBBIX HHTEP(EHCOB Ha poyTepe

B ClTyuae HEKOPPEKTHBIX HACTpOeK KoHuryparmu Tpancasauun NAT

TSl pE3ePBHOTO KOITUPOBAHUS TEKyIel KoH(purypamuu Ha tftp-cepsep

6. Kakue npenmyiecta nucnons3zoBanuss VLAN nonydaer opranuzanus?

OpraHu3alys nojyyaer riOKocTh Oaroiapsi BO3MOKHOCTH TPYNIIUPOBATH MOJIb30BaTENIeH He
10 (PU3NYECKOMY MECTOMOIOKEHHUIO, a MO (PYHKIHIM.

HEepCOHANI OTJeNia U CETEBbIE PECYpChl MOTYT IIEHTPAIM30BAHO OOBEIUHATHCS HA OJHOM
¢u3nIecKOM ydacTke.

KOJIMYECTBO IIMPOKOBEIIATEIBHBIX JIOMEHOB B KOPITOPATUBHOM CETH YMEHBILIAETCA.

OpraHu3anys IMOJIy4aeT BO3MOKHOCTB JIOTMYECKH OTHEJIHUTHh I'OJIOCOBOW M IPYrOMl BayKHBIN
Tpa(uK OT BCEX OCTANbHBIX BUJIOB TpaduKa.

CHIDKAET 3aTpaThl Ha YNPABJICHHUE CETHIO 33 CUET 3aMEHbI OOJIBIIOrO KOJNYECTBA YCTPOUCTB
2-T0 ypOBHS HEOOJIBIIUM KOJIMYECTBOM YCTPOMCTB 3-TO YPOBHSL.

yCTpaHseT HEOOXOJUMOCTh MapIIpyTH3AUU TpaduKa B OOJIBIINX CETSX.

Tema 4

1. Yro Takoe CSMA/CA?

MeTOJ 1ocTyna, uenoiabzyeMbii TexHonoruer IEEE 802.11 ¢ npegorBpaieHneM KOJIU3AN

METOJ JOCTyIa, ncnoib3dyeMslil TexHogoruen IEEE 802.11, uro0Ob1 n3bexath 1yO0nupoBaHus
SSID

METOJ] JI0CTyIa, UCIOIb3yeMblil TexHonorueit nposogHoro Ethernet mis npenorBparieHust
KOJUIM3UHI

METOJI AOCTYIa, UCIIOJIb3YyEeMBbIH 10001 TEXHOIOTHEH, KOTOpasi UMEET Upe3MepHbIe KOJTU3UU

2. B kaxoii obmacti ceTw TpaduK OT APYTHX Y3JI0OB MOXKET IMPHBECTH K TOMY, YTO
NEPEJAOLIUI y3€] OCTAaHOBHUT MEpeNady MAAHHBIX, IOCIE YEro MNepearolIvil y3ed BBDKHAAET
CIy4JailHOe BpeMs Mepe] MOBTOPHOM mepeaadyeit TaHHbIX?

YPOBEHB pacIpeneIcHUs

PO CETH

YPOBEHB JI0CTYIIa

IMPOKOBEIIATENbHBIN JOMEH

JIOMEH KOJUIU3UI

OJIHOPAHIOBasl CETh

3. Kak cBeTOAMOAHBIN MHANKATOP YKa3bIBAET HA TO, YTO Yepe3 MopT nepenaercs Tpaduk?

IIOCTOSIHHO TOPHUT KEJITHIM

MUTaeT

ITOCTOSIHHO TOPHUT 3€JIEHBIM
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HaXOJUTCSI B BBIKITFOUEHHOM COCTOSTHUU

4. Jlns gero HeoOxoaumo HasHaudaTh IP-ampec unrepdeiicy VLANI Ha kommyTtaTope Cisco?

Y9TOOBI KOMMYTATOP MOT BHITIOJTHATH MAPIIPYTH3AIUIO MEX]TY CETSIMU

YTOOBI MOJYYUTh yJIAJCHHBII TOCTYIl K KOMMYTATOpY JJIs1 HACTPOUKH U KOH(OUTYpUPOBaHUS

YTOOBI KOMMYTATOp MOT Tiepechliath |P-makers

co37aTh TOJICETh ¢ HOBBIM |P-anpecom Ha kKoMMyTaTOpe

5. Kakoit yposens monenu TCP/IP uHKancymupyeT makeTsl Ui NepeJadd B Nepearomeit
cpene?

Tpa"cnopTHBIN

Hutepnera

[Ipunoxxenunii

Hoctyna k ceTn

6. Kakoil mpouecc obecrieunBaeT pasielieHHe TaHHBIX Ha Oosiee Menkue OJOKH IS
nocleayomeH nepeaayu.

JICKOMITO3HUIIHS

MYJIbTUIUIEKCUPOBaHHUE

JIeMyJIbTUTUIEKCHPOBAaHHUE

CerMeHTalus

Oydepuzanus

MHKAIICY LU

7. Kaxoii mporiecc o3BOJIsIET HECKOIBKUM IIPOrpaMMaM UCIOIb30BATh CETh OJHOBPEMEHHO.

JEKOMIIO3HLIHS

MYJIBTHILICKCUPOBAHNE

NEeMYJIbTUILUIEKCUPOBaHHE

CerMEeHTaLus

Oydepuzanus

WHKATICY SN

KOMMYTalus

8. Kakas komanna (1pu e€ mpruMeHeHUH Ha MapIIPYTU3aTOPE) TIOMOXKET CBECTH K MUHUMYMY
PHCK B3JIOMa Mapojieil Ha MapIIpyTU3aTOpPe METOIOM Ipy0oii CriIbI?

exec-timeout 30

service password-encryption

banner motd $Max failed logins 5$

login block-for 60 attempts 5 within 60

Tema 5

1. KakoB MAC-aapec HazHaueHus kaapa Ethernet mmpokoBemnaTenbHOM pacChUIKU?

AA-AA-AA-AA-AA-AA

255.255.255.255

FF-FF-FF-FF-FF-FF

1111

2. Kakue naHHBIE MOKHO TOJYYHTh C MOMOIIBIO KoMmaHzbel show mac-address-table Ha
kommyTtarope Cisco?

IP-anpeca HanpsmMyro MOAKIIOYEHHBIX CETEBBIX y3JI0B

MAC-anpeca nopToB KOMMyTaTopa

conoctaBinenne MAC-aapecoB u IP-agpecoB amsi CETEBBIX Y3II0B

MOPT, UCTIOIB3YEMBI KOMMYTATOPOM JUIS IEPECHIIKU KaJIPOB y3ITy

3. Ykaxure MHoroaapecuslii MAC-anpec.

00-FE-C8-B3-1B-4C

FF-FF-FF-FF-FF-FF

01-00-5E-00-00-C8

4. KananbHbII ypOBEHb pa3/iesicH Ha JBa oAy poBHs. O003HaubTe pyHKumu noxyposus LLC.

Copepxut B KaJape MHGOPMAIUIO, YKA3bIBAIOILIYIO, JaHHbIE KAaKOro MPOTOKOJA CETEBOTO
YPOBHSI HHKATICYJUPOBAHBI B TaHHBIA Kaap. JTa nH(OOPMAIHS TO3BOJISET Pa3IUYHBIM IIPOTOKOJIAM
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ceTeBoro ypoBHs, TakuM kak IPv4 u IPv6, coBMecTHO UCHOJIb30BaTh OJUH M TOT k€ CETEBOU
uHTepderc U MOAKITIOYCHUSI.

Jlo6aBisieT ynpaBisioNy o HH()OPMAIIHIO JUIS JOCTABKH MTaKeTa Y371y Ha3HAUCHUSI.

BoinonHseT MHKANCYJSALIUIO JaHHbBIX.

OTBeuaer 3a pa3MeleHne KaJpoB B Cpe/ie Mepelaun 1 yAajJeHne KaJpoB U3 Hee.

5. MeTo/1p1 KOMMYyTAIUHU KaapoB Ha KoMMyTaTopax CiSCO. YKaXuTe Npu3HAKH KOMMYTAIlUH
C TPOMEXKYTOUHBIM XpaHCHHEM. HEOoOXOoauM MJisd aHainu3a KadecTBa oOciyxuBaHus (Q0S) B
KOHBEPIreHTHBIX CeTSAX, rie Tpelyercs kinaccudukanus KaapoB Uil Ha3HAYCHHs MPUOPUTETOB
MPOXOJISIIETO TpaduKa.

KOMMyTaTop Oydepusyer TOIBKO 4acTh Kaapa, HeoOxomumyto mis ureHus MAC-ampeca
Ha3HAuYeHUs, YTOOBI OH MOT OIIPENIeINTh, Ha KaKOH MOPT MepechulaTh TaHHbIE

KOMMYTATOP IOJIyYaeT Kaap MEeTUKOM U BBIYHCIISET HUKInYecKuii n30prTounbiii ko (CRC)

KOMMYTAaTOp 00pabaTbIBaeT KaJphl 0 MEpe MX IMOCTYIUICHUS, JaXKe €ClIU Mepeava ee He
3aBeplIeHa

MO3BOJISIET YMEHBILIUTH MPOITYCKHYIO CIIOCOOHOCTD, 3aHUMAEMY0 TOBPEKICHHBIMH TaHHBIMHU

6. Kakue pyHKIMY BBINTOIHSIET KOMMYTaTOp?

(dhopmMupyeT TabIUIy MapIIpyTHU3alUK Ha OCHOBE mepBoro |P-agpeca B 3aromoBkax KaapoB

ucnonszyeT MAC-aapeca uCTOYHUKA B KaJpax Ui CO3/IaHUS U MOAEPKAHUS B aKTyaIbHOM
cocrosauu Tabnuisl MAC-anpecos

nepechuIaeT KaJpbl ¢ HeM3BeCTHBIMU |P-aqpecaMu Ha3HAYeHUS LIUTIO3Y 110 YMOITYaHUIO

ucnonszyer Tabmuiyy MAC-anpecoB st mepecbuiku KaapoB B coorBerctBun ¢ MAC-
aJpecoM Ha3HaueHUs

n3ydaer MAC-anpeca Ha3HAYCHUS M CO37]aCT HA UX OCHOBE HOBBIC 3anucu B Tadnuie MAC-
aZpecoB

7. HazoBuTE XapaKkTEepUCTHKH, TPUMEHUMBIE K ToaypoBHio MAC?

B3aumoneiictByer ¢ o0opyaoBaHHeM [Jisl YAOBIETBOPEHUS TpeOOBaHUN K MPOIYyCKHOM
CIOCOOHOCTH U TIPOBEPSIET HAJTMYUE OIMOOK B OTIPABICHHBIX U MOJyYEHHBIX OUTaX.

B3aumoielicTByeT ¢ BEpXHUMHU YPOBHSIMU JJIsl 100aBJICHUS MPUKIATHON HHDOpMaMK JUist
JIOCTaBKH JIaHHBIX K ITPOTOKOJIaM 00Jiee BBICOKOTO YPOBHS

OcTtaetcst OTHOCUTENBHO HE3aBUCUMBIM OT (PU3UYECKOTO 000PYIOBAHHSL.

Kontponupyer noctynm K cpene mnepenayd ¢ IOMOIIbI0 TpeOOBaHUUM K CTaHAapTaMm
CUTHAJN3alUU U PU3NIECKIM HOCUTEIISIM.

VYrpasinser ceTeBoil HHTEP(PENCHON KapTOl C TOMOIIBIO TPOrPaMMHBIX ApaiiBEPOB.

IMonnep:xuBaet Texuonoruto Ethernet ¢ ncnonszosannem CSMA/CD unun CSMA/CA.

8. Kakoif meTox MOXHO HCIONIB30BaTh JJs HacTpolku Kommyraropa Cisco mepen
npumeHenueM [P-agpeca k uaTepdeiicy ynpasiaeHus?

[Tporpammuoe odecnieuenue CiscoView, ucnonb3yromiee Vian 1

Wurepdeiic komananoii ctpoku Cisco 10S ¢ ucnonszoBanuem Vlan 1

Cisco Device Manager ¢ ucronbs30BaHueM KOHCOJIBHOTO IOPTa

Wurepdeiic komananoii ctpoku Cisco 10S ¢ ncrnonb3oBaHneM KOHCOIBHOTO MOPTA

Tema 6

1. Kakume yrtBepxaeHus onuceiBatoT Tabmuny ARP u  Tabmuny wmapmpyTusanun
MapuipyTusaropa?

Tabnuia MappyTH3ai COACPKUT UHHOPMALIHIO O CETSIX U 00 OTAENBHBIX y3/Iax.

Tabmuua ARP copepxut nHdopmaruio 06 OTIeNbHBIX y37aX, a HE O CEeTAX.

Tabnuiia MapmIpyTH3AIMH COJIEPIKUT HHPOPMAIIHIO O CETSIX, a He 00 OTIENBHBIX y3Jax.

Tabmuua ARP comepxut nHpopMaIuio o ceTsx, a He 00 OTAETbHBIX y3/Iax.

Tabnuira MapIpyTU3aIuu COIEPKUT HHPOPMAITHIO 00 OTAEITBHBIX y3JIaX, a HE O CETSX.

Tabmuua ARP copepxxut nHpOpMaIuio o ceTsx 1 00 OTAETbHBIX yCTPOHCTBAX.

2. CnenuaiaucT CIy»KObl TEXHHYECKOW TMOACPKKH TO0I03PEBAaET MPOOJIEMY Ha CETEBOM
ypoBHe mojaenu OSI. Kakue Bormpocs! 10JKeH 3a4aTh CIELHUAIUCT, YTOOBl OOHAPYKUTH MpodIeMy
Ha CETEeBOM ypOBHE?

Bam koMmnbioTep HacCTpOEH Ha UCTONIb30BaHKe poTokona DHCP?

MoskeTe 1 BbI 3aiiTH Ha WWW.mospolytech.com?
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IToxxmroueH J1u Ball ceTEBON KaOein?

YcenenrHslil i 3X0-3anpoc, OTIPABICHHBIN Ha MUTI03 MO0 YMOTYaHUIO?

Buaure nu Bl MHAMKATOpP COSAMHEHUS HA CETEBOI myare?

3. ¥Y3en A wmactpoen c IP-ampecom 192.168.39.43, a y3en B nHactpoen ¢ IP-agpecom
192.168.39.49. O6a y31a UCMONB3YIOT OAHY U Ty K€ MacKy mojcetu 255.255.255.240, HO HE MOTYT
OTIIPABJIATH 3X0-3aIPOChl Ipyr Apyry. Kakoe cereBoe ycTpoilcTBO TpedyeTcs Uit CBSA3U 3TUX ABYX
y3710B?

KOMMYTAaTop

KOHIICHTPATOP

cepsep

MapIIpyTU3aTOP

4. Kakre yTBEp KI€HHUS OIUCHIBAIOT Pe3yIbTarT BeimoaHeHuss Koman sl iproute 0.0.0.0 0.0.0.0
192.168.1.1 na mapurpytusarope?

Ecnu MapuipyT K ceTd Ha3HauY€HUSI HEU3BECTEH, TAKET OTHpansiercs B ceTb 192.168.1.1.

Hoctyn k ynanennoit cetu 192.168.1.0 Bo3moxkeH uepe3 1000 nuHTEepdeiic.

MapuipyTtuzatop He MOKeET 1octuub cetu 192.168.1.0.

Bce nakersl, osry4eHHbIE MapUIPyTU3aTOPOM, OTIIpaBIIsItOTCS Ha agpec 192.168.1.1.

B tabnuiy mapuipyTtuzanum 100aBiaseTcss CTAaTUYECKUH MapIpyT MO YMOTYAHUIO.

5. Kakme ™eroapl HCHONB3YIOTCA JUId JOOABICHUS YJOAJIEGHHBIX ceTell B Tabiuily
MapuIpyTu3auuu?

akcrioptupytores u3 tadsmibsl MAC-anpecos

BBOJSTCS] aIMUHUCTPATOPOM

UMIOPTUPYETCS U3 (hIIem-IIaMsATH poyTepa

J00ABJISIOTCS Yepe3 MPOTOKOI MapUIpyTH3AUU

N00aBIISAIOTCS TyTeM IIMPOKOBEUIATENbHON TIepelaud HUX CETeBOro ajpeca CeTeBOM
uHTeperCcHON TUIaTon

J00aBIISIIOTCS C TOMOIIIBIO TTPE0Opa30BaHUs aIPECcCOB

6. Kak Mapmipytuszarop moiydaeT MHPOPMAIUIO O HAWIYYIIEM MapuipyTe MPH OTIpPaBKe
nakeTa Ha yAaJeHHBIN y3en?

U3 KOH(GUTYpaIMOHHOTO (aiina, XpaHs;Ierocs B ONepaTUBHON MaMATH

ot |0S, xpansimumucs Bo GrdII-naMaTi TaHHBIMU

u3 nepenanHoro |IP-nakera

U3 TaOJIUIIBI MapIIPYTU3ALNH, XPAHSIIEHCS B ONIEPAaTUBHOMN MTAMATH

7. Ha mapmpyTtuzatope HE0OXOJMMO HACTPOUTH HOBYIO ceTh. Kakue 3amaun HEOOXOAUMO
BBITOJIHUTD JUIS PeaIH3aluy JUHAMUUECKON MapLIpyTU3aLuy JUIsl HOBOU ceTn?

Hasnauuts unrepoeiicy IP-aapec u macky nojceru.

OO6HOBUTH HH(OpManUIo 0 KoHHTyparun iPhost, ykazas ums ycrpoiictsa u |IP-aapec HoBoro
uHTepdeiica.

HacTtpouTts mpoTOKOS MapLIpyTH3alUHU, UCIOIb3yEeMbI Ha BCEX APYTUX KOPHOPATUBHBIX
MapIIpyTU3aTopax, ¢ HHpopMalred 0 HOBOU CeTH.

BriOparh HacTpanBaeMblil TPOTOKOJ MapLIpyTU3ALINH.

HacTtpouTts npotokxon Mapuipytusanuu ¢ |P-agpecom u Mackoi mojiceTu HoBoro uHTepdeiica.

Hactpouts npotokon mapupytusaiuu ¢ |P-aapecom HOBOI ceTH.

8. CereBoii crienamicT HACTpauBaeT HOBBIM MapiipyTusatop. MHTepdericsl HaCTPOCHBI, HO
IPOTOKOJIBI MapLIPyTH3alMK WM CTaTUYECKHE MapUIpyThl elle He HacTpoeHbl. Kakue mMapuipyTs
YK€ TIPUCYTCTBYIOT B TaOJIHIIE MAPIIPYTHU3AIHH?

MapIIpyThl OTCYTCTBYIOT, TAOJIUIAa MAapLIPyTU3ALIUU ITyCTa.

MpsIMbIE€ COETUHEHUS

MapIuIpyTHI 0 YMOTYAHUIO

MapIuIpyThl IIUPOKOBEHIATEILHON PACCHUIKU

9. Kakue 3a1auu pemiaroT mpoOTOKOJIBI MAPIIPyTH3AIUHU?

MH(OPMHUPOBAHKE Y3JI0B JIOKAJIBHOM CETH O HOBBIX a/ipecax HUII030B 110 YMOIYaHUIO

W3y4YeHHUE JOCTYMHBIX MAPIIPYTOB KO BCEM ITyHKTaM Ha3HAYCHHS

yJAajJeHue MapIIpyTOB U3 TaOIUIBl MAapIIPYTHU3ALIMU MTOCIIE UCTEUEHHUS CPOKa ACHCTBUS
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o0ecrieyeHne CXeMbl aIpecaluy sl UACHTU(UKALIUHN CeTeH

pa3MelleHre HaWTy4dlero MapuipyTa B TabIuLe MapIIpyTU3aLUH

TPAHCIIOPTUPOBKA MOJIb30BATEIBCKUX JAHHBIX B CETh HA3HAUECHHUS

10. KakoBo HawmtydIiee CyMMHUPOBAaHHE MapIIPYTOB JJIsl CIASAYIOIIETO CITUCKA COCTUHECHHM?
209.48.200.0 209.48.201.0 209.48.202.0 209.48.203.0 209.48.200.0/20.

209.48.200.0/22

209.48.201.0/20

209.48.201.0/21

11. Kakue npeumyuiecTBa CTaTUYECKON MapLIpyTU3alUU 110 CPAaBHEHUIO C AMHAMHUYECKOM
MapupyTu3auen?

OoJiee Ha/IeKHA, IOCKOJIBKY MapIIPyTH3aTOPhl HE OOBABISIOT MAPIIPYTHL.

IpoILe aIMUHUCTPUPOBATh KOH(PUTYPALIUIO CETH.

o0ecrieynBaeT MacTabupyeMOCTb CETH.

MEHbIIIE M10/IBEP)KEHA OIINOKaM.

MeHbLue 3arpyska L1

12. Kakoifi mpoTOKOJ OTBEYaeT TOJNBKO 3a CTPYKTYpY, aJpecalyio U MapLIpyTHU3ALHUIO
[IAaKETOB, HO HE ONPEENISIET, KaK OHU JIOCTABIISIOTCS MJIU MIEPEAt0TCs 110 CETH.

TCP/IP

IP

TCP

UDP

SMTP

Tema 7

1. KakoBa 1o yMoI4aHMIO Macka MmojceT s aapeca 172.31.18.2227

255.0.0.0

255.255.0.0

255.255.255.0

255.255.255.254

255.255.255.255

2. Kakas Macka mojiceTu yka3aHa B ceTeBoM azapece 172.16.4.8/187?

255.255.0.0

255.255.128.0

255.255.192.0

255.255.224.0

255.255.240.0

255.255.248.0

255.255.252.0

255.255.254.0

3. Eciin ceTeBoii aAMMHUCTpATOP NMPUMEHAET MacKy mojaceT 255.255.255.248, ckonbko IP-
aJpecoB MOXHO HAa3HAYUTh y3Jam?

6

30

126

254

510

1022

4. K xakoif cetn mpuHa/UIe)KuT XocT ¢ IP-anpecom 172.32.65.13 u mackoil moacetu mo
YMOJTYaHUIO?

172.32.0.0

172.32.32.0

172.32.65.0

172.32.65.32

5. Kaxoit u3 IP-anpecos sBisercs agpecoM MOJCETH, €CIU I pa3[esieHUs Ha IOJACETU
UCIIOJIb30BaIach Macka /26?7
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172.16.43.16

172.16.47.224

172.16.128.32

172.16.157.96

172.16.192.252

172.16.243.64

6. Jlst yero Hy’>kHA MacKu OJCEeTH?

Macka nojceTs UCHOIb3yETCs 71 onpeaeneHus ceteBoit yactu IP-agpeca.

Macka mozceTd Hcmosb3yercs s pa3douenus 48-OutHoro anpeca Ha OUl u cepuitnblit
HOMEp MPOU3BOIUTELS.

Macka nozcetu TpeOyeTcs, eCly 103 110 YMOJIIYaHUIO HE YKa3aH.

Macka nozacetu TpeOyeTcsi TOJIBKO IPU 3aMMCTBOBAaHUU OUTOB B CETH

7. Ykaxkute MHOToaipecHsle |P-anpeca?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 no 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

8. Ykaxxute MHOTOaapecHbIe |IP-aapeca B 1okaibHOM ceTu?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 no 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

9. Vkaxute obmenoctynnsle (myoinynblie) 1 yactHele |P-agpeca?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

10. Ykaxure loopback IP-anpeca?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

11. VkaxwuTte nokansuble |P-agpeca kaHaiaos?

¢ 10.0.0.0 mo 10.255.255.255
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¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 o 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

12. Vxaxwure IP-anpeca TEST-NET?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 no 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

13. Vkaxute skcniepuMeHTanbHble |P-anpeca, 3ape3epBHpOBAaHHBIC JJISI MCIIOJIB30BAaHHUS B
Oymymiem?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

Tema 8

1. CereBoii anpec kinacca C MOXKHO pa3enuTh Ha § mozcerel. Mcnonb3ys macky noaceru
nepemeHHoro pasmepa (VLSM), kaxayro U3 3TUX MOJACETeH MOXKHO pa3/IeNuTh Ha 8 0ojiee MEJKUX
nojcereil. Kakyro Macky mojceT# HeOOXOIUMO HCIOIB30BATh JUIS TONYYEHHUS! 8 MPUTOMHBIX IS
UCIIOJIb30BaHUS aIpeCOB y3J10B?

126

127

128

129

/130

/31

2. Kakue u3 agpecoB sBIAIOTCS agpecamH mojcet, eciu 172.25.15.0/24 nomnonHUTENbHO
pa30uT HA MOJICETH IIyTEM 3aMMCTBOBAHUS IONOJHUTENbHBIX YEThIpEX OUTOB?

172.25.15.0

172.25.15.8

172.25.15.16

172.25.15.40

172.25.15.96

172.25.15.248

3. CornacHo cxeme, Juist HOBOro kaHnana Ethernet rpeGyercst nonoHUTENBHAS TOJCETH MEKILY
MapuipyTuzatopoM | m mMapmpyrtuzatopom 2. Kakue aapeca NoaceTH AO0JKHBI ObITh HACTPOEHBI B
3TOHN ceTH, 4ToObI 00ecneuynTh MakCUMyM |4 HCIONB3yeMbIX aJpecoB JUIsl JAaHHOTO KaHala Ipu
H0TEepPEe MUHUMAJIbHOE KOJIMYECTBO aIpecoB?

192.1.1.16/26

192.1.1.96/28
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192.1.1.160/28

192.1.1.196/27

192.1.1.224/28

192.1.1.240/28

4. CKOJIBKO a/IpeCcOB y3JI0B MO>KHO Ha3HAa4MTh B ceTu 192.168.15.192 ¢ mpedurcom /26

254

126

62

30

256

128

64

32

5. Kak Oyzmer BHIINIAAET, MaKCHMaJIbHO cCkatoe nmpexactaBieHue IPv6-ampeca
2001:0000:0000:1B5F:0000:0000:0000:0001?

2001:0: 1 B5F::1

2001:0:0: 1 B5F::1

2001:: 1 B5F::1

2001:0000:1B5F::1

2001:: 1 B5F:0:1

6. YuureiBasg npedukc riodanbHON MapuipyTtusanuu /48 u mpeduxc /64, KakoBa 4acTb
nojaceru creayromiero aapeca: 2001:db8:cafe:1111:2222:33:44:5555

2001

db8

cafe

1111

2222

33

44

5555

7. Uto MOXeT caenarb agMHHUACTpaTop ¢ momomsio VLSM (ceTeBbIX Macok MepeMeHHOM
JUTUHBI)?

ucnoas3oBaTh RIPV] B kauecTBe npoTokoia MappyTu3anuy BO BCEl aBTOHOMHON CUCTEME

UCII0JIb30BaTh HECKOJIBKO MPOTOKOJIOB MapILIPyTU3aLlMU B ABTOHOMHOM CHCTEME

UCIOJIb30BaTh HECKOJIBKO MAacOK MOJICETH B OJHOM npocTpaHcTse IP-anpecos

HCIIOJIB30BATh €IMHYIO0 MAaCKy ITOJCETH BO BCEMl aBTOHOMHOW CHCTEME.

Tema 9

1. Kakme mnpoTOKOJBI NPHUKIAAHOTO YPOBHA MCHOJB3YKOT B KayeCTBE IPOTOKOJIA
Tpa"cnopTHoro yposss UDP?

SMTP

DNS

HTTP

ICMP

TFTP

SNMP

2. Cerment, aapecoBanHbli TCP-mopry 21, moctymaer Ha cepBep. Kakas ciryx0a
NPUKJIAJHOTO YPOBHS ABISETCS MOMyYaTeIeM 3TOr0 cerMmeHTa’?

IMAP

HTTP

POP3

HTTPS

FTP

3. Jns yero HeoOXOAMMO, YTOOBI Y37bl MCTOYHUK M Ha3HAYCHUS CHHXPOHH3HPOBAIU
MOPSAKOBBIE HOMEPA BO BpEMsI TpeXdTAamHOro pykonoxatus TCP?
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YTOOBI CO3/7aTh APy COKETOB JJISl COSAUHEHHS MEXKITy Y3J1aMu

YTOOBI y3€J MOT ONPEENIUTh, KAKOE MPUIIOKEHHE SIBJIIETCS Ha3HAYCHHUEM CETMEHTOB

YTOOBI MPEAOCTaBUTH HHPOPMALIMIO O Y3JIe Ha3HAUCHHS TSl CETEBBIX Y3JIOB, Yepe3 KOTOPhIe
MPOXOJUT MAPUIPYT

9YTOOBI 002 y3J1a MOTJIN OTCJICKHUBATH OTIIPABICHHBIE U TIOJTBEPIKICHHBIE CETMEHTBI

yTOOBI YKa3aTh BpeMsi mpeoOpa3oBanus [P-aapeca y3na

JUIS UAICHTU(HUKAIIMY TTOTEPSIHHBIX CETMEHTOB, KOTOPbIEe HEOOXO0AUMO MEepeaaTh MOBTOPHO

4. TTouemy VoIP u BuneoTpaduk ucnoias3yroT mpotokos UDP?

TpeOyeTcsi TocTaBKa BCEX CETMEHTOB, HE3aBUCUMO OT 3aICPIKKH.

rapaHTUPYeT IOCTaBKY U MOATBEPIKICHUE TOTYyUYEHUSI CETMEHTA JIaHHBIX,

MI03BOJISIET M30€XKaTh 3aJIeP’KEK, BbI3BAHHBIX IIOBTOPHOM mepeaaydeid, 4ToObl rapaHTHPOBATh
JIOCTAaBKYy CErMeHTa

TPEXCTOPOHHEE KBUTHpOBaHue, ucnonbdyemoe B UDP, yckopser nmepenady rojoCOBBIX U
BUJICOJJTAHHBIX

5. KakoBsl aBe obume xapaktepuctuku T CP u UDP?

pa3Mep OKHa [0 YMOJIYaHUIO

0€3 YCTaHOBJICHUSI COCTUHEHUS

HyMepaIus IopToB

3-3TarHoOe PyKOMOXKATHE

BO3MOXKHOCTb I€peAaBaTh rojioc

HCIIOJIb30BAaHUE KOHTPOJIBHOW CYMMBI

6. [Ipunosxxenus, ucnonb3yromue mporoxkon TCP:

FTP

HTTP

SMTP

Telnet

DNS

SNMP

TFTP

DHCP

VolP

IPTV

7. Ilpunosxxenus, ucnonb3ytomue nporoxosa UDP:

FTP

HTTP

SMTP

Telnet

DNS

SNMP

TFTP

DHCP

VolP

IPTV

8. OmpenenuTte TPOTOKOJ, HCIIOJB3YIONIMNA IEPEYNCICHHBIE OCHOBHBIE OIEparuy s
oOecrieueHHs Ha/IeKHOH Mepelaul JaHHBIX 110 CETH:

noBTOpHYIO niepeaady PDU TpaHCTIOpTHOTO YPOBHS ¢ HENOATBEPKICHHBIMH JAHHBIMH ITOCIIE
3aJJaHHOTO BPEMEHH OKUIAHUS;

orcnexxuBanue konnyectBa PDU TpaHCOpTHOTO ypOBHS, OTIPABIEHHBIX HA TOT WJIK MHOU
y3€J1 TEM WM UHBIM NIPWIOKEHUEM, U MOATBEPKACHHE MoJ1ydeHHbIX PDU;

KOHTPOJIb pazMepa U ckopocTu ooMeHa PDU TpaHCTIOPTHOTO ypOBHS MEXKIY KIMEHTCKUMU
ycrpoiictBamu u cepsepamu. TCP/IP

IP

TCP

UDP
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EIGRP

9. Ionp30BaTeNb OTKPHIBAET TPU Opay3epa Ha OJHOM KOMIBIOTEPE, YTOOBI IEPEUTH Ha CANT
www.mospolytech.ru u HaiiTn HHpOpPMAIMIO O paclHCaHUU dK3aMeHOB. BeO-cepBep oTmpasiser
oTBeT Ha 3anpoc. Kakyro nHpopMaIuio HCIoib3yeT cTek mpotokosioB TCP/IP kommbioTepa, 4TOOBI
OTIpeNIeNIUTh, KAaKO! U3 TpeX BeO-0pay3epoB IOHKEH MOITYYUTh OTBET?

HOMEp MopTa UCTOYHHKA

IP-anpec nmomyuarens

HOMEp NOpTa Ha3HAUCHUS

IP-anpec ucrounnka

10. Kakast komaHa MOXET MCTIOJIB30BaThCS JIs ONpeiesieHus: Toro, kakue T CP-coennuenus
OTKPBITHI M aKTHBHBI Ha CETEBOM Y3JI€, ¥ JUISI IPOBEPKH COCTOSIHUS STHX COSIUHEHHA.

Nslookup

Netstat

Ping

Traceroute

11. KakoB nuarna3on o6men3BecTHbIX mopToB 1CP u UDP?

ot 0 1o 255

ot 0 no 1023

ot 256 no 1023

ot 1024 no 49151

12. Kaxkoii pakrop onpenenser pazmep okHa TCP?

00BbeM mepeaBaeMbIX TaHHBIX

KOJIMYECTBO YCIIyT, BKIIOUEHHBIX B cerMeHT T CP

00BEM JTaHHBIX, KOTOPbIE IYHKT Ha3HAYEHUSI MOXKET 00pabaThiBaTh 3a OJIMH pa3

00BEM JaHHBIX, KOTOPBIE HICTOUYHUK CIIOCOOCH OTIIPABIISATH OJHOBPEMEHHO

Tema 10

1. Kakue (pyHKIMM BBIIOJIHSAET YPOBEHD MIPEICTABICHUS?

dopmaTHpoBaHUE WM MpPEACTaBICHHE ITaHHBIX W3 HCXOAHOTO YCTpoWcTBa B (opme,
MOJXOAAIICH /ISl IOTYYEeHHUsI YCTPOICTBOM Ha3HAYCHUS

CxaTue JDaHHBIX TaKUM 00Opa3oM, 4TOOBI MX MOXHO OBUIO pacmakoBaTh Ha YCTPOWCTBE
Ha3HAuYCHUS

udpoBanre qaHHBIX IS IepeAaydd U ISP pOBaHUE MPU TOTYyUYECHUN

OOMeH TaHHBIMU MEX1y IporpaMmmMamMu

YcTaHOBNIEHUE COSIMHEHUS C TIOITBEPKICHUEM OTITPABIEHHBIX JaHHBIX

[Tounck HammydIIero myTu JOCTaBKU JAHHBIX

ITpoBepxka MAC-aapeca UCTOYHHMKA ¥ HA3HAYCHUS

2. Kakue 3asBnenus onuceiBaroT coodmenne DHCP Discover?

Ucxonnsriit anpec MAC 48 (FF-FF-FF-FF-FF-FF-FF)

IP-anpec mynkra HazHaueHus 255.255.255.255

Coo01enne UCXOANUT OT cepBepa, npeiaras |IP-agpec

CooO1ieHre UCXOUT OT KJIMeHTa, uiyiero |P-anpec

Bce xocThI momyyarot coobienue, Ho Toibpko cepsep DHCP oreuaer

Coobmenue nmomyyaet Toiabko cepsep DHCP

3. Kakue nBa mpoTOKOIa MOTYT HCITOJTB30BAThCS YCTPOUCTBAMH B IPOIIECCE MTOIaYH 3asiBKH,
OTIIPABIISIONICH HIIEKTPOHHYIO TOUTY?

HTTP

SMTP

POP

IMAP

DNS

POP3

4. becnpoBOJHOMY KJIMEHTY HEOOXOAMMO OTMIPABUThH AJIEKTPOHHYIO MOYTY HA MOYTOBBIN
cepsep. Kakoii nmpoTokos OyaeT ncnoiabp30BaThCs MPU OTIpaBKe?

FTP
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HTTP

DHCP

POP3

SNMP

SMTP

5. B MOMEHT NOIKIIIOYEHHUS TIOYTOBBIM KJIMEHT 3arpy’kaeT BCcE COOOIEHUS Ha CBOE
YCTPOMCTBO, a 3aTeM yAAJIAeT UX C MOYTOBOro cepeepa. Kakoi TN NOAKIIOYEHUS KIMEHTA JIe1acT
3TO MO0 YMOJIYaHUIO?

SMTP

IMAP

POP3

POP1

6. Kakue npoToKOJIbI ONPEeIisioT, KaK OYTOBBINA KIIMEHT MOJIydaeT MOUTy ¢ cepBepa’

Telnet

FTP

IMAP

HTTP

SMTP

POP3

7. BeiGepuTe mpoTOKOJIBI, OTHOCSIIUECS K MMPUKIIATHOMY YpoBHIO Mozaen OSI.

FTP

DSL

ARP

POP3

TCP

DHCP

8. VkaxuTe NpoTOKOJI, 00ECHeuMBaIONIMK pPACHIMPEHHYIO 3allUTy JAHHBIX Ha OCHOBE
mupoBaHUs IPH Mepeade TaHHbIX ceanca mo JuHuu V1Y

VPN

SSH

Telnet

VLAN

7.8.Ilpumep u3 tecta B cucreme JIMC.
becripoBogHOMY KJIMEHTY HEOOXOJMMO OTHPAaBUTh 3IEKTPOHHYIO IOYTY Ha MOYTOBBIN
cepsep. Kakoii nmpoTokos 6yaeT ncnoiabp30BaThCs MPH OTIpaBKe?

« FTP

« HTTP

* DHCP

* POP3

* SNMP

* SMTP

7.9.1Ipumep odopmiieHHs IK3aMEeHAIIMOHHOT0 OUJIeTa

MUHUCTEPCTBO HAVKHU U BBICIIIET'O OBPA3BOBAHU S POCCUMCKOM

®EJIEPALIINA
DOEJIEPAJIBHOE TOCYJAPCTBEHHOE ABTOHOMHOE OBPA30BATEJIbHOE YUPEXIEHUE BBICILIEI'O OBPASOBAHI S

«MoOCKOBCKH IMOJTUTEXHUYECKU YHUBEPCUTET
(MOCKOBCKHNU ITOJINTEX)

3K3AMEHAL[I/IOHHI)II>'I BUJIET Nel
10 JUCIUTUINHE
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((OCHOBBI CCTCBBIX TGXHOJ’IOFHﬁ»
HanpasyieHue noarorosku 09.03.01
«MHpopmaTHKa U BEIYUCITUTEIbHAS] TEXHUKA

BOIIPOCHI:

1. Meton noctyna CSMA/CA.
2. MeTozp1 KOMMyTalMK KaJpoB Ha kKommyTaTopax Cisco.

3. Ri#config t

R1(config)#enable password Ciscol123

R1(config)#enable secret Cisco234

R1(config)#service password-encryption

R1(config)#line con 0

R1(config-line)#password Cisco789

R1(config-line)#end

R1#copy run start

R1#reload

Yro OyneTr B pe3yibTaTe BBOJA 3TOH KOH(UrypauueH, eciu B CIEAYIOUMNA pa3 ceTeBOi
aJMMHHUCTPATOP MOAKIIOUYUT KOHCOJBHBIM Kabeslb K MaplIpyTH3aToOpy M HE BBEIET HHUKAKUX
JIOTIOJIHATEIIbHBIX KOMaH[?

AnmMuHHCTpaTOpy HY)HO Oynet BBectu Cisco123

AnmMuHHCTpaTOpy HYKHO Oynet BBectu Cisco234

AnmMuHHCTpaTOpy HY)HO Oynet BBectu Cisco789

AJIMMHHCTPATOP YBUAUT MpUTJalieHHe KOMaHIHOU cTpoku R1>

YTBepxKaeHO: / /<« » 20 r.
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