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1 He.)'[l/l, 3alavi U IVIAHUPYEMBIC PE3YJbTaTbl oﬁyquI/m o AMCIOMIIJIMHE

Leablo npenoaaBaHus AUCHUILUIUHBL SBISETCS (OPMHUPOBAHUE Y CTYACHTOB 3HAHUHN B 00JIACTH
MOHUTOPHHTIA U ylipasieHne nHuuaesramu Ub.
3agaum npenojaBaHys JUCLMUILIAHBL

° U3y4YeHHE  NPUHLUUIOB  (QOPMHUPOBAHUS  KOMIUIEKCa Mep 1o  00ecrnedeHHIo
UH(POPMALIMOHHOM 0€30MaCHOCTH NMPEANPUATHS (OpraHU3aLUN);
o M3y4YEHHE METOJIOB OpraHM3alli M YIpPaBJIEHUS JESITENbHOCTb CIY>KO 3aIMThI

uHGOpMaIMU Ha MPEATPUSTHH.

B pe3ynbprate OCBOCHUWS MUCHUIUTMHBI « MOHHUTOPWUHT COOBITHH ¥ yIpPaBICHUE WHIUICHTAMU
(SIEM)» y obyuaromuxcsi (OpMUPYIOTCS CIEAYIOMME KOMIETEHIIMM | JOJDKHBI OBIThH
JOCTUTHYTHI CIICAYIOIINE Pe3yJbTaThl OOYYCHHS KakK dTam (OPMHUPOBAHUS COOTBETCTBYIOIIMX
KOMIIETCHIIUM:

3HATh:

- MPUHIUIBI (POPMHUPOBAHUS KOMILIEKCca Mep Mo obecredeHn0 HHPOPMAIIMOHHOM 0€30MacHOCTH
OpeanpusITHs (OpraHu3aum);

BIIQ/ICTh:

- METOJaMH OpTaHM3AlMH W YIPABJICHUS JEATSIBHOCTh CIIYXkO 3alUThl HWHPOpPMAIMH Ha
MPEINPUITHH.

OOyuenue mno aucuuiuinHe «MOHUTOPHHI COOBITHMHM M ynpasieHue uHiuaeHTamu (SIEM)»
HaIpaBJeHO Ha opMupoBaHUE Yy 00YUAIOIIMXCS CASAYIOMINX KOMITETCHITHI:

Koa n HamMeHOBaHUe KOMIIETEHIM A NHaukaTopbl JOCTHKEHUS] KOMIIETEHIIUN
[TIK-6. CiocobeH npuHUMAaTh y4acTHe B NIIK-6.1. 3naer npuHOmnsl (GopMUpOBaHUS
(hopMHUPOBaHUH, OPTAHU30BHIBATEH U KOMILIEKCa Mep 1o 00ecCTIeYeHNIO
MOJIZIEPKUBATH BBITMOJIHEHNE KOMIUIEKca Mep | HHQOpMaIMOHHON 0e30MacHOCTH
10 00ecTieYeHNnI0 HHPOPMAIMOHHOM IpeaNpUsATHs (OpraHU3alum);
0€301acHOCTH, YIIPAaBJIAThH MPOILIECCOM HUX NIIK-6.2. Brnaneet MeTojaMi OpraHU3aluu U
peanusanuy; YOpPaBIEHUS JAESITEIBbHOCTh CIYXO 3alllUThI

nH(bOpMalliK Ha PEATNPUSTHH.

2 MecTo TUCHUIIMHBI B CTPYKTYpe 00pa3oBaTe/ibHOH NPOrpaMMbl

Jucrtunmaa « MOHUTOPHHT COOBITUH U yripaBieHune nHIuaeHTaMu (SIEM)» oTHOCHTCS K YncTy
y4eOHBIX TUCHUIUIMH o0s3aTtenpHON yacTu (b1.1) ocHOBHO# 00pa3oBaTenbHON MPOTPaMMBbI
(b1.1.28).

W3ydyeHne IUCHMIUIMHBI OMHPAETCS HA 3HAHUSA, YMEHHUS W HAaBBIKH, NPHOOPETEHHBIC B
IpeIuIecTBYOIUX AUCHUIUIMHAX: «be3omacHocTh  omepanuoHHbBIX cucteM  Windowsy,
«be3zonacHOCTh  omepanMoHHBIX cUcTeM Linux» «be3omacHOCTh ceTel  SJIeKTPOHHBIX
BBIYMCIIUTENIbHBIX MAIIHHY, « AHAIN3 3alIUIIEHHOCTA CHCTEM»

3 CTpyKTypa U cojepKaHue TUCHUIINHBI

OO6miast TPyZOEMKOCTh JUCHUIUIMHBI COCTaBiseT 4 3aueTHbIX enuHuI, T.e. 144 dacoB
(mabopatopHble 3aHSATHS — 72 4Yaca, camMOCTosITeNbHas pabota — 72 Yaca, (hopMa KOHTPOJIS —
9K3aMEH, KYPCOBOM MPOEKT) B 5 ceMecTpe.

CtpykTypa U coaepKaHue AUCHUILTUHBI « MOHUTOPUHT COOBITUN W yIpaBlIEHUE WHIUACHTAMU
(SIEM)» 1o cpokam 1 BH1aM padOThl OTPAXKEHBI B TIPUIIOKCHUH
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3.1 Bwuabl yueOHOM padoThl U TPYA0EMKOCTH
(mo dopmam oOy4deHus)

3.1.1 Ounas popma oOyueHUs

Ne Bit vae6Hoil paboThI KoanuecTBO CemecTpbl
n/n 1y P 4acoB 5
1 | AyauTtopHble 3aHATHS 72 72
B ToMm unce:
1.1 | Jlekuuu
1.2 | CemuHapcKue/MPaKTUISCKUE 3aHATHUS
1.3 | JIabopaTopHbI€ 3aHATHS 72 72
2 | CamocTosiTesibHasi padoTa 72 72
B ToMm uncie:
2.1 | ...
3 | IIpome:xxyTouyHasi aTTeCcTALNUS
3auet/mud.3a4eT/IK3aMeH DK3aMeH
Hroro 144

3.1.2 OuHo-3a04Has popma 00ydeHUS
He npenycmotpena

3.1.3 3aounas popma oOyueHUst
He mpenycmorpena

3.2 TemaTuyecKuil IJIAH U3y4YEeHUS AUCHHUILIMHBI
(o hopmam oOyueHus)

3.2.1 Ounas popma 0OydeHus

TpyaoemkocTs, yac
AyautopHasi padoTa
Camo
Ne Pasieabl/TeMbl Cemuna | Jlabop | Ilpakt | cTosIT
n/m P Beero | Jlekn pckue/ | aTopH | H4ecka| eJbHa
. OpakTu4| ble o |
ecKHe | 3aHATH | moAro | pador
3aHSATHUS s TOBKa a
1 Pazgen 1.
1.1 | Tema 1. 3yuyenue, pa3BepTbIBaHUE U 24 12 12
HACTpOIiKa CUCTEMbl MOHUTOPUHTA
Zabbix.
1.2 | Tema 2. M3yuenue, pa3BepThIBaHUE U 24 12 12
Hactporika SIEM nHa ocHoBe ELK
Stack.
1.3 | Tema 3. M3yueHue cuctemsl 24 12 12
moHuTopuara MaxPatrol, o6paboTka
COOBITHH.




1.4 | Tema 4. M3yuenue, pa3BepThIBaHUE U 24 12 12
HacTpoiika IDS Ossec.
1.5 | Tema 5. N3yuenue, pa3BepThiBaHUE U 24 12 12
HacTpoiika SIEM Wazuh.
1.6 | Tema 6. U3yuenue, pa3BepThiBaHUE U 24 12 12
Hactpoiika SIEM OSSIM «AlienVaulty
Hroro | 144 72 72
3.2.2 OuHo-3a04Has (hopma 00ydeHUs
He npenycmorpena.
3.2.2 3aounas ¢popma oOyueHUs
He npenycmotpena
3.3. CoaepxxaHue TUCHMIIMHBI

Ne Pa3nen (Tema) Conep:xanue

n/n JUCIUILINHBI

1 2 3

| Pazpen 1

1.1 | U3yuenue, pasBeprbiBaHue | M3yueHue NpUHLUIIOB HACTPOMKHU U Pa3BEPThIBAHUS CUCTEMBbI
M HacTpoHWKa  CHCTEMbl | MOHUTOpHHIa Zabbix. 3amyck, 3HaKOMCTBO C CUCTEMOM.
MOHHTOpHHTA Zabbix. MOHUTOPHHT CETEBBIX Y3JI0B, CO3/IaHHE I1a0JI0OHOB, CO3JaHHE

KapThl CeTH. PaciMpeHHbII MOHUTOPUHT IPOTOKOITY.
MOHMTOPHHT CETEBBIX CEPBUCOB. AT€HTHBIN MOHUTOPUHT OC
Windows. MonuTopusr 6a3bl 1aaabsix MySQL ¢ moMortsio
Zabbix areHTa.

1.2 | Tema 2. U3yueHue, Nzyuenne kommonenToB cteka ELK: Elasticsearch, Logstash,
pa3BepThIBAHUE U Kibana. [IpakTrka HaCTpOWKH U pa3BepThHIBAHHE KOMIIOHEHTOB
Hactpoiika SIEM nHa ELK creka. U3yuenue u Hactpoiika Filebeat, Winlogbeat.
ocuose ELK Stack. VYnpasnenue crekoM 1 MoHUTOpUHroMm B ELK. Ananranus

creka B paMkax SIEM, mpoBeaeHue TECTOB MO
JIETEeKTUPOBAHUIO YIpo3 HH(OPMAIIMOHHON 0€30MacHOCTH.

1.3 | Tema 3. U3yuenue ApPXUTEKTypa CUCTEMBI, OITUCAHUE KOMIIOHEHTOB, CXeMa UX
CHUCTEMbI MOHUTOPUHTIA B3auMOIeCcTBUS. [IpUHITUIIBI YCTAHOBKU U Pa3BEPTHIBAHUS
MaxPatrol, o6paboTka MAX PATROL SIEM. Onucanne uatepdeiica, pa3nemns
COOBITHIA. «CoObITHs», « THIMAEHTHI», «3a1aun 10 cOOpy JTaHHBIX).

CO6op coObITHiA, peakius U neTekTrupoBanne SIEM Ha yrpo3bl
MH(POPMALIMOHHOM OE30MAaCHOCTH.

1.4 | Tema 4. U3yuenue, [Tpuntumne! GyHKIIMOHUpOBaHUS U BO3MOXHOCTH IDS Ossec.
pa3BepThIBAHUE U VYcranoska u pa3zsepteiBanue IDS Ossec. Onncanue
Hactpoiika IDS Ossec. unTepdeiica. Peakius u nerexktupoanue IDS Ha yrpo3sr

UH(POPMALIMOHHOM OE30MaCHOCTH.

1.5 | Tema 5. U3yuenue, [TpuHIMIB GYHKIMOHUPOBAHUS U BO3MOXKHOCTH Wazuh.
pa3BepThIBAHUE U KoMmmoneHThI n1aHHO# cucTeMbl. TUMOBBIE CLIECHAPUUT
Hactpoiika SIEM Wazuh. UCTIONB30BaHus cucTeMbl. OcoOeHHOCTH BHeApeHus. O030p

CUCTEMBI, €€ apXUTEKTypa, B3aUMOJCICTBHE areHTa U cepBepa.
Hactpoiika cucteMsl U ee pa3BepThiBaHue. Peakuus u
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nerektupoBanue SIEM Ha yrpo3s! nHpopMarmonHoH

0€30I1aCHOCTH.
1.6 | Tema 6. U3yuenue, [Tpunune! GyHKIMOHUPOBaHUS U BO3MOxHOCTH OSSIM.
pa3BepThIBAHUE U KomnoHeHTsl JaHHOM cucteMbl. THIIOBBIE ClIEHapUU

Hactpoiika SIEM OSSIM UCToNb30BaHus cuctembl. OcoOeHHOCTH BHeApeHus. O030p

Hacrpoiika cucreMsl U ee pa3BepTbiBaHue. Peakuus u
netekrupoBanre OSSIM Ha yrpo3sl HH)OPMAITMOHHOM
0€30I1aCHOCTH.

«AlienVault» CUCTEMBI, €€ apXUTEKTypa, B3aUMOJCICTBHIE areHTa U cepBepa.

3.4 Temarnka ceMMHAPCKUX/MPAKTHYECKUX U JIA00OPATOPHBIX 3aHATHI
3.4.1 CeMuHapcKue/IPaKTUICCKUEC 3aHATHUS
He npeoycmompenvl yuebHvIM naanom.

3.4.2 JlabopaTopHbIe 3aHITHS

Ne HanmenoBanue nabopatopHoit paboThI ZS:LGM’
1 Brimonnaenue nabopatopHoit pabotst Nel mo teme 1 12
2 Brimoaerne naboparopaoi padotel Ne2 1o teme 2 12
3 Brimonaenne nadoparoproii padotel Ne3 mo teme 3 12
4 Brimonnenue nabopatopHoit pabotst Ne4 o teme 4 12
5 Brimonaenune nadopatopHoi paboTel Ne5 o teme 5 12
6 BrimoHenue mabopatopHoit paboTel Ne6 1o Teme 6 12
Htoro 72

3.5 Temarnka KypcoBbIX IPOCKTOB (KypCOBbIX padoT)

Tembl KypcoBBIX paboT:

1. BiausHue pacIIMpEHHOrO JIOTHPOBaHUS Sysmon Ha pearupoBaHMe U paccielOBaHHe
MHIU/IEHTOB

2. Ucnonws3zoBanue SIEM st obecrieueHust 6€301MacHOCTH KOHTEHHEPOB

3. AHanu3 coObITHI 0€30MacCHOCTH MPHU MCIOJB30BaHUU yaajdeHHoro padouero crona (RDP) c
nomouiso SIEM

4. Micnonp30BaHuE MATMHHOTO 00y4YeHus [Tt oBbieHus 3¢ dexrusrnoctn SIEM

5. Ucnionp3oBanue sandbox B SIEM ayis aHanm3a mogo3puTeNIbHBIX (HaiijioB M BIOKEHUN

6. Monutopunr aktusHocTH VPN-noaxmouenuit ¢ nomortisio SIEM

7. Wnrerpamus Velociraptor ¢ SIEM 11 pacliMpeHHOr0 MOHHMTOPUHIA M PaccielOBaHUs
MHIU/IEHTOB

8. AHanu3 u npenoTpaiieHue yrpo3 B npoueccax CI/CD ¢ ucnonb3oBanuem SIEM

9. Hcnionb30BaHe OTKPHITHIX HCTOUHUKOB MaHHBIX (OSINT) mist oboramenust coOsrtuii B SIEM
10. AHanu3 rocy1apCTBEHHBIX CTaHAApTOB B 00acTu SIEM u ympaBieHus: HHITUIEHTAMU
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4 Y4eOHo-MeTOANYEeCKOEe M HH(OpMALOHHOE 00ecieueHue

4.1 HopmatuBHbie 10KyMeHTBI 1 'OCToI

[Tporpamma cocraBieHa B cOOTBETCTBUU ¢ DeepabHBIM TOCyIapCTBEHHBIM 00pa30BaTEIIbHBIM
CTaH/JapTOM BbICHIETO OOpa3oBaHMs IO HANpaBICHUIO MOAroToBkM OakanaBpoB 10.03.01
«MHpopmanoHHas 6€3011aCHOCTDY.

4.2 OcHOBHAasI JIUTEpPATypa

1. Momrak, H. H. OcHoBbI ynipaBiieHusi ”HGOPMAIIMOHHON 0€301aCHOCTBIO © yueOHOe
nocobue / H. H. Momaxk ; non pegakuueii B. B. OBunnnnkoBa. — Cankt-IletepOypr : ['YAII,
2022. — ISBN 978-5-8088-1711-1. — TekcT : a5ekTpoHHbI# // JIaHb : 3J1IeKTPOHHO-
oubmmoteuynas cucrema. — URL: https://e.lanbook.com/book/340967

2. A6nenos, A. XK. AHaim3, onMcanue U olieHKa PyHKIIMOHAIBHBIX y3710B SIEM-cucTeMsl :
yaeOHoe mocobue / A. XK. A6aenos, B. A. Tpymun, K. Cynaiiman. — HoBocubupck : HI'TY,
2018. — ISBN 978-5-7782-3603-5. — TekcT : a5ekTpoHHbI# // JIaHb : 3JIeKTpOHHO-
oubmuoteunas cucrema. — URL: https://e.lanbook.com/book/118277

3. Hemko, U. I1. bubnuorexka nuappacTpyKTypbl HHOOPMAITMOHHBIX TeXHOJOTHH. [IpakTuku
ynpasnenus ITIL 4 / U. I1. leurko. — Canxkr-IlerepOypr : Jlanp, 2023. — ISBN 978-5-507-
46529-3. — Texcr : anexTpoHHbIH // JlaHb : 35ekTpoHHO-OnbIMoTeunas cucrema. — URL:
https://e.lanbook.com/book/339749

4. 5. Crpamyh, 1O. I1. Texuuyeckue cpefcTBa aBTOMaTU3alUU U YIIPABJICHUS Ha
ocHoBe [IoT/IoT : yuebnoe nmocodue / 0. I1. Ctpamyn. — Canxkr-IlerepOypr : Jlans, 2020. —
ISBN 978-5-8114-5018-3. — Tekcr : anexkTpoHHbIH // JIaHb : 3IeKTPOHHO-OUOIMOTEYHAS
cuctema. — URL: https://e.lanbook.com/book/143701 (nata o6pamenus: 01.09.2023). —
PexxnMm noctymna: s aBropus. noas3osarened. — C. 56.

4.3 lonosiHuTEILHAS JIUTEPATYPA

1. 3erxkma, J.I1. ITogxon k oOHapyXeHHIO MHIMIEHTOB Oe3zomacHocTH B VMHTEepHeTe Bemei ¢
ucronp3oBanueM TtexHosoruu SIEM / JI.I1. 3erkna, JI.C. JlaBpoBa // WNHTennexTyalbHBIC
TexHosjoruu Ha TpaHncrnopre. — 2017. — Ne 1. — C. 35-41. — ISSN 2413-2527. — Tekcr :
anekTpoHHbId  //  JlaHb : ANEKTPOHHO-OMOINOTEUHAS cucreMa. — URL:
https://e.lanbook.com/journal/issue/302366

TexHonoruu mporpaMMHON 3alIUTHl B UHTEpHETE : yueOHoe mocobue. — Cankr-IletepOypr :
CIIOI'YT um. M.A. bonu-bpyesuua, 2015 — Yacts 1 — 2015. — ISBN 978-5-89160-126-0. —
Texkcr : oanektponHeld // Jlawb : dnekTpoHHO-OMOnMoTeyHas cuctema. — URL:
https://e.lanbook.com/book/180095. — Pexum noctyna: ans aBTopu3. nois3zoBateneir. — C. 19.

4.4  DJeKTpoHHBbIEC 00pPa30BaTeIbHbIE PECYPChI

DNeKTpOHHBINA 00pa30oBaTeNbHbIN pecypc Ha pa3paboTKe.

4.5 JIuneH3noHHoe M CBOOOHO pacipocTpaHsieMoe MPOrPpaMMHOe
o0ecreuyenmne

1. Virtual Box


https://e.lanbook.com/book/340967
https://e.lanbook.com/book/118277
https://e.lanbook.com/book/339749
https://e.lanbook.com/journal/issue/302366

. Huctpudytus OC Centos7, Ubuntu 20.04
. Auctpubytus OC Kali Linux

. Windows Server 2019

. Zabbix

. Wazuh

ELK

. Ossim

. Ossec

NoR- IV RV NV N

4.6 CoBpeMeHHBbIE NPO(pecCHOHATBbHBIE 0a3bI JAHHBIX U HMH(OPMALIHOHHBbIE
CIIPaBOYHbBbIE CHCTEMbI

HHTepHeT pecypchl ¢ OIMCAHHBIMU IPOrPAMMHBIMH IPOLYKTaMU

5 MarepuajbHO-TeXHHYECKOe o0ecreyeHue

Jns mpoBeneHHMsT BCEX BHJIOB 3aHATUA HEOOXOJMMO TMPE3CHTAlMOHHOE O000pY/I0BaHUE
(MyJIbTUMEIUHHBIN TTPOCKTOP, SKpaH) — | KOMIUIEKT.

Jlnst mpoBeneHusi J1abOpATOPHBIX 3aHATUH HEOOXOAMMO HAJIMYKME KOMIIBIOTEPHBIX KIJIACCOB,
000pyI0BaHHBIX COBPEMEHHON BBIYMCIUTEIBHON TEXHUKOM U3 pacdyera 0JHO pabouee MecTo Ha
OJIHOTO 00y4aeMoro.

6 MeToauveckue peKOMeHAAlMU

6.4 MeToanyeckue peKOMEHIAIMHU ISl TPENOAABATE/IA 110 OPraHN3AlNHU
00y4eHuUs

1. Ilpu moAroTOBKE K 3aHATHAM CIEAYEeT NpPEABAPUTENBHO MpopadoTaTh MaTepuan 3aHATHS,
IIPEyCMOTPEB €r0 MoJady TOYHO B OTBEEHHOE JIJIs TOr0 BpeMs 3aHATHs. CienyeT MoArOTOBUTh
HE0OXO0JMMbIE MaTepuaibl — TEOPETUUECKUE CBEICHNUS, 3aAaun U Ap. IIpu npoBeaeHun 3aHATUSA
cllelyeT KOHTPOJIMPOBAaTh NoJjauyy MaTepuania U pelieHue 3aJaHiii ¢ yueToM yuyeOHOro BpeMeHH,
OTBEACHHOTO JUIS 3aHATHS.

2. Ilpu npoBepke paboOT M OTUETOB CIEAYET YUUTHIBATH HE TOJBKO NMPABHIBHOCTH BBIOJHEHUS
3aJJaHMid, HO ¥ ONITUMAJIBHOCTh BBIOPAHHBIX METOJIOB PELICHHS, TIPAaBMIIBHOCTD BBITOJTHEHHS BCEX
€ro IIaros.

6.5 MerToanueckue yKazaHus JJs 00y4alOIIUXCS M0 OCBOCHUIO
AUCHMILTAHBI

I/I3yquI/Ie JAUCHUIIIMHBI OCYHICCTBIACTCA B CTPOIrOM COOTBETCTBUHU C HCHGBOﬁ YCTaHOBKOﬁ B
TECHOU B3aUMOCBSI3H yueOHBIM MIaHOM. OCHOBOM TEOPETHUECKON U MPAKTUYECKON MOATOTOBKU
CTYJICHTOB SIBJISIFOTCS JICKIIUU U JTJaOOpaTOPHBIE pabOTHI.

B nporiecce camocTosITeNnbHOM pabOThI CTYEHTHI 3aKPETUISIOT U YTITyOJISIOT 3HAHUS, TIOJTyYeHHbIS
BO BpEMs ayJUTOPHBIX 3aHATHM, TOTOBATCA K DK3aMEHY, a TAKXKE CaMOCTOSITENIbHO H3Yy4aroT
OTJeNIbHBIE TEMbI Y4€OHOH MPOrpaMMBbl.

7 DOoH/ OLIECHOYHBIX CPEICTB

7.4 MeToabl KOHTPOJISI M OLICHUBAHUSA Pe3yabTaTOB 00y4YeHHs
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B niporiecce 00ydeHs HCTIONB3YIOTCS CIIETYIOIIHE OLIEHOYHBIC (DOPMBI CAMOCTOSITEIIEHOM PabOThI
CTY/IEHTOB, OLICHOYHBIE CpPEICTBA TEKYIIETO KOHTPOJS YCIEBAEMOCTH M IPOMEKYTOUHBIX
aTTeCTaIlni:

- IpOBeIeHUE Ta0OPATOPHBIX PAbOT (MPAKTUUECKHUX 3aHSATUH C UCTIOTB30BAHUEM CIICITEXHUKH) U
X 3allUTa;

- CaMOCTOSATEIIbHAS NTOATOTOBKA U ITPOBEICHUE IPE3CHTALMI 10 TeMaM JUCLUUILINHBL,

- DK3aMCH.

7.5 IlIkaja ¥ KPUTEPHH OLICHUBAHUA Pe3yJIbTATOB 00yUYeHUSA

dopma IPOMEKYTOUHOU ATTECTALMU: IK3AMEH.
[To mToram MpoMeKyTOYHOM aTTECTAIIMU MO0 TUCIUILIAHE (MOJIYIII0) BBICTABIISETCS OIICHKA
COTJIMYHOY, «XOPOILOY, «YIOBJIECTBOPUTEIBHO» WIH «HEYIOBIECTBOPUTEIIHHOY.

Ikaaa oneHUBaHUA Onucanne

BeimonHensl Bce BHUABI  yueOHOH paboThl, MpeIyCMOTpPEHHBIE
y4eOHbIM Tu1aHOM. CTYJIeHT IEMOHCTPUPYET COOTBETCTBUE 3HAHUH,
YMEHUH, HaBBIKOB IIPUBEICHHBIM B TaOJMUIAX IOKa3aTelseH,
ONEpUPYET NPUOOPETEHHBIMU 3HAHUSMH, YMEHMSMM, HaBBIKaMH,
IIPUMEHSAET UX B CUTyalMsX HMOBBILIEHHOW CioXkHOCTH. [Ipu sTOM
MOTYT OBITH JIOMYyIIEHBl HE3HAYUTEIbHBIC OIIMOKH, HETOYHOCTH,
3aTpyJHEHUS IIPU aHAJIMTUYECKUX ONEPaLUsAX, IIEPEHOCE 3HAHUU U
YMEHHUH Ha HOBBIC, HECTAHIAPTHBIE CUTYALlUH.

OTINYHO

BreimonHensr Bce BuIbl yueOHOM pPabOThI, MpeayCMOTPEHHBIE
y4eOHBIM MIaHOM. CTyIEHT IeMOHCTPUPYET HETMOIHOE, PAaBUIILHOE
Xopomo COOTBETCTBHE 3HAHHM, YMEHH, HABBIKOB IPUBE/IEHHBIM B TaOJIHLIAX
Mokasarenei, OO ecliu TMpu OSTOM OBUIM JOMyIIeHB 2-3
HECYIIECTBEHHBIC OITHOKH.

BreimonHensr Bce BuIbl  yueOHOM pabOThI, MpeayCMOTPEHHBIE
y4eOHBIM TUTaHOM. CTYIEHT AEMOHCTPUPYET COOTBETCTBHE 3HAHUA,
Y I0BNETBOPUTENBHO | B KOTOPOM OCBEIlI€HAa OCHOBHasI, Hanbosiee BakHasl 4acTh MaTepHala,
HO TMpPHU OTOM JONyIlleHa OJHAa 3HAYMUTEIbHAas OIHOKa WU
HETOYHOCTb.

He Bbpmonnen oauH wiau Oosiee BUAOB y4eOHOM paboThI,
NPEIYyCMOTPEHHBIX Y4eOHbIM IulaHOM. CTYAEHT JIEMOHCTPUPYET
HETIOJTHOE COOTBETCTBUE 3HAHH, YMEHHIA, HABHIKOB ITPHBE/ICHHBIM B
TaONMUIAX TOKa3aTesel, JOMyCKAlTCs 3HAYUTEIbHBIE OIIMOKH,
NPOSIBIISIETCS. OTCYTCTBUE 3HAHWI, YMEHHWH, HAaBBIKOB TI0 PSITy
nokasaresei, CTyJJIeHT UCIIBIThIBAET 3HAUUTENbHBIC 3aTPY/JHEHUS [TPH
OTIEPUPOBAHNY 3HAHUSMHU U YMEHHSIMH TIPY HX MEPEHOCE Ha HOBEIC
CUTYallUH.

HeynosierBopurensHo

7.6  OueHoO4YHBIE CPEICTBA

7.3.1 Tekymuii KOHTPOJIb
OueHouHbIE CpeACTBA JJIs TEKYIIEH aTTeCTaluu
- 3amuTa OTYETOB O BBHITOJTHEHUH JIAOOPATOPHBIX PabOT
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7.3.2 IlpomexyToUyHasi aTTECTAIUs

OreHOYHBIE CPEACTBA IS MPOMEKYTOUHON aTTECTAIIUN
- DK3aMeH

Crucok BOIIPOC JId TPOBCACHUSA SK3aMCHA 110 JUCHUIIIINHEC!

1. OO01re MPUHIKIBI TOCTPOSHUS CUCTEMbl MOHUTOPUHTA HHITUACHTOB b

2. KopriopaTtuBHas ceTb Kak 00BEKT 3alUThI, cOObITHE Oe30nacHocTH, [loHsTHE
YSI3BUMOCTH, KJTacCH(PHUKALINS YSI3BUMOCTEH, HCTOUHUKU HH(DOPMAIHH TT0 ySI3BUMOCTSIM

3. Pa3Mm 1ieHune ceTeBbIX areHTOB CKAHUPOBAHUS B CETH

4. CereBble areHThl U cO0p nH(pOpMaLUU

5. OcHOBHBIE TIPUEMBI BBISBICHHS YSI3BUMOCTEH, BBISIBIICHHE H3BECTHBIX YSI3BUMOCTEH,
CUCTEMBI aHaJIN3a 3allUIIEHHOCTH, IPUMEPbI CPEACTB aHaIN3a 3alUIEHHOCTH

6. CerteBble cKkaHepbl 6€30MIaCHOCTH, pa3MEIICHNE CETEBbIX Ar€HTOB CKAHUPOBAHUS B CETH,
CEeTeBBIE areHThl U cOOp MHPOpMALUU

7. CereBolii ckanep Nessus, 0030p BO3MOXKHOCTEH CKaHepa, apXUTEKTypa CKaHepa,
MOJIyY€HHUE U YCTaHOBKA CKaHepa, paboTa co CKaHEpOM

8. S3pik oncanus atak NASL, cTpyKTypa ClieHapHsi, CHHTaKCUC SI3bIKa U TOJKITI0UaeMble
O6ubaoTexku

9. Ckaneps! OezonacHoctu komnanuu Positive Technologies, kpaTkast ncropuueckas

CIIPaBKa, ApXUTEKTypa U OCHOBHbIE BO3MOXKHOCTHU cKaHepa XSpider, aTanbl paboThl ckaHepa
XSpider, c6op uHpOpMaLnU O CeTH, UICHTU(DUKALUS YI3BUMOCTEH, JIOKAJIbHbIE IPOBEPKU
cucteM Windows, BbISBIIEHUE YA3BUMOCTENH Web-ITPHII0KEHUN

10.  AnHanu3 3alIMIICHHOCTH HAa YPOBHE Yy3I1a, 33/1a4H JIOKAJIbHOTO CKAHUPOBAHMUS,
apXHUTEKTypa

11. Co6op nHpOpMan¥K 1 HIASHTUDUKALIUS YA3BUMOCTEH, ckaHep Assuria Auditor

12. Crienianu3upoBaHHbIE CPEJICTBA aHAIN3A 3AIIMIICHHOCTH, KIIaCCU(PHUKAIHNI CKaHEPOB

0€30MacHOCTH 110 Ha3HAuYeHHUI0, yrpo3bl U ysa3Bumoctu CYB/I, ocobennocTu ananusa
samuiieHHoctd CYBJI, nmpumepsl nporpamm-ckanepoB ysa3Bumocteid CYB/]

13. VlcTOYHUKY JaHHBIX ISl CUCTEM OOHApPYKEHHSI aTakK, COCTABISIONINE TEXHOIOTUN
0oOHapy»XeHHs aTak, CeTeBOM TpapuK KaK MCTOYHMK JIaHHBIX

14. OO6HapyxeHue aTtak Ha ypoBHe y3ma, Host IDS - koHTpoIb eficTBHIT CyOBEKTOB
CUCTEMBI, COCTABJISIIOIINE OOHAPYKEHUS aTaK YPOBHSI y371a, aHAJIU3 JAHHBIX O IOTOKE

15. [Tpu3Haky aTak, UCTIONB30BAHKE YSI3BUMOCTEH KaK MPU3HAK aTaKu, OTKJIOHEHHUS OT
MOPOTOBBIX 3HAYEHH, UCTI0JIb30BaHUE U3BECTHBIX TEXHUK U MHCTPYMEHTOB JJIs IPOBEACHUS
aTak

16. IDS/IPS Snort

17. IDS/IPS Suricata

18. MexaHu3MBbl pearupoBanus, 0030p MEXaHU3MOB pearupoBaHUs, BApUAHThI OJIOKHPOBKHU
19. WuTerparus cpeAcTB 0OHApYKEHUS U TPEJOTBPAIICHHS aTaK B €UHYIO0 CUCTEMY U
B3aMMOJIEICTBHE C APYTUMHU CPEICTBAMU 3alIUThl, HHTEIPaLlUs CPEICTB OOHAPYKEHUS U
MPEIOTBPALICHHS aTaK B €AUHYIO CUCTEMY, IPUMEPHI KOPPEISALUU JaHHbBIX

20. SIEM Ossim, mpuHIMIIEI pabOoThI, OMMMCAHUE TEPBUYHON HACTPOHKU

21. Zabbix Kak cucTeMa MOHUTOPUHTA, OOIITUE IPUHITUIIBI PaOOTHI, PYHKITMOHA,
BO3MOXKHOCTH

22.  Zabbix, ma0ioHbl, TPYMIIHI Y3JIOB CETU, TPUTTEPHI, KAPTHI CETH

23.  Zabbix, morutopusr no ICMP

24.  Zabbix, MOHUTOPHUHT CETEBBIX CEPBHCOB, KapThl CETEH

25.  Zabbix, areHTHBIH MOHUTOPHHT

26.  Zabbix, HHBeHTapu3allus, HU3KOypPOBHEBOE OOHAPYKEHUE

27.  Zabbix, MOHUTOPHUHT 0a3 JTaHHBIX

28. ELK kak cucrema MOHUTOpUHTa HHIIUAEHTOB b
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29. Wazuh, npuHumn @yHKIHOHUPOBAaHUS U BO3MOYKHOCTH
30.  Ossec, mpuHUIUN (PYHKIIMOHUPOBAHUS U BO3MOXKHOCTH
31. MaxPatrol, npuHIMN QYHKIIMOHUPOBAHUS U BO3MOKHOCTH

[Tpumep O6unera.
MUHUCTEPCTBO OBPA30BAHUS Y HAYKU POCCUICKOM ®EJIEPALIUU
®EJIEPAJIBHOE 'OCYJIAPCTBEHHOE ABTOHOMHOE OBPA30BATEJIbHOE VUPEX/IEHUE BBICIIETO
OBPA3OBAHUSA

«MOCKOBCKHI HOJII/ITEXHICI‘IECKI/IFI YHUBEPCHUTET»
(MOCKOBCKHH NOJIUTEX)

®akynbpTeT HH)OPMAITMOHHBIX TEXHOJIOTUI

Kadenpa: Uadopmanmonnast 6€30macHOCTb

JucuuruinHa: MOHUTOPUHT COOBITHI U yripaBieHue uHuuaeHTamu (SIEM)
bakanaspsi. Kypc 3, cemectp 1

SK3AMEHALIMOHHBIN BUJIET Ne 1

1. Zabbix, MOHUTOPUHT 0a3 TaHHBIX
2. CereBble areHTHI 1 cO0p HHPOPMALIUH.

[TpenonaBatens / Nenxos N.W. /




