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1. lesu ¥ 331244 AU CHUILIHHBI:

Ilenpto ocBoeHus auctuiinHbl «MHbOpMammonHas 06€301acHOCTh U
3ammuTa “HQOpMAIMU) SBIISIETCS 3HAKOMCTBO O0YUYarOIIUXCSl ¢ OCHOBHBIMU
aJTOpUTMaMH W METOJaMHU 3alluThl MHGOpPMAIUU, a TaKKe IMPUMECHEHUE
Pa3IMYHBIX TTOAX0JIOB K 3aluTe HHGOPMAITUY Ha MPAKTHKE.

3agaun QUCIUATIIIMHEL:

. M3YUYEHHE COBPEMEHHBIX aJrOPUTMOB KU (PpoBaHUs HHPOpMALIIY;
. M3YyUYEHHE COBPEMEHHBIX aJTOPUTMOB XAIITUPOBAHUS,
. M3yUYEHHE BUPYCOB U METOJIOB OOpHOBI C HUMHU,
. M3YyUY€HHE BOMPOCOB COIMATIbLHON UHKEHEPUU;
b
. M3YUYEHHE METOJIOB MOCTPOCHUSI KOMIUIEKCHON CUCTEMBbI 0€301MacHOCTH.

2. MecTo aucuuiuinebl B cTpykrype OII

Hucuumnuna  «MHpopmanmonHas  0e30MacHOCT, W 3allUTa
uHpopMaIu» OTHOCUTCS K oOsi3arenbHOM uactu Onoka bl, momynto
«bazoBbie HH(HOPMALIMOHHBIE TEXHOJIOTUIY.

JluciuruiiHa ~ B3aMMOCBSI3aHA  JIOTMYECKM M COZAEpP’KaTeIbHO-
METOJUYECKH CO CIEAYIOMUMH TUcUIIMHaMu 1 npaktukamu OITOIT:
Pa3paboTka TeXHUYECKOIN TOKyMEHTalUN
OnepalmoHHbIE CUCTEMBI MUKPOKOHTPOJJIEPOB
[IpoekTupoBanue u pazpaboTka UHTEPPENHCOB MOTH30BATENS
ArnmnapaTtHoe 00ecreueHre YMHBIX TPOCTPAHCTB
Cucremsl ynpaBlieHHs pa3pabOTKOl MPOrpaMMHOI0 00eCTIeUeHHSI
ba3el nanHBIX
Certu u cucteMsl nepegayi HHPOPMALIUH
VYrpaBienue nporpaMMHBIMU MPOEKTaMU
TecTupoBaHue MporpaMMHOTO o0ecreyeHus
be3onacHocTh MHTEpHETA Bl
HanexHocTh, 3proHOMHUKA U KAU€CTBO CUCTEM YIPABIICHHUS
[IpousBoACTBEHHAs MPaKTUKa (MPOEKTHO-TEXHOJIOIMYECKas)
[IpousBoacTBEeHHAs MpaKTUKa (TIPEAAUILIIOMHAS)

Brinonxenue u 3amuTa BoITYCKHON KBaTU(UKAIIMOHHON paboThI



TpeﬁOBaHHﬂ K pe3yJbTaTaM 0CBOCHHUSA JUCIHUIIIINHDbI

3a1a4u NpoQeccuoHaIbHON
JesITeIbHOCTH Ha OCHOBE
MH(POPMALIMOHHOM U
oubnuorpaduyeckont KyJIbTyphl C
pUMEHEHHEM UH(POPMALIMOHHO-
KOMMYHUKAITHOHHBIX TEXHOJIOTUH U C
YYETOM OCHOBHBIX TPEeOOBaHUI
nH(POPMAIIMOHHOH 0€301MacHOCTH

Koo HaumeHoBaHUsI KOMIIETEHIIUH HNuaukaTopsl 10CTHAKEHUE
Komnemenyuu KOMIIeTeHI[UH
OIIK-3 Crnioco0eH pemarh cTaHAApTHBIE NOIIK-3.1. 3HaeT NpuHIUIBI, METO/BI

U CPE/ICTBA PEIICHUS CTaHAAPTHBIX
3a71a4 NpoQeccuoHaIbHON
JesTeTbHOCTH Ha OCHOBE
MH(POPMALIMOHHON U
oubnmorpaduyeckoit KyabTyphl C
pUMEHEHHEM UH(POPMALMOHHO-
KOMMYHUKAIIHOHHBIX TEXHOJIOTHH U C
Y4€TOM OCHOBHBIX TPEeOOBaHHIA
MH(POPMALMOHHOMN 0€301MacHOCTH
NOIIK-3.2. ymeeT pematb
CTaHJapTHBIC 3a/1a4H
npodeCCUOHATBLHOMN IEATEIIbHOCTH Ha
OCHOBE MH(POPMALIMOHHON 1
oubnmorpaduyeckoit KyabTyphl C
pUMEHEHHEM UH(POPMALIMOHHO-
KOMMYHHUKAIIHOHHBIX TEXHOJIOTHH U C
Y4eTOM OCHOBHBIX TPeOOBaHHIA
MH(POPMALIMOHHOM 6€301MacHOCTH
NOIIK-3.3. umeeT HaBbIKU OArOTOBKU
0030pOB, aHHOTAIH, COCTABICHHUS
pedeparoB, HAYIHBIX TOKIAJIOB,
nyOnukanuit u 6udnuorpaduu no
HAY4YHO-HMCCIIEI0BATENbCKON paboTe ¢
y4eToM TpeOoBaHUH HHPOPMAITMOHHON
Oe3omacHoOCTH

3. CTpyKTrypa u cojaep:KkaHHue JUCHUIINHbBI
OO6mas Tpy10€MKOCTh AUCHUILIAHBI COCTaBIsAET 3 3aueTHbie equHullbl (108
aKaJeMHUYECKHX YacoB).
3.1 Buabl yueOHOH padoThI M TPYI0EMKOCTh
3.1.1. Ounas dhopma oOyueHus

CemecTpsl
/M| Byp yueGHOl padoTbI KoaunyecTBo yacos 6
AyIuTOpHBIE 3aHATHS 54 54
B Tom uucne:
1. Jlexuun 18 18
) CemuHapckue/IpakTHYECKHE
) 3aHATHS
JlaGopatopHbIe 3aHATHS
3. patop 36 36
CamocrosiTesibHast padora 54 54
IIpomexyTouHasi aTrecTauus
3auet/nud.3a4eT/FK3aMeH 3a4eT 3a4eT
HTroro 108 108




3.2 TemaTuyecKkMid IJIAH U3yYEeHUS JUCUUIINHBI
3.2.1. Oynas ¢popma o0yueHuUs

Pa3nenbl/TeMbBI
JTUCIHUILIHHBI

TpynoemkocTs, 4ac

Bcero

AynuTtopHasi padoTa
=

Jlexun
CemMuHapckue/mp

THYCCKHUE
JlabopaTtopHbie

3aHATUA

IIpakTnueckas
MOATOTOBKA

CamMmocTofaTe/ IbHASA

padora

Tema 1. [lonarue "undopmanroHHasN
0€301acHOCTh ¥ YPOBHU €€ 00eCIICUCHUSI.
[IpoGiiema nHPpOpPMATHOHHON 0€30MTACHOCTH
obmectBa. OnpeneneHne NOHATHS
"rH(popMaIMoHHast 0€30MaCHOCTh"

Tema 2. Cocrapmsromue nHPOPMATHOHHON
6e3onacHocT. JloCTyMHOCTh HH(POPMAIIHH.
HemnoctHOCTH HHPOPMALIH.
KondunenunansHocts nHbOpMaLIUU

Tema 3. Cucrema popMHPOBAHUS PEKIMA
WHPOPMATMOHHOH 0€30MacHOCTH. 3a1a4n
WHPOPMATMOHHON 0€30MacHOCTH O0IIECTBA.
YpoBHH (HOpMHPOBAHUS PEKUMA
nHGOPMALIMOHHOHN 0€30MaCHOCTH

Tema 4. HopmMaTHUBHO-TIpaBOBBIE OCHOBBI
nHpOopMauoHHOH Oe3omnacHocTh B PO.
[IpaBoBBICOCHOBEI HHPOPMALTHOHHON
6e3onacHoctH o0mecTBa. OCHOBHBIE
MOJIOKEHUS BAKHEUIITNX 3aKOHOJATEIbHBIX
akToB P® B obnactn HHPOPMAIIMOHHOI
0€30IacHOCTH U 3aIIUTHl HHQOpMAIIHH.
OTBETCTBEHHOCTH 32 HApyIIECHHS B cepe
nHGOPMALTMOHHOHN 0€30MaCHOCTH

12

Tema 5. CranaapTsl ”HPOPMATIOHHOH
6e3onacHocty: "OOmme Kputepun'".
TpeboBaHus OE30MIACHOCTH K
nHPOPMAMOHHBIM cucTeMam. [TpuHimn
Hepapxuu: KJIacc — CEMEHCTBO — KOMIIOHEHT
— 31eMeHT. OyHKIIMOHATIbHBIE TPEOOBAHHUA.
TpeboBanusgoBepus

12

Tema 6. CranaapTsl ”HPOPMALTIOHHOH
0€30IacHOCTH pacIpee/ICHHBIX CUCTEM.
CepBuchl 6€30M1aCHOCTH B BEIYUCITUTEIBHBIX
cersax. MexaHu3Mbl 0€30MaCHOCTH.
AIMUHHUCTPUPOBAHHUE CPEICTB
0€30MacHOCTH

10

Tema 7. CranaapTsl ”HPOPMALTIOHHOH
6e3onacHoct B PO. 'ocTexkomucceus u ee
poib B o0ecriedeHur HHPOPMATHOHHON
6e3onacHoct B PO. JIoKyMeHTHI 110 OLIEHKE
3alUIIEHHOCTH aBTOMAaTU3UPOBAHHBIX
cucrteM B PO

12

()




Tema 8. AIMHUHHUCTPATHUBHBIN ypOBEHB
oOecrnieueHus1 UHPOPMALMOHHON
6e3onacHocty. Llenu, 3agauun u cogepkaHue
aJIMUHHUCTPAaTHUBHOTO ypoBHA. Pa3paboTka
MOJIMTUKY MH()OPMAIIMOHHOM 6€300aCHOCTH

10

Tema 9. Knaccudukamus yrpos
"uHpopManoHHo# 6e3omacHocTn". Kimaccel
yrpo3 HHGOPMaAIIMOHHOHN Oe30MaCHOCTH.
Kanabl HeCaHKIIMOHUPOBAHHOTO AOCTYTA K
nHpOpMaIIH

Tema 10. KomnbroTepHbIe BUPYCHI U 3aIIMTa
oT HuX. Bupycsl kak yrposa
nHPOPMALTMOHHOH 0€30MaCHOCTH.
KommnbrorepHbie BUpYCHI 1
nHpOpMaMOHHast 0€30MacCHOCTb.
XapakTepHbIe YePThl KOMITBIOTEPHBIX
BrpycoB. Kiaccudukamus KOMIbIOTEPHBIX
BrpycoB. Kiaccuukamus KOMIbIOTEPHBIX
BHPYCOB TI0 Cpesie OOUTaHHS.
Knaccugukanus KoMIbIOTEPHBIX BUPYCOB
0 0COOEHHOCTSIM JITOPUTMa PaOOTHI.
Knaccugukanus KoMIbIOTEPHBIX BUPYCOB
10 JCCTPYKTHBHBIM BO3MOKHOCTSIM

12

Tema 11.

AHTHBHpPYCHBIE ITporpaMMbl. OcoOeHHOCTH
paboThl aHTHBHUPYCHBIX TIPOTPAMM.
Knaccugukanys aHTUBUPYCHBIX IPOTPaMM.
@DaxTOopHI, ONMPEAEHIIOMHNE KAUeCTBO
AHTUBUPYCHBIX nporpamm. [Ipodunaxrrka
KOMITBIOTEPHBIX BUPYCOB. XapaKTepUCTHKA
IyTe MPOHNKHOBEHHS BUPYCOB B
KoMIbtoTephl. [IpaBuia 3amThl OT
KOMIIBIOTEPHBIX BUPYCOB

12

HTroro:

108

18

36

54

3.3 Copep:kanue QM CUUILIAHBI

Tema 1.

[Tonsitue "urdopManuoHHas» 0€30MACHOCTh U YPOBHU €€ 00CCTICUCHHS.
[Ipo6aema nnopmarmoHHoOM 6e30macHoCcTH o01ecTBa. OnpeaeacHue MOHATHS
"uHpopMaImoHHas 6€30MmacHOCTh".

Tema 2.

Cocrasisitoiie UHPOpPMAIMOHHON 6e301acHOCTH. [[0CTyITHOCTh
un@opmaruu.llenoctanocts nHPopmaru. KonduaeHnuaasHOCTb
uHpopmaIuu.

Tema 3.

Cuctema popMupoBanus pexxuma HH(POPMAITMOHHOM

Oe3omacHOCTH. 3a1a9 HHPOPMAITMOHHON O€30MMaCHOCTH

oO1iectBa. YpoBHU (hOPMUPOBAHUS peKUMaNH(POPMAIIMOHHOM

0€30IMacCHOCTH.

Tema 4. 7
HopmatuBHO-1ipaBoBble OCHOBBI HHGOPMAIIMOHHON O€30MacHOCTH B



P®. [IpaBoBricoOCHOBBI HHGOPMALIMOHHON OE30MACHOCTH OOIIECTBA.
OCHOBHBIE MMOJOKEHUSI BAXKHEHIITUX 3aKOHO/IaTENIbHBIX aKTOB PO B
obnactu UHGOPMAIMOHHON OE30MACHOCTH U 3alUThl HH()OpMALIIH.
OTBETCTBEHHOCTH 32 HapyIIeHUs B cepe nHPOopMaIIMOHHOM
0€30MacHOCTH.

Tema 5.

Cranpaptsl uHQopMarmonHou 6e3onacHoctu: "OO0mue kpurepun'".
TpeboBanus 6e30macHOCTH K UHPOPMAIMOHHBIM cucTemaM. [IpuHnun
HepapXxuu: KJacc — CEMEUCTBO — KOMIIOHEHT — DJIEMEHT.
OyHKIMOHAIBHBIE TpeOoBaHus. TpeboBaHuUs10BEpUS.

Tema 6.

CrangapTsl HHGOPMALIMOHHON 0€30MaCHOCTH pacIpe/IeIeHHbIX
cucteM. CepBUCHIOE30MaCHOCTU B BHIYMCITUTEIbHBIX CETX.
MexaHn3Mbl 6€30MaCHOCTH.

AJIMUHHUCTPUPOBAHUE CPEICTB

6e3onacHoctu. Tema 7.

Cranpaptsl uH(popManronHout 6e3onacHocTu B PO.

['octexxomuccust v ee poiab B 00ecriedeHuu HHPOPMAITMOHHOMN
6e3omnacHoct B PO.JIoKyMeHTHI 110 OLIEHKE 3alUIIIEHHOCTH
ABTOMATU3UPOBAHHBIX CUCTEM B POD.

Tema 8.

AJIMUHUCTpaTUBHBINA YPOBEHb OOecreueHust tHHOPMaIlMOHHON
6e3omnacHoctu. llenn,3anauum u copepkanre aIMUHUCTPATUBHOTO YPOBHSI.
Pazpabotka nmonutuku nHGOPMAIIMOHHON OE30MaCHOCTH.

Tema 9.

Knaccudukanus yrpo3 "uapopmannonHoi 6e3omnacHocTu".

Kuaccst yrpo3 undopmannonnoi 6e3omacHoct. Kananbr
HECAHKIIMOHUPOBAHHOTO J0CTYIa KHH(pOpMALIIH.

Tema 10.

KomneroTepHsie BUpyCHI U 3aluTa oT HUX. Bupycsl kak yrposa
nH@opmarmoHHoitbezonacHocT. KoMnbroTepHbIE BUPYCHI U
nH(popmMarmoHHas 6€30MmacHOCTh. XapaKTepHbIEC YEPTHI
KOMIIBIOTEPHBIX BUPYCOB. Kitaccudukaius KOMIbIOTEPHBIX BUPYCOB.
Knaccuduxanusi KOMIbIOTEPHBIX BUPYCOB MO CpeJie OOUTaHUS.
Kinaccuduxanusi KOMIbIOTEPHBIX BUPYCOB 10 OCOOEHHOCTSIM
anroputMa paboTsl. Kitaccudukanys KOMIbIOTEPHBIX BUPYCOB IO
JNECTPYKTUBHBIM BO3MOXKHOCTSIM.

Tema 11.

AHTHBUpPYCHBIE TporpaMMbl. OCOOEHHOCTH PabOTHl AaHTUBUPYCHBIX TPOTPAMM.
Knaccuduxanust aHTuBUpyCcHbIX nporpamM. GaKkTopkl, ONPEIEIONIUe KaueCTBO
aAHTUBUPYCHBIX TTporpaMm. [IpoduiiakTika KOMIBIOTEPHBIX BUPYCOB.
XapakTepucTUKanyTell MPOHMKHOBEHUSI BUPYCOB B KOMITbIOTEpHI. [IpaBuna
3alUTHI OT KOMITBIOTEPHBIXBUPYCOB.



3.4 TemaTuka cCeMMHAPCKUX/MIPAKTHYECKUX U JTA00PATOPHBIX 3aHATHHI

3.4.1. CeMuHapckue/MpakTUYECKUE 3aHITUS
CemuHapckue/IpakTUYECKUE 3aHATHS TI0 TAHHOW TUCIIUIUIMHE HE
MPEyCMOTPEHBI.

3.4.2. JIaGopatopHblie pabOThI
JlaGopaTopHas paborta 1.

[Tousarue "undpopmarmonHas» 6€30MaCHOCTh U YPOBHU €€ 00eCTICUeHMUSI.

. [Ipobnema nHpopmManmoOHHOM O€30MaCHOCTH OOIIIEeCTBA.
Onpenenenue nousatus"uHdopMauoHHasi 0€30MacHOCTh".
JlaGopaTopHas pabdota 2.

Cocrasisitoiire UHPOpPMAIMOHHOMN 6e301acHOCTH. J[0CTyITHOCTh
un@opmaruu.llenoctanocts nHPopmanu. KonduaeHnuansHOCTh
uHpopmaIuu.

JlaGopaTopHas pabdorta 3.

Cuctema popMupoBanus pexxuma HHPOPMAITMOHHOM
Oe3omacHOCTH. 3a1a9 HHPOPMAITMOHHON O€30IMaCHOCTH

oO1rectBa. YpoBHU (hOPMUPOBAHUS peKUMaNH(POPMAITMOHHOM
0€30IMacHOCTH.

JlaGopaTopHas pabdorta 4.

HopmatuBHO-1paBOBBIE OCHOBBI HH()OPMAITMOHHONW 0€30MTaCHOCTH B
P®. [IpaBoBricOCHOBBI HHGOPMALIMOHHON OE30MaCHOCTH OOIIECTBA.
OCHOBHBIE MTOJIOKEHUS BAXKHEHIIINX 3aKOHOATEIHHBIX aKTOB PD B
obnactu UHGOPMAITMOHHON OE30MACHOCTH U 3allUThl HH()OpMALIIH.
OTBETCTBEHHOCTH 32 HapyIIeHUs B cepe nHPpOopMaIMOHHOM
0€30IMacHOCTH.

JlaGopaTopHas pabdota 5.

Cranpaptsl uHQopMarimonHou 6e3onacHoctu: "OO0mue kpurepun'".
TpeboBanus 6e30macHOCTH K UHPOPMAIMOHHBIM cucTemaM. [Ipunnun
HepapXxuu: KJacc — CEMEUCTBO — KOMIIOHEHT — DJIEMEHT.
OyHKIMOHAIBHBIE TpeOoBaHus. TpeboBaHuUsAI0BEpUS.
JlaGopaTopHas pabdorta 6.

CrangapTsl HHGOPMAIIMOHHON 0€30TaCHOCTH pacIpe/IeIeHHbIX
cucteM. CepBUCHIOE30NTaCHOCTH B BBIYUCITUTEIBHBIX CETSIX.
MexaHu3Mbl 6€30MaCHOCTH.

AJIMUHHUCTPUPOBAHUE CPEICTB

6e3omnacHoctu.JIabopaTopHas

pabota 7.

Cranpaptsl uHpopManonHout 6e3onacHoctu B PO.
['octexxomuccus u ee poiab B 00ecriedeHuu UHPOPMAIMOHHOMN
6e3omnacHocT B PO.JIoKyMEHTHI 110 OLIEHKE 3alUIIIEHHOCTH
ABTOMATU3UPOBAHHBIX CUCTEM B POD.

JlaGopaTopHas pabdorta 8.

AJIMUHUCTpaTUBHBIA YPOBEHb 0OecreueHust HHHOPMaIlMOHHON 9
6e3omnacHoctu. llenn,3anaum u copepkanre aIMUHUCTPATUBHOTO YPOBHSI.



Pa3paboTka moauTukyu nHGOPMAITMOHHONW 0€30TTaCHOCTH.

JlaGopaTopHas pabdota 9.

Knaccudukanus yrpo3 "uadpopmanuonHon 6e3omnacHocTu".

Kunaccst yrpo3 undopmannonnoi 6e3omnacHoct. Kananbt
HECAHKIIMOHUPOBAHHOTO JA0CTYIa KUH(POpMALIIH.

JlaGopaTopnas padota 10.

KomneroTepHsie BUpYCHI U 3aluTa oT HUX. Bupycsl kak yrposa
nH@opmarmoHHoitbezonacHocT. KoMnbroTepHbIE BUPYCHI U
nH(popMarmoHHas 6€30MacHOCTh. XapaKTepHbIC YEPTHI

KOMIBIOTEPHBIX BUPYCOB. Kitaccudukaius KOMIbIOTEPHBIX BUPYCOB.
Knaccuduxanusi KOMIbIOTEPHBIX BUPYCOB MO Cpejie OOUTaHUS.
Knaccuduxanusi KOMIbIOTEPHBIX BUPYCOB 110 0COOEHHOCTSIM

anroputMa paboTsl. Kitaccudukanys KOMIbIOTEPHBIX BUPYCOB IO
JNECTPYKTUBHBIM BO3MOXKHOCTSIM.

JlaGopaTopHas padora 11.

AHTHUBUpPYCHBIE TporpaMMbl. OCOOEHHOCTH PaObOTHl AaHTUBUPYCHBIX TPOTPAMM.
Knaccudukanus aHTUBUPYCHBIX nporpamM. DaKkTOpkI, ONPEIETSIONIIe KaueCTBO
aHTUBUPYCHBIX TTporpaMM. [IpoduiiakTnka KOMIbIOTEPHBIX BUPYCOB.
XapaKTepUCTUKANIYTEW TPOHUKHOBEHUS BUPYCOB B KOMIIbIOTEPHL. [IpaBuna
3aIIUTHI OT KOMITbIOTEPHBIXBUPYCOB.

3.5 TemaTuka KypcoOBbIX IPOEKTOB (KyPCOBBIX padoT)

KypcoBbie MpOEKThI O TAHHON JUCIUIIMHE HE MTPEYCMOTPEHBIL.

4. YyeOHO-MeTOAMYECKOE H HH(POPMALMOHHOE o0ecreyenne
4.1 HopmaTusHbie 10KyMeHTHI 1 ['OCTb1

1. https://feos.ru/fgos/feos-01-03-02-prikladnaya-matematika-i-
informatika-9/2. "Tlonoxxenus 06 opranuzaiuu 00pa3oBaTeIbHOTO MpoIecca
B MockoBckoM [lonutexnnueckom yHuBepcurere"

4.2 OcHOBHAasl JIUTEepaTypa

1. ®daponos, A. E. OcHoBbI HHGOPMAITMOHHON 0€30TTaCHOCTH
npu paboTe Ha KOMIIbIoTepe : yuebHoe nocodue / A. E. ®aponoB. — 3-
e wu3n. — MockBa, CaparoB : HHTepHeT-YHUBEpCUTET

Nudopmarmonnsix Texnonoruit (MHTYUT), Aii Ilu Ap Menua, 2020.
— 154 c¢. — ISBN 978-5-4497-0338-5. — TekcT : 3JIeKTpOHHBIN //
[udposoit oOpazoBatenbHbiii pecypc IPR SMART : [caiit]. — URL:
https://www.iprbookshop.ru/89453 . html (naTa obpamenus: 23.03.2024)

2. ®owmuH, /. B. Unpopmanmonnas 6€30nacHOCTb : y4eOHO-
MeToauyeckoe mocobue mno aucuumuinHe  «MudopmanronHas
0e30macHOCThY ISl CTYJEHTOB HSKOHOMHYECKHX CHEIUATBHOCTEH
3aouHoi ¢Gopmbl 00yuenus / JI. B. ®omun. — CaparoB : By3oBckoe
obpazoBanue, 2018. — 54 ¢. — ISBN 978-5-4487-0298-3. — Tekcr :
anextpoHHbIl // Ludposoit o6pazoBarenbHbiil pecypc IPR SMART :
[caiit]. — URL: https://www.iprbookshop.ru/77320.html  (mata
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oOpamienus: 23.03.2024)

3. 3amrta WHGOPMAIIMK C HCMHOJH30BAaHUEM MEXaHH3MOB
ANEKTPOHHON 1MdpoBol moanucu: yueOHo-meroa. mocooue / JI.I.
Hemugos, O.I'. [IIBeukoBa, O.A. MockButuHa, A.H. IIeiibkun, KA.
Maiikos, K.I'. CmupHoBa ; Mock. roc. yH-T me4yaTu WMeHH lBaHa
®enopoBa. — M. : MI'VII umenn MBana degopona, 2014. — 53 c.

[DneKTpOHHBIN pecypc] URL:
http://elib.mgup.ru/showBook.php?id=99. (mata oOpartieHus:
23.03.2024)

4.3 lonosiHuTEILHAS JIUTEPATYpPa

1. 'anarenko, B. A. OcHOBBI HH(POPMAITMOHHON 0€30MaCHOCTH :
yueOHoe mocobue / B. A. Tamarenko. — 3-e u3g. — Mocksa :
Nurepuer-Yuuepcurer Uudpopmanumonnsix Texnonoruit (MHTYUT),
Aii [Tm Ap Menma, 2020. — 266 c. — ISBN 978-5-4497-0675-1. —
Tekct : snektponnbiii // LudpoBoit obpazoBarenbHbiii pecypc IPR
SMART : [caitit]. — URL: https://www.iprbookshop.ru/97562.html
(mata obpamenus: 23.03.2024)

4.4 DyeKTPOHHBIE 00pa3oBaTe/bHbIE PeCypPChl

CIHO Mockosckoro Ilomutexa. «MHbopmanuonHas 0€30MaCHOCTh U
3amuTa nHGopMamuny. https://online.mospolytech.ru/course/view.php?id=11843

4.5 JInueH3u0HHOe U CBO0OOIHO pacnpocTpaHsieMoe MPOrpaMMHoOe
odecrnieyenune

JIJIsl yCIIenmHOTO OCBOCHMSI TUCIUIUIAHEI, CTYJEHT HCIOJb3YyeT
CJIeYIOIIMENTPOTpaMMHBIE CpelicTBa: cpeaa pazpadborku Android Studio.

4.6 CoBpemenHblIe npodeccuoHAJIbHbIE 0a3bl JAHHBIX U
HHOpMaIMOHHbIE CIIPABOYHbIE CHCTEMbI

1. OI1 "FOpait" https://urait.ru/

2. IPR Smart https://www.iprbookshop.ru/
3. OBC "Jlanp" https://e.lanbook.com/

4. https://elenph.org/

5. https://www.philosophy.ru/

6. https://iphlib.ru/library

5. MarepuajibHO-TeXHHYECKOe o0ecneyeHue

JIist poBeieHUST IEKIIMOHHBIX 3aHSITHH HCIOIB3YIOTCS KOMIBIOTED U
NPOCKTOp  JJIsi  WMCTOJB30BaHUS  JIGKIIMOHHOTO MaTepuaia B (dopme
NIPE3EHTAIMOHHBIX CIAiI0B, KOMIIBIOTEPHBIN Ki1ace (He MeHee 15 mocaTouHbIxX
MECT) C YCTAHOBJIEHHBIM TIPOTPAMMHBIM OOCCIICUCHHEM I TPOBEACHUS
1a00paTOpPHBIX PadoT. 11



6. Metonnueckne peKOMeHIAUNH
6.1 MeToguueckue peKOMeHIAIUN J1JIsl TPeNnoaaBaTeJisi Mo
OpraHu3anuu 00y4eHus

JlekMOHHBIE 3aHATHS POBOISTCS B COOTBETCTBHUH C COJEPIKAHUEM
HaCTOsIIEH paboueil mporpamMMel.

JlaGopaTopHbie paboThI OCYILIECTBIISIETCS B dbopme
CaMOCTOSATEILHON MPOPaOOTKHA TEOPETUUYECKOTO MaTepraia O0ydJaroImUMHUCS;
BBITIOJTHEHHUS MPAKTHYECKOTO 3aJ]aHus; 3aIIUTHI TIPETOJaBaTeNIo JabopaTOpHOI
paboThHl (3HAHWE TEOPETUYECKOTO MaTepuaja W BBIMOJTHEHUE TPAKTUISCKOTO
3a7aHus ).

[Ipy mpoBeAeHUM KOHTPOJHHON TOYKM OOydYaroImHMecs HE MEHee
94eM 3a HeJleTt0 HHHOPMHUPYIOTCS 00 ’TOM U UM BBIJJAETCS CITUCOK BOIIPOCOB JIJIS
MIOJITOTOBKU K KOHTPOJILHOH padoTe.

6.2 MeToguueckue yKa3aHus 1J51 00y4YAIOIINXCS 10 OCBOCHUIO
ANCHUILINHBI

[locenienne NEKIMOHHBIX 3aHATHN sBIsieTcsl oOs3aTenbHbIM. [Ipomyck
JEKIIMOHHBIX 3aHATUM 0€3 YBaXUTEIbHBIX NPUYMH M COTJACOBAHUS C
pyKOBOJICTBOM B 00beme Oosiee 40% OT 00I11ero KOJIU4ecTBa MPEeayCMOTPEHHBIX
y4eOHBIM IUUITAHOM Ha CEMECTp JEKIMH BliedeT 3a €000l HEBO3MOXKHOCTh
aTTeCTallMU O JUCIUILINHE.

JlomyckaeTcsi KOHCTIEKTUPOBAHUE JICKITMOHHOTO MaTepuaia MUChbMEHHBIM
WU KOMITBIOTEPHBIM CIIOCOOOM.

Perynsapuas mpopaboTka Matepuraia JEKIHH 10 KaXXI0My pa3elly B paMKax
MOJITOTOBKK K TPOMEKYTOYHBIM M HMTOTOBBIM (pOpMaM aTTECTAIlMU, a TaKXKe
BBITIOJTHEHWE W TOATOTOBKA K 3alUTE JIA0OPATOPHBIX PadOT MO AUCITUTUIHHE

SBISETCS OJHHUM U3 BaXXHEUIIMX BHJOB CAaMOCTOSATEIBHONH  pabOTHI
00yyaroIierocs B TCUCHUE CEMECTpA.

7. ®oHJ OLIEHOYHBIX CPEICTB
7.1 MeToabl KOHTPOJIS U OLICHUBAHUSA Pe3yJbTATOB 00y4eHU

B nporecce o0ydeHHst HCIOIB3YIOTCS CIIETYIOIINE OLIEHOYHbIE (POPMBI
CaMOCTOSITENIbHOU Pa0OTHI CTYJIEHTOB, OIIEHOYHBIE CPEICTBA TEKYILETO KOHTPOJIS
YCIIEBAEMOCTH U MTPOMEKYTOUHBIX aTTECTAIUN:

— TOJATOTOBKA K BBHITTOJIHEHUIO TA0OPATOPHBIX padOT U UX 3alIUTa.

O1eHOYHBIE CPEICTBA TEKYILIETO KOHTPOJISI YCTIEBAEMOCTH BKIIFOUAIOT
KOHTPOJBHBIE BOMPOCHI JIJIs KOHTPOJISI OCBOEHUS O0yJarOIUMHUCS Pa3eIoB
JTUCITUTUTIHBI.

7.2 lllkana u KpUTEPUU OLIEHUBAHUS Pe3yJIbTATOB 00y4YeHU sl
12
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[IpomexyTouHasi arrectaiusi oOydaromuxca B Gopme 3auéra ITPOBOAUTCS
M0 pe3yJibTaTaM BBIMOJHEHUSI BCEX BUAOB y4eOHOU pabOThl, MPEAyCMOTPEHHBIX
y4eOHBIM TUIAHOM MO JAHHOW JUCHUMIUIMHE (MOJYIIO), IPU 3TOM YUYUTHIBAIOTCS
pe3yNbTaThl TEKYIEro KOHTPOJS yCIEBAEMOCTH B TedeHue ceMectpa. OlieHka
CTEMEHU JOCTUKEHUS 00YUYaIOIIMMUCA TIAHUPYEMBIX PE3YJIbTATOB OOyUEHUS IO
TUCHUIUIMHE (MOMAYJI0) MPOBOJUTCS MPEnojaBaTelIeM, BEAYLIMM 3aHSTHS IO
JUCHUUIUIMHE  (MOAYJI0) METOJOM  d3KcrepTHOM  ouneHku. [lo  wuroram
MPOMEXKYTOUHOU aTTECTAIMU MO JUCHUIUIMHE (MOJYJI0) BBICTABISETCS OIEHKA
«3aYTEHO» WIIU «HE 3aU4TCHOY.

K npomexyTouHoll aTTecTaliid JOMYCKAaIOTCS TOJBKO  CTYJIEHTHI,
BBITIOJIHUBIIIME BCE BHUIbI Y4uyeOHON paboOThl, MOpPeIyCMOTpPEHHbIE pabouei
MPOTPaMMON TUCIIUTUIUHBI.

lkana
OLlECHUBAHUA

Onucanue

BrinmonHnensl Bce BUABI y4eOHOW palOThI, MPEeTyCMOTPEHHBIE
y4eOHbIM MIaHoM. CTyAeHT AEMOHCTPUPYET COOTBETCTBUE
3HaHUW, YMEHHM, HABBIKOB TMPUBEACHHBIX B  TalaUIAX
nokKazarenei,  Oonepupyer  MNPUOOPETECHHBIMU  3HAHUSIMH,
3a4TeHo YMEHHSIMU, HaBbIKAMHU, MPUMEHSET UX B CUTYyaIUSAX Pa3IUYHOMN
cinoxkHocTu. [Ipy 3TOM MOTYT OBITH AOMYIIEHB HE3HAUYUTEIIbHBIC
OMMOKH, HETOYHOCTH, 3aTPYJHEHUS] TPU aAHATUTUYECKUX
omepauusix, IEpEeHOCE 3HAaHUM W yMEHUM Ha  HOBBIE,
HECTAH/IAPTHbBIEC CUTYaALIUH.

He BbimonHeH oauH wiM 0Oojee BHJIOB Y4YEOHOW padoTHI,
MPELYCMOTPEHHBIX YUEOHBIM IIaHOM. CTYJIEHT JNEMOHCTPUPYET
HEIOJIHOE COOTBETCTBUE 3HAHUM, YMEHUI, HABBIKOB TPUBEIEHHBIX
B Ta0JIMIIaX MOKa3aTesiel, JOIMyCKAITCS 3HAUYNTEIbHbIE OLINOKH,
NPOSIBIISIETCSl OTCYTCTBUE 3HAHWM, YMEHUH, HAaBBIKOB IO psAy
MoKasarelyield, CTyIeHT UCIBITHIBAET 3HAUUTENIbHBIE 3aTPyAHEHUS
IIpU ONEPUPOBAHUM 3HAHUSIMU U YMEHUSMH IIPU MX NEPEHOCE Ha
HOBBIE CUTYaLUH.

He 3aureno

7.3 OueHoYHbIE CPEACTBA

Bormpocsl k 3k3aMeny.

Kpunrorpadus. OcHOBHbBIE ONIPEACIICHUS U aITOPUTMBI.

Knaccudukanusi KpunroaaropuTMoB.

CUMMeTpUYHBIE KPUTITOAITOPUTMBL.

CxpeMOaepsl.

brnouynbie mudpsi.

Cetb @eittrens. bnounsiii mudp TEA.

O6mue cBenenus o koukypce AES: mmdp MARS 13
O6mue ceenenus o koukypce AES: mmdp RC6
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9.  OO6mue cBenenus o koHkypce AES: mmdp Serpent

10. OOGuue cBenenust o koukypce AES: mudp TwoFish
11. OOume cBenenust o koukypce AES: mmudp Rijndael.
12. CumMeTpuuHbIE KPUITOCUCTEMBI.

13. AcumMmmeTrpruyHbIE KPUTITOAITOPUTMBL.

14. Anroputm RSA.

15. OOwmen kmrouamu o anroputmy Jduddu-Xennmana.
16. OOmas cxeMa aCUMMETPUYHON KPUIITOCUCTEMBI

17. OOuue cBeneHus 0 BUpycax.

18. Bupycsl noa Unix-nogo0HbIE CUCTEMBI.

19. Knaccuduxanus BUpyCOB.

20. Kiaccudukaius BUpycOB MO cpejie OOUTaHuUs.

21. Kiaccudukaiys BUPyCOB MO CIoco0aM 3apakeHusl.
22. Kiaccudukanuys BUpyCOB IO HAHOCUMOMY BpeEy.

23. Kiaccudukaiuys BUpyCOB 0 0COOEHHOCTSIM aJITOpUTMA.
24. Kiaccudukanus Bupycos no sepcuu Drweb.

25. Tloudarue u knaccuuKaius aHTUBUPYCHBIX TPOTPAMM.
26. O030p COBPEMEHHBIX aHTUBUPYCHBIX MTPOTPAMM.

27. Ilouck BHpPYCOB BPYHYHYIO.

28. HHctpyMeHTBI y1si 60pbObI C BUPYCaMHU.

29. TlonsiTHE COMAIBHON UHKECHEPUHU.

30. MoOTHUBBI U METO/BI COLIMATBHON HHKEHEPHH.

31. Tlomyuenue koHpUICHINATBHON HH(DOPMALIUH.

32. 3apaxxeHue KOMIIBIOTEPA BUPYCOM.

33. HHCTpyMEHTHI COLIMATBbHON UHKEHEPUHU.

34. MaccoBble pacChUIKU (M3BECTHBIE TaK )K€, KaK Cram).
35. bannepsl. OOpaTHas comuaabHas HHXEHEPHS.

36. be3onacHOCTb B UHTEPHETE

37. OO6umit 0630p yrpo3, peKOMEHJalluu Mo 0€30MacHOCTH.

38. besonacHas pabota B IHTepHeTe: aHanmn3 BeO-caiiToB, 0€30IacHBII

MOUCK, HAJIC’KHbBIC MTapPOJIH.
39. be3onacHas pabota B IHTepHETE: 2IEKTPpOHHAS MTOYTA, IJIATEXH,
sanutHoe [10.

40. JlomoJHUTEIBHBIEC CPEACTBA MOBBIIIIEHUS OE30IMAaCHOCTH.

41. Pe3epBHOE KOMpOBaHUE U MU(POBAHNE JAHHBIX, BOPOCHI
obecnieueHus puznueckoil 6€30MacCHOCTH KOMIIBIOTEPA.

42. be3omacHOCTh Mpu pabOTe Ha KOMIIBIOTEPE HECKOIBKUX
MOJIB30BATEIICH.

43. be30macHOCTh B COLIMATIBHBIX CETSX.

44. KoHuenuuu 1 acuekTbl odecredeHus HHPOpMaImOHHON
0e30IacHOCTH

45. TloHsTHS YKOHOMHUYECKON ¥ MH(DOPMAIIMOHHONW 0€30MacHOCTH.
46. Kirouessie Bonpockl Ub.

47. Bupasl yrpo3 uH()OpMaIMOHHOM 0€30MaCHOCTH U KJlacCUpUKaIUs
HMCTOYHUKOB YT'PO3.

48. OcHOBHBIE BU/IbI 3alIUIIIAEMON UH(POPMAIUH.
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49. TIlpaBoBoe obecrieueHre HHPOPMAIIMOHHON 0€30TaCHOCTH.
50. OcHOBHBIE aCTIEKTHI TOCTPOCHUS CUCTEMbI HHPOPMAITUOHHOM
0e30IacHOCTH
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