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1. Heau, 3a1a4u ¥ IJIaHUPyeMble pPe3yJbTAThl 00y4eHHs 10 IUCHUILIHHE

K oCHOBHBIM 11€J1IM OCBOCHUS JUCILHITIIMHBI ((KpI/IHToaHaJ'II/IB» CJICAYCT OTHCCTU:

- WM3YYCHHE COBPEMEHHBIX METOJIOB M CpEICTB aHAJM3a KPUNTOTPaQUUECKOW 3aIlIUThI
uHOpMaLMY AT pelieHus MpodIieM 3aIUThl HHPOPMALIUU.

K ocHoBHBIM 3agavdaM OCBOCHUA AUCHUIIIIMHBI «KpI/IHToaHaJ'II/B» CJICAYCT OTHCCTH:
- OBJIAZACHUC OCHOBHBIMH KpI/IHTOFpa(l)I/I‘IeCKI/IMI/I HHCTPYMCHTaMu, H606XO,I[I/IMBIMI/I JJIA
NOCTPOCHUS 3allIUIIICHHBIX I/IH(I)OpMaI_II/IOHHBIX CHUCTCM.

Ob0yuyenne mo jgucuuiummHe «Kpunroananus»  HampaBiieHO Ha  (opmupoBaHUE
y O0yYaroIuXcs CASAYIOIIMX KOMITCTCHIIH:

Ko u HauMeHOBaHHe KOMIIeTeHIMIT NuankaTopsl 10CTHKEHHSI KOMIIETEHIMHU
OIIK-9 CniocobeH mpuMeHsITh CpeICTBA NOIIK-9.1. 3naer cpeacrna
KpunTorpaguueckoi 1 TEXHUYECKON 3alIUThl | KpUNITOrpaduyecKol U TEXHUYECKOU 3allUuThl
uHpOpMAaLUK 7S peIeHUs 3a/1a4 UH(pOPMALIUK [Tl pellieHus 3a/1au
npodeccroHabHOM 1eATeIbHOCTH podeccuoHaNbHOM e TENbHOCTH;

NOIIK-9.2. YMmeeT npuUMeHSTh CpeICTBA
KpUNITOTpapUUeCKON 1 TEXHUIECKOMN 3aIUThI
uHGbOpMaIUK AJIs peLIeHUs 3a1a4
poeCCHOHATBHON IeATETLHOCTH;
NOIIK-9.3. BnageeT cpeacTBamMu
KpUNTOTpahUUeCKON U TEXHUIECKON
uHGOpMAIIUU TSl pEeLIeHUs 3a1a4
poeCCUOHATBHON JeATETLHOCTH

2. lesan, 3a1a4u U VIAHUPYeMBbIe Pe3yJabTAThI 00y4eHUs M0 TUCHUILINHE

Hucnunnuna «KpunroaHanus» OTHOCHTCS K YHUCIY DJIEKTUBHBIX YY€OHBIX JAUCUUIUIMH
OCHOBHOI 0Opa3zoBarenbHoil nporpammsl (b.1./1B.3).

JucuurnnuHa B3aMMOCBSA3aHA JIOTUYECKH M COJEPKATEIBHO-METOAUYECKH CO CIEAYIOIIHUMHU
qucuumuHaMu U npaktukamMu OOl «Matematuyeckuil aHanu3y», «JlUCKpeTHass mMaTeMaTUKay,
«Teopust BeposATHOCTEN W MaTeMaTHYeCKas CTaTHCTHKa», «Teopus mHPopMammm», «HucieHHbIE
MeTOIb», «OCHOBBI MH()OPMAIIMOHHON 0€30IaCHOCTI.

3. CtpykTtypa u coaep:kaHHue JUCHUILINHbBI
OO6mast TpyA0€MKOCTh AUCIUIUIMHBI COCTABIISET 4 3aueTHbIe eAUHUITHI (144 vaca).
3.1. Buabl yueOHoii padoThl U TPYA0E€MKOCTh
(mo popmam oOyueHus)

3.1.1 Ounas opma o0ydeHus



Ne CemecTtphbl
. KosmuectBo
n/n Bua yueoHoii pa6oThl Cemectp Hepeasn
4acoB
cemMecTpa
1 | AyauTopHbIe 3aHATHS 72 4 1-18
B ToM yucne:
1.1 | Jlexmnu - - -
1.2 | CemuHapcKue/MPaKTUUECKUE 3aHITHS - -
1.3 | JJaGopaTopHbIe 3aHITHS 72 4 -
2 | CamocrosiTesibHas padoTa 72 4 -
3 | IlpoMexKyTOYHASL ATTECTALHSA
OK3aMeH 4 I[To pacnucanuio
Hroro 144
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3.2. TemaTuveckuii NJIaH U3y4YeHU s TUCHUIINHbBI

(o popmam oOyueHus)

3.2.1 Oynas popma o0ydeHus

TpynoeMKOCTb, 4ac

AyauTopHasi padora

Camoc
J]T/-) Pasieanl/TeMbl Cemunap | JIabop | IIpakr TOsITe
AUCHUILIUHBI Bcero | Jlex CKHE/ | aTOPH | HY€CKa JIbHasi
n MpaKTU4e | bIe s
1501 padot
CKHE | 3aHATH | HOATOT | ©
3aHSITHS o OBKa
1 Paznen 1. Kpunroananus
52 - - 32 - 20
CUMMETPUYHBIX KPUIITOCUCTEM
1.1 | Tema 1.1. ludper ogHO3HAYHON 12 ) ) ] ) 4
3aMEHbI
1.2 | Tema 1.2. HIudpsr MHOTO3HAYHOM 12 i i ] i 4
3aMEHBbI
1.3 | Tema 1.3. lludpsl 6;1049HOM 3aMEHBI 8 - - 4 - 4
1.4 | Tema 1.4. lludpsl nepecTaHOBKU 12 - - 8 - 4
1.5 | Tema 1.5. lllndpsl raMMupoBaHus 8 - - 4 - 4
2 Paznen 2. Kpunroananus 24 ) ) 16 ) 3
ACHUMMETPUYHBIX KPUIITOCUCTEM
2.1 | Tema 2.1. Kpunroananus 24 ) ) 16 ) 3
ACUMMETPUYHBIX KPUIITOCUCTEM
3 Paznen 3. Kpunroananmms nudposoii 16 i i ] i 3
MOAMNHUCH
3.1 | Tema 3.1. Kpuntoanaius mugppoBbIxX 16 ) ) ] ) 3
noanucen
4 Paznen 4. Kpunroananus aaropurMoB ] ) ) 4 ) 4
oOMeHa KJI4YaMH
4.1 | Tema 4.1. Kpunroananus airoputma ] ) ) 4 ) 4
Juddu-Xemmmana
5 Paznen 5. IloaroroBka otuera o
KPHUITOAHAJIN3€ KpUNTOrpapuuecKux 44 - - 12 - 32
JIITOPUTMOB
5.1 | Tema 5.1. Pa3paboTka 610K-cXeM 16 i i 4 i 12
IpOrpaMM KpUNTOaHAIM3a
5.2 | Tema 5.2. Pa3zpaboTka ob61uiero 12 i i 4 i 3
uHTepdeiica mporpaMM KpUnToaHaIN3a
5.3 | Tema 5.3. CpaBHUTENBHBIN aHAIU3
CTOMKOCTH KPUNITOTpahUIECKUX 10 - - 2 - 8
JIITOPUTMOB
5.4 | Tema 5. OTyeT 0 KpUNTOAHAIN3E 6 ) ) 5 ) 4
KpUNTOTpaUIECKUX AJITOPUTMOB
Hroro | 144 72 72

3.3. Conep:xkanue TUCHUILINHBI

Pa3nes 1. Kpunroanaius cMMMeTPHYHBIX KPHIITOCHCTEM

Tema 1.1. YacTOTHBIA aHATH3.




ITouck BeposATHOIO CIIOBA.
Iudpsl 3amMeHsI.
Kpunroananus mugpoB IpocToil 3aMeHbI.
Tema 1.2. [1Iudpsl MHOTO3HAYHOMN 3aMEHBI.
Kpunroananus mudpos rammuposanus benazo u Biukenepa.
Peructpsl casura ¢ oOpaTHO# CBSI3bIO.
CxkpemoOiiepsl.
Kpunroananus mudpyromiei raMMbl.
Kpunroananus HayaabHOIO 3alI0JHEHUS — KJIFOYE€BOH MHUIMATIN3ALNH.
Tema 1.3. llIudpsr 6;10uHON 3aMEHBI.
Kpunroananus mudpoB BEpTUKAIBHOMN MEPECTaHOBKH.
Koncrpykuun ®etictens. AIropuTMbl 6J0YHOTO MU(GPOBAHUSL.
Anroputmsl mudpoanus [OCT 28147-89, 'OCT 34.12-2015.
I'OCT 34.13-2015. Pexum npocToit 3aMeHBI.
AHanu3 paccenBaHus 3HaKa OTKPBITOTO TEKCTA MO MU(PPTEKCTY.
ATaka 1oJIHpIM IepedopoM.
Pazgen 2. Kpunroanaan3 aciMMeTPHUYHBIX KPUNITOCHCTEM
Tema 2.1. AcuMMeTpUYHbIE CUCTEMBI IIU(PPOBAHMUS.
OtkpeiToe pacnpeneneHue kmoueil. Cxema Auddu-Xennmana.
Anroputm RSA. Meton dakropuzamuu Oepma.
Cucrema mmdposanus El Gamal. [Tuckperroe orapudpMupoBanue.
Paspnen 3. Kpunroanaau3 uugpoBoi moanucu
Tema 3.1 Kpunroananms 1iudpoBbIX MOAMKUCEH
@OyHKIUYT XAIIUPOBAHMSL.
Anroputm RSA.
Anropurm El Gamal.
Pa3nes 4. Kpunroanaius aJiropuTMoB 00MeHa KJIIOYaMH

O6men kirouamu o anroputmy Diffi-Hellman.
Paspnen 5. [loaroroBka or4yera 0 NpOrpaMMHUPOBAHMH KPUITOIPaQUUECKUX AJITOPUTMOB.
Tema 5.1. PazpaboTka 6J10K-CXeM IPOrpaMM KPpUIITOAHAIIN3A.
I'OCT 19.701-90.
Tema 5.2. Pazpabotka o01miero narepderica mporpaMM KpUITOAHATHU3A.
JlnanoroBslii WM KOHCOJIbHBIN HHTEp(elic. brok-cxema obmiero natepdeiica. TectupoBanue
uHTepderica.
Tema 5.3. CpaBHUTENBHBIN aHAIN3 CTOMKOCTH KPUNITOTpapUUECKUX aIrOPUTMOB.
Tema 5.4. OT4eT 0 MpOrpaMMHUPOBAHUN KPUIITOUITOPUTMOB.
[ToaroroBka oT4eTa O MPOrPAMMHUPOBAHUH B COOTBETCTBHUE C 3aIaHHON CTPYKTYPO U 3aIIATA
oTyeTa.

3.4. TemaTuKa CEMHUHAPCKUX/TIPAKTHYECKUX U J1a00PATOPHBIX 3aHATHIH
3.4.1 CemuHapcKue/IPaKTUYECKUE 3aHATUS

He npedycmompensi npoepammotl.

3.4.2 JlabopaTopHbIe 3aHITHS



Tema 1. Kpunroananus cuMMETpUUYHBIX KPUITOCUCTEM
JlaboparopHas padota 1.1. Kpunroanaims mudpoB 0JHO3HAYHON 3aMEHEI.

Hughpvr npocmoti oonosnaunou samenvl: Amoaw, wugp Llezaps, wugp [orubus. LLlugpo
MHO203HAYHOU 3aMEHDbL.
JlabopaTtopHnas padora 1.2. Kpunroananus mmmdpoB MHOTO3HAYHON 3aMEHBI.
HIughpvr Tpumemus, benaso, Buowcenepa. S-6n0x 3amenvt I OCT P 34.12-2015.
JlabGopaTtopnas padora 1.3. Kpunroananus mmmdpoB 6J109HON 3aMEHBI.
Mampuunvui wughp. Llughp Instigpepa.
JlabopaTtopnas pabora 1.4. Kpunroananus mmmdpoB nepecTaHOBKH.
Hlugper  sepmuxanvuoni  nepecmanogku. Lllugper  mapupymuou  nepecmaHosKu.

Ilosopomuvwie pewwemku. Cemov Deticmens.

JlaboparopHas pabdota 1.5. Kpunroananms muppoB raMMUpOBaHUS.
Oonopaszosvuil baoxknom lllennona. I'ammuposarnue

Tema 2. KpI/IHTOElHaHI/B ACUMMCTPHUYHBIX KPUIITOCUCTCM.

JlaGopatopHas pabota 2.1. Kpuntoananus mudpoB acCUMMETpUYHbBIE LIU(PHI.
Llugp RSA.

Hlugp El Gamal.
Tewma 3. Kpunroananus nudpoBoi MOAMKICH.

JlaGopatopHas pabota 3.1. Kpuntoananus nqudpoBsIX MOIMUCEH.
Aneopummvr RSA, EGSA.
Tema 4. Kpunrtoananus aaropuTMoB 0OMeHa KII04aMHu.
JlabopaTtopnas padota 4.1. Kpunroananus anroputma Auddu-Xemimana.
Obmen knrouamu no aneopummy Diffi-Hellman.
Tema 5. TloaroroBka oT4era 0 KpUNTOAHAIN3€ KPUNITOTPAPUUECKUX aITOPUTMOB.
JlaGopatopHas pabota 5.1. Pa3zpaboTka 010K-cXxeM IporpaMM KpHIITOAHAIH3A.

JlaGopatopHas pabota 5.2. Pa3zpaboTka ob1iero nurepgdeiica nmporpamMmm KpUnToaHaIn3a.
Juanocosviti  unu  KoHcoavuwli  unmepgpetic.  bnok-cxema obweeo  unmepdgerica.
Tecmupoeanue unmepgeiica.

JlaboparopHas padoTta 5.3. CpaBHUTENbHBIN aHATH3 CTOMKOCTH KPUNITOTpaduIeCcKUX alrOpuTMOB.

JlaGopatopHas pabota 5.4. OT4eT 0 mporpaMMHUPOBAHUH KPUNTOIpapUUECKUX aITOPUTMOB.

3.5. TemaTuka KypcoBbIX POEKTOB (KYpPCOBBIX padoT)

He npedycmompenwt npocpammoii.

4. Y4eOHO-MeTOAMYECKOE M HH(POPMALIMOHHOE O0ecnevYeHune
4.1. HopmatusHbie 1okyMeHTsI 4 TOCThI

1. ®@enepanpubiii 3ak0H 0T 06.04.2011 N 63-P3 (pen. ot 11.06.2021) «OO »y1eKTpOHHOK
MOAIUCHY Tekcr: AIICKTPOHHBIN // Texakcnepr: [caiiT].— URL:
https://docs.cntd.ru/document/902271495 (nara obpamenus 15.03.2021);

2. TOCT P 34.10-2012 WudopmammonHass TexHosorus. Kpunrorpaduueckas 3amura
unpopmanmu. Ilpomeccsl (opmupoBaHus U TPOBEpPKH ANEKTpoHHOW muppoBoit Information
technology. Cryptographic data security. Generation and verification processes of electronic digital



https://docs.cntd.ru/document/902271495
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signature: Hanmonansueii ctannapt PO: Brea. 01.01.2013: -M.: Crannaptundopm, 2018. -URL:
https://docs.cntd.ru/document/1200095034 (nata obpammenus 15.03.2021).- TekcT: 3IeKTPOHHBIN.

3. TOCT P 34.11-2012  Hudopmaumonnas texnosorusi. Kpunrorpaduueckass 3zammra
uHpopmanuu. Oynkius xsmmposanus Information technology. Cryptographic data security. Hash-
function: Hammonanenserii crangapt P®: Beea. 01.01.2013:- M.: Crangapruadopm, 2013.- URL:
https://docs.cntd.ru/document/1200095035 (nata obpamenust 15.03.2021).- TekcT: 21eKTPOHHBIH.

4. TOCT P 34.12-2015 Wudopmammonnass TexHosorus. Kpunrtorpaduueckas 3amura

undopmarmu. bnounsie mudpe: Hamwonanenbeiii cranmapt P®: Been. 01.01.2016:- M.:
Crannmaptundopm, 2015.- URL: https://docs.cntd.ru/document/1200121983  (mata oOparieHus
15.03.2021). - TekcT: 31€KTPOHHBIN.

5. TOCT P 34.13-2015 MWudopmanuonnass TtexHonorus. Kpuntorpaduueckas 3amura
nHopmanuu. Pexumbl pabotel Omounbix mudpoB: nformation technology. Cryptographic data
security. Modes of operation for block ciphers: Hammonansnsiit crangapt P®: Been. 01.01.2016:-
M.: Crangaptuadopm, 2015.- URL:https://docs.cntd.ru/document/1200121984 (mata oOpareHus
16.03.2021).- TekcT: 3n€KTPOHHBIMN.

I'OCT 19.701-90 Enunas cuctema nporpaMMHOM 1oKyMeHTaluu. CXeMbl alrOpUuTMOB, IPOTrpamMm,
JaHHBIX U cucteM. MexayHapoausiii ctanaapt.: Been. 01.01.1992. — 'ocynapcTBeHHBIM KOMUTET
CCCP no BblYMCIUTENBbHOM TEXHUKE U HHPopMmaTHKe. [lepensnan — suBaps 2010.

4.2. OcHOBHAas JMTEpPaTypa

1. byrakoBa H.I'., ®enopor B.H. Kpunrtorpaduueckue MeTOmbl W CpEACTBA 3aIIUTHI
uHpopMaluu: ydeOHoe mocodue. M3nmanue 2-e, ucmpasiieHHoe W jpononHeHHoe. — CII6: UI
«utepmennay, 2020. — 380c. — ISBN 978-5-4383-0210-0.

2. byrakoa H.I'., Cemenenko B.A., ®emopo H.B. Kpunrorpadgudeckas 3ammura
uHdopmaruu: yuedHoe mocodbue st By3oB. — M. : U3n-Bo MI'Y, 2011 . — 316 c. - ISBN 978-5-
2760-1503-3

3. byrakoBa H.I'., ®enopor B.H. Kpunrtorpaduueckume MeTOIBI W CpEACTBA 3aIIUTHI
uHpopmanuu: yaeonoe nocodue. — CI16: UL «urepmenua», 2016. — 384c. — ISBN 978-5-4383-
0135-6. Hoctyn K AIEKTPOHHOM BEpCHUU KHUTH OTKpPBIT Ha caiire
https://elibrary.ru/item.asp?id=28331738.

4.3. JlonosHUTeEIbHAA JIUTEPATYPA

1. BBenenue B kpunrorpapuueckyro 3amuTty napopmanuu 06bektoB: yueonuk ans CI10 /
C.H. Unbuneix, C.I'. Amomuna, T.W. Kanunakuna [u 1p.]. - M.: KT MTYCH, 2021. - 276¢c. —
Texcr : anexTponHslii // JlaHb : 31ekTpoHHO-O0MOMMoTeyHas cucremMa. — URL:
https://reader.lanbook.com/book/215231

2. Kopuuenko A. A. Kpunrorpaduueckue npoTokosis! : yueod. mocodue / A. A. Kopuuenko, M.
JI. Tnyxapes. — CII6 : ®T'bOY BO II'VIIC, 2020. — 74 ¢. — ISBN 978-5-7641-1509-2. — Texkcr :
ANEeKTPOHHBIHN // JIaHb : yIeKTpoHHO-OuOHOoTeuHas cuctema. — URL:
https://reader.lanbook.com/book/191009

3. Epmakoga, A. }O. Kpunrorpaduueckue metoab! 3anmuthl nHGopmanmu / A. 0. Epmakosa. —
M. : MUPOA - Poccuiickuii TexHosmorndeckuii yausepcurert, 2021. — 172 ¢. — Texker :
JIeKTpOHHBIH // JlaHb : 3nekTpoHHO-OnbanoTeynas cucrema. — URL:
https://reader.lanbook.com/book/176563


https://docs.cntd.ru/document/1200095034
https://docs.cntd.ru/document/1200095035
https://docs.cntd.ru/document/1200121983
https://docs.cntd.ru/document/1200121984
https://elibrary.ru/item.asp?id=28331738
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4. Urnatees E. b. 3anmra nHbOpMaIiK: KpUIITOAITOPUTMBI XSITHPOBAaHU: ydyeOHOe mocodue
mis By3oB / E. b. Urnatees. - Cankt-IletepOypr: Jlansb, 2023. - 264 c. — TekcT : 31eKTpOHHBIH //
Jlanb : anekTpoHHO-OMbIMoTeunas cucrema. — URL: https://reader.lanbook.com/book/311792

5. OBuMHHUKOB, A. A. Kpunrorpadguueckue MeTo/ Il 3aIIUTHI HHPOpMaLUU: YueOHoe
nocobue / A. A. OBunHHUKOB. — CII0 : Cankt-IlerepOyprckuii rocy1apcTBEHHbIN YHUBEPCUTET
aspokocMmuueckoro npudopocrpoenus, 2021. — 133 ¢. — ISBN 978-5-8088-1591-9. — Tekcr :
3JIEKTPOHHBIN // JlaHb : 3nekTpoHHO-OnOInoTeunas cucrema. — URL:
https://e.lanbook.com/book/216491

4.4. J1eKTpOHHBbIE 00pPa30BaTeIbHbIE PeCypPChI

1. Byrakosa H.I'. Kpunrorpadguueckue MeTobl 3aluThl HHPOPMALUHU. DIEKTPOHHBIN
o0pa3oBaTeNbHbIN pecypc. MockoBckui ITonurex, 2020 -
https://lms.mospolytech.ru/course/view.php?id=2518.

2. Byrakosa H.I'. [IporpammupoBanue KpUntorpapuueckux anropuTMoB. DIEKTPOHHBIN
o0pa3oBaTeNbHBIHI pecypc. MockoBcKui [Tonurex, 2020 -
https://Ims.mospolytech.ru/course/view.php?id=8378&

4.5 JInneH3M0HHOEe U CBOOOTHO pacnpocrpansaieMoe nporpaMmmMHOe obecneyeHue

1. Onepanmonnas cucrema Microsoft Windows ot 7 Bepcuu u Bbitiie; Microsoft Office umu Open
Office, 6paysep (Firefox/Google Chrome /Explorer).

4.6 CoBpeMeHHbIe IPodecCHOHAJIBbHBIE 0a3bl JAHHBIX U MHGOPMALMOHHBbIE
CIIPaBOYHbIE CHCTEMBbI

1. eLIBRARY.RU: Hayunas snextponnas 6ubnmoreka: caiit. - Mocksa, 2000 -. - URL:
https://www.elibrary.ru (nata o6pamenus: 16.03.2021). — TekcT: 371€KTPOHHBIH.

2. JIAHD: snextporHO-OMOMMoTeYHas cuctema: caT. — Cankr-Iletepoypr,2010 -. - URL:
https://e.lanbook.com (mata o6pamenus: 10.03.2021). - TekcT: 231EKTPOHHBIH.

3. ®CTOK Poccun: I'ocymapcTBeHHBIH peecTp CepTUPHUIIMPOBAHHBIX CPEJICTB 3alTUTHI
unpopmanmu. — MockBa, 2014. - . - URL: https:/fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty-po-sertifikatsii/1 53-sistema-sertifikatsii (mata oOpamenus: 10.03.2021). -
TekcT: aneKTpOHHBIH.

4. bubmuorpaduueckas u pedeparuBHas 0a3a JAaHHBIX HAYYHOU MEPUOTUKUA «ScOpusy -
WWW.Scopus.com.

5. Caiit ®enepanbHoii cimyx0b1 0e30macHocTH Poccuu (OCB Poccun). -http://www.fsb.ru.

6. Caiit denepanbHON CITy)KOBI IO TEXHUYECKOMY M IKCIMOPTHOMY KOHTpoJito (PCTIOK
Poccum). - http://www.fstec.ru.

7. TlopTas TEXHUYECKOTO KOMUTETA 0 CTaHAapTHU3AINH «3antuTa HHOpMAaIm). —
http://tk.gost.ru/wps/portal/tk362

8. UHboOpMaAIIMOHHO —aHAJUTUUECKUH WHTepHeT—mopTasa
IS027000.ru. — http://www.is027000.ru/.



https://lms.mospolytech.ru/course/view.php?id=2518
https://lms.mospolytech.ru/course/view.php?id=8378&
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii
http://www.scopus.com/
http://vpo.pk.mesi.ru/www.fsb.ru
http://www.fstec.ru/
http://tk.gost.ru/wps/portal/tk362
http://www.iso27000.ru/
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5. MarepuajbHO-TeXHHYECKoOe o0ecreyeHue

Jlns mpoBeeHUs BCEX BHJOB 3aHATUH HEOOXOIUMO TMPE3CHTAIMOHHOE O0OpYyIOBaHHE
(MyJTBTUMETUIHHBIN TIPOEKTOP, HOYTOYK, PKPaH MJIM HHTEPAKTUBHAS JTOCKA) — | KOMIUIEKT.

Jl7isa mpoBeZieHHs TPAKTUYECKUX 3aHSATUI HEOOXOIUMO HAIMYUE KOMITBIOTEPHBIX KJIACCOB,
000pyIOBaHHBIX COBPEMEHHOW BBIYMCIUTENBHON TEXHUKOM M3 pacueTa OJHO pabodee MecTo Ha
OJIHOTO 00y4aeMoro.

6. MeToanueckue peKOMeHIalUU
6.1 MeToan4yeckue peKOMeHIAUUM VISl IPENnoAaBaTeisi 10 OPraHUu3anuM 00y4eHus

[Ipu moaroroBke K 1abOpaTOpPHBIM paboTaM CIEAyeT IMPEeIBapUTEIBHO MPOpadboTaTh
TEOPETUICCKHIA MaTEpUaI 3aHITHS, IPEYCMOTPEB €T0 M0ady TOYHO B OTBEJICHHOE JJISl STOTO BPEMsI
3aHSTHS.

[Tpu nmpoBeneHny 3aHATHS CleAyeT KOHTPOIUPOBATH MOjauy MaTepraia U pelieHne 3aJaHuil
C Y4ETOM yueOHOTr0 BpEMEHH, OTBEACHHOTO JIJIsl 3aHSATHS.

[Ipu mpoBepke pabOT M OTYETOB CIEAYET YYHUTHIBATH MPABUIBHOCTH BBIOJHEHUS
1abopaTOPHBIX pabOT HA BCEX dTamax.

6.2 MeToanuyeckue yKa3aHus sl 00y4AKOIIUXCH M0 0CBOCHUIO TUCHUIJINHbBI

N3ydeHne TUCIUIUIMHBI OCYIIECTBIISIETCS B CTPOTOM COOTBETCTBUU C IEJIEBOM YCTaHOBKOM B
TECHOW B3aUMOCBSI3H yUeOHBIM IJIaHOM. OCHOBOH T€OPETUYECKON MOJTOTOBKH CTY/IE€HTOB SBJISIOTCS
JIeKyuu.

B mpormecce camMocTOSITENBHOW pPabOTHI CTYJIEHTHI 3aKPEIUIIOT M YIIIyOJISIFOT 3HAHUS,
MOJTyYEHHBIE BO BPEMsI ayJUTOPHBIX 3aHATUN, NOpaOATHIBAIOT KOHCIEKTHI JEKIUi, TOTOBITCS K
9K3aMEHY, a TAK)KE€ CAMOCTOSITENIbHO U3Y4aloT OT/JEJIbHbBIE TEMbl YUEOHON MPOTrpaMMBl.

JlaGoparopHbie pabOTBl MPOBOMATCS MO HauOolee BaXKHBIM TEMaM JIMCHUIUIMHEIL.
OcyuiecTBisieTcsl 3aKpeIyIeHHe 3HAaHUM, TOJYYEHHBIX CTYJEHTaMH Ha JIEKIHMAX M B IpOIEcce
camocTosTeNnbHOM paboTel. Ocoboe BHHMMaHuEe OOpamfaeTcsi Ha pa3BUTHE YMEHHM W HaBBIKOB
YCTQHOBJICHHSI CBSI3U TOJIOKEHUH TEOpUM € TNPOo(ecCHOHAIBHOW JeATENbHOCTRIO OyIyIIero
cnenuanucta no Ub. JlaGopatopHble pabOThl MPOBOASTCS MO TEOPETUYECKHUM U MPOOIEMHBIM
Bornipocam MB. JlabopaTopHble pabOTHl TpeanoyiaraeT TBOPUYECKUE AWCKYCCHUU, aKTUBHBIM OOMEH
MHEHUSIMH TI0 TIOCTaBJIEHHBIM BOIpOCaM, 3aciylIMBaHHEe U O0OCYXIEHHE JOKIaJ0B IO
IPEJI0KEHHBIM IIPETIOAABATEIEM TEMAM.

BaxxHbIM 00OCTOSITETHCTBOM SIBISICTCS] IPUBIICYCHHE BHUMAHUS CTYJIEHTOB K 00CY»XIaeMoi
npobjeMe, CTUMYJIHPOBAHWE HHTepeca K HEW M OpraHu3alus aKTUBHOTO OOCYXKIEHHs, Kak
CTPYKTYpbI MpOOJIEMBbI, TaK M COCTaBISAIONIMX €€ HauboJiee aKTyalbHbIX TeM. JIJis TMOBBIIICHUS
(G (GEKTUBHOCTH TPOBEACHUS 3aHATUS TpeOyeTcss TMpeaBapuTeNbHAsi IOATOTOBKA BCEX €ro
y4acTHUKOB. B 3Toi cBs3u pexkomeHayeTcss 3a0JaroBpeMeHHO (HE MeHee, 4YeM 3a HEeJENio)
OTIOBECTUTH CTYJIEHTOB O TEME 3aHATHUS, JaTh [IEPEUEHb JIUTEPATyPhl IO TEME, HA3HAUYUThH U3 YHCIIa
CTYJEHTOB JOKJIATYHKOB U COJOKIATUYUKOB.

[Tpu npoBeneHNM 1a00PATOPHOI PAOOTHI MPEOaBATEIh BBHITIOIHSIET, B OCHOBHOM, (DYHKITHH
BEIYIIETr0 - CICAUT 3a PErjJaMeHTOM BpPEMEHHU, MOMOTaeT YTOUHUTH (POPMYITHPOBKH, 0000IIaeT
pe3ynbTaThl AUCKYCCUH, MOJIBOAMT WUTOI 3aHATUIO B LeJoM. [Ipyu BBHICOKOM YpPOBHE MOATOTOBKHU
CTYJEHYECKOW IPYIIbl OTAENbHBIE PYHKIIMH BEAYIIETO MOXHO MOPYYUTHh OJJHOMY U3 CTYACHTOB. B



12

cilydyae HeoOXOAMMOCTH, MPENoAaBaTeNlb OKa3bIBAeT €My MOJIEPIKKY, a MPH MOJABECHUN UTOTOB -
JIAeT OIICHKY pa0oTe BEAYIIErO.

AxTuBHas paboTa cTyjAeHTa Ha JabOpaTOPHOM pabOTe YUYMTHIBAETCA MpPU ONpEeAEICHUU
WTOTOBOM OLICHKH €r0 3HaHWH 10 TUCLUIUIMHE HA SK3aMEHE.

CamocrosrenbHass pa0oTa CTYIACHTOB MPEANOJAraeT H3y4yeHHe TEOPETUYECKOro U
MIPaKTUYECKOr0  MaTepuajga IO akKTyaJbHbIM  BOIIpOcaM JAMCUMIUIMHBL. ~ PexomeHmyetcs
CaMOCTOSITEJIbHOE H3yueHHe Y4eOHOH M HayyHOM JIMTepaTypbl, MCIOJIb30BAaHHE CIPABOYHOU
JUTEPATYypPHl U Ap..

IIpu Bblnave 3aaHUil HA CaMOCTOATENBHYIO paboTy HCHob3yeTcs U(depeHIMPOBAHHBIN
MOAXOJ K cTyAeHTaM. Ilepen BpIoIHEHHEM CTYEHTaMU CaMOCTOSITENIbHON BHEAYAUTOPHON paOOThI
IIPENOAABATEIb IPOBOJUT HHCTPYKTAX 1O BBIIIOIHEHHIO 3aJaHUs, KOTOPBIA BKIIIOYACT: LEJIb 30aHMs,
€ro COoJIepKaHue, CPOKH BBIITOJHEHHS, OPUEHTUPOBOYHBINH 00beM pabOThl, OCHOBHBIE TPEOOBAaHUS K
pe3yibTaTtaM paboThl, KpUTEPUH OLICHKH. B mpoliecce HHCTpyKTaka penoaaBareib IpeaynpexiaeT
CTYACHTOB O BO3MOXHBIX THUIIMYHBIX OIIMOKAX, BCTPEUAIOIIMXCS TPHU BBIMOJHEHUH 3aJlaHHS.
WHcTpyKTaxk MpoBOAMTCS IpenojaBaTeieM 3a c4eT oObeMa BPEMEHHU, OTBEJCHHOTO Ha M3y4YeHHE
JUCIUIUINHBL.

Texymuii KOHTPOJIb OCYIIECTBIISAETCS HAa IPAKTUYECKUX 3aHATUAX, IPOMEKYTOUHBIN KOHTPOJIb
OCYILIECTBIISICTCS] HA DK3aMEHE B MUCbMEHHOM (YCTHOI) (hopme.

CamocrosTenbHas paboTa OCYLIECTBIAETCA HHANBUAYAIBHO.

KoHTposib caMOCTOSATENbHON pabOThI OpraHu3yeTcs B IByX (popmax:

®  CaMOKOHTPOJb M CAMOOLICHKA CTY/ICHTA;

®  KOHTPOJIb CO CTOPOHBI IIpenoaBaTesiel (TEKYIUI U IPOMEKYTOUHBIN).

Texymuii KOHTPOJIb OCYILECTBIISAETCS HA IPAKTUYECKUX 3aHATUAX, IPOMEKYTOUHBIN KOHTPOJIb
OCYILIECTBIISIETCS] HA DK3aMEHE B MUCbMEHHOM (YCTHOI) hopme.

KpurepusiMu oLileHKH pe3yJIbTaTOB CaMOCTOSATEIEHOW PabOThl CTYIEHTA SIBIISIOTCA:

®  ypOBEHb OCBOEHUS CTYJEHTOM YUEOHOIo MaTepuaia,

® YMEHHMs CTyJEHTA UCIOJIb30BaTh TEOPETUUECKNE 3HAHNUS IIPH BBIIIOJHEHUH MPAKTHYECKUX

3azay;
® c(pOopMHUPOBAHHOCTH KOMITETEHILINH;
e odopmIIeHHE MaTeprata B COOTBETCTBUH C TPEOOBAHHSIMH.

7 DOHJ OLEHOYHBIX CPEICTB
7.1 MeTobl KOHTPOJISI M OLleHUBAHUS Pe3y/JIbTATOB 00yUeHHUs

B mporiecce oOyueHus: UCTIONIB3YIOTCS CIEAYIOIINE OIIEHOYHbBIE (POPMBI CaMOCTOSITEIBHON
paboTHl CTYACHTOB, OIICHOYHBIE CPEACTBA TEKYIIETO KOHTPOJISI YCTIEBAEMOCTH U MPOMEXYTOUHBIX
aTTecTalui:

- TmpoBeleHHEe JabOpaTOpHBIX pPabOT (MPAaKTUYECKUX 3aHATHA C HCIOJIb30BAaHUEM
CHENTEXHUKN) U UX 3aIINTAa;

- CaMOCTOsITEIbHAS TTOATOTOBKA M TIPOBEICHHE MPE3CHTAIUH 110 TeMaM JTUCIIUTUIAHEI;

- 9K3aMeEH.

7.2 lllkajsa u KPpUTEPHUHU OLIEHUBAHUS PE3YJbTATOB 00y4YeHU s

TlokazaTenem OLICHHNBAHUA KOMHCTGHHI/Iﬁ Ha pa3/IMYHbIX 3TallaX UuX Q)OpMHpOBaHI/IH SABJIICTCA
JOCTHIXXCHHUC 06y‘-IaIOHII/IMI/IC$I IUIaHUPYEMBIX PE3YJILTATOB O6y‘I€HI/I$I IO JUCIHHMITIIIMHE.

OIIK-10 CrnocoGeH HCnoab30BaTh CpeAcTBa Kpunrorpaguyeckoil 3ammrtbl HHGoOpMamuu npu
pemienuu 3a1a4 npogeccuoHaNbHOI 1esITeTbHOCTH

IMoka3artenn Kpurepuu oueHuBaHus
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2 3 4 5
3HATB: OOyuaromuiics OOyuaromuiics OOyuaromuiics OO0yuaromuiics
cpeacTBa JIEMOHCTPHUPYET JIEMOHCTPHUPYET JIEMOHCTPUPYET JIEMOHCTPUPYET
Kpunrorpaduyueckoil | MOJHOE OTCYTCTBHE | YaCTHYHOE 3HAHHUE MIOJTHOE 3HAHHUE TIOJTHOE 3HAHUE
3aIIUTHI W HEJJOCTATOYHOE | CPE/ICTB CpencTB CpencTB
UHOOPMAIINH IS 3HaHUE CPEICTB Kpunrorpaduueckoil | Kpunrorpaduuecko | Kpunrorpaduuec
pelIeHus 3a1aq Kpunrorpadguyecko | 3amUTH HHGOPMALUH | i 3aIIUTEI KOM 3aIIUTHI
npo¢eCCHOHATBHOM 1 3aIIATHI IUTSA pEUIeHUs 3a8a4 nHpOpMAHN IS nHpOopMaHN
JIESITENIBHOCTH; uHbOpMAIIAHU IS npodeCCUOHATBHOM pelienus 3anay JUISL peLeHUs
peleHus 3a1a4 JeITEIbHOCTH. npodeccroHanbHO | 3ama4
npodeccronanbHol | VcnbIThiBaeT U IeSTEeNbHOCTH, npodeccroHanb
JeITeIbHOCTH; 3aTpyIHEHUsS MIPU HO JIOITyCKaeT HOH
OIIEpUPOBAHUH HE3HAYHUTEIbHbIC JIeSITENEHOCTH.
T€pPMUHAMHU U OLINOKH, CBobomHO
TIOHSTUSIMHU HETOYHOCTH ornepupyer
TepMHHAMH U
TOHSTHSIMH.
HomnyckaroTcst
HE3HAYUTEIIbHBIC
HETOYHOCTH
yMeThb: OOyuJatomiuiics He OO0yuatomuiics OO0yuatomuiics OO6yyvaronuiics
NPUMEHATH CPEIICTBA | YMEET HIIU B JEMOHCTPUPYET JEMOHCTPUPYET JIEMOHCTPUPYET
Kpunrorpaduueckoil | HeIOCTaTOYHOM YaCTUYHOE YMEHHUE MOJTHOE YMEHHUE MOJTHOE YMCHHUE
3aIIUTHI CTENECHH yMeeT NPUMEHATH CPENCTBA | IPHUMCHSATH TNPUMCHSATb
UHOPMAIUH I PUMEHSATD Kpunrorpaduyeckoii | cpencraa cpencraa
permeHus 3a1a4 cpencTBa 3amTE HHGOpMAMK | KpUITOrpadudecko | Kpumrorpaduuec
npodeCCHOHATBHOM KpUNTOrpaguyecKo | Ui pemIeHns 3a1a4 W 321U T KOM 3alUThI
JIESITeNTBHOCTH; 7 3aIIUTHI npodeccHoHaNbHON uHpopmanuu s nHdopMaIu
nHOpMaIKH IS JIEATEIILHOCTH. peleHus 3aaa4 JUIS pelIeHUs
pereHus 3ana4d Homnyckarorcs npodeccroHanbHO | 3a1ad
podecCHOHANBHON | 3HAYNUTEIIbHBIC H IeSITeNbHOCTH. npodeccroHanb
JeITENIbHOCTH OLIMOKH Honyckarorcs HOH
HE3HAYUTEIIHbIC JIeSITENHOCTH.
OIIHNOKH, Jlomyckatorest
HETOYHOCTH HE3HAYHUTEIIbHbIC
HETOYHOCTH
BJIAJIETH: OOyuatomiuiics He OOyuatoniuiics OO0yuatomuiics Oo6yyaromnuiics
MHCTPYMEHTaMH yYMEET WJU B JIEMOHCTPUPYET JIEMOHCTPUPYET JIEMOHCTPUPYET
KpHITorpaguueckoi | HeJ0CTATOYHOM YacTHYHOE yMEHHE TIOJIHOE YMEHHE MIOJTHOE yMEHHE
3aIINTHI CTETICHH YMEEeT HCIIOJIb30BATh HCIIOJIb30BATh UCIIONIb30BAaTh
nHpopManuu s UCIIONIb30BATh cpezacTBa cpezacTBa cpeacTBa
peuieHus 3a1a4d cpeacTsa Kpunrorpaguiyeckod | Kpunrorpaduyecko | Kpunrorpaguuec
po¢eCCHOHATBHOM KpUOTOTpaQuIecKo | 3aIIuThl HHpOpMay | i 3aIIUTHI KO 3aIuTHI
JeATeIBHOCTH. i 3aIUTHI IUTS peLeHNs 3a/1a4 nHbOpMaIH IS nHMOpPMaIUH
uHOOPMAIUH AT npodeccHOHaNBHOMI penieHus 3a1a4 IUISL pELICHAS
peleHus 3ana4 JIeSTENILHOCTH. npodeccroHanbHo | 3amay
npodeccronansHoOi | JomyckaroTes f MeATCIBbHOCTH. poheCCHOHAIb
JEATEIILHOCTH 3HAYUTEIIbHBIE Homnyckarores HOH
OLIMOKH, HE3HAYHUTENbHbIC JIeSITENBHOCTH.
OLINOKH, JHomyckarotes
HETOYHOCTH HE3HAYHUTEIIbHBIE
HETOYHOCTH

DopMa NPOMEKYTOYHOM aTTECTALMH: IK3aAMEH.
ITo nToram mpomMeKyTO4HOM aTTecTaluy MO AUCLUIUIMHE (MOJYJII0) BBICTABISAETCS OLIEHKA
«OTIIMYHO», «XOPOLIO», «yIAOBIECTBOPUTEIBHO» UIIH «HEYIOBJIETBOPUTEIBLHON.



14

IxkaJnaa
Onucanue
OLICHUBAHUSA
Breimonuensl Bce BHUIBI y4eOHOUM pabOTBI, MPETyCMOTPEHHBIC
y4eOHbIM TUTaHOM. CTYACHT JEMOHCTPHUPYET COOTBETCTBUE 3HAHHM,
YMEHHH, HaBBIKOB TIPUBEICHHBIM B TaOIWIaX IOKa3aTese,
omHepuUpyeT NPUOOPETEHHBIMU 3HAHUSIMU, YMEHUSIMH, HaBBIKaMU
OTJIIMYHO pupy proop > Y ) ,

MNPUMCHACT UX B CUTyallUAX MOBBIIICHHON CIIOKHOCTH. HpI/I 9TOM
MOI'YyT OBITh JOIMyHICHbI HE3HAYUTCIbHBIC OH_II/I6KI/I, HCTOYHOCTH,
3aTPYAHCHUS MPU AaHAIUTHYCCKUX OIICpalugaX, MEPCHOCE 3HAHUHN U
YMeHI/Iﬁ Ha HOBEBIC, HCCTAaHAAPTHBIC CUTYallluH.

Beimonnensl Bce BHIbl y4eOHOW paboOThl, NpeayCMOTPEHHbIE
y‘IC6HLIM IIJTAHOM. CTyIIGHT ACMOHCTPUPYCT HECIIOJIHOC, ITPAaBHUIJILHOC
Xopo1o COOTBETCTBUE 3HAHUHN, yMEHUH, HABBIKOB IIPUBECHHBIM B TaOIMIIAX
nokaszaresiei, au00 ecaM TpU ITOM ObulM  JOmymieHsl 2-3
HECYIIECTBEHHbIE OIINOKH.

BoimmonHensl Bce BHIbl y4yeOHOW pPabOThl, NpeayCMOTPEHHbIE
y4eOHbIM Iu1aHOM. CTy/E€HT IEMOHCTPUPYET COOTBETCTBUE 3HAHUIA,

YI[OBJ'ICTBOpI/ITeJ'ILHO B KOTOPOM OCBCIICHA OCHOBHAs, HanOoJIee BayKHAsI YaCTh Marepuaia,
HO IIpu OTOM JONIym€Ha OJHAa 3HAYWUTCIIbHAA omuOKa WIH
HCTOYHOCTD.

He BbmmonneHn oauH win  Oonee BHUJIOB y4yeOHOM paboOTHI,
NPEIYyCMOTPEHHBIX y4eOHbIM TuIaHOM. CTYIEHT IEeMOHCTPUPYET
HETOJIHOE COOTBETCTBUE 3HAHUM, YMEHUH, HAaBBIKOB IIPUBEJCHHBIM B
Ta0nuIax TMokKa3aTesei, JJOMyCKAITCS 3HAYUTEIbHBIE OIINOKH,
OPOSIBISAETCS OTCYTCTBHE 3HAHUN, YMEHHI, HaBBIKOB IO psay
noKa3aresiei, CTYJCHT HCIBITHIBACT 3HAUYHUTENBHBIC 3aTPYIHECHUS
Opy ONEPUPOBAHUHU 3HAHUAMU M YMEHHMSIMU NpPU UX MEpEeHoce Ha
HOBBIEC CUTYaIUH.

HeynosnerBopurenbHo

7.3 OneHo4HbIe cpeacTBa
7.3.1 Texymuii KOHTPOJIb

Texkymuit KOHTPOJIb YCIIEBAEMOCTH CTYJIEHTOB OCYIIECTBIISIETCS B MPOIIECCE MPOBEICHUS
1a00paTOPHBIX PabOT, MPOMEKYTOUHBIX TECTOB U KOHTPOJIBHBIX PabOT, MOATOTOBICHHBIX B paMKax
CaMOCTOSITEIbHON PabOTHI IO TEMaM.

Bompock! k KOHTPOJIBEHBIM paboTam

Haiite oOuiee nonstie kpunrorpaguu. B yem cocTouT cymHocTs mudpoBaHus U AemnpoBaHUS
uHpopmanuun?

CooTtHecuTe MeXy cOO0M MOHATUS «KPUNTOTpadus», KKPUNTOAHAINU3» U «KPUIITOJIOTHS».
[IpuBenuTe ucTOpUYecKre MPUMEPHI 3aPOKIACHUS KpUITorpaduu.

OxapakTepu3yiTe NOHAYYHBIH Tepuoj pa3BuTHs Kpunrtorpaduu. PaccMoTrpute mepBbie mudpb
3aMEHBI U IEPECTAHOBKH.

C Kakoro BpeMEHH Ha4aJICsl HAyYHBIN TIepuo 1 pa3BuTus Kpunrorpadhun? Kakue coObITHs cTanu st
3TOTO ONPEAEHSIOIUMU?
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Uewm ompezenseTcss KpUIITOCTORKOCTH mudpoBanus? Kakue npyrue TpeGoBaHUs MPEeabABISIOTCS K
mppoBaHuio?

B uyem cocrout mpasBmio Kepkroddca? I[louemy 5T0 mpaBHiio SBISETCS OOIICTPUHITHIM B
Kpunrorpaguu?

Korma mnosBunace kpumnrorpadgusi ¢ OTKPBITBIMH KIIOYaMU U TepBas peaibHas CUCTeMa
mgpoBanus?

Kakux Bemaronuxcs kpunrorpadoB XX B. Bel 3HaeTe?

. UeM OTIMUAIOTCS MOAXOABI K o0ecredeHrto 0e30macHOCTH MH(OpMAIMM B KpUOTOrpaguu M B

crera”orpapun?

Uro o0111ero 1 B 4eM OTIMYME KPUNTOTpaduuecKoro npeodpazoBanus MHOOPMAIH OT KOJAUPOBAHUS
€e MPH 3aIIUTe OT CIIyYalHbIX yrpo3 0e30MacHOCTH?

Kakumu metogamu obecrieynBaeTcsi KOHPHUIACHINATHHOCTh HHPOPMAITUU?

Yro Takoe 1EeIOCTHOCTh HHPOPMALIUHU?

Jaiite onpeneneHre UMUTOCTOMKOCTH TH(pa.

. Uto Takoe nmMuTOBCTaBKA? {7151 KAaKMX 11€JIel OHA UCTIIOJIb3YETCsI?
16.
17.
18.
19.
20.
. Uto Takoe cepTuduKaT OTKPHITOrO Kiro4a?
22.
23.

JUist KakuX aclieKTOB MH(POPMALIMOHHOTO B3aMMOICHCTBHS HE00X0AMMa ayTeHTU (KA ?
JIBa OCHOBHBIX TpeOoBaHus K Xd1I-pyHKIuaM. [IpoTHB KakMX atak OHM HapaBJICHbI?
Kakue cpencTBa HCHOIB3YIOTCS AJIs1 00ECIIEYeHUs] HEBO3MOXKHOCTH OTKa3a OT aBTOPCTBA?
YT0 03HAYaeT CBOWCTBO OHOCTOPOHHOCTH KPUNTOTPahUIeCKON XAII-PYHKIHN?

B 4em cyTh npeaBapuTEN HOTO pacnpeesieH s KItodei?

Jl1g yero ucnonb3yercs cxema pa3/iesIeHus cekpera?

[IpuBenure kiaccuduKanuio METOIOB MUGPOBAHUS B 3aBUCUMOCTH OT criocoba mpeodpa3oBaHMs
uHpOpMaInu.

Yro takoe mudpBennyrHa, muppodo3HaueHUE U KaK ITH NOHATUS COOTHOCATCS ?

Kakne 0ocoOEHHOCTH XapaKTepHBI Ui METOJOB IHU(POBAHUS C CHMMETPHUYHBIM KIIOUOM H
HECUMMETPUYHBIM (OTKPBITHIM) KJIFOUOM?

UeM OTAMYAIOTCS CHMMETPUYHBIC IH(YPCUCTEMBI OT ACUMMETPUYHBIX ?

[TosicHuTe Ha MpuMepe CyIIHOCTb MHU(POBAHUSI METOJIOM 3aMEHBI.

[MpuBenure mnpumMepsl MUGPOBAHUS METOJAMH IEPECTAaHOBKH. UYTO O3HA4aeT MaplipyTHas
nepecTaHoBKa?

[losicHuTe CyHMIHOCTH TaMMHPOBAaHUS Kak crocoba KpunTorpapuueckoro mpeodpa3oBaHUS
uHpopmanuu. Yto ABIsSeTCS MIPU ITOM KIIIOUOM MHU(POBaHUSA?

[Touemy agaUTHBHBIE METOBI IUGPOBAHKS OTHOCATCA K IMM(pamM raMMHUPOBaHUS?

K kakomy kiaccy mugpoB OTHOCSATCS aHAIUTHYECKUE CIIOCO0b! U poBaHus?

[IpuBenure npumep mupa mepecTaHOBKH, KOTOPBIA MOXKET pacCMAaTPUBATHCS U KaK OJOYHBIHN P
3aMEHbI?

C xakuMU IeNSIMH B KpUITOTpaguu BBOAATCS MOAETH OTKPBITHIX TEKCTOB?

Kaxue noaxoas! HCIOIB3YIOTCS ISl pPaCIIO3HABAHUS OTKPBITBIX TEKCTOB

Kakoe npaBuiio 1eXUT B OCHOBE BCEX MHU(PPOB IEPECTAHOBKHU?

Yro sBIsETCA KIHOYOM IIU(pa NepecTaHOBKU?

HazoBuTe 0CHOBHOM HEJOCTATOK MHU(POB MEPECTAHOBKH.

[IpuBenure npumep mmdpa nepecTaHOBKH, KOTOPBIM MOKET pacCMaTPUBATHCS U KaK OJIOUHBIN
mudp 3aMeHbI?

Kak onpenenuts o KpUNTorpaMMe, MoJly4€HHON C MOMOIIBIO M (pa BEpTHKAIBHON
MIEPECTaHOBKH, YHCIIO KOPOTKHUX CTOJIOILIOB 3alI0JIHEHHOTO OTKPBITHIM TEKCTOM OCHOBHOTO
IPSIMOYTOJIbHUKA?

Kakwe cBoiicTBa OTKPBITOTO TEKCTA MCIIOJIB3YIOTCS NP BCKPHITUH MU(pa IEPECTAHOBKHU?

Kakue mm¢psl Ha3bIBatOTCS MUPPaMu MPOCTON 3aMeHbI?

[IpuBeaurte npumep mudpa nepecTaHOBKU, KOTOPHII MOXKET pacCMaTpUBATHCS U KaK OJIOYHBIN
mdp 3aMeHbI?
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Uro sBnsieTcst Kio4oM mudpa npoctoii 3amensl? KakoBo MakCHMallbHO BO3MOYKHOE YHCIIO KITIOYEH
mdpa mpocToit 3aMmeHbl?

UYro Gonee 1enecoodbpa3zHo Ui HaIeXKHOM 3aluThl MHQOPMAIMK: apXUBaLHsI OTKPHITOTO TEKCTa C
MOCTIeIYIOIIUM UG POBAHIEM WK MH(POBAHUE OTKPHITOTO TEKCTA C MOCTIEeIYIOIIEH apXuBauei?
Nmeer nu mmp [Imsiidepa skBUBaICHTHBIE KIHOYH, TO €CTh TAKHE KIIFOUYM, HA KOTOPBIX JI00bIE
OTKPBITBIE TEKCTHI IUPPYIOTCS] OAUHAKOBO?

Kakue mmdps! Ha3biBatoTcst omodonamu? IIpusenure npumep.

K kakum mmdpam otHocutes cucrema mudposanus [lerpa I «{upupp»?

Kakue mudps! Ha3bIBatoTCS UG paMu MHOT03Ha4YHOM 3aMeHbl? [IpuBeaure npumepsl.

SBnsiercs U WUQp TPONOPLUOHATIHLHON 3aMeHbI OMO()OHOM?

[TosicHuTe, 4TO BBl MOHMMAETE MO COBEPIIEHHBIM 1K poM. [IpuBenuTe npuMeps!.

[ouemy mmpp Tpuremus, nexamuii B ocHoBe mudpa Bmwkenepa, He sBiserca MmHUPpPOM
raMMUPOBaHUs?

[louemy HanOXKEHHWE HA OTKPBHITBIM TEKCT TraMMbl, NPEICTaBISIOMEH c000i MEePHOIMUYECKYIO
HI0CJIEI0BATEIBHOCTh HEOOJIBIIOTO NEPHOAA, HE JAaeT HAa/IeXKHOM 3a1uThI?

[Touemy HEIOIyCTUMO HCIIONB30BAaTh ABAXKABI OJHY M Ty JK€ ramMmy (Jaxe CIydaiHyl0 H
PaBHOBEPOSATHOCTHY!O!) 1151 3a1IM(POBAHUS PA3HBIX OTKPHITHIX TEKCTOB?

[lepeuncnure ocHOBHBIE TPeOOBAHUS K TaMME.

KakoBbl ¢ TOUkM 3peHHs Kpunrorpaduu NperMyllecTBa W HEJOCTaTKH Iepexofa K OJI0YHOMY
mmdpoBaHuio?

Kak peanuzyercsa npemnoxensslii K.IIleHHOHOM NPpUHLKI «I€pEMELIMBAHUA» MPU MPAKTUUECKOM
peanu3aniy aropuTMOB OJI0YHOTO MU POBAHUS?

KakoBsl ocHOBHBIE HefocTaTKH airoputMa DES, 1 kakoBbI yTH UX yCTpaHEHUs?

B kakux ciydasx MOXXHO PEKOMEHIOBAaTh HCIOIh30BaTh OJNOUYHBIA MHUGP B PEKUME MPOCTOM
3aMEHBbI?

OT KakMX MOTEHIHAIBHBIX CIa00CTEeH MO3BOJISIET H30ABUTHCS UCIIOIB30BAHNE OJIOYHBIX HIM(POB B
pekumax muppoBaHus ¢ 00paTHON CBA3bIO?

B uem 3akitouaroTcs JOCTOMHCTBA U HEJJOCTATKU CUCTEM MOTOYHOTO MIH(DPOBAHUS IO CPABHEHUIO C
OsiouHBIMH P paMu?

[Touemy Bo3HHKaeT mpobIeMa CHHXPOHHU3AIMN TTOTOYHBIX MIH(POB?

Kakue nmpuunHbl 00yCIOBUIM IIUPOKOE HUCIOIb30BAHNE JIMHEHHBIX PETUCTPOB CIIBUTA B KauecCTBE
YIPaBIAIONUX OJIOKOB OTOYHBIX MIH(PpcUCTEM?

. [IpoBeauTe CpaBHUTENBHBINA aHATU3 anropuTMoB mudpoanus RC4 u RCS.
64.

[epeuncnure OCHOBHBIE PEKUMBI PAOOTHI, TPEAYCMOTPEHHBIE B POCCUHCKOM CTaHIapTe
mpOBaHUS JaHHBIX

B uem cocTosT npenmyniecTBa CUCTEM C OTKPBITHIMU KJIFOUaMU NEPEe]] CAMMETPUYHBIMU
mudpcuctemamu’?

Cn0’KHOCTBIO KaKOM MaTeMaTHYECKOM 3a/1lauyil ONpeesieTcss CTOMKOCTh cucTteMbl RSA?
Kaxkue TpebGoBaHus IpeIbsBISIOTCS K Kirouam B mmdpe RSA?

K kakomy Tumy muppoB NpuHAISKUT cXxeMa MHU(POBaHuUs, UCIIOIb3yeMasi B CHCTEME DITb-
l'amana? B yeMm ee npeumyiiectBa?

CH0XHOCTBIO KAKOW MaTeMaTHUECKOW 3aJ]aui OMpeAeTseTCs CTOMKOCTD MU(PCUCTEMBI DITb-
lNamansa?

HazoBute HepocTaTku cxeMbl Dib-I"amaiis.

QpoB.

W3n0xuTe NpUHINIHATIBHYIO CXEMY OPTaHH3aluU CEKPETHOM CBS3U C UCTIOJIb30BAHUEM
MH(PPCUCTEMBI C OTKPBITHIM KIIFOUOM.

Kakum 00pa3oM ¢ momoripo kpunrocucreMbl RSA MOXHO OpraHu3oBath nepeaayy cCOOOLIeHNH,
MOJUTMHHOCTH KOTOPBIX MOT OBl IPOBEPUTH JIFOOOH MMOITydaTenb?

Kakum 00pa3oM ¢ momoripo kpunrocucreMbl RSA MOXHO OpraHu3oBaTth nepeaayy coOOOLIeHUH,
MOJUTHHHOCTB aBTOPCTBA KOTOPHIX MOXHO TPH HEOOXOIMMOCTH JOKa3aTh?
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Uro obmiero Mexxay oObdHOM 1 ndpoBoit moanuckio? YeM oHM pa3inuyaroTcs?

Kakwue 3a1auu 03BOJISET pelIUTh MU(POBAs TOIIUCH?

B uewm 3akioyaeTcst NpUHIMIHAIBEHAS CII0)KHOCTh B MPAKTUYECKOM MPUMEHEHHH CUCTEM ITHUPPOBOI
noAnucu?

[Touemy B Kpunrorpaguueckux CHUCTEMaX, OCHOBAHHBIX Ha OTKPBITBIX KIIOUaX, HEIb3s
HCII0JIb30BaTh OJIMHAKOBBIE KIIIOUU AJIs MUPpoBaHUS U LU(PPpOBOI moanucu?

[IpuBenuTe mpumMep NOpsAKAa OTKPHITOrO paCpeAesICHHs] KIYEH 10 KBAHTOBOMY KaHaTy.

KakoBa npuposa cekpeTHOCTH KBaHTOBOW Kpunrorpadun?

. [Touemy KBaHTOBBII KpUNITOAHAIU3 OBICTPO MOXKET BCKPHITh Kpuntocuctemy RSA?
82.

KaxoBsl ipo0sieMbl KBaHTOBOW KpunTorpadun?
TECT-BOITPOCBHI

Uro sBasercs npeamerom Hayku KPUIITOPTADOUA?

A) criocoObI mu$poBanus U nemnGpoBaHNUS;

B) Metonb! cokpbIThA (hakTa meperayn CeKpeTHOW HHPOPMAaLUY;

B) crioco6b!1 npeoOpazoBaHust HH(GOPMALMHU C LIETbIO €€ 3aIUThl OT HECAHKIIMOHUPOBAHHBIX
I0JIb30BaTENICH.

Kpunrocucrema Ha3bIBaeTCsl KPUNITOCUCTEMOM OOIIETO UCIIOIB30BAHMUS, €CIIH €€ CTOMKOCTh
OCHOBBIBAETCS HA CEKPETHOCTH

A) anropuTMOB MK(POBAHUS U pacIH(PpPOBAHNUS;

b) xiroua;

B) pexuma mmppoBaHus.

Ha kakue nBe rpyIiibl MOKHO pa3feIuTh CHMMETPUYHBIE KPUTTTOCUCTEMBI?
A) GJIOYHBIC U TTOTOYHBIE;

B) cuHXpOHHbBIE U ACHHXPOHHBIE;

B) ananoroseie u ¢ POBHIC.

Kaxkue coObITHsI cIOCOOCTBOBAIM PAa3BUTHIO KpUNITOTpaduun?

A) POCT IPaMOTHOCTH CPEJId HACETICHUS;

B) pasznen TeppuTopuii, 00pazoBaHUE TOCYAAPCTB, BOWHEI;

B) nepexon k hoHETHUECKOMY MUCHEMY, COKpAIIEHNE MOIITHOCTH ai(aBuTa.

[Touemy norouyHsle MHUGPHI B 00IIEM CITydae 0 CKOPOCTH HAMHOTO MIPEBOCXOIAT OJIOYHBIE

g ps1?

A) MOCUMBOJIbHOE M (POBaHNE MEHEE TPYJO0EMKO, YeM Imu(poBaHne OONbIIMMU OJIOKAMU;

B) norounoe mudpoBaHue He TpeOyeT CXeM CUHXPOHU3ALINY;

B) mm¢pyromias mociaenoBaTeIbHOCTh YaCTO TEHEPUPYETCS HE3aBUCHUMO OT OTKPBITOTO TEKCTa HITH
mupTEeKCTA.

HazoBute ocHOBHYIO Ipo0ieMy py OpraHU3aliy CEKPETHOW CBSI3H B CITydae MOTOYHBIX MH(POB?
A) pobnema nepeaaun KIroded Mex a1y abOHEHTaMH,

B) npobnema ycTpaneHus omiOOK B TOTOKE MH(PPYEMBIX JaHHBIX;

B) npoGiema CHHXpOHH3AIMK TTOTOKA ITH(PPYEMBIX JaHHBIX.

Kewm 0Opu1a peaoxkeHa nepBast NpakTUIecKast pealn3anus KpUITorpaguu ¢ OTKPBITHIM KIIF0UOM?
A) Yurpungom dudppu (Whitfield Diffie) u Maptunom Xennmanom (Martin Hellman) u Pansdom
Mepxkaem (Ralf Merkle);

B) Ponanbnom PaiiBuctom (Ronald Rivest), Aau [llamupom (Adi Shamir) u Jleonapaom
Annemanom (Leonard Adleman);
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B) [llau IN'onsaBaccepom (Shafi Goldwasser) u CunsBuo Mukamnu (Silvio Micali).

K kakoit rpynne mudpos otHocurcs mupp CLIUTAIIA?
A) mmdp 3aMeHsI;

Bb) mu¢p nepectaHoBKY;

B) xomOuHMpOBaHHBIN TIHD.

Cnoso KPUIITOT'PA®U S 3ammudpoBano kinaccudeckuM mmdpom Llesaps. Beidepute
COOTBETCTBYOIIUI MIHUPPTEKCT.

A) YBTOUT'CBU'bTh;

B) ®CXKBJIbIKCIIOXIO;

B) HYJIT' XCXYT'YJIb.

[Tpu muppoBaHUH OTKPHITOTO TEKCTA €T0 OYKBBI 3aMEHSIOTCS TAPO YHCEN, COOTBETCTBYIOIINX
HOMEpaM CTOJIOIOB M CTPOK JIaHHOM OyKBbI B Ta0ymiie. Kak Ha3piBaeTcst 3TOT mudp?

A) pemerka Kapaano;

B) xBagpar [Toaubwus;

B) tabmumna IopTo.

Kak HazwiBasics mmdp, Ha OCHOBE KOTOPOTO OBLT CO37aH OJMH U3 HauOoJee CTONKUX BOCHHO-
Mopckux mudpoB Benmnkodbpuranuu Bo BpeMs BTopoit MupoBoii BOHHBI?

A) pemerka Kapaano;

B) xBagpar [Toaubwus;

B) tabmuna IlopTo.

[Ipu kakux ycioBHAX BOCCTAHOBUTH TEKCT 10 KPUIITOTPaMME KPUNTOAHAIUTUKY CTAHOBUTCS
NPUHIUIINATIBHO HEBO3MOXXHO?

A) ecru mdpoBaHUE «CTUPACTY» U3OBITOYHOCTS;

b) ecnu ucnonb3yeTcs JIMHHBIN KITH0Y;

B) ecnu anropuT™ muQpoBaHus HEM3BECTEH.

Kak Ha3bpIBaroTCs MCTIOIBb3yeMbIe B KPUIITOTpaUu MOAETH OTKPBITOTO TEKCTa, YUUTHIBAIOIIHE
3aBUCUMOCTh OyKB TEKCTa OT HpeAbIAYIINX OYKB?

A) TI03HaYHBIE MOJIENIN OTKPBITOTO TEKCTA;

B) BepositTHOCTHBIE MOJenu k -ro mpuOInKeHus;

B) MapkoBckue MOAEIIA OTKPBITBIX TEKCTOB.

Kto B Poccun pyxoBoani pa3zpaboTkoii TenedonHoro mudparopa?
A) B.A.KoTe/nbHUKOB;

b) A.H.Konmoropos;

B) b.b.IlnotpoBckuii.

B gem cocTout ocHoBHO# npuHIMI Kepkroddca?

A) KOMIIpOMETAIUSI CUCTEMBI HE JIOJKHA MPUYUHSATH HEY00CTB KOPPECTIOHICHTaM;

B) neoOxoumo, 4ToOBI KpUITOCUCTEMA ObLIIa IPOCTON B UCTMOJIB30BAHUH, U €€ MPUMEHEHUE He
TpebOBaJIO COOIOICHNUS JITMHHOTO CIMCKA MTPaBuUI;

B) y xoppecnoHIeHTOB H0KHA OBITH BO3MOYKHOCTD MO COOCTBEHHOM BOJIE MEHSTH KIIIOY.

Urto nmoHUMaeTcst Mo KpUNTorpahuyeckum mpoToKonIom?

A) anropuT™M MHU(PPOBaHUS JAHHBIX MEpe]l Tepeaadeii mo o0meI0CTyITHOMY KaHaly CBSI3H;
B) pacnpeneneHHbIi anropuT™ pereHus AByMs WK 0oJiee y4aCTHUKaMH HEKOTOPOil
Kpunrorpaguueckoi 3agauu;
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B) naGop npaswui mudpoBaHus 1 pacPppoBaHus KPUIITOCUCTEMBI.

B 4yem cocrout kpunrorpadudeckas 3agada ooecredeHus LeI0CTHOCTH?

A) rapaHTHpOBaHHE HEBO3MOKHOCTH BHECEHUSI CIyYalHBIX OIIMOOK B IIPOLIECCE MEPEAAUH 0
KaHajaMm CBS3U;

B) rapanTupoBanue HEBO3MOXKHOCTH HECAHKIIMOHUPOBAHHOI'O U3MEHEHUSI HH(POpMALUY;

B) 06a oTBeTa BEpHHI.

Kaxkue MeTozpl pa3pabaThIBalOTCS € LENbI0 00eceyeHusl ay TeHTH(HUKAUH?

A) METOIbI IOJITBEPIKICHUS TIOJUTMHHOCTH CTOPOH M CaMOi HH(OpMAIIMK B TIPOIIECCE
MH(OPMAIIMOHHOTO B3aMO/ICHCTBUS;

B) MeTobI IPUCBOSHHS YHUKAIBHOTO HACHTH(PHUKATOPA B3aUMOICHCTBYIOIIUM CTOPOHAM U CaMO
nH(pOPMAIHH B Tporiecce HHOOPMAIIHOHHOTO B3aUMOJICHCTBHS;

B) o6a oTBeTa BepHBI.

Kakoit MexaHu3M UCIOIB3yeTCs UTsl 00ecreueHus] HeBO3MOXKHOCTH OTKa3a OT aBTOPCTBA HITH
IPUITUCBIBAHUSI aBTOPCTBA?

A) MeXaHH3M CUMMETPHYHOTO MHU(POBAHUS C IPUBJICUCHHEM apOUTpa;

B) Mmexanu3m 1udpoBoOM MOAUCH;

B) o6a oTBeTa BepHBI.

C gyem cBsI3aHa aKTUBHAS aTaka Ha 3amM(POBaHHYIO HHPOPMALIUIO?

A) ¢ mpocnylMBaHuEM, aHATU30M TpaduKa, IEpPeXBATOM, 3aMKChHIO MTepe1aBaeMbIX ITHU(PPOBAHHBIX
COOOIIIEHHI;

B) ¢ nemmdpoBanueMm, T. €. TONBITKAaMHU "B3JIOMaTh'" 3aIUTY C IEIbI0 OBIaACHUS HH(OPMAITUEH;
B) ¢ npepriBaHrEeM mpoliecca mepeaadu CooOIeHnH, CO3JaHIeM MOIISTBHBIX COOOIICHHIA,
MouduKaIyen neperaBaeMbIX COOOIIECHUH.

Ot 4ero 3aBUCHUT BBIOOD criocoba mudpoBanus?

A) OT 0COOCHHOCTEH MepeaaBaeMoi HHPopMaIuH (ee IIEHHOCTH, 00beMa, CrIoco0a MpeICTaBICHHSI,
HEOOXOIMMOW CKOPOCTH TepEeIauH;

B) oT BO3MOKHOCTEH BIIaJIEINBIEB 110 3aIIUTE CBOCH MH(POpMAIUU (CTOMMOCTD IPUMEHSIEMBIX
TEXHUYECKUX YCTPOUCTB, YA00CTBO UCIOIB30BAHMUS, HAJIS)KHOCTh ()YHKIIMOHUPOBAHUS;

B) 00a orBeTa BepHBI.

Jlyist oOHapy KeHUSs TIeJIEHANIPABICHHOTO HABSI3bIBAHUS IIPOTUBHUKOM JIOKHOU WH(OpMAIINN
A) B niepeaBaeMoii HH(GOPMAITUU CTUPAETCS] H30BITOYHOCTD;

B) B nepenaBaemyto HHGOPMALINIO BHOCUTCS H30BITOUHOCTE;

B) ncnonb3yeTrcs Koa YETHOCTH.

Kaxk Ha3pIBaeTcs uncioBass KOMOWHAIIMSI, HCTIOIb3yeMast JIJIsl IPOBEPKH IIEJIOCTHOCTH?
A) UMHUTOBCTABKa;

B) ko ayTeHTHUhUKAITUN COOOIICHMS;

B) 00a oTrBeTa BEpHBI.

Kaxue TpeboBanus npeIbaBISIOTCS K KIIOUYEBBIM X3II-QyHKIUAM hi(M)=S?

A) HEBO3MOKHOCTH BBIYHCIICHHS 3HAUCHUS hx(M) =S nis 3amaHHoro coodmenus M 6e3 3HaHUs
kiroua k;

B) HeB03MOXKHOCTH moAOOpa /Ui 3a1aHHOTO cooltieHust M ¢ U3BECTHBIM 3HaueHueM hy (M) =8
npyroro coodOtenust M1, ¢ U3BECTHBIM 3HaUYeHueM hy (M) =81 6e3 3HaHuUs KiIrova k;

B) 00a oTBeTa BepHBI.
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25. Kakoe TpeboBaHrEe HaMpaBIeHO MMPOTUB CO3AAHUS MOAEIBHBIX (C(haOpPUKOBAHHBIX) COOOIIEHUI
MIPH aTaKax THITA UMUATAIUS?
A) HEBO3MOKHOCTH BBIYHCIICHHS 3HAUCHUS hx(M) =S nis 3amaHHoro coodmenus M 6e3 3HaHus
Kkiroua k;
B) HeB03MOXKHOCTH moAOOpa /Ui 3a1aHHOTO cooOteHust M ¢ U3BECTHBIM 3HaueHueM hy (M) =8
npyroro coobmienusi M1, ¢ U3BECTHBIM 3HaueHueM hy (M) =S; 6e3 3HaHus Kiroya k;
B) 06a oTBeTa BEpHHI.

26. Kakoe TpeboBaHME HAIIPABJICHO MPOTUB MOAU(PHUKAIIMH ITEPEIaBaeMbIX COOOIICHHI MPU aTaKkax
THIIA ITOAMcHA?
A) HEBO3MOKHOCTh BBIYUCIICHUS 3HaueHUs hx(M) =S nis 3aganHoro cooomieHus M 6e3 3HaHuS
Kkmoua k;
B) HeBO3MOXKHOCTB MToAOOpa JIs 3aIaHHOTO cooOMeHrss M ¢ U3BECTHBIM 3HaUeHUuEM hx (M) =S
npyroro coodOmenus M1, ¢ U3BECTHBIM 3HaUeHueM hy (M) =81 6e3 3HaHus KiIro4a k;
B) 06a oTBeTa BEpHHI.

27. Kakast mpoBepKa 03Ha4aeT ayTeHTU(PUKALIUIO ceaHca CBS3U?
A) nipoBepKa 1eIOCTHOCTH COEAMHEHNS, HEBO3MOKHOCTH [TIOBTOPHON NEPEIauu JaHHBIX
IPOTUBHUKOM, CTOPOH B3aUMOJICHCTBUS;
B) npoBepka 11e10CTHOCTH COEMHEHNSI, HEBO3MO>KHOCTH ITIOBTOPHOM I€peiayyl JTaHHbIX
IPOTUBHUKOM, CBOEBPEMEHHOCTH Tepeaun JaHHbIX;
B) o6a oTBeTa BepHBI.

28. Kakoe cpeacTBO ABISETCS OCHOBHBIM CPEICTBOM ISl IPOBEICHUS UICHTU(UKAITIH?
A) IPOTOKOJIBI OJHOCTOPOHHEH HICHTU(DUKAIINH;
B) npoTokoiel B3aMHON WICHTU(DUKAIIHH,
B) 06a oTBeTa BEpHHI.

29

Kak Beirmsinut miudpoBas moAnuck A COOOIIeHus ?

A) 4HCIIO, TOJYYEHHOE B PE3yJIbTaTe XEIIMPOBAHUS, TPUMEHEHHOTO K 3TOMY COOOIIECHHUIO;

B) uncno, momydeHHoe B pe3ynibTare KpUnTorpaguyeckux npeoOpa3zoBaHuii, MPUMEHEHHBIX K
3TOMY COOOIIEHUIO;

B) xon ayTeHTHUKAIIMN COOOIICHHMS.

30. Jlnst yero MpUMEHSIIOTCS CeIMaIbHbIE CUCTEMBI IPEIBAPUTENHLHOTO paCIpeIeIeHNs KITFouei?

A) ipu 00JBIIIOM YHUCJIE B3aUMOJICHCTBYIOIIUX CTOPOH TpeOyeTcs Mpe/IBapuTeIbHas pacChliKa
3HAYUTENIBHOTO 00BheMa KIIF0UeBON HHPOPMAIIH U MOCIEAYIOIIee €€ XPaHEeHHUE;

B) onpenensercs mopsiioK UCIOJIb30BaHUs, CMEHBI, XpaHEHUSI U apXUBUPOBAHMUSI, PE3EPBHOTO
KOIUPOBAHUSI M BOCCTAHOBIICHUS, 3aMEHBI WM U3BATUS U3 00paIIeHUs CKOMIPOMETUPOBAHHBIX, a
TaK)Ke YHUYTOKEHUS CTAPBIX KITIOYCH;

B) npenycmarpuBaeTcs pacupeielieHne U XpaHeHHe He caMUX KITIouel, a HEKOTOPOil MEHbIIEH 1o
00BemMy nH(OpMAIIUY, HA OCHOBE KOTOPOH KaXk/lasi CTOPOHA MOKET BBIUMCIIUTD KITFOU JIJIsI
B3aMMO/JICUCTBUS C IPYTOM CTOPOHOM.

31. Kakum o6pa3omM Hanbosiee MpocTo MOYKHO OCYIIECTBUTh pacHpeiesieHle KIto4el s ceTell ¢
00JIBIIUM KOJTMYECTBOM a0OHEHTOB?

A) B cucTeMax NMPeIBapUTEIbHOIO PACTIPEICIICHUS CEKPETHBIX KIIIOUEH;

bB) B cuctemax OTKpBITOrO pacipenesIeHAs CEKPETHBIX KIIOYEH;

B) o6a oTBeTa BepHBI.

32. YUro takoe cepTU(UKAT OTKPBITOrO KiIroua?
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A) Ha0Op aHHBIX, 3aBEPEHHBIX NU(POBOH MOIMHICHIO IIEHTPA CEPTUPHUKALINY, ¥ BKITIOYAIOIINI
OTKPBITBIA ¥ CEKPETHBII KITIOYH, UM TT0JIH30BATENS, UM CEPTUPUKAIIMOHHOTO IIEHTPa, HOMEP
ceptuukaTa, BpeMs JeUCTBHS cepTH(UKATA, IpeTHa3HAYCHNUE OTKPBITOTO KItoua (Iudposas
MTOJIITUCH, I pOBaHUE);

B) Habop naHHBIX, 3aBepPEHHBIX NIEYaThIO IIEHTPa CEPTUPHUKALNK, Y BKITIOYAIOIINN OTKPBITHIN KITIOY,
CIMCOK JIOTIOJTHUTENIBHBIX aTpHOyTOB, MPHHAICKANINX a00HEHTY, U MpeTHa3HAYE€HUE OTKPHITOTO
KITI0Ya;

B) HabGop naHHBIX, 3aBEPEHHBIX U(POBOI MOAMUCHIO IIEHTPA CEPTUPHUKAIINU, H BKIIIOYAIOIIUI
OTKPBITHIH KJIFOY M CIIMCOK JJONOJTHUTEIBHBIX aTPUOYTOB, MPUHAUICKAIIUX A0OHEHTY.

33. Uto o3HayaeT TEPMHUH MOITHOCTH ajipaBuTa’?
A) KOJIMYECTBO CUMBOJIOB B OTKPHITOM asipaBuTE;
B) urcno BO3MOXHBIX KOMOUWHAIMI CUMBOJIOB OTKPBITOTO ali(haBUTa;
B) konmuecTBO MUGPBEIUIUH OTKPBHITOTO alihaBHTA.

34. K xakomy kiaccy mu@poB OTHOCUTCS MUQP, eciu pparMeHT OTKPHITOTO TeKCTa (OTACIbHBIC
OYKBBI WJI TPYyIINa OyKB) 3aMEHSIOTCS HEKOTOPHIMH MX SKBUBajieHTaMu (OykBaMu, 1udpamu,
CUMBOJIAMU WJIH WX KOMOWHAIueH) B mudprexkcre?

A) mmdpsl 3aMEHBI,
B) mm¢ps1 nepecTaHOBKH;
B) koMIO3uITMOHHBIE T PBI.

35. K kakoMy kiaccy mu@poB OTHOCUTCS MIHPP, €clid OYKBBI OTKPBITOIO TEKCTa MpU MIHU(PPOBAHUU
KaKHUM-HUOY1b CIOCOOOM NEPECTaHABIMBAIOTCS, TO €CTh U3MEHSETCS TOIBKO HOPSIIOK CIIETOBAHUS
CHUMBOJIOB OTKPBITOTO TEKCTa?

A) mmQpsl 3aMEHBI;
B) mmudpe mepecTaHOBKH;
B) koMmO3UIIMOHHEIE MUPHIL.

36. Uro cnenyet aenaTh Ui yBETHUEHUS] KpUNTOCTORKOCTH udpa?
A) YBETUUMBATh Pa3HUILy MEXKIY YHCIOM MUGPBEIUYUH U YUCIIOM OYKB B ajndaBuTe;
B) Gonee paBHOMEpHOI TOKHA OBITH JUarpaMMa MOBTOPSIEMOCTH 3HAKOB IMU(DPTEKCTA;
B) 06a oTBeTa MpaBUIILHEI.

37. J1yis yero UCmoab3yroTcs 0J109HbIe UG PHI?

A) U yBeTUYEHUS KOJTMYECTBA MM (PPBEITUYNH;

B) nna yBenuueHus: CKOpocTy MIUPPOBAHUS;

B) 00a oTBeTa mpaBUIIbHBI.

38. B ueM cocTOMT OCHOBHOE IPEUMYIIIECTBO ACUMMETPUYHOIO MIU(PPOBAHUS NEPE]] CUMMETPUUHBIM?
A) HeT HeOOXOJMMOCTH B IIepeiaue CEKPETHOTO KIIto4Ya, KOTOPbII MOXKET ObITh IepeXBayeH
3JI0YMBIIIJIEHHUKOM;

B) Gosnbiiast Tpy10€MKOCTh MOCIIEAHETO U, KaK pe3yJIbTaT, MEHbIINE CKOPOCTU MpH MUPPOBAHUH;
B) 00a oTrBeTa BEpHBI.

39. Kakwue mmdpsl Ha3pBarOTCS OMOGOHAMH?

A) mudpsl MHOTO3HAYHON 3aMEHHBI;

B) MHoroandasutHble UppsI;

B) mm¢psl raMmupoBaHus.

40. Yo Takoe mudpBenuyuHa?
A) 4KCII0 BO3MOXKHBIX SKBUBAJIEHTOB JIJIS1 3aMEHBI OTKPBITHIX CUMBOJIOB;
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B) skBUBaJICHTHI B IIU(PPTEKCTE, 3aMEHSIOIINE CHMBOJIBI HJIH TPYTIIBI CHMBOJIOB B OTKPBITOTO
TEKCTa;

B) oTKpBITHIN TEKCT niepea (G POBaHUEM MPEICTABIISETCS B BUIE MOCIEI0BATCILHOCTH
«II0ACJI0B», HA3bIBA€CMbIX HII/I(i)pBeJ'II/I[II/IHaMI/I.

C kakuMH LeNsIMU B KpUOTOrpaduu BBOASTCS MOJENN OTKPBITHIX TEKCTOB??

A) cyaT OCHOBOH /1JIs1 aBTOMATH3aLMH NTPOLIECCOB KPUIITOAHAIM3A IIHUPPTEKCTOB;

B) ciy>xaT 0CHOBOI B Iporiecce H3y4eHHs KPUIITOCTOMKOCTH pa3IMyHbIX CUCTEM MIM(POBaHUS;
B) 06a oTBeTa BEpHHI.

K kaxomy knaccy mu@poB OTHOCSTCS aJIUTUBHBIC METO/IbI IU(PPOBAHUS?
A) oMo OHBI;

B) mudpel MHOTO3HAYHOW 3aMEHBI;

B) mm¢ps1 raMmmupoBaHusl.

K kakomy kiaccy mugpoB OTHOCSATCS aHAIUTHYECKUE CTIOCOOBI U(ppOBaHH?
A) mdpsl 3aMEHBI,

B) mm¢ps1 nepecTaHOBKH;

B) mapiuipyTHbIE ITEpeCTaHOBKH.

Kakue u3 npuBeieHHBIX MUGPOB SBIISIOTCS MU(PPAMH TEPECTAHOBKH?
A) pemerka Kapaano;

B) xBagpar [Toaubwus;

B) tabmuna IlopTo.

Kakwue u3 npuBeAeHHBIX MU(PPOB SBISIOTCS MUPPAMU 3aMEHBI?
A) RSA;

b) AES;

B) TOCT 28147-89.

Kakue cBoiicTBa OTKPHITOrO TEKCTA UCIIOJIB3YIOTCS MPH BCKPBITUH MIN(pa NEPECTaHOBKU?
A) OrpaHUYEHHEM MOXKET MOCITYKUTh MOSIBIIEHUE 3alIPETHBIX OUTpamm;

b) nHaunbonee gacteie GUrpaMMBbl OTKPBITOTO TEKCTA, KOTOPbIE MOKHO COCTaBUTh U3 OYKB
paccMaTpruBaeMoro mu(pOBaHHOTO TEKCTA;

B) 06a oTBeTa BEpHHI.

Kaxkas u3 maTematuueckux Mojiesieil COOTBETCTBYET alrOpUTMy mudpa Atdar?

A) Yij = 1j;
Bb) Yi = Xi+3(mod n);
B) Yi= X-i+1).

A=

AN W =
O 3 b
[V, I \O T o)

3ammdpyiTe ¢ TOMOIIBIO MAaTPUUHOTO MU pa C KIFOYEBON MaTPHIICH
u(pPOBOro HIKBUBAIIEHTA OYKB OTKPBITOTO TEKCTa CIIOBO 3a0aA6d.

A) 28,35,67,21,26,38;

b) 24,38,42,21,32,46;

B) 12,32,7634,17,19.

49. Yo Oosee 1ierecoodpa3Ho sl HaJASKHOM AU Thl HHDOpMaIun?

A) apXuBaIusi OTKPBHITOTO TEKCTA C MOCIEAYIOIINM;
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B) mmdpoBanue OTKPHITOTO TEKCTA € MOCIEAYIONIEH apXUBaIUei;
B) He uMeeT 3HaYEHUS.

K kakum mmdpam otHOCHTCs crctema mudposanus [lerpa I «{upupp»?
A) oMOGOHBI;

B) mmdpe1 OurpaMMHoOil 3aMeHBbI;

B) mmmdpel mpocToii 3aMEHBI.

Ha kaxom crioco6e mmudpoBanust 0611 oOcHOBaH Ourpammusiid mudp [Tmiidepa (Playfair,
BenukoOpurtanus), npuMmensBimiics Bennkoopuranueit Bo Bpems [1epBoit MupoBoii BOHBI?
A) crioco0 mu@poBaHus COCTOSUT B pa30MBKE BXOJHOTO TEKCTa HAa OUTPaMMBlI;

B) Ha 1103yHroBOM crioco0e 3anoiHeHus mu(pTadbIuIsL;

B) 06a oTBeTa BEpHHI.

Kakue mmdpsl OTHOCATCS K MU(PpPaMU MHOTO3HAYHOM 3aMEHbBI?
A) umdp Buxenepa u mudpp Tpuremus;

B) mmudp [Tmiidepa n mudp Xumna,

B) mmdp Bepunama u mudp [opra.

CdhopmynupyiiTe OCHOBHOE TpeOOBaHHE K KPUNITOTPAPUIECKH CTOMKOMY T€HEpaTopy
NICEBAOCTYYaitHON OCIe10BATEIbHOCTH WU TaMMBI.

A) miepro/1 TaMMBbI JOJKEH OBITh TOCTATOYHO OOJIBIINUM IS ITU(PPOBAHUS COOOIIEHUHN pa3TuIHON
JUIUHBI;

B) ramma momxHa OBITH TPYIHO MPEICKa3yeMOH, T.€. €CII H3BECTHBI THI T€HEPATOpPa U KyCOK
ramMMbl, TO HEBO3MOKHO MPEACKA3aTh CIECAYIOMINA 32 3TUM KyCKOM OUT raMMBbI ¢ BEPOATHOCTHIO
BBIIIIE 33JaHHOM.

B) 06a oTBeTa BEepHHI;

[IpuBeauTe mprmMep COBEPIICHHOTO MK (pa.

A) mmdp Bruxenepa ¢ caMOKIIOUOM;

B) ogHopazoselii 6s1okHOT IlleHHOHA;

B) cucrema Beprnama aiist Tenerpada ¢ 6yMaxxHbIM KOJIBIIOM, COJCPKAIIUM TaMMYy.

Kakne mmdpsl sBistores mudpamMu raMMUpOBaHHS?
A) mmudp Tpuremus;

B) mm¢p Buwxkenepa;

B) 06a oTBeTa BEpHHI.

[To xkakoMy MOYITIO MPOU3BOAUTCS CYMMHPOBAHHE TAMMBI C OTKPBITHIM TEKCTOM B PEKHUME
rammupoBanus 'OCT28147-89?

A) CyMMUPOBaHHUE 110 MOJYJIIO 2;

B) cyMMHpOBaHHUE 1O MOIYJIIO 2°%;

B) 06a oTBeTa BEpHHI.

KaxkoB pa3mep Os10ka mmdpyemoro Tekcra B kpunrocucreme [[OCT28147-89?
A) 32 Owura;

bB) 64 Oura;

B) 'OCT28147-89 — noTouHast KpUITOCUCTEMA.

Kakne ¢pyHKINN BBITOTHSAET KpUNITOCHCTEMA?
A) ycuiieHue 3alMIIeHHOCTH TaHHBIX U 00JIeT4YeHUe PadOoThl C KPUIITOAITOPUTMOM CO CTOPOHBI
YeJI0BEKA;
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B) ycunenue 3amuiieHHOCTH JaHHBIX U 00€CTieYeHne COBMECTUMOCTH MOTOKA JaHHBIX C IPYTHM
MPOTrpaMMHBIM 00€CTICUCHUEM;
B) 00a oTBeTa BepHBI.

Jl71s 4ero B MOTOYHBIX MH(pax UCIONB3YIOTCS PETUCTPHI CABUTa C 0OPAaTHOM CBSI3bI0?
A) 1151 TeHEepalny KJIF0YEBOM MOCIEI0BAaTEIbHOCTH;

B) n1s opranuzanum pexxuma o0paTHOM CBSI3H B OJIOYHBIX mHU(pax;

B) o6a oTBeTa BepHBI.

Urto Takoe ckpembiuep?

A) IporpaMMHBIE HJTH alllapaTHRIE pealln3allii FeHepaTopa ICeBIOCIyYaitHO raMMBbl;

B) nporpaMMHBIe WK anmnapaTHbie pealn3aluy alropruTMa, HO3BOJISIOMIEro MU POBaTh MOOUTHO
HETIpEpPhIBHBIC TOTOKU HH(pOpMaIuy;

B) o6a oTBeTa BepHBI.

B yem cocrout rnaBHas npooiieMa mu@poB Ha OCHOBE CKpeMOJIepoB?

A) CHHXPOHU3AIUS MePealoIero (KOUPYIOIIEro) U NPUHUMAOIIETO (JICKOTUPYFOIIETo)
YCTPONCTB;

B) xonupyrorias mocie0BaTeIbHOCTh OUT TIPOU3BOIUTCS U3 HEOOIBIIOTO HAYAILHOTO 00beMa
nHpOpMAIHH;

B) manenbkuii nepruoj raMMal.

Kakue MeTopl CHHXpPOHU3ALUY TPUMEHSIOTCS Ha MTPAKTHKE B CUCTEMax IKU(POBaHMs Ha OCHOBE
cKkpemOepoB?

A) no6asiieHre B TOTOK HHGOPMAIIUU CHHXPOHU3UPYIOIIUX OUTOB, 3apaHee N3BECTHBIX MPUEMHOM
CTOPOHE, UTO MO3BOJISET €M MIPU OTCYTCTBUHU TAKOTO OMTA AKTUBHO HAa4aTh MOMCK CUHXPOHU3ALNHU C
OTIIpaBUTENIEM;

B) ucnonpzoBaHue BEICOKOTOYHBIX T€HEPATOPOB BPEMEHHBIX UMITYJIbCOB, UTO ITO3BOJISIET B
MOMEHTHI IOTEPU CHHXPOHHU3AIUH MPOU3BOAUTH paciiupoBaHue MTPUHUMAEMbIX OUTOB
uHpOopManuu "mo namATH" 6€3 CHHXPOHHU3AIINY;

B) 06a oTBeTa BEpHHI.

Kaxkoit meTox ucronb3yeTcs 11 paHIOMHU3aIUKA CO00IeHn?

A) BHeceHHe CITy4allHbIX OUT B caM MU(pyeMblil (aiiin ¢ ITHOpUPOBaHUEM HX Ha Jemupyromen
CTOpPOHE;

B) mudpoBanme ncxoanoro aina cirydaiiHbIM KIIOUOM;

B) 06a oTBeTa BEpHHI.

Kakue mumdpcucTeMspl U3 IEPEYUCIICHHBIX HUKE SBIISIOTCS MTOTOYHBIMU?
A) A5, SEAL, RC4;

B) DES, AES, Rijndael;

B) RC2, RC5, IDIA .

[epeuncnuTe OCHOBHBIE PEKUMBI PAOOTHI, IPEAYCMOTPEHHBIE B CTaHAApTE MIH(PPOBAHNUS JaAHHBIX
IoCT28147-89.

A) IpOCTOH 3aMEHBI, FTAMMHUPOBaHUs, FTAMMHUPOBAHUS ¢ 00pPAaTHOW CBSA3bI0, TAMMHUPOBAHHS C
00paTHOM CBSA3BIO MO MHUDP TEKCTY;

B) npocToii 3aMeHbI, raMMHPOBaHUS, TAMMHPOBAHHUS C OOPATHOH CBSI3bI0, BRIPAOOTKH
MMUTOBCTaBKH;

B) snexkTpoHHast KOJI0Basi KHUTA, CLETUIEHUs OJIOKOB, 00paTHas CBS3b 110 BHIBOAY, OOpaTHas CBA3b
1o MU pPTEKCTYy.



66.

67.

68.

69

70.

71.

72

73.

74.

75.

25

[epeuncnure OCHOBHBIE PEKUMBI pabOTHI, IPEIYCMOTPEHHBIE B CTaHIApTe NIM(POBAHUS JaHHBIX
DES.

A) TpocToii 3aMEHBI, TAaMMHPOBAHMUS, TAMMHUPOBAHUS C OOPaTHOM CBSI3bI0, TAMMHUPOBAHUS C
00paTHOH CBS3bIO 10 MUDPTEKCTY;

B) npocToii 3aMeHbl, raMMHPOBaHHS, TAMMHPOBAHHUS C 00pPaTHOM CBS3BIO, BBIPAOOTKH
MMHUTOBCTABKH;

B) snekTpoHHas KOAOBasi KHUTA, CLETUICHUS OJI0KOB, 0OpaTHas CBSA3b MO BBIXO/Y, OOpaTHas CBSI3b
o mmmdprexcry?

HazoBure aeiicTByromuii crannapt mudposanus B AMepuke?
A) DES;

b) AES;

B) Triple DES.

Kaxkoit kpuntorpaduueckuii aiIropuT™ Jier B OCHOBY cTaHAapTta mudpoBanus AES?
A) Lucifer;

b) Blowfish;

B) Rijndael.

Kakwue u3 npuBeICHHBIX KpUNTOrpaUUIeCKUX aJrOPUTMOB HCIIONIB3YIOT B OCHOBE ceTh DeiicTens?
A) DES;

b) Rijndael;

B) 06a oTBeTa BEpHHI.

Yro obmiero B cranmaprax DES u TOCT28147-89?

A) pa3mep 0I10Ka, pa3Mep KITr04a, KOJTHYECTBO IIUKIIOB;
B) pasmep G1oka, mpeobpazoBaHue, KOTUIECTBO IIUKIIOB;
B) 00a orBeTa BEpHBI.

HazoBute pa3mep kitoya (B 6utax), nucnosibzyemoro B kpunrocucreme 'OCT28147-89?
A) 32;

b) 56;

B) 256.

[Touemy kpunrorpadpudeckuii anroputm ['OCT28147-89 Gosee yCTONYHMB K BCKPBITHIO ITyTEM
HOJTHOTO Tepedopa Mo MHOXKECTBY BO3MOKHBIX 3HaYCHHH Kiroda, ueM DES?

A) dyuknus mmdposanus ['OCT ropaszno cnokaee Gynkiuu mudposanus DES;

B) B cuity HamMHOTO OOJIBIIEH JUIMHBI KITIOYA;

B) 06a oTBeTa BEpHHI.

Yrto Takoe manmKecT cooomenus?

A) pe3ynbTaTa BRIYHCICHHUS XelI-(PyHKIUH;
B) undpoBoii oTnevaTok maneia;

B) 00a oTrBeTa BEpHBI.

Kakas MmaTemaTndeckas mpo0iemMa JIeKHUT B OCHOBE CXEMbI OTKPBITOTO pacpeaeTeHHs KIto4en
Hudou n Xennmana (Diffi W., Hellman M.E.)?

A) oriepanusi BEIYUCIICHUS JUCKPETHOTO JIoTapuQma;

B) dbakropuzarus 60nb1I0ro Ynca;

B) 00a oTrBeTa BEpHBI.

B 1eM cocTOUT OCHOBHOE OTIHYME ACUMMCTPHUYHBIX KPUIITOCUCTEM OT CI/IMMCTpI/I'-IHBIX?
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A) 15 mepeayy OTKPBITOTO KITF0Ya OT MOJTyYaTelisi K OTIPABUTEINIO CEKPETHBIN KaHaI HE HYKEH.
BmecTo Hero ncnomb3yercst ayTeHTUYHBIN KaHall, TapaHTUPYIOUIHA TOUTMHHOCTh HCTOYHUKA
uHbOopMaIuy;

B) nns mmudpoBanus u nemmdpoBaHUs UCTIONB3YIOTCS Pa3InIHbIE KITIOYH,

B) 006a oTBeTa BepHBI.

76. HazoBute Hanboliee pacpocTpaHeHHbIE 00JaCTH IPUMEHEHUST aCHMMETPUYHBIX
KpUNTOTpagrUECKuX cucTeM?
A) accuMeTpHYHas CUCTeMa UCTIONB3YeTCsl IS MH(POBaHUS KOPOTKOTO CEaHCOBOTO KIItOYa, a
nH(OPMAIIMOHHBIE TIOTOKU B TEYCHUE CEaHCa MPUXOJIAT 0 CHUMMETPUYHOM CUCTEME;
B) accumeTpuyHas cructemMa HCIOB3yeTCs IS I0Ka3aTeIbCTBA MPUHAIIICKHOCTH B ClTydae OTKas3a
OTIIPABUTEIISA/TIONyYaTeNsl OT paHee MePEJAaHHOTO/TIPUHATOTO COOOIICHUS;
B) 06a oTBeTa BEpHHI.

77. Jlns perieHus Kakux 3a1a4d UCIIOIb3yeTcs ITu(poBast MOAMKUCH?
A) U 10Ka3aTenbCcTBA MPUHAICKHOCTH B CIIy4ae 0TKa3a OTIIPABUTEIIS/TIOIydaTellsi OT paHee
NepeJaHHOTO/TIPUHSATOTO COOOIICHHUS;
B) s obecrieuenus ayTeHTH()UKAITIN U KOHTPOJIS [IETOCTHOCTH;
B) 06a oTBeTa BEpHHI.

78. SIBnsieTcs M BEpHBIM YTBEPKJIEHUE, UTO IPUMEHEHHE aCHMMETPUYHBIX CUCTEM B OOIIEM cllydae
MIPUBOJIUT K CYIIECTBEHHBIM 3aJIep>KKaM MpH mudpoBaHuu (TI0 CPABHEHUIO C CHMMETPHYHBIMH)?
A) na;
b) uer;
B) 3aBUCHUT OT pa3MepOB UCIOJIb3YEMbIX KIIFOUECH.

79. KakuM 00pa3oM BeIYUCIAETCS ITU(POBast MOAMHUCH?
A) Toce10BaTeIbHOE BBIYUCIICHNE XeII-(PYHKIIMHA OT HCXOTHOTO COOOIICHMSI U MNP POBaHUE
MOJTyYE€HHOTO 3HAUEHHUSI HA CEKPETHOM KIII0Ue OTIpaBUTeNs (WK paciiipoBaHUe HA OTKPHITOM
KJIFOY€ TPY TPOBEPKE TIOIHCH);
B) nocnenoBarenpHOe mH(poBaHUE UCXOIHOTO COOOIIEHHS HA CEKPETHOM KITFOUE OTIPABUTENS U
BBIYHUCIICHHE XeII-PYHKIIUHN OT 3alIU(PPOBAHHOTO COOOIIECHMS,
B) nocnenoBaTenbHOCTH ONEpalyii He UMEET 3HAUCHUS.

80. BepHo i yTBepKICHHE, YTO B ACUMMETPUYHON CHCTEME HUKTO, KpOME OTIIPABUTEIIS
MIOJIMTMCAHHOTO COOOIICHHUS, HE 3HACT CEKPETHOTO KIIF0Ya, Ha KOTOPOM COOOIIEeHUE OBLITO
MMOANKUCaHO?

A) na;

B) HeT, CeKpeTHBIN KITI0Y U3BECTEH TAKXKE YIOCTOBEPSIONIEMY IICHTPY, BbIIABIIEMY OTIPABUTEITIO
cepTUdUKAT HUPPOBON TOIHCH;

B) HeT, CeKpeTHBIN KITF0Y U3BECTCH TAKKE IICHTPY ayTCHTH(PHUKAIINK, B KOTOPOM HCTIOIB3YETCs
KPUTIITOCHUCTEMA.

81. Kaxkas ¢yHKIMS Ha3bIBaeTCsI OJHOCTOPOHHEH (one-way function)?
A) OyHKIUSA f(x) HA3BIBaeTCS OJHOCTOPOHHEH (one-way function), eciu A1 BceX X U3 €€ 00J1acTh
OTpesieNIEHUs JIETKO BBIYUCINUTD y=f(X), HO HAX0KJE€HHUE 10 3aJJaHHOMY )0 TAKOT'O X0, AJI1 KOTOPOTO
f{(x0)=y0, BBIMUCITUTENHHO HEOCYIIECTBUMO;
B) ©ynknus f(x) Ha3pIBaeTcs OJHOCTOPOHHEH (one-way function), eciu Uit HaXOKICHUE TI0
3aJJaHHOMY )0 TaKOTI'0 X0, AJIs1 KOTOPOTO f(X0) =)0 TpeOyeTcsl HACTOJIBKO OTPOMHBIN 00BEM
BBIYMCIICHHI, YTO 32 HUX IIPOCTO U HE CTOHUT OpaThCs;
B) o6a oTBeTa BepHHI.
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Bepho i yTBepikIeHuUE, YTO LIeTOYHCIeHHAs TToKa3aTenbHas GyHKuus f(x)=a*(mod n), rue
OCHOBaHHE a U TI0Ka3aTeJlb CTENEHH X IPUHAJIeKAT UHTEepBaiy (1,n-1), ABIsETCS OJHOCTOPOHHEN
byHKIHEH?

A) na;

B) cymecTBoBaHrEe OJJHOCTOPOHHUX (PYHKLUH HE JOKAa3aHO, HO OHAa MOXET OBITh B35iTa B KAUECTBE
MpUOIMKEHUS,

B) ner.

K xakum kpuntorpaduueckuM cUcTeMaM OTHOCUTCs cuctemMa RSA?

A) K 6JIOYHBIM SKCIIOHEHITMAILHBIM CHCTEMaM, TaK KaK KaKIbIid OJIOK M OTKPBITOTO TEKCTa
paccmaTpuBaeTcs Kak 1ej0e Yiciio B uHTepBaiie ot () 10 (n-1) u npeodpaszyercs B 6JI0K
mudpTeKcTa;

B) x mmdpam oHO3HAYHON 3aMEHBI;

B) o6a oTBeTa BepHBI.

UYem onpenensiercs CTOMKOCTh KpuntocucteMsl RSA?

A) CIOXHOCTBIO U3BJICYEHUSI KOPHS CTENIEHH € U3 OO0JIBLIOro LEJI0ro YHCa MO 3aJaHHOMY MOJYJI0
n;

B) c110’)KHOCTBIO pa3nokKeHHs Ha IPOCThIE COMHOXHUTEIHN OOJIBIIOrO LEJIOr0 YUCa;

B) o6a oTBeTa BepHBI.

Kakas ¢ynkims nucnomnb3yercs B kpuntocucreMe RSA 11t reHepanuu ceKpeTHOro Kiroda?
A) byukums Dinepa;

B) pynkuus Mebuyca;

B) 06a oTBeTa BEpHHI.

Kaxkoit ¢akTop onpenensieT pa3mep Kiroda B Kpuntocucreme RSA?
A) pecypcamu OBM, Ha KOTOpO# yCTaHOBJIEHAa KPUIITOCHCTEMA;
B) nmuHOM mmdpyemMoro oTKphITOTO TEKCTA;

B) paszmepom Moayst 7, IO KOTOPOMY MAET MHU(ppOBaHHE.

YemM ormpenensercsi CTOMKOCTh kpuntocucteMsl Elgamal?

A) CIOXHOCTBIO TUCKPETHOTO JIOrapu(pMUPOBAHUS;

B) cnoxHOCTBIO pa3nokKeHHs Ha IPOCThIE COMHOXKHUTENN OOJIBILIOTO LEJI0r0 YNCIa;
B) 06a oTBeTa BEpHHI.

Kaxkas cxema mmdpoBaHus jeriia B OCHOBY CTaHIAPTOB JIEKTPOHHOM nudpoBoii nmoamnucu B CIIIA
(DSA — Digital Signature Algorithm) u Poccun (I'OCT 334.10-2001)?

A) cxema PaiiBecra, [llamwmnst u Annemana (Rivest R., Shamir A., Adleman L.;

B) cxema Dnp-TI'amans (Elgamal);

B) cxema Jluddu n Xemmmana (Diffi W., Hellman M.E.).

ITo xako# GopmyJie BEIYUCIISETCS CEKPETHBIN KiTtoY B 1nppe Dib-Iamans?
A)Y = g (mod p),
B) ed = 1 (mod &(n));

B) BrIOMpaeTcs mpou3BOJIBEHO U3 yciaoBus 1 <x <p.

ITo xako# GopmyJie BEIYMCIIAETCS CEKPETHBIN K04 B mrppe RSA?
A)Y =g (mod p),
B) ed = 1 (mod ¢(n));

B) BrIOMpaeTcs mpou3BOJIBHO U3 yCiaoBus 1 < x <p.
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K xaxomy knaccy mudpoB otHocutcs mudp mno cxeme Iib-I'amansa?
A) mudpsl MHOTO3HAYHON 3aMEHHBI;

B) cxemBbl BEpOSTHOCTHOTO MIN(PPOBAHHUS;

B) o6a oTBeTa BepHBI.

Yro obmiero Mexy kpuntocucremamu Oib-1"amans u RSA?
A) mdpbl MHOTO3HAYHON 3aMEHBI;

B) mudpel 01HO3HAYHOM 3aMEHBI;

B) acummeTpuyHbie IHQPHI.

B yem cocrout crioco6 B3noma mmdpa RSA ?
A) B TOM, 4TOOBI HATH METOJ BEIYMCIICHUS] KOPHS CTENICHH € U3 mod n,. TIOCKOJIbKY KpUIITOrpaMmma

C=M ‘ (mod n), TO KOpHEM CTENEeHH e U3 (mod n) sBnsieTcs coodiieHne M;

B) B TOM, 4TOOBI HAMTH TIABHBIE COMHOXHUTEH O0IIETO MOAYIS /1 (p U ), TOCKOJIBKY € UX
MIOMOIIBIO MOYKHO JIETKO BHIYUCIIUTH CEKPETHBIN KiTtou d juist pacumdposanus M= C¢ (mod n),
B) 00a orBeTa BepHBI.

B uem cocrosT npenmyniecTBa MUGPCUCTEM C OTKPHITHIMHU KII0OUaMu?

A) 111 oOMeHa KiIroyaMHu aOOHEHTaM CEKPETHbIHM KaHal He HyKEH;

B) npuMeHeHrne CUMMETPUYHBIX CUCTEM IPUBOIUT K CYIIECTBEHHBIM 33/I€pKKaM IpU MIUPPOBaHUU
(IO cpaBHEHHUIO C ACHMMETPUYHBIMU);

B) 00a orBeTa BepHBI.

Kaxkue xsm1-pynkunn ucnons3yrores A GopMupoBaHus HU(POBON NOAMUCH?
A) GeckIroueBble OJHOCTOPOHHHUE XAII-(PYHKIIUH;

B) xiroueBbie 0IHOCTOPOHHKE XAUI-PYHKIINH;

B) xpunrorpadpudeckue Xam-QyHKIHH.

Xn1i-3HaueHne Kakoi AnuHbl (B 6aiitax) BeranciseT crangapt [OCT P34.11-2001?
A) 32;
b) 16;
B) 20.

Kaxoii mmdp ncnons3yer oredectBeHHbIi cranaapt xamupoBanus 'OCT P 34.11-94 nns

1 (poBaHUs UCXOTHBIX JaHHBIX, YTOOBI 00ECTIEYUTh HEBO3MOKHOCTD M0JI00Pa COOOILIEHUH C
OJIMHAKOBBIM X3II-3HAYE€HUEM?

A) RSA;

Bb) I'OCT 28147-89;

B) mm¢p Dap-Tamans.

[Tepeuncnure aaropuTMbI SJIEKTPOHHOM TU(POBON TOITUCH?

A) RSA, DSA, EGDA, cxema [lIaoppa, TOCT P34.10;

B) 'OCT 28147, DES, AES, ESIGN, ECDSA;

B) CTb 1176.2-99, McEliece, Rijndael, Cxema Juddu — Jlammopra.

K xakum Bugam atak ys3BuMma Iudponast moanuch RSA?
A) K MyJBTUIUIMKaTUBHOM aTaKe;

b) HeneneBoro UCMoIb30BaHUS CEKPETHOTO KITIOUA;

B) 00a oTBeTa BepHBI.
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100. Kaxumu npeumyiiecTBaMu obsagaer cxema uuppoBoi noanucu Iib-I"amarns no cpaBHEHHUIO CO
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cxeMoi mudposoit moamucu RSA?

A) 1IpH 33JJaHHOM YPOBHE CTOMKOCTH aIropuT™Ma HU(PPOBON MOMMCH 1IeJIble YNCIIa, YIaCTBYIOIINE
B BBIUMCJIEHUSIX, UMEIOT 3alIUCh Ha 25% Kopoue, UTO YMEHBIIIAET CII0KHOCTh BBIYUCIICHUN TTOYTH B
JIBa pa3a U MO3BOJISET 3aMETHO COKPAaTUTh 00bEM HCIOIb3YyEeMON NaMsITH;

B) npu Be16Ope Moaysst P 10CTaTOYHO MPOBEPUTH, UTO 3TO YUCIIO SIBISIETCS IIPOCTHIM;

B) 06a oTBeTa BEpHHI.

7.3.2 IIpomexxyTouHasi aTTecTarus
OueHouHble CpesICTBA AJIs IPOMEXYTOUHOM aTTeCTalluU
DK3aMeH
Crincox BONpoCOB Ui SK3aMeHa
HapucoBate 6510K-cXxeMy ajlropuT™Ma U IpUBECTU YUCIOBOM mpumep mudpa BepHama.
[IpuBecTH YUCIIOBOI MPUMED € JIMHEWHBIM F€HEPATOPOM FaMMbl ¢ MAKCUMAaJIbHBIM IIEPUOOM.
HapucoBatp 6510K-cXeMy ajJropuT™Ma U IPUBECTU YUCIOBOM MpUMep 0OMeHa KIIYaMHU [0 CXeMe
Huddu-Xennmmana.
HapucoBatb 6110K-cXeMy alropuTMa 1 MpUBECTH YKCI0BOM nmpumMep mudpa RSA.
HapucoBatp 6510K-cxeMy anropuTMa v IpUBECTH YHCIOBOH npuMep mmdpa Diab-Iamans.
Hapucosats 6110k-cxeMy 1mudpoBoit moanucu mo anroputMmy RSA. Tlpuectu uncinoBoit npumep.
HapucoBatp 6510K-cXeMy aaropuTMa U IPUBECTH YHCIOBOM MpUMEp KpHUIITOrpaduIecKoi Xen-
GhyHKIIH.
Hapucosatp 610k-cxemy nudpoBoit moanucu o anroputmy EGSA. IIpuBectu 4nciaoBoit mpumep.
HapucoBatp 6510K-cXeMy ajrOpuTMa U MPUBECTHU YUCIOBOM MpUMep MU(GPOBAHUS JaHHBIX DJib-
lNamans.
HapucoBath 0510K-CXeMy T€HEpalMi 4acTHOTO OTKphITOro kitoua mo anroputmy ['OCT P 34.10-
2012. TlpuBecTu YUCTOBOM MpUMED.

. Hapucosats 6110Kk-cxemy reneparuu rammal o ctanaapty 'OCT P 34.12-2015. TlpuBecTu 4uciioBoi

IpuMep.

Hapucosatp 6510k-cxeMy paciugpoBaHus JaHHBIX M0 anroputMmy ib-I'amans. [Ipusectu
YUCIIOBOM MIPUMEDP.

Hapucosats 6510k-cxemy nudposoii noanucu 1o anroputmy ECDSA. [IpuBectr 4rciioBoi mpumep.
Hapucosatp 610k-cxemy nudposoii noamucu no anroputmy ECDSA. IIpuBectu unciioBoii mpumep.

. HapI/ICOBaTB 6J'IOK—CXeMy aJiropuTMa U IIpUBCCTU YHUCI0BOM MNpUMCP CIIOKCHUA ABYX TOUCK

AJUTUNITUYECKON KPUBOU HaJl KOHEYHBIM ITOJIEM.

Hapucosatp 6510k-cXeMy alropuTMa U MPUBECTH YUCIOBOM MPUMEDP  YIBOCHHS TOUKH
AJUTUNITUYECKON KPUBOU HaJl KOHEYHBIM ITOJIEM.

Hapucosats 610k-cxemy mudpoBoit noamnucu mo anroputmy ['OCT P 34.10-94. IIpuBecTn ynucioBoi
npumep.

Hapucosate Omok-cxemy 1udpoBoit nmoamucu 1o anroputmy ['OCT P 34.10-2012. ITpusectn
YUCIIOBOM MIPUMEDP.

Hapucosate Onok-cxemy ¢yHkuuu mmdpoBanus gaHHbix no crtanaapty ['OCT P 34.12-2015
(Marma). [IpuBecTH uncinoBoil mpumep.

Hapucosate 010k-cxemy ¢yHkinu mudpoBanus gaHabx 1o ctanaapty DES. [lpuectu uucnoBoi
npumep.

. HapucoBatp 0110K-cXeMy airopuTMa v MPUBECTH YUCIOBOM npumMep 3ameHsbl o tadsmie ['OCT P

34.12-2015. IlpuBecTu 4ncIOBON IpUMED.

HapucoBate Gnok-cxemy mmdpoBanus naHHbix 1no crangapty ['OCT P 34.12-2015 (Marma).
[IpuBecTr ynCIOBOW PUMED.

HapucoBatp 65ok-cxemy mudpoBanus aanHblx no cranpapty [OCT P 34.12-2015 (Ky3Heuuk).
[IpuBecTr ynCIOBOW PUMED.

Hapucosatp 6510k-cxeMy mudpoBanus JaHHbIX 1o ctranaapty DES. IlpuBectu uncinoBoit nmpumep.
Hapucosate 6510k-cxemy mudpoBanust faHHbIX 1o ctanaapty AES. IlpuBectu uncioBoii npumep.
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