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1. Hesan, 3a0aum U NJIAHUPYeEMbIe Pe3yJIbTATHI 00yUeHUS MO AUCIHUTLINHE

K  ocHOBHBIM measiMm  OCBOCHHS «OcHOBBI  MH(OPMAITMOHHO-
KOMMYHMKAIIMOHHBIX TEXHOJIOTHIH» OTHOCHUTCS:

* MOJIy4eHHE 3HAHWE W YMEHUH /s HACTPOMKH, HaNaJAKu MPOTrpaMMHO-aNNapaTHbIX
KOMILIEKCOB;

* OBJIaJICHHE OOIIEH METOIMKON CUCTEMHOTO A IMUHUCTPUPOBAHHS;

* 3aKpEIUICHUE MOIY4acMbIX B CEMECTPE 3HAHUN U HABBIKOB HA IIPAKTHKE;

* (hopMUpOBaHHE B3aUMOCBSI3EH, IOJIy4aeMbIX B CEMECTpPE 3HAHUN U HABBIKOB C M3yYCHHBIMH
paHee U U3y4acMbIX MMapaJIeNIbHO C TaHHOW JUCLUILINHONM;

* TOATOTOBKA CTYJIEHTOB K JEATENIbHOCTH B COOTBETCTBHHM C KBaJIM(PUKALMOHHOM
XapaKTEePUCTUKON OakajaBpa.

K ocHoBHBIM 3agayaM auciumiuHbl «OCHOBBI HWH(GOPMAIIMOHHO-KOMMYHHUKAIIMOHHBIX
TEXHOJIOTHID» OTHOCSTCS:

* OBJIa/ICHNE HaBbIKaMU U IPUEMaMH CUCTEMHOT'O aIMUHUCTPHUPOBAHHS;

* U3y4YCHHE U OCBOCHHE TCOPETHYECKOrO MaTepuasa, KaK B MPOLECCe KOHTAKTHOM, TaKk U B
XOJIe CAMOCTOATEIBHOM padoThI;

* BBIITOJIHEHHUE MIPEOCTABICHHBIX IPAKTUYECKUX 3alaHUH PAa3IMYHbIX POPM, KaK B IIpoLecce
KOHTaKTHOM, TaK U B X0/I€ CAMOCTOSTEIIbHONU PabOTHI;

* cCaMOCTOsITeNIbHAs paboTa HaJl TEMAaTUKOW JTUCIMILIMHBI 17151 POPMHUPOBAHUS KOMIIETEHIHI

OCHOBHOI1 00pa3oBarenbHON porpammel (ganee, OOII).

NUCIUTLINHEI

B pesynbrare OCBOEHUS AUCHUIUIMHBI Yy OOyYaromuxcs (GOPMUPYIOTCS CIEIYIOIIHEe
KOMIETEHIIMM M JOJDKHBI OBITh JOCTUTHYTHI CIEAYIOIIUE pE3yJbTaThl OOy4YeHMs] Kak JTall
(dbopMUPOBaHUS COOTBETCTBYIOMIMX KOMIIETCHIIHIA.

Kox u HauMeHOBaHHE KOMITETEHIIHH HNuaukaropbl IUIAHUPYEMBIX pe3yJbTAaTOB OOy4eHHs] IO
TUCIHILTAHE

OIIK-1. Cmnocoben omneHuBath poJb | OIIK-1.1 3Haer OCHOBHbIe TIOHATHUS  WHPOPMATHKH,

undopmanuu, HH(OPMALMOHHBIX | Ha3HAYeHUe, (PYHKIHHM M CTPYKTYPY ONEPAIMOHHBIX CHCTEM,

TEeXHOJIOT Hii 7} UH(OPMANMOHHOI | BRIYHCIUTEIbHBIX CeTeid M CUCTeM ynpaBjieHusi 0Ga3amMu

0€30MacCHOCTH B COBPEMEHHOM 00111ecTBe, UX
3HAYEHHEe ISl o0ecnmeYeHHs] 00LEKTHBHBIX

JaHHBIX;
OIIK-1.2. ¥YMeeT MCHOJIL30BaTh MPOrPaMMHBIE M aNnapaTHbIe

NMOTpe0HOCTEeH JHMYHOCTH, O0IIeCTBA M | CPeJCTBA MEPCOHATBHOI0 KOMIBIOTEPA;

rocyaapcrsa OIIK-1.3. Bnageer HaBbIKaMH NoMcKa uHGoOpManuu B
riaodanbHoii MHpopManuoHHON cern MHTepHeTr M paGoThI ¢
O(HCHBIMM TPUJIOKEHUSIMH (TEKCTOBBIMH NPOLECCOpPaMH,
3J1eKTPOHHBIMH  Ta0IUMLIAMH,  CpPeICTBAMH  IOATOTOBKH
NMpe3eHTAlMOHHBIX MaTepuaoB, CYB/l u 1.11.).

OIIK-2. CnocodeH npumensTs | OIIK-2.1 3naer HH(OPMAIHOHHO-KOMMYHUKAIIMOHHbIE

HHG(OPMAIOHHO-KOMMYHHKALIMOHHbIE TeXHOJIOTHM, TPOrpaMMHble  cpecTBa  CHCTEMHOI0 W

TeXHOJOTHM,  MPOrpaMMHBbIe  CpeACTBA | MPHKJIAAHOr0 Ha3HAYEHUS;

CHCTEMHOr0 U MPHUKJIAIHOr0 HadHauvenus, B | OIIK-2.2. Ymeer NPUMEHSATH HH(OpMaLUOHHO-

TOM 4HcJIe O0TeYeCTBEHHOT0 NMPOW3BOICTBA,
IJIsl  pelieHMsl 3aaad  npodeccuoHaNbHOI
JesITeILHOCTH

KOMMYHHMKAIHOHHBbIC TEXHOJIOTHH, NPOrpaMMHBbIC CpeACTBa
CHCTEMHOT0 H TNPHKJIAJIHOTO HAa3HAYeHHMs, B TOM 4HCIe
0Te4eCTBEHHOI0  NPOM3BOACTBA, JUISI  pellleHHs  3aAad
npogecCHOHATILHOM 1eATeTLHOCTH

OIIK-2.3.B1ageeT HABbIKAMHM NPUMeHeHHs WH(OPMAIIOHHO-
KOMMYHHMKAIIMOHHBIX TeXHOJIOTHii, NMPOrpaMMHBIMH
CpelcTBAMH CHCTEMHOI0 M NPHKJIAJHOI0 HA3BHAYEHMS, B TOM
4YHCJIe 0Te4eCTBEHHOT 0 IPOM3BO/ACTBA, [JIsl PELICHUS 3a/1a4.

B niporiecce ocBoeHust 00pa3oBaTeNbHON MPOTPaMMBI JAHHBIE KOMITETEHIIMHU, B TOM YUCIIE HX
OTACIBbHBIC KOMIIOHCHTHI, (bOpMI/IpyIOTCSI II03TAaIlHO B XO04€ OCBOCHUA 06y‘-IaIOH_II/IMI/IC$I JUCHUITIINH
(MoJyIeit), TpaKTUK B COOTBETCTBUU C YYCOHBIM IIJIAHOM M KaJleHIApHBIM IpaduKOM yIeOHOTO
npoiiecca.




2. MecTO TUCHMILUIMHBI B CTPYKTYpe 00pa30BaTe/ibHOI MPOrpaMMbl

Juctummmaa «OCHOBBI MHPOPMAITMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTHID OTHOCHTCS K
yuclly y4eOHBIX JUCHUIUIMH  oOs3aTenbHOM wacth bl.1  yueOHOro 1u1aHa OCHOBHOM
pohecCHOoHATLHOM 00pa30BaTEIIEHON MPOTPAMMBL.

JlucuumiauHa B3aMMOCBSI3aHA JIOTHYECKH U COAEPKATETbHO-METOINYECKU CO CIEIYIOININMHU
JUCHUILIMHAMU:

* 51.1.14 OCHOBBI CETEBBIX TEXHOJIOT UM

3. Crpykrypa 4 coaep:kaHue JUCUHUIINHbBI

OO61mas TpyA0€MKOCTh JUCLUIUIMHBI COCTABIIAET 2 3a4ETHBIX €AUHMIIBI (72 akaJeMU4YeCKUX
4yacoB, u3 HUX 40 yacoB — caMoCTOsATeIbHAs padoTa CTYICHTOB).

Paznmenbl  qucHMIUIMHBI M3y4YalOTCSl Ha TIEPBOM Kypce B TEpPBOM ceMecTpe, (opma
IIPOMEXYTOYHOM aTTECTALUU - IK3AMEH.

3.1.Buabl yueOHoii padoThl H TPYA0EMKOCTH /IJIs1 04HOI GopmMbI 00yUeHMs1)

Ne CemecTpbl
n/u Bup yuyedHoli padoThl Komiiecrso Cemectp Henensn
4acoB
cemecTpa
1 AyIuTOpHBIE 3aHATUS 32 1 3-18
B Tom yuciae:
1.1 Jlexknun 4
1.2 CeMuHapckue/pakTHYECKHE 3aHITUS
1.3 JlaGopaTopHble 3aHATHS 28
2 CamocrosiTeibHast padora 40 1 3-18
3 IIpomexyTOUHAsA aTTeCTALMSA: 1 19-21
JK3aMeH
Hroro: 72

3.2. TemaTu4ecKuH MJIaH U3YYECHUS JUCUUILIMHBI JJIS 0YHOHN (popMBbI
00y4eHus

TpynoeMkocThb, yac
AynutopHas padoTa
Camoc
Ne  (PasueJibl/TeMbl Cemuna | Jlabop | Ipakr | o
N | IHCHHIIHHBE Beero | Jlexun pekue/ aTopH | myecka | oo
u NMpPaKkTH | ble | pagoT
yecKue 3aHATH | MOATOT | .
3aHATHSA | A OBKa
1 Jlekuust no teMe «Cucrema nepcoHaIbHOIO 1 4
KOMIbIOTEPa»
2 Jlexnust no Teme «OnepanuoHHasi CHCTEMA) 1 6
3 Jlexuus _mo  Teme «Cetn u ceTeBoe 1 6
B3anMo/IelicTBHE»
4 Jlexuus mo reme «CeTeBoe B3aUMOIEHCTBHE)» 1 4
5 JI/p Nel «Ilonck BakaHCH» 2 2
6 JI/p Ne2 «Anrpeiix 00opyroBanusy 4 2
7 JI/p Ne3 «Pa36opka u cOopka KOMIBIOTEPa» 2 2
8 JI/p Ned4 «Hactpoiika napamerpoB BIOS» 2 2
9 J/p NeS5 «J/lobaBiaeHHe KOMNBIOTEPOB B ) )
CYHIECTBYIOIIYIO CETh)
10 J/p Ne6 «IloakioueHne KOMIBIOTEPOB K 2 )
OecripoBogHOoMYy poyTepy no Wi-Fi»




J/p Ne7  «IIpoBepka  HecpoOBOTHOIO
TOKJTIOY€HUSD>

11

J/p Ne8 «HacTtpoiika napamMeTpoB
MeKCeTEBOr0 IKPaHa»

12

13 JI/p Ne9 «Ympasienne loT-ycTpoiicTBamm» 4 2

JI/p Ne10 «Co3panue npsimbix kabeneit UTP

14
(00:KMMKA KOHHEKTOPAa, MOHTAK PO3ETKID)

Bcero uyacoB mo AUCHUIVIMHE Ha HNEepBOM
Kypce

72 4 28 40

3.3.ConepxxaHue TUCHMUILIMHBI

Jlekuus mo treme «CucremMa nepcoHaAIbLHOr0 KOMIbIOTEPa»

Kopriyca u Onoku mnutanusa. Buyrtpennue kommoneHthl IIK. MatepuHckue miathl,
apxutektypbl LIII. IToBbimenue npousBoautenbHocT LII. Cuctemsl oxnaxaenus. [13Y, O3V,
Mopaynu namaru. [lmatel agantepoB M CIOTHI PAacIIMpPEHHUs. Y CTPOMCTBA XpPAaHEHMS JAHHBIX.
WNuTepdeticel ycTpoicTB XpaHeHus AaHHBIX U RAID. BunmeonopTsl u kabenu yuisl MOIKITIOYCHUS
mMonutopa. [lopTel u kabenu. Ajantepbl U KOHBEpTEephl. YCTpoicTBa BBOAA M BBIBOjAA. BrIOOp
komrioHeHToB [IK. COopka koMmmbroTepa, OTKPHITHE KOpITyca M TOJKIIOYCHHE OJIOKa MHUTaHWMS,
YCTaHOBKA MAaTEpPUHCKOW IUIAaThl, YCTAaHOBKAa IPUBOJOB, YCTaHOBKA IUIAT aJalTE€pPOB, YCTaHOBKA
Kabenei.

Jlekuust mo teme «OnepanmoHHas CHCTEMa»

Hasnauenue, OCHOBHBIE XapaKTEPUCTHKH, Oa30Bble (QYHKIUMM M MPUHLIUNB pPadOTHI
coBpemenHblx OC. Hacronbhble u cereBble Tunbsl OC. Bwibop OC, mpunoxeHuil u cpex B
COOTBETCTBUHU C HyXJIaMu KiueHTta. OmpeneieHne MUHHMAJIbHBIX aIapaTHBIX TpeOOBaHHWN WU
coBMmecTuMocTH obopynoBanus ¢ OC. Iopsiiok HacTpoiiku sxecTkoro Aucka. Co3iaHue pas3esioB Ha
KECTKOM JHCKe M WX (PopMaTHpOBaHUE. YCTAaHOBKA M HACTPOMKA OMNEPAIMOHHOW CHCTEMBL.
Cozpnanue yuetHoi 3anucu. KioHupoBaHue nuckoB M npyrue Buabl ycTaHoBku OC. BapuaHTsl
BoccTaHOBIeHHs cucTeMbl. [locnemoBarenbHOCTh 3arpy3kun OC Windows, OCHOBHBIE PEKUMBI
3amycka, (Qaiiasl peectpa. MHoroBapuanTHas 3arpys3ka. CiyxeOHas mporpaMMa yHpaBJieHHs
miuckamu. CTpyKTypa KatajoroB u arpuOyTel QaiinoB. Pabora ¢ rpadudeckum uHTepdericom
HOJb30BaTENsl M MaHeNnplo ynpaBieHus Windows. YcTaHOBKa, HCIOJIIb30BaHUE M yJAajJeHUE
npuiioxkeHuil. HazHauenue u TpeOoBaHus BUpTyaiau3aluuu. [ UnepBu3op - AUCIeTYep BUPTYaTIbHbIX
MmamuH. TpeGoBaHus BupTyalbHONW MamuHbl. OnpeneneHue U NPUMEHEHUE pPAaCIpOCTPaHEHHBIX
METOA0B MPOPHIAKTHIECKOTO OOCITY)KUBAHHS, YCTPAHEHUE HEMONa0K. TOUYKH BOCCTAaHOBIICHHS U
IUIaHbl OOCITYKUBAHUSL.

Jlexuus no teme «Cetn»

OcHoBHbIE MPUHIMIIEI U npeumylnecTBa ceteil. Knmaccugukanus ceteit. Cetu LAN, WAN,
WLAN, PAN, MAN. OpaHOpaHrOBBIE CETH W TOIOJOTHS KimeHT/cepep. OCHOBOIOJIATAIOIINE
KOHIICTIIUM U TEXHOJOTMM CeTeH: MPOIyCKHas CIOCOOHOCTh M NepeAaya JaHHbIX, [P-agpecanus
(IPv4 u 1Pv6), DHCP, npotokonsl u npunoxenuss Murepnera, ICMP. CranpaptHble mopTel U
npotokoisl TCP u UDP. ®u3nueckrie KOMIIOHEHTHI CETU: Ha3BaHUsl, HA3HAYEHUE U XapaKTEPUCTUKH
CETEBBIX YCTPOWCTB (KOHIIEHTPATOPHI, MOCTBI, KOMMYTaTOPBI, MapHIPyTHU3aTOPHI, OECIIPOBOIHBIC
TOYKHU JAOCTyIA U JIp.), paCIpOCTPaHEHHBIX TUIIOB CETEBBIX Kalenel (KoakcuabHbIE, «BUTAas Mapay,
ONTOBOJIOKOHHBIE). Tomosoruss W apXurTekTypa JokKanbHOM ceTd. CTaHZapThl MPOBOAHOW U
6ecnipoBoaHoi cetu Ethernet. Monenu nanusix OSI u TCP/IP.

Jlexuus no teme «CeteBoe B3auMoelCTBHE»

Br16op u HacToiika ceTeBoii miuaTel U Mojema. HacTpoiika 6ecripoBOIHOTO M MPOBOIHOTO
MapuipyTuszaropa. Hacrpoiika omnepannoHHbix cucteMm. [logkmiouenue Kk pabodeit rpyrime win
noMeHy. Bupryanbhable yactHeie cetd (VPN). BpiGop Tuma moakitoyeHHs K MOCTaBIIMKY YCIyT
Wurepuera. DSL u ADSL. becnipoBoanoii noctyn k MHTepHeTy npsiMoll BUAMMOCTH. TexHoorus
WiMAX. Ha3BaHus, Ha3HAU€HUE M XapaKTEPUCTUKU APYTUX TEXHOJIOTUH CBs3U: Telle()OHHBIE
TE€XHOJOTMH, KOMMYHHUKAlLUS C MCIOJIb30BAHUEM CHJIOBBIX JIMHHM, MIMPOKOIOJOCHASI CBS3b.
OmnpezneneHue U NMPUMEHEHHE PACHPOCTPAHEHHBIX METOAOB MPO(UIAKTUYECKOTO 00CTYyKUBAHUS
ceTel, ycTpaHeHue po0ieM B paboTe ceTH.




JlabopaTtopHnasi padora Ne 1 «Ilouck BakaHcuin»

ens pabotel: M3ydeHne pplHKa BaKaHCUH, OMpENeIeHNEe TeKYIIUX KaJpPOBBIX TCHJICHIINM,
HaBBIKOB M JIONOJHUTEIBHBIX MyTeH, TpeOylommxcss I KapbepHOro pocta B cdepe
MH(QOPMALMOHHBIX M CETEBBIX TEXHOJIOTHI.

JlaGopaTopHasi paGora Ne 2 «Anrpeiig 00opyaoBaHusD)

Ilenp pabGoTbl: 3HAKOMCTBO C OCHOBHBIMH TEXHHUUYECKUMH XapaKTePUCTUKAMU U
HOMEHKJIaTypOil YCTPOMCTB, MPUHIMIAMH KOMILJIEKTAlMH [EPCOHAIBHOIO KOMIIBIOTEPA, a TaKKe
OLICHKE CTOMMOCTH KOMIUIEKTA.

JlaGopaTopHas padora Ne 3 «Pa3bopka u cO0pKka KOMIbIOTEPa»

Ienb pabotel: [TomyueHre NpakTHYECKUX HABBIKOB CAMOCTOSITEIBHO MOJHOCTHIO pa3oupars,
OCYILECTBIIATh 3aMEHY KOMIUIEKTYIOIIUX M COOMpaTh INEpCOHANbHBI KOMIBIOTEP Ha OCHOBE
CyLIEeCTBYIOIIEH KOH(PUTYpalluu Ha TPEHUPOBOYHOM CTEHJIE.

JlaGopaTopHas padora Ne 4 «Hactpoiika napamerpos BIOS»

Ienb paboThl: 3aKkpeneHue TEOPETHUECKUX 3HAaHUM O Ha3HAYCHUH, (PYHKIUAX U yCTaHOBKAX
BIOS u mpaktuyeckux HaBbIKOB paboTsl ¢ BIOS Setup.

JlaGopatopnas padora Ne 5 «/lo0aB/ieHre KOMIIBIOTEPOB B CYLIECTBYIOIIYIO CETh)

Henb pabotsl: [lonydyenue npencrasnenust 00 ocHoBHbIX GpyHkuusax Packet Tracer, coznanue
MPOCTOM CETH.

JlaboparopHnasi pabora Ne 6 «Iloak/r0ueHne KOMIBIOTEPOB K 0eCIIPOBOIHOMY POyTepy
mo Wi-Fi»

Henp pabotsl: IlomydyeHue MpakTUYECKHX HABBIKOB HACTPOMKHM OCHOBHBIX IApaMeTpOB
0e30macHOCTH Ha OECITPOBOTHOM MapIIPyTU3ATOPE: ceTeBoe uMs 1o ymondanuio (SSID), maposs u
BU mH(poBaHus, a Takxke HacTpoiiku 6ecripoBoanbIX [IK 1yt monkmovyenus k cetu WI-FL.

JlaGopatopnas padora Ne 7 «IIpoBepka 6ecripoBOIHOT0 NMOAKJIKOYEHUS»

Henp paboter: IlomyyeHne mNpakTHYECKUX HABBIKOB HACTPOMKM KOMIBbIOTEpa s
HNOJKJIIOUEHUs. K cetu depe3 Wi-Fi poyTep M HMCHOnb30BaHMS PAa3IMYHOIO MHCTPYMEHTapHs Jis
OIICHKH pabOThI CETH.

JlaGopatopnas padora Ne 8 «HacTrpoiika napaMeTpoB MeKCETEBOI0 IKPaHa»

Lenb paboTsl: [TonmyueHne npakTHUECKUX HABBIKOB HACTPOIKHU apaMeTpoB 0€30IacHOCTH Ha
OecripoBoiHOM Mapuipytusarope: puiasrpanuo MAC-anpecos, pa3pelieHue JoCTyna K cepBepy B
DMZ, otknrouenne DMZ u HacTpoOMKa IOJAEPKKU NIEPECHIIIKA HA OAVH IOPT.

JlabGopatopnas padora Ne 9 «YnpasJisenue loT-ycTpoiictBamMmm»

Henp pabotsl: IlomydeHne NpakTHYECKUX HABBIKOB YCTAHOBKM M HACTPOMKH YCTPOWCTB
YMHOTO JIOMa TaK, YTOObI OHU BBIIOJIHSIIN POJIb CHCTEMBI O€30IaCHOCTH.

JlaGopaTopnas paGora Ne 10 «Co3zganue npsimbix kabeneit UTP (00:kuMKa KOHHEKTOpA,
MOHTAK PO3eTKID

Henp pabotsl: [losyueHre MpakTHUYECKUX HABBIKOB MOHTa)ka M TECTUPOBAHUS MPSIMOTo U
nepekpectHoro UTP kaOeneit (HeakpanupoBaHHasi BUTast napa) uist cetu Ethernet.

Metoauka npenogaBaHus AUCHUIUINHBI «OCHOBBI WH(POPMAIIMOHHO-KOMMYHHUKAIIMOHHBIX
TEXHOJIOTHI» U pealn3alys KOMIIETEHTHOCTHOTO MOJIX0/1a B U3JI0)KEHHH U BOCIIPUATHH MaTepHaia
npeayCMaTpUBAET HCIOIB30BaHHUE CIEIYIOIUX aKTUBHBIX W MHTEPAKTHBHBIX (OpM IMpOBEACHUS
TPYIIIOBBIX, MHANBHIYAIbHBIX, ayTUTOPHBIX 3aHATHH B COYETAHWUH C BHEAYAUTOPHOW paboTOi C
1eNbi0 (POPMUPOBAHUS U PA3BUTHS MPO(ECCHOHANTBHBIX HABBIKOB Y 00YYarOIIUXCS:

* BEINTOJTHEHHUE J1a00PAaTOPHBIX paboT B TabOpaToOpusiX By3a;

* MHAWBHUYaJbHbIC U TPYIIOBBIE KOHCYJIBTALUHU CTYICHTOB IIPENOIaBaTelieM;

* TOCeleHne MpOoQHIbHBIX KOH(pepeHuuii m paboTra Ha MacTep-Kiaccax SKCHEPTOB H
CHECIHATNCTOB B  BeO-TEXHOJOTHAX, BeO-pazpaborke, HHTepHET-MapKeTHHTe W  JAPYTUX
npodecCHOHaNbHBIX 001ACTAX.

CamocrosiTenpHass BHeayAMTOpHas paboTa CTYAEHTOB COCTOMT €3 TIOATOTOBKH K
BBITIOJTHEHUIO 1 3aIIUTE Ja0OPaTOPHBIX paboT, a Takke MOATOTOBKH K POMEKYTOYHON aTTeCTaIlN
BO BpeMs SK3aMEHallMOHHOW ceccuu U cocTasiiseT 50%.



4. YueOHO-MeTOANYecKOe M HHPOPMALIMOHHOE O0ecneuyeHne

4.1.HopmatuBHbie 1okYyMeHTbI H 'OCTHI

1. ®@enepanpubiii 3akoH oT 29.12.2012 Ne 273-®@3 «O06 obpasoBanuu B Poccuiickoit
Denepauuny».

2. Ilpuka3 MunoOpuayku Poccum ot 17.11.2020 N 1427 (pem. or 08.02.2021) «O6
YTBEP)KICHUH  (ellepalbHOr0 TOCYJapCTBEHHOTO 00pa30BaTEIbHOTO  CTAHAAPTa  BBICIIETO
oOpazoBanusi — OakamaBpuar 10 HampaBieHuto mnoarotoBku 10.03.01 HWudpopmanmnonHas
6e3onacHocTb» (3apeructpupoBaHo B MuHntocte Poccun 18 despanst 2021 r. N 62548).

3. Axanemuueckuil yueOHsiii iian Hanpasnenue noarorosku: 10.03.01 Mudopmarmonnas
6e3omacHocTb [Ipoduns: besonacHocTh KOMIBIOTEPHBIX cucTeM Popma 00yueHHs: OUHasl.

4. TlonoxeHue O NPOBEACHUM TEKYILIETO KOHTPOJII YCHEBAEMOCTU U IPOMEKYTOUHOU
aTTecTallud olywvaromuxcs (eaepalbHOrO TOCYJapCTBEHHOIO aBTOHOMHOIO 00Opa30BaTENbHOIO
YUpEKIEHUS BhICIIETO 00pa3oBaHus « MOCKOBCKHI MOTUTEXHUUECKUH YHUBEpCUTET» (Y TBEPKIEHO
npuka3oM Mockosckoro [Tonmurexa ot 01.12.2022 Ne 13750/0).

4.2.0cHOBHaA JIUTEpPaTypa

1. Yepnakos, 1. B. Teopernueckue 0CHOBBI MHPOPMATUKU: YISOHUK U IPAKTUKYM U1 BY30B/
H. B. YepnakoB.— Mocksa: U3gatensctBo FOpaiit, 2023.— 353¢c.— (Bricmee obpazoBanue).—
ISBN978-5-9916-8562-7. — Texkcr : anexTpoHHbIi / ObpazoBaTtenbHas miardopma FOpait [cait].
— URL: https://urait.ru/bcode/511750

2. 3umun, B. I1. Undopmaruka. JlabopaTtopHslii mpakTukyM B 2 4. Hacts 1: yuebHOe mocobue
s By3oB/ B. I1. 3umua.— 2-e usn., ucnp. u non.— Mocksa: UznarenscTtBo FOpaiit, 2022.—
124c.— (Bwicmiee oOpazoBanue).— ISBN978-5-534-11588-8. — Tekcr : 3IEKTpOHHBINA //
O6pazoBarenpHas miaTdopma FOpaiit [caiit]. — URL: https://urait.ru/bcode/490390

4.3.2/1eKTpPOHHBIE 00pa3oBaTe/ibHbIC PeCypcChl
1. https://online.mospolytech.ru/course/view.php?id=10551

4.4./lonoTHUTEILHAA JIUTEpPaTypa

1. Bonkosa, B. H. Teopust nH(pOpMAIIMOHHBIX TPOIIECCOB M CUCTEM: YUEOHHK U MPAKTUKYM
st By3oB/ B. H. BonkoBa.— 2-e uzn., nepepad. u non.— Mocka: M3natensctBo FOpaiit, 2023.—
432c.— (Bpicmee oOpazoBanme).— ISBNO78-5-534-05621-1. — Tekct : 3IeKTpOHHBIN //
Ob6pazoBarenbHas iatdopma FOpaiir [caiit]. — URL:https://urait.ru/bcode/511112

2. Topamze, . JI. UadopmaTuka: yuedbnoe mocodue mist By3os/ J1. JI. Topanze.— Mocksa:
N3znarensctBo HOpaiit, 2023.— 158c.— (Bricmiee o6pazoBanue).— ISBN978-5-534-15041-4. —
Texct : onekrpoHHbld  //  OOpasoBatenbHas  1iarpopma  FOpaidt  [cadT]. —
URL:https://urait.ru/bcode/519865

S. MartepuainbHO-TeXHHYECKOe oOecreyeHmne

5.1.Tpe0oBaHus1 K 000PYA0OBAHUIO M MOMEIEHHUIO /1JIS1 3AHATHI

3auatus no npeamery OcHoBbl MKT AOMKHBI NPOBOIMTHCA B CHEHUATUZUPOBAHHBIX
aynutopusix B kopryce MockoBckoro I[lomurexa Ha yn. IlpsHumnukoBa n.2a, ayn. [1P2402 un
[1P2403, oOCHaIIEHHBIX COBPEMEHHOW OPITEXHUKOM W TEPCOHAIBHBIMU KOMIIBIOTEpAMHU C
MPOrPaMMHBIM OOECTICUeHHEM B COOTBETCTBUM C TEMATHKOW HM3ydyaeMoro marepuana. Yucio
pabouynx MecT B ayAMTOPUU JOJKHO OBITH JTOCTATOYHBIM JJisi OOECleYeHHs] WHIWBUIYabHOU
paboTel cTyneHToB. Pabodee mecTto mpernomaBareis JODKHO OBITh OCHAINICHBI COBPEMEHHBIM
KOMIIBIOTEPOM C TOJKIIOYEHHBIM K HEMYy IPOEKTOpPOM Ha HACTEHHBIH OSKpaH, WIM HHBIM
AHAIOTMYHBIM 10 (PYHKIIMOHAIBHOMY Ha3HAYEHUIO 000PYI0BaHUEM.

5.2.TpeGoBanusi K NPOrpaMMHOMY O0ecIeYeHHUI0
Jlnist  BBIMOJIHEHUS J1a0OpaTOpHBIX pPabOT M CaMOCTOSTENbHOH paboThl HEOOXOIMMO

clIeyIoliee mporpaMMHOe 0OecTieueHHe:
+OC



* Be6-Opaysep
* Putty

e TerraTerm

* BiosEmulator

6. Metonn4yeckne peKOMeHIAUNH

6.1.MCTOI[I/I‘ICCKI/IC PEKOMEHIANUA NJA IpernoaaBaTe’isi 10 Opranmsalnnu

o0yueHust

1. IIpu MOATOTOBKE K 3aHATHIM CIEAYET MPEeABAPUTEILHO MPOpadoTaTh MaTepras 3aHsATHUs,
MPEAYCMOTPEB €ro MoJladyy TOYHO B OTBEAEHHOE UIsSl 3TOTO BpeMs 3aHATHs. ClenyeT NOArOTOBUTH
HEOOXOJAMMBIE MaTepuaibl — TEOPETUUECKUE CBEACHUS, 3a1ayu U Ap. [Ipu mpoBeneHHH 3aHATUSA
clelyeT KOHTPOJIMPOBATh MOJady MaTepuaia U pelieHHe 3aJaHuil ¢ yuéToM yueOHOro BPEMEHH,
OTBEJIEHHOTI'O JIJIs 3aHSTHS.

2. Tlpu mpoBepke pabOT u OTYETOB CJENyeT YYHUTHIBATh HE TOJBKO NPAaBHIBLHOCTD
BBITIOJIHEHUSI 3a/IaHW, HO W ONTHUMAJIBHOCTh BBIOPAaHHBIX METOJIOB PEIICHUs, MPABMIHHOCTD
BBIITOJTHEHHS BCEX €T0 I1aroB.

3. nst cnaum paOoT, KOTOPBIE CTYACHT HE BHITIOJIHWI B TEUCHHE CEMECTpa, MPEToaBaTelb
OpraHu3yeT JONOJHUTEIbHBIC 3aHATHUS B KOHIIE CEMECTpA.

6.2.MeToan4yeckue yKazaHus AJs1 00y4AOIUXCHA M0 OCBOCHHUIO TUCHMUIIIMHBI

N3ydeHune MUCIMIUIMHBI OCYIIECTBIISIETCS B CTPOTOM COOTBETCTBHUH C IEJIEBOM YCTaHOBKOW B
TECHOU B3aUMOCBSI3H yueOHbBIM MI1aHOM. OCHOBOI TEOPETUUECKON MOATOTOBKH CTYIEHTOB SIBJISIOTCA
JICKITMOHHBIC 3aHSTHUS, TAOOPATOPHBIE PAOOTHI.

B mpormecce camMocTOSITENBHOM pabOTHI CTYICHTBI 3aKPEIUISIOT W YIUIyOJNSIOT 3HAHWS,
MOJIYYCHHBIC BO BPEMs ayJMTOPHBIX 3aHSATHH, TOpadaThIBAlOT KOHCIIEKTHI U 3aIllUCH, TOTOBITCS K
NPOBEICHUIO U 00padaTHIBAIOT PE3yJbTaThl Ja0OPATOPHBIX PadOT, TOTOBITCA K MPOMEKYTOUHOU
aTTECTAIlNH, & TAKXKE CAMOCTOSATEBHO U3Y4al0T OTACIbHBIC TEMbI Y4€OHOH MTPOrpaMMBbI.

Ha zamsgtusx CTYACHTOB, B TOM YHCJIC IMpCcANOIaratomux MPaKTUYCCKYIO ACATCIbHOCTD,
OCYIIECTBIISICTCS 3aKPEIJICHHE MOJYYSHHBIX, B TOM YHCJIE M B TIPOIIECCE CAMOCTOSTEILHON PaOOTHI,
3Hanuil. Oco0oe BHHMaHHe oOpalaeTcss Ha pa3BUTHE YMEHUH M HABBIKOB YCTAHOBJICHUS CBSI3U
TIOJIOKESHUN TEOpUH C MPOPECCHOHATFHON ICATEIEHOCTHIO OYAYIIETO CIeHAINCTA.

CamocrosTenbHas paboTa OCYIIECTBISAECTCS MHIAMBHIYadbHO. KOHTPOIB caMOCTOSTEIHHOM
paboThl OpraHu3yeTcs B IByX GopMax:

* 3aIUTa J1a0OPaTOPHBIX padoT;

* KOHTPOJIb CO CTOPOHBI TpeToaBaTesei (TeKyIHi U MPOMEKYTOUHBIN ).

Texynui KOHTPOIIb OCYIIECTBIISIETCS HA Y AUTOPHBIX 3aHATHUAX, IPOMEKYTOUYHBIN KOHTPOJIb
OCYIIIECTBIISICTCS Ha 9K3aMEHE B MUChbMEHHOM (yCTHOM) hopme.

Kputepusimu oLleHKH pe3yIbTaTOB CAMOCTOATENBHOM pabOThI CTYICHTA SBISIOTCS:

* YPOBEHb OCBOEHHSI CTYJICHTOM Y4eOHOTO MaTepHaa;

®* YMCHUA CTYyACHTA UCHOJIb30BATh TCOPCTUUCCKHUC 3HAHUA IIPU BBINTOJHCHUN MPAKTHUYCCKUX

3aj1ad4;
* chopMHEpPOBAHHOCTH KOMTIETECHIIHIA,
* opopmiIeHHE MaTepHaia B COOTBETCTBUU C TPEOOBAHMSIMU.
7. DOHA OLIEHOYHBIX CPEACTB
7.1.0nucanue noKasarejied 1 KpUTeprueB OLCHUBAHUS
HaunmenoBanue IIpeacraBiaenue
Ne OC | oneHo4yHOro Kpartkasi xapaKkTepHCTHKA OLEHOYHOI'0 CPEICTBA | OIEHOYHOI'O CPEICTBA B
cpeacTBa DPOC
KoHnTtpoabHblii CpencTBo KOHTPOJISI, OPTaHM30BaHHOE KaK o4Hasi | Bompocsl 1o
1 pyoex (ycTHBIH | Oecena neaaroru4eckoro padoTHUKA ¢ | Temam/pazaenam
onpoc/ 00y4YaloIIMMCsi HA TEMbI, CBAI3aHHbIE C M3yYaeMOil | JMCIHILUINHBI.
cobeceoBaHNe) JUCHUIUIMHON, M paccYNTAaHHOEe Ha BbIsicHeHHe | Bonpochl 1o




o0bema 3HAHUI o0yuaromerocst no | JaéopaTopHbIM
omnpejaeleHHOMY pa3jieny, TemMe, mpodJjeMe, B T.4. | padoTram
10 J1a00paTOPHLIM padoTam.
CpeacTBO KOHTPOJIsI, OPTAHN30BaAHHOE KaK OYHbIH | Bompochbl no
KoHTpoabHbIii NMHUCbMEHHBbIH OTBET 00y4Yalollerocsi Ha TeMbl, | TeMam/pa3aeiam
pyoex CBSI3aHHbIE C H3y4YaeMOW [UCHUIJIMHOW, ¥ | JMCUMIJIMHBI.
(mucbMeHHBIH paccUyMTaHHBIH Ha BbIsiICHeHMEe 00bema 3HaHuil | Bompocsl no
omnpoc) o0yuaroierocsi 1o onpeaejeHHOMY pa3jiesy, TeMe, | Ja0opaToOPHbIM
npoodJieme, B T.4. 110 JIA00OPATOPHBLIM padoTaM. padoram
Tect(T) Cucrema CTAHAAPTHU3HPOBAHHBIX 3aganni, | PoHp TEeCTOBBIX
NMO3BOJISIIONIAST  ABTOMATH3MPOBATH MPOUEAYpPY | 3axaHuid
H3MepeHUusi YPOBHS 3HAHUM MW yMeHMH
00y4arouerocs.
Ik3ameHanuoHnble | CpeacTBO MPOBepPKH 3HAHMIA, yMEHMiIi, HABBIKOB. | JK3aMeHAIlMOHHbIE
ousersl (IB) MoskeTr BKJIIOYATHL KOMILUIEKC TeOPEeTHYECKHX | OMJIeTBhI.
BOIIPOCOB, 32/1a4, IPAKTUYECKUX 3aJAHHUI. IIIxajna oueHMBAHUS W
npoueaypa
NPUMEHEeHMSI.

7.2.0nucanue noka3areJieid ¥ KpUTepreB OLIEHMBAHNSI KOMIIETEHIIU,
(hopMHpPYyeMBbIX 10 HTOTaM OCBOEHMS INCHUILIHHDbI, ONMCAHUE IIKAJI

OllCHUBaHUuMA
[Toka3zaTenem olleHUBaHMSI KOMIIETEHIIMIA HAa Pa3IUYHBIX dTarnax ux (OpMUPOBAHUS SBISIETCS
JOCTHKEHHE 00yJaroMMHUCS IJIAHUPYEMbIX PE3YJIbTaTOB 00yUYEHHs MO AUCLUILIHHE.

IToxa3zaTenan

Kpurtepnu onennBanns

2

|3

| 4

IE

OIIK-1. Cnoco0eH ouneHHMBATH poJib HHpopManuu, WHPOPMANUOHHBIX TEXHOJOTHII M HH(POPMALHOHHOI
0€30MacHOCTH B COBPeMEHHOM 001IeCTBe, HX 3HAUEHHe /115 00ecnevyeHnsi 00beKTHBHBIX MOTPeOHOCTEel THYHOCTH,

0011eCTBA U rocyaapcrsa

OIIK-1.1 3Haer
OCHOBHBbIE TOHATHUS
uHpopmaTuKu,
Ha3Ha4YeHue, PyHKIUU 1
CTPYKTYpPY
ONEepPAlHOHHBIX CHCTEM,
BBIYHCINTEIbHBIX
cereil " cHCTEeM
ynpaBjeHust 0azamu
JAAHHBIX;

OIIK-1.2. YMmeer
HCNOJIB30BATh
NpPOrpaMMHBbIe "
anmnapatHble CpeACTBa
NEePCOHAIBLHOI0
KOMIIbIOTEpa;

OIIK-1.3. Baaneer
HABBIKaAMH NMOMCKA
uHpopmanun B
rJ100aJbHOM

MH(OPMALMOHHON CceTH
HNuTepHer u paboThl ¢
o(puCcHBIMHI
MPUI0KEHHSIMHU
(TEeKCTOBBIMH
MpoLeccopamu,
3J1eKTPOHHBIMH
Ta0JMIIAMH,
cpeacTBaMHu
TOATOTOBKH
Npe3eHTAMOHHbBIX

Ooyuarommiics Ooyuarommiics Ooyuarommiics
JAeMOHCTPUPYET JEeMOHCTPHPYeT JIEeMOHCTpHUPYET
TOJIHOE HEMmoJTHOe YacTUIHOE
OTCYTCTBHE WJIM | COOTBETCTBHE COOTBETCTBHE
HE0CTATOYHOE cJIeAYIOIIHX CJIeAYIOIHX
COOTBETCTBHE 3HAHMH, 3HAHMMH,
MaTepHaLy YKa3aHHBIX B | YKa3aHHBIX B
TUCIIATITHHBI HHIHKATOPAX HHIHKATOPAX
3HAHMH, KOMIIETEHIIH I KOMIIETEHIIHH
YKa3aHHBIX B | IHCHUILJIHHBI THCIUIITAHBI
MHANKATOPAaX «3HaTBY (cM. I. 3). | «3HATBLY (cM. 1. 3).
KOMIIeTeH M Jonyckaiorcs Ho pomyckaiorcs
JHCITATITHHBI 3HAYUTEIbHbIE He3HAYMTeJbHbIE
«3HaTB» (CM. M. | OIIHOKH, OIIMOKH,

3). MPOSIBJIsAETCS HETOYHOCTH,
HEJ0CTATOYHOCTH 3aTpyJHEeHUs] NpH
3HAHUH, 1O Py | aHATUTHYECKUX
nokazareJiei, onepamnusx.
o0yuarommicst
HCIIBITHIBAET
3HAYNTEIbHBIE
3aTpyIHeHUusl MpH
ONepPUPOBAHUH
3HAHHUSIMH NPH UX
nepeHoce Ha HOBbIE
CUTYaLNH.

Ooyuarwmmiics
JEeMOHCTPHPYeT
MOJIHOE
COOTBETCTBHE
CJIeAYIOIHX
3HAHMH, YKa3aHHBIX
B HHIHKATOPAX
KOMIIETEHIIHH

M CHUILTHHBI
«3HaTh» (cM. m. 3).
CBobOoaHO
omepupyer
NPUOOpeTeHHBIMU
3HAHUSIMH.
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matepuaioB, CYB/ nun
T.IL.).

OIIK-2. CnocoGeH mpuMeHSITb WH(OPMAIMOHHO-KOMMYHHKAIMOHHBIE TEXHOJIOTHH, POrPaMMHBIE CpeICTBa
CHCTEMHOr0 W MPUKJIATHOI0 HA3HAYEHHUsl, B TOM YHCJI€ OT€YeCTBEHHOr0 NPOM3BOACTBA, /ISl PellieHHs 3a1a4
npogeccHoHAIBLHO JeATeILHOCTH

OIIK-2.1 3naer | O0yuarommiics Ooyuarommiics Ooyuarwommiics Oo0yuarommiics
HH(pOPMALIMOHHO- JAeMOHCTpUpYeT JEeMOHCTPHPYeT JEeMOHCTpHpYeT JeMOHCTpHpYeT
KOMMYHMKAIIMOHHbIE NOJHOE HeIoJIHoe YacTUYHOe MOJIHOe

TeXHOJI0T UM, OTCYTCTBHE WJIH | COOTBETCTBHE COOTBETCTBHE COOTBETCTBHE
NMPOrpaMMHBIE CPEJACTBA | HEIOCTATOYHOE CJIeTYIOIHX CJIeTYIOIHNX cJIeYIOIIHX
CHCTEMHOT0 H | COOTBETCTBHE 3HAHMIA, 3HAHWH, 3HAHUH, YKa3aHHBIX
TMPUKJIATHOTO MaTepHATy YKAa3aHHBIX B | YKa3aHHBIX B | B HHIHKATOPAX
Ha3HAYEHHUS; TUCIUIIIAHBI HHIHKATOPAX HHIHKATOPAX KOMITeTeHI[HH
OIIK-2.2. YMeer | 3HAHHMH, KOMIIETEHIIHH KOMIIETEeHIIHH U CHUILIHHBI
NMPUMEHSTH YKa3aHHBIX B | IHCHHUILJIMHBI JUCIUITHHBI «3HaTth» (cMm. m. 3).
uHG}pOpMAITHOHHO- MHANKATOpPAX «3HaTB» (M. M. 3). | «3HaTBHY» (cM. . 3). | CBOOOAHO
KOMMYHHMKAIIMOHHbIE KOMIIeTeH i Jonyckalorcs Ho pomyckarorcsi | onepupyer
TeXHOJIOT UM, JAUCHMIIHHBI 3HAYMTeIbHbIe He3HAYMTeabHbIe NpuodpeTeHHbIMHU
NporpaMMHbIe cpeacTBa | «3HATH» (CM. M. | OIIUOKH, OLIUOKH, 3HAHUSAMM.
CHCTEMHOT0 u | 3). NposIBAsieTCS HETOYHOCTH,

TIPUKJIATHOTO HETO0CTATOYHOCTH 3aTpPyIHEHUs] TpPH

HA3HAYEHHS, B TOM 3HAHWH, 1O PALY | AHAJTHTHYECKHX

YHCIEe OTEeYeCTBEHHOI0 NoKa3areJien, omepanusx.

IPOM3BOJACTBA, 1A ol0y4arommiics

peleHns 3amaq HCTIBITHIBAET

npogeccuOHAILHOM 3HAYMTEIbHbIE

neATeIbHOCTH 3aTpyIHeHUusl MpH

OIIK-2.3.Baaxeet ONepUPOBAHUM

HABBIKAMH NPUMeHEeHH S 3HAHHUSIMH NPH UX

HH(pOPMALIMOHHO- nepeHoce Ha HOBbIE

KOMMYHHKAIMOHHBIX CUTYyalMH.

TEXHOJIOT Ui,

TMPOrpAMMHBIMH

CpeACTBaMHU CHCTEMHOI O

" MPHUKJIATHOT O

HA3HAYEHHS, B TOM

YHuClie OTEYEeCTBEHHOTO

MPOU3BOICTBA, ISt

pelieHns 3axay.

7.3.111kaJia OlleHUBAHMS Pe3yJIbTATOB MPOMEKYTOYHON ATTECTALIMU U €€

OIucCaHHue.

DopMa NPOMEKYTOYHOM ATTECTALUM: IK3AMEH.

[IpomexyTouHas aTTectanus o0y4aromuxcs B (popMe 3K3aMeHa MPOBOJUTCS IO pe3yIbTaTaM
BBINOJIHEHHUSI BCEX BUJOB Y4e€OHOH pPabOThI, MPEIyCMOTPEHHBIX YYEOHBIM IUIAHOM IO JaHHOU
JUCHUILIMHE (MOIYJI0), IPU 3TOM YUUTBIBAIOTCS PE3YJIbTaThl TEKYIIETO KOHTPOJIS yCIIEBAEMOCTH B
TedeHue cemectpa. OLEHKa CTENeHM JOCTIKEHHs OOydYalolUIMMMCS IUIAHUPYEMBIX DPEe3yJIbTaTOB
o0ydeHHs MO AMCUMIUIMHE (MOAYJII0) MPOBOAUTCSA MPENOJABATEIEM, BEIYIIUM 3aHATHUSA 110
JUCLHUIUTMHE (MOAYJII0) METOJIOM SKCIepTHOM olleHKHU. I1o nToram npoMexyTO4HOM aTTecTaluu Mo
JUCIUIUINHE (MOAYJIIO) BBICTABIISIETCS OLIEHKA «OTIUYHO», «XOPOIL0», «yAOBIECTBOPUTEIHHO» WIH
«HEYIOBJIETBOPUTEIIBHO.

[IpuBeeHHbIE HMKE MpaBUiIa BBICTABICHUS OLIEHOK U ONO3JaHUN MOTYT OBITh M3MEHEHBI,
€ClIM TperojaBaTellb CoYTeT JTO HEOOXOAMMBIM. BakHO, YTOOBI CTYAEHTBHI PEryJspHO
IpOCMaTpPUBAJIM IIaH Kypca, BbUTokeHHbIM B CJ1O, Ha npeaMeT ero 0OHOBJIEHUS WM U3MEHEHHUS.

B cooTBeTcTBHU C IJIAHOM TUCHMIUIMHBI CTYJCHTaM BBIJAIOTCS 33JaHMs Ha J1JaOOpaTOpHbIE
pabotsl. JlabopaTopHbie pabOThl MOTYT COCTOSITh M3 MPAKTUUECKUX 3aJaHHM, KOTOPhIE TPEOYIOT
BBINOJIHEHHUSI Pa0OThl B ayJIUTOPUM YHUBEPCUTETAa U 3aJaHUM A CaMOCTOATENbHOM pabOThI.
[Momumo TpeGoBaHMii W OmMMCaHUS 3aJaHUS B paboTe yKa3aH KpalHHH cpok cmauu. s craum
71a00paTOPHOM pabOThI CTYIEHTY HEOOXOAUMO BBIIOJHUTH MPAKTHUECKYIO YaCTh B COOTBETCTBUU C
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3a/laHueM U 3aIIUTUTH padoTy. Bo Bpems 3aIuThl J1abopaTOPHOI pabOoTHI MIpernogaBaTellb MPOBEPSET
MPAKTHYECKYI0 YacTh pabOThl M OMNpalIMBaeT CTyJEHTa IO TEOPETHYECKHUM paslielaM TeMbl
nabopatopHoil paboThl. Eciii CTYJEHT OTKa3bIBA€TCS OTBEYATh HA BOMPOCHI, MK €T MOTHOCTHIO
HEBEPHbIE OTBETHI, MJIM OTBETHI HE 10 TEME, TO pad0OTa MOKET CUMTATHCS CAAHHOM, HO PU 3TOM OHA
OIICHMBAeTCs He Bhime 1 Oanna.

PaGora nomkHa OBITH BBHIIIOJIHEHA CTYIEHTOM CaMOCTOSITENIbHO: HA CHUMKAaX SKpaHa CTyIeHTa
JIOJKEH OBITh BUJCH pabOo4Mii CTOJ, MEHIO IMyck ¢ naToil u BpemeHeM U MO crynenta. Ecnu atn
IpaBuiia He cOOII01al0TCs, TO paboTa HE CUMTAETCS CAAHHOM U HE OLIEHUBAETCA.

Py6esxHbie KOHTpOIHU (YCTHBIN/MTMCBMEHHBIN OMPOC) CAAIOTCS B ayAUTOPUHA UHIUBUIYATHHO
10 BapUaHTY 3aJjaHus, BbIIaHHOMY IIpeno/iaBaTesieM B Ha3HaueHHbIe THU. [Ipu oTCyTCTBUU CTyAeHTa
B JICHb HAMMCaHUS KOHTPOJIBHOU pabOThl eMy pa3pemniaeTcs ciaTh paboTy Ha CIEAYIONIEM 3aHITHH,
IIPU 3TOM CTYJIEHTY HauHcisercs mrpad B pazmepe 1 6anna, 3a KaXIyro HeJIeI0 IPOCPOUKH.

Kaxnpiii cTyneHT uMeeT mpaBo Ha 3 Hexenu omo3fgaHus (06e3 HauucieHus mTpadHBIX
0aJyIoB), KOTOPBIE MOTYT OBITH MOTPAauYCHBbI HA JIFOOBIC 3aJaHus B TeUueHHe cemecTpa. Ono3naHus
MpeHA3HAYCHBI JIJIS1 PEIICHUsT OCOOBIX CUTYaIH, TAKUX KaK 0OJIE3Hb WJIM YpPE3BhIYAHEIC CEMEHHBIC
00CTOSITENBCTRA.

CTymeHThI JOMKHBI 3apaHee COOO0IaTh O TOM, YTO Y HUX MOTYT BO3HUKHYTh TPYJIHOCTH CO
CBOCBPEMEHHOI caauedl 3agaHus WiM npoekTta. llpu Hamuuuu peanbHBIX NPUYMH 3aIEPHKKU
CTYJCHTaM CJIeJlyeT KaK MOXHO CKOpEe CBA3aTbCs C INpErnojaBaTeleM M OOCYAUTh BO3MOKHBIC
YCIIOBUSL.

K nmpomMexxyTouHOl aTTecTanuu JOMYyCKalOTCS TOJIbKO CTYACHTHI, BHIIIOJIHUBIINE BCE BUBI
yueOHOI paboThl, MPEeIyCMOTPEHHbIE paboyeil mporpaMMmol MO TUCHUIUIMHE — BBIMOJHEHUE U
3ammra  JlabGopaTopHbIX pabOT COIVIACHO  MOJNIyYEHHOMY  3a/IaHUI0, cJada  pyOexHbBIX
KOHTpPOJICH(yCTHBIX/TIMCBMEHHBIX ~ ONPOCOB/coOeceioBaHUil) TO TemaMmM ydeOHOTO  Kypca,
BBINIOJITHEHME TECTOB II0 BCEM paslenaM Kypca, BKJIIodas MTOroBblii TecTt B cucreme JIMC
MockoBckoro ITonurexa ¢ JOCTH)KCHHEM MOPOTOBBIX 3HAYCHHWM OIICHOK MO0 BCEM BHJAM Y4eOHOU
pabotel. [Ipu 3TOM wHCHONB3yeTcss OATBHO-PEUTHHTOBAsE CHUCTEMA, BKIIOYAOINAS CIEIYIOIIHE
KPUTEPUU OLICHKH.

Kpurepnii

3HayeHne KpUTEpHs

Bobinoinenue /1 3alUTa
JIa00pPaTOpHBIX padoT B CPOK.

L)

Or 1 g0 5 6ami0B 3a KaxkIylw padoTy B 3aBHCHMOCTH OT YPOBHS
NPAKTUYECKOT0 BBINOJTHEHNsT PaGOTBI M 3HAHHMI TEOPEeTHYeCKOro
MaTepHaia.

MakcuMaJibHOe 3Ha4YeHHe KpuTepusi — He 6osee 25 0a110B.

Cnaua pyOexHBIX KOHTpOJel
Mo TeMaM Kypca B CpPOK
(ycTHBIH/MIUCbMEHHBIH  ompoc/
cobecenoBanue),(I)

Ot 1 o 5 6ann0B 3a Kaxka0e codece0OBaHUE B 3aBUCHMOCTH OT YPOBHS H
3HAHHUS TEOPETHYECKOI0 H MPAKTHYECKOr0 MaTepuaia.
MakcumaibHOe 3HaUYeHne KpuTepusi — He 0ojee 25 0a10B.

BbinoJiHeHHEe TeCTOB MO TeMaM
Kypca B cucteme JIMC(T1)

IMo 1 Ganay 3a Kaxablii TecT, BBINOJHEHHbIN 00siee yem Ha 70%
NPaBUJIbHBIX 0TBETOB. MaKcMMa/IbHOE 3HAYeHHe KpuTepusi — He foJiee 10
0ajioB. JlomyckaeTcsi 3 MONBITKH HA KAXKIbIi TECT B TEYEHHE CeMecTpa.

BrInojiHeHHe HMTOroBOr0 TecTa
Mo BCEM TeEMaM KypcCa B CUCTEME
JIMC (T2)

ITo 1 6anuy 3a kaxabie 10% npaBUIbHBIX 0TBETOB B TecTe. MUHUMATbHOE
3HayeHne Kkputepusas — 7 OamaoB (70% npaBUIbLHBIX OTBETOB),
MaKcuMaJjibHoe 3HauyeHue kputepusi — 10 6amnoB (100% npaBWIBLHBIX
OTBETOB).

Mocemenue 3ansituii (V)

ITo 1 0ayury 3a MpUCYTCTBHE CTYACHTAa HA KAXKIOM 3aHATHH (2 ak. yaca)
MakcumajbHOe 3HaueHne kpurepusi — 30 6a110B.

Koadgdpunuent cpanseix pador
K)

Koappunuenr pasen 1, ecaum Bce padornl (1a0opaTopHbie PpadoThI,
pyOe:xkHble KOHTPOJIM, TecTbl) cAaHbl U 0 ecam xors1 ObI 0OaHA padoTa He
ciaHa.

Pacuer urorosoro 6aia (F)

F=(L+I+T1+T2+V)*K

Brinoanenne
3K3aMEeHAIMOHHOI0 3a]aHHSs

IIpu BbIOOpE CTYAEHTOM BBHINOJHEHHS IK3AMEHALMOHHOI0 3aJaHUs 0AJJIbI
HaOpaHHbIe B TEYEHHH ceMecTpa 00HYJIs0Tcs. MakcuMaabHOe 3HAYeHUe
kputepus — 100 6a10B.

OueHka no 6a/JIbHO-PeHTHHIOBOM cucTeMe | OueHKa 10 UTOrOBOM aTTECTAINMHU
0...60 HeynoBieTBopuTEIbHO

61...75 Y0BJIETBOPUTEILHO

76 ...90 Xopoiio
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[91...100

| OT1inyHO

IMIkana oeHNBAHAA

Onucanmne

OTJIHYHO

CpenHee 3HaueHHe IS BceX (DOPMHpPYeMBIX HAa MOMEHT NPOBeJCHHMSl ATTeCTALUM
YPOBHelH KoMIeTeHI i — 5. BeInoJiHeHbI Bce BHIBI y4e0OHO0H padoThl, IpeayCMOTPEHHbIE
y4eOHbIM IIAHOM. CTYyIeHT JeMOHCTPHUPYET COOTBETCTBHE 3HAHMUI, yMEHHH, HABBLIKOB
NpHUBeJeHHBIM B Ta0IuMIax MoOKa3aTejel, Onepupyer NpHOOPeTeHHBLIMH 3HAHHMSIMH,
YMEHHSIMH, HABBIKAMH, IPUMEHsAeT UX B CUTyallMsiX NOBBIIICHHOH cjoxHocTH. IIpn
3TOM MOTYT ObITh JONMYyIeHbI HE3HAYHTEIbHbIE OLIHOKH, HeTOUHOCTH, 3ATPYAHEHUs IPU
AHATUTHYECKHX OINepauusixX, MepeHoce 3HAHMIf M yMeHHMii HAa HOBble, HeCTAHAAPTHBIE
CHUTYalUH.

Xopowo

Cpennee 3HayeHHe JJIsi BceX (hOPMHpPYeMbIX HA MOMEHT MpPOBEeIEHHS ATTECTALHH
YPOBHel KoMneTeHIUii — 4. BbINoHEeHbI Bce BUIbI YU1€0HO padoThl, MpeIycCMOTPEeHHbIE
y4eOHbIM MIaHOM. CTYIEeHT JAeMOHCTPHPYET HeNoJHOe, NMPAaBHJIbHOE COOTBETCTBHE
3HAHUH, YMEHMIi, HABBIKOB NPHBeJeHHBIM B TA0JMIAX NOKa3aTeiei, Ju00 ecan mpu
3TOM ObLIH JA0MyIIeHbI 2-3 HecylleCTBEHHbIE OINOKH.

YaoBiaerBoputeabHO

Cpennee 3HauyeHHE M1 BceX (hOPMHpPYeMbIX HA MOMEHT MpPOBEeIEHHS ATTECTALHH
YPOBHel KoMneTeHIUii — 3. BbInoHeHbI Bce BUIBI Y4€0HOI padoThl, MpeIycCMOTPEeHHbIE
y4eOHbIM MIAHOM. CTyIeHT [IeMOHCTPUPYeT COOTBETCTBHE 3HAHUH, B KOTOPOM
OCBeIlleHA OCHOBHAs, Han0o0J1ee BasKHAS YaCTh MaTepHuasia, HO IPH 3TOM JAOIYIIeHA OHA
3HAYNTEJbHAsl OIIUOKA WM HETOYHOCTb.

HeynoBiaerBopuren
HO

He nocTUrHyTO mMoporoBoe 3HaueHHe XOTHA ObI AJisi OJJHOTO YPOBHSI (DOPMHPYEMBIX Ha
MOMEHT NpOBeJeHUs] aTTecTalMN KoMneTeHuil. He BbINOJIHEH 0JUH UM 00j1ee BHI0B
y4eOHOH padoThl, NMPeIyCMOTPEHHBbIX Yy4eOHbIM IUIAHOM. CTyaeHT AeMOHCTpPUpYeT
HeMoJIHOe COOTBETCTBHE 3HAHHWH, YMeHHil, HABBHIKOB NpPHBEIEHHBIM B Ta0JHIaX
NoKa3areJieil, JONyCKAITCsl 3HAYUTeIbHbIE OIIMOKH, POSABJISIETCS OTCYTCTBHE 3HAHMUIA,
YMEHUil, HABBIKOB MO0 PsAy MNOKa3aTejlell, CTyJeHT MCHbITHLIBAET 3HAYHUTEIbHbIE
3aTpyJAHEHUs] MPU ONEPUPOBAHUM 3HAHUSMM M YMEHHSIMU NMPHU UX MEepPeHoce HAa HOBbIE
CUTYalMH.

7.4.0nucanus nokaszarejei OeHMBAHUA U KPUTEePUEB OLlEeHUBAHUSA

KOMIIeTeHI M

B mporecce ocBoeHHsS MaHHOW AMCHUIUIMHBI CTYACHT (HOPMHUPYET M JEMOHCTPUPYET
caenyromue 001mmenpodeccuoHaIbHbIE KOMICTCHITUH:

Komnerenuun Mepeuens TexHoJi0rust dopma Crenenn ypoBHeH
Mixexe | Mnnexe KOMIIOHEHTOB (bOpMI/lpOBaHj/lﬂ OLEHOYHOTO | OCBOCHMST
KOMIIeTeHI Ui cpeacrBa®* KOMIIeTeHI Ui
OIIK-1 Crnioco0eH OIIK-1.1 3naer | JlaGopaTopHble YO BA3OBBIi
OLlCHUBAThH POJIb | OCHOBHBIC NOHATHS | pa0doOThI, IT YPOBEHb:
HHpOpMaNH, HH(OPMATUKH, CaMoOCTOsITeIbHA | JK3aMeH CIIOCOOHOCTH
HHPOPMALMOHHBIX | Ha3HAYeHHe, s1 padoTta BBINOJHATH
TeXHOJI0THii " | GpyHKIHH u MOJIyYE€HHOE
HHPOPMALOHHOMI CTPYKTYPY 3ajaHue,
Oe3omacHoCTH B | ONEPAllHOHHBIX NpUMEHsISt
COBPEMEHHOM cucTem, NoJIy4eHHbIe
o0uiecTBe, UX | BBIYHCIMTENBHBIX 3HAHHE M YMeHHs
3HaYeHHe AIsA | ceTel M CHCTeEM Ha MPaKTHKe,
o0ecrieueHust yHnpaBJieHHs BJIa/ieTh
00beKTHBHBIX 0a3aMM JaHHBIX; COOTBETCTBYIOIIH
NoTpedHoCTeH OIIK-1.2. YMmeer MM MHAMKATOPAMH
JIMYHOCTH, HCII0JIb30BATH KOMIIETeHIIUM TpPH
o01recTBa U | HIporpaMMHBbIe " BBINOJHEHH U
roCcyapcTBa annapaTHble 3aaHusA.
cpeacTBa
IIEPCOHAJIBHOI0 MNPOABUHYThbI
KOMIbIOTEpa; n YPOBEHb:
OIIK-1.3. Baageer CIIOCOOHOCTH
HABBIKAMH TOHMCKA BBINOJIHATH
HHpopmManun B NoJIy4YeHHoe
r710021bHOI 3alaHie W peliaTh
HH(pOPMaMOHHOI €CaMOCTOSITEIbHO
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cetu MWHTepHeT M
padoThI c
o(pucHbIMU
NPAJI0KEHUSIMHA
(TEeKCTOBBIMH
MPOLECCOPAMH,
3JIEKTPOHHBIMH
Ta0JIHIIAMH,
cpencTBaMu
MOATOTOBKHU
Npe3eHTAlMOHHBIX
matepuanon, CYBJ]
H T.IL).

OIIK-2

Cnocoden
NPUMEHSATH
HHGOPMALMOHHO-
KOMMYHHMKAIMOHH
ble TEXHOJIOTHH,
NMpPorpaMMHbIe
cpeacTBa
CHCTEMHOTO U
MPUKJIATHOTO
Ha3HAYeHHUsl, B TOM
1 () (C
0Te4eCTBEHHOT 0
NPOU3BOJACTBA, Il
pelieHus 3ajay
npogeccuoHAIbHOMI
JesiITeIbHOCTH

OIIK-2.1 3Haer
UHGOPMAIUOHHO-
KOMMYHHKAIIMOHH
ble TEXHOJIOTHH,
NMporpaMMHbIe
cpeacTBa
CHCTEMHOI0 "
NPUKJIATHOTO
HA3HAYEeHU;
OIIK-2.2. Ymeer
NMPUMEHSTH
MH(OpPMAILHOHHO-
KOMMYHHKAIIMOHH
ble TeXHOJIOTHH,
NporpaMMHbIe
cpeacTBa
CHCTEMHOIO "
NPUKJIATHOTO
Ha3HAYeHHUsI, B TOM
yncie
0Te4YeCTBEHHOT'0
MPOU3BOJICTBA, IJS
penieHns 3agay
npogeccuoHaIbLHOMI
AeATeTbHOCTH
OIIK-2.3.Baaneer
HAaBbIKAMH
NPUMeHEHHs
MH(OpMALIHOHHO-
KOMMYHHMKALUOHH
BIX TEXHOJIOT Ui,
NMPOrpaMMHBbIMHU
cpencTBaMu
CHCTEMHOT 0 "
MPHUKJIATHOTO
Ha3HaYeHHUs, B TOM
YyHCIIe
0Te4YeCTBEHHOI'0
NMPOU3BOJACTBA, IS
peleHust 3a1a4.

chopMHUpOBaHHBIE
3aa4M, MPUMEHAS
TOJIyYeHHbIE
3HAHWE M YMEHHS
HA NMpPaKTHKE.
YBepeHHO BJIageTh
COOTBETCTBYIOIIH
MM MHIANKATOPaAMH
KOMIIETEHIIHH TPH
BBINOJIHEHH T
3aaHuA,
KOMOMHHUPOBATH
HX MeKAy co00il H
¢ HMHINKATOPAMH
JIPyrux
KOMIIETEHIIMH 151
JTOCTHKEHUS
MPOEKTHBIX
pe3yJbTaToB.

**_ CokpalileHus: JopM OIIEHOYHBIX CPEICTB CM. B mpuiioxenuu 2 K PII.

7.5.9K3aMeHAllMOHHOE 3aJaHue.
d)opMa JK3aMCHAIIMOHHOI'O 3aJaHUus BBI6I/IpaCTCH HpenonaBaTeneM nu YTBep}KJIaeTCSI Ha

3acefaHnu Kageapsl. DK3aMEH MOXKET MPOXOIUTh B CIEAYIOMMX (OopMax U C HCIOIb30BaHHEM
CJIEAYIOIINX OLICHOYHBIX CPECTB.

dopma

ITpencraBieHne oneHoYHOro cpencrea B POC

YcrTHas.

BaHKk KOHTPOJBLHBIX BONPOCOB, COOTBETCTBYIOIIMX OTAECJBHBIM TeMaM JMCHHUIIMHBI (cM. 1. 4
HACTOSIIIEr0 JOKyMeHTa). Bompocel ¢GopMHpPYIOT 3JK3aMEHANMOHHBIN Owmier (CM. HHXKe),
COCTOSAIIMN M3 TeOPEeTHYECKHX BONPOCOB M NPAKTHYECKUX 3aJaHUN (THIOBBbIC NMPAKTHYECKHe
3alaHMsl NPEACTABJEHbI HM:Ke). Buierbl, BKIOYAasg BONPOCHI M NPAKTHYECKHE 3a/aHMHs,
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(¢opmupyroTcs npenogaBareieM U YTBEP:KIAIOTCA HA 3acenanuu Kadeapobl. B HuxX Moryr 0bITh
BKJIIOYEHBI I0NOJHUTEIbHbIE KOHTPOJbHbIE BONPOCHI M 3aJaHMsA, He TpeOylomue y CTYJIEHTOB
HAJIHYHMA He (popMHUPYEeMbIX AAHHOW JMCHHUIIMHOH KOMIIETeHIHH MWiIH 0oJiee BBICOKHX JTAlOB
cpopmupoBannocTn dopmupyembix. JlJIsi 0TBeTa HA KaxKIblii BOIPOC W JJisl pellieHHs JII000ro
NPAKTHYECKOI0 3aaHHUsl CTYJEHT J0JKeH HAXOAUTCS Ha TpeOyeMOM JJisl JAHHOH AWCHUILINHE
YpoBHe cHOPMHPOBAHHOCTH BCeX COOTBETCTBYKIUMX el KOMIIETeHIUH: KajKAblii BONPOC U
3a/laHNe NMpoBepsieT YPoBeHb C(hOPMUPOBAHHOCTH BCeX COOTBETCTBYIOIIMX JAHHOH JUCHUILIMHE
KOMIIeTeHIU M.

IIucemenna | OneHoOYHOE CPEACTBO MOJTHOCTHIO COOTBETCTBYET OLICHOYHBIM CPEACTBAM YCTHOM (hopMbI 3a1aHuUs.
sl

7.6.CniicoK 3K3aMEeHALMOHHBIX BOIIPOCOB.

1. ®opm-dakrop. Onpenenenue. [lpumepsr. Kak Beiopats BI1?

2. Marepunckas minata. @opM-GhakTopbl 1 KOMIIOHEHTHI

3. HIT - ocHoBHBIe xapakTepucTHUKU. COKEeT. YBETWYeHHE MPOU3BOAUTEILHOCTH. Pas3ron.
Cucremsbl oxnaxaenus L1

4. TI3Y. O3VY. Onpenenenus u Tunbsl. Moaynu namsatu. Ko

5. Ilnatel pacmmpenusi, Buabpl U Tumbl caotoB pactupenus (PCI, mini PCI, PCIx, PCle,
Risercard, AGP)

6. HDD, SSD. RAID-maccuBbI 1 UX YPOBHH

7. BHeltHue NOpTHI U TUIIBI Kabeneil. AxanTepbl U IEPEXOHUKH

8. Ycrpoiicta BBoAa. Tpagunmonnsie. CoBpeMennbie. HoBbie u HoBeline. KVM.

9. YcrpoiicTBa BbIBOA.

10. BIOS /UEFIL. IIponenypa POST. BIOS u CMOS. OcHoBHble crioco0sb! 3amuTsl I1K uepes
BIOS /UEFL.

11. DCP. Tunsl konebGaHWl HaMpsHKEHUS TUTaHHUS. YCTpOMCTBA s 3allUTHl  OT
AIEKTPUUECKUX KOJICOAHUH.

12. Henn u mnpeumymiectBa mnpodunaktudeckoro oOcmyxuBanus [IK. Ilpodunaktuka
obopynoBanus. [IpodrnakTiuka mporpaMMHOTO 00eCTIeUYeHUS

13. 6 OCHOBHBIX 3TANOB MPOLEAYPHI TOUCKA U ycTpaHeHUs Heronaaok ¢ [TK

14. Tunsi ceteit LAN, WLAN, PAN, MAN, WAN, VLAN, WMN, VPN

15. Tunel nonkmouenus: k Muarepuer.(ISDN, DSL, Wi-Fi, kabenpHasi ceTb, CIyTHUKOBas
nepeaayda, COTOBbIE TEXHOJIOTUH U JP. ).

16. CeteBsie moaenu (OSI, TCP/IP)

17. IIpoTOKOIBI TPAHCTIOPTHOTO YpOBHsI. OCHOBHBIE HOMEpA MOPTOB MPHIIOKECHUH.

18. Cranmaptsl, mpoTokonsl u ckopoctu: Wi-Fi, cotoBas cBs3b, Bluetooth, NFC, RFID,
yIpaBJICHUE YMHBIM JJOMOM

19. Knuenr-cepBepHbie ceTi. OyHKIIUN U IPOTOKOJIBI CETEBBIX CEPBUCOB.

20. ®usnueckue KOMIOHEHTH ceTu. CeTeBbie ycTpoiicTBa. POE

21. CereBas cpena nepenauu qaHubix. Kadenn. Pazsembr. CkopocTu

22. CeteBas ampecamusi. MAC, 1Pv4, IPv6.IIpaBuna cokpamenus B azapece IPv6,
0TOOpaXeHHE aIPECoB.

23. Crarnueckas u nuHamudeckas aapecamnus. DHCP, [P-agpec, macka moaceTu, muio3 mno
ymomuanuio, DNS. Link-local agpec.

24. OcHOBHbBIE MapaMeTpbl HACTPOMKHM MPOBOJHOM M OecrnpoBojgHOM cetu. Hacrtpoiika
MEXKCETEeBOI0 PKpaHa.

25. HoytOyku. Komnonentsl. Jlucmieit HoyTOyKa.

26. MoOunbHble ycTpoiicTBa. Komnonentsl. O6opynoBanue. Tuibl coeTMHEHUH.

27. Tuns! npunTepoB. [Iponecc nazepHoii nevary.

28. Buptyanuzanus. Vcrnonp3oBaHue Ha CTOPOHE KiueHTa. TpeOoBaHUs AJsl BUPTYaIbHBIX
MaIITiH.

29. O6naunsle cepBuchl (SaaS, PaaS, [aaS). YUeTslpe oCHOBHBIE MOJIeNU 00JIaKa.

30. OnepanmonHnsie cucteMbl. OnpeneneHne u TepMuHbl. OCHOBHBIE (PYHKIIUH.

31. Bei6op u o6noBnenue OC. Paznuuus 32-bit u 64-bit Bepcuit Windows

32. Pa3buenue xecTkoro nucka Ha pasnensl. MBR u GPT. Pa3gensi.
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33. daiinoBas cucTeMa )KeCTKOro Aucka. Tumel ¥ otauuust. PopMaTHpOBAHUE.
34. CniocoOsI 1 BapuaHThl ycTaHoBKH Windows. Sysprep.

35. 3arpy3ka Windows. Pexumsl 3amycka. Peectp. Kimroun peectpa.

36. Linux, Unix, macOS. MoOuIbHbBIE OTIEpallMOHHBIE CUCTEMBI.

37. Bupycsl u «tpostHckue kKoHW». Tunsl BpenonocHoro 10

38. Tunsl arak Ha poTokos TCP/IP. Ataka HyneBoro gas. CriocoObl 3a1uThI
39. OCHOBHBIE MOHSATHUS TOJUTHKU 0€30MaCHOCTH

40. OcHOBHBIE CITOCOOBI 3AIINUTHI JaHHBIX

7.7.11puMepHBIH CIMCOK BONMPOCOB VISl KOHTPOJILHBIX Py0e:Keil v 3alIUThI

J1a0opaTopHBIX padoT

Tema 1

1. ®opm-dakTop OnpeeIeHHEe H IPUMEPHI.

2. Koprmryca. Beibop koprmyca 1 BEHTHISTOPOB KOPITyCOB

3. BI1. ®opm-dakTops! u pazbéMbl. Be100p 6510Ka MUTaHUS U KopITyca

4. Marepunckas 1iarta. DopM-pakTopsl M KOMIIOHEHTHI. XapaKTepUCTUKH BbIOOpa
MAaTEpUHCKOM IJIaThI

5. LII, coker. IloBblmenue npousBoauTenbHOCTH. CHCTEMBI OXJaxaeHus. Buibop 3Tux
KOMIIOHEHTOB

6. Tuns! namsitu. [13Y

7. O3Y. Moaynu namsatu. Ko

8. Inats! anantepoB u cnotel pacmupenus (PCI, mini PCI, PCIx, PCle, u ap.)

9. Bri6op Bupeokapthl. Beibop miat agantepos

10. YcrpoiictBa xpanenust ganubeix. MHTEpdeiicsl HakonmuTeneil. Beibop u nmpeumyiiecrsa
HDD u SSD.

11. Unrepdeiicel Hakonuteneit. Cxopoctu. IloakmoueHne BHEITHUX YCTPOHCTB XpaHEHUS
JAHHBIX, XapakTepucTuku kademns USB.

12. Yro Takoe RAID u kakue BUJIbI BbI 3HaeTE?

13. Buneomnoptsl u kabenu

14. Ipyrue noptel u kabenu. KoMnoHeHTHI nepexosa.

15. TpaguuronHsie ycTporcTa BBojia © KVM

16. YcrpoiicTBa BeIBOJIA.

17. MonuTopbl. XapaKTEpPUCTHKH U BBIOOP.

18. ToncTeie U TOHKHE KIMEHTHI

19. OcobeHHOCTH CIeNUaTU3UPOBAHHBIX KOMIIBIOTEPHBIX CUCTEM

Tema 2,3

1. IlpaBuna TeXHUKU 0€30MaCHOCTH. DIEKTpUYecKas U oxkKapHasi 6€301acHOCTb.

2. Dnektpobe3zonacHocTh. Yto Takoe DCP u criocobsl ero npeaoTBpalieHus?

3. Tumnsl koneGaHU HANPSKEHUS TUTAHUS

4. YcTrpoicTBa AJs 3alIUThI OT JIEKTPUUYECKUX KOoleOaHu

5. 3ammra oKpy>Karouiei cpebl

6. 3aueM Hy>K€H O0KMMHOW MHCTPYMEHT, MOHTaXHbI MHCTPYMEHT U Tpeiicep (reHeparop
TOHA), MyJIbTUMETP

7. llporpammubie cpeacta oocaykuanus [1K

8. IIporpaMMHBbIe cpeAcTBa 3aIIUThl 000PYIOBAHUS U JTAHHBIX

9. INonxmouenue BII. YcranoBka LIl m matepunckoi muatel. Kakme xabenu uayT ot
nepeaHel MaHenu.

10. Yo takoe POST?

11. BIOS u CMOS. I'ne naxoastcs, pyHKIUU.

12. BIOS. Ocnosnbie pazaensl. Hactpoiika.

13. OcHoBHble cioco6s! 3amuThl I1K uepe3 BIOS (Drive Encription, Lojack, TPM, admpass)

14. JlnarHoCcTHKa COCTOSIHUS KOMITbIoTepa ¢ momortisio BIOS
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15. UEFI. UnTtepoeiic, dpynkuuu, otnmuus ot BIOS
16. Pexxnmbl B UEFI
17. O6noBnenue BIOS

Tema 4

1. [IpenmyniecTBa NpoPUIAKTUYECKOTO OOCITYKHUBaHUS KOMITbIOTEPA.

2. [TIpodunakruka I10

3. [Ipodunaktuka o00pyI0BaHUS

4. Kakue WHCTPYMEHTHI MNOTPeOyIOTCS BO BpeMs MPOQMIAKTUYECKOTO OOCITyKHBaHUS
HactosbHOTO [TK? Kakne mpoOsembl mpenMyIeCTBEHHO CBsI3aHbI ¢ kabensmu BHyTpH [1K?

5. ®aKTOphI BO3ACKHCTBUSA BHELIHEN CPEJIbI

6. UTo HY>XHO c/IeaTh JIs COXPAaHHOCTH JTaHHBIX TIEpe]l TPOBEICHUEM padoT?

7. AIropuT™M NOUCKA U yCTPAaHEHUs HEUCIIpaBHOCTEN (6 IIyHKTOB)

8. [TonpobOHoe onmucanue anroputma (MyHKTHI 1,2,3) Moucka U ycTpaHeHUsT HEUCTTPABHOCTEH ?

9. ITonpoGHOE onricanue anropuT™a (IyHKTHI 4,5,6) IOUCKA U YCTpaHEHHUS HEUCTIPABHOCTEH ?

10. Pacnipoctpanennsie Henonaaku [1K u crmocoObr ux ycTpaneHus

11. IIK He Bkitouaercs (MpUUUHbBI)?

12. I1ocne ycranoBku HOBOM BuaeokapThl PCle x16 koMmbroTep nepectan noka3biBaTh BUIIEO
(mpu4wHbBI)?

13. KommbroTep He pacrio3HaeT 100aBICHHYIO ONEPATUBHYIO MaMATh (IPUYHHBI)?

14. KomnproTep HE paclio3HAET YCTPONCTBO XPAHEHUS JaHHBIX (IIPUUUHBI)?

Tema 5,6

1. OC. Yrto Takoe MHOro3aJa4yHOCTh, MHOTOIPOUECCOPHOCTh, MHOTOMOTOYHOCTh?
MHoronosap30BaTeNbCKast CHCTEMA.
. 4 ocaoBubie pyuknun OC. API u mpumepsl
. UeMm otnuuaercs 32 bit u 64 bit apxurekTypa mporueccopa?
. Cepsepnbpie OC u Hactonsubie OC. OcOOEHHOCTH U TPUMEPHI.
. Kak mono6pare OC? CoBMECTUMOCTb.
. O6noBnenue OC (mpeumytiecTBa U HeoCcTaTKH). [lepeHoc maHHBIX
. Be10op Hakonutens. CTpyKTypa )KeCTKOTO JHCKa.
. Uto rakoe MBR, GPT? CpaBuenue.
. Hactpoiika xectkoro nucka. Kakue ObIBatOT pa3aesnbl?

10. ®opmarupoBanue. Daiinossie cucteMbl. FAT32, NTFS, EXFAT otinnuus?

11. Cnioco6s! 1 BapuanTsl ycraHoBKH Windows. Sysprep.

12. 3arpy3ka Windows. Pexxumsl 3amycka.

13. Peectp. Onpenenenue, pyuxuuu. Kimoun peectpa. Kak oTkpbITh penakTop peectpa?

14. Ilanens ynpaBieHus (KaTerOpuu, MyHKThI U yTUIUTHI). Jlucnerdyep ycTpoicTB (PyHKIMH
Y 3HAYKH )

15. Unatepdetic komanmaHoM cTpoku. KomaHbI.

16. Bupryanuzauus, tpedboBanus k IIK, koTopble UCTIONB3YIOTCS B LENASX BUPTyaJIN3allUH.
[IpeumymiectBa? Kakue cymecTByOT MporpaMMHbBIEC CPEACTBA i co3nanus BM.

17. Tlpodunakruueckoe obciyxuBanue. Hactpoiika aBTo3arpysKu.

18. Pacmpoctpanennsie mpobsemsl. [Ipuanasr u pemenusi: 1). OC He 3amyckaercs u 2).
[TpunosxeHne He yCTaHABINBAETCA.

O 00 IO DN = W

Tema 7,8

1. Cpensl nepenaun qaHHbIX. [IpormyckHas criocoOHOCTh. PeskuMbr

2. Tunsl ceTeit

3. Opranu3anuy OTBETCTBEHHEIC 3a pa3pabOTKy CeTeBBIX cTaHAapTOB. [IoHsATHE MPOTOKOIIA.
4. Mopens OSI

5. Monens TCP/IP

6. CSMA/CD (CA). Crannaptsl.

7. CereBble ycTpoiicTBa. PoE.
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8. Mennsle kabenu u pazbembl. Kareropun Butoit mapsl. CXeMbl pa3BOJKH.

9. BosokoHHO-ONITHYECKHE KAOeIIh U pPa3beMbl

10. Anpecanus ceteBbix yctpoiictB: MAC, IPv4 (popmar, macka moaceru), IPv6 (popmar,
IpaBujIa COKPAIICHUS HYJICH).

11. Cratuueckas u nuHamuueckas agpecanus, Link-local, DNS. ICMP, ping

12. Pons u ¢pyskuum tpancnoptHoro yposHs. [Ipotokonsr TCP u UDP npeumymecta u
HepocTaTku. CTaHAapTHBIE TIOPTHI.

13. CereBas untepdeiicnas miata. Hactpoiika mmater NIC.

14. Hacrpoiika npoBOAHOr0 M 0ecHpOoBOJHOIO MapuipyTu3aropa. OCHOBHBIE MapaMeTphbl
OECIIPOBOTHOM CETH.

15. VPN.

16. Texnonorun noakiatoueHus: kK UHTEpHET.

17. Hentpsl 06padoTku qaHHbIX. OOIaYyHbIC TEXHOIOTHH.

18. IIpouemypa morcka HeMCIpaBHOCTEH ceTr. PacipocTpaneHHbIe TPOOIEMBI.

7.8.1Ipumep u3 Tecta B cucreme JIMC.
[Tonp30BaTenb HacTpauBaeT TOYKY OECHPOBOAHOIO JOCTyNa M XOYeT MpelOoTBPaTUTh
oOHapyskeHHe ceTH cocesamu. Kakue nelicTBus HeOOXOAUMO MPEANPUHATH I10JIb30BATEIN0?
*OTKII0UNTh TpaHcasauuo SSID
*Brurrounts mudpoBanne WPA
*Hactpouts nmapamerpsl DMZ
*Hactpouts DNS-cepep

7.9.11pumep oopMiieHH S IK3AMEHAITUOHHOTO OMJIeTa

MWHUCTEPCTBO HAVKH Y BBICIIET'O OBPA30BAHUS POCCUIICKOM
®EJEPALINA

3K3AMEHAIIMOHHBINA BUJIET Nel
1O IUCHUILTHHE
«OCHOBDI uadopmMannoHHO-KOMMYHUKAIMOHHBIX TEXHOJIOT M)
HanpasJjenue noArorosku 10.03.01 «MudgopmanuonHas 6e30MaCHOCTH

BOIIPOCHI:
1. ®opm-paxTop. Onpenenenne. [lpumepsl. Kak Bpiopars BIT?
2. Puznyeckue KOMINOHEHTHI ceTU. CeTeBble ycTpoiictBa. POE

3. OcHOBHBIE NIOHATHSA MOJUTHKH 0€30MACHOCTH

YT1BepxnaeHo: / [« » 20 .
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