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1. He.]II/I, 3alavi U IVIAHUPYEMBIC PE3YJIbTaTbl oﬁyqunﬂ o TMCHOMIIJIMHE

K ocHOBHBIM meJIAM OCBOCHUSA AHCHUITIIIMHBI <<HporpaMMHp0BaHHe KpI/IHTOFpa(bI/I‘IeCKI/IX
AJITOPUTMOBY» CIIEAYCT OTHECTU:

- M3Y4YCHHE COBPEMEHHBIX METOJIOB M CPEJICTB KpUNTOrpaduyecKoi 3amuThl HHPOpMAIUU
JUTSL peleHust po0JIeM 3amuThl HHGOPMAITIH.

K ocHOBHBIM 3a1auaM OCBOEHUS AUCIUILTUHBI «IIporpaMMupoBanie KpunTorpadpuaeckux
AJITOPUTMOBY CJIEIYET OTHECTHU:

- OBJIAJICHHE OCHOBHBIMH KPHNTOTPAQHUECKUMH WHCTPYMEHTAMH, HEOOXOTUMBIMH IS
HOCTPOCHUS 3alIUIEHHBIX HHPOPMALIMOHHBIX CUCTEM.

O6yuenne mno aucuuruinHe «lIporpammupoBanue KpUOTOrpa@UUECKUX aITOPUTMOBY
HaINpaBJIeHO HAa (OPMHUPOBAHUE Y O0YUAIOIIUXCS CIEAYIONINX KOMITETCHIIUMA:

KO}] U HAMMCHOBaHHE KOMHeTeHHI/Iﬁ I/IH}II/IKaTOpLI JOCTHUKCHHUA KOMIICTCHIIMHU
OIIK-10 CriocoGeH ucronbp30BaTh CPeACTBa NOIIK-10.1. 3naer cpencrsa Kkpunrorpaduueckoii u
KpunTorpaduieckoi 3anyTel HHGOPMAIMHN IIPH TEXHUYECKOH 3aIINThl HHPOPMAIIMH JUIS PEILCHUS
peLIeHHH 33124 IPO(PECCHOHATIBHOM IeATeIbHOCTH 3a1a4 MPOeCCHOHATIBHON NeATeIbHOCTH;

HOIIK-10.2. YMeeT NpUMEHATh CPeICTBa
KpUOTOTpaQIecKOr M TEXHUIECKOH 3aIiThI
nuH(OpMaIKY AT PEIleHus 3a1a4 IPo(ecCHOHANBHOMI
JEeSATEIbHOCTH;

HOIIK-10.3. Bmageet cpeacrBamu
KpHUIITOrpaduueckol 1 TEXHUIECKON HH(POPMAIUH JUIs
peleHus 3aa4 NpopecCUOHaIBHON e TEIbHOCTH

2. Hean, 321244 U IVIAHUPYeEMbIe Pe3yJbTAThI 00y4YeHHUs 0 JUCHUILINHE

Juctunnuna «lIporpammupoBanne KpuUnTorpapuyeckux aarOpUTMOB» OTHOCHUTCS K YHCITY
AeKTUBHBIX yueOHbIX aucturind (b1.2.9/1), snextuBubie nuctmumasl 1 (b1.2.9/1.1.), ocHOBHOMI
obpazoBarenbHoi iporpammsel (b1.2.9/1.1.1).

JucuuriauHa B3auMOCBSA3aHa JOTUYECKU U COJEPKATEIbHO-METOJAMYECKH CO CIIEIYIOIUMU
muctumiHaMu ¥ nipaktukamMu - OOIT: «Metoasl W cpencTBa  KpUNTOTpadUuecKol 3amiuThl
uHpopmanuny, «MaTeMaTHUecKuil aHaau3», «lucKkpeTHas MaTeMaTukay, « Teopust BeposTHOCTEH U
MaTemMaThueckas craTucTuka», «Teopus wuHpopmanum», «YucieHHble MeETOIbD», «OCHOBBI
UH(POPMALIMOHHOM 6€30MacHOCTHY.

3. CTpykrypa u cojaep:KkaHue JUCUUIINHBI

OO01mas TpyJ0eMKOCTh JUCIUTLINHBI COCTABISET 4 3aueTHbIE eNUHUIIEI (144 yaca).

3.1. Buabl yueOHoOM padoThbl M TPYA0EMKOCTD
(o dopmam oOyueHus)



3.1.1 Ounas ¢popma o0ydeHus

Ne CemecTpsl
. KonunuectBo
n/n Bup y4eOHoii paboThI Cemectp Heneas
4acoB
cemecTpa
1 | AyauTopHblie 3aHATHS 72 4 1-18
B ToM yucne:
1.1 | Jlekuun - - -
1.2 | CemuHapcKue/IPAKTHUECKUE 3aHATHUS - -
1.3 | JlaBopaTopHble 3aHATUS 72 4 -
2 | CamocrosiTesibHast paboTa 72 4 -
3 | IlpoMe:KyTOYHAS ATTECTALMSA
DK3aMeH 4 ITo pacniucanuto
Hroro 144




3.2. TemaTu4eckuii NJIaH U3y4YeHU s TUCHUIINHbBI

(o popmam oOyueHwHs)

3.2.1 Oynas popma o0ydeHus

TpyaoeMkocThb, yac

AyauTopHasi padora

Camoc
J:/l Pas e b/ TeMbl Cemunap | JlaGop | ITpakr TOsITe
AMCIHIIAHBL Beero | Jlex CKue/ | aTopH | Muecka [
a IpaKTH4e| BbIe 1
1005078 padort
CKME | 3aHATH | HOATOT | ©
3aHSTUS s OBKa
1 Pazpgen 1. IlporpammupoBanue
AJITOPUTMOB CUMMETPHUYHBIX 64 - - 34 - 34
KPUIITOCHUCTEM.
1.1 | Tema 1.1. Hludpsr onHO3HAUHON 3 i ) 4 ) 4
3aMeHbl
1.2 | Tema 1.2. lllucdpsl MHOTO3HAYHOMH ] i ) 4 ) 4
3aMEHbI
1.3 | Tema 1.3. llludpsl 6:109HO 3aMEHBI 8 - - 4 - 4
1.4 | Tema 1.4. llludpsl nepecTaHOBKU 8 - - 4 - 4
1.5 | Tema 1.5. llludper raMmmMupoBaHus 8 - - 4 - 4
1.6 | Tema 1.6. IloTouHble mHUQPHI 8 - - 4 - 4
1.7 | Tema 1.7. KoMOMHAIIMOHHBIC TIH(PHI 20 - - 10 - 10
2 Paznen 2. IlporpammupoBanue
JITOPUTMOB aCUMMETPUYHBIX 16 - - 8 - 8
KPUOTOCUCTEM
2.1 | Tema 2.1. AcummeTpuuHbI€ HUGPHI 16 - - 8 - 8
3 Paznen 3. IlporpammupoBanue 24 i i 12 i 12
QITOPUTMOB IU(POBOM MOIMTUCH
3.1 | Tema 3.1. I'enepanus mupoBbIX ] i i 4 i 4
nojmnucei
3.2 | Tema 3.2. IIporpamMmmupoBaHue 16 i ) ] ) 3
anroputmoB ['OCT P 34.10
4 Paznen 4. IlporpammupoBanue 4 i ) ) ) )
JITOPUTMOB OOMEHA KJIFOUaMH
4.1 | Tema 4.1. OOMeH KItOUYaMH 1O 4 i ) > ) )
anroputMy duddu-Xemnman
5 Pazgen 5. Iloaroroska oruera o
IpOrpaMMHUpPOBaHUU 36 - - 18 - 18
KpUnTorpauueckux aJropuTMoB
5.1 | Tema 5.1. TectupoBanue nporpaMmm 8 - - 4 - 4
5.2 | Tema 5.2. Pa3zpaboTka OJ0K-cXeM 3 i i i 4
porpaMM M@ poBaHus
5.3 | Tema 5.3. Pa3zpaboTka o01iero ] i i 4 i 4
uHTepdeiica mporpamm
5.4 | Tema 5.4. IlpoBepka paboThI mMporpaMm 3 i ) 4 ) 4
Ha TEKCTax
5.5 | Tema 5.5. OT4eT 0 mporpaMMHUPOBAHUU 4 i ) ) ) )
KPUNTOTrpapuuecKMX alrOPUTMOB
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Hroro | 144 | | 72 ] | 72

3.3.Conep:xkanue TUCHUILINHBI

Paznen 1. HpOFpaMMI/IpOBaHI/Ie AJATOPUTMOB CUMMETPUYHBIX KPUIITOCUCTEM.

Tema 1.1. HIudpsl oqHO3HAYHON 3aMEHBI.
HIugper npocmoii 0ono3naunot 3amensvl: Amoaws, wugp Llezaps, wugp Horubus. [Hugppo
MHO203HauHOoU 3amenvl. [uppol 6aounou 3amenvl. [uppor cammuposanusi.
Tema 1.2. [1Iudpsl MHOTO3HAYHOI 3aMEHBI.
Hlugpor Tpumemus, benazo, Buscenepa. S-610x 3amenvt TOCT P 34.12-2015.
Tema 1.3. [IIudpsr 6109HOM 3aMEHBI.
Mampuunvui wughp. lughp Inostighepa.
Tema 1.4. [1ludpsl nepecTaHOBKH.
Ulughpvr eepmuxanvrou nepecmarnosxu. [llugper mapupymmuoii nepecmanosku.

Ilosopomnvie pewemku. Cemov Deticmens.

Tema 1.5. Iudpsl raMmMupoBaHus.
Oonopasosviii  6noknom Illennona. I'ammuposanue TOCT P 34.13-2015 mo
anroputmy Marma (I'OCT P 34.12-2015).
Tema 1.6. [loTounbie mUQPBHI.
Hlughpor A5/1 u A5/2.
Tema 1.7. KomOuHanmonueie mudpsl.
T'OCT P 34.12-2015 Maema u Kysneuux, [ OCT 28147-89, AES.
Paznen 2. [IporpaMMupoBaHue aIropuTMOB ACHMMETPUYHBIX KPUIITOCHCTEM.

Tema 2.1. AcuMmmeTprUUYHBIC HPPHI.
Hlughp RSA.
Hlugp El Gamal.
Kpunmocucmema ECC ¢ ucnonvzoganuem adcyuccobl mouxu.
Pa3nea 3. [IporpamMupoBanue aJilrOpuTMOB M (POBOI NOAMUCH.
Tema 3.1. ['enepanus upoBLIX MOAMTUCEH.
Aneopummvr RSA, EGSA.
Tema 3.2. [IporpammupoBanue anroputmoB ['OCT P 34.10.
Aneopummor yugpposoii noonucu I'OCT P 34.10-94 u I'OCT P 34.10-2012.
Pasnen 4. [IporpaMmMupoBaHue aJITOPUTMOB 00MEHa KJIKOYaMM.
Tema 4.1. O6MeH knrouamu 1o aaroputmy Jduddu-Xennmana.
Obmen kmouamu no aneopummy Diffi-Hellman.
Pazgen S. IloaroroBka or4yera 0 NPOrpaMMHMPOBAHUM KPHUNTOIrPauYecKUux
aJrOPUTMOB.

Tema 5.1. TectupoBanue nporpamm.
Tecmuposanue npozpamm no 6apuaHmMam pyuiHo20 WU@DPOBAHUL U YUCTOBbIM NPUMEPAM,
npugeoennvim ¢ cmanoapmax I'OCT P 34.10-2010, 'OCT P 34.12-2015 u I'OCT P 34.13-
2015.
Tema 5.2. Pa3zpaboTrka 610K-cxeM mporpamMm mugpoBaHusi.
Paspabomka b6nox-cxem npoepamm wupposanus 6 coomseemcmeue ¢ I OCT 19.701-90.
Tema 5.3. Pa3zpabotka oGriero uarepdeiica nporpamMm mudpoBaHusl.
Jluanozoswviti unu KouconvHulll unmepghetic. bnok-cxema obweco ummepdgeiica.
Tecmuposeanue unmepgetica.
Tema 5.4. [IpoBepka paboThl TpOrpamMM Ha TEKCTaXx.
Texcmur 1000 3uaxos. Lllugposanue u pacwugpposanue mexcmos. Ienepayus

9/1eKMPOHHOU YUPDPOBAsi NOONUCU K MEKCMAM.
Tema 5.5. OTueT 0 NporpaMMUpPOBAHUN KPUITOAITOPUTMOB.
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Iloozomoexka omuema o0 NpPOSPAMMUPOBAHUU 6 COOMEEMCmEUe ¢ 3A0AHHOU
CMpPYKmypou u 3auuma omdema.

3.4. TemaTuka cCeMUHAPCKUX/TIPAKTHYECKUX U JTA00PATOPHBIX 3aHATHI
3.4.1 CemuHapcKue/MpaKTUIECKUE 3aHITHUS
He npedycmompenwt npoepammoii.
3.4.2 JlaGopaTOopHBIE 3aHATHUS

Tema 1. PazpaboTka nporpaMmm CUMMETPUYHBIX aJITOPUTMOB.
JlaboparopHast pabota 1.1. [IIudpsl 01HO3HAYHOM 3aMEHBI.
Hughpvr npocmoti oonosnaunou 3amenvl: Amoaw, wughp Llezaps, wughp Horuous. HHlugpot
MHO203HAUHOU 3amenbl. LIugpvl 6rounoii 3amenvl. [Llughpol cammuposanusl.
JlaGopaTtopnas pa6ota 1.2. llIudpsl MHOrO3HAYHON 3aMEHBI.
Hlugper Tpumemus, bBenaszo, Busicenepa. S-610x 3amenvt ITOCT P 34.12-2015.
JlaGopaTtopHas padota 1.3. [lIudpsl 6;109HOI 3aMEHBI.
Mampuunvui wughp. Llughp Instighepa.
JlabopaTtopHnas pa6ora 1.4. [lIudgps! nepecTaHOBKH.
Hlugpvr eepmukanvrou nepecmanosxu. Lllughpor mapwpymmuoii nepecmanosku.
Ilosopomnvie pewremxu. Cemov Peiicmensi.

JlaboparopHnas padota 1.5. lugpsl raMmmupoBaHusl.
Oonopasoswiii  onoknom Ilennona. I'ammuposanue T'OCT P 34.13-2015 mno

anroputMy Marma (I'OCT P 34.12-2015).

JlaGopatopHas pabota 1.6. [ToTouHbIe IIHUQPHI.
Hlugppor A5/1 u A5/2.
JlaGopatopHas pabota 1.7. KomOuHanmonusie mugpol.
T'OCT P 34.12-2015 Maema u Kysneuux, I'OCT 28147-89, AES.

Tema 2. PazpaboTka mporpaMM aCUMMETPUYHBIX KPUIITOCHCTEM.

JlaGopatopHas pabota 2.1. AcuMMeTpUUYHbIe HUDPHI.
Hugp RSA.

Hlugp El Gamal.
Kpunmocucmema ECC ¢ ucnonvzoganuem abcyuccol mouxu.
Tema 3. Pa3zpaboTka mporpamm 31eKTpOHHOM IU(PPOBOIA MOANUCH.
JlaGopatopHas pabota 3.1. ['eHepanus HUPPOBBIX MMOIMTUCEH.
Aneopummuol RSA, EGSA.
JlaGopartopnas pabota 3.2. [Iporpammupoanue anroputMoB ['OCT P 34.10.
Aneopummuot yughposoti noonucu I'OCT P 34.10-94 u I'OCT P 34.10-2012.
Tema 4. PazpaboTka mporpamm oOMeHa KIIFOYaMH.
JlabGopaTtopHnas pabota 4.1. OOmMeH kitouamu 1o anroputmy Jdunddu-Xennmmana.
Obmen knoyamu no areopummy Diffi-Hellman.
Tema 5. [ToaroroBka oT4yeTa 0 MPOTPAMMUPOBAHUN KPUTITOTPAPUIECKUX aITOPUTMOB.
JlaGoparopHas pabota 5.1. TectupoBanue nporpamm.

Tecmuposanue npocpamm no 8apuanmam.
JlaGopaTtopHnas pabota 5.2. Pa3zpaboTka 6:110K-cXeM nmporpamm mudpoBaHus.
JlaGopatopHas paborta 5.3. Pa3zpaboTka ob1ero unrepdeiica mporpamm.
Jluanozoswviti unu KouconvHulll unmepghetic. bnok-cxema obweco ummepdgeiica.
Tecmuposanue unmepgetica.
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JlabopatopHas padota 5.4. [IpoBepka pabOThI MPOrpaMM Ha TEKCTaX.
Texcmur 1000 3uaxos. Llugposanue u pacwupposanue mexcmos. IneKmpoHHAs

yughposas noonuce.
JlaGopaTtopHnas pabota 5.5. OTueT 0 MpOrpaMMHUPOBAHUN KPUNITOTPAPUIECKUX aITOPUTMOB.

Cmpykmypa omuema.
3.5. TemaTuka KypcOBbIX IPOEKTOB (KypPCOBBIX padoT)

He npedycmompenwt npocpammoii.

4. Y4eOHO-MeTOAMYECKOE M MH(POPMALIMOHHOE 0O0ecneyeHune

4.1. HopmatuBHbie 1oKyMeHTHI 1 'OCThbI

1. ®enepanpubiii 3akoH 0T 06.04.2011 N 63-®3 (pea. or 11.06.2021) «OO6 >1eKTPOHHOM
TOJIUCHY: Tekcr: AIEKTPOHHBINA // TexskcnepT: [caiT].— URL:
https://docs.cntd.ru/document/902271495 (nata obparienus 15.03.2021);

2. TOCT P 34.10-2012 HWnadopmamnumonnass TexHonorusa. Kpunrorpadguueckas 3ammra

uHpopmanuu. IIpomeccsl GopmMHupoBaHUS W TPOBEPKH AIIEKTPOHHON IdpoBoi Information
technology. Cryptographic data security. Generation and verification processes of electronic digital
signature: Hammonaneneiit ctangapt P®: Been. 01.01.2013: -M.: Crannaptundopm, 2018. -URL:
https://docs.cntd.ru/document/1200095034 (nata obpamenus 15.03.2021).- TekcT: 3IeKTPOHHBIN.
3. TOCT P 34.11-2012  HudopmanumonHass TexHonorus. Kpunrtorpapuueckas 3amura

uHpopmanuu. Oynknus xsmupoBanus Information technology. Cryptographic data security. Hash-

function: Hanmonanensiii crannapt PO: Beex. 01.01.2013:- M.: Cranmaptundopm, 2013.- URL:

https://docs.cntd.ru/document/1200095035 (nata obpamienust 15.03.2021).- TekcT: 31eKTpOHHBIN.
4. TOCT P 34.12-2015 HWnadopmamnmonnass TtexHojorusa. Kpunrorpadguueckas 3ammra

uHdopmaruu. bnounsie mmdpe: Hammonaneueiii cranmapt P®: Beex. 01.01.2016:- M.:
Cranmaptundopm, 2015.- URL: https://docs.cntd.ru/document/1200121983  (mara oOpamieHus
15.03.2021). - TekcT: 37MeKTPOHHBIH.

5. TOCT P 34.13-2015 HWnadopmanuonnas texHonorus. Kpunrorpaduueckas 3ammra
uHpopMarmu. Pexxumer pabotel OnounHblXx mm@poB: nformation technology. Cryptographic data
security. Modes of operation for block ciphers: Harmonanpasiii crangapt P®: Been. 01.01.2016:-
M.: Crangaptuadopm, 2015.- URL:https://docs.cntd.ru/document/1200121984 (mara oOparieHus
16.03.2021).- TekcT: 2MEeKTPOHHBIH.

I'OCT 19.701-90 Enunas cuctema nporpaMMHOM JoKyMeHTaluu. CXeMbl aropuTMOB, IPOrpamm,
JAHHBIX U cucteM. MexayHapoansiii cranaapt.: Been. 01.01.1992. — 'ocynapcTBeHHbBINE KOMUTET
CCCP no BeruncnuTenbHOl Texaruke U nadopmatrke. [lepenznan — saBaps 2010.

4.2. OcHOBHAas JMTEpPaTypa

1. byrakoBa H.I'., ®emopor B.H. Kpuntorpaduueckume MeTOabl M CpencTBa 3allUThI
uHpopMalmu: ydeObHoe mocodue. M3nmanue 2-e, ucnpapineHHoe u nomoiHerHoe. — CII6: NI
«Mutepmennar, 2020. — 380c. — ISBN 978-5-4383-0210-0.
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2. byrakoBa H.I'., Cemenenko B.A., ®enopos H.B. Kpunrorpadpuueckas 3ammra
uHpopManuu: yaedHoe mocodue s By3oB. — M. : Mzn-Bo MITY, 2011 . — 316 c. - ISBN 978-5-
2760-1503-3

3. byrakosa H.I'., ®enopoB B.H. Kpunrtorpadguueckne MeTonpl M CpeACTBAa 3alllUThI
uHpopmanuu: yuebHoe nocodue. — CI16: ULl «Murepmenua», 2016. — 384c. — ISBN 978-5-4383-
0135-6. Hoctyn K ANEKTPOHHOU BEpPCHUU KHUTU OTKPBIT Ha caiite
https://elibrary.ru/item.asp?id=28331738.

4.3. JdononHuTeabHas auTepaTypa

1. BBenenue B kpunrorpaguueckyo 3ammry nHpopmauu o0bexToB: yueonuk ais CI1O /
C.H. Unbunbix, C.I'. Amtommuna, T.W. Kanunakuna [u gp.]. - M.: KT MTYCH, 2021. - 276¢c. —
Texct : anexTpoHHbI // JlaHb : 2MeKTpOHHO-O0MOIMoTeHas cucrema. — URL:
https://reader.lanbook.com/book/215231

2. Kopuauenko A. A. Kpunrorpaduueckue npoTokodsl : yueo. mocooue / A. A. Kopanenko, M.
JI. I'myxapes. — CI16 : ®I'BOY BO III'VIIC, 2020. — 74 c. — ISBN 978-5-7641-1509-2. — TekcT :
3JIEKTPOHHBIN // JlaHb : aneKTpoHHO-O0nbOMMoTeunast cucrema. — URL:
https://reader.lanbook.com/book/191009

3. Epmakoga, A. }O. Kpunrorpaguueckue meroisl 3amuthl nHpopmarnuu / A. FO. Epmakosa. —
M. : MUPDA - Poccuiickuii TexHomorndeckuii yuusepcurert, 2021. — 172 c¢. — Texker :
ANIEeKTPOHHBIH // JlaHb : 3neKTpoHHO-0nbaoTeunas cuctema. — URL:
https://reader.lanbook.com/book/176563

4. Urnartees E. b. 3ammra na(pOpMaIum: KpUNTOAITOPHUTMBI XSITUPOBaHH: yueOHOE mocodne
s By30B / E. b. Urnatees. - Cankrt-IlerepOypr: Jlanb, 2023. - 264 ¢. — TekcT : 31EKTPOHHBIH //
Jlans : anexTpoHHO-OMOMMOTEUHAs cuctema. — URL: https://reader.lanbook.com/book/311792

5. OBuMHHUKOB, A. A. Kpunrorpadguueckue MeTo Il 3alIUThl HHPOpMaLUu: YueOHoe
nocobue / A. A. OBunnHuKoB. — CIIO : Cankt-IleTepOyprckuii rocyiapcTBeHHbIN YHUBEPCUTET
a’pokocmuueckoro npudopoctpoenus, 2021. — 133 c. — ISBN 978-5-8088-1591-9. — Teker :
ANIEeKTPOHHBIH // JIaHb : 3NeKTpoHHO-0ubaoTeuHas cuctema. — URL:
https://e.lanbook.com/book/216491

4.4.dy1eKTpOHHBbIE 00pa30BaTe/IbHbIE PeCypPChl

1. byrakoBa H.I'. Kpunrorpadguueckne MeToapl 3anuThl HHGOPMAIMH. DICKTPOHHBIN

00pa3oBaTeNbHbIHI pecypc. MockoBckuit [Tonwurex, 2020 -
https://Ims.mospolytech.ru/course/view.php?id=2518.
2. byrakopa  H.T. [IporpammMupoBaHne  KpUNTOTPAPUUECKUX  AJITOPUTMOB.

ONeKTpoHHBIH  oOpa3oBarenbHbi  pecypc.  MockoBckuit  Ilomurex, 2020 -
https://Ims.mospolytech.ru/course/view.php?id=8378&

4.5 JIuneH3noHHOE M CBOOOHO pacnpocTpaHsieMoe NIPOorpaMMHOe o0ecreyeHue

1. Onepanmonnas cucremMa Microsoft Windows ot 7 Bepcuu u Broie; Microsoft Office mim Open
Office, 6pay3ep (Firefox/Google Chrome /Explorer).
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4.6 CoBpeMeHHbIE IPOecCHOHAIbHBIE 0a3bI TaHHBIX 1 HH(OPMAIIMOHHbIE
CIPAaBOYHbIEC CHCTEMbI

1. eLIBRARY.RU: Hayunas snextponHas 6ubnuoreka: caiit. - Mocksa, 2000 -. - URL:
https://www.elibrary.ru (gara obpamenus: 16.03.2021). — TekcT: 37eKTPOHHBIIA.

2. JIAHb: snextpoHHO-0MOMMOTEYHas cuctema: caiit. — Cankt-IlerepOypr,2010 -. - URL:
https://e.lanbook.com (nara o6pamienus: 10.03.2021). - TekcT: 37EKTPOHHBIH.

3. ®CTOK Poccun: I'ocymapCTBeHHBIH peecTp CepTU(HUIMPOBAHHBIX CPEICTB 3aAIIUTHI
uHpopmanmu. — Mocksa, 2014. - . - URL: https:/fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii (mara oOpamenus: 10.03.2021). -
TeKCT: A1EeKTPOHHBIN.

4. bubnuorpaduyeckass u pedeparuBHas 0a3za JaHHBIX HAYYHOM MEPUOIUKHU «Scopusy -
WWW.SCOpUS.COm.

5. Caiir  @enepanbHoit  cimyxk0b1  OezomacHoctu  Poccun  (@CB  Poccun). -
http://www.fsb.ru.

6. Caiir @enepanabHON CIyX Obl 10 TEXHUYECKOMY U 3KcropTHOMY KoHTpoito (PCTIOK
Poccum). - http://www.fstec.ru.

7. IlopTan TEXHUYECKOTO KOMHUTETA IO CTaHAAPTU3aLUU «3alnuTa UHHOpMaLum». —
http://tk.gost.ru/wps/portal/tk362

8. MHdopMarmoHHO-aHATUTUYECKHHA WNHuTepHer-noprain ISO27000.ru. -
http://www.is027000.ru/.

5. MarepuaJbHO-TEXHHYECKoe o0ecneyeHue

Jlis mpoBefeHUs BCeX BHJOB 3aHATUH HEOOXOJUMO MpPE3eHTAlMIOHHOe 00O0pYyI0BaHUE
(MyJIETUMETMIHBIN POEKTOP, HOYTOYK, 9KpaH MM HHTEPAaKTUBHAS TOCKA) — | KOMILIEKT.
Jlnis IpoBeZieHHsl MPaKTUUECKUX 3aHATHH HEOOXOJMMO Halu4yhe KOMIBIOTEPHBIX KJIACCOB,

000pYIOBAaHHBIX COBPEMEHHOMN BBIUHCIUTEIBHONW TEXHUKOW W3 pacuera OAHO paboyee MecTo Ha
OJIHOTO 00y4aeMoro.

6. MeToanyeckue peKOMEHIALMHU
6.1 MeToanyeckue peKOMEHIAUM /ISl IPENoAABATEISA 110 OPraHU3aluu 00yYeHUs

[Ipu moaroroBke k mabopaTOpHBIM paboTaM ClEIyeT MpeABAPUTEIBHO MpopadoTaTh
TEOPETUYCCKHI MaTepuas 3aHSTHS, MPEAYCMOTPEB €ro IMojady TOYHO B OTBEACHHOE IUIS JTOTO
BpEMsI 3aHSTHSI.

[Ipu mpoBeneHUM 3aHATHS CIEAYET KOHTPOJIUPOBATh MOJA4y MaTepualia W pEIICHUE
3a/laHui C y4eTOM Y4eOHOTO BPEMEHH, OTBEICHHOTO JIJIS 3aHSTHSI.

I[Ipn mnpoBepke pabOT W OTYETOB CIIEAYET YYHUTHIBATH MPABHIBHOCTh BBIMOTHCHHUS
nabopaTopHbBIX paboOT Ha BCEX JTarax.

6.2 MeToan4yeckue yKa3aHus JJisl 00y4AKOIIUXCH M0 0CBOCHUIO TUCHUIJINHbBI
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N3ydenne TUCIUIIMHBI OCYIIECTBISIETCS B CTPOTOM COOTBETCTBHUU C II€NIEBOIl YCTaHOBKOM B
TECHOH B3aUMOCBSI3M y4YeOHBIM TIIaHOM. (OCHOBOH TEOPETHYECKOW IMOATOTOBKH CTYIEHTOB
SBIISIIOTCS IeKYUU.

B mpomecce camocTosITeNbHONW pabOThl CTYAEHTHI 3aKPEIUISIOT U YTIyOJsIOT 3HaHWUS,
MOJTy4YEeHHBIE BO BPEMsI ayJUTOPHBIX 3aHATUN, MOpaOaTHIBAIOT KOHCIEKTHI JIEKIUM, TOTOBITCS K
IK3aMeHY, a TAKXKE CAMOCTOATEIBHO H3YYalOT OTJENIbHBIC TEMbBI Y4€OHOH MPOTrPaMMBI.

JlaGopaTopHble pabOTBl TPOBOIATCA IO HawbOoJIee BaXKHBIM TEMaM JTUCIUTIIUHBI.
OcymiecTBisieTcss 3aKpeIUICHUE 3HAaHUM, TMOJMYYEHHBIX CTYJCHTaMHM Ha JICKIHSIX M B Ipolecce
caMOCTOSITeIbHOW paboTel. Ocoboe BHMMaHUE OOpallaeTcsi Ha pa3BUTHE YMEHHMA W HABBIKOB
YCTQHOBJICHHSI CBSI3U TOJIOKEHHH TEOpUH C MpOo(EeCcCHOHATBHONW IesATEIBbHOCThIO OYIyIIero
crenuanucta o HWb. JlaGopartopHbie paboThl MPOBOAATCS MO TEOPETUYECKUM M TPOOIEMHBIM
Bonipocam HMB. JlaGopaTtopHble pabOTH MpeanoiaraeT TBOPYECKUE AUCKYCCHHU, aKTUBHBIM OOMEH
MHEHUSIMH TI0 TIOCTaBJIEHHBIM BOIpPOCaM, 3aclyllMBaHHE U OOCYXKIEHHE [OKIaI0B IO
NPEUIOKEHHBIM MPENOAaBaTEIeM TEMaM.

BaxxHbIM 00CTOSITETLCTBOM SIBJISIETCSI PUBJICUCHUE BHUMAHMS CTYJEHTOB K 00CykIaeMoil
npobjemMe, CTUMYJIMPOBAHUWE HHTepeca K HEW M OpraHuzalus akTUBHOTO OOCYXICHHS, Kak
CTPYKTYpbl MpOOJIEMBbI, TaK M COCTaBISAIOIIUX €€ Hambojee aKTyalbHbIX TeM. [l MOBbIIIEHUS
3(pPEKTUBHOCTH TPOBENEHUS 3aHATHS TpeOyeTcsl mpeaBapuTeNbHas MOArOTOBKAa BCEX €ro
YYaCTHUKOB. B 3Tol CBsI3M pexkoMeHayeTcs 3abiaroBpeMeHHO (HE MEHee, 4YeM 3a HEJEN0)
OTIOBECTUTH CTYJICHTOB O TEME 3aHATHUS, AaTh MEPEUCHb JINTEPATYPHI IO TEME, HA3HAYUTh U3 YUCIIA
CTYJI€HTOB JTOKJIaTYMKOB U COJOKIIATUYNKOB.

IIpu npoBenenun mnabopaTOpHON pabOTHl NpenojaBaTeib BBIIOIHIAET, B OCHOBHOM,
GYHKIIUM BEAyIIEro - CIEAUT 3a PEerjaMeHTOM BPEMEHM, IOMOraeT yTOYHHUTH (HOPMYIHPOBKH,
000011aeT pe3yNbTaThl JAUCKYCCHM, TOABOJUT WTOT 3aHATHIO B LelOM. [Ipum BBICOKOM YypOBHE
MOJIFOTOBKU CTYJIEHYECKOW IpYMIbl OTJENbHbIE (PYHKIMH BEAYIIETO MOXXHO MOPYYUTH OJHOMY M3
CTyACHTOB. B ciiyuae He0OXOAMMOCTH, IpeNoAaBaTeNb OKa3blBa€T €My MOJACPXKKY, a Npu
MOJIBEICHUHU UTOTOB - 1a€T OLIEHKY padoTe BEIYyIIETrO.

AxTuBHas paboTa cTyaeHTa Ha Ja0OpaTOpPHON pabOTe YUYHUTHIBACTCS HPU OINpPEIEICHUU
UTOTOBOM OIICHKHU €ro 3HAHWI IO JUCIUILINHE Ha DK3aMeEHE.

CamocrostenbHass pa0oTa CTYICHTOB TPEAINOJIAraeT M3yYeHHE TEOPETUYECKOro U
NPAaKTUYECKOr0 MaTepuana [0 aKTyaJbHbIM BOMNpOcaM JUCHUIUIMHBL. ~ Pekomenayercs
CaMOCTOSITENIbHOE HW3yueHHEe YYeOHONH M Hay4yHOW JIMTepaTypbl, MCIOIb30BAHHUE CIPABOYHOU
JUTEpaTypsl U Jp..

[Ipu BbIave 3a7aHMil HA CAMOCTOSTENBHYIO padoTy Hcmob3yeTcs AudQepeHInpoBaHHbIN
noaxon K crylaeHTam. [lepen BBINOMHEHHMEM CTYAEHTaMU CaMOCTOSITENIbHON BHeayJIUTOPHOU
paboThl TperoaaBaTeNb MPOBOJUT WHCTPYKTAX MO BBHIMOTHEHHUIO 3aJaHUSl, KOTOPBIA BKIIIOYACT:
1eNb 3[JaHUsl, €r0 COJAEepKaHUE, CPOKH BBIMOIHEHHSI, OPUEHTHPOBOUYHBIH 00BEM pabOThl, OCHOBHbBIE
TpeOOBaHUs K pe3yibTaraM paboThl, KpUTEPHU OLIEHKU. B mpoliecce HHCTpYKTaXka MperoiaBaTelib
MpeIyNpexaaeT CTyIEHTOB O BO3MOXHBIX TUIMHYHBIX OIIUOKAX, BCTPEUYAIOIIUXCS MIPHU BBINOJIHEHUN
3agaHusg. MHCTpyKTaX MPOBOIMTCS IMpeErojaBaTesieM 3a cyeT o0beMa BPEMEHH, OTBEJICHHOIO Ha
U3y4YeHUE JUCIUILTUHBL.

Texkymuil KOHTpPOJIb OCYLIECTBISECTCA Ha IPAKTUYECKUX 3aHATUAX, IPOMEKYTOUYHBIN
KOHTPOJIb OCYIIIECTBIIICTCS HAa 9K3aMEHE B MIUChbMEHHOH (yCTHOI) popme.

CamocrosTenbHas paboTa OCyIIeCTBISACTCS HHANBUIYAIBHO.

KonTponb camocTosaTenbHON paboThl OpraHnu3yeTcs B IBYX Gopmax:

®  CaMOKOHTPOJIb U CAMOOIIEHKA CTY/JICHTA;

®  KOHTPOJIb CO CTOPOHBI ITPEMoiaBaTesiel (TEKYIUH U IPOMEKYTOUHBIH ).

Texkymuil KOHTpPOJIb OCYILIECTBISAETCA Ha IPAKTUYECKUX 3aHATUAX, IPOMEKYTOUYHBIN
KOHTPOJIb OCYIIIECTBIIICTCS HAa 9K3aMEHE B MIUChbMEHHOH (yCTHOI) Gopme.

Kpurepusimu oLleHKH pe3yIbTaTOB CAMOCTOATEIBHOM pabOThI CTYICHTA SBISIFOTCA:

®  ypPOBEHb OCBOCHHS CTYJCHTOM y4eOHOIro MaTepuaa;
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° YMCHUSA CTYACHTA UCIIOJIb30BATh TCOPECTUUCCKHUE 3HAHUS IIPU BBINTOJIHCHU N NPAKTHYCCKUX
3ajad4;
e  cpopMHUPOBAHHOCTH KOMIIETEHIIHI;
° O(I)OpMJ'IeHI/Ie MaTepHrajia B COOTBECTCTBHHU C Tpe6OBaHI/I$[MI/I.
7 DOHJ OLEHOYHBIX CPEACTB

7.1 MeToabl KOHTPOJISI M OLICHUBAHUS Pe3yJbTATOB 00y4eHHs

B npornecce 00ydeHus: MCMONB3YIOTCS CIEIYIONUIME OLICHOUHbIE (POPMBI CAMOCTOSTEIHLHON
paboTHI CTYACHTOB, OIICHOYHBIE CPEJICTBA TEKYIIETO KOHTPOJIS yCIIEBAEMOCTH M TPOMEKYTOUHBIX
aTTECTaIlUuU:

- TpoBeneHHE JIA0OPaTOPHBIX pPadOT (MPAKTUYECKHX 3aHATHH C HCHOJIH30BAHUEM
CHELTEeXHUKN) U UX 3aLIUTa;

- CaMOCTOATCIIbHAsd MOArOTOBKAa U IMMPOBCACHUC HpGSGHTaHI/Iﬁ 10 TCMaM TUCHUIIIINHBI,

- OK3aMCH.

7.2 llIkaja v KpUTEPUU OLIEHUBAHUSA PE3YJIbTATOB 00y4YeHUs

[Toxazarenem oleHMBaHUS KOMIIETEHLMI Ha pa3IMUHbIX dTanax ux popMupoBaHUs sBISIETCS
JOCTIKEHUE 00yUJaIONIMMUCS TUIAHUPYEMBIX pe3yJIbTaTOB 00YUYeHHS MO JUCLUIUINHE.

OIIK-10 Cnoco0eH HCNoIb30BAThH CPEACTBA KPUNTOrpaguyeckoi 3amuTbhl MHGOPMALUM TIPH
peuleHuH 32124 NPodeccHOHANBHOM JesITeIbHOCTH
Kpurepuu oneHuBanus
IToka3zarean
2 3 4 5
3HATH: OO0yuaromuiics OO0yuaromuiics Obyyaronuiics OO0yuatomruiics
cpeacTBa JIEMOHCTPUPYET JIEMOHCTPUPYET JIEMOHCTPUPYET JIEMOHCTPUPYET
KpUNTOrpaguyeckor | IMOJHOE OTCYTCTBHE | YAaCTUYHOE 3HAHHE TIOJTHOE 3HAHWE TMIOJTHOE 3HaHUE
3aIIHUTHI WJIN HEZIOCTaTOYHOE | CPEACTB cpencTB Cpe/CTB
nHpOpPMAIIAN IS 3HaHUE CPEINICTB Kpunrorpadguyeckoil | kpumrTorpaduuecko | Kpumrorpadudec
pereHns 3a1a4d Kpunrorpadguiecko | 3amuThl HHGOPMAMK | H 3aIIUTHI KO 3aInThI
mpodecCHOHATEHON 7 3aIIUTHI JUTSL peIeHns 3a1ad nHpOPMALIAN IS uHpOopMAaIHH
JeSATEIbHOCTH; uH(popManuu s npo¢hecCHOHAIBHON peleHus 3a1a4 JUISL peIleHUs
peleHus 3aga4d JIESITEIIbHOCTH. npohecCHOHANBHON | 3a1aq
npodeccronansHol | McnbIThIBaeT JIESITENIBHOCTH, HO npodeccuoHanbH
JIeSITEJIbHOCTH; 3aTpyJHEHUs IPU JIOITyCKaeT oii
OIEPUPOBAHUH HE3HAYHUTENIbHbIE JIeSITEIbHOCTH.
TEPMUHAMH U omnoKwy, CBoOoaHO
HOHATHSMH HETOYHOCTH orepupyer
TEpMUHAMH U
MOHATHSAMH.
Homyckarores
HE3HAYNTEIBHbIC
HETOYHOCTH
YMeTh: OO0yuaronuiics He OO0yuaromuiics OO6yyaromuiics OO0yuatomruiics
MIPUMEHSTH CPEACTBA | YMEET WIN B JIEMOHCTPUPYET JIEMOHCTPUPYET JIEMOHCTPUPYET
Kpunrorpaguyeckod | HEZOCTATOUHOH JaCTHYHOE yMEHHE MIOJTHOE yMEHHE MIOJIHOE YMEHHE
3aIINUTHI CTETICHN YMeeT NIPUMEHSTH CPE/ICTBA | IPUMEHSTh MPUMEHSTH
nHpOPMANH [UIs MIPUMEHSTh Kpunrtorpaduieckoil | cpeactsa cpeacTBa
penieHus 3amaq cpencTaa 3amuThl MHOPMAUK | KpUnTorpapuuecko | Kpumrorpadudec
npodeccHoHaATbHON KpunrorpaGuyecko | Ui perieHus 3a1ad 1 3aIIUThI KOM 3aIUThI
JEeSATEIbHOCTH; 1 31U THI npo¢ecCHOHAIBHON nHpopMannu s uH(pOpPMaIUH
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nHpOPMALIAN TS JIESITETBHOCTH. pelIeHus 3amaq JUTS PETICHUS
peleHus 3aaa4 Homnyckarores poeCCHOHATBHOM | 3amay
npodeCCHOHANBHON | 3HAYUTEJIbHBIE eI TETBHOCTH. npodeccroHaIbH
IEeITEeILHOCTH OILINOKH Homnyckarotcst o
HE3HAUYUTCIIbHBIC ACATCIBbHOCTH.
omnoKwy, Jomyckarores
HETOYHOCTHU HE3HAUYUTCJIbHBIC
HETOYHOCTH
BJIaJeTh: OObyuaronuiics He OObyuaronuiics OO6yuaronuiics OO6yuatomtuiics
HHCTPYMEHTaMH yMeeT WIu B JIEMOHCTPHUPYET JIEMOHCTPHUPYET JEMOHCTPHUPYET
KpunTorpaduyeckon | HepOCTaTOUHON YaCTUYHOE YMEHHUE MIOJTHOE YMEHHE MIOJTHOE YMEHHE
3alHUThI CTCIICHU YMECT UCIIOJIB30BAaTh HUCIIOJIB30BAaTh HUCIIOJIb30BAaTh
uHpopmanuu s HCTIOJIb30BaTh CpeacTBa cpeacTBa cpencTaa
peleHns 3ana4d cpeacTBa kpunrorpaduueckoid | kpunrorpaduuecko | kpunrorpaduyec
npodecCHOHaANBHON Kpunrorpadguiecko | 3amuThl HHPOPMAKMK | i 3alIUTHI KO 3amuTh
JESTEIbHOCTH. 1 321U THI JUTSL peIICHHS 33724 uHpOPMALIHAHN JIIsS HHpOpPMALIUU

nHpOPMALIAH IS
peLIeHus 3a1a4
po¢eCCHOHATBHOMN
JeATeIbHOCTH

po¢eCCHOHATBHOMN
JIESITEIIEHOCTH.
Homnyckarores
3HA4YUTEIIbHBIC
OIINOKH,

pereHns 3a1a4
po¢eCCHOHATBFHON
JIeSITEIIEHOCTH.
Homnyckarotcst
HE3HAYHUTEIIbHBIC
OIINOKH,
HCTOYHOCTH

JUTSL peILICHUS
3a1a4
npodeccuoHaIbH
o
JESTENLHOCTH.
Homnyckarores
HC3HAYUTCIIbHBIC
HCTOYHOCTH

DopMa NPOMEKYTOYHOM aTTECTALMH: IK3aMeH.

ITo uroram HpOMeX(YTOQHOﬁ aTTeCTaluu 110 JUCHUIIIIMHC (MOZLYJ'II-O) BBICTAaBIIACTCA OLCHKA
COTIIMIHO», «XOPOIIO», «yAOBJICTBOPUTCIILHO» HUIIN «HCYJOBJICTBOPUTCIIHLHOY.

Mlxana
OLICHUBAHUSA

Onucanue

BeimonHensl Bce BHUABI y4eOHOH paboThl, IpelyCMOTPEHHbIE
y4eOHbIM Iu1aHOM. CTYyAEHT AEMOHCTPUPYET COOTBETCTBUE 3HAHMIA,
YMEHUH, HaBBIKOB IPHUBEJCHHBIM B TaOJMUIAX IOKasaTelseH,
onepupyeT NpUOOPETEHHBIMU 3HAHUSMHU, YMEHUSIMH, HaBbIKaMH,
IIPUMEHSIET UX B CUTyalUsX MOBBIILIEHHOW cioxHOCTU. [Ipn 3TOoM
MOTYT OBITH JOMYIICHHl HE3HAYUTEIbHBIC OINMMOKH, HETOYHOCTH,
3aTpyIHEHUS NPU aHAINTUYECKUX OINEPALMAX, IEPEHOCE 3HAHUU U
YMEHHH Ha HOBbIE, HECTAHJAPTHBIE CUTYALIHH.

OTIINYHO

BremmonHeHsr Bce BUABI y4eOHOH paboTHI,
yueOHbIM  mnaHoM.  CTyIZeHT  JeMOHCTpUPYET  HEMOJHOE,
MPABUIBLHOE COOTBETCTBHE 3HAHMUIA, YMEHUH, HaBBIKOB
MIPUBEJICHHBIM B TaOMUIAX MOKa3aTenel, In0o ecau mpu STOM ObLITH

JIOITYIICHBI 2-3 HECYIIECTBEHHBIC OIINOKH.

MIPEyCMOTPEHHbIE

Xopomo

BreimmonHeHsl Bce BHUABI y4eOHOH paboTHI, IperyCMOTPEHHBIE
yueOHbIM Tu1aHOM. CTYZEHT IeMOHCTPUPYET COOTBETCTBUE 3HAHUM,
Y 10BIETBOPUTEIBHO B KOTOPOM OCBELIEHa OCHOBHas, HaubOojee BaXHas YacThb
MaTepualia, HO MpU 3TOM JIONYyIlEeHa OJHA 3HAa4YMTEIbHAs OIIMOKa
WU HETOYHOCTb.
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He BwimonHeH omuH wiu Oojiee BUAOB Y4eOHOM paboOTHI,
MPEeIYyCMOTPEHHBIX Y4e€OHBIM IUIaHOM. CTYIEHT JIEeMOHCTpUPYET
HETOJIHOC COOTBETCTBHE 3HAHWH, YMCHHA, HABBIKOB MPUBEICHHBIM
B Ta0NHIax MOKAa3aTeNel, MOMYyCKAIOTCS 3HAYUTEIbHBIC OIIMOKH,
MIPOSIBIIICTCS OTCYTCTBUE 3HAHWW, YMEHHWH, HABBIKOB IO PSIY
HOKa3aTCHCI>'I, CTYI[CHT HUCIIBITBIBACT 3HAYUTCIIBHBIC Sany,Z[HeHI/IH
MIPH ONCPUPOBAHUM 3HAHUSAMH W YMCHHSMH IPU UX MEPEHOCE Ha
HOBBIC CI/ITyaI_[I/II/I.

HeynosneTBopuTtenabHO

7.3 OueHo4HbIe CpeacTBa
7.3.1 Tekyuuii KOHTPOJIb

Texymui KOHTPOJIb YCIIEBAEMOCTH CTYIEHTOB OCYLIECTBIAETCSA B IIPOLIECCE MPOBEICHUS
71a00paTOPHBIX pabOT, MPOMEKYTOUHBIX TECTOB U KOHTPOJIBHBIX Pa0OT, MOATOTOBICHHBIX B PAMKax
CaMOCTOSITEJILHOM PabOTHI IO TEMaM.

Bonpocsl kK KOHTPOJIBHEIM paboTam

Haiite o60mee mnoHsATHEe KpuUntorpaguu. B dYeM COCTOUT CYHIHOCTh MIH(POBAHUA U
nermudpoBanus naopmaun?

CooTHecute MeXay COO0H MOHATUS «KpUNTOrpadus», KKPUNTOAHATIN3» U «KPHUITTOJIOTHUS.

[TpuBenuTe UCTOPUUECKHUE TPUMEPHI 3apOXKICHUSI KpUITOrpaduu.

OxapakTepu3yite JOHAYUYHbIH Mepro pa3BUTUs Kpunrorpaduu. PaccMoTpure nepsbie mupbl
3aMEHbI U MIEPECTaHOBKH.

C kakoro BpeMeHHU Hauajcs Hay4yHbIH Nepuo]] pa3Butus kpunrorpaduu? Kakue coObiTust cTamm
JUTSL 3TOTO ONPEESIOIUMHU?

Yem omnpenensieTrcss KpunroctokocTs mmpposanus? Kakme npyrue  TpeGoBaHus
MPEIBbABISAIOTCS K IHPPOBAHUIO?

B yem cocrout mpaBmino Kepkrogpgca? [louemy 310 mpaBuiio siBisieTcss OOIICTIPUHSATHIM B
kpunrorpaduu?

Korna mnosiBunmace kpunrorpadus ¢ OTKPBHITBIMH KIIOYaMHM M TiepBas peajibHas CUCTEMa
mudpoBaHus?

Kakux Beigaromuxcs kpunrorpagos XX B. Bel 3HaeTe?

Yem oTauvaroTcs MOAXOAbI K 00ecredeHnto 0e301macHoCTH nHpopMaIuu B Kpunrorpaguu u B
creranorpaguu?

Yro oOmiero m B 4eM OTIMYHE KpUNTOrpaduuecKoro mpeodOpa3oBaHusi HHGOPMAIIMH OT
KOJIMPOBAHUs €€ TPH 3aIIUTE OT CIyYalHBIX yrpo3 0€30macHOCTH?

Kaknmu metogamu obecrieunBaeTcsi KOH(UICHIUATLHOCTh HHGOpMAITUn?

Uro Takoe 1eI0CTHOCTh HHpopMaun?

JaiiTe onpeneaeHue UMUTOCTOUKOCTH mudpa.

Urto takoe umuTOoBCcTaBKa? J[)1s1 KaKMX LieJel OHa UCTIOIb3yeTCs?

Jls kakux acrekToB HHGOPMAIMOHHOTO B3aUMOAECHCTBUS He0OX0o1MMa ayTeHTuuKanus?

J1Ba oCHOBHBIX TpeOoBaHUs K XdUI-QyHKIHUSIM. [IpOTHB KakMX aTak OHM HampaBJIEeHbI?

Kakwue cpenctBa ncnonb3yrores 11 obecredeHsi HEBO3MOKHOCTH OTKa3a OT aBTOPCTBa?

Uro 03Ha4aeT CBOMCTBO OJJHOCTOPOHHOCTH KPUNTOTpapruecKoi Xau-QyHKIumn?

B dem cyTh peBapuUTEIbHOTO pacupeaeaeHus KIouen?

Uro Takoe cepTu(UKaT OTKPHITOrO KiIroda?

Jlnst yero ucnosib3yeTcsa cxema pa3JieleHus cekpera?

[IpuBenure knaccudukanmioo METOAOB IMMEGPOBAHUS B  3aBUCHMOCTH OT  cmoco0a
npeoOpa3zoBaHusi HHGOPMAIIHIH.

Uro Ttakoe muQpBennynHa, muppoOdO3HaYeHNE U KaK 3TH MOHATUS COOTHOCATCS?
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Kakne 0coOeHHOCTH XapaKTepHbl JUIsl METOAOB IIU(GPOBAHHUS C CUMMETPHUUYHBIM KIIOUOM M
HECUMMETPUYHBIM (OTKPBITHIM) KIIFOUOM?

YeM oTIMYAIOTCS CUMMETPUYHBIE IU(PPCUCTEMBI OT ACUMMETPUYHBIX ?

[osicHnTe Ha MpUMepe CYIMIHOCTh MHU(POBAHUS METOIOM 3aMEHHBI.

[TpuBenure mpumepsl MK(POBAHUS METOJAMHM IEPECTaHOBKU. UTO O3HAyaeT MapuipyTHas
nepecTaHoBKa?

[TosicHuTe CYIIHOCTh TaMMHPOBAaHHUS KaK cHoco0a KpunTorpaduyeckoro mnpeoOpa3oBaHUS
uHpopmanuu. YTo ABISETCS MPU ITOM KIIOYOM MH(poBaHus?

[Touemy anauTHBHBIE METOABI IUGPOBAHUS OTHOCATCA K IIH(pamM raMMHUPOBaHUs?

K kakomy knaccy mugpoB OTHOCSATCS aHATUTHYECKUE CIIOCOOBI UG pOBaAHUS?

[TpuBenure npumep muUdpa NepecTaHOBKH, KOTOPBIH MOXKET paccCMaTpUBaThCs M KaK OJOYHBIN
mudp 3aMeHbI?

C xakuMU 1EeJIIMH B KpUITOTpapuu BBOAATCS MOJIEIN OTKPBITHIX TEKCTOB?

Kakue moaxoapl HCIIONB3YIOTCA JJIsl pACIIO3HABAHUS OTKPBITBHIX TEKCTOB

Kaxkoe nmpaBmiio 1€XUT B OCHOBE BCeX MIMGPOB MEPECTAHOBKHU ?

Uro sBiIsieTCs KIIOYOM MU pa NepecTaHOBKU?

HazoBuTe OCHOBHOM HEOCTATOK MIKU(PPOB MEPECTAHOBKH.

[IpuBenute nmpumep mudpa nepecTaHOBKH, KOTOPHII MOKET pacCMaTPUBATHCS M KaK OJIOUHBIH
mudp 3aMeHbI?

Kak onpeaenuts mo KpUnTorpamMme, MOJTy4eHHON C MOMOIIBIO IIH(pa BEPTUKAIBHOM
NIEPECTAHOBKHU, YUCIIO KOPOTKUX CTOJIOIOB 3aII0JIHEHHOT'O OTKPBITBIM TEKCTOM OCHOBHOTO
IPSIMOYTOJIbHUKA?

Kakue cBolicTBa OTKPBITOrO TEKCTA MCIIOJIb3YOTCS IPU BCKPBITUH MIU(Pa IEPECTAHOBKU?

Kakue mmdpsl Ha3pIBatoTCS MUppPaMu MPOCTON 3aMeHbI?

[TpuBenure npumep mudpa nepecTaHOBKU, KOTOPIM MOKET pacCMaTPUBAThHCS U KaK OJIOUHBIN
mudp 3aMeHbI?

Yro siBriseTcst kimrouoM mudpa nmpoctoit 3ameHbi? KakoBo MakCHMaIbHO BO3MOKHOE YHCIIO
KJIrouelt mugpa npocToit 3aMeHbI?

Yro Gonee 1esnecoodpa3Ho A1 HAJISKHOM 3alUThl UH(OPMAIMK: apXUBALUs OTKPBITOTO TEKCTa
C MOCJIEAYIOMIUM MK(POBAHUEM WIH NIM(PPOBAHUE OTKPHITOIO TEKCTA C MOCIEAYIOMIEeH
apxuBaruen?

Nmeer nu mmdp [Imdiidepa skBUBaICHTHBIE KIIOYH, TO €CTh TAKHE KIIOYH, HA KOTOPBIX JIOObIE
OTKPBITBIE TEKCTHI IUPPYIOTCS OAUHAKOBO?

Kakne mmdpst HazpiBatoTcss omodonamu? [Ipusenure npumep.

K xaxum mmdpam otHOCHTCS cuctema mmdposanus [letpa [ «ubupey»?

Kakne mmdpsl Ha3bIBatoTCs muppaMu MHOTO3HAUYHOM 3aMeHbl? [IpuBeauTe mpuMepsl.

SBnsercs mu mmdp MPoONopIHOHATHLHON 3aMeHbI OMO(DOHOM?

[osicHuTe, YTO BB MIOHUMAETE MO/ COBEpIIEHHBIM InppomM. [IpuBenuTe mpumMepsl.

[Touemy mmdp Tpuremus, nexammii B ocHoBe Immdpa BuxeHnepa, He sBaseTcs MmHUbpOM
raMMHpOBaHus?

[Touemy HamOXeHHWE HA OTKPBITBIA TEKCT TaMMBbI, MPEACTABIISIONIEH COOOW MEPHOIUYECKYIO
MIOCJIEIOBATEIBHOCTD HEOOJIBIIOTO IEpHO/a, HE TAeT HAJAEKHOM 3aIIUThI?

[Touemy HeIOMyCTMMO MCIIOJB30BaTh JBAXKIbl OJHY MU Ty K€ raMMmy (Jaxke CllydyailHyl0 U
PaBHOBEPOATHOCTHYIO!) /15t 31U (POBAHUS PA3HBIX OTKPHITHIX TEKCTOB?

[lepeuncnnure oCHOBHBIE TPEOOBAHUS K TaMMe.

KakoBbI ¢ TOukH 3peHHs KpUNTOTpaguu MPEeUMYIIECTBA U HEJOCTATKU Nepexoaa K OJIOYHOMY
mudpoBaHUIo?

Kak peammsyercs mnpemnoxennslid K.IIIeHHOHOM TNpUHLIMIT — «IEpPEMEIIMBAHUSY  TPU
NPaKTUYECKOHN pean3aliy aJIrOpuTMOB OJIOYHOTO MN(POBaAHUA?

KaxoBsl ocHOBHBIE HeocTaTku anroputMa DES, 1 KakoBbI yTH UX yCTpaHEHUs?

B kakux ciyuasx MOXXHO PEKOMEHJI0BAaTh MCIOJb30BaTh OJOYHBIN MIH(P B peKUMe MPOCTON
3aMEHBI?



59.

60.

61.
62.

63.
64.

65.
66.
67.
68.
69.

70.
71.

72.
73.
74.
75.
76.
77.
78.
79.
80.

81.
82.

17

OT Kakux MOTEHUUANbHBIX C1a0OCTel MO3BONAET W30aBUTHCA MCIOJIL30BAHUE OJIOUHBIX
mr(POB B PeKUMAX MUPPOBAHUS C OOPATHOH CBS3BIO?

B uyem 3awitoyaroTcsi JOCTOMHCTBA M HEAOCTAaTKM CHCTEM IIOTOYHOrO IH(POBaHUS IO
CPaBHEHHMIO C OJIOYHBIMU KU ppamMu?

[Touemy Bo3HMKaeT mpoOIeMa CHHXPOHHU3ALNUU OTOYHbBIX MH(poB?

Kakue npuumHbl 00YCIOBMIM IIMPOKOE MCIONb30BAaHUE JMHEMHBIX PETUCTPOB CJABHUra B
Ka4yecTBE YIPABIAIOUIMX 0J0KOB MOTOYHBIX MIMppcrcTemM?

[IpoBeauTe cpaBHUTEIBHBIN aHanu3 anroputMoB mudposanust RC4 u RCS.

[lepeuncanre OCHOBHBIE PEKUMBI PAOOTHI, IPEAYCMOTPEHHBIE B POCCUIHCKOM CTaHIapTe
mupoBaHUS TaHHBIX

B 1eM cocTosAT npeumyIiecTBa CUCTEM C OTKPBITBIMU KIIFOYaMU epel CUMMETPUUHBIMU
mmdpcucremamu?

CJI0’)KHOCTBIO KaKOW MaTEMAaTHYECKOM 3a1a4M ONPEIETAETCS CTOMKOCTh cUCTEMBbI RSA?

Kakwue TpeboBaHus npebsaBiIsioTes K KitouaMm B mugppe RSA?

K xakomy Tuny mugpoB NpuHAUIEKUT CXeMa MNU(POBAHUS, UCIIOIb3yEeMasi B CUCTEME DJlb-
l'amansa? B yem ee npeumyuectna?

CloXHOCTBIO KaKOW MaTeMaTHYECKOM 3a7ja4 OMPEAeIIAeTCS CTOMKOCTD MU(PCUCTEMBI DJThb-
lamans?

HazoBute HemocTaTku cxeMEbl Dib-1 amais.

Kakue npo6aembl nHQOpMaIIMOHHON 6€30MaCHOCTH MOYKHO PEIIUTh C MOMOILBIO
aCUMMETPUYHBIX MIH(POB.

W3noxute NpuHIUIHAIBHYIO CXEMY OPTaHU3aIlMH CEKPETHOM CBS3M C MCIIOJIb30BAaHHEM
MIHA(PCUCTEMBI C OTKPBITHIM KIIFOUOM.

Kakum 00pa3oM ¢ momorpio KpunrocucreMbl RSA MOXKHO opraHu3oBath nepeaauy
COOOIIEHUH, TIOJITTMHHOCTH KOTOPBIX MOT ObI IIPOBEPHUTH JTFO0O0M MOTydaTess?

Kakum 00pa3oM ¢ momorpio KpunrocucreMbl RSA MOXKHO OpraHu30BaTh nepeaavy
COOOLIEHUH, MOATMHHOCTh aBTOPCTBA KOTOPBIX MOKHO IIPU HEOOXOIMMOCTH 10Ka3aTh?

UYro oburero Mex 1y 00buHON U M(poBoii moanuchio? UeM OHU pazIryaroTcs?

Kaxkue 3aaun mo3BoiseT pemuTh udpoBas moanucs?

B d4em 3akmioyaercss MPUHIMIIKANBHAS CIOKHOCTh B TPAKTHUYECKOM MPUMEHEHHH CHCTEM
ndpoBoit moanucu?

[louemy B KpuNTOrpagHUuUecKMX CHCTEMaxX, OCHOBAHHBIX Ha OTKPBITBIX KIIOYaX, HEIb3s
UCIIOJIb30BaTh OJMHAKOBBIE KIHOUX AJIs MUGPOBaHMs U HUPPOBOM MOANUCH?

[IpuBenuTe mpuMep MopsiAKa OTKPHITOTO pacipeaeeHns KIouel 0 KBaHTOBOMY KaHaITy.

KaxoBa mpupoja ceKpeTHOCTH KBaHTOBOM Kpuntorpadum?

[Touemy KBaHTOBBII KpUNITOAHATN3 OBICTPO MOXET BCKPBITH KpUniTocuctemy RSA?

KakoBbl mpo06sieMbl KBaHTOBOM KpunTOrpaduun’?

TECT-BOITPOCBI

Uro sBnsiercs npeameroM Hayku KPUTITOPT ADKA?
A) crioco0Ob! muGppoBaHus U A (PPOBAHNUS;
B) MeToap! cokpeiTHs akTa rnepeaavyn CeKpeTHOW nH(popMaIuu;
B) cioco6s1 peobpazoBanust THPOPMAIUH C LIEJTBIO €€ 3aIUTHI OT HECAHKITMOHUPOBAHHBIX
MI0JIB30BATENEH.

Kpunrocucrema Ha3pIBa€TCsI KPUNTOCHCTEMOM OOIIETO MCTIOIB30BAHMS, €CJIA €€ CTOMKOCTh
OCHOBBIBAETCSI HA CEKPETHOCTH
A) anropuTMOB MHU(PPOBAHKS U paciuGpOBaHNUS;
b) xioua;
B) pexxuma mmdpoBanms.
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Ha xakue nBe rpynmbl MOXKHO Pa3feuTh CUMMETPUYHBIE KPUIITOCUCTEMBI?
A) 0JIOYHBIC U TTIOTOYHEIE;
B) cunxpoHHbIE 1 aCHHXPOHHBIE;
B) anasioroBsic u upOBEIE.

Kakwue coOpITis ciocoOCTBOBANIN Pa3BUTHIO KpHnTorpadun?
A) pOCT TpaMOTHOCTH CPEAU HACEIICHHUS;
B) paznen Teppuropuii, o0pazoBaHue rocy1apcTB, BOWHBI;
B) nepexo kK GpOHETHUECKOMY IMUCbMY, COKpAIllEHUE MOIIHOCTH aj(aBuTA.

[Toyemy mOTOYHBIE MIUQPHI B OOIIEM CITydae 0 CKOPOCTH HAMHOTO TIPEBOCXOIST OJI0OUHBIC
mmdps1?
A) TOCUMBOJIFHOE MU (pOBaHUE MEHEE TPYNOEMKO, YeM IH(pPOBaHUE OOIBITMMH OJIOKAMU;
B) norounoe mudpoBanue He TpeOyeT CXeM CUHXPOHU3ALINY;
B) mudpyromias nociae0BaTeIbHOCTh YaCTO TCHEPUPYETCS HE3aBHCUMO OT OTKPBITOTO TEKCTA HITH
mudpTexcra.

HazoBute ocHOBHYIO Ip0o0OIeMy MpU OpraHU3aluy CEKPETHON CBSI3U B CIy4yae MOTOYHBIX
g pos?
A) npobiiema nepeaun Kirouei Mexay abOHeHTaMu;
B) mpobnema ycTpaneHust OMOOK B TOTOKE MU(PPYyEMbIX TaHHBIX;
B) npoGiieMa CHHXpOHM3ALNHU MTOTOKA MIH(PPYEMBIX TaHHBIX.

Kewm Obinia peyioxkeHa neppasi IpakTHYeCKas peain3anus KpunTorpaduu ¢ OTKPBITHIM
KJIFOUoM?
A) Yurpungom dupdu (Whitfield Diffie) u Maptunom Xennmmanom (Martin Hellman) u Pansgom
Mepxkaewm (Ralf Merkle);
B) Ponansnom PaiiBricrom (Ronald Rivest), Aau lllamupom (Adi Shamir) u Jleonapaom
Annemanom (Leonard Adleman);
B) ladu N'ompBaccepom (Shafi Goldwasser) u CunpBuo Mukamu (Silvio Micali).

K kakoii rpynne mmmdpos otHocurcs mupp CLIUTAIJIA?
A) mmdp 3aMeHBHI;
B) mm¢p nepecraHoBKH;
B) xoMOuHUpOBaHHBIH H)D.

Cnoso KPUIITOI'PA®U A 3ammdpoBano kinaccudeckum mudpom Llesaps. Beibepure
COOTBETCTBYIOIIUH IIH(PPTEKCT.
A) YBTOUT'CBUbTh;
B) ®CXKBJIBIKCIIOXIO;
B) HYJII' XCXYTYJIb.

[Tpn mmdpoBaHUM OTKPHITOTO TEKCTA €0 OYKBBI 3aMEHSIOTCS AapOl YUCEN, COOTBETCTBYIOLINX
HOMEpaM CTOJIOIIOB U CTPOK JaHHOM OykBbI B TaOnuie. Kak Ha3piBaeTcs 3TOT mudp?
A) pemerka Kapnano;
B) kBanpar [TomuOus;
B) ta6muma Ilopro.

Kax naspiBasncs mmdp, Ha OCHOBE KOTOPOT0 ObUT CO3/IaH OJMH U3 HauOoJee CTOMKUX BOCHHO-
Mopckux mudpos Bennkobputanuu Bo Bpemst Bropoit MupoBoii BOHbI?
A) pemerka Kapnano;
B) kBanpar [TomuOus;
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B) Tabnuna IlopTo.

[Tpy KakuX yCIOBHSIX BOCCTAHOBUTH TEKCT IO KPUIITOTPaMMeE KPUIITOAHAIUTUKY CTAHOBUTCS
NPUHLUINNAATBHO HEBO3MOXKHO?
A) ecnu mMdpoBaHUE «CTUPACT» U30BITOYHOCTD;
bB) ecniu ucnionb3yeTcs JJIMHHBIN KITFOY;
B) ecu anroputm mmdpoBaHUsS HEM3BECTEH.

Kak Ha3bIBarOTCS UCTIONB3YEMbIE B KPUNITOTPA(UH MOJICITH OTKPBITOTO TEKCTA, YUUTHIBAIOIIHE
3aBUCHUMOCTH OYKB T€KCTa OT MPEABLAYIIHX OYKB?
A) MO3HAYHBIE MOJIENIN OTKPBITOIO TEKCTA;
B) BeposiTHOCTHBIE MOJIeNH K -r0 TpUOIMKEHNUS;
B) MapkoBckre MOJIeSId OTKPBITBIX TEKCTOB.

Kto B Poccun pykoBoaun pazpaboTtkoit TenedoHHoro mudparopa?
A) B.A . KoTenbHHUKOB;
b) A.H.Konmoropos;
B) b.b.IlnoTpoBckuii.

B uem cocrout ocHoBHO# npuHIun Kepkrohdea?
A) KOMIIPOMETAIHs CHCTEMBI HEe JIOJDKHA MTPUIHHATH HEYA0OCTB KOPPECIIOHACHTAM;
B) Heo6xoumo, 4TOOBI KpUNITOCHCTEMA OBLIA IPOCTOM B HCIOJIB30BAHUH, U €€ IPUMEHEHUE HEe
TpeOOBaJIO COOIOICHHUS TTMHHOTO CIIMCKA MTPaBHUI;
B) y KOppecIoHEHTOB J10JI’KHA OBITH BO3MOKHOCTB IO COOCTBEHHOMW BOJIE MEHATH KIIIOY.

UTo nmoHUMaeTCsl Mo/ KPUITOTpahpUIecKUM MPOTOKOIOM?
A) anropuTm mMU(POBaHMS TaHHBIX TPl Iepeaadeii Mo o0Ie0CTYITHOMY KaHaTy CBS3H;
B) pacnpeneneHHbII adropuT™ pereHus IByMs WK 0osiee y4acTHUKaMU HEKOTOPOi
Kpunrorpaduaeckoi 3a1aun;
B) Habop npasui muppoBaHUs U pacIM(ppOBaHUs KPUIITOCUCTEMBI.

B uem cocrout kpunrorpaduueckas 3aada o0eceueHus IeIOCTHOCTH?
A) TapaHTHPOBAHNE HEBO3MOKHOCTH BHECEHHUS CITyYalHBIX OIHMOOK B MPOIIECCE MepeIadu 1o
KaHaJlaM CBSI3H;
B) rapanTipoBaHie HEBO3MOXHOCTH HECAHKIIMOHUPOBAHHOT'O U3MEHEHUsI HHPOpMaIUY;
B) 06a oTBeTa BEpHHI.

Kakwne meTozp! pazpabaThIBalOTCS C LENbl0 00ecrieueHHsI ayTeHTUPUKAIUN?
A) MeToBI TOATBEPKICHHUS MOJJTMHHOCTH CTOPOH M cCaMOi HH(POPMAIIMH B TIPOIECCe
UH(POPMALMOHHOTO B3aUMO/ICHCTBHS;
B) MeToap! MpUCBOEHNST YHUKABHOTO WIAESHTH(HUKATOPA B3aUMOICHCTBYIOIITUM CTOPOHAM U CaMOM
UH(POpPMAaLIKK B MpoLecce HHPOPMAIIMOHHOTO B3aUMOCHCTBUS;
B) 06a oTBeTa BEepHHI.

Kaxkoit MexaHu3M UCIIONB3YeTCs A1 00eCTIeYeHUsT HEBO3MOKHOCTH OTKa3a OT aBTOPCTBA UITH
MPUIUCHIBAHUSI aBTOPCTBA?
A) MEXaHU3M CHMMETPHYHOTO MUGPOBAHUS C IPUBJICUCHUEM apOUTpa;
B) Mexanu3m nudpoBoii moAmucy;
B) 06a oTBeTa BEepHHI.

C yeM cBsI3aHa aKTHBHAs aTaka Ha 3amMppoBaHHYIO HHGOPMAITHIO?
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A) c mpocnynMBaHUuEeM, aHATU30M TpaduKa, IEPEeXBATOM, 3aMUCHIO MEepPeIaBaeMbIX MNP POBAHHBIX
COOOIIIEHHI;

B) ¢ nemmudpoBanueM, T. €. MOMBITKaMH "B3JIOMaTh" 3alUTY C IEJbI0 OBIaIeHUs] HHPOpMAIUEil;
B) ¢ mpepriBaHKEeM mporiecca nepeaadn COoO0EHUH, CO3TaHIEeM TOIIETBHBIX COOOIICHUH,
MoauduKaIyei neperaBaeMbIX COOOIICHUN.

Ot yero 3aBUCHUT BBIOOD criocoba mmudpoBanms?
A) oT 0coOeHHOCTEH mepeaaBacMoil HHPoOpMAIUH (€€ IEHHOCTH, 00beMa, Crioco0a MpeIcTaBICHS,
HE0O0XO0IUMOM CKOPOCTH Mepeayu;
B) oT BO3MOXKHOCTEH BIIaJeINbIEB 10 3aIIUTE CBOCH HH(pOpMaUU (CTOMMOCTD TPUMEHSIEMBIX
TEXHUYECKUX YCTPONCTB, YJOOCTBO UCIIOIBb30BAHMS, HAZEKHOCTh (PYHKIIMOHUPOBAHUS;
B) 06a oTBeTa BEpHHI.

Jiist oOHapy KeHus 1eJICHANIPABICHHOTO HABSI3bIBAaHUS MPOTHBHUKOM JIOKHOW MH(DOpMaIu
A) B niepeaBaeMoi HHGOPMAITUU CTUPACTCS N30BITOYHOCTD;
bB) B nepenaBaemyto nHGOpMAaLKIO BHOCUTCS H30BITOUHOCTS;
B) ncnonb3yercs koA YETHOCTH.

Kax Ha3pIiBaeTcs uncioBass KOMOWHAIINS, UCTIOIb3yeMast JJIsl IPOBEPKH IIEIIOCTHOCTH?
A) UMUTOBCTABKa;
bB) xon ayTeHTH(UKAIMT COOOIICHMUS;
B) 06a oTBeTa BEpHHI.

Kakwue TpeboBaHus NPEABABISIOTCA K KIIFOYEBBIM X3I-QYHKUUAM hi(M)=S?
A) HEBO3MOKHOCTh BEIYUCIICHUS 3HaueHHS hx(M) =S nis 3aganHoro cooOmienuss M 6e3 3HaHUs
kmoua k;
B) HeBO3MOKHOCTB TTOI00PA [JIs 33JaHHOTO co00IIeHUsT M ¢ M3BECTHBIM 3HaUeHHUEM hy (M) =S
npyroro coodOmienust M1, ¢ U3BECTHBIM 3HaueHueM hy (M) =81 6e3 3HaHus KiIro4a k;
B) 06a oTBeTa BEepHHI.

Kaxkoe TpeGoBaHne HaNpaBIeHO MPOTUB CO3/IaHUS MOAAEIbHBIX (C(haOpUKOBAHHBIX) COOOIICHMIA
IIpU aTaKax THUIIA I/IMI/ITaHI/I}I?
A) HEBO3MOKHOCTh BEIYUCIICHUS 3HaueHHS hx(M) =S nis 3aganHoro cooOmienus M 6e3 3HaHus
kmoua k;
B) HeBO3MOKHOCTB TTOI00PA JJIs 33JaHHOTO co00IIeHUsT M ¢ N3BECTHBIM 3HaUeHHUEM hy (M) =S
npyroro coodOimienust M1, ¢ U3BECTHBIM 3HaueHueM hy (M) =81 6e3 3HaHus KiIro4a k;
B) 06a oTBeTa BepHHI.

Kaxkoe TpeGoBaHre HampaBIeHO MPOTUB MOAU(PUKAIINH TEPEIaBaeMbIX COOOIICHHH MPU aTakax
THMa noaMeHa’?
A) HEBO3MOKHOCTh BEIYUCIICHUS 3HaueHHS hx(M) =S nis 3aganHoro cooOmienuss M 6e3 3HaHUS
kmoua k;
B) HeBO3MOKHOCTB TTOI00PA [JIs 33JaHHOTO co00IIeHUsT M ¢ M3BECTHBIM 3HaUeHHUEM hy (M) =S
npyroro coodOmienust M1, ¢ U3BECTHBIM 3HaueHueM hy (M) =81 6e3 3HaHus KiIro4a k;
B) 06a oTBeTa BEepHHI.

Kaxkas mpoBepka o3HayaeT ayTeHTU(PUKAIIMIO CEaHCa CBS3U?

A) nipoBepKa LEIOCTHOCTH COEIMHEHUSI, HEBO3MOXKHOCTHU MTOBTOPHOM Nepeaaun JaHHBIX

IPOTUBHHUKOM, CTOPOH B3aUMO/ICHCTBUS;

B) npoBepka 11e10CTHOCTH COeIMHEHHS, HEBO3MO>KHOCTH TIOBTOPHOM TepeIadn JaHHbBIX
IPOTUBHUKOM, CBOEBPEMEHHOCTH NEPEAady JaHHBIX;

B) 06a oTBeTa BEpHHI.
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Kakoe cpencTBo SBIsICTCS OCHOBHBIM CPEICTBOM ISl IPOBENCHUS HACHTU(DUKAITIH?
A) IPOTOKOJIBI OJJHOCTOPOHHEN MACHTU(DHUKALNH;
B) npoTtoxosbl B3auMHON UAEHTU(DUKALINY;
B) 06a oTBeTa BEpHBI.

Kak BRINISINT 1T POBast MOAMUCH JJI COOOIICHMUs?
A) 4HUCII0, TOJTYYEHHOE B PE3YJIbTaTe XEINPOBAHMS, IPUMEHEHHOTO K 3TOMY COOOIIECHUIO;
B) uncio, mojydeHHOE B pe3yJibTaTe KPUNTOrpahuISCKUX MPeoOpa3oBaHmid, IPUMEHEHHBIX K
TOMY COOOIICHHIO;
B) xon ayTeHTHUKAIIMN COOOIICHHMS.

J151s yero NpuMEHSI0TCS CIIEUAIbHBIE CUCTEMBI NIPEABAPUTENBHOTO paclpeieSICHUs KITrouen?
A) 1ipu GOJIBIIOM YHCIIE B3aMMOACHUCTBYIOIIUX CTOPOH TpeOyeTcs mpeaABapUTeIbHAast pacChlIKa
3HAYUTENILHOTO 00beMa KIIF0UeBOM HHPOPMAIMK U MTOCIEAYIOIIee €€ XPaHEHUE;
B) onpenensercs nopsAaoK UCIIONb30BaHMSI, CMEHBI, XPAHEHHUS U apXUBUPOBAHUS, PE3EPBHOTO
KOIUPOBAHUS M BOCCTAHOBIICHUS, 3aMEHBI WM U3BSTUS U3 0OpaIeHHs] CKOMIIPOMETHPOBAHHBIX, a
TaK)K€ YHUUYTOKECHHUS CTAPBIX KIIIOYEH;
B) npenycmatpuBaeTcs pacpeieieHUE U XpaHEHHUE HE CaMUX KIIF0YEH, a HEKOTOPOI MEHBIIIEH 10
00bemMy nH(OpMAILIUY, HA OCHOBE KOTOPOH KaXk/lasi CTOPOHA MOKET BBIUMCIIHUTH KITFOY JJIs
B3aUMOJICUCTBUS C IPYTOll CTOPOHOM.

Kakum o6pazom Harboee mpocTo MOXKHO OCYIIECTBUTh pacpeiesieHUue KIFoUeh sl CETeH ¢
OOJBIINM KOJTHYECTBOM a00OHEHTOB?
A) B cucTeMax npeBapUTEIHLHOTO PACIIPEICTCHUSI CEKPETHBIX KIIFOYEH;
B) B cuctemax OTKpBITOrO pacipeesieHusl CEKPETHBIX KIIIOUEH;
B) 06a oTBeTa BEepHHI.

Yro Takoe cepTudUKAT OTKPHITOTO KiIto4ya?
A) Habop JaHHBIX, 3aBEPEHHBIX HU(PPOBOM MOANUCHIO LIEHTPA CEPTU(PUKALINY, U BKIIOYAIOLIHIIHA
OTKPBITHIM U CEKPETHBII KITFOUH, UM ITOJIb30BATENS, UMS CEPTUPHUKAMOHHOTO LIEHTPA, HOMEP
cepTuduKaTa, BpeMs AeUCTBUS cepTu(duKara, npeHazHaueHHue OTKPHITOTO Kitoya (HudpoBast
MOJMHKCH, MU(pOBaHUE);
B) nHaGop naHHBIX, 3aBEPEHHBIX I1€YAThIO LIEHTPA CEPTU(UKALINY, U BKIIOYAIOLINI OTKPHITHIA KITI0Y,
CIIMCOK JIONOJTHUTEBHBIX aTpUOyTOB, IPUHAUICKAIINX AOOHEHTY, U IIpeTHa3HAYCHNE OTKPBITOTO
KJII0Ya;
B) HaGop naHHBIX, 3aBEPEHHBIX ITUGPOBOM MOAMUCKHIO IIEHTPA CEPTUHHUKAIINK, U BKIIOYAIOIIAN
OTKPBITBIN KJIF0Y U CIIMCOK JIOTIOJIHUTEIBHBIX aTPUOYTOB, IPUHAJICKAIINUX A0OHEHTY.

Uro 03HaYaeT TEPMHUH MOLTHOCTH ajdaBuTa’?
A) KOJTMYECTBO CUMBOJIOB B OTKPBHITOM aji(haBUTE;
B) 4ncino BO3MOXXHBIX KOMOMHALIMH CUMBOJIOB OTKPBITOTO an(aBuTa;
B) xonnyecTBO mM(pBETUINH OTKPHITOTO ajaBUTa.

K xaxomy knaccy mmdpoB oTHOCHTCS mU]p, €cu PparMeHT OTKPHITOTO TeKCTa (OTACIbHBIC
OyKBBI MJIH IpyTIa OyKB) 3aMEHSIOTCS HEKOTOPBIMU X SKBUBaleHTaMH (OykBaMu, nudpamu,
CHMBOJIaMU WJIM MX KOMOUWHaIuew) B mudprekcre?

A) mmdpsl 3aMeHBI;
B) mmdpel mepecTaHOBKH;
B) KOMITO3UIIMOHHBIE IIU(PHI.
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K kakomy knaccy mm@poB oTHOCHTCS MDD, ecii OYKBBI OTKPBHITOTO TEKCTa MPH MU POBAHUN
KaKMM-HHUOYIb CIOCOOOM IEPECTaHABINBAIOTCS, TO €CTh U3MEHSIETCS TOJIBKO MOPSAIOK CIEA0BAHUS
CHUMBOJIOB OTKPBITOTO TEKCTa?

A) mdphI 3aMEHBI;
B) mmdps1 nepectaHOBKY;
B) xoMmo3uImoHHbIe MTUPHL.

Uro cnenyer Aenathb i yBEIHUEHHs] KpUITOCTOMKOCTH Imugpa?
A) yBEIMUYHMBATH Pa3HUILy MEXIY YUCIOM IU(PBEINYNH U YUCIOM OyKB B andaBure;
B) 6osiee paBHOMEpHOI1 10HKHA OBITH JHarpaMMa IMOBTOPSIEMOCTH 3HAKOB IU(PPTEKCTA;
B) 06a oTBeTa nMpaBUIILHEI.

J71st 9ero uCcmoab3yroTcs 6J109HbIe UG PHI?
A) U1 yBeTMYEHUS KOJMYECTBA N (PPBEIUYHH;
B) nyist yBenuueHus CKOpocTH mu(poBaHHS;
B) 06a oTBeTa MpaBUIIBHBL.

B uem cocTouT OCHOBHOE MPEUMYIIIECTBO ACHMMETPUYHOTO MU POBAHUS TIEPET
CUMMETPUYHBIM?
A) HET HeOOXOIMMOCTH B Mepeiade CEeKPETHOTO KIIF0Ua, KOTOPBIA MOKET OBITh MepexBaueH
37I0YMBIIIJIEHHUKOM;
B) Gonbiiast Tpy1I0€MKOCTh TTOCIEAHETO U, KaK Pe3yJIbTaT, MEHBIIINE CKOPOCTH MPH MU(DPOBAHNH;
B) 06a oTBeTa BEpHHI.

Kaxkue mmdpsl Ha3piBatoTcss oModoHaMu?
A) mmdpbl MHOTO3HAYHON 3aMEHBI;
B) MHoroandasuTHBIE TIUDPHI;
B) mudpsl raMMupOBaHUS.

Yro Ttakoe mudpBennyrHa’?
A) 9HCII0 BO3MOXHBIX SKBUBAJICHTOB JUIS 3aMEHBI OTKPBITHIX CHMBOJIOB;
B) sxBUBasIeHTHI B IU(PPTEKCTE, 3aMEHSIOIINE CUMBOJIBI JTH TPYIIIBI CHMBOJIOB B OTKPBITOTO
TEeKCTa;
B) OTKpBITHIH TEKCT Nepe MU(POBaHUEM MIPEICTABIISACTCS B BUJE MTOCIEI0BATEILHOCTH
«TIOJICIIOBY», HA3BIBAEMBbIX IH(PPBEININHAMU.

C kakuMu 1eIsIMU B KpUOTOrpaduu BBOASTCS MOJENIN OTKPBITHIX TEKCTOB??
A) city’)KaT OCHOBOH JIJIsl aBTOMATU3aIlMU TPOIIECCOB KPUTITOAHATN3a I (PPTEKCTOB;
B) ciayxat oCHOBO# B mpoIiecce N3y4eHUs: KpUIITOCTOMKOCTH Pa3IMUHbBIX CHCTEM MU(POBAHNUS,
B) 06a oTBeTa BEpHHI.

K kakomy knaccy mugppoB OTHOCATCS aJAUTUBHBIC METO/IbI ITM(PPOBaHUs?
A) oMO(OHBI;
B) mm¢psl MHOr03Ha4HOM 3aMEHBI;
B) mmudpel raMMupoBaHus.

K xaxomMy kiaccy mu@poB OTHOCSTCS aHAIUTHYECKUE CTIOCOOBI MU(poBaHUs?
A) mmdpsl 3aMeHBI;
B) mmdper mepecTaHOBKH;
B) mapuipyTHbIe IEPECTAHOBKH.

Kakwue u3 npuBeieHHBIX MU(PPOB SABIAIOTCS MU(PAMU TIEPECTAHOBKHU?
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A) pemerka Kapaano;
b) xBagpat [lonubus;
B) Tabnuna IlopTo.

Kakue u3 npuBeieHHBIX IIH(PPOB SBIAIOTCS MUPpPaMU 3aMEHbI?
A) RSA;
Bb) AES;
B) 'OCT 28147-89.

Kakwue cBoiicTBa OTKPBITOIO TEKCTA UCTIONIB3YIOTCS MPH BCKPHITUU MU(Pa IEPECTAHOBKHU?
A) OTrpaHHYCHHEM MOJKET HOCITYKUTh TOSBICHHE 3aIPETHRIX OUrpamM;
B) nauGonee yacteie OUrpaMMBbl OTKPBITOTO TEKCTA, KOTOPbIE MOKHO COCTABUTH U3 OYKB
paccMaTpuBaeMoro mu(poBaHHOTO TEKCTa;
B) 06a oTBeTa BEpHHI.

Kaxkas n3 MmaTeMaTHuecKux MOJiesield COOTBETCTBYET aNroputMy mudpa Ardar?
A) Yij=1j;
B) Yi = Xi+3(mod n);
B) Yi= X@-i+1).

O 3 B~

1
3ammdpyiTe ¢ TOMOIIBIO MATPUYHOTO IHdpa ¢ KIFYeBON MaTpuret A =| 3
6

U(PPOBOro HIKBUBAJIIEHTA OYKB OTKPBITOIO TEKCTa CIIOBO 3a0a8da.
A) 28,35,67,21,26,38;

b) 24,38,42,21,32,46;

B) 12,32,7634,17,19.

Yro Gosee 11erecoodpa3Ho s HaASKHOU 3aIUThl HHGOpMAIuu?
A) apxuBaIusi OTKPHITOrO TEKCTA C MOCIEAYIOIINM;
B) mudpoBanue OTKPHITOTO TEKCTA C MOCIEAYIONIECH apXUBaITUEH;
B) He umeet 3HaUeHMUS.

K kakum mmdpam otHocutes cucrema mudposanus [letpa I «upupp»?
A) oMO(OHBI;
B) mm¢ps1 OurpaMmMHO# 3aMEHBI;
B) mmudpsr mpocToii 3aMEHBI.

Ha xaxom crioco6e mmgppoBanust Obi1 ocHOBaH Ourpammusti mmdp [lmiidgepa (Playfair,
Benukobpurtanus), npuMmensiBiniics Benukoopurtanueit Bo Bpems I[lepBoit MupoBoii BOHBI?
A) crioco6 mmdpoBaHUs COCTOST B pa30UBKE BXOJHOTO TEKCTa HA OMTPaMMBI;
bB) Ha 103yHroBoM crnioco6e 3amnoiHeHus UuQpPTadIULbL;

B) 06a oTBeTa BEpHHI.

Kakue mmgps! oTHOCATCS K KH(ppaMu MHOTO3HAYHOM 3aMEHbI?
A) mudp Buxenepa u mudp Tputemus;
B) mm¢p [Mmiidepa n mmdp Xumna;,
B) mmdp Bepnama u umdp [opra.

Cdopmynupyiite o0cCHOBHOE TpeOOBaHHE K KpUNITOTpadUIECKH CTOMKOMY TeHEepaTopy
MICEBAOCITYYaHOW MOCIEI0BATEIIbHOCTH UJIN TaMMBI.
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A) mepro/1 TaMMBbl JOJKEH OBITh JOCTATOYHO OOJBIINUM IS MG POBAHUS COOOIIEHUHN pa3IuIHON
JUTAHBI;

B) ramma nomkHa OBITH TPYAHO MIPEICKa3yeMOil, T.€. €CITH U3BECTHBI TUI T€HEPaTOpa U KyCOK
raMMBbI, TO HEBO3MOXKHO MPEJCKA3aTh CICIYIOIIHA 32 STUM KyCKOM OUT raMMBbI ¢ BEPOSTHOCTHIO
BBIIIIE 3aJTaHHON.

B) 00a oTBeTa BepHBI;

[IpuBeauTe mpuMep COBEPIICHHOTO MK (pA.
A) mmudp Brmkenepa ¢ caMOKIIOYOM;
B) onnopazoseiit 6mokHOT [leHHOHA;
B) cucrema Beprama miist tenerpada ¢ 6ymMakHbIM KOJIBIIOM, COJIEPIKAIIIMM TaMMYy.

Kaxkue mudps! apistiroTcs mudpaMyu raMMUAPOBaHUS ?
A) umdp Tpuremus;
b) mmudp Buwkenepa;
B) 06a oTBeTa BEpHHI.

[To kakoMy MOJyJTIO IPOU3BOIUTCS CYMMUPOBAHUE F'AMMBI C OTKPBITBIM TEKCTOM B PEXXHUME
rammupoBanus ['OCT28147-89?
A) CyMMHpOBaHHE 110 MOZYJIIO 2;
B) cymMMupoBaHue 1o Moxymo 2°%;
B) 06a oTBeTa BEpHHI.

KakoB pa3mep 61o0ka mmgppyemoro Tekcra B kpunrocucteme 'OCT28147-89?7
A) 32 Owura;
B) 64 6ura;
B) I'OCT28147-89 — noTouyHasi KpUITOCUCTEMA.

Kaxkue yHKIIMM BBITIOTHSAET KpUNITOCHCTEMA?
A) ycuiieHHe 3alIMIIEHHOCTH JaHHBIX U 00J1er4eHue paboThl ¢ KPUITOAITOPUTMOM CO CTOPOHBI
YeJI0BEKa;
B) ycunenue 3amuIneHHOCTH JaHHBIX U 00ecrieueHue COBMECTUMOCTH MOTOKA JAHHBIX C APYTUM
IPOrpaMMHBIM 00€CTIeYeHUEM;
B) 06a oTBeTa BEpHHI.

JU1s 9ero B MOTOYHBIX MH(pax MUCTIOIb3YIOTCS PETUCTPHI CABUra ¢ 00pPaTHOM CBA3bIO?
A) 17151 TeHEepaluy KJII0YEBOM MOCIEeI0BaTEILHOCTH;
B) nns opranuzanuu pexuma oOpaTHOHN CBsI3U B OJIOYHBIX MUpPaAX;
B) 06a oTBeTa BEepHHI.

Yro Takoe ckpemObuep?
A) porpaMMHbI€ WM allllapaTHbIE peali3allii FeHepaTopa ICEeBAOCITYYaiiHO TaMMBbI;
B) nporpaMMHbIe HITH anmapaTHBIE pealn3alliy aroOpUTMa, TIO3BOJISIONIETO MU(PPOBATh TOOUTHO
HeTpEepPbIBHBIE MOTOKK HHPOPMALINY;
B) 06a oTBeTa BEepHHI.

B gem cocTout riaBHas npobiaemMa mudpoB Ha OCHOBE CKpeMOJIepoB?
A) CUHXpOHHU3AIMS EePEeNAOIIET0 (KOAUPYIOLIEro) U MPUHUMAIOLIETO (AEKOAUPYIOIIETro)
YCTPOMCTB;
B) xonupytomas nociae10BaTeIbHOCTh OUT IPOU3BOIUTCS U3 HEOOJBIIOr0 HAYAILHOTO 00beMa
uHdopmanuu;
B) Manenbkuil nepuoj raMMal.
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Kakne MeTopl CHHXpOHU3AUH MPUMEHSIOTCS] Ha IPAKTUKE B CHCTEMax MM(pPOBaHUS Ha
OCHOBE CKpemMOs1epoB?
A) noGaBiieHHE B MOTOK HHPOPMALIUU CHHXPOHU3UPYIOLINX OUTOB, 3apaHee N3BECTHBIX PUEMHOMN
CTOPOHE, YTO MO3BOJISET €1 PU OTCYTCTBUH TAKOTO OMTA aKTUBHO HAYaTh MOMCK CHHXPOHU3AIUH C
OTIIPABHUTEIIEM;
B) ucronp30BaHre BEICOKOTOYHBIX T€HEPATOPOB BPEMEHHBIX HMITYJILCOB, YTO MO3BOJISIET B
MOMEHTHI IOTEPHU CHHXPOHHU3AINH MPOU3BOIUTE pacupoOBaHUE TPUHUMAEMbIX OUTOB
nHpopmaruy "mo naMaTu" 6€3 CHHXPOHU3AIUH;
B) 06a oTBeTa BEpHHI.

Kakoit meTon uctonb3yeTcs Ui paHAOMHU3AIH COOOICHUIA?
A) BHECEHHE CITy4aiiHBIX OUT B caM mudpyeMblil ¢aiiin ¢ irHOpupoBaHUEM UX Ha aemudpyromen
CTOpPOHE;
B) mudpoanue ncxomHoro ¢aiina crydaHbIM KIIOUYOM;
B) 06a oTBeTa BEpHHI.

Kaxkue mmdpcuctemspl U3 NEPEUNCICHHBIX HUKE SBIISIOTCS TOTOYHBIMU?
A) AS, SEAL, RC4;
B) DES, AES, Rijndael;
B) RC2, RC5, IDIA .

[lepeuncnure OCHOBHBIE PEKUMBI pabOThI, IPEAYCMOTPEHHBIE B CTaHAapTe UG POBAHUS
mauaberx 'OCT28147-89.
A) TIpOCTOM 3aMEHBI, TAMMUPOBAaHUS, TAMMHUPOBAHMSI C OOPATHON CBSI3bI0, TAMMHPOBAHUS C
00paTHOM CBA3bI0 MO MIU(DP TEKCTY;
B) mpocToii 3aMeHbI, rTaMMUPOBaHUs, TAMMHUPOBAHKS C OOPATHON CBSI3bI0, BRIPAOOTKH
MMUTOBCTABKU;
B) snekTpoHHAas KOJJOBasi KHUTA, CIETIEHUsI OJIOKOB, 0OpaTHas CBSI3b M0 BHIBOAY, OOpaTHas CBS3b
1o mudpTexcry.

[lepeuncnure OCHOBHBIE PEKUMBI PaOOThI, MPEYCMOTPEHHBIEC B CTAHAAPTE MIU(PPOBAHUS
nagHeIx DES.
A) pocToii 3aMeHbI, FTaMMHUPOBaHUs, FTAMMHUPOBAHUS ¢ 00PAaTHON CBSA3bI0, TAMMUPOBAHHS C
00paTHO# CBA3BIO 1O MHUPPTEKCTY;
B) npocroii 3amMeHbl, raMMHPOBaHUS, TAMMHUPOBAHUS C OOPATHOH CBSI3bI0, BBIPAOOTKU
MMUTOBCTABKH;
B) snexTpoHHAs KOJIOBasi KHUTA, CIETICHUs OJIOKOB, 00OpaTHast CBA3b 110 BBIXO/Y, 0OpaTHas CBsI3b
o mudprexcty?

HazoBuTte neicTByromuii cranaapt mudpoBanus B AMepuke?
A) DES;
b) AES;
B) Triple DES.

Kakoit kpunrorpaduieckuii airOpUT™ JIET B OCHOBY cTaHapra mudpoBanus AES?
A) Lucifer;
B) Blowfish;
B) Rijndael.

Kakue u3 nmpuBeICHHBIX KPUTITOTPaPUIESCKUX aITOPUTMOB HCITOJIB3YIOT B OCHOBE CETh
Deiicrend?
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A) DES;
b) Rijndael;
B) 00a oTBeTa BEpHEI.

Yro obmero B cranaaptax DES u 'OCT28147-89?
A) pa3mep 0I10Ka, pa3Mep KiIroda, KOJTHIECTBO IIHKIIOB;
B) pa3zmep 61510ka, mpeoOpazoBaHme, KOJUIECTBO IUKJIIOB;
B) 06a oTBeTa BEpHHI.

Hazosure pa3mep kitoua (B 6urax), ucnoibzyemoro B kpuntocucreme 'OCT28147-89?
A) 32;
b) 56;
B) 256.

[Touemy kpunrorpaduueckuit anroputm ['OCT28147-89 6osee yCTOWUNB K BCKPHITHIO ITyTEM
HOJTHOTO Tepedopa Mo MHOXKECTBY BO3MOKHBIX 3HaUCHHH Kitoua, uem DES?
A) dynkmus mmdposarus ['OCT ropazno cnoxuaee Gynkiuu mudposanus DES;
B) B cruty HaMHOTO OOJBINIEH UTMHBI KITFOYA;
B) 06a oTBeTa BEepHHI.

Yro Takoe manmKecT cooOmenus?
A) pe3ynbpTaTa BEIYUCICHHUS XelI-(PyHKIIUH;
B) nudposoit oTreuaTok nanbIa;
B) 06a oTBeTa BEpHHI.

Kakast MaTemaTnueckas nmpobiema JeKUT B OCHOBE CXEMbI OTKPBITOTO pacipeesCHHs KIFoUen
Huddu n Xennmmana (Diffi W., Hellman M.E.)?
A) onepariyisi BHIYUCIICHUS TUCKPETHOTO Jorapudma;
B) dbaxTopuzarust 60JBIIOTO YKCTa;
B) 06a oTBeTa BEpHHI.

B yeM cocTOUT OCHOBHOE OTIIMUHE ACUMMCTPHUYHBIX KPUIITOCUCTCM OT CI/IMMCTpI/I‘IHBIX?
A) Ut IepeIadu OTKPBITOTO KITF0Ya OT IMOIyYaTelIsi K OTIPABUTENIO CEKPETHBIM KaHAT HE HY)KEH.
BwmecTo Hero ucnosb3yercst ayTeHTUYHBIN KaHasl, FapaHTUPYIOLIHN ITOJIMHHOCTh HCTOYHUKA
uHpopmanuu;
B) nns mmdpoanus u aemm@poBaHus UCTIONB3YIOTCS pa3iInyHbIe KITIOYH;
B) 06a oTBeTa BEepHHI.

HasoBute Hanbonee pacrpocTpaHeHHbIE 00JIACTH MPHUMEHEHNS ACHMMETPUYHBIX
KpUNTOrpagpuyeckux cucrem?
A) accuMeTpHYHas CHCTeMa MCIIOIb3yeTcs A MH(POBaHUS KOPOTKOTO CEaHCOBOTO KJI0Ya, a
UH(POPMALMOHHBIE TOTOKH B TEYEHUE CEaHCa MPUXOIAT 10 CHMMETPUYHOM CUCTEME;
B) accuMeTpuuHast ccTeMa UCTIONB3YeTCs IS I0Ka3aTeIbCTBA NPUHAUISKHOCTH B ClTydae OTKa3a
OTIIPABUTEIIS/TIONTyYaTeNsl OT paHee MepeJaHHOTO/TIPUHATOrO COOOIICHUS;
B) 06a oTBeTa BEepHHI.

Jliist perieHust Kakux 3aJa49 UCTIONb3yeTcsi HU(GpoBast MOAMHUCH?
A) AJI 1O0KA3aTCJIbCTBA MPUHAJICKHOCTH B CIIy4aC OTKa3a OTHpaBI/ITeHH/ [oJIy4uaTeysd OT paHeC
nepeIaHHOTO/TIPUHITOTO COOOIICHHS;
B) niis obecniedeHust ayTeHTU(DHUKAIINN U KOHTPOJIS IETOCTHOCTH,
B) 06a oTBeTa BEepHBI.
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78. SIBisieTcs M BEPHBIM YTBEPKIECHUE, YTO MPUMEHEHUE aCUMMETPUYHBIX CHCTEM B O0IIIEM
CiTydae MPUBOJUT K CYIIECTBEHHBIM 3aJIep>KKaM MpH mudpoBaHuH (110 CPABHEHHIO C
CUMMETPUYHBIMU)?

A) na;
b) ner;
B) 3aBUCHUT OT pa3MepOB UCIOJIb3YEMBIX KIIFOUEH.

79.  Kakum o0pa3zom Bbraucisercs iudposas moanuch?
A) nocienoBaTebHOE BBIYUCIICHNE XeI-PYHKIIMH OT UCXOIHOTO COOOUICHHS U IIH(ppPOBaHUE
MOJTyYEHHOTO 3HAYCHHUSI HA CEKPETHOM KJTFOUE OTIpaBUTeNs (WK pacmudpoBaHie Ha OTKPBITOM
KJIIOYE MPU MPOBEPKE MOIHUCH);
B) nocnenoBarenpHOE MIHPPOBAHUE HCXOTHOTO COOOIIEHHS HA CEKPETHOM KITFOUE OTIPABUTENS U
BBIYHCIICHHE XeI-QyHKIUU OT 3au(POBAHHOTO COOOIICHUS;
B) nocnenoBatenbHOCTh ONEpalnii HE UMEET 3HAUCHHUS.

80. BepHo 11 yTBEpKIAEHUE, UTO B ACUMMETPUYHOU CUCTEME HUKTO, KPOME OTIIPABUTEIIS
MOAMKUCAHHOTO COOOIIECHHMSI, HE 3HAET CEKPETHOTO KJII04Ya, Ha KOTOPOM COOOIIeHHE ObLIO
MOIITUCAHO?

A) na;

B) HeT, cekpeTHBIN KITI0Y U3BECTEH TaKKE yIOCTOBEPSIOIEMY IIEHTPY, BbIIABIIEMY OTIPABUTEIIO
ceptuduKkat nUPPOBOH MOANKCH;

B) HeT, CEeKPETHBIN KITI0Y U3BECTEH TAKXKE LIEHTPY ayTEHTU(DHUKAIMH, B KOTOPOM HCIOIb3YyETCs
KPUIITOCHCTEMA.

81. Kaxkas yHkius Ha3pIBaeTCst O JHOCTOPOHHEH (one-way function)?
A) OyHKIMA f(X) Ha3bIBAETCS OAHOCTOPOHHEH (one-way function), eciu 171 Bcex x U3 ee 00aacTu
OIIpeIeTICHNUS JIETKO BBIYUCIIUTE )'=f(X), HO HaAX0XKJCHUE 110 3aJJaHHOMY )0 TaKOT'O X0, IJIs1 KOTOPOTO
f(x0)=y0, BBIUNCIUTEIHBHO HEOCYIIECTBUMO;
b) ®ynkuus f(x) Ha3pIBaeTCsI OJHOCTOPOHHEH (One-way function), eciu u1si HAXO0XKICHHUE 110
3aJJaHHOMY )0 TaKOT'0 X0, U1 KOTOPOTO f(X0) =)0 TpeOyeTCcsl HACTOJIKO OTPOMHBIH 00beM
BBIYHCIICHUH, YTO 32 HUX IPOCTO M HE CTOUT OpaThes;
B) 06a oTBeTa BEpHHI.

82.  BepHo 11 yTBepKII€HHE, UTO LEIOUHUCIICHHAs MMOKazaTenbHas GyHkuus f(x)=a*(mod n), rae
OCHOBAHHME a U M0Ka3aTeJb CTENEH! X IPUHAAJIEKAT UHTepBaly (/,n-1), ABIAETCS OHOCTOPOHHEHN
byHKuIHEH?

A) na;

B) cymecTBoBaHre OJHOCTOPOHHHUX (PYHKINH HE JOKAa3aHO, HO OHa MOYET OBITh B35Ta B KAUECTBE
MPUOJIMKEHNUS,

B) uer.

83. K kakum kpunrorpadu4eckuM cucreMaM OTHOCHUTCS cucteMa RSA?
A) K OJIOYHBIM IKCITOHEHITUATBLHBIM CUCTEMaM, TaK KaK KaKIbli 070K M OTKPBITOTO TEKCTa
paccMaTpuBaeTCs Kak 11eJ10€ YUCIIo B uHTepBaie ot () 1o (n-1) u npeoOpasyercs B 0JI0K
mUPPTEKCTA;
bB) x mm¢ppam o1HO3HAYHON 3aMEHBI;
B) 06a oTBeTa BEepHHI.

84. UemMm onpegensieTcss CTOMKOCTh KpunTocuctemMbl RSA?
A) CJIO)KHOCTBIO U3BJICUCHUA KOPHA CTCTIICHU € U3 60JII>LHOFO [EJI0Tro yrciia no 3aJaHHOMY MOAYJIHO
n;
B) c1oXHOCTBIO pa3I0XKeHHs Ha MTPOCTHIE COMHOXKUTENN OOJIBIIIOTO IIEJIOT0 YMCIa;
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B) 06a oTBeTa BEpHBI.

Kaxkas ¢pyHkuus ucronb3yercs B KpuntocucteMe RSA i reHepanuy ceKpeTHOTo Kiroya?
A) ¢pyskims Dinepa;
B) dynkuus Mebuyca;
B) 06a oTBeTa BEpHHI.

Kakoii paxTop onpezensier pa3mep kitoya B kpuntocucreme RSA?
A) pecypcamu OBM, Ha KOTOPO# yCTaHOBJIEHA KPUIITOCUCTEMA;
B) nnuHO# mMdpyeMoro OTKphITOro TeKCTa;
B) pazmepom Moayis n, IO KOTOPOMY HIIET MG POBaHHE.

Uewm ompenensieTcsi CTOMKOCTh Kpuntocuctembl Elgamal?
A) CIOXHOCTBIO TUCKPETHOTO JIOTapH(PMUPOBAHUS;
B) C10’)XKHOCTBIO Pa3/IOKEHUS Ha TIPOCTHIE COMHOXHTENN OOJIBIIOTO IEJI0T0 YHCa;
B) 06a oTBeTa BEpHHI.

Kakas cxema mmdpoBaHus Jieryia B OCHOBY CTaHJAPTOB AJIEKTPOHHOUN MU(PPOBOIA MOAMKCH B
CHIA (DSA — Digital Signature Algorithm) u Poccuu (I'OCT 334.10-2001)?
A) cxema PatiBecra, Illamuns u Annmemana (Rivest R., Shamir A., Adleman L.;
B) cxema Dnp-I"amans (Elgamal);
B) cxema ludpdu n Xemnmana (Diffi W., Hellman M.E.).

ITo kakoit popmyIie BEIUMCIISAETCS] CEKPETHBIN KiTtoY B mudpe Dib-I"amans?
J— €
A)Y = g"(mod p),
B) ed =1 (mod ¢(n));
B) BbIOMpaeTcs MPOU3BOIBHO U3 yCIoBUs 1 <X < p.

ITo Ka1<_i9171 (bopMyJie BEIUMCIIAETCS CEKPETHBIH KiTtod B mrdpe RSA?
A)Y = g (mod p),
B) ed = 1 (mod ¢(n));
B) BBIOUpaeTCs MpoM3BOJIBLHO U3 yCiIoBHs 1 <x <p.

K xaxomy knaccy mmdpoB otHOcuTcs mudp mo cxeme Dib-I"amansa?
A) mmdpbl MHOTO3HAYHON 3aMEHBI;
B) cxembI BEpOATHOCTHOTO MG POBAHUS;
B) 06a oTBeTa BEpHHI.

UYro obmero Mexy kpunrocucremamu Dib-I'amans u RSA?
A) mmdpbsl MHOTO3HAYHON 3aMEHBI,
B) mm¢ps1 0AHO3HAYHOM 3aMEHBI;
B) acummetpuunbie mudps.

B gem cocTout croco6 B3inoma mudpa RSA ?
A) B TOM, 4TOOBI HATH METOJ BEIYMCIICHUS! KOPHS CTENICHU e U3 mod H,. IOCKOJIBKY KpUITOrpamma

C=M ‘ (mod n), TO KOpHEM CTEIeHU e U3 (mod n) sBIseTcs: coodmeHue M;

B) B TOM, 9TOOBI HAWTH TJIABHBIE COMHOKHUTEIH 00IIIETO MOIYJIS 71 (P U q), TIOCKOJBKY C X
TIOMOLIBIO MOYKHO JIETKO BBIYUCIIUTH CEKPETHBIN Koy d juist pacmmdposanus M= C¢ (mod n),
B) 06a oTBeTa BEepHBI.

B yem coctost mpenmyiiecTBa MUGPCUCTEM C OTKPHITHIMU KIIOYaMH?
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A) 1715t oOMeHa Kio4aMu aDOHEHTaM CEKPETHBIH KaHall He HYKCH;

B) npumMeHeHne CHMMETPUYHBIX CHCTEM NPUBOIUT K CYIIECTBEHHBIM 3aJIepKKaM MpH MH(ppOBaHUN
(10 CpaBHEHHUIO C ACUMMETPUYHBIMH);

B) 06a oTBeTa BEpHHI.

Kaxue xam-pyHkuny ucnonap3yrores A GopMupoBaHus HUGPOBOH NOAIUCH?
A) OGeckiTIoueBbIe OJTHOCTOPOHHUE XAMII-(DYHKITUH;
B) xiroueBbie 0THOCTOPOHHUE XAII-PYHKINY;
B) kpunrorpadudeckue x3mi-hyHKIUH.

Xoam-3HaueHue Kakou IuHsb (B 6aitax) Berauciset ctanaapt [OCT P34.11-20017?
A) 32;
b) 16;
B) 20.

Kakoit mudp ncnons3yer oreuectBeHHbli ctangapt xamupoBanus [OCT P 34.11-94 nns
G poBaHUS UCXOTHBIX TAHHBIX, YTOOBI 00ECIIEYNTh HEBO3ZMOXXHOCTH TOI00pa COOOIIEHUH C
OJIMHAKOBBIM X3III-3HAYCHHUEM?

A) RSA;
B) 'OCT 28147-89;
B) mmudp Dap-I'amans.

[Tepeunciute anrOPUTMBI SJIEKTPOHHOW U(PPOBON TTOATHCH?
A) RSA, DSA, EGDA, cxema llnoppa, 'OCT P34.10;
b) I'OCT 28147, DES, AES, ESIGN, ECDSA;
B) CTb 1176.2-99, McEliece, Rijndael, Cxema quddu — JlamnopTa.

K kakuMm Bugam arak ys3suma nudponas moanuch RSA?
A) K MyJIbTUIIJIMKATUBHOM aTake;
bB) HeleneBoro UCMoIb30BaHUS CEKPETHOTO KITHOYa;
B) 06a oTBeTa BEepHHI.

100. Kakumu npenmyiecTBamMu o0anaet cxema 1udpoBoit moanucu Dib-I"amaist mo cpaBHEHUIO CO

—

N

cxemoit rudposoit moamucu RSA?

A) TIpH 3aJJaHHOM YPOBHE CTOMKOCTH aJITOpUTMa U(PPOBOI MOAMKUCH LIEITbIC YNUCIIA, YUACTBYIOIINE
B BBIYUCIICHUSIX, UMEIOT 3aluch Ha 25% KOpoYe, 4YTO YMEHBIIAET CII0KHOCTb BHIYMCICHUH MTOUYTH B
JIBa pa3a U MO3BOJISIET 3aMETHO COKPATUTh 00bEM HCIIOJIb3YEMOM MaMATH;

B) ipu Be1GOpe MOAyst P OCTaTOYHO MPOBEPUTH, UTO ATO YUCIIO SIBISIETCS IIPOCTHIM;

B) 06a oTBeTa BEepHHI.

7.3.2 IIpomexyTouHas aTTeCTALMS
OneHouHbIE cpesicTBa AJI IPOMEXYTOUHOM aTTecTaluu
DK3aMeH
Crnincok BONpoCoB ISl dK3aMeHa
HapucoBatp 0J10K-cXeMy aJIrOpUTMa U MIPUBECTU YUCIIOBOU Npumep mudpa Beprama.
[IpuBecTr uynCcI0BOI MPUMED C JIMHEUHBIM F€HEPATOPOM FAMMBbI C MAKCUMAJIbHBIM [IEPUOJIOM.
HapucoBath 6510K-cXeMy anropuTMa U IpUBECTU YUCIOBOU MpUMep oOMeHa KII0YaMHU [0 cXeMe
Huddu-Xennmana.
HapucoBatp 0JI0K-cXeMy aJIrOpUTMa U IPUBECTH YUCIIOBOU npumep mudpa RSA.
HapucoBatp 6510K-cxeMy anropuTMa v IpUBECTH YUCIOBOM npumep 1mmdpa Dinb-Iamans.
Hapucoats 6510k-cxemy mudpoBoii noanucu no anroputmy RSA. [IpuBectn uncioBoii mpumep.
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HapucoBatb 6510K-cXeMy ajaropuTMa U IpUBECTH YUCIOBOM MpuMep KpuUNTorpaduyeckoi xer-
(GYHKIIH.

Hapucosats 610k-cxemy nudposoit noanucu no aaroputmy EGSA. IlpuBectu unciaoBoil mpumep.
Hapucosatp 6510K-cXeMy aJlrOpUTMa U MPUBECTH YUCIIOBOM MpuUMep MU(POBAHUS JaHHBIX DJlb-
INamaurs.

HapucoBarp 010K-cxeMy TeHepalMy 4acTHOro OTKpbIToro kitoua no anropurmy ['OCT P 34.10-
2012. IIpuBecTu 4YMCIOBOI TPUMED.

HapucoBatp Onok-cxemy renepauuu rammbel no crtangapty ['OCT P 34.12-2015. IlpuBectu
YUCIIOBOM MIPUMEDP.

Hapucosatp 6510k-cxemy pacinpoBaHus JaHHBIX IO anroputMy Dib-Iamans. [IpuBectu
YUCIIOBOM MIPUMEDP.

HapucoBatp Ojnok-cxemy mudpoBoii moamucu mno anroputmy ECDSA. Tlpuectu uucnoBoi
IIPUMED.

HapucoBatp Onok-cxemy mudpoBoii moamucu mno anroputmy ECDSA. Tlpuectu uucnoBoi
IIPUMED.

HapucoBatp 6510K-cXeMy anropuTMa U IpUBECTH YHCIOBOM MPUMEP CIIOKEHUS JIBYX TOUEK
JJUIMNTUYECKON KPUBOW HAJl KOHEYHBIM ITOJIEM.

Hapucoatp 6510K-cxeMy aaropuTMa U IPUBECTH YUCIOBOM MPUMEP yIBOCHHUS TOUKH
JJUIMNTUYECKON KPUBOW HAJl KOHEYHBIM ITOJIEM.

HapucoBatp Onok-cxemy mupposoii noanucu no amropurtmy ['OCT P 34.10-94. IlpuBectu
YUCIIOBOM MIPUMEDP.

HapucoBatp 6nok-cxemy nudposoii moamucu no anropurtmy ['OCT P 34.10-2012. Ilpuectu
YUCIIOBOM MIPUMED.

HapucoBatp Gnok-cxemy ¢yHkiuu mudpoBanus naHHbIX 1mo crangapty [OCT P 34.12-2015
(Marma). [TpuBecTy 4MCIIOBOM TIPUMED.

Hapucosatp 6510k-cxemy ¢yHKIMM mudpoBanus JaHHbIX 1o cranaapty DES. IlpuBect uncnoBoit
IIPUMED.

. HapucoBath 010K-cXeMy alropuTMa U NpUBECTH YUCIOBOM puMep 3amensl 1o tadbmaure [OCT P

34.12-2015. IlpuBecTH YUCIOBOM PUMED.

HapucoBatp 6nok-cxemy mmdpoBanus gaHHbix nmo crapaapry ['OCT P 34.12-2015 (Marwma).
[IpuBecTr yncI0BOM IpUMED.

HapucoBatp 6mok-cxemy mudpoBanus aanHbix 1o crangapty [OCT P 34.12-2015 (Ky3ueuuk).
[IpuBecTr ynca0BOM IpUMED.

Hapucosatp 650k-cxemy mudpoBanust JaHHbIX 1o ctanaapty DES. IlpuBect uncnoBoit mpumep.
Hapucoats 6510k-cxemy mmdpoBanus nanHbIX o cranaapty AES. [IpuBectu uncioBoii nmpumep.



