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1 He.]II/I, 3alavi U IVIAHUPYEMBIC PE3YyJdbTaTbl oﬁyqunﬂ o TMCIHMIIJIMHE

HeJIBIO npenoaaBaHus JUCHUIIIIMHBI ABJISICTCA Q)OpMHpOBaHI/IC Y CTYACHTOB 3HaHUH B 0071aCTH
aHaJIn3a 3allUIICHHOCTU CUCTCM.
32,&3‘[1/[ npenoaaBaHusad TUCHUILIAHBI:

° U3ydeHHe METOJIOB yNpaBieHUs] HHYOPMAIIMOHHON 0€3011aCHOCTHIO;

° OCBOGHHE METOJIOB U CPEJCTB OIIEHKM MH()OPMAIIMOHHBIX PUCKOB B MH()OPMALMOHHBIX
cucTeMax;

° OCBOEHHUE METOJIOB U CPEJICTB BBISABICHUS YIpo3 HH(POpMAMOHHON 0€30MmacHOCTH;

° OCBOCHHUE CPEACTB KOHTPOJISI 3((HEKTHBHOCTH MPHUHATHIX MEp MO Peai3alii YaCTHBIX

HOJUTHUK HH(POPMALIMOHHOM 0€301MacHOCTH MH()OPMAITMOHHBIX CUCTEM.

B pesynbraTe OCBOCHHS AMCIUIUIMHBI «AHATU3 3AIIUIICHHOCTH CHUCTEM» y OOyYaromIHUXCs
(bopMHpYIOTCS CIIEAYIOMINE KOMIIETEHIIUU U JOJKHBI OBITh TOCTUTHYTHI CJIEAYIOIINE Pe3yJIbTaThl
o0yueHHs Kak dTan (GOpMUPOBAHHS COOTBETCTBYIOIINX KOMIIETEHITHIA:

3HATh:

- OCHOBHBIE yTpo3bl 0€30MacHOCTH MH()OPMAIMK ¥ MOJIENN HAPYIIUTENS B WH(POPMAIIMOHHBIX
cucreMax;

- OCHOBHBIE METO/IbI YIPaBJICHUS HH(POPMAITMOHHON 0€30MacHOCTHIO;

- METOJIbl ¥ CPEJICTBA KOHTPOJIS A3PPEKTUBHOCTH TEXHUYECKOM 3a1UThl MH(OpMAIIH;

YMETB:

- paspalaTbiBaTh MOJAEIM YIpo3 M Hapywmwurenaed uHGPOpMAIMOHHON Oe30macHOCTH
UHQOPMALMOHHBIX  CHCTEM,  ONpeAeNsaTh  HHOOPMAIMOHHYI0O  HHOPACTPYKTYpy U
UH(POPMALIMOHHBIE pPECYpChl OpraHU3allUM, MOJUIeXkKAIlUe 3alllUTe, BBISBIATH YA3BHUMOCTU
UH(POPMAIMOHHO-TEXHOJIIOTHIECKUX PECYPCOB HHDOPMAITHOHHBIX CUCTEM;

- OUEeHMBaTh HH(POPMAIMOHHBIE PUCKM B HMH(OPMAIMOHHBIX CHCTEMaX, pa3pabaThiBaTh
NPEIO’KEHHSI TI0 COBEPIICHCTBOBAHUIO CUCTEMBI YIIPAaBIICHHSI HHPOPMAIIMOHHOW 0€301T1aCHOCTHIO
UH(POPMALIMOHHBIX CHCTEM;

- KOHTPOJMPOBaTh JPPEKTHBHOCTh TNPHUHATHIX MEp 10 pEaTH3alUyd YaCTHBIX TOJIHTUK
UH(POPMALIMOHHOM 6€30MacHOCTH HH(OPMAIIMOHHBIX CUCTEM;

BJIAJICTh!

- HaBBIKAMU aHaJIM3a MHPOPMALMOHHOM HMHPPACTPYKTYpbl MH(POPMAIIMOHHON CUCTEMBI U €€
0€30MaCHOCTH, METOJaMH BBISIBJICHHS YTP03 HHPOPMALMOHHOM 0€301acHOCTH WH(POPMAIIMOHHBIX
CHCTEM;

- MeToJaMH YIpaBleHHs HWH(POPMAIMOHHONH 0€30MacHOCTbI0 HH(OPMAIIMOHHBIX CHCTEM,
METOAaMHU OLIEHKU MH()OPMAITMOHHBIX PUCKOB;

- HaBBIKAMH BBIOOpa © OOOCHOBAaHHWS KpHUTEpHEB HPPEKTUBHOCTH (HYHKIIMOHHPOBAHUS
3alIUIIEHHBIX MH(POPMALIMOHHBIX CHCTEM, HAaBbIKAMM Y4YacCTHs B JKCIEPTH3€ COCTOSHHS
3aIIUIIEHHOCTH HHPOPMALIUU Ha 00BEKTE 3aIUTHI.

OOydeHue 1o TUCHHIUIMHE «AHAIN3 3alIUIIEHHOCTH CHCTEM» HalpaBJeHO Ha (HOpMUpOBaHHE
o0yyaroImuxcs CIeIyOUMX KOMIETCHIUNI:

Kon u HauMeHOBaHHE KOMIETEHIMii NHaukaTopsl 10CTHKEHUST KOMIIETEHIIMHU
OIIK—12. CriocobeH  mpoBOAMTH NOIIK-12.1. 3HaeT OCHOBHBIE  YIpO3bI
MOATOTOBKY  HCXOAHBIX  JaHHBIX JUIS Oe3omacHocT  HMHpOpPMALMM MU MOJENHU
MIPOEKTUPOBAHUS MOJICHCTEM, CPEJICTB HApYIIUTENS B THPOPMAIMOHHBIX CUCTEMAX;
obecrieueHus 3auThl HHOOPMAITUU U IS HOIIK-12.2. Ymeer pa3pabarbiBaTh MOICIH
TEXHUKO-IKOHOMHUYECKOT0 000CHOBAHHS yIpo3 © Hapymwureneir HHPOPMAIMOHHOM
COOTBETCTBYIOIIUX MPOECKTHBIX PEIICHUI; Oe3omacHOCTH MH(POPMAIIMOHHBIX CHCTEM,
OIIK-1.4. CriocobeH olieHHBaTh YPOBEHb ONpENeIATh MHPOPMAIIMOHHYIO
0€301aCHOCTH KOMIIBIOTEPHBIX CUCTEM U uHppacTpykTypy U UHGOPMAIIMOHHBIC
CETei, B TOM YHUCJIe B COOTBETCTBUU C pecypChl OpraHu3aluy, MOJUIeKAIINE 3aIlUTe,




HOPMAaTUBHBIMH U KOPIIOPATUBHBIMU
TpeOOBaHUSAMU;

[TK-3. CiocobeH npuHUMAaTh y4acTue B
OpTraHMU3aINH U TPOBEICHUN KOHTPOIBHBIX
MMPOBEPOK pabOTOCIIOCOOHOCTH 1

3¢ (HEeKTHBHOCTH MPUMEHSIEMBIX
MIPOrPaMMHBIX, IPOTPaMMHO-AIIAPATHBIX U
TEXHUUYECKUX CPEACTB 3aIIUThI MH(pOpMAIIHH;

BBISIBIISIT  YSI3BUMOCTH
TEXHOJIOTUIECKUX
MH(POPMALIMOHHBIX CHCTEM;
HMOIIK-12.3. Bnameer HaBbpIKaMU aHaIW3a
nH(p)OpMaAITMOHHOM HHPPACTPYKTYpPHI
MH(POPMALIMOHHOM CUCTEMBI " ee
0€30IacHOCTH, METOJaMHU BBISABICHHS YTPO3
nH(bOpMalMOHHON 0€30MacHOCTH
MH(POPMALIMOHHBIX CHCTEM.

HNOIIK-1.4.1. 3HaeT OCHOBHBIE METOJBI
yIpaBJICHUS UH(POPMALMOHHOM
0€3011acHOCTHIO;

HNOIIK-1.4.2. OIICHUBATH
MH(POPMAaLIMOHHBIE PHCKH B
MH(POPMALMOHHBIX CHCTEMAaX, pa3padaThIiBaTh
NOpPEUVIOKEHUsI MO0 COBEPLICHCTBOBAHMIO
CHUCTEMBI  yNpaBJICHUS WHPOPMALUOHHOM
0€301acHOCTHI0 HH(OPMALIMOHHBIX CUCTEM;
NOIIK-1.4.3. Bnaneer MeTogaMu yrpaBJieHUs
uH(bOPMalMOHHON 0€30MacHOCThIO
MH(POPMALMOHHBIX CUCTEM, METOJAMHU OLICHKH
MH(POPMALIMOHHBIX PUCKOB.

nH(pOpMaITMOHHO-
pecypcoB

VYmeer

UIIK-3.1. 3nHaer wMeroasl W CpelCTBa
KOHTpOJs  3(P(PEKTUBHOCTH  TEXHUYECKOM
3alUThl HH(OPMaLIUU;

NIIK-3.2. YmMmeer KOHTPOJIUPOBATh
3QPEKTUBHOCTh  TPUHATBIX ~ Mep IO
peanu3anuu YaCTHBIX MOJIUTUK
UH(POPMALMOHHOM 0€30MacHOCTH

UH()OPMAIIMOHHBIX CUCTEM;

UIIK-3.3. Bmameer HaBbIkaMu BbIOOpa H
o0ocHOBaHMS KpuUTepueB APPEKTUBHOCTH
(bYHKIMOHUPOBAHUS 3alUIIEHHBIX
UHQOPMAIIMOHHBIX ~ CHUCTEM,  HaBBIKAMHU
yYaCTHSA B SKCIEPTHU3E COCTOSIHUS
3aIIMIIEHHOCTH HWH(OpManuu Ha 00BEeKTe
3alIUTEHI.

2 MecTo TUCUMILIHHBI B CTPYKTYpe 00pa3oBaTe/IbHOM NPOrpaMMbl

JucuumnuHa «AHaNMU3 3alIUIIEHHOCTH CHCTEM» OTHOCHTCS K YHCITy MpodeccrHOHAIBHBIX
Y4eOHBIX JUCIUIUIMH 9acTH, (POPMHUPYEMOl yYaCTHUKaMH oOpa3oBaTenbHbIX oTHOMIeHUH (b1.2)
OCHOBHOI1 00pasoBarenpHOi porpammer (b1.2.1).

W3ydyenne AUCUMIUIMHBI OMMpAETCS HAa 3HAHUA, YMEHHS U HaBBIKM, NPUOOpPETEHHBIE B
MPEIIIeCTBYIOMUX TUCIUIINHAX: «OCHOBBI TPOEKTUPOBAHUS WH(MOPMAIMOHHBIX CHUCTEMY,
«BBenenue B aHaTUTHKY HHOOPMALIMOHHOW O€30MaCHOCTH.

3 CTpyKTypa U cofepKaHue TUCHUIIMHBI

OO6m1ast TPy10€MKOCTh JUCITUTUIMHBI COCTABISAET 6 3a4ETHBIX eAWHMIL, T.€. 216 yacoB (JIeKIuu —
36 uacoB, nabopaTopHbIe 3aHATUS — 72 4Yaca, caMmocTosTenbHas pabora - 108 wacos, (popma

KOHTPOJIS — 9K3aMEH) B 5 cemecTpe.




6

CrtpykTypa u cofepkaHue TUCHUTUTUHBI « THCTpyMeHTabHbIE CpeICTBA aHAIM3a 3aIIUIIIEHHOCTH
U YIIPaBJICHUS YS3BUMOCTSIMUY 110 CPOKaM M BHIaM pabOThl OTPAKEHBI B MPUIIOKEHUH

3.1 Buabl yyeOHOM padoTHI M TPYA0EMKOCTh
(mo ¢popmam oOyueHHs)

3.1.1 Ounas ¢popma o0ydeHus

Ne Bil vae6Hoi paGoThI KoauuecTBO CemecTpbl
n/n 1y P 4aCc0B 5
1 | AyautopHble 3aHSTHS 108 108
B ToMm uncne:
1.1 | Jleknmu 36 36
1.2 | CeMuHapcKue/mpakTHYECKUE 3aHATHS
1.3 | JIabopaTopHbI€ 3aHATHS 72 72
2 | CamocTosiTeqibHass padoTa 108 108
B ToMm uncne:
2.1 | ...
3 | IIpomexxyTouHasi aTTecTanus
3avet/nud.3aueT/7K3aMeH DK3aMeH
HToro 216

3.1.2 OyHo-3a04Hast hopMa 00ydIeHHUS
He npenycmotpena

3.1.3 3aounas ¢popma oOyueHUs
He npenycmoTpena

3.2 Temarnyeckuii NIJIaH U3yYCHUA IHCHUIIMHBI
(mo gpopmam oOyueHus)

3.2.1 Ouynas ¢popma oOydeHus

TpyaoeMKOCTb, 4ac
AyautopHasi padora
Camo
Ne Pasneibl/TeMbl Cemmuna | Jlabop | IIpakT | cTosAT
/i e —_— Beero | Jlexi pckue/ | aTopH | Hyecka| ejbHa
- MpaKkTU4 | bI€ s 1
€CKHE | 3aHATH | moaro | pador
3aHSATHS s TOBKa a
1 Paznen 1.
1.1 | Tema 1. Ananu3 6e301aCHOCTH 92 16 30 46
CEpPBEPHOM YaCTH BEO-IIPUIIOKECHUI
1.2 | Tema 2. Ananu3 6€301MaCHOCTH 124 20 42 62
KJIMEHTCKOM 4acTH BEO-IPUIIOKEHUI
Hroro | 216 36 72 108




3.2.2 Oyno-3a04Has opMa 00ydeHuUs
He npenycmorpena.

3.2.2 3aounas ¢popma oOydeHus
He npenycmotpena

3.3. Coaepxanue TUCHUIINHBI
Ne Pa3nen (Tema) Conepxanue
n/n JUCIUILINHBI
1 2 3
1 Pasnen 1
1.1 | Ananus 6e3omacHocT | MeTonbl U cpeAcTBa MoHcKa BeO-ys3BUMOCTe. Metoabl cOopa
CEPBEPHOM 4acTU BeO- | H(OPMALMK O CHCTEME: aKTUBHEBIE M MAaCCUBHBIE. Y I3BUMOCTH
HPUIIOKEHUH. Kiacca Injections: MowWCK, SKCIUTyaTanus, 3aliuTa. Y I3BUMOCTH
kimacca Security Misconfiguration: MOHMCK, 3KCIUTyaTanus,
3amuTa. Ys3BUMOCTH kiacca Inclusion: mouck, sKcmmyaranus,
3amnuTa. RCE-ys3BuUMOCTH: IOKCK, SKCILTyaTalus, 3aiuTa.
1.2 | Ananus 0e3omacHOCTH | YA3BUMOCTH Kitacca XSS: BHABI, KOHTEKCT, IIOKCK,
KJIIMEHTCKOW dYacTH BeO- | DKCIUTyaTarus u 3ammuTa. Y si3BumMocTH kinacca CSRF: mouck,
IIPUIIOKEHUH. sKCIUTyaTtanus, 3ammra. Web Application Firewall: Bussi,
Hactpoiika. Content Security Policy: Bepcuu, criocoOsI
TECTUPOBAHUS TIOJUTHK U BHEAPEHUSI.
3.4 Temarnka ceMMHAPCKUX/MIPAKTHYECKHUX U JIA00PATOPHBIX 3aHATHI

3.4.1 CeMuHapCKHe/TIPAKTHYECKHUE 3aHATHUS

He npedycmompensi yueOnvim niaHom.

3.4.2 JTaGopaTopHbI€ 3aHITUS

No HanmenoBanwue nabopatopHoi paboThI SaG:.’eM’
1 Brinonaenue nadopatopHoi padoTsl Nel 8

2 Brimonaenune madbopatopHoi padoTsl Ne2 10

3 Brinonnenue nabopatopHoi pabotsr Ne3 12

4 Brmonaenune nadbopatopHoit padoTsl Nod 18

5 Brimoanenue mabopatopHoit paboTsl NeS 12

6 Brimostnenue nabopatopHoid paboTsl Neb 12
Hroro 72

3.5

TemaTuka KypCcOBBIX NPO0EKTOB (KYPCOBBIX padoT)

KypcoBoe npoekTupoBanue no JaHHON AUCHUIUIMHE Y4eOHBIM IJIAHOM HE 3aIUIaHHPOBAHO.
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4 Y4eOHO-MeTOAMYECKOE U MH(OPMALMOHHOE O0ecIeYeHne

4.4 HopmatuBHble 1okyMeHTbI 1 'OCThI
[IporpamMma coctaBiieHa B COOTBETCTBUH ¢ DeepaabHBIM TOCYIapCTBEHHBIM 00pa30BaTEIbHBIM

CTaHJApTOM BBICIIEr0 OOpa30BaHUS MO HANpPaBICHHUIO MOATOTOBKM OakamaBpoB 10.03.01
«MupopManioHHast 6€301aCHOCTHY.

4.5 OcHoBHasi auTeparypa

1. [Tyrun, B. B. 3amura nndopmaiiuy B KOMIBIOTEPHBIX HHOOPMAITMOHHBIX CUCTEMAX :
yaebHoe nmocobue / B. B. Ilyrun, E. FO. N'ony6uuyvast, C. A. Jlabama. — Camapa : [II'YTH, 2018
— 119 ¢. — TekcT : snektpoHHbIi // JlaHb : 3nekTpoHHO-OMOMMOTEeuHast cuctema. — URL:

https://e.lanbook.com/book/182299 (mara ob6pamenus: 01.09.2023). — Pexxum moctyma: ams
aBTOpuU3. moJsib3oBareneit. — C.51

2. Huxurun, B. H. [lpoBenenue ananuza 3aimuniéHHOCTH HH(POpMaui B UHPOPMAIIMOHHOM
cucreMme : yuebHoe nmocodwue / B. H. Hukutun. — Xabapogck : JIBI'VIIC, 2020 — 79 ¢. — Tekcer
MeKTpoHHBIH  //  Jlamp  :  3JeKTpoHHO-OMOnmMoTeuHass  cuctema. —  URL:

https://e.lanbook.com/book/179382 (mara ob6pamenus: 01.09.2023). — Pexum poctyna: s
aBTopu3. noas3oBarenei. — C. 10

3. Kopuuenko, A. A. Cucrema TpeboBaHuii K oOecredeHuto 0e30MacHOCTH
ABTOMATH3MPOBAHHBIX CHUCTEM U 3HAYUMBIX OOBEKTOB KPUTHUECKOHW HH(OPMAIIMOHHOU
uHPPaACTPYKTYpHI : yueObHoe mocobue / A. A. Kopuumenko, B. C. , A. Il. I'myxoB. — CaHKT-
[TetepOypr : II'VIIC, 2022 — ISBN 978-5-7641-1837-6. — Tekcrt : 3nekTpoHHbIi // JlaHb :
IeKTpOHHO-OMOMMoTeunass cucrema. — URL:  https://e.lanbook.com/book/329477 (marta
obpamenusi: 01.09.2023). — Pexxum goctyma: g aBTopus. nonb3osareneit. — C. 5

4.6 [lomosHHMTebHAAA JUTEpPaTypa

1. CenbBeclok, H.N. METOOJIOT U AHAJIN3A SAIIUIIEHHOCTU
ABTOMATU3NPOBAHHbBIX CUCTEM OBPABOTKU MH®OPMAIINU / H.U. CenbBectok,
A.C. Octposckuit, B.JI. CauBunckuii // Uapopmatuka u cucremsl ynpasieHus. — 2016 — Ne 2
— C. 17-24. — ISSN 1814-2400. — TekcT : 251eKTpOoHHBIH // JlaHb : 3I€KTPOHHO-OMOINOTEUHAS
cuctema. — URL: https://e.lanbook.com/journal/issue/300657 (nara oopamenwus: 01.09.2023). —
Pexxum goctyna: ayist aBropus. noias3oBateneid. — C. 1

2. Kammpckas, E. H. 3amura nndopmannu B *HPOPMALMOHHO — YIPABJISIOMIUX CUCTEMAX :
yuebnoe nocobue / E. H. Kammupckas, M. A. MakapoB. — Mocksa : PTY MUPDA, 2020 — 67 c.
— Texcr : osnexktpoHHsld // Jlap : 31eKTpoHHO-OMONMOTeyHast cucrema. — URL:

https://e.lanbook.com/book/167621 (mara o6pamenus: 01.09.2023). — Pexum moctyma: mis
aBTopu3. nose3osarenein. — C. 3

3. @or, 0. /1. Crannaptel nHpopmMamonHoi 6e3omacHocTH : yueOHoe mocooue / 0. J. Dor.
— OpenOypr : OI'Y, 2018 — ISBN 978-5-7410-2297-9. — TexkcT : anekTpoHHbIN // JlaHb :
IEKTpOHHO-OMOMMoTeunass cucreMa. — URL:  https://e.lanbook.com/book/159804 (mara

obpamenusi: 01.09.2023). — Pexxum moctymna: ais aBTopu3. nmonb3opareneit. — C. 59

4.7  DJieKTpOHHBbIEC 00pa3oBaTeIbHbIE PECYPCHI
I. DOP «AnHanu3 3alMIIEHHOCTH CcUCTeM» [DlekTpoHHbIH  pecypc] —  URL:
https://online.mospolytech.ru/course/view.php?id=11896 (nara obpamenus: 18.02.2023).



4.8 JluneH3uoHHOE ¥ CBOOOIHO PACIPOCTPaHsieMOe IPOrPaAMMHOE
odecneuyenune

1. Virtual Box
2. BupryaneHas mammnaa Metasploitable3
3. Iuctpudytus OC Kali Linux

4.9 CoBpeMenHble npodeccnoHaNbHbIEC 0a3bl JAHHBIX U MH(POPMALMOHHBIE

CIIPABOYHbIC CUCTEMbI
1. OWASP Web Security Testing Guide [Onekrponnsiii pecypc] — URL:
https://owasp.org/www-project-web-security-testing-guide/ (mata obpamenus: 18.02.2023).

5 MarepuajbHO-TEXHHYECKOE 00ecredeHue

Jlisg mpoBeneHuss BceX BHUAOB 3aHATHM HEOOXOJMMO TPE3eHTAlLMOHHOE 000pyJOoBaHUE
(MyIbTUMEIUNHBIA IPOEKTOP, IKpPaH) — | KOMILIEKT.

Jlnsa mpoBeneHuss 1aOOpAaTOPHBIX 3aHATHH HEOOXOAMMO HaJMYME KOMITbIOTEPHBIX KJIACCOB,
000pyIOBaHHBIX COBPEMEHHON BBIYUCIUTEIHPHON TEXHUKOW U3 pacdeTa OJHO pabouee MecTo Ha
OJIHOTO 00y4aeMoro.

6 MeToanyecKue peKoMeHAaluu

6.4 Meroanueckue peKOMEHIANNH IJISl MPENoAaBaTe/isi 10 OPraHu3aNuu
o0yueHus

1. Ilpu moOATOTOBKE K 3aHATHUSM CIEAyeT MpeABapUTENbHO MpOpadoTaTh MaTepuan 3aHATHSA,
MPEAYCMOTPEB €r0 MoAady TOYHO B OTBEJICHHOE /IJIsl 3TOr0 BpeMs 3aHsTus. ClielyeT MoAroTOBUTh
HEOOXOMMbIE MaTepuaibl — TEOPETUYECKUE CBEICHUS, 3aauu u Ap. [Ipu npoBeaeHUN 3aHATHS
ClielyeT KOHTPOJIUPOBATh [10/1auy MaTepHalia U pelieHue 3aJaHuil C y4eToM y4eOHOro BpeMEHH,
OTBEJICHHOTO JIJIS 3aHSATHSI.

2. Ilpu npoBepke pabOT U OTYETOB CIEAYET YUUTHIBATH HE TOJBKO MPABUILHOCTH BBHITIOJHEHUS
3a/laHui, HO ¥ ONTUMAJIbHOCTh BHIOPAHHBIX METOJIOB PEIICHHUS, IPABIILHOCTD BBHITIOJTHEHUS BCEX
€ro I11aros.

6.5 MeToanyeckue yKka3aHus AJs 00y4AHOLIUXCS 110 OCBOCHUIO
JMUCIHUTLIHHBI

W3ydenne NUCHMILIMHBI OCYLIECTBISETCS B CTPOIOM COOTBETCTBHM C LEJIEBOM YCTaHOBKOH B
TECHOW B3aMMOCBSI3H yueOHbIM MIaHOM. OCHOBOI TEOPETHUECKON U MPAKTUYECKOH MOATOTOBKU
CTYZCHTOB SIBJIIIOTCS JIEKLUU U 1a0OpaToOpHbIe PabOTHI.

B nporuiecce camocTosaTensHOM pabOTHI CTYACHTHI 3aKPEIISIOT U YTITyOJISIIOT 3HAHUS, TTOJTyYCHHBIC
BO BpEMs ayJAWTOPHBIX 3aHATHH, TOTOBITCA K HK3aMEHY, a TaKXKe CaMOCTOSTENBbHO M3Yy4aroT
OTJENIbHBIC TEMbI Y4€OHOH MPOrpaMMBl.

7 DoH/ OLICHOYHBIX CPEeICTB
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7.4 Meroabl KOHTPOJISI M OLIECHMBAHUSA Pe3yJbTATOB 00y4eHHUS

B nporecce o0ydeHus HCTIONB3YIOTCS CIEIYIOIINE OLIEHOUHbIE ()OPMBI CAMOCTOSITEIBHOM PaboThI
CTYJICHTOB, OIICHOYHBIE CPEJICTBA TEKYIIETO KOHTPOJS YCIEBAEMOCTH M MPOMEKYTOUHBIX
aTTEeCTaIlUuN:

- IPOBEJICHUE JIA0OPATOPHBIX padOT (MPAKTUUECKUX 3aHITHH C UCIIOIH30BAHUEM CIICIITEXHUKH) U
WX 3al1UTa;

- CaMOCTOsITEIbHAS MTOATOTOBKA U MPOBEACHUE MPE3EHTAIIMN IO TeMaM JUCIUIUIUHBL;

- 9K3aMEH.

7.5 Ixaga u KpUTEPHH OLCHUBAHUS Pe3yIbTATOB 00y4YeHHUA
CDopMa HpOMeH(YTOQHOP'I aTTCCTallMH. ODK3aMCH.

[To uToram mMpoMekyTOYHOM aTTECTAIIMU MO TUCHIUIUTAHE (MOJIYJII0) BBICTABIISETCS OIICHKA
COTJIMYHOY, «XOPOILOY, «YIOBJIECTBOPUTEIHHO» WIIH «HEYIOBICTBOPUTEIIHLHOY.

MIxkana oueHNBaHUA Onucanune

BeimonHeHnsl Bce BuUAbl y4eOHOM paboOThl, MNperyCMOTPEHHbIE
y4eOHbIM TuTaHOM. CTYJEHT IEMOHCTPUPYET COOTBETCTBUE 3HAHUH,
YMEHUH, HaBBIKOB IPHUBEICHHBIM B TaOMuIax IOKa3aTeneH,
onepupyeT NpUOOPETEHHBIMU 3HAHUAMU, YMEHMSIMH, HaBBIKAMU,
IIPUMEHSAET UX B CUTyalMsX NOBBILIEHHOM ClIOXHOCTH. [Ipu 3TOM
MOTYT OBITH JONYILIEHbl HE3HAUMTEIbHbIE OLIMOKH, HETOYHOCTH,
3aTpyJHEHUS NIPU aHAIUTUYECKUX ONEPALUAX, IEPEHOCE 3HAHUHN U
YMEHHI Ha HOBbIE, HECTAHJAPTHBIE CUTYAalUH.

OTIINYHO

BrimonHenst Bce Buabl y4eOHOM pabOThI, NPEIyCMOTPECHHBIC
y4eOHBIM MIaHOM. CTyIEHT IeMOHCTPUPYET HEMOIHOE, MPaBUILHOE
Xopomo COOTBETCTBUE 3HAHUI, YMEHUH, HABBIKOB IIPUBEJICHHBIM B TaOIHIIAX
nokasarenei, 5Iub0O ecliu Tmpu OSTOM ObUIM JOMyIIeHbl 2-3
HECYIIECTBEHHBIC OITHOKH.

BoinonHeHnsl Bce BHABI Yy4eOHOM paboOThI, NPESyCMOTPEHHBIE
y4eOHbIM T1aHOM. CTYJIeHT IeMOHCTPUPYET COOTBETCTBUE 3HAHMUH,
Y I0BNETBOPUTENBHO | B KOTOPOM OCBEIIEHA OCHOBHAs!, HanboJiee BakHas 4acTh MaTepHala,
HO IpU 53TOM JONyINIEeHa OJHA 3HAuuTeNIbHass OIIMOKa WIH
HETOYHOCTb.

He BbimonHen oauH wiau  Oosiee BUAOB y4eOHOM paboTHI,
IPEIYCMOTPEHHBIX Y4eOHbIM IUTaHOM. CTYIEHT JE€MOHCTpUpPYET
HETIOJTHOE COOTBETCTBUE 3HAHHUW, YMEHHIA, HABBIKOB ITPHBEICHHBIM B
Ta0NMIaX TOKa3aTenel, JOMYyCKAlTCS 3HAYUTEIbHBIC OIINOKH,
NPOSIBIIIETCS. OTCYTCTBUE 3HAHWN, yMEHWH, HAaBBIKOB TII0 DSy
NOKa3aTelel, CTYICHT HCIIBITHIBACT 3HAUNTEIBHbIC 3aTPYAHEHHS [TPU
OTIEPHPOBAHNY 3HAHUSMHU U YMEHHSIMH TIPU HX MEPEHOCE HAa HOBHIC
CUTYyaluH.

HeynosnerBoputenbHo
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7.6  OuneHo4yHbIe CpeacTBa

7.3.1 Texkymuii KOHTPOJIb
OneHouHbIE CpeNICTBA AJIs TEKYILEH aTTecTalun
- 3a1uTa OTYETOB O BBIIOJHEHUH J1a00PaTOPHBIX paboT

7.3.2 IlpomexyTOUyHasi aTTeCTalus

OneHoYHBIE CPENICTBA AJIsI IPOMEKYTOUHOM aTTeCTaIHH
- DK3ameH

Crmcok BOmpocC AJis MPOBEACHUS dK3aMeHa M0 TUCIHUIUINHE:

1.Metob! 1 cpecTBa MOKCKa BEO-ysI3BUMOCTEH.

2.AKTUBHBIC METOJIbI cOOpa MHPOPMAITUH O CHCTEME.

3. [NaccuBHbIe MeTO 1Bl cOOpa HHGOPMAITUHU O CUCTEME.

4. Vsa3umoctu kiacca Injections: mouck, skcruryaranust u 3ammra (SQL-injection, HTML-
injection).

5. Va3eumocTtH kiacca Injections: mowck, skcruryatanust U 3amuTa (XPath-injection, iFrame-
injection).

6. Ys3BumocTH Kinacca SecurityMisconfiguration: MOWCK, SKCIUTyaTalns, 3aliuTa.
7. Ilouck u skcmryaranus RCE-ysa3BumocTeit.

8. 3amura ot RCE-ys3BuMoOCTE.

9. VazumocTts Self XSS: KoHTEeKCT, MOKCK, SKCIUTyaTalus U 3alluTa.

10. Vs3Bumocth Blind XSS: koHTEKCT, MOUCK, SKCIUTyaTaIMs | 3aIIUTa.

11. Va3BumocTts Stored XSS: KOHTEKCT, TOUCK, SKCIITyaTalus U 3alIuTa.

12. Vsa3sumocth Reflected XSS: KoHTEKCT, MOUCK, IKCIUTyaTAIHSI U 3aIUTA.

13. Va3sumocth DOM-based XSS: KOHTEKCT, TOUCK, SKCIITyaTalys U 3alIHTa.
14. Ilouck u skcruryatanust CSRF-ys3BumocTeit.

15. 3amumra ot CSRF-ys3BumocTeil.

16. Hactpoiika u BHenpenne WAF.

17. lerextupoBanue u ooxoq WAF.

18. Content Security Policy: Bepcun, ux GpyHKINOHATEHBIC OTIHYUS.

19. Content Security Policy: criocoObl TeCTUpOBaHUS MOJIUTUK U BHEIPEHUS.

[Tpumep Ounera.
MUHUCTEPCTBO OBPA3OBAHHS U HAYKU POCCUICKO ®EJIEPALIMI
®EJIEPAJIbHOE 'OCYJJAPCTBEHHOE BIOJUKETHOE OBPA3OBATEJIbHOE YUPEX/IEHUE BBICILETO
_ OBPA3OBAHUS _
«MOCKOBCKHUHU NOJIUTEXHUYECKUU YHUBEPCHUTET»

(MOCKOBCKHUMH MMOJIUTEX)

®daxynpTeT HHPOPMAIIMOHHBIX TEXHOJIOT U
Kadenpa: Mudopmarmonnas 6e30macHOCTb
JucuunnuHa: AHanu3 3alUIIeHHOCTH CUCTEM
bakanaspsl. Kypc 3, cemectp 1

SK3AMEHAIIMOHHBIM BUJIET Ne 1

1. Vsa3sumocts Self XSS: KoHTEKCT, MOUCK, SKCTUTyaTaIvs U 3aIllnTa.
2. Va3sumocTtu kiacca Injections: mouck, sxcruryaranus u 3ammra (SQL-injection, HTML-
injection).
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