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1. Heamn, 3an0aum ¥ IJIAaHUPYeMble Pe3yJbTaThl 00y4eHHs M0 AUCHUILIHHE

K OCHOBHBIM IeISIM OCBOGHUS TUCIUIUIMHBI «METOoAbl U CpeAcTBa KpunTorpaduueckoi
3alUThl UHGOPMAIIUN) CIENYyEeT OTHECTH:
- U3yYeHUE COBPEMEHHBIX METOJOB M CPEJICTB KPHUNTOTPa(UICCKON 3aIUThl HHHOPMAITUU
JUISL pelIeHus TPoOIieM 3aluTsl HHPOpMaIUK.

K ocHOBHBIM 3a1a4aM OCBOCHHS TUCHHUIUTUHBI « METOIBI M CPEACTBa KPHUIITOrpadHuecKoi
3alIUThI I/IH(I)OpMaI_II/II/I» CJICAYyCT OTHCCTH:

- OBJIQJICHHE OCHOBHBIMU KPHITOrpaUueCKUMH HHCTPYMEHTaMH, HEOOXOIUMBIMHU IS
MMOCTPOCHUS 3alIUIICHHBIX I/IH(i)OpMaL[I/IOHHBIX CHUCTEM.
OOydveHue mo mucuuiuiiHe «MeToabl M cpeicTBa KpUnTorpaduyeckoil 3aiuTel HHOOPMALUK»
HaNpaBJIeHO HAa (OPMHUPOBAHUE Y OOYUAIOIIUXCS CIEAYIOUINX KOMITETCHIIUMA:

KO}I U HAUMCHOBaHHue¢ KOMHeTeHHI/Iﬁ I/IH)II/IKaTOpLI JOCTHKCHHUSA KOMIICTCHIIMHU
OIIK-9 CnocoGeH nmpuMeHSTh CpesiCTBa NOIIK-9.1. 3HaeT cpeacTBa KpunTorpadhuueckon u
KpUNTOTpahuuecKoi U TEXHUUECKOH 3alUThI TEXHUYECKOH 3aIIUThl HH(POpMALUK JJIs1 peLICHUs
nH(opManuK s pelieHus 3a1a4 npopecCHOHANbHON | 3a1ad npodecCHOHaIbHON AesSTeIbHOCTH;
JIeATEJIbHOCTH HOIIK-9.2. YMmeeT npuMeHsITh cpeacTBa

KpUNTOTpahUUECKON U TEXHUUECKOH 3aIUThI
nH(popManuy 11 pemeHus 3a1ad npodecCHoOHaTbHON
JESTENBHOCTH;

HOIIK-9.3. Bmageet cpencTBaMi KpUITOTpaduaecKoit
1 TeXHUUYECKOI nHpopManny Ui peeHuns 3a1ad

PO eCCHOHANBHOMN NESTENEHOCTH

2. Ieaun, 3a1a4u ¥ IVIAHUPYEMbIe pe3yJabTaThbl 00y4YeHHS 110 JUCHHUILUIUHE

Jucuummza « MeToabl M cpeacTBa KpunTorpaduueckoi 3auuTbl MH(GOpMAIMM» OTHOCUTCS K
yuciay y4eOHbIX nucuuiuinH Omoka 1 oOsizarensHoit yactu (B1.1) ocHOBHO# 00pa3zoBaTenbHON
nporpammsl (b1.1.19).

JlucummiuHa B3aWMOCBSI3aHA JIOTUYECKH M COAEPKATeIbHO-METOAMYECKU CO CIEAYIOIIUMU
mucuuruinHamMu U npaktukamu OOIL: «Matematudeckuit aHanu3y», «JIuneitnas anredpa», «Teopus
BEPOSITHOCTEHM M MaTeMaTH4ecKasi CTaTUCTUKa», « OCHOBBI HHPOPMAIIMOHHON 6€30TTaCHOCTH.

3. CTpykTypa u coep:kaHue TUCUUILIMHBI

OO61mmas TpyA0eMKOCTh JUCHIUTUIINHBI COCTaBIseT 4 3a4eTHbIe equHuIbI (144 gaca).

3.1. Buabl y4eOHOI padoThl M TPYA0EMKOCTH
(o ¢hopmam oOyueHus)

3.1.1 Ounas popma oOyueHus

| Buj yue6Hoii padoThl CemecTpsl




Ne KoaunuvectBo | Cemectp Henenn
n/n 4acoB cemecTpa
1 | AyauTopHble 3aHATHS 72 3 1-18
B ToMm uncie:
1.1 | Jlexuuu 4 3 -
1.2 | CemuHapcKue/IpakKTHUECKUE 3aHATH - - -
1.3 | JlaGoparopHble 3aHSATHS 68 3 1-18
2 | CamocrosiTesibHAsI paboTa 72 3 1-18
3 | IlpoMexxyTouHasi aTTecTaANUs
OK3aMeH 3 ITo pacniucanuio
Hroro 144




(mo popmam oOyueHUs)

3.2.1 Ounas popma oOyueHus

3.2. TemaTn4yeckuii JIaH U3y4YeHUsl TUCIHUTNTIMHBI

TpynoeMkocTh, yac

AyauTopHasi pabora
Camoc
J:/') Pa3genbl/TeMbl Cemunap | Jlabop | ITpakt TOSATE
MCLMILIHHEI Beero | Jex CKHe/ | aTOpH | MYecka R
n MpaKTU4e| bie A
101501 padot
CKHE | 3aHATH | MOATOT | =
3aHSATHUS s OBKa
Paznen 1. CummeTpuyHbie
1 60 - - 28 - 32
KPUITOCHUCTEMBI
1.1 | Tema 1. VcTopus pa3BuTHs 4 - - - - 4
12 Tema 2. OCHE)BHBIG 3a7a4u 5 1 i i i 4
COBpPEMEHHO kpunrorpaduu
1.3 | Tema 3. Knaccudukanus mudpos 4 - - - - 4
1.4 | Tema 4. llIudps! nepecTaHOBKU 8 - - 4 - 4
1.5 | Tema 5. IlIudpsl 3ameHbI 12 - - 8 - 4
1.6 | Tema 6. [1lucdpsl raMMHupOBaHUS 8 - - 4 - 4
17 Tema 7. IloTOYHBIE CUCTEMBI 8 ) ) 4 ) 4
i poBaHus
18 Tema 8. biiounsie cuctemsl 12 i i 8 i 4
mupoBaHus
2 Paznen 2. Acummerpudnbie 80 i 40 40
KPUOTOCHUCTEMBI
21 Tema 1. Maremarnueckue OCHOBBI 18 5 8 8
KpUOTOrpaduu ¢ OTKPHITHIM KIHOYOM
29 Tema 2; OTkpbITOE pacnpeneneHme 6 ) 4 )
KITFOuei
23 Tewma 3. Cuctemsl mudpoBanus ¢ 12 i 8 4
OTKPBITBIMU KITFOYaMH
24 Tema 4. Kpunrorpadus Ha 12 i 4 8
AITUNTHYECKUX KPUBBIX
o5 Tema 5. DnekTpoHHBIE IIUPPOBBIE 16 ) ) 8 ) 8
TIOIITUCHU
26 Tema 6. (ETaHI[apTI)I U (POBBIX 16 i i 8 i 8
nonucei
2.7 | Tema 7. KBanrToBast kpuntorpadus 3 1 - - - 2
Hroro 144 4 68 72
3.3. Coneprxanue TUCHUNINHBI
Pasnen 1. CuMMeTpHYHbIe KPUNITOCHCTEMBI.
Tema 1.1. Vicropust pa3Butus Kpuntorpadum.
OcHoBHble TpeOoBanuss Kk muppam. I[lonsarue kpunrorpaduyeckoil  CTONKOCTH.

Cosepmiennbie mu@pel. Korneniuys n306ITOYHOCTH HH(DOpMAITHH.

Tema 1.2. OCHOBHBIC 33/1a4¥ COBPEMEHHOM KpUnTOrpaduu.

Kondunenmuansnocts. LlenoctHocTs. AyTeHTuukanus. YmpapieHue Kiodamu. Cxembl

pasiesieHust CeKpeTa.




Tema 1.3. Knaccudukarms mmdpos.
Knaccudukanus muppoB mo pazaudHbIM Tpu3HakaM. DopmalibHbIe MOJETU MHUPPOB.
MareMaTHYeCKHEe MOJIEITH OTKPBITOTO TEKCTA.

Tema 1.4. llIudpsl nepecTaHOBKH.
[udpser BepTHKambsHON nepectaHoBKH. [ per MapmpyTHO# nepectanoBKU. [loBOpoTHBIE

pemetku. Cerp @eiictens. [ludpsl nepecTaHOBKU. IDJIEMEHTH KpPUINTOAHAIM3a IH(POB
MePECTaHOBKHU.

Tema 1.5. [lludper 3ameHBI.

[udper mpocroit 3amenbl. Kpunroananu3 mmdpoB mnpoctoi 3ameHbl. [lIudper
MHOT'O3HAYHOM 3aMEHBI.

Tema 1.6. llIudpsr rammupoBaHusi.
Opnnopazoseiii 0710kHOT I[llennona. I'ammupoBanue I'OCT P 34.13-2015 mo anroputmy

Marma (I'OCT P 34.12-2015).

Tema 1.6. [lorounsie mudpsl.

Peructpsl casura ¢ odpatHoit cBsizbio. CkpemOnepsl. MeToIbl paHJOMHU3alMKH COOOIIEHUH.
[Torounbie mmdpcucremsl. [udper AS/1 u AS5/2.

Tema 1.7. bounsle cuctemsl mUdpoBaHUsL.

Koncrpykuun @eiictens. Anroputmbl OiouyHoro mudpoBanus. Pexxumbl mudpoBaHus

omounsix mmppos. [OCT P 34.13-2015, TOCT 34.13-2018. bnounsie cucTtemMbl MIH(PPOBAHUS.
Anroputmsl mudposanus DES u AES. Anroputmsr mmudposanus 'OCT 28147-89, TOCT P 34.12-
2015, T'OCT 34.13-2018.

Pa3gen 2. AcumMeTprYHbIe KPUNITOCHCTEMBI.

Tema 2.1. MaremaTtudeckre OCHOBBI aCHMMETPUYHOMN KpunTorpaguu.

HenpepsiBable apoOu. MynbTumiinkaTtuBable (QyHKOUM. CpaBHEHHE LENBIX YHUCEN I10
Moayito. Pemenne cpaBHeHuid nepBoii creneHu. ['pynmsl, Kosiblia, KOHEYHbIE MOJIS.

ONnunTUYeCKHe KpUBbIE HAJ KOHEYHBIMH HOJSAMHM.  DJIEMEHTbl TEOpUU 4YHCEN MU
anreOpandecKor TeOMETPUHN. DITMITHICCKHAE KPUBBIE HAJl KOHEUHBIMH TIOJISIMU.

Tema 2.2. OTKpBITOE pacupeesieHue KItoueH.
Cxema ludpu-Xemnmana.

Tema 2.3. CucteMbl mM(PPOBAHUS C OTKPHITHIMH KITFOYaMH.
[udp RSA. Kpunrtoananus mmdpa RSA. [lupp El Gamal.

Tema 2.4. Kpunrorpadus Ha 3JUIMNITHYECKUX KPUBBIX

[Mpunnun pabotel mumdppcucreMsl. KpUnToCcTOMKOCTh MHU(PCUCTEM HA SIUIUNTUYECKUX
kpuBbIX. Kpunrocucrema ECC ¢ ucnonb30BaHreM abCHUCCHI TOUKH.

Tema 2.5. DnekTpoHHbIE IM(PPOBBIE MOAMUCH.

MexaHu3M J1eHCTBHS ANEKTPOHHON IIU(PPOBOM MOANNUCH

@OyHKuuM XsmmMpoBaHus. KpunroaHanan3 OJHOCTOPOHHUX XdUI-(QYHKIHMHA. AJITOPUTMBI
uupoBoi nognucu. Anroput™Msl nudposoii noanucu RSA nu EGSA.

Tema 2.6. CtangapTsl TU(POBBIX MOAMHCEH

Anroputmsl iudposoit nogmucu DSA, ECDSA u TOCT P 34.10-94, -2001 u -2012, TOCT
34.10-2018.

Tema 2.7. KBantoBas kpunrorpadus.

3.4. TeMmaTuka ceMHHAPCKUX/NPAKTHYECKHUX H JIa0OPATOPHBIX 3aHATHI

3.4.1 CeMuHapcKkue/pakTUIECKUE 3aHATHS



He npedycmompenwr npocpammoii.

3.4.2 JlaGopaTopHbIe 3aHATHUS

Tema 1. CummeTpruYHBIE KPUITOCUCTEMBI.
Jlaboparopuas padota 1.1. llludpsl 01HO3HAYHON 3aMEHBI.

HIugper npocmoii o0Ho3naunou 3amenvl: Amoaw, wugp Lezaps, wugp I[lorubdus.
JlaGopaTtopHnas padota 1.2. [lIndpsl MHOrO3HAYHON 3aMEHBI.

HIugper Tpumemus, Benazo, Busicenepa.
JlaGopaTtopHnas padota 1.3. [IoBOpOTHBIE pEIIETKH.

Pewemxa Kapoano.

JlaGoparopnas pabota 1.4. IlIudps! nepecranoBKu.
Hugpvr sepmuxanvrou nepecmanosku. Lllugpor mapupymroi nepecmanosKku.

JlaGopaTtopHnas padora 1.5. [lIudps! 6;109HOM 3aMEHBI.
Mampuunvii wughp. Llugp Instigepa.
JlaGopaTtopHnas padora 1.6. [lIudpsl raMMupoBaHusI.

Oounopasosuwiii bnoknom Lllennona.

Jlaboparopuas padota 1.7. I[lorounsie mups.

Hlugpor A5/1 u A5/2.
JlaboparopHas padota 1.8. KomOunannoHubie mudpsl.

T'OCT P 34.12-2015 Maema u Kysneuux, OCT 28147-89, AES.
Tema 2. AcUMMETPUYHbIE KPUIITOCUCTEMBI.

JlaGoparopHas pabota 2.1. MaTtemarnyeckue OCHOBBI KPUIITOTPA(UU C OTKPHITHIM KITFOYOM.
Henpepuviguvie opoou. Mynomuniukamusenvie @yukyuu. CpasHeHue yenvix 4ducenl no

mooynw. Pewenue cpasuenuil nepgoti cmenenu. I pynnwl, Konivya, KoHeyHvle nos. Duiunmudeckue
Kpusble HA0 KOHEUHbIMU NOJAMU. DIIUNMUYecKue Kpugble Hao KOHEYHbIMU NOJSAMU.
JlaGopaTtopHas pabora 2.1. AcuMMeTpUYHbIC MHUQPHI.

Aneopumm Jughgpu-Xenimana, lllugpp RSA,

Hlugpp El Gamal. Kpunmocucmema ECC ¢ ucnonvsosanuem abcyuccol moyxu.

JlaboparopHas pabota 2.2. Anroput™Msl HU(POBBIX MOATHCEN.

Anecopummvr RSA, EGSA.
JlabopaTtopHast pabota 2.3. CtanaapTsl HUGPOBOI MOAIUCH.

Aneopummor yugpposoii noonucu I'OCT P 34.10-94 u I'OCT P 34.10-2012.
JlaboparopHas padota 2.4. O6MeH kitouamu 1o anroputmy dudu-Xennmana.

3.5. TemaTnka KypcoBbIX POEKTOB (KYypPCOBBIX padoT)

He npedoycmompenvi npoepammotl.

4. Y4yeOHO-MeTOoaAM4YEeCKOe U MH(POPMALIMOHHOE o0ecriedeHue

4.1. HopmatusHbie 1oKyMeHTbI 1 'OCTob1

1. ®enepanpsbiii 3akoH 0T 06.04.2011 N 63-®3 (pen. ot 11.06.2021) «OO6 »IEKTPOHHOU
NOJITHCH: Tekcr: AIEKTPOHHBIN // Texakcnepr: [caiiT].— URL:
https://docs.cntd.ru/document/902271495 (nata obpantenus 15.03.2021);

2. TOCT P 34.10-2012 HWuadopmarmonHas TexHonorus. Kpunrorpapudeckas 3ammra



https://docs.cntd.ru/document/902271495
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nHpopmaruu. [Ipomeccel ¢GopMupoBaHUS W TPOBEPKH IJIEKTpOoHHOW mHdpoBoi Information
technology. Cryptographic data security. Generation and verification processes of electronic digital
signature: Hanuonaneusiii crangapt P®: Beex. 01.01.2013: -M.: Crangaptundopm, 2018. -URL:
https://docs.cntd.ru/document/1200095034 (mara ooparenus 15.03.2021).- TekcT: 37CKTPOHHBIH.
3. TOCT P 34.11-2012 Hudopmanuonnas texnonorus. Kpunrtorpaduueckas 3ammra

uHpopmanuu. OyHkmws xsmmpoBanus Information technology. Cryptographic data security. Hash-
function: Hanmonansneiii crangapt P®: Brea. 01.01.2013:- M.: Cranmaptundopm, 2013.- URL:
https://docs.cntd.ru/document/1200095035 (nata obpamienus 15.03.2021).- Tekcr: 371eKTPOHHBIN.

4, TOCT P 34.12-2015 HWuadopmanvonnas TtexHonorus. Kpunrorpadudeckas 3ammra
uHopmarnuu. bnounsie mmppe: Hauwonameubiit cranmapt P®: Beex. 01.01.2016:- M.:
Cranmaprundopm, 2015.- URL: https://docs.cntd.ru/document/1200121983 (mara obGparieHus
15.03.2021). - TeKcT: 3JIeKTPOHHBII.

5. TOCT P 34.13-2015 HWnadopmanumonHnas texHonorus. Kpunrorpadpudeckas 3ammra
unpopmanuu. PexumMbl paboTel Gounbix mmdpos: nformation technology. Cryptographic data
security. Modes of operation for block ciphers: Hanmonanensrii crangapt P®: Brex. 01.01.2016:-
M.: Cranmaptundopm, 2015.- URL:https://docs.cntd.ru/document/1200121984 (marta oOparieHus
16.03.2021).- Tekct: 3IeKTPOHHBIH.

I'OCT 19.701-90 Equnas cucteMa nporpaMMHO# JOKyMeHTaluu. CXeMbl aIrOpUTMOB, IPOrPAMM,
JTaHHBIX U cucteM. MexayHapoausiii ctanaapt.: Beea. 01.01.1992. — I'ocynapcTBeHHbBIN KOMUTET
CCCP o BelYMCIUTENBHOM TeXHUKE U HHPopMmaTHKe. [lepensnan — suBaps 2010.

4.2. OcHOBHAasI IUTEpaTypa

1. byrakoBa H.I'., ®enopo B.H. Kpunrorpaduyeckue MeToAbl U CpeACTBA 3aIIUTHI
uHpopmanuu: ydeObHoe mocodue. M3manue 2-e, ucmpasiienHoe W jpononHeHHoe. — CII6: I
«uaTepmennar, 2020. — 380c. — ISBN 978-5-4383-0210-0.

2. byrakoBa H.T'., Cemenenko B.A., ®enopos H.B. Kpunrorpadpuueckas 3ammra
uHpopmanuu: yuebHoe rnocodue g By3oB. — M. : M3a-so MI'Y, 2011 . — 316 c. - ISBN 978-5-
2760-1503-3

3. byrakosa H.I'., ®enopos B.H. Kpunrorpadpuyeckue wmeroapl M CpeiacTBa 3alIMUThI
uHpopmanuu: yaeoHoe mocodue. — CI16: ULL «utepmenmna», 2016. — 384c. — ISBN 978-5-4383-
0135-6. Hoctyn K NEKTPOHHOU BEPCHUH KHHUTU OTKPBIT Ha caiire
https://elibrary.ru/item.asp?id=28331738.

4.3. JlonmoiHUTEJIbHAS JIUTEPATYPA

1. BBenenue B kpunrorpaduieckyro 3amuTy nHpopmanun oobekToB: yueOHuk ais CIIO /
C.H. Unbunsix, C.I'. Amommna, T.M. Kanusakuna [u gp.]. - M.: KT MTYCH, 2021. - 276¢c. —
Texct : anexTpoHHbIH // JIaHb : 31eKTpOHHO-OnbIMoTeuHas cucrema. — URL:
https://reader.lanbook.com/book/215231

2. Kopauenko A. A. Kpunrorpadudeckne mpoTokois : yued. mocooue / A. A. Kopauenko, M.
JI. T'myxapes. — CI16 : ®T'BOY BO II'VIIC, 2020. — 74 c. — ISBN 978-5-7641-1509-2. — TekcT :
ANIeKTpOHHBIH // JlaHb : anekTpoHHO-OnbnmuoTeunas cuctema. — URL:
https://reader.lanbook.com/book/191009

3. Epmakoga, A. 1O. Kpunrorpadguueckue meto/s! 3amutel nHpopmanuu / A. FO. Epmakosa. —
M. : MHUP3OA - Poccuiickuii TexHosIornueckuil yuusepcurert, 2021. — 172 c. — Teker :


https://docs.cntd.ru/document/1200095034
https://docs.cntd.ru/document/1200095035
https://docs.cntd.ru/document/1200121983
https://docs.cntd.ru/document/1200121984
https://elibrary.ru/item.asp?id=28331738
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3JIEKTPOHHBIN // JIaHb : anekTpoHHO-0nbMMoTeunas cucrema. — URL:
https://reader.lanbook.com/book/176563

4. Urnarees E. b. 3amuTa nHGOpMaum: KpUNTOAITOPUTMBI XCITHPOBAHUS: yueOHOE TocoOne
s By3oB / E. b. Urnatees. - Cankr-IletepOypr: Jlans, 2023. - 264 c. — TekcT : 31eKTpOHHBIH //
Jlans : anextpoHHO-OnbMMoTeyHas cuctema. — URL: https://reader.lanbook.com/book/311792

5. OBunHHUKOB, A. A. Kpunrorpaduyeckre METoAb! 3aIMThl HHPOpManuu: Y4yeOHoe
nocobue / A. A. OBunnHuKOB. — CII0 : Cankt-IleTepOyprckuii rocy1apcTBEeHHBI YHUBEPCUTET
a’pokocmuaeckoro npudopocrpoenus, 2021. — 133 c. — ISBN 978-5-8088-1591-9. — Teker :
3JICKTPOHHBIN // JIaHb : aeKTpoHHO-O0nbMMoTeunas cucrema. — URL:
https://e.lanbook.com/book/216491

4.4, JnekTpoHHBIE 00pPa3oBaTeIbHbIE PeCypChl

1. ByrakoBa H.I'. Kpuntorpaduueckue MeTopl 3alUThl HHGOPMAITUH. DIEKTPOHHBIN
00pasoBaTenbHbBIN pecypc. MockoBcKuUiA [Tonurex, 2020 -
https://Ims.mospolytech.ru/course/view.php?id=2518.

2. byrakoBa  H.I'.  IlporpammupoBanue  KpuUOTOrpaQUUECKUX  aJTOPUTMOB.

OneKTpoHHbIM  oOpa3zoBaTenbHbIi  pecypc.  MockoBckuit  Ilommrex, 2020 -
https://Ims.mospolytech.ru/course/view.php?id=8378&

4.5 JIueH3noHHOe H CBOOOTHO PACTIPOCTPaHsieMoe MPOrpaMMHOe o0ecTiedeHne

1. Onepanmonnas cucrema Microsoft Windows ot 7 Bepcun u Boitie; Microsoft Office wim Open
Office, 6pay3sep (Firefox/Google Chrome /Explorer).

4.6 CoBpeMeHHbIe IpodeccOHATIbHBIE 0a3bl JAHHBIX U HHPOPMALIMOHHBIE
CIIPABOYHbIEC CHCTEMBbI

1. eLIBRARY.RU: Hayunas snextponnas 6ubauoreka: cait. - Mocksa, 2000 -. - URL:
https://www.elibrary.ru (nata o6pamenus: 16.03.2021). — TekcT: 31eKTPOHHBIH.

2. JIAHb: snexktponHO-OMOMMoTEeYHas cuctema: caift. — Cankr-IlerepOypr,2010 -. - URL:
https://e.lanbook.com (gara obpamenus: 10.03.2021). - TekcT: 2M€KTPOHHBII.

3. ®CTOK Poccun: I'ocymapcTBeHHBIH peecTp CepTH(PHIMPOBAHHBIX CPEIACTB 3alUTHI
uadopmarmu. — Mocksa, 2014. - . - URL: https://fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii (mata ob6pamenus: 10.03.2021). -
TekcT: 2NeKTPOHHBIN.

4. bubnuorpaduueckas u pedepaTtuBHas 0aza JaHHBIX HAYYHOM MEPUOAMKH «Scopus» -
WWW.SCOpus.com.

5. Caiit ®enepanbHoii ciyx0b1 0e3omacHocT Poccun (PCB Poccun). -http://www.fsb.ru.

6. Caiir ®enepanbHON CIyX OBl M0 TEXHUYECKOMY M SKCIMOPTHOMY KoHTpoiro (PCTIOK
Poccun). - http://www.fstec.ru.

7. IlopTan TeXHHYEeCKOT0 KOMUTETa MO CTaHJapTH3AIMK «3aliuTa HHQopMaIuny. —
http://tk.gost.ru/wps/portal/tk362

8. UHbOpPMAIIMOHHO —aHAJUTHUECKUH VHTepHeT—TIopTaJ



https://lms.mospolytech.ru/course/view.php?id=2518
https://lms.mospolytech.ru/course/view.php?id=8378&
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii
http://www.scopus.com/
http://vpo.pk.mesi.ru/www.fsb.ru
http://www.fstec.ru/
http://tk.gost.ru/wps/portal/tk362
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IS027000.ru. — http://www.is027000.ru/.

5. MartepuajabHO-TeXHHYECKOE o0ecreueHue

Jlis mpoBeNeHUsT BCEX BHJOB 3aHATUH HEOOXOIUMO TPE3CHTAMOHHOE O000pyJaO0BaHUE
(MyJIbTUMEIUHHBIN IPOEKTOP, HOYTOYK, SKpaH UM UHTEPAKTUBHAS JOCKa) — 1 KOMILUIEKT.
I[HSI MMPOBCACHUA HPAKTUUCCKHUX 3aHATHH HGO6XO[[I/IMO HaJINYHUEC KOMIIBIOTCPHBIX KJIACCOB,

000pYyIOBaHHBIX COBPEMEHHOW BBIYMCIUTEIILHOW TEXHUKOM M3 pacyera OJHO paboyee MECTO Ha
OJIHOTO 00y4aemoro.

6. MeroanyecKkue peKOMEHAAUN
61 MeTogmqecm/le PECKOMEHAAIUA IJIA NMIpenoaaBaTeisi o Opranm3anumn oﬁyqenml

[Ipn monaroroBke Kk a0OpaTOpHBIM paboTaM cleayeT MpeaBapUTEeNbHO MpopadoTaTh
TEOPETUUECKUI MaTepua 3aHsATHUs, IPElyCMOTPEB €r0 [10/1a4y TOYHO B OTBEJIEHHOE JIJIs1 3TOTO BPEMsI
3aHSTHSL.

[Ipu npoBeneHny 3aHATHS CIEAyeT KOHTPOJIUPOBATH M0Jauy MaTepHala 1 peleHue 3a1aHui
C YYETOM y4eOHOI0 BpEMEHH, OTBEAECHHOTI'O JJISl 3aHATUSL.

[Ipu npoBepke pabOT M OTYETOB CIIEAYET YYMUTHIBATH MPABWIBHOCTh BBIMOJTHEHUS
nabopaTopHbIX pabOT HA BCEX JTarax.

6.2 MeToanuyecKue yKa3aHHs JJIsl 00yYalOMUXCsl 0 OCBOEHHIO THCIHTILTHHbBI

W3ydenne TUCIUIUTMHBI OCYIIECTBIISIETCS B CTPOTOM COOTBETCTBHH C IIEJIEBOM YCTAaHOBKOH B
TECHOH B3aMMOCBSI3U yueOHbIM T1aHOM. OCHOBOH TEOPETHYECKOI MOJITOTOBKU CTYA€HTOB SIBISIOTCS
JIeKyuu.

B mpouecce camocToATenbHONM pPabOThl CTYAEHTHI 3aKPEIUISIOT M YIUyONIsioT 3HaHWS,
MIOJTyYCHHBIE BO BpeMsl ayJAMTOPHBIX 3aHSATHHA, JOPaOaTHIBAIOT KOHCIEKTHI JIEKIIUH, TOTOBSTCS K
9K3aMEHY, a TaKXKe CaMOCTOSATENIbHO U3Y4atoT OT/ENIbHbIE TEMbI YU€OHOM MPOrpaMMmBl.

JlabopaTopHble paboOTHl TPOBOIATCS MO Hauboiee BaXXKHBIM TEMaM JUCIUTUIMHBL.
OcymiecTBisieTcsl 3aKpeIUIeHne 3HaHUM, MOJTYYEeHHBIX CTYIEHTaMH Ha JIEKIMAX W B Tpolecce
camocTosTeNnbHO padoTel. Ocoboe BHUMaHHE OOpallaeTrcs Ha pa3BUTHE YMEHUN M HaBBIKOB
YCTQHOBJICHHSI CBSI3U IMOJIOKEHUM TEOpUH C MNpOoPECCHOHATBHONW JeATeIbHOCThIO OYIyIIero
cnenuanucta no Wb. JlabopatopHble paOOThl MPOBOAATCS MO TEOPETHUYECKUM M TMPOOIEMHBIM
Bonpocam Mb. JlaGopaTtopHble paboThl MpeanoiaraeT TBOPUYECKUE JAUCKYCCHM, aKTMBHBIN 0OMeH
MHEHHSMH TI0 TIOCTaBJICHHBIM BOMpOCaM, 3acilylIMBaHWEe | OOCYXICHHWE JIOKJIAJOB IO
IPEIO’KEHHBIM MPENoaBaTesieM TeMaM.

BaxxHBIM 0OCTOSITEILCTBOM SIBIISIETCS MPHUBJICYCHUE BHUMAHHS CTYIEHTOB K 00CYXIaeMoi
npobiemMe, CTUMYJIMpPOBAaHHWE HHTepeca K HEW M OpraHu3anys aKTUBHOIO OOCYXICHHs, Kak
CTPYKTYpPBHI TIPOOJIEMBI, TaK W COCTABISIOMIMX €€ Hamboliee aKTyaJbHBIX TeM. [l MOBBIICHUS
3 PEKTUBHOCTH TNPOBEIEHHUS 3aHATHS TpeOyeTcs TNpeABapUTENIbHas MOJATOTOBKAa BCEX €ro
y4acTHUKOB. B 3TOil cBsI3u pexkomeHayeTcs: 3a0iaroBpeMeHHO (He MeHee, YeM 3a Heelo)
OTIOBECTUTH CTYJCHTOB O TEME 3aHATHUS, AaTh IEPEUCHb JIMTEPATYPhl [0 TEME, HA3HAYUTh U3 YUCIIA
CTYZCHTOB JTOKJIQTYUKOB U COJJOKJIQTIUKOB.

ITpu npoBeneHnu 1a60paTOpHO PabOTHI MPENoaBaTeb BEINOIHSAET, B OCHOBHOM, ()YHKIIMU
BEJYILIETro - CJIEIUT 3a PErjIaMeHTOM BpPEMEHH, IIOMOraeT YTOYHUTH (POpMyIHpOBKH, 000OIIaeT


http://www.iso27000.ru/
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pe3yabTaThl TUCKYCCUH, MOABOAMT UTOT 3aHATHIO B LeJOM. IIpu BBICOKOM ypOBHE MOATOTOBKU
CTYZCHYECKOH TPYIIIbI OTAEIbHbIE (PYHKIUN BEIYIIET0 MOKHO OPYYHUTh OJIHOMY U3 CTYJCHTOB. B
cilydyae HeoOXOAMMOCTH, MPENoAaBaTelb OKa3blBaeT €My HOJAEPXKKY, a IPHU MOABEJICHUN UTOTOB -
JIaeT OICHKY paboTe BEAYIIETO.

AxTuBHas paboTa cTyneHTa Ha J1a0OpaTOpHOMl paboTe YyYMUTBHIBAETCS IPU OINpPEEIeHUN
WUTOTOBOM OLICHKHU €r0 3HAaHUH 110 JUCLUIIIMHE Ha 3K3aMEHE.

CamocrosarenbHass paboTa CTYAEGHTOB MpPEAIoJaraeT MW3y4eHHe TEOPETUYECKOro MU
IIPAKTUYECKOIO0  MaTepuaia [0 akTyaJbHbIM BOIpOCaM JUCUUIUIMHBL. ~ PexomeHnyercs
CaMOCTOSITEJIbHOE HU3yueHHe Y4eOHOM M Hay4dHOH JUTepaTypbl, HCIOJIb30BAHUE CIIPABOYHOMN
JUTEPATYypHl U Ap..

IIpu BbIave 3aJjaHUI HA CAMOCTOSITEIbHYIO PabOTy HCIONb3yeTcs AU(QepeHInpOBaHHBIN
HOJXO0/ K cTyieHTaM. Ilepes BBITOTHEHHEM CTyIEHTaMH CaMOCTOSITENIbHON BHEAYAUTOPHOU pabOTHI
IPEeroJiaBaTesb IPOBOIUT HHCTPYKTAXK 110 BBITIOJIHEHUIO 3aJaHHsI, KOTOPBIN BKIJIIOYAET: L1€Jb 3[aHu,
€ro cojiepKaHue, CPOKH BBHITOTHEHHS, OPUEHTUPOBOUHBIA 00BEM pabOThI, OCHOBHBIE TPEOOBAHUS K
pe3yiabTaTtaM paboThl, KpUTEPUHU OLIEHKH. B mporecce HHCTpyKTaka pernoaaBarellb Npeaynpex1acT
CTYJEHTOB O BO3MOXHBIX THIHMYHBIX OIIMOKAaX, BCTPEYAIOIIMXCS IIPU BBINOJIHEHUU 3a/IaHusl.
WHCTpyKTaX NPOBOIUTCS MPENoOAaBaTesieM 3a cueT 00beMa BPEMEHM, OTBEJIEHHOIO Ha U3Yy4EHUE
JUCLUIUINHBI.

Texyuuii KOHTPOJIb OCYILIECTBIAETCSA Ha MPAKTUYECKUX 3aHATHAX, IPOMEKYTOUHBIH KOHTPOJIb
OCYIIECTBIISIETCS Ha SK3aMEHE B MMCbMEHHOMH (yCTHOM) Qopme.

CamocrosTenbHas paboTa OCYLIECTBIAETCS MHIAUBUAYAIBHO.

KoHTpoiib caMocTOsITENIbHOM pabOThl OpraHu3yeTcst B ABYyX (popmax:

®  CAaMOKOHTpOJIb U CAMOOLIEHKA CTY/IeHTa;

®  KOHTPOJb CO CTOPOHBI NpenoaBaTeiell (TEKYIUN U IPOMEKYTOUHBIN).

Texyuuii KOHTPOJIb OCYLIECTBISAETCS Ha MPAKTUUYECKUX 3aHATHSIX, IPOMEKYTOUHBIH KOHTPOJIb
OCYIIECTBJISIETCS Ha SK3aMEHE B MMCbMEHHOMH (YCTHOM) QopMme.

Kputepusimu oLieHKH pe3yIbTaTOB CaMOCTOSATENIHOM pabOThl CTYIEHTA SBIISIOTCS:

®  ypOBEHb OCBOEHUS CTYJEHTOM yuyeOHOIro MaTepuaia,

®  yMEHMs CTYyJIeHTa UCIOJIb30BaTh TEOPETUUECKUE 3HAHUS IIPU BBIITOJIHEHUH IPAKTUYECKUX

3a/1ay;
® cpOopMHPOBAHHOCTh KOMIIETEHLIUH;
e odopMmieHHE MaTeprala B COOTBETCTBUU C TPEOOBAHUSIMH.

7/ MoHJ OLIEHOYHBIX CPEACTB
7.1 MeToabl KOHTPOJISI U OLlCHUBAHMS Pe3yJbTATOB 00y4eHus!

B mportiecce 00yueHUsT HCTONIB3YIOTCS CIEAYIONIUE OLEHOUYHBIE (DOPMBI CAMOCTOATEIHHOU
paboThl CTYACHTOB, OLICHOYHBIE CPEJICTBA TEKYIIETO KOHTPOJISI YCIIEBAEMOCTH U MPOMEKYTOUHBIX
aTTecTalui:

- TpoBeleHHE Ja0OpaTOpHBIX pPabOT (MPAaKTHYECKUX 3aHATHNA C HMCIOJb30BaHUEM
CIELUTEXHUKH) U UX 3alIUTa;

- CaMOCTOsITEIbHAS TTOATOTOBKA 1 MTPOBEICHUE MPE3CHTAINI 10 TeMaM JTUCIIUTLTAHEI;

- 9K3aMeEH.

7.2 lllkana u KpUTEpPUHN OLIEHUBAHUS Pe3y/JIbTATOB 00yUYeHHs

[ToxazareneM olleHMBaHHS KOMIIETEHIIMI Ha pa3IUYHbIX Tanax ux GopMHUpOBaHHUS SIBIISIETCS
JOCTHKEHUE 00yYaIOIIMMUCS TUIAHUPYEMBIX pe3yJIbTaTOB 00YUYeHHS MO JUCLUILINHE.
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OIIK-9 Cnoco6eH NpUMEHSITh CPEACTBA KPHNTOrPaGpuUecKoil M TeXHHYECKOH 3alUThI HH(pOPMAIUH I
peueHus 3aaa4 NpogeccuoHAIbHOM AeATeIbHOCTH

KpuTtepnn onenuBanusi

Iloka3arean
2 3 4 5
3HATB: OO6yuatomuiics OO6yuatomuiics OO0yuaromuiics OOyuaromuiics
cpezncTBa JIEMOHCTPUPYET JIEMOHCTPUPYET JIEMOHCTPUPYET JIEMOHCTPHPYET
KpHIITOrpaduiaeckol | MOJHOE OTCYTCTBHE | YaCTUYHOE 3HAHHE MOJTHOE 3HAHUE TIOJTHOE 3HAHNE
3aIINTHI WIIM HEZIOCTATOYHOE | CPE/CTB CpencTB CpenCTB
HHPOPMALINH [T 3HAaHUE CPENCTB Kpunrorpadudeckoit | xpunTorpadpuuecko | Kpumrorpaduuec
pemeHus 3aga4d KpHNTOTpa(hUIecKo | 3amuThl HHPOPMANNHU | H 3aIIUTHI KO 3aInThI
po¢eCCHOHATBHOM i 3aIIUTHI JUTS pEUICHUS 3a0a4 HHPOPMALIUH IS vHpOpMaN
JeATEbHOCTH; nH(opManuH s npodeccrnoHanbHON pemeHus 3aga4y JUISL pETLICHUS
peuieHus 3a1a4y JIeSTeIIbHOCTH. npodeccroHaNbHO | 3amay
npodeccronansHoil | HcnbiThiBaeT 1 IeSITeNbHOCTH, npodeccronans
JACATCIBbHOCTU, 3aTpyAHCHUA TTPU HO JOITyCKacT HOM
OICpUpPOBaHUU HC3HAYUTCIIBHBIC JACATCIBbHOCTH.
TePMHUHAMHU U OIINOKH, CBobonHO
MOHATUAMU HETOYHOCTHU ornepupyer
TEepMHHAMH H
TTOHATHAMH.
Homnyckarotes
HE3HAYUTEIIbHbIC
HETOYHOCTH
yMeTh: OO6yuaromuiics He OOGyuaromuiics OOGyuarouuiics OO0yuaronumiics
MIPUMEHATH CPEICTBA | YMEET WU B JIEMOHCTPHUPYET JIEMOHCTPHUPYET JEMOHCTPHPYET
KpurTorpaduieckoil | HEZOCTATOUHOMH YaCTHYHOE yMEHHE MIOJTHOE YMEHHE MIOJTHOE YMEHHE
3aIINTHI CTEIICHN YMEeT MPUMEHSTH CPECTBA | IMPUMCEHSATH TIPUMEHSATD
nHpopmanuu s MPUMEHSTH KpunTorpaduieckoil | cpeacrsa cpeacTBa
pemneHus 3a1a4d cpencTBa 3aIUTHl HHPOPMAINU | KPUITOTpaduuecko | Kpumrorpaduiec
npodecCHOHAIBLHOM KpPHUITOTpauuecKo | IS peleHus 3a1aq 1 3aIMTHI KO 3aInThI
JEATENBLHOCTH, 1 3al1UThI npodeccroHaNbHOMI nHGOPMALINH [T uHdopmanuu
nHpOPMALIUU IS HEATECIILHOCTH. peueHus 3agaq JUISL peleHus
peuieHus 3a1a4 Jonyckarorcst npodeccuoHaNbHO | 3amau
podeCCHOHANBHON | 3HAYUTENbHbIC I 1eATEIbHOCTH. npodeccronans
JIEATEIIBHOCTH OIUOKH Homyckarores HOM
HC3HAYUTCIIBHBIC JACATCIBHOCTH.
OIIHOKH, Homyckarorcst
HETOYHOCTH HE3HAYHUTEIIbHbIC
HETOYHOCTH
BJIaJIeTh: OO6yuaromuiics He OOGyuarouiics OOGyuarouuiics OO6yuaronuiicst
WHCTPYMEHTAMU YMEET Ui B JIEMOHCTPUPYET JIEMOHCTPUPYET JIEMOHCTPUPYET
Kpurtorpaduyeckoil | HeAOCTATOUHON YaCTUYHOE YMEHHE TMIOJIHOE YMEHHE MOJIHOE YMEHHUE
3aIINTHI CTETICHN YMEeT HCTIOJNIb30BATh UCTIONIb30BATh HCIIONIb30BAThH
nHpopmanuu 1 HCTIONIb30BATh cpezncTBa cpezncTBa cpexacTBa
pemeHus 3a1a4d cpezacTBa KpunTorpaduueckoil | KpunTorpaduuecko | Kpumrorpaduiec
npodeccHoHAIBLHOM KpUITOTpauuecKo | 3amuThl HHPOPMANUU | M 3aIIUTHI KO 3aIInTHI
JIeATETLHOCTH. 1 3aIUTHI JUISL peIlieHus 3a1a4 nHdopmanuu s nHpopManuu

HHPOPMALUH [T
peleHus 3a1a4
npodeccnoHamTLHOMI
JIEATENILHOCTH

npogeCCHOHATBHOM
JIEATENILHOCTH.
JonyckatoTcs
3HAYUTCIIbHBIC
OIIHOKH,

pelieHus 3aaqy
podecCHOHATBHO
W NesTebHOCTH.
JonyckaroTcs
HC3HAYUTCIIbHBIC
OIIIHOKH,
HETOYHOCTH

JUTSL pEIICHUS
3amaq
npodeccnoHanb
HOM
JICSITEIBHOCTH.
Honyckatorcst
HC3HAYUTCIIbHBIC
HETOYHOCTH
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®opMa NPOMEKYTOUYHOM ATTECTAIUM: IK3AMEH.
ITo utoram HpOM@)KyTO‘IHOfI arreCraluu 110 JUCHUIIIIMHEC (MOI[YJHO) BBICTaBJIACTCs OLICHKA
«OTJIIMYHOY, «XOPOILOY, KyJAOBICTBOPUTEIILHO» WIH «HEYIOBIECTBOPUTEIHLHOY.

HIxana
Onucanune
OlleHUBaHUSA
BreimonHensl Bce BUABI yu4eOHOW pPabOTHI, MPEAyCMOTPEHHBIC
y4eOHbIM TuIaHOM. CTYJCHT JEMOHCTPUPYET COOTBETCTBUE 3HAHUIA,
YMCHHI, HAaBBIKOB TIPUBEJICHHBIM B TaOIWIaX IOKa3aTenei,
OlEpUPYET HPUOOPETEHHBIMHU 3HAHUSIMH, VMEHUSIMH, HaBBIKAMU
OT1ianyao pupy pruoop > Y ) ,

MNPUMCHACT MX B CUTyallUAX IMOBBIICHHOM CIIOKHOCTH. HpI/I 9TOM
MOryT OBITh AONYIICHBI HE3HAYUTCIIBHBIC OI_HI/I6KI/I, HCTOYHOCTH,
3aTPYAHCHUSA IPU AHAIIMTHUYCCKUX OIICpalUsiX, IMEPEHOCC 3HaHUH U
YMGHPIPJI Ha HOBBIC, HCCTAHAAPTHBLIC CUTYyallU.

BeimonHensl Bce BHUIbl y4eOHOW paboOThl, NpeayCMOTPEHHbIE
y4eOHbIM I1aHOM. CTYJIEHT JEMOHCTPUPYET HEMOJIHOE, IPABUIILHOE
Xopo1o COOTBETCTBUE 3HAHUH, YMEHUH, HABBIKOB IIPUBEICHHBIM B TaOJIHIIAX
nmokaszarenei, b0 ecnu Tpu ITOM OBUIM  JOMyIIeHbl 2-3
HECYIIECTBEHHbIE OIINOKU.

BeimonHensl Bce BHUIbl y4eOHOW paboOThl, NpeayCMOTPEHHbIE
y4eOHbIM 11aHOM. CTy/E€HT IEMOHCTPUPYET COOTBETCTBUE 3HAHUIA,

Y,Z[OBJ'IGTBOpI/ITeJ'IBHO B KOTOpPpOM OCBCIIICHA OCHOBHAs, HaunoOoee BayKHAs 4acTh Martcpuraia,
HO Ipu OSTOM JONINyHi€Ha OJHA 3HA4YUTCJIbHAA omuOKa WU
HCTOYHOCTB.

He BbmonHeH oauH win Oojee BHUJOB yuyeOHOM paboTHI,
MPEIYCMOTPEHHBIX y4eOHBIM TuIaHOM. CTyIEHT JEeMOHCTPUPYET
HETOJIHOE COOTBETCTBUE 3HAHUM, YMEHUH, HAaBBIKOB IIPUBECHHBIM B
TabnuIax IMoka3areseil, OMyCKaloTCs 3HAYUTEIbHBIE OIIUOKH,
NPOSIBJISIETCS. OTCYTCTBUE 3HAHMH, YMEHHH, HaBBIKOB IO psay
MoKa3aTesei, CTYACHT HCIBITHIBACT 3HAYUTENBHBIC 3aTPyAHEHUS
IpPU ONEPUPOBAHUU 3HAHMSAMU U YMEHHSIMU IPU UX IMEpPEeHOce Ha
HOBBIE CUTYAIUH.

HeynosnersopurensHo

7.3 OueHoYHbIE cpecTBA
7.3.1 Texymuii KOHTPOJIb

Texkyuit KOHTPOJIb YCIIEBAEMOCTH CTYJEHTOB OCYIIECTBIISIETCS B MTPOLIECCE MPOBEACHUS
1a00paTOPHBIX pabOT, MPOMEXKYTOUHBIX TECTOB M KOHTPOJIBHBIX PabOT, MOATOTOBIEHHBIX B paMKax
CaMOCTOSTEIIbHON PabOThI MO TEMaM.

Bonpoce! kK KOHTPOJIBHBIM paboTam

1. [aiite oOmee nonsitue kpunrorpapuu. B yem coctout cymHocTs mudpoBanus U AemndppoBaHUs
uHpopmManuu?
2. CooTHecHuTe MEX Ty COOOM MOHATHS «KPUNTOTpa(Us», KKPUTITOAHATN3Y» H «KPHUITTOIOTHSI.



How

10.

11.

12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.

24,
25.

26.
217.
28.

29.

30.
31.
32.

33.
34.
35.
36.
37.
38.

39.
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[TpuBeauTe ncTopuyecKre IPUMEPHI 3aPOXKAECHUS KpUIITOrpaduu.

OxapakTepu3yiiTe JOHAay4YHBIH MEpUOa pa3BuUTHs Kpunrtorpadguu. Paccmorpure nepsbie mmdpsi
3aMEHbI M [1€PECTAaHOBKH.

C xakoro BpeMeHH Hayvajcs HAy4YHBIH mepro pa3BuTus kpunrorpapun? Kakue coObITHS cTany ams
3TOrO OINpPENEeIIAIOMUMU?

UeMm onpeznensieTcs KpUIITOCTOUKOCTh mmppoBanus? Kakue npyrue TpeOoBaHUS MPEIbIBISIOTCS K
muGpoBaHUIO?

B gem cocroutr mpaBmio Kepkroddca? I[lodemy 5TO TpaBWio SBISETCS OOIIECIPHUHSTHIM B
Kkpurnrorpaduu?

Korna mnosBunace kpuntorpadusi ¢ OTKPBITBIMH KIIOYaMH W TepBas peaylbHas CUCTEMa
mudpoBaHus?

Kakux Bepatonuxcst kpunrorpadgos XX B. Bel 3naere?

YeM oTinmyaroTCs MOAXOAbI K OOECneyeHHIo 0e30macHOCTH MH(opManuu B Kpuntorpaduu U B
creranorpagun?

Yro 06111ero u B yeM OTIIMYME KPUIITOrpadhuueckoro npeoOpa3oBaHust ”HPOPMALUU OT KOJUPOBAHUS
€e IpH 3alIUTE OT CIyYalHBIX yrpo3 0e301acHOCTH?

Kakumu meronamu obecrieunBaeTcst KOHGUASHINAIBHOCTh HH(pOopMauu?

Uro Takoe 1menocTHOCTh nHpopmamu?

Jaiite onpeneneHre UMUTOCTONKOCTH U(pA.

Uto takoe umuToBCcTaBKa? st KAaKMX 1€ OHA UCTIONIB3yeTCs?

Jlis KakuX aceKTOB MH(POPMALMOHHOTO B3aUMOAEHCTBHS HE00X0AUMMa ayTeHTU(DUKaLus?

J1Ba ocHOBHBIX TpeOoBaHUA K X31I-PpyHKIHM. [IpOTHB KakMX aTak OHH HAIPABJICHbI?

Kakue cpezactBa HCnosb3yroTcs Uit oOecrieueHusi HeBO3MOXKHOCTH OTKa3a OT aBTOPCTBa?

Urto 03Ha4YaeT CBOMCTBO OJJHOCTOPOHHOCTH KPUITOTpaprUeCKOi Xd1I-(QyHKIUI?

B 4eMm cyTh npeaBapuTEIbHOIO pacnpeeieHus Kiarouei?

Uro Takoe cepTUPHUKAT OTKPHITOTO Kiro4a?

Jis 4ero ucnosib3yeTcs cxema pasJiesieHus cekpera?

[TpuBenuTe kmaccuukanuio METOAOB MIM(POBAHUS B 3aBHCHMOCTH OT croco0a mpeoOpa3oBaHUs
uHpopmanuu.

Uro Takoe mudppBennunHa, IuppoOdo3HaUeHUE U KaK 3TH MOHSITHSI COOTHOCSTCS?

Kakne ocoOeHHOCTH XapakTepHbl A METOAOB MIU(GPOBaHUS C CHUMMETPUYHBIM KIHOYOM U
HECUMMETPUYHBIM (OTKPBITHIM) KIIFOUOM?

UeM OTIAMYAIOTCSI CHMMETPUYHBIE IH(DPCHCTEMBI OT aCHMMETPUYHBIX ?

[TosicHuTe Ha MpUMepe CYIHOCTh MU(POBAHHS METOJIOM 3aMEHBI.

[lpuBeaute npuUMepbl MHUPPOBAHUS METOJAMH IEPECTAHOBKH. YUTO O3HAYaeT MapuipyTHas
nepecTaHoBKa?

[TosicHuTe CyHmIHOCTP TaMMHMpOBAHHMS Kak cHocoba kpunrorpaguyeckoro mnpeoOpa3zoBaHUs
uHpopmanuu. Uto sBiseTcs IpyU 3TOM KIIOYOM MK (POBaHUSA?

[Touemy anauTUBHBIE METOABI UG POBAHKS OTHOCITCS K MK (paM raMMUPOBaHUS?

K kakomy kiaccy mu@poB OTHOCSATCS aHAIUTHYECKUE CIIOCOObI u(poBaHus?

[TpuBeauTe mpumMep mudpa nepecTaHOBKH, KOTOPHII MOXKET pacCMaTPUBATHCS M KaK OJIOUHBIN mudp
3aMEHBI?

C KakuMU 1EeTSIMH B KPUITOTpaQH BBOAATCS MOIEIH OTKPHITBHIX TEKCTOB?

Kakue noxo/1pl HCHOAB3YIOTCS IS pACIIO3HABAHUS OTKPBITHIX TEKCTOB

Kakoe nmpaBuiio 1Ie’HUT B OCHOBE BCeX MIN(POB MEPECTAHOBKU?

Yro sBNSETCA KIHOUYOM IIH(pa NepEeCTaHOBKHU?

HazoBuTe 0CHOBHOM HEAOCTAaTOK MIK(POB MEPECTAHOBKH.

[TpuBeaute npumep mudpa nepecTaHoBKU, KOTOPBIA MOXKET paccMaTpUBATHCS U KaK OJIOYHBIN
mudp 3aMeHbI?

Kak onpenenuts o KpunrorpaMme, rojryueHHON ¢ MOMOIIBIO MM (pa BepTHUKAIbHON
MEePECTaHOBKHU, YHCIIO KOPOTKHUX CTOJIOLIOB 3aMIOJIHEHHOTO OTKPBITHIM TEKCTOM OCHOBHOTO
OpSAMOYTOJIbHUKA?
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Kakue cBolicTBa OTKPBITOrO TEKCTA MCIIOJIb3YIOTCS TPU BCKPBITUH MIU(Pa NEPECTAaHOBKHU?

Kakue mmpsl Ha3pIBAIOTCS MU(PPaMU IPOCTON 3aMEHBI?

[TpuBeaure npumep mudpa nepecTaHOBKU, KOTOPBIA MOXKET pacCMaTpUBATBHCS U KaK OJIOYHBIN
mmdp 3amMeHbI?

Yro ABnseTcs KiIo4oM mudpa npoctoil 3ameHsl? KakoBo MakCUMalIbHO BO3MOYXKHOE YUCIIO KIIOUYEH
mmdpa npocTort 3aMeHbI?

Yro Gonee 1esnecoodpa3Ho A HAASKHOM 3alUThl HH(OPMAIMK: apXUBALUs OTKPBITOTO TEKCTA €
MOCJEIYIOIUM MU(PPOBAHUEM MU MU(PPOBAHHE OTKPBITOTO TEKCTA € TIOCIEAYIOLIeH apXuBauen?
Nmeer nu mudp [Insiidepa sxBUBaIeHTHBIE KIHOUH, TO €CTh TaKUE KJIFOUU, HA KOTOPBIX JIIOObIE
OTKPBITHIE TEKCTHI IUPPYIOTCS OAUHAKOBO?

Kakue mu¢ps! Ha3biBatoTcst omoonamu? Ilpuseaure npumep.

K xakum mmppam otHocutcs cucrema mudposanus [erpa I «{upupp»?

Kakue mu¢ps! Ha3bIBatOTCS MK(ppaMu MHOTO3HauHOW 3aMeHbl? [IpuBenuTe npumepsl.

SBnsercs nu wudp TPONOPUUOHATILHON 3aMEeHbI OMO(DOHOM?

[TosicHuTe, 4TO BBl MOHMMAETE 1101 COBEPILEHHBIM U poM. [IpuBenute npuMepsl.

[Touemy mm¢pp Tpuremus, nexammii B ocHoBe mmdpa Bmkenepa, He sBisercss muppom
raMMHUPOBaHUsI?

[Touemy HanoXeHHE Ha OTKPBITHIH TEKCT TaMMbl, NPEACTABISIIOIIEH COOOW NEPUOIUYECKYIO
H0CJIEI0BATEIbHOCTh HEOOJIBIIOTO MEPHOa, He JaeT Ha/Ie)KHOM 3aIuThl?

[ToueMy HeEAONyCTHUMO HCIIONB30BaTh ABAXKJbl OJHY U Ty K€ rammy (Haxe ciayyailHyl u
PaBHOBEPOSTHOCTHYIO!) A5 3a1IM(POBAHUS PA3HBIX OTKPHITHIX TEKCTOB?

[lepeunciure OCHOBHBIE TPEOOBAHUS K TaMMe.

KakoBbl ¢ TOukM 3peHust Kpuntorpaduu MpeuMyILIeCTBa M HEAOCTATKU Iepexona K OIo4YHOMY
mmdpoBaHuio?

Kak peanuzyercs npemioxeHHslii K.IIIeHHOHOM NpUHIMI «HepeMeluBaHusD IpU MPAKTUYECKON
peanu3anuy aropuTMOB OJI0YHOTO MUPPOBAHUS?

KakoBbl ocHOBHBIE HeZlocTaTki anroputMa DES, 1 KakoBbI TyTH UX yCTpaHEHUs?

B kakux ciydasx MOXXHO PEKOMEHJIOBATh HCIIOJIb30BaTh OJOYHBIN MHU(PpP B PEKUME MPOCTOU
3aMEHBbI?

OT KakuxX MOTEHLHMATIbHBIX CI1a00CTEN MO3BOJIIET U30ABUTHCS UCIOJIb30BaHUE OJIOYHBIX HIU(PPOB B
pexuMax muppoBaHus ¢ 00paTHON CBA3bIO?

B uem 3akitouaroTcss JOCTOMHCTBA U HEJJOCTATKU CUCTEM IMOTOYHOTO MK(POBAHUS 10 CPABHEHHUIO C
6s10uHBIMH I (ppamMu?

[Touemy Bo3HMKaeT MpoOIeMa CHHXPOHHU3AIUN TOTOYHBIX MIH(POB?

Kakue npuynHbl 00yCIOBMIIM IIMPOKOE MCIOJB30BaHUE JIMHEWHBIX PETUCTPOB CIABUTA B KAUECTBE
YIPaBISIONUX OJIOKOB MOTOYHBIX MIH(ppcUcTeM?

[TpoBenuTe cpaBHUTENBHBIN aHanu3 anroputmoB mugpposanust RC4 u RCS.

[Tepeuncnure OCHOBHBIE PEKUMBI PaOOTHI, IPETYCMOTPEHHBIE B POCCUIICKOM CTaHapTe
HI(PPOBaHUS JaHHBIX

B yem cocToAT mpeuMyIIecTBa CUCTEM C OTKPBITBIMU KJIFOUaMU NIEPE]] CAMMETPUYHBIMU
mudperucremamu?

CI105KHOCTBIO KAaKOM MaTEMaTUYECKOM 3a/la4ll ONPENENIAETCs CTOUKOCTh cUCTeEMbl RSA?

Kakue TpeboBanus NpeabsaBiIstoTCs K KiatodaM B mugppe RSA?

K kakomy Ty mugpoB NpuHAUIEKUT cXxeMa MU pOBaHUs, UCTIOIb3yeMas B CUCTEME DJlb-
l'amans? B yem ee npenmyiiecra’?

CHOXHOCTBIO KaKOW MaTeMaTHUECKOW 3aJjauu ONpeAessieTcs CTOMKOCTh mudpcrcTeMsl Dib-
["amans?

HazoBure HenocTatku cxemsl Dib-1"amass.

Kaxune mpobnembr nHGOpMAIIMOHHON 0€30MaCHOCTH MOYXHO PEIIUTh C TTOMOIIBI0 aCHMMETPUYHBIX
mudpos.

W3noxnTe NpUHIUMIUAIBHYIO CXEMY OPTaHU3allMH CEKPETHON CBSA3H C UCIIOJIb30BAaHUEM
MHU(PCUCTEMBI C OTKPBITHIM KITFOUOM.
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Kakum 06pa3om ¢ moMoIipo KpUnrTocucTeMbl RSA MOXHO OpraHn30BaTh niepeaady COOOIMECHHH,
MOJITTMHHOCTH KOTOPBIX MOT OBI IPOBEPUTH JIFOO0H moydarens?

Kakum 006pa3om ¢ moMoIipo KpUnTocucTeMbl RSA MOXHO OpraHn30BaTh Nepeaady cooOIeHUH,
MO/JIMHHOCTh aBTOPCTBA KOTOPBIX MOYKHO MPU HEOOXOAUMOCTH JI0Ka3aTh?

Yro obmiero Mexay oOb9HOM U ITUGPOBOM moanuckio? Uem oHM paznuyaroTcs?

Kakwue 3a1aum mo3BoJsieT pemuTh HudpoBast MOAMHUCH?

B yewm 3akitoyaercs NpUHIMIIHATIBHAS CIIOKHOCTD B IPAKTUYECKOM MIPUMEHEHUU CUCTEM LIU(PPOBOI
noAnucu?

[Touemy B KpunrTorpa@uueckux CHUCTEMaX, OCHOBAaHHBIX HAa OTKPBITHIX KJIHOYaX, HEJIb3s
MCIIOJIb30BaTh OJIMHAKOBBIC KITFOUM IS IH(PPOBaHUS U U(PPOBOIA moATIHCH?

[TpuBenuTe mpuMep MOpsiika OTKPHITOTO paclpeieeHHs KIIIouel 0 KBAHTOBOMY KaHaly.

KakoBa npupoia CeKpeTHOCTH KBaHTOBOW Kpurtorpapuu?

[Touemy KBaHTOBBIM KPUITOAHAIN3 OBICTPO MOKET BCKPBITh KpunTocucteMy RSA?

KakoBbI ipo6sieMbl KBAHTOBOUM KpunTorpadun?

TECT-BOITPOCbI

Uro sBasercs npeamerom Hayku KPUIITOPT AOUA?

A) criocoObI mudpoBanus U nemuGpoBaHNUS;

B) Metonb! cokpbIThs (hakTa mepenayn CeKpeTHOW HHPOPMaInK;

B) crioco6b1 npeobpazoBanust HH(GOPMALMHU C LIETbIO €€ 3aIUThl OT HECAHKIIMOHUPOBAHHBIX
II0JIB30BAaTENEH.

Kpunrocucrema Ha3bIBaeTCsl KPUIITOCUCTEMOM 0OIIETO NCIIOIB30BAHNUS, €CITH €€ CTOMKOCTh
OCHOBBIBAETCS HAa CEKPETHOCTH

A) anropuT™MOB MK(POBAHUS U PaCIIH(PPOBAHNUS;

b) xmroua;

B) pexxuma muppoBaHus.

Ha xakue nBe rpynmbl MOYKHO pa3JelIuTh CUMMETPUYHBIE KPUITOCUCTEMBI?
A) O6710YHBIEC U TIOTOYHEIE;

bB) cuHXpOHHBIE N ACHHXPOHHBIE;

B) ananoroseie u ¢ poBbIE.

Kakue coObITHS c1ocoOCTBOBAIM Pa3BUTHIO KpUNITOrpauu?

A) poCT rpaMOTHOCTH CPEIY HACEIEHUS;

bB) paznen TeppuTtopuii, 00pa3oBaHNE TOCY1apCTB, BOWHBI;

B) nepexon kK pOHETHUECKOMY NMUCHbMY, COKpaIlleHUEe MOITHOCTH aji(aBHTA.

[Touemy nmoTo4HbIE MIKQPHI B O0IIEM ClTydae 0 CKOPOCTH HAMHOTO IPEBOCXOIAT OJI0UHbIE
muQpoI?

A) ocUMBOJIbBHOE HIM(POBAHNE MEHEE TPYIA0EMKO, YeM IH(poBaHue OOIbIIMMU OJI0KaMU;

B) norounoe mudponanue He TpeOyeT CXeM CUHXPOHHU3ALUY;

B) mudpyromnias nociae10BaTeIbHOCTh YaCTO TEHEPUPYETCS HE3aBUCUMO OT OTKPBITOTO TEKCTa UIIH
mudprekcra.

HazoBuTe ocHOBHYIO Mpo0aeMy pH OpraHU3alliu CEKPETHOM CBsI3U B Cllydyae MOTOYHBIX MUGPOB?
A) npo6iiema nepegaun Kirouel Mexay a0OHEHTaMu;

Bb) npob6nema ycTpaHeHus OmKUOOK B MOTOKE MU(PYEMbIX JaHHbIX;

B) npoGieMa CHHXpOHM3ALUU TOTOKA MIH(PYEMBIX TaHHBIX.

Kewm Obln1a npensioxkena neppasi NpakTHUecKas peaau3anus KpUITorpaguu ¢ OTKPHITHIM KIIFOUOM?
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A) Yurdbungom uddu (Whitfield Diffie) 1 Maptunom Xemnmmanom (Martin Hellman) u Pansdom
Mepknem (Ralf Merkle);

B) Ponansaom PaitBucrom (Ronald Rivest), Anu [llamupom (Adi Shamir) u Jleonapaom
Annemanom (Leonard Adleman);

B) [lladu I'onsasaccepom (Shafi Goldwasser) u CunbBro Muxainu (Silvio Micali).

K kakoii rpynme mudpoB otHocutcs mupp CLIUTAJIA?
A) mmdp 3aMeHsl;

B) mudp nepecraHoBKy;

B) xomOuHMpOBaHHBIN TIIH)P.

Cnoso KPUIITOI'PA®US 3ammmppoBano kinaccuueckum mudpom Llezaps. Beidbepure
COOTBETCTBYIOLIHIA MHUPPTEKCT.

A) YBTOUI'CBU'bTh;

Bb) ®CXKBJIBIKCIIDXIO;

B) HYJII' XCXVYT'UJIb.

[Tpu mmdppoBaHUM OTKPHITOTO TEKCTA €ro OYKBBI 3aMEHSIFOTCS [TapOU YKCeN, COOTBETCTBYIOIIUX
HOMEepaM CTOJIOLIOB M CTPOK JIaHHOM OykBbI B Tabnuile. Kak Ha3piBaeTcs 3TOT mudp?

A) pemerka KapnaHno;

B) xBaapar [Tonubus;

B) Tabmuma IlopTo.

Kak na3wiBasics mmdp, Ha OCHOBE KOTOPOTO OBLIT CO3/IaH OJIMH U3 Hau00JIee CTOMKUX BOSHHO-
Mopckux mudpos BenmnkoOputanuu Bo BpemMsi BTopoit MupoBoii BOHHBI?

A) pemerka KapnaHno;

B) xBaapar [Tonubus;

B) Tabmuma IlopTo.

[Tpu KaKuX yCIOBUSAX BOCCTAHOBHUTH TEKCT IO KPUIITOTPAMME KPUIITOAHATTUTUKY CTAHOBUTCS
IIPUHLIMIIAAIBHO HEBO3MOXKHO?

A) ecnu mUpoBaHUE «CTUPAET» N30BITOYHOCTE;

bB) ecnu ucnonb3yeTcs IMHHBIN KITIOY;

B) ecnu anroput™ mu@poBaHus HEU3BECTEH.

Kak Ha3bpIBalOTCS UCTONIb3yeMble B KpUNITOIpaUU MOJIEIH OTKPBITOTO TEKCTa, YUUTHIBAIOIINE
3aBUCHUMOCTh OYKB TE€KCTa OT MPEAbIAYIINX OYKB?

A) NO3HAYHbIE MOJIENHN OTKPBITOTO TEKCTA,

B) BeposTHOCTHBIE MOJENH K -r0 MPUOIMKEHHUS;

B) MapkoBckue MOAEIN OTKPBITBIX TEKCTOB.

Kro B Poccun pyxoBoann pa3paboTkoii TesnedoHHoro mudpartopa?
A) B.A.KoTenbHHUKOB;

b) A.H.KonmMoropos;

B) b.b.ITnoTtpoBckuii.

B gem coctout ocHoBHo# npunnun Kepkrogdca?

A) KOMIIpOMETAIUs CUCTEMBI HE JOJDKHA IPUUUHATH HEYT00CTB KOPPECIIOHIEHTaM;

B) Heob6xoaumo, 4ToObI KpUNITOCUCTEMA OblIa MPOCTOM B UCMOIb30BAaHUM, U €€ IPUMEHEHHE HE
TpeOOoBaJIO COOIIIOICHHS JUIMHHOTO CIIMCKA MTPABUIT,

B) y KOoppecnoHIeHTOB 10J1KHA ObITh BO3MOYXHOCTb [0 COOCTBEHHOI BOJIE MEHSITH KJIIOU.
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UYto moHUMAaETCs 1o KPUNTOrPaPUIECKUM MTPOTOKOTIOM?

A) anropuT™ mHUQGPOBaHUA JAHHBIX Mepe]l nepeaadei mo o0Ie0CTyITHOMY KaHaly CBSI3H;
B) pacrnipeneneHHbIN aITOPUTM pELICHUS IBYMS WK O0jiee y4aCTHUKaMU HEKOTOPOU
KpUnrorpaduueckon 3aaaqm;

B) na6op npasui mmdpoBaHus U pacinppoBaHus KPUITOCUCTEMBI.

B 4em cocTouT kpunrorpaduveckas 3agada 00eCreYeHus IeIT0CTHOCTH?

A) rapaHTHpPOBaHNE HEBO3MOKHOCTH BHECCHHSI CITyYalfHBIX OIIMOOK B MPOIIECCE Mepeaadu 1o
KaHaJIaM CBSI3H;

B) rapanTupoBanue HEBO3MOKHOCTH HECAaHKIIMOHUPOBAHHOTO U3MEHEHU I MH(POPMAITUH;

B) 06a oTBeTa BepHHI.

Kakue metonbl pazpabaTbIBatoTCs C LIEIb0 00eceueHus ayTeHTUUKaumn?

A) MeTOIbI TOATBEPIKICHUS TMOATMHHOCTHA CTOPOH U caMOi HH(OpMAaIiK B IIpoIiecce
MH(POPMALIMOHHOTO B3aUMO/IEHCTBHS;

B) MeTobI IpUCBOEHUS YHUKAIBHOIO HACHTU(PUKATOPA B3aUMOICHCTBYIOIIMM CTOPOHAM U CaMO
uHpOopMaLuy B rpolecce HHHOPMAIIMOHHOTO B3aUMOACHCTBUS;

B) 06a oTBeTa BepHHBI.

Kaxoit MexaHu3M UCIONb3yeTCs A1 00eCTIeUeHHsI HEBO3MOKHOCTH OTKa3a OT aBTOPCTBA MJIU
MPUITKUCHIBAaHUSI aBTOPCTBA?

A) MeXaHU3M CUMMETPUYHOTO MU(POBAHUSA C IPUBJICUCHUEM apOUTPa;

B) Mexanu3m nudpoBoii MOAMUCH;

B) 06a oTBeTa BepHHBI.

C 4yeMm cBsi3aHa aKTUBHAsS aTaka Ha 3amu(poBaHHYO HHOOPMALINIO?

A) c mpocnylMBaHuEeM, aHATTU30M TpaduKa, IEpexBaTOM, 3aMKUCHIO MePEAaBaeMbIX TP POBAHHBIX
COOOILEHNH,

Bb) ¢ nemmdpoBanuem, T. €. MONBITKAMH "B3JIOMATh" 3aIUTY C LIETBIO OBJIAECHUS HHPOpMAITUEH;
B) ¢ nmpepriBaHnEM npoliecca nepeiayu CoOO0IeHUH, CO3JaHuEM TIOIIEIBHBIX COOOIICHUH,
MouduKaImen neperaBaeMbIX COOOIIECHUH.

OT yero 3aBHCUT BBIOOD criocoba muppoBaHus?

A) oT ocobeHHOCTel nepenaBaeMoit HHPOpMaLnK (ee LIEHHOCTH, 00beMa, crioco0a MpeiCTaBlIeHus,
HE0OXO0JUMON CKOPOCTH Mepeaayu,;

B) oT BO3MOXXHOCTEH BJIaEIIBIIEB 110 3allUTe CBOSH MHPOPMALIUHU (CTOUMOCTh PUMEHIEMBIX
TEXHUYECKHUX YCTPOUCTB, YI0OCTBO HCIOIB30BaHUS, HAJIE)KHOCTh ()YHKIIMOHUPOBAHUS,

B) 06a oTBeTa BEpHHI.

Jnist oOHapy>KeHHs LielIeHapaBIeHHOT0 HaBA3bIBaHUS IPOTUBHUKOM JIOKHOW HH(POPMALIUU
A) B nepeaaBaemMoii HH(GOPMaLIUU CTUPAETCS N30BITOUHOCTD;

B) B nepenaBaemMyto HHGOPMAIUIO BHOCUTCS N30BITOYHOCTD;

B) ncrions3yercs Ko 4ETHOCTH.

Kaxk nHa3piBaeTcs uncioBas KOMOWHAIINS, UCTIOIb3yeMast ISl IPOBEPKH IIETOCTHOCTH?
A) UMHUTOBCTAaBKa;

B) xon ayreHTHUKAIMH COOOIIEHNUS;

B) o6a oTBeTa BEpHHI.

Kakue TpeOoBaHMsI IPEIBSIBISIOTCS K KIFOUEBbIM X3I-QyHKIsIM hx(M)=S?
A) HEBO3MOYKHOCTh BBIYHCIICHUs 3HaueHust hy(M) =S st 3amanHoro coobienust M 6e3 3HaHUS
kirouda K;
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B) HEBO3MOKHOCTH TOAOOpa TS 3aJaHHOTO cooOIIeHust M ¢ u3BeCTHbIM 3HadeHueM hx (M) = §
npyroro coobmieHust M1, ¢ u3BectHbiM 3HadeHueM hk (M1) = S1 0e3 3HaHus Kitoya K;
B) 06a oTBeTa BepHHI.

25. Kakoe TpeboBaHHE HAIIPABJICHO MTPOTHB CO3AaHUS NOAIEIbHBIX (C(haOpUKOBAHHBIX) COOOIIEHUI
IIPH aTaKax THITA UMUTAIHS ?
A) HEBO3MOKHOCTh BhIUMCiIeHUs 3HaueHus hk(M) =S st 3amanHoro coobienus M 6e3 3HaHUS
xiroyva K;
B) HEBO3MOKHOCTH 1MOAOOpa IS 3aJaHHOT0 cooOIeHuss M ¢ u3BeCTHbIM 3HadeHuem hy (M) = §
apyroro coobmenus: M1, ¢ u3BectabiM 3HaueHneM hx (M1) = S1 Ge3 3Hanus kioua K;
B) 06a oTBeTa BepHHI.

26. Kakoe TpeboBaHUE HAIIPABJICHO MMPOTHB MOAU(PHUKALINH ITepeaBaeMbIX COOOICHU MPH aTaKkax
THIIA ITOMEHa?
A) HEBO3MOKHOCTD BBIYMCICHHS 3HaueHus hi(M) =S s 3amannoro coobuienust M 6e3 3HaHus
xiroyva K;
B) HEBO3MOKHOCTH 1MOAOOpa IS 3aJaHHOT0 cooOIeHuss M ¢ u3BeCTHBIM 3HayenueM hy (M) = §
apyroro cooomienus: M1, ¢ u3BectabiM 3HaueHneM hx (M1) = S1 Ge3 3Hanus kioua K;
B) 06a oTBeTa BepHHI.

27. Kakas mpoBepKa 03Ha4aeT ayTeHTU(PHUKALIUIO ceaHca CBS3H ?
A) poBepKa LEIOCTHOCTH COSMHEHNS, HEBO3MOYKHOCTH IMTOBTOPHOM Mepeaun JaHHBIX
IPOTHBHUKOM, CTOPOH B3aUMOJICHCTBUS;
B) npoBepka 11e10CTHOCTH COeTMHEHHSI, HEBO3MO>KHOCTH TIOBTOPHOU Tepeiayr JaHHBIX
POTHBHUKOM, CBOCBPEMEHHOCTH TEpeIauu TaHHbIX;
B) 06a oTBeTa BepHHBI.

28. Kakoe cpencTBo sBISETCS OCHOBHBIM CPEICTBOM JUISI IPOBEICHUS HIICHTU(DUKAIIHT ?
A) IPOTOKOJIBI OJJHOCTOPOHHEN UACHTU(PHUKALINH;
B) npoToxosibl B3auMHON UAEHTU(DUKAIIH;
B) 06a oTBeTa BEpHBI.

29. Kaxk BeIrsaut 1udpoBast MOANMKCH TSI COOOIICHHS?
A) 4HCIo, TOTYYEHHOE B PE3yJIbTaTe XEINPOBAHUS, IPUMEHEHHOTO K 3TOMY COOOILEHHIO;
B) uncno, nonydyeHHoe B pe3ysbTare KpUnTorpadguyeckux npeoopa3oBaHuii, IPUMEHEHHBIX K
ATOMY COOOLICHHUIO;
B) xox ayTeHTUQUKAIIMN COOOIIEHMUS.

30. [y 9ero mpuMEHSIFOTCS CIIEIaIbHBIE CUCTEMBI ITPEIBAPUTEIHHOTO PACTIPEICICHNUS KITF0Uei?
A) 1ipu GOJIBIIOM YHCIIE B3aUMOAECHCTBYIOIINX CTOPOH TpeOyeTcs MpeABapuTeIbHAs PACCHIIKA
3HAYUTEIBHOTO 00beMa KIIIOUEBON MHPOPMALIUU U NOCTIETYIOIIEE €€ XPAHEHUE,;
Bb) onpenensercs nopsaoK NCIOIB30BaHUsA, CMEHBI, XPAaHEHHS U apXUBUPOBAHMSI, PE3EPBHOTIO
KOIIMPOBAaHUS M BOCCTAHOBJICHUS, 3aMEHBI WM U3bATHS U3 00paIIeHNUs] CKOMIIPOMETHPOBAHHBIX, a
TaK)K€ YHUUYTOKECHHMS CTAPBIX KIIFOYEH;
B) npexnycmarpuBaercs pacrpeeieHle U XpaHEeHUE He CaMUX KIIF0Yel, a HEKOTOPOUW MEHBIIEH 110
00beMy MH(pOpMAIH, Ha OCHOBE KOTOPOH KaX/1asi CTOPOHA MOKET BBIYMCIUTD KITFOY IS
B3aUMOJICVCTBUS C APYTOd CTOPOHOM.

31. Kakum oOpa3zom HarboJIee MPOCTO MOKHO OCYIIECTBUTE PACIIPEICIICHHE KITFOUESH JIIs CETEH ¢
OOJBIINM KOJTMYECTBOM a00OHEHTOB?
A) B cucTeMax NpeIBapUTEIIBHOIO PaCIpeIeNIEeHNs] CEKPETHBIX KIIFOUEH;
B) B cuictremMax OTKpBITOrO pacnpeiesieHus CEKPETHBIX KITIOUEH;
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B) 06a oTBeTa BEpHHI.

Yro takoe cepTu(UKAT OTKPHITOrO Kiroya?

A) HabOp JaHHBIX, 3aBEPEHHBIX HU(POBOI MOINUCHIO IEHTPA CEPTU(PUKALINY, U BKIFOYAIOLIHA
OTKPBITBIA U CEKPETHBIH KIIFOUM, UM [10JIb30BATENS, UMS CEPTU(PHUKALIMOHHOIO LIEHTPa, HOMEP
cepTuduKaTa, BpeMs AeUCTBUS cepTu(dukara, npegHazHaueHue OTKPHITOTO Kitoya (1udpoBast
MOANKCH, MU(PPOBAHKE);

B) nHaGop naHHBIX, 3aBEpPEHHBIX MEYATHIO LEHTPa CePTU(DUKALNY, U BKIFOUAIOIIHA OTKPBITHINA KITFOY,
CIMCOK JONOJIHUTENBHBIX aTpuOyTOB, IPUHAUIEKALINX A00OHEHTY, U NIpeIHa3HaY€HUE OTKPHITOrO
KJII04a,;

B) Habop aHHBIX, 3aBEPEHHBIX LU(POBOM MOANUCHIO LIEHTPA CEPTU(PUKALINHI, U BKIIOYAIOLIUIHI
OTKPBITHIN KJIFOY U CIIMCOK JIOTIOJIHUTENBHBIX aTpUOYTOB, IPUHAAJICKAIINX A0O0OHEHTY .

UTto 03Ha4aeT TEPMUH MOIIHOCTH ajdaBuTa?

A) KOJIMYECTBO CUMBOJIOB B OTKPBITOM a(aBuTe;

B) urciio BO3MOXHBIX KOMOWHAITUH CHMBOJIOB OTKPBITOTO ali(haBUTa;
B) xonuuecTBO MIMGPBETUINH OTKPHITOTO anhaBUTa.

K kakomy kiaccy mu@poB OTHOCUTCS HIU(p, eciu (pparMeHT OTKPBITOTO TEKCTa (OTAEIbHbIE
OyKBBI WM rpynna OyKB) 3aMEHSIOTCSI HEKOTOPBIMH UX 3KBUBaJeHTaMHu (OykBamu, nudpamu,
CHMBOJIaMH WJIM MX KOMOWHaIKeH) B mudprekcre?

A) mmdpsl 3aMEHBI;

B) mmdpsl nepecTaHOBKY;

B) xomMno3uimoHHbIe MUQPHI.

K kakomy kiaccy mugpoB oTHOCUTCS MK }p, eciu OYKBBI OTKPHITOrO TEKCTa NP MUPPOBAHUH
KaKMM-HHOYIb CIIOCOOOM MepeCcTaHaBINBAIOTCS, TO €CTh U3MEHSAETCS TOJIBKO MOPSIOK CIIeI0BaHUs
CHUMBOJIOB OTKPBITOI'O TEKCTA?

A) mdpsl 3aMEHBI,

B) mmmdps1 nepectaHOBKY;

B) KOMITO3UIIMOHHBIE IIU(PHI.

Uro crnenyer AenaTh AJsl yBEIUYEHHS] KPUIITOCTOMKOCTH 1ugpa?

A) yBeJIMYMBAThH PA3HUILY MEXK]Ty YHCIOM IHU(PBEINYUH U YUCIOM OYKB B andasure;
bB) Gosiee paBHOMEPHOM TOJDKHA OBITH IMarpaMMa OBTOPSEMOCTH 3HAKOB IMIHU(PPTEKCTA;
B) 06a oTBeTa MpaBUIIbHBL.

JU1s 4ero ucrnosb3yroTes 0104Hble MU(pbI?

A) 115 yBeNTUYEHUS KOJIMYECTBA MU (PPBETUUNH;
B) U1t yBenu4eHus: CKOPOCTH IIM(PPOBAHUS;

B) o0a oTBeTa NpaBUIIBHBL.

B uem cocTouT OCHOBHOE NMPEUMYIIECTBO ACUMMETPUYHOT0 MU (POBAHUS ITEPE]] CAMMETPUUHBIM?
A) HeT HeOOXOJMMOCTH B Iiepeiade CeKPETHOTo KIIto4a, KOTOPbI MOXKET ObITh NepexBaueH
37I0YMBIIIJIEHHUKOM;

B) Gosnbiiast TpyA0€MKOCTh MOCIIEAHETO U, KaK pe3yIbTaT, MEHbIINE CKOPOCTH MPpH MU(PPOBAHHH;

B) o0a oTBeTa BepHBI.

Kakwue mugps! HazpiBatoTcsi oMopoHamu?
A) mmdpbl MHOTO3HAYHON 3aMEHBI;

B) mHoroandasutHbie LIMQPHL;

B) mugpsl raMMupOBaHUS.
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Yro takoe mudpBenuyrnHa’?

A) 9HCII0 BO3MOXHBIX SKBUBAJICHTOB U 3aMEHBI OTKPBITHIX CHMBOJIOB;

B) sxBUBasIeHTHI B U(PPTEKCTE, 3aMEHSIOIINE CHUMBOJIBI MJIH TPYIITHI CHMBOJIOB B OTKPBITOTO
TEKCTa;

B) OTKpBITHII TEKCT Niepe MHu(pOBaHUEM MPEJICTABISAETCS B BUAE MOCIIEI0BATEILHOCTH
«IIOJICIIOBY», HAa3bIBAEMBIX IH(PPBEININHAMU.

C KaKMMHU LEJSIMU B KpUITOTpagHu BBOJSATCS MOJICIH OTKPBITHIX TEKCTOB??

A) city’KaT OCHOBOI JIJ1sl aBTOMATH3allUH [TPOIIECCOB KPUNITOAHAIN3A IU(PPTEKCTOB;

B) ciyaTt 0CHOBOH B ITpoLiecce U3yUYCHUS] KPHIITOCTOMKOCTH PA3IMYHBIX CHCTEM HIH(POBAHHUS;
B) 06a oTBeTa BepHHBI.

K kakomy kiaccy mugpoB OTHOCATCS aAIMTHBHBIE METOIbI IIU(POBAHUS?
A) oMo(OHBI;

B) mm¢psl MHOTO3HAYHOM 3aMEHBI;

B) mudpsl raMmMupoBaHus.

K kakomy kiaccy mu@poB OTHOCSATCS aHAIUTHYECKUE CIIOCOObI n(ppoBaHus?
A) mmdpsl 3aMEHBI;

B) mmdpsl nepecTaHOBKY;

B) MapuipyTHBIE IEpECTaHOBKH.

Kakue u3 nmpuBeeHHBIX MUGPOB SBISIOTCS MUGPAMH TEPECTAHOBKH?
A) pemetka Kapnano;

bB) xBanpar [lonuOus;

B) ta6numna Ilopro.

Kakue u3 npuBeneHHBIX MU(POB SABISAIOTCS MU paMH 3aMEHBI?
A) RSA;

b) AES;

B) I'OCT 28147-89.

Kakue cBOHCTBa OTKPBITOrO TEKCTA MCIIOJIb3YIOTCS TPH BCKPBITUU MIU(Pa MEPECTaHOBKHU?
A) OrpaHUYEHHEM MOXKET MOCITY>KUTh MOSIBIICHUE 3alIPETHBIX OUTpamm;

B) Han6osee yacTbie OUTpaMMBbl OTKPBITOIO TEKCTA, KOTOPbIE MOKHO COCTaBUTh U3 OYKB
paccMaTpuBaeMoro MmMu(pPOBAHHOIO TEKCTA;

B) 06a oTBeTa BEpHHI.

Kaxkas 13 MaTreMaTn4ecKkux Mojienell COOTBETCTBYET alropuTMy mudpa Atodar?
A) Yij = 1ij;

B) Yi = Xj+3(mod n);

B) Yi = Xi +1).

1
A=|3
6

© N b
g1 N o

3amudpyiTe ¢ MOMOIIBIO MATPUYHOTO MIU(Pa C KIIFOYEBON MaTpHIIeh
1M(pPOBOro IKBUBAJIEHTa OYKB OTKPHITOIO TEKCTA CIIOBO 3abasa.

A) 28,35,67,21,26,38;

b) 24,38,42,21,32,46;

B) 12,32,7634,17,19.
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49. Yto Gonee menecooOpazHo s HAICKHOU 3auThl HHGOpMaIuu?
A) apxuBaIs OTKPHITOrO TEKCTA C MOCIEAYIOIINM;
B) mm¢poBanre OTKPHITOTO TEKCTa C MOCIETYIOIIEH apXruBaIuei;
B) e umeer 3HaueHUS.

50. K kakum mudpam otHOocuTcs cuctema mudposanust [letpa [ «udupny»?
A) oMo OHBI;
B) mmudper OurpaMmMHO# 3aMEHBI;
B) mudpsl npocToii 3aMeHBI.

51. Ha xakom criocobe mudpoBanus Obu1 ocHOBaH Ourpammusiii mmdp [Initdepa (Playfair,
BenukoOputanus), npuMmensBiuiics Benmukooputanueii Bo Bpems [lepBoit MupoBoii BOHBI?
A) crioco6 mmdpoBaHus COCTOST B pa30MBKE BXOJHOT'O TEKCTa HAa OUTPaMMBI,
B) Ha 103yHroBOM crioco0e 3aroaHeHus UG PTAOTUIIbI;
B) 06a oTBeTa BepHHBI.

52. Kakwue mu¢psl OTHOCATCS K IIH(PpPaMud MHOTO3HAYHOW 3aMEHBI?
A) mmudp Brmwxkenepa u mmdp Tpuremus;
B) mm¢p [Imiidepa u mmdp Xmia;
B) mmudp Bepnama u mmmdp Ilopra.

53. Chopmynupyiite 0CHOBHOE TpebOBaHUE K KpUNTOrpaUuecKu CTOUKOMY TeHEpaTopy
MICEBAOCIYYalHOW MOCIE0BATEIIBHOCTH WU TAMMBI.
A) mepuo/1 raMMBbl I0OJKEH OBITh JOCTATOYHO OOJBIINUM IS MG POBAHUS COOOIIEHUH pa3InYHON
JUTHHEI;
B) rammMa f1omkHa OBITH TPYIHO MPEICKa3yeMoi, T.€. €CJIM U3BECTHBI TUI T'€HEPaTopa U KyCOK
ramMMBbl, TO HEBO3MOKHO MPEACKA3aTh CICAYIOIINUN 32 ’TUM KYCKOM OMT raMMBbI C BEPOSITHOCTHIO
BBIIIIE 3aTaHHOU.
bB) o0a oTBeTa BepHBI;

54. IlpuBeauTe npuMep COBEPLICHHOIO MK (pa.
A) mudp BrxeHepa ¢ caMOKITIOUOM;
B) onnopazoseiit 61okHOT [lleHHOHA;
B) cucrema Bepnama niist Tenerpada ¢ 0yMakHBIM KOJIBIIOM, COJIEP)KAIIUM raMMy.

55. Kakue mmdpsl sBisroTcs muppamMu raMMUpPOBaHUS ?
A) mmdp Tputemus;
B) nmudp Buxenepa;
B) 06a oTBeTa BEpHBI.

56. [To kakoMy MO/YJIIO TPOU3BOIUTCSI CyMMHUPOBAHUE FaMMBbI C OTKPBITBIM TEKCTOM B pEXKHUME
rammupoBanus ['OCT28147-89?
A) CyMMHUpPOBaHHE 110 MOAYJIIO 2;
B) cymMMupoBaHe 10 MOIyo 2°2;
B) 06a oTBeTa BEpHHBI.

57. KakoB pazmep Gioka mugpyemoro Tekcra B kpunrocucteme 'OCT28147-89?
A) 32 6wura;
B) 64 o6ura;
B) T'OCT28147-89 — moTo4yHasi KpUIITOCHCTEMA.
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Kakune GpyHKITMM BBIMOTHSAET KPUTITOCUCTEMA?

A) ycuiieHHEe 3alIUIEHHOCTH JaHHBIX U 00JerdeHne padoTsl C KpUITOAITOPUTMOM CO CTOPOHBI
YeJI0BEeKa;

b) ycunenue 3auuinieHHOCTH JJAHHBIX U 00ECIIEYeHHE COBMECTUMOCTH MOTOKA JAaHHBIX C APYTHUM
POrpPaMMHBIM 00€CTIeYeHUEM;

B) 06a oTBeTa BEepHHBI.

JIJist 9ero B MOTOYHBIX MIH(pax UCIONB3YIOTCS PETUCTPHI CABUTA C 00OPATHOU CBSI3bI0?
A) 17151 TeHepaluy KIIF0UYEeBOM MOCIIe0BaTEIbHOCTH;

B) nns opranuzanuu pexuma oOpaTHON CBSI3U B OJOYHBIX MUppax;

B) 06a oTBeTa BepHHI.

Yro Takoe ckpemOiep?

A) mporpamMMHbI€ WJIK allliapaTHbIE pealn3aluy reHeparopa nceBIoCIydaitHO raMMBl;

B) nporpamMHBbIe WM allliapaTHBIE peanu3aliy aIropuT™Ma, O3BOJISIONIETO MHU(POBATh TOOUTHO
HENPEPBIBHBIE TTOTOKU HHPOPMAIIHH;

B) o0a oTBeTa BepHHI.

B uem cocTout rnaBHas nmpobieMa mu@poB Ha OCHOBE CKpeMOsiepoB?

A) CUHXPOHHU3AIHUS TIEPEAIOIIETO (KOAUPYIOIEro) U MPUHUMAIONIETO (JEKOAUPYIOIIETO)
YCTPOWCTB;

B) xonupytoras nociae0BaTebHOCTh OUT POU3BOUTCS U3 HEOOBIIOT0 HAYaIbHOTO 00beMa
nHpopmanuu;

B) ManeHpKui IEpHOJ TaMMBI.

Kakne MeTopl CHHXpOHU3AUH MPUMEHSIOTCS. Ha TPAKTUKE B CHCTEMax MU(POBaHUS HA OCHOBE
cKpeMOepoB?

A) noGaBieHue B MOTOK HHPOPMALIMU CHHXPOHU3UPYIOLINX OUTOB, 3apaHee U3BECTHBIX MPUEMHOM
CTOPOHE, YTO MO3BOJIAET €l IPU OTCYTCTBUM TAaKOTr0 OMTAa aKTUBHO HauyaTh TOMCK CUHXPOHU3ALUH C
OTIIPaBUTEINIEM;

b) ucnonp3oBaHuE BBICOKOTOYHBIX T€HEPATOPOB BPEMEHHBIX UMITYJIBCOB, UTO MTO3BOJISIET B
MOMEHTHI IOTEPU CUHXPOHU3ALUH POU3BOANUTH paclInppoBaHUE TPUHUMAEMbIX OUTOB
uH(popManuu "o namsTu" 6€3 CHHXpPOHU3ALUH;

B) 06a oTBeTa BEpHHI.

Kakoii MeTon ucnionb3yercs A1 paHAOMHU3AMHA COOOLIEHUI?

A) BHeceHHeE CiTy4ailHbIX OUT B cam U pyeMsblil (aiisl c UTHOpUPOBAHKWEM UX Ha Aemupyromen
CTOPOHE;

B) mmidpoBanue ucxonHoro gaitia cirydaifHbIM KIHOYOM;

B) 06a oTBeTa BEpHBI.

Kaxkue I_HI/I(i)pCI/ICTeMLI N3 TIICPCUNUCIICHHBIX HUKE ABJISIFOTCA MMOTOYHBIMU?
A) A5, SEAL, RC4;

B) DES, AES, Rijndael,

B) RC2, RC5, IDIA.

[lepeuncnure OCHOBHBIE PEKUMBI padOTHI, IPETyCMOTPEHHBIE B CTaHIapTe NP POBAaHUS JaHHBIX
'OCT28147-89.

A) npocTOi 3aMeHbl, FTaMMHPOBaHUS, TAMMUPOBAHUS C OOPATHOH CBSI3bI0, FTAMMHPOBAHHUS C
00paTHOM CBA3bIO MO MIM(DP TEKCTY;

B) npocToii 3aMeHbl, raMMUPOBaHUS, TaAMMUPOBAHHUS ¢ OOPATHOH CBSI3bI0, BHIPAOOTKHU
MMUTOBCTABKH;
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B) snekTpoHHas KOAOBasi KHUTA, CLETUICHNs 0JI0KOB, 0OpaTHas CBS3b IO BBIBOY, OOpaTHast CBA3b
1o MHU(PTEKCTY.

[lepeuncinure OCHOBHBIE PEKUMBI paOOTHI, IPETYCMOTPEHHBIE B CTaHAApTE MHU(POBAHUS TaHHBIX
DES.

A) pocToi 3aMEeHbI, FTaMMHUPOBaHUS, TAMMUPOBAHUS ¢ 00pPAaTHON CBA3bIO, TAMMHUPOBAHHUS C
00paTHO CBA3BIO 1O MHPPTEKCTY;

B) npocroii 3amMeHbl, raMMHPOBaHUS, TAMMHUPOBAHUS C OOPATHOH CBSI3bI0, BEIPAOOTKH
MMUTOBCTABKH;

B) snexTpoHHAs KOIOBasi KHUTA, CIETUICHUS OJIOKOB, 00OpaTHast CBSI3b 110 BBIXOAY, 0OpaTHas CBSI3b
1o mudpTexcTy?

HazoBuTte nelicTByrommii cranaapT mudpoBanus B Amepuke?
A) DES;

b) AES;

B) Triple DES.

Kakoii kpunrorpadudeckuii anropuT JieT B OCHOBY cTaHaapTta mmdposanus AES?
A) Lucifer;

B) Blowfish;

B) Rijndael.

Kakue u3 npuBeIcHHBIX KpUNITOrpaphUUIECKUX aITOPUTMOB HCIIONIL3YIOT B OCHOBE ceTh DeticTens?
A) DES;

b) Rijndael;

B) 06a oTBeTa BepHHBI.

Uro obmero B cranmaprax DES u TOCT28147-89?

A) pa3mep 0J10Ka, pa3Mep KJIroua, KOJTHYECTBO IIUKIIOB,
bB) pasmep 610ka, nmpeodbpazoBaHuE, KOJIMUYECTBO [IUKIIOB;
B) 06a oTBeTa BEpHBI.

Hazoswure pasmep kimtoya (B Outax), ucnoias3zyemoro B kpunrocucreme [OCT28147-89?
A) 32;

B) 56;

B) 256.

[Touemy xpunrtorpaduyeckuii anroputm 'OCT28147-89 Gonee ycTOUNB K BCKPBITHIO ITyTEM
MIOJIHOTO 1epedopa 1Mo MHOKECTBY BO3MOXKHBIX 3HaUe€HUH Kitoda, yem DES?

A) pynkuus mudposanus 'OCT ropasno cinoxsee pynkuuu mudpposanus DES;

B) B cuity HamMHOr0 GOJIBIIEH JUIMHBI KITIOYA;

B) 06a oTBeTa BEpHHI.

Uto Takoe JalKecT COOOIICHUS?

A) pe3yibTaTa BBIYUCICHUS XeUl-QYHKIHH;
B) nudpoBoii oTreyaTok nanpiia;

B) o0a oTBeTa BepHBI.

Kakas maremaTnueckas mpo0iemMa JIS)KHT B OCHOBE CXEMBI OTKPBITOTO pacTIpeieIeHus KITFouei
JHuddu n Xennmana (Diffi W., Hellman M.E.)?

A) omepanusi BEIYUCICHUS JUCKPETHOTO Jorapudma;

B) daxTopusanus 60ab110T0 YKCTA;
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B) 06a oTBeTa BEpHHI.

B 4em cocTouT OCHOBHOE OTIMYHE aCHMMETPUYHBIX KPUITOCUCTEM OT CHUMMETPUYHBIX?

A) U1 iepeadd OTKPBITOrO KITF0Ya OT MOIyYaTesis K OTIIPABUTENI0 CEKPETHBIM KaHaI HE HY>KEH.
BmecTo Hero ucnosnp3yercst ayTeHTUYHBINA KaHal, TapaHTUPYIOIIUIT [TOUIMHHOCTh HCTOYHHKA
uHpOpMaLnu;

B) s mudpoBanus U AemnppoBaHUS HCIOIB3YIOTCS Pa3IMYHbIE KIIIOUH;

B) 06a oTBeTa BEepHHBI.

HazoBure Hanboee pacnpocTpaHeHHBIE 00IACTH IPUMEHEHUSI aCUMMETPUIHBIX
Kpuntorpaduueckux cucrem?

A) accuMeTpHYHas CUCTEMa UCTIOIb3YeTCs U MH(POBaHUS KOPOTKOT'O CEaHCOBOTO KJIIOYa, a
nH(}OpPMaILMOHHBIE TIOTOKU B TEUEHUE CEaHCa MPUXOJIAT IO CHMMETPUYHON CUCTEME;

B) accumerpuynas cucteMa UCOIb3YETCsl ISl 1I0Ka3aTeNbCTBA IPUHAAIEKHOCTH B CITydae OTKas3a
OTIPABUTEIISI/TIOTyYaTeNsl OT paHee MepeJaHHOrOo/IPUHATOTO COOOLICHHUS;

B) 06a oTBeTa BEpHHBI.

Jlist penieHust Kakux 3aJaq UCTIONIb3yeTcsl HU(ppoBasi MOANUCH?

A) 1715 T0Ka3aTenbCcTBA NPUHAIICKHOCTH B CIydae OTKa3a OTHPABUTEIISI/IOTyYaTeNs OT paHee
HepeIAHHOTO/TIPUHATOTO COOOIICHUS;

B) 175t obecrniedenust ayTeHTH(OUKALUHE U KOHTPOJIS [IEJIOCTHOCTH;

B) 06a oTBeTa BEepHHBI.

SIBnsieTcs U BEPHBIM YTBEPXKACHUE, UTO MPUMEHEHUE aCUMMETPUYHBIX CUCTEM B 00IIIEM CiTydae
MPUBOJUT K CYIIECTBEHHBIM 3aJIepKKaM MpU MHU(PPOBAHUU (110 CPABHEHUIO C CAMMETPUYHBIMU)?
A) na;

b) ner;

B) 3aBuCHUT OT pa3MepOB UCIIOJIb3YEMbIX KIIFOUEH.

Kakum 06pazom BeruucisieTcst iudponast MOAMUCH?

A) nocneioBaTeabHOE BIYMCICHHUE XeNI-(QYHKIUHM OT HCXOJAHOTO COOOIIEHHs U MU pOBaHHUE
MOJIy4E€HHOT'0 3HAUYEHHUsI HAa CEKPETHOM KJII0U€ OTIpaBUTeNs (WM paciinpoBaHUe HA OTKPHITOM
KJIFOYE MPU IPOBEPKE MOIIUCH);

B) nocnenoBatenbHoe MK(POBaHUE HCXOAHOTO COOOIIEHHS HA CEKPETHOM KIIIOU€ OTIPABUTENS U
BBIUMCJIEHHE XelI-(QYHKIIUHU OT 3alIM(PPOBAHHOTO COOOIICHMUS;

B) nocnenoBaTenbHOCTD ONEpalii HE UMEET 3HAUYEHUS.

BepHo 11 yTBepkIeHUE, YTO B ACHMMETPUIHON CUCTEME HUKTO, KPOME OTIIPaBUTENS
MOAMUCAHHOTO COOOIIEHUSI, HE 3HAET CEKPETHOTO KJIF04Ya, HA KOTOPOM COOOIIIeHNE ObLIO
MOAITHCcaHo?

A) na;

B) HeT, cekpeTHBIN KITH0Y U3BECTEH TAK)KEe YIOCTOBEPSIONIEMY IIEHTPY, BHIAABIIEMY OTIPABUTEIIO
ceptuduxaTt uudpoBoi MOANUCH;

B) HeT, CeKpETHBII KIII0Y U3BECTEH TAKXKE IICHTPY ayTCHTU(DHUKAIMH, B KOTOPOM UCIOIb3yeTCs
KPUTITOCHCTEMA.

Kakas yHKIMs Ha3bpIBaeTCSl OIHOCTOpPOHHEH (one-way function)?

A) ®ynkius f(X) Ha3pIBaeTCs 0THOCTOpOHHEH (one-way function), eciiu s BCeX X U3 ee 00IacTu
OTIpeIEIIeHNs JIETKO BRIYUCITUTH Y=f(X), HO HaXOKICHHE IO 3aJaHHOMY Yo TAKOTO X0, JJIs1 KOTOPOTO
f(X0)=Yo, BBIYHCIIUTEIBHO HEOCYIIIECTBUMO;
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B) ®yukius f(X) HazeiBaeTcst 0OAHOCTOPOHHEH (one-way function), eciu 11 HaXOKIACHUE 110
3aaHHOMY Yo TaKoro Xo, 17151 KoToporo f(Xo)=Yo TpebyeTcst HACTOIIBKO OTPOMHBINH 00BEM
BBIYKCIICHUH, YTO 338 HAX MPOCTO U HE CTOUT OpaThCs;

B) 06a oTBeTa BEepHHBI.

BepHo 1 yTBepKIeHHE, YTO LETOYUCICHHAs moKka3arenbHas Gyukuus f(X)=a*(mod n), rae
OCHOBAHME @ U MOKa3aTellb CTEIEHH X MpHHaIeKaT uaTepsany (1,n-1), sBiseTcst oMHOCTOPOHHEH
byHKunEH?

A) na;

B) cyiiecTBoBaHNE OJJHOCTOPOHHHUX (PYHKIIMH HE JOKAa3aHO, HO OHA MOXET OBITh B35iTa B KAYECTBE
MIPUOJIMKECHHUST;

B) uer.

K kakum kpunrorpaduyeckuM cucreMaM OTHOCHTCS cuctema RSA?

A) K OJI0YHBIM SKCHOHEHIMAIBHBIM CUCTEMAaM, TaK KaK KakKJblii 070k M OTKPBITOrO TeKcTa
paccmarpuBaeTcs Kak 1esoe yrcio B uatepsaie ot 0 10 (n-1) u npeobpa3zyercst B 610K
mUpPTEKCTA;

B) x mmppam o1HO3HAYHON 3aMEHBI;

B) 06a oTBeTa BEpHBHI.

Yewm onpezensercst CTOUKOCTb KpunTocucteMbl RSA?

A) CIOXHOCTBIO H3BJICUCHHUSI KOPHS CTENICHH € M3 OOJIBIIOrO IIEJIOr0 YHCIa MO 3aJaHHOMY MOTYJITIO
n;

B) cro’KHOCTBIO pa3oKeHHUs Ha MPOCTHIE COMHOKHUTEIH OOIBIIOTO HENOTo YHCIa;

B) o0a oTBeTa BepHHI.

Kakas ¢yHkius ncnosib3yercs B kpuntocucreMe RSA 11 reHepanuy ceKpeTHoOro Kiroda?
A) ¢pyHkuus Dinepa;

b) dynkius Mebuyca;

B) o0a oTBeTa BepHBI.

Kakoii (haktop onpenensietr pazmep kitoua B kpunrocucteme RSA?
A) pecypcamu OBM, Ha KOTOpOH yCTaHOBJIEHA KPUIITOCUCTEMA;
B) 1mHOM m@pyeMoro OTKphITOro TEKCTa;

B) pasmepom mMozyss N, O KOTOPOMY UIET MU(POBAHHUE.

UYem onpenensercs cTolkocTh kpuntocucremsl Elgamal?

A) CIOXHOCTBIO TUCKPETHOTO JIOrapu(pMHUPOBAHUS;

B) ci10’kHOCTBIO pa3okKeHHs Ha IPOCTHIE COMHOXKUTENH OOJIBIIOrO LEIOro YUCa;
B) 06a oTBeTa BEpHBI.

Kakas cxema mudpoBaHus Jeria B OCHOBY CTaHAAPTOB 3IEKTPOHHOM nudpoBoit moanucu B CIIA
(DSA — Digital Signature Algorithm) u Poccun ('OCT 334.10-2001)?

A) cxema PaiiBecra, [llammns u Annemana (Rivest R., Shamir A., Adleman L.;

b) cxema Dnp-T'amans (Elgamal);

B) cxema ludpdu n Xemnmana (Diffi W., Hellman M.E.).

ITo xakou (PopMyJIe BBIUUCIISIETCS] CEKPETHBIN KITtou B mMdpe Dnb-I"amans?

A)Y =g (mod p).
B) ed = 1 (mod &(n));

B) BeIOMpaeTcst mpou3BOIBLHO U3 YCIOBHS 1 <X <.
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ITo xakoit (PopMyne BBIUUCIISICTCS CEKPETHBIN Kitou B muppe RSA?
A)Y = ¢ (mod p)
b) ed = 1 (mod &(n)):

B) BeIOUpacTCs MPOU3BOIBHO U3 yCiIoBus 1 < x <p.

K kakomy kiaccy mugpoB oTHOCUTCs mmdp mo cxeme Dib-Iamans?
A) b pbl MHOTO3HAYHOW 3aMEHBI,

B) cxembl BEpOSITHOCTHOTO HIM(PPOBAHHUS;

B) 06a oTBeTa BepHHI.

Yro obmero Mexy kpuntocuctemMamu Oib-I"amans u RSA?
A) mdpbl MHOTO3HAYHON 3aMEHBI;

B) mmdper 0qHO3HAYHOM 3aMEHBI,

B) acummerpudHbie mUQPHL.

B uem coctout croco6 B3noma mudpa RSA ?
A) B TOM, 4TOOBI HAUTH METO/T BBIYUCIICHHS KOPHSI CTENEHH € 13 MOd N,. OCKOJIBbKY KPUIITOrpaMma

C=M ° (mod n), To kopaeMm cterenu € u3 (Mod n) sBisiercs coodIeHne M;

b) B TOM, 4T00OBI HAWTH TNIABHBIC COMHOXHTEIH 00111ero Moayisi N (P U (), MOCKOJBKY € HX
TTOMOIITBEO MOYKHO JIETKO BBIYUCIINTB CeKPeTHBII Kimod d st pactmudposanus M= C¢ (mod n);
B) 00a oTBeTa BEpPHBI.

B gem cocrosT npenmyniecTBa MU(PCUCTEM C OTKPBHITHIMH KIFOUaMH?

A) s oOMeHa KiiroyaMu aOOHEHTaM CEKPETHBIN KaHal He HY)KEH;

B) npumMeHeHrne CUMMETPUYHBIX CHCTEM NMPUBOJHUT K CYIIECTBEHHBIM 3aJep)KKaM MpH mu(ppoBaHuu
(110 CpaBHEHHUIO C ACHMMETPHYHBIMH);

B) 06a oTBeTa BepHHBI.

Kakue x31-pyHKIMM UCTIONB3YIOTCS A1 (POpMUPOBaHUS LIUPPOBOI moanucu?
A) GeckItoueBble OJJHOCTOPOHHHE X3UI-(PYHKINH;

B) xiroueBble 0IHOCTOPOHHUE X31I-(YHKIINH;

B) xpunrtorpapuyeckue X3u-QyHKIHH.

Xbsmr-3HaueHue kakoi anuHbl (B 6aitax) Berauciset cranaapt ['OCT P34.11-2001?
A) 32;
B) 16;
B) 20.

Kakoii mmdp ucnonsiyer oreuectBeHHbIN ctanaapT xamupoBanust I'OCT P 34.11-94 nns
mudpoBaHUs UCXOTHBIX JAHHBIX, YTOOB!I 00ECTIEUUTh HEBO3ZMOXKHOCTh 10J100pa cOO0IIEeH it ¢
OJIMHAKOBBIM X3III-3HAYEHUEM?

A) RSA;

B) 'OCT 28147-89;

B) mudp Dab-T'amars.

[Tepeuncnure alnropuTMBbI ITEKTPOHHOU TUGPOBOI MOITUCH?

A) RSA, DSA, EGDA, cxema IlInoppa, TOCT P34.10;

B) 'OCT 28147, DES, AES, ESIGN, ECDSA;

B) CTb 1176.2-99, McEliece, Rijndael, Cxema Tuddu — Jlammopra.
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99. K kakum BuaaM atak ys3Buma nudposas noamnuch RSA?
A) K MyJBTUIUIMKaTUBHOM aTaKe;
B) HeneneBoro UCmoyb30BaHUs CEKPETHOTO KITFOYA;
B) 06a oTBeTa BEepHHBI.

100. Kakumu npeumymiecTBamMu 00JiagaeT cxema nudpoBoii moanucu Iib-1"aMaist Mo cpaBHEHHUIO CO
cxemoit nudpoBoi nmoamucu RSA?
A) TIpyY 33JJaHHOM yPOBHE CTOHKOCTH alTOpUTMA IIU(POBO TOITUCH IIETbIC YHCIIA, YIACTBYOIINE
B BBIUMCJICHUSIX, UMEIOT 3aITUCh Ha 25% Kopoue, YTO YMEHbBIIAET CII0)KHOCTh BRIYUCIICHUN TTOYTH B
JIBA pa3a U MO3BOJISIET 3aMETHO COKPATUTh 00bEM HUCTIOIB3YEMOM MaMSITH;
B) npu BeI6OpE MOyt P OCTaTOYHO MPOBEPUTH, UTO ITO YUCIIO SIBISIETCS [IPOCTHIM;
B) 06a oTBeTa BepHHBI.

7.3.2 IlpomexxyTOUHas aTTecTalus

CoNoOA~WNE

P
= O

12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
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24,
25.
26.
27.
28.
29.
30.
31.
32.

O1eHOYHBIC CPEJICTBA JIJIS IPOMEKYTOUHOM aTTECTAIIMH
DK3aMeH
CrcoK BOIPOCOB TSI SK3aMEHA

Uctopus passutus kpunrorpaduu. 3akon Kepkroddea.

Konnenmus nzoeirounoit uapopmaruu K.1llennona. Coepriennsiit mudp. [lnudp Beprnama.
3anaun U mpoOIeMbl COBPEMEHHON KpunTorpaduu.

3anaun xkpunrorpadhun. KonpunenmmansHocts. Kpunrorpaduueckue aaropuTmel.

Araku Ha mmdpsl. Kpunrorpadguueckas CTOMKOCTb.

CHUMMETpPUYHBIE U ACHMMETPUYHBIE KPUIITOCHCTEMBI.

3anaun kpunrorpaduu. LlenoctHocts. UMUTOCTONKOCTD.

3anaum kpunrorpadun. Ayrentudukanys. [IpoTokossl naeHTHHUKAIIH.

3anaun kpunrorpadun. HeBo3aMokHOCTh 0TKa3a oT aBTopcTBa. L{udposas moanuce.

. Hudposas nmonnuce. Ceprudukanust OTKPBITHIX KITIOYEH.
. IIpoTokonel pactpeneneHus kioued. CxeMbl pasfeieHusl cekpera. ATakd Ha MTPOTOKOJIBI

pacnpeneieHus KIKYen.

Knaccugukarus mudpoB no pa3auuHbIM IpU3HAKaM.

[Mudpse! nepecranoBku. Kpunroananus mmdpoB nepecTaHOBKH.

[udper 3amensl. Kpunroananus mnoTo4HOro mudpa npocToi 3aMeHsbI.
HIudpsr rammupoBanus. Kpuntoananus mudpa Buxenepa.

TpeboBanust k raMmme. OMIMOKY IPU UCIIOJIB30BAHUN HIU(PPOB TAMMUPOBAHMSL.
Peructpsl casura ¢ 00patHoii cBsA3bt0. CkpeMOepsl.

Mertoasl paHAOMH3AIIAN COOOIIICHUH.

[Torounsle muppcUcTEMBI.

bnounsie cuctemsl mudpoanusi. Koncrpykus delicrens.

ANropuT™MbI 0JI0YHOTO IIH(PPOBAHMUS.

Pexxumbl mmdpoBanus 6J104HBIX MUPPOB. DIEKTPOHHAS KOJI0Bask KHUTA.
Pexxumebl mmdposanus 61049HbIX MK (PoB. Pexxnum cuernienus 6J0KOB.
Pexxumbl mmmdpoBanus 6;104HBIX MIHPPOB. PexxuM 0O0paTHOMN CBSA3M MO MIUPPTEKCTY.
Pexumebl mmmdpoBanus 6109HBIX IIUPPOB. PexrM 00paTHON CBSA3M MO BBIXOY.
Anroputm mmmdposanus ganaeix ['OCT 28147-809.

Anroputmsl mudpoanus ganHeix ['OCT 34.12-2015.

Anroputm mudpoBanus ganabix DES.

Anroputm mmdposanus naHHbIx AES.

Pesxxumebr 6imounsix mudpos 'OCT P 34.13-2015.

Pexxumel ncnonb3oBanus DES.

MynpTunnukatusasle GyHKun. Mx cBoiictBa. @yHkuus Ditnepa.
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HenpepsiBabie apobu. Anroputm EBknuaa. Pemero Dpatocdena. HenpepriBHbie 1poow.
3aKOH BBIYHCIICHUS TOIXOISIINX IPOOEH.

CpaBHeHME 1eIbIX Yynced 1Mo MoayJito. CBoilcTBa cpaBHEHUM. Perenue cpaBHEeHUM.
Brruncienue MyJnbTUIUIMKaTUBHOTO 0OOPAaTHOTO 3JIEMEHTA I10 33IaHHOMY MOJIYJIIO.
Kunaccel uncen. Cucremsl BeiueToB. Mx cBoiicTBa. Teopema Diinepa. Manas teopema
®depma.

I'pynmel. Konbia. [omns. [Tons amya. Onepanuu cioskeHus 1 yMHOXKeHus. Jlorapudm
HEHYJIEBOT'O JIEMEHTA IOJIS.

DnunTryeckas KpuBas HaJl KOHEUHBIMU NOJIsIMU. [1opsIoK 3/IunTHueckoil KpuBo.
KoMmmo3uius u ciioxeHue ToUeK Ha SJUIMITHYECKUX KPUBBIX.

Cucremsl muppoOBaHUS C OTKPHITHIMU KITFOYaMH.

PexxuMbl UCTIONIB30BAaHUS CUCTEM C OTKPBITHIM KITFOUOM.

OTtkpeiTOE pacnpeaenenue kimodei. Cxema JAuddu-Xemmmana.

Kpunrocucrema RSA. Kpunroananus mudpa RSA.

Cucrema mmdpoanus El Gamal. Kpunroananus mudpa El Gamal.

Kpunrocucremsl 0e3 nepeaaun kitoya. Opranus3anus CeKpeTHON CBSI3H.
Kpuntorpadus Ha >1IUNTHYECKUX KPUBBIX.

Kpunrorpadpuueckue xem-pynkunu. KimroueBsie n 6eckiroueBble (pyHKIIMN XEIIMPOBAHUS,

UX CBOICTBA U HA3HAUEHUE.

OnextponHas udposas noanuck. Kpunrorpaduyeckre mpoTOKOIIHI.
ARTopUTMBI IU(PPOBOM MOAMUCH.

[TpoTokou udpoBoi noamnucy o anroputmy RSA.

AnroputMm rudpooit nognucu EGSA.

Anroputm udposoit noamucu DSA.

[Tporoxon mudpoBoit noanucu mno crangapty DSS.

Anroput™msl 1H(POBOI MOATTUCH.

Anroput™m nudposoit noamucu 'OCT P34.10-94.

AnroputMm rudposoit nogmucu ['OCT P34.10- 2012.

OnekTpoHHas U poBas noaAnuck. TpedoBaHus K Xell-(QyHKIHUIM.
Oynknus xemmposanus mo ['OCT P 34.11-2012.

OnexkTpoHHas M(poBast MOAMUCH. ANTOPUTMBI XemupoBaHus MDX.
DneKkTpoHHas nu(poBas MOAMUCH. AIropuTMBbI XemupoBanus SHA-1.
KpunToananus oTHOCTOPOHHUX X3I-(PYHKIIHH.



