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1 He.)'[l/l, 3alavi U IVIAHUPYEMBIC PE3YJIbTaTbl oﬁyqulm o TMCIOMIIJIMHE

Leablo npenoaaBaHus AUCHUILUIUHBL SBISETCS (OPMHUPOBAHUE Y CTYACHTOB 3HAHUHN B 00JIACTH
MOHUTOPHHTIA U ylipasieHne nHuuaesramu Ub.
3agaum npenojaBaHys JUCLMUILIAHBL

° U3y4YeHHE  NPUHLUUIOB  (QOPMHUPOBAHUS  KOMIUIEKCa Mep 1o  00ecrnedeHHIo
UH(POPMALIMOHHOM 0€30MaCHOCTH NMPEANPUATHS (OpraHU3aLUN);
o M3y4YEHHE METOJIOB OpraHM3alli M YIpPaBJIEHUS JESITENbHOCTb CIY>KO 3aIMThI

uHGOpMaIMU Ha MPEATPUSTHH.

B pe3ynbprate OCBOCHUWS MUCHUIUTMHBI « MOHHUTOPWUHT COOBITHH ¥ yIpPaBICHUE WHIUICHTAMU
(SIEM)» y obyvaromuxcs G(HOpMUPYIOTCS CIEAYIOIMIMEe KOMIIETEHIIMM M JOJKHBI  OBITh
JOCTUTHYTHI CIICAYIOIINE Pe3yJbTaThl OOYYCHHS KakK dTam (OPMHUPOBAHUS COOTBETCTBYIOIIMX
KOMIIETCHIIUM:

3HATh:

- MPUHIUIBI (POPMHUPOBAHUS KOMILIEKCca Mep Mo obecredeHn0 HHPOPMAIIMOHHOM 0€30MacHOCTH
OpeanpusITHs (OpraHu3aum);

BIIQ/ICTh:

- METOJaMH OpTaHM3AlMH W YIPABJICHUS JEATSIBHOCTh CIIYXkO 3alUThl HWHPOpPMAIMH Ha
MPEINPUITHH.

OOyuenue mno aucuuiuinHe «MOHUTOPHHI COOBITHMHM M ynpasieHue uHiuaeHTamu (SIEM)»
HaIpaBJjeHO Ha popMupoBaHUE y 00YUaAIOIIMXCS CASAYIOMINX KOMITETCHITHI:

Konx n HaumeHoBaHue KOMIIETeHIM I NHaukaTopsl JOCTHXKEHUS] KOMIIETEHIIUN
[TIK-6. CniocobeH npuHUMaTh y4acTre B NIIK-6.1. 3naer npuHOUNB (GOPMUPOBAHUS
(dhopMUPOBaHHUH, OPTAHU30BHIBATH U KOMILJIEKCa Mep no 00ecrieueHnIo
MOJJIEP>KUBATH BHIMOTHEHHE KOMIUIEKca Mep | MH(pOpMaIIMOHHOM 0e30MmacHOCTH
1o o0ecrnieuyeHno nHPOPMAITMOHHOH OpeanpusITHs (OpraHu3aIim);
0€30MacHOCTH, YIIPABIATH MPOIIECCOM UX HIIK-6.2. Bnaneet MeTogaMu OpraHu3aiiviu u
peanu3aiuu; YIOpaBICHUS JCATEIBHOCTh CIIYkO 3alUThI

uHGbOpMaIlMU Ha MPEATIPUSTHH.

2 MecTo TUCHUIIMHBI B CTPYKTYpe 00pa3oBaTe/ibHOH NPOrpaMMbl

Jucrtunmaa « MOHUTOPHHT COOBITUH 1 yrnpaBiieHne nHuaeHTaMu (SIEM)» oTHOCHTCS K YnCTy
y4eOHBIX TUCHUIUIMH o0s3aTenbHON yacTu (b1.1) ocHOBHO# 00pa3oBaTenbHON MPOTPaMMBbI
(b1.1.28).

W3ydyeHne IUCHMIUIMHBI OMHPAETCS HA 3HAHUSA, YMEHHUS W HAaBBIKH, NPHOOPETEHHBIC B
IpeIuIecTBYOIUX AUCHUIUIMHAX: «be3omacHocTh  omepanuoHHbBIX cucteM  Windowsy,
«be3zonacHOCTh  omepanMoHHBIX cUcTeM Linux» «be3omacHOCTh ceTel  SJIeKTPOHHBIX
BBIYMCIIUTENIbHBIX MAIINHY, « AHAIN3 3alIUIIEHHOCTA CUCTEM»

3 CTpyKTypa U cojepKaHue TUCHUIINHBI

OO0mast TPyZOEMKOCTh JUCHUIUIMHBI COCTAaBsieT 4 3ayeTHBIX enuHuil, T.e. 144 yacoB
(mabopatopHble 3aHSATHS — 72 4Yaca, camMOCTosITeNbHas pabota — 72 Yaca, (hopMa KOHTPOJIS —
9K3aMEH, KYPCOBOM MPOEKT) B 5 ceMecTpe.

CtpykTypa U coaepKaHue AUCHUILTUHBI « MOHUTOPUHT COOBITUN W yIpaBlIEHUE WHIUACHTAMU
(SIEM)» 1o cpokam 1 BH1aM pabOThI OTPAXKEHBI B 1. 3.2.



1.1 Buabl yueOHoi#i paboThI M TPYA0EMKOCTh
(mo dopmam oOy4deHus)

3.1.1 Ounas popma oOyueHUs

Ne . KoaunuecTBO CemecTpbl
Bun yueOHoii padoThl
n/n 4acoB 5
1 | AyauTtopHble 3aHATHS 72 72
B ToMm uucne:
1.1 | Jleknunm
1.2 | CemuHapckue/mpakTUIECKUE 3aHATHS
1.3 | JIabopaTopHbI€ 3aHATHS 72 72
2 | CamocTosiTeqibHasi padoTa 72 72
B Tom uncrne:
2.1 | ...
3 | Ilpome:kyTouHAasi aTTeCTALNS
3auet/nud.3aueT/7K3aMeH DK3aMeH
Hroro 144

3.1.2 OuHo-3a04Has popma 00ydeHUS
He npengycmorpena

3.1.3 3aounas ¢popma oOyueHuUs
He npengycmorpena

3.2 TemaTuyecKuii VIAH U3y4YEeHUS] AUCHHUILIMHBI
(o popmam 0OyueHMs)

3.2.1 Ounas popma oOyueHUs

TpyaoeMKOCTb, Yac

AyautopHasi padoTa

Camo
Ne Pasieibl/TeMbl Cemuna | Jlabop | Ilpakt | cTosIT
W ACIMILTHHDL Beero | Jlexu pckue/ | aTopH | M4ecka| eJdbHa
. OpakTu4| ble o |
ecKHe | 3aHATH | moAro | pador
3aHATUSA s TOBKa a
1 Pazgen 1.
1.1 | Tema 1. U3ydenue, pa3BepThiBaHUE U 24 12 12
HACTpOIiKa CUCTEMbl MOHUTOPUHTA
Zabbix.
1.2 | Tema 2. M3yueHue, pa3BepThIBaHUE U 24 12 12
HacTpoiika SIEM Ha ocHoBe ELK
Stack.
1.3 | Tema 3. M3yudeHue cuctemsl 24 12 12
monuTopuara MaxPatrol, o6paboTka
COOBITHH.
1.4 | Tema 4. N3ydenue, pa3BepThiBaHUE U 24 12 12




HacTpoiika IDS Ossec.
1.5 | Tema 5. M3yuenue, pa3BepThIBaHUE U 24 12 12
Hactpoiika SIEM Wazuh.
1.6 | Tema 6. M3yuenue, pa3BepThIBaHUE U 24 12 12
Hactpoiika SIEM OSSIM «AlienVaulty
Hroro | 144 72 72

3.2.2 OyHo-3a04Hast opma 00ydeHuUs
He npenycmotpena.

3.2.2 3aounas ¢popma 00ydeHus
He npenycmorpena

3.3. Coaepxanue TUCUUIINHBI

Ne Pa3znen (Tema) Conepxanue

n/n AUCHHUILIMHBI

1 2 3

1 Pasnen 1

1.1 | U3yuenue, pa3BepThiBaHue | V3yueHue NpUHIUIIOB HACTPOUKH U Pa3BEPTHIBAHUS CUCTEMBI
U HAcTpoHMKa  CUCTEMbI | MOHUTOpUHTIA Zabbix. 3amyck, 3HAKOMCTBO C CUCTEMOM.
MOHMUTOpUHTa Zabbix. MOHMTOPUHT CETEBBIX Y3JI0B, CO3/JaHHE 1Ia0JIOHOB, CO3/1aHHE

KapThl ceTH. PaclimpeHHbIil MOHUTOPUHT IIPOTOKOITY.
MOHUTOPHHT CETEBBIX CEPBUCOB. ATeHTHBIM MOHUTOPUHT OC
Windows. Monutopusr 6a3sl nansix MySQL ¢ momorisio
Zabbix areHra.

1.2 | Tema 2. U3yuenue, N3zyuenne komnoneHToB creka ELK: Elasticsearch, Logstash,
pa3BepTHIBAHUE U Kibana. [IpakTrka HacTpOHKH U pa3BepThIBAHHE KOMIIOHEHTOB
HacTpoiika SIEM Ha ELK creka. U3ydyenne u HacTpoiika Filebeat, Winlogbeat.
ocnose ELK Stack. VYupasnenue crekom u MoHuTopuHrom B ELK. Ananrtanus

cteka B paMkax SIEM, npoBeneHue TecToB 1o
JETEKTUPOBAHUIO YTPo3 HHPOPMAIIMOHHOM 0€30acHOCTH.

1.3 | Tema 3. Uzyuenue ApXHUTEKTypa CUCTEMBI, OTIUCAHUE KOMIIOHEHTOB, CXeMa UX
CHUCTEMbl MOHUTOPHHIA B3auMOJIeHCcTBUA. [IpUHIMIIBI yCTaHOBKYU U Pa3BePThIBAHUS
MaxPatrol, o6paboTka MAX PATROL SIEM. Onucanue uatepdeiica, pa3aeis
COOBITHIA. «CobbITHs», « MTHIMAEHTHI», «3a1aun o cOOpy JTaHHBIX».

CO6op coObITui, peakuus u getektupoBanue SIEM Ha yrpo3sl
nH(pOpMaITMOHHOM 0€30MMaCHOCTH.

1.4 | Tema 4. U3yuenue, [TpuHIMIIBI PYHKIIMOHUPOBaHUA U BO3MOkHOCTH IDS Ossec.
pa3BepThIBAaHUE U VYcranoBka u pazseptbiBanue IDS Ossec. Onucanue
HacTpoiika IDS Ossec. unrtepdeiica. Peakuus u gerekrupoanue IDS Ha yrpo3bl

nH(pOpMaITMOHHOM 0€30MTaCHOCTH.

1.5 | Tema 5. U3yuenue, [TpuHIMITBI PYHKIIMOHUPOBAHUS U BO3MOKHOCTH Wazuh.

pa3BepThIBaHUE U
HacTpoiika SIEM Wazuh.

KomnoneHTsl jaHHOM cucTeMbl. TUNIOBBIE CLIEHApUH
ucnonb30BaHus cuctemMbl. OcobeHHocTu BHeApeHus. O030p
CHUCTEMBI, €€ APXUTEKTYpa, B3AUMOACHCTBUE areHTa U CEpBEpA.
Hacrpoiika cucteMsl u ee pa3BepTbiBaHue. Peakuus u
nerektupoBanre SIEM Ha yrpo3s! nHQOpMarmoHHON
0€301aCHOCTH.
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1.6 | Tema 6. U3yuenue, [TpuHIMIIBI PYHKIIMOHUPOBAaHUA U BO3MOKHOCTH OSSIM.
pa3BepTHIBAHUE U KomnoHeHTs! faHHOH cucTeMbl. TUIIOBBIE CLIEHAPHH
Hactpoiika SIEM OSSIM MCTOJIb30BaHus cuctembl. OcobeHHocTH BHeApeHus. O030p
«AlienVault» CHCTEMBI, €€ apXUTEKTypa, B3aUMOJICHCTBUE areHTa U cepBepa.

Hacrpoiika cucreMs! u ee pa3BepTsiBanue. Peakuus u
nerektupoBanre OSSIM Ha yrpo3sl HHPOpPMAITMOHHON
0€30I1aCHOCTH.

3.4 Temarnka cCeMMHAPCKUX/IIPAKTHYECKHUX U JIA0OPATOPHBIX 3aHATHI
3.4.1 CemuHapcKue/IPaKTUYECKUE 3aHATHUS
He npedycmompenul yuebHviM naanom.

3.4.2 JlaGopaTopHbIe 3aHATHUS

No HaunmenoBanue j1abopatopHOil paboThI Sf:eM’
1 Brimonaenue 1adboparopHoii padotsl Nel 1o teme 1 12
2 Brinonnenue nabopatopHoii pabotsl Ne2 mo teme 2 12
3 Brimonnenue madboparopHoit pabotsl Ne3 1o Teme 3 12
4 Boinonnenue nabopatopHoit pabotsl Ne4 o teme 4 12
5 Brimoaenue maboparopHoit pabotsl NeS 1o Teme 5 12
6 Brimonnenue madoparopHoit padoTel Ne6 1o Teme 6 12
Hroro 72

3.5 Temarnka KypcoBbIX IPOEKTOB (KypCOBBIX padoT)

Tembl KypcoBBIX paboT:

1. BuusHue pacHIMpEHHOro JIOTUPOBAaHMA Sysmon Ha pearupoBaHUE M pacclelOBaHUE
WHIU/IEHTOB

2. Ucnonb3oBanue SIEM s oGecrieyenns 6€30MacHOCTH KOHTEHHEPOB

3. AHanu3 coObITHI 0€30MacHOCTH MPHU MCIOJB30BaHUU yaajdeHHoro paboyero ctona (RDP) c
nomouiso SIEM

4. Ucnonp30BaHre MalIMHHOTO 00y4yeHus AJis nosbitieHus a3 dextuHoctu SIEM

5. Ucnonb3oBanue sandbox B SIEM s aHanu3a moo3puTeNbHbIX (aiyioB U BIOXKEHUH

6. MonuTtopunr aktusHocTH VPN-nionxmrouenuii ¢ momorisio SIEM

7. Wnrerpammsa Velociraptor ¢ SIEM 11 pacmMpeHHOro MOHHMTOPUHIA M PaccielOBaHUs
WHIU/IEHTOB

8. Ananus u npenotBpaieHue yrpo3 B nporeccax CI/CD ¢ ucnonszoBanuem SIEM

9. Ucnonp3oBaHue OTKPHITHIX HCTOUYHUKOB AaHHBIX (OSINT) mst oboramenus codsituii B SIEM
10. AHanu3 rocy1apcTBEHHBIX CTaHAapToB B 001actu SIEM u ynpaBieHuss MHIUACHTaMH

4 Y4eOHO-MeTOAUYECKOEe 1 MHPOPMALIMOHHOE o0ecevyeHne

4.1 HopmaTuBHbie 10KyMeHTHI 1 'OCTb1
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[Tporpamma coctaBiieHa B cOOTBETCTBUHU ¢ DenepabHBIM roCcyIapcTBEHHBIM 00pa30BaTEIbHBIM
CTaHJapTOM BBICIIET0 0Opa3oBaHUS MO HAMNpaBlIEHUIO MOATOTOBKH OakamaBpoB 10.05.03
«MHdopmanonHas 6€30MacHOCTb aBTOMaTU3UPOBAHHBIX CUCTEM).

4.2 OcHOBHAasI JIUTEpPATypa

1. Momak, H. H. OcHoBbl ynipaBiiennsi HHGOPMAIIMOHHON O€301aCHOCTBIO © yaeOHOe
nocobue / H. H. Momaxk ; nox pegakuueii B. B. OBunnnnkoBa. — Cankr-IletepOypr : ['YAII,
2022. — ISBN 978-5-8088-1711-1. — Texct : anexkTpoHHbI# // JIaHb : 3JIeKTPOHHO-
ounbnunoreunas cucrema. — URL: https://e.lanbook.com/book/340967

2. A6aenos, A. XK. Ananus, onucanue u olieHKa pyHKIHOHAIBbHBIX y3710B SIEM-cucrems :
yuebHoe nocodue / A. XK. A6nenos, B. A. Tpymun, K. Cynaiiman. — HoBocubupck : HI'TY,
2018. — ISBN 978-5-7782-3603-5. — TekcT : anexTpoHHbIi // JIaHb : 3JIeKTPOHHO-
ounbnunoreunas cucrema. — URL: https://e.lanbook.com/book/118277

3. Heuiko, Y. I1. bubnuoreka unppacTpykTypsl HHGOPMALMOHHBIX TeXxHOJIorui. [IpakTuku
ynpasnenus ITIL 4 / U. I1. Jlemiko. — Cankr-IlerepOypr : Jlanp, 2023. — ISBN 978-5-507-
46529-3. — Texcr : anexTponnbli // Jlans : anekTpoHHO-O0ubInoTeunas cucrema. — URL:
https://e.lanbook.com/book/339749

4. 5. Crpamyh, 1O. I1. Texuuyeckue cpefcTBa aBTOMaTU3alUU U YIIPABJICHUS Ha
ocHoge IIoT/IoT : yuebnoe nocodue / 1O. I1. Crpamryn. — Canxrt-IletepOypr : Jlans, 2020. —
ISBN 978-5-8114-5018-3. — Tekcr : anekTpoHHbIH // JIaHb : 351IeKTPOHHO-OUOIMOTEYHAS
cuctema. — URL: https://e.lanbook.com/book/143701 (nata o6pamenus: 01.09.2023). —
Pexum noctyna: ans aBropus. nojszoBateneid. — C. 56.

4.3 lonosiHuTEILHAS JIUTEPATYPA

1. 3erxna, J.II. ITogxon k oOHapyXeHMIO MHIMIEHTOB Oe3zomacHocT B VHTepHeTe Belel c
ucnionp3oBanueM TtexHonoruu SIEM / JI.I1. 3erxkna, JI.C. JlaBpoBa // WHTenmnexTyaibHBIC
TexHosioruu Ha Tpasncnopre. — 2017. — Ne 1. — C. 35-41. — ISSN 2413-2527. — Tekcr :
anekTpoHHbId  //  JlaHb : ANIEKTPOHHO-OMOMMOTEeUHast ~ cuctema. —  URL:
https://e.lanbook.com/journal/issue/302366

TexHomoruu mporpaMMHON 3aIIUTHl B MHTEpHETE : ydyeOHoe mocoome. — Cankt-IletepOypr :
CII6I'YT um. M.A. bonu-bpyeBuua, 2015 — Yacte 1 — 2015. — ISBN 978-5-89160-126-0. —
Texct : onektponsusli // Jlaub : o2nekTpoHHO-OmOmuoTeunas cucrtema. — URL:
https://e.lanbook.com/book/180095. — Pexum noctyna: ans aBTopu3. noas3zoBateneir. — C. 19.

4.4  DJeKTpoHHBbIEC 00pPa30BaTeIbHbIE PECYPChI

DneKTpOHHBIN 00pa30oBaTENbHBIN pecypc Ha pa3paboTke.

4.5 JIuneH3noHHoe U CBOOOIHO PACIIPOCTPAHsIeMO€e IPOrPaAMMHOe
o0ecreuyenmne

1. Virtual Box

2. Muctpubytus OC Centos7, Ubuntu 20.04
3. ductpudytus OC Kali Linux

4. Windows Server 2019

5. Zabbix


https://e.lanbook.com/book/340967
https://e.lanbook.com/book/118277
https://e.lanbook.com/book/339749
https://e.lanbook.com/journal/issue/302366

5. Wazuh
7. ELK

8. Ossim
9. Ossec

4.6 CoBpeMeHHBbIE NPO(pecCHOHATBbHBIE 0a3bI JAHHBIX U HMH(OPMALIHOHHBbIE
CIIPaBOYHbIE CHCTEMbI

WHTepHET pecypchl ¢ ONMCAHHBIMU IPOrPAMMHBIMH IPOLYKTaMU

5 MarepuajbHO-TeXHHYECKOe o0ecreyeHue

Jns mpoBeneHHMsT BCEX BHJIOB 3aHATUA HEOOXOJMMO TMPE3CHTALMOHHOE O000pY/I0BaHUE
(MyJIbTUMEIUHHBIN TTPOCKTOP, SKpaH) — | KOMIUIEKT.

Jlnst mpoBenieHust JIaOOPATOPHBIX 3aHATHH HEOOXOAMMO HAJIMYKME KOMIBIOTEPHBIX KIJIACCOB,
000pyI0BaHHBIX COBPEMEHHON BBIYMCIUTEIBHON TEXHUKOM U3 pacdyera 0JJHO pabouee MecTo Ha
OJIHOTO 00y4aeMoro.

6 MeToauveckue peKOMeHIAlMU

6.4 MeToanueckue peKOMEHIAIMHU JIsl IPENoAABATE/IA 110 OPraHU3ALNH
00y4eHuUs

1. Ilpu moAroTOBKE K 3aHATHAM CIEAYeT HpPeABAPUTENBHO MpopadoTaTh MaTepuan 3aHATHA,
IIPEIyCMOTPEB €ro mnojady TOYHO B OTBEACHHOE JUIsl 3TOro Bpems 3aHaTus. Cuepyer
MOJTOTOBUTh HEOOXOJMMBIE MaTepHalibl — TEOPETUYECKHE CBeJIeHus, 3aaauu u ap. llpu
IIPOBEJCHUM 3aHATHSA CIIELYyeT KOHTPOJUPOBATh IMOJady MarTepuala M pPEIIEHUE 3aJaHuil ¢
y4eTOM Yy4eOHOT0 BPEMEHHU, OTBEJIEHHOTO JUIsl 3aHSATHSL.

2. Ilpu npoBepke pabOT M OTUETOB CIEAYET YUUTHIBATH HE TOJBKO NMPABHJIBHOCTH BBIOJHEHUS
3a/laHui, HO M ONTHMAJbHOCTb BBIOPAaHHBIX METOJOB DPELIEHUS, MPaBUIBHOCTh BBIITOJIHEHUS
BCEX €ro I1aroB..

6.5 MerToanueckue yKazaHus JJs 00y4alIIUXCS M0 0CBOCHUIO
AUCHMILTHHBI

I/I3yquI/Ie JAUCHUIIIMHBI OCYHICCTBIACTCA B CTPOIrOM COOTBETCTBUHU C HCHGBOﬁ YCTaHOBKOﬁ B
TECHOU B3aUMOCBSI3H yueOHbBIM MIaHOM. OCHOBOM TEOPETHUECKON U MPAKTUYECKON MOATOTOBKU
CTYJICHTOB SIBJSIFOTCS JICKIIUM U JTAOOpAaTOPHBIE pabOTHI.

B mporecce camocTosTenbHONW PaOOTBl CTYACHTH 3aKpEerUiIIOT W YIUIYONSIOT 3HAHUA,
MOJIYYEHHBIE BO BpPEMsI ayJIUTOPHBIX 3aHATHUN, TOTOBATCS K AuddepeHnnarbHOMy 3a4eTy, a
TaK)Ke CaMOCTOSITENILHO U3YYalOT OT/JENIbHBIE TeMbI Y4eOHOI MPOrpamMMmBbl.

7 @DoHI OLIEHOYHBIX CPEICTB

7.4 MeToabl KOHTPOJISI M OLICHUBAHUSA Pe3yabTaTOB 00y4YeHUs

B mnpouecce oOyueHHs HCHONB3YIOTCS CIEIYIOIIME OICHOYHBIE (OPMBI CAMOCTOATEIBHOM
paboThl  CTYJEHTOB, OLICHOYHBIE CpPEACTBA TEKYLIEro KOHTPOJS  YCIIEBAEMOCTH H
IIPOMEXYTOUHBIX aTTECTALlUN!
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- TIpoBeIeHNE Tab0PaTOPHBIX PadOT (MPAKTUYECKHUX 3aHITUN C UCTIOIB30BAHUEM CIEITEXHHUKH)

M UX 3allluTa,

- CaMOCTOATCJIbHAd MOArOTOBKA U ITPOBEACHUC HpC3CHTaIII/II>'I 10 TCMaM JUCHUIIIINHBI,

- OK3aMCH.

7.5 Ilkajsa u KpUTEpHH OLEHUBAHUSA PE3YJIbTATOB 00y4YeHUSA

dopma npoMeKyTOUHON aTTecTauuu: AUPpepeHInanbHbII 3a4eT.
ITo uToram mpoMeKyTO4YHOM aTTeCTallMK MO JUCUUILUIMHE (MOJIYJII0) BHICTABIISETCS OLICHKA
COTJIMYHO», «XOPOLIO», «yIOBIETBOPUTEIBHO)» WIH KHEYAOBIECTBOPUTEIBHO.

[MIxajna oneHUBaHUA

Onucanune

OTJIN4HO

Boinonnensl Bce BHIbI y4eOHON paboOThl, MNpPEeayCMOTPEHHbIE
yueOHbIM Tu1aHOM. CTYAEHT IEMOHCTPUPYET COOTBETCTBUE 3HAHUM,
YMEHHUI, HaBBIKOB NPHUBEIECHHBIM B TaOJHMIAX IOKa3aTeleH,
ornepupyer NpUOOPETEHHBIMH 3HAHUSAMH, YMEHHSIMH, HaBBIKAMHU,
IIPUMEHSIET UX B CUTyalMsIX HNOBBILIEHHOM cil0XHOCTH. [Ipu 3TOoM
MOTYT OBITh JIOMYILEHbl HE3HAYUTEIbHbIC OLIMOKH, HETOYHOCTH,
3aTpyJHEHUS IIPU aHAJIMTUYECKUX ONEpPALUAX, IEPEHOCE 3HAHUN U
YMEHHUI Ha HOBbIE, HECTAHJAPTHBIE CUTYALIUH.

Xopo1o

BeimonHensl Bce BUABI  yueOHOH paboThl, IpeayCMOTpPEHHBIE
y4eOHpIM  TuIaHOM.  CTyAeHT  JAEMOHCTPUPYET  HEIOJIHOE,
NpaBUIBHOE  COOTBETCTBUE  3HAHMW,  YMEHMH,  HaBBIKOB
MIPUBEICHHBIM B TaOIUIaX MoKa3aTesel, JIn0o eciau mpu 3TOM ObLIN
JIOITYIIEHBI 2-3 HECYIIECTBEHHbIE OIIMOKH.

yI[OBJ'ICTBOpI/ITCJ'ILHO

BeimonHeHnsl Bce BHUABI yueOHOH paboThl, MpeayCMOTpPEHHBIE
y4eOHBIM Tu1aHOM. CTYZEHT AEeMOHCTPUPYET COOTBETCTBHE 3HAHUM,
B KOTOPOM OCBEILIEHa OCHOBHas, Haubojee BaKHAas YacThb
MaTepuaga, HO IpHU 3TOM JIOMyIeHa OJHAa 3HAYMTeJIbHas OIIMOKa
UJIM HETOYHOCT.

HeynosnerBopurenbHo

He BbmmonHeH oauH wiM  Oosnee BUAOB y4eOHOH paboTHI,
NPEIYCMOTPEHHBIX yYeOHBIM TuTaHOM. CTYAEHT IeMOHCTPUPYET
HEMOJIHOE COOTBETCTBHE 3HAHWW, YMEHUH, HABBIKOB MPUBEICHHBIM
B TaOJWIlax TOKAa3aTese, JOMyCKATCs 3HAYUTENbHBIE OIIMOKH,
NPOSIBJIETCS OTCYTCTBUE 3HAHWW, YMEHHUI, HaBBIKOB IO pAILY
noKaszaresiei, CTYICHT HCTBITHIBACT 3HAYUTEIbHBIC 3aTpPyIXHEHHUS
IpY ONEPUPOBAHUU 3HAHMSIMU U YMEHHUSMH NPH MX IepeHoce Ha
HOBBIE CUTYaIUH.

7.3.1 Texymuii KOHTPOJIb

7.6  OueHo4YHBIE CPeaCTBA

O1nieHOUYHBIE CpENICTBA JJISI TEKYLIEH aTTeCTaluu
- 3ammmTa OTYETOB O BBIIOJIHEHUH JJA0OPATOPHBIX padoT

7.3.2 IlpomexyToUyHasi aTTeCTalus

OneHouHble CpelICcTBA AJI IPOMEXYTOUHOM aTTeCTallu
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- DK3ameH

Crucox BOIIPOC IJ1d NPOBCACHUSA SK3aMCHA 110 JUCHUIIIIMHEC!

1. OO01re TpUHIUITBI TOCTPOSHHS CUCTEMbl MOHUTOPUHTA HHIIUACHTOB 1B

2. KoproparuBHast ceTh Kak 00BEKT 3aIIUThI, COOBITHE Oe30macHoCTH, [ToHsTHE
ySI3BUMOCTH, KJIacCU(UKAIMS YI3BUMOCTEHN, HICTOYHUKH UH(DOPMALIUU IO YSA3BUMOCTSIM

3. Pa3m 1mieHune cereBbIX areHTOB CKAHUPOBAHUS B CETH

4. CerteBble areHTHl ¥ cO0p HHGOpMALUU

5. OcHOBHbIE IPUEMBI BBISBJICHUS YSI3BUMOCTEN, BBISIBICHUE W3BECTHBIX YSI3BUMOCTEH,
CUCTEMBI aHAJIN3a 3aILUIICHHOCTH, IPUMEPBI CPEACTB aHAIN3a 3alUILEHHOCTU

6. CeteBbie CKaHEPBI O€30MTACHOCTH, PA3MEIICHUE CETEBBIX ar€HTOB CKAHUPOBAHUS B CETH,
CeTeBbIe areHThl U cOop MHPOPMALIUU

7. CerteBoii ckanep Nessus, 0030p BO3MOXXHOCTEH CKaHEpa, apXUTEKTypa CKaHepa,
HOJy4YeHHE M YCTaHOBKA CKaHepa, paboTa co CKaHepOM

8. S3p1k onucanust atak NASL, cTpykTypa clieHapusi, CHHTAKCHC SI3bIKa U TIOIKJITF0YaeMbIe
Ooubnmoreku

9. Ckanepsl 0ezonacHoctu komnanuu Positive Technologies, kpaTkas ncropuueckas

CIpaBKa, apXUTEKTypa U OCHOBHBIE BOBMOXKHOCTHU ckaHepa XSpider, sTamnbl paboThl ckaHepa
XSpider, c6op nndopmanuu o cetu, UIeHTUGUKALNS YI3BUMOCTEH, JOKaJIbHbIE TPOBEPKU
cucreM Windows, BbISIBIIEHUE YSI3BUMOCTE Web-ITpUII0KeHUH

10.  AHanu3 3aIMIIEHHOCTH HAa yPOBHE Y3714, 33/1a4H JIOKAJBHOTO CKaHWPOBAHH,
apXHUTEKTypa

11. COop unpopmanuu 1 ueHTUPUKALUsS ysI3BUMOCTEH, ckanep Assuria Auditor

12.  Crenmanu3upoBaHHBIEC CPEICTBA AaHAIM3A 3AIIMIIEHHOCTH, KJIACCU(PHUKALIUSI CKAHEPOB

0€30MacHOCTH MO Ha3HA4YeHHIO, Yrpo3sl U ysa3BuMocTH CYBJI, ocobenHocTH ananmn3a
samuiieHHoctd CYBJI, mpumepsl nporpamm-ckanepoB ysizBuMmocteit CYB/]

13. WcrouHnky naHHbBIX JUIsl cUCTEM OOHApYKEHMsI aTak, COCTABIISAIONINE TEXHOJIOTUN
oOHapy»XeHHs aTak, ceTeBOi Tpaduk Kak HCTOYHHK JTaHHBIX

14. OO6napyxeHue aTak Ha ypoBHe y3ia, Host IDS - KoHTpoJb neiicTBHI CyOBEKTOB
CUCTEMBI, COCTaBJISIONINE OOHAPYKEHUS aTaK YPOBHs y371a, aHAJIN3 JAHHBIX O MOTOKE

15. [Ipu3Haku aTak, UCIIOIB30BAHUE YSA3BUMOCTEN KaK IPU3HAK aTaKu, OTKIIOHEHUS OT
MOPOTOBBIX 3HAYEHH, UCTIOJIb30BaHUE U3BECTHBIX TEXHUK U MHCTPYMEHTOB JJIs TPOBEICHUS
aTak

16. IDS/IPS Snort

17.  IDS/IPS Suricata

18. MexaHu3MBbl pearupoBaHusi, 0030p MEXaHU3MOB pearupoBaHUsI, BAPHAHTHI OJIOKUPOBKH
19. WuTerpanus cpeacTB oOHapy>KEHHS U TIPEAOTBPAIICHUS aTaK B €AMHYIO CUCTEMY H
B3aMMOJICICTBHE C APYTUMHU CPEICTBAMU 3alIUThl, HHTETPALlUs CPEJICTB OOHAPYKEHUS U
IIPEIOTBPALIEHUS aTaK B €IUHYI0 CUCTEMY, IPUMEPDI KOPPEISALIUN JAHHbBIX

20. SIEM Ossim, pUHITUITEI pa0OTHI, OMIMCAaHUE TIEPBUIHON HACTPOUKHU
21.  Zabbix kak cucteMa MOHHTOPUHTA, OOIIHE MPHUHLIUIIBI PA0OTHI, PYHKIIMOHAI,
BO3MOYKHOCTH

22.  Zabbix, maGiaoHbI, TPYIIIBI Y3JIOB CETH, TPUTTEPHI, KAPTHI CETH

23. Zabbix, MoauTopuHr o ICMP

24.  Zabbix, MOHUTOPUHT CETEBBIX CEPBUCOB, KapThl CETEH

25.  Zabbix, areHTHbIA MOHUTOPHUHT

26.  Zabbix, vHBeHTapHU3al¥si, HUI3KOYPOBHEBOE OOHApYyKEHHUE

27. Zabbix, MOHUTOPUHT 0a3 JaHHBIX

28. ELK kak cucrema MOHUTOpUHIa MHUIUIEHTOB b

29.  Wazuh, npuHuun GyHKIMOHUPOBAHHS U BO3MOXXHOCTH

30. Ossec, mpuHLIUI (QYHKIHOHUPOBAHUS U BOBMOXKHOCTH

31. MaxPatrol, npuHIIUN QYHKIIMOHUPOBAHUS U BO3MOKHOCTH
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[Tpumep Ounera.
MUHUCTEPCTBO OBPA3OBAHHMS U HAYKU POCCUICKON ®EJIEPALIUI
®EJIEPAJIbHOE I'OCYIAPCTBEHHOE ABTOHOMHOE OBPA30BATEJIbHOE YUYPEX/IEHUE BbICILETO
OBPA3OBAHHMA
«MOCKOBCKHUHU NOJIUTEXHUYECKHUU YHUBEPCHUTET»

(MOCKOBCKHWH IMOJIUTEX)

daxynpTeT HHPOPMAIIMOHHBIX TEXHOJIOTUN

Kadenpa: Madpopmarnmonnas 6€30macHOCTh

JuctumniamHa: MOHUTOPUHT COOBITHI U yripaBieHue uHIAeHTaMu (SIEM)
bakanaspsi. Kypc 3, cemectp 1

SK3AMEHAILIMOHHBIM BUJIET Ne 1

[

[IpenonaBatenp / denko .. /

1. Zabbix, MOHUTOPUHT 0a3 JaHHBIX
2. CereBble areHThI U COOp HH(OPMALIHH.




