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1. eJsn, 3a7a4M U IVIAHUPYEMbIe Pe3yJIbTaThl 00y4YeHH sl 10 AUCUHUILIMHE

K OCHOBHBIM 1eJISIM OCBOCHHS JUCHUIUTHHBI «METOIBI M CpelcTBa KPHUITOTpadUIECKOM
3aIUThl MHOOPMALIUN» CIIEAYET OTHECTH:
- U3y4CHHE COBPEMEHHBIX METOJIOB U CPEICTB KPHUITOTPA(QUUICCKON 3aIMUTH HHPOPMAIUH
JUTSL PEIICHUs TPOOJIeM 3aIUThl HHPOPMAITHH.

K ocHOBHBIM 3a/1a4aM OCBOEHUS AMCUUIUIMHBI « METObI ¥ CPEACTBAa KPUNTOTpadhUIeCcKOi
3alUThl HHQOPMALIUNY» CIEAYET OTHECTH:

- OBJIQJICHUE OCHOBHBIMHM KPUNTOTrpapMUEeCKUMU HHCTPYMEHTAMM, HEOOXOIUMBIMU IS
MTOCTPOCHHUSI 3aAIIUIIEHHBIX HH()OPMAIIMOHHBIX CUCTEM.
OOyuenue no aucuuiuiiHe «MeTonbl U CpeicTBa KpUNTOrpapuueckod 3aluThl MHQOpMaIu»
HaIpaBJieHO Ha (POPMUPOBAHKE Yy OOYUAIOIIMXCS CIASAYIOMMNX KOMITETCHITHI:

KO}I U HAUMCHOBAaHHC KOMl'[eTeHIII/Iﬁ I/IHJII/IKaTOpr JOCTHIKCHUA KOMIICTCHIIMHU
OIIK-9 CriocobeH nMpUMeHsITh CpeacTBa HOIIK-9.1. 3Haer cpencTBa kpunTorpaduieckoi u
KpUNTOrpaduuecKoil 1 TEXHUUECKOH 3alUThI TEXHUYECKOW 3aIIUThI HHPOpPMAIIUK JUIsl PEILICHUSI
uH(OpMAaLUK IS peleH st 3a/1a4 MPoecCHOHANBHON | 3a7a4 npodeccnoHabHO e TeNbHOCTH;
NeATEIIbHOCTH NOIIK-9.2. YMmeeT npuMeHsITh CpeicTBa

KpHUNTOrpaduuecKod U TEXHUUECKOH 3alUThI
nHpopManuu s peneHus 3a1a4 npoQecCHOHANbHON
JIeSITebHOCTH;

HOIIK-9.3. Bnaseer cpeacTBamMu KpunTorpaduueckoit
Y TEXHUYECKOH MH(OpMALMH VIS peLIeHUs 3a1aq
npodecCHOHaTbHON NeATeIbHOCTH

2. Hean, 3a1a4m ¥ IJIaHUPYyeMble Pe3yJbTaThbl 00y4eHH s 10 JUCUUILIHHE

Jucuunnuna «MeTtoabl U cpeicTBa Kpuntorpaduueckoi 3aiuThl HHGOPMaLUU» OTHOCUTCS K
YUCITy y4eOHBIX JUCHUILIMH Oioka 1 oOs3artenpHOM yactu (b1.1) ocHOBHOM 00pa3oBaTebHON
nporpammsl (b1.1.19).

JlucuuniuHa B3aMMOCBSI3aHA JIOTUYECKH M COJEPKATENbHO-METOAUYECKA CO CIEAYIOIIMMU
mucuumnHamu U npaktukamu OOIL: «Matematnueckuid ananu3y, «Jluneiinas anredpa», « Teopus
BEPOSITHOCTEH 1 MaTeMaTHYeCKasl CTaTUCTHKa», « OCHOBBI HH(POPMAIIMOHHON 0€30TaCHOCTH.

3. CTpykTypa u conepkaHue TUCUUILTHHBI
OO61as TpyI0eMKOCTh AUCHUIIIMHBI COCTaBIsET 4 3aueTHbIe enuHulpl (144 yaca).
3.1. Buabl yueOHOI padoThl M TPY10EMKOCTH
(o dpopmam oOydeHus)

3.1.1 Ounas popma oOyueHus

| Bup yueoHo# padoThl CemecTpsbl




Ne KoauuectBo | Cemectp Hepeas
n/n 4acoB cemecTpa
1 | AyauTopHble 3aHATHS 72 3 1-18
B ToM uucne:
1.1 | Jlekuun 4 3 -
1.2 | CemuHapckue/mpakTHIECKUE 3aHATHS - - -
1.3 | JlabopaTopHbIe 3aHATHS 68 3 1-18
2 | CamocrosiTeJbHas padoTa 72 3 1-18
3 | Ipome:kyTOUHasi aTTeCTALMA
DK3aMeH 3 ITo pacrimcanmio
Hroro 144




(o dpopmam oOydeHus)

3.2.1 Ounas popma oOydenus

3.2. TemaTu4yecKuii MJIaH U3yYEeHHUS TUCIIATIMHBI

TpyaoemMKocThb, yac

AynuTopHasi padora
Camoc
J:/') Pa3znenabl/TeMbl CeMHH/ap Jlabop | Ilpaxr TOSATE
AUCHMILTUHBI Bceero | Jlex crHe aTOPH | MHCCKA | 1y s
n MpaKTH4e | bIe A
11401 padot
CKHE | 3aHATH | IOIOT | ©
3aHATHUS b OBKa
Paznen 1. CummerpuuHsbie
1 60 - - 28 - 32
KPHUIITOCUCTEMBI
1.1 | Tema 1. UcTopus pa3BuTHs 4 - - - - 4
12 Tema 2. OCH?BHBIG 3a7a4u 5 1 i i i 4
COBPEMEHHOH Kpurnrorpahuu
1.3 | Tema 3. Knaccuduxanus mugpos 4 - - - - 4
1.4 | Tema 4. Iudpsl nepecTaHOBKU 8 - - 4 - 4
1.5 | Tema 5. Hludpsl 3aMeHbI 12 - - 8 - 4
1.6 | Tema 6. llIudpsr raMMupOBaHUS 8 - - 4 - 4
17 Tema 7. [ToTouHBIE CUCTEMBI 8 i i 4 i 4
mudpoBaHUs
18 Tema 8. brouHsle cucTemsl 12 ) ) 8 ) 4
mudpoBaHUs
2 Paznen 2. AcummeTpuyHbie 80 i 40 40
KPUIITOCUCTEMBI
21 Tema 1. Maremarnueckue OCHOBBI 18 2 8 8
KpUnTorpaguu ¢ OTKPHITHIM KIIFOUYOM
29 Tema 2; OTKpbITOC pacipeeneHue 6 i 4 5
KITFoueit
23 Tewma 3. Cuctembl mudpoBaHus ¢ 12 i 8 4
OTKPBITBIMU KITIOYaMH
24 Tewma 4. Kpunrorpadus Ha 12 i 4 8
AITUNTUYECKUX KPUBBIX
2k Tema 5. DnexTpoHHbIE TUDPOBBIE 16 ) ) 8 ) 8
MOANKICH
26 Tema 6. gTaHILapTH u(ppoBBIX 16 i i 3 i 3
noanucen
2.7 | Tema 7. KBanToBas kpunrorpadus 3 1 - - - 2
Hroro 144 4 68 72
3.3. ConepxaHue QUCHUNIHHBI
Pazgen 1. CuMMeTpHYHBbIE KPHIITOCHCTEMBI.
Tema 1.1. Mctopus pazButust Kpunrtorpaduu.
OcHoBHble TpeOoBanuss Kk mmdpam. [lonsrue kpunrorpadguyeckoi CTOHKOCTH.

Cosepuiennsie mudpsl. Konnemnius n30pITo9HOCTH HHDOPMALIUH.

Tema 1.2. OcHOBHBIE 337]a4U COBPEMEHHOI KpunTorpaduu.

KondunennuansHocts. LlenoctHocTs. AyTeHTH(uUKaus. YnpaieHue kiodaMu. Cxembl
pa3aesieHus CeKpeTa.




Tema 1.3. Knaccudukarus mudpos.
Knaccugpukamus mumdppoB 1o pazauuHbiM npusHakam. DopmaiibHble MOJETH MIH(POB.
MaremaTHueCcKie MOAETH OTKPBITOTO TEKCTA.

Tema 1.4. [lludpsl nepecTaHOBKH.
HIndper BepTukansHO# nepectaHoBku. [Iudper mapmpyrHOii nepecranoBku. [ToBopoTHbIE

pemietku. Cerp ®@elictens. Illudppbl nepecTtaHOBKH. JNEMEHThl KpUNTOAHAIM3a LIM(PPOB
[IEPECTaHOBKH.

Tema 1.5. [lludpsr 3aMeHBI.

HIudper  mpoctoit 3amensl. Kpunrtoananmus mudpoB mpocroir 3amensl. Ludpsr
MHOT'O3HAaYHOW 3aMEHBI.

Tema 1.6. Lludpsl raMmmupoBaHus.
Opnnopazossiii OnokHOT Illennona. I'ammupoBanue I'OCT P 34.13-2015 nmo anroputmy

Marma (TOCT P 34.12-2015).

Tema 1.6. [Torounblie mudpsl.

Peructpsr cnBura ¢ oopatHo#t cBsa3pto. CkpemoOiepsl. MeToapl paHIOMHU3AIUN COOOIICHHIA.
[ToTounsle mmdpcuctemsl. Hudpsr AS5/1 u AS/2.

Tema 1.7. brounsie cuctemsl MHUPPOBAHUSL.

Koucrpykuun @eiictens. AnroputMel Ojo4yHoro mudpoBanusa. Pexumbl mudpoBaHus

6mounbix mudpos. 'OCT P 34.13-2015, T'OCT 34.13-2018. brnounbie cuctemsl muUGPOBAHUS.
Anroputmsl mudposanus DES u AES. Anroputmsl mudposanus 'OCT 28147-89, T'OCT P 34.12-
2015, 'OCT 34.13-2018.

Pa3znen 2. AcuMMeTpUYHbIE KPUIITOCUCTEMBbI.

Tema 2.1. MaTemaTudecKkrie OCHOBBI aCHMMETPUYHOMN KpUNITOrpaduu.

HenpepeiBubie apobu. MynbrunnukatuBHble (QyHKUuU. CpaBHEHHE LENbIX YHCENT IIO0
Moayio. Perienne cpaBHeHUH MepBoid cTeneHu. [ pyniibl, KoJblia, KOHEYHBIE TOJIS.

DOJUIMNTHYECKUE KpUBbIE HAJ KOHEYHBIMH TOJSAMHU.  ODJIEMEHThl TEOpPHUH 4HcCel U
anredpanveckoil reOMeTpun. DJUTUNITUYECKHE KPUBbIE Ha/l KOHEYHBIMU MOJISIMH.

Tema 2.2. OTKpbITOE pacnpeesicHue KIrYeH.
Cxema [luddpu-Xennmana.

Tema 2.3. Cuctembl mppoBaHUs C OTKPHITHIMH KITFOYaMHU.
[udp RSA. Kpunroananus mudpa RSA. [lludpp El Gamal.

Tema 2.4. Kpunrorpadus Ha SJUIMIITUYECKUX KPUBBIX

[Ipunuun pa6otsl mudpcuctemsl. KpunTocToKocTh MmM@pCHCTEM HA SIIMOTHYECKUX
kpuBbIX. Kpunrocucrema ECC ¢ ucnosnb3oBanreM abCLUCCHI TOUKH.

Tema 2.5. DnexTpoHHBIE IUPPOBBIE MOANNCH.

MexaHu3M 1eHCTBHSI IEKTPOHHON 1IU(PPOBOI MOANNCH

OyHKMKM X3mupoBaHus. Kpunroananu3 OJHOCTOPOHHUX X3UI-(QYHKUMNA. AJITOPUTMBI
udpoBoii noanucu. Aaroputmsl udposoit moanucu RSA nu EGSA.

Tema 2.6. Ctannaptsl LU(POBBIX MOANUCEH

Anroputwmsl 1udposoit noanucu DSA, ECDSA u 'OCT P 34.10-94, -2001 u -2012, TOCT
34.10-2018.

Tema 2.7. KBanTtoBas kpunrorpadus.

3.4. TeMaTHKAa CEMUHAPCKUX/TIPAKTHYECKUX U JIa0OPATOPHBIX 3aHATHI

3.4.1 CemuHapckue/IpaKTUYECKHE 3aHATUS



He npedycmompenvr npocpammoii.

3.4.2 JlaGopaTopHbIe 3aHATUS

Tema 1. CummeTpruyHbIE KPUITOCHUCTEMBI.
Jlaboparopuas padota 1.1. lIudps! 0THO3HAYHON 3aMECHBI.

HIugper npocmoii 00no3naunou 3amenvl. Amoaw, wugp Llezaps, wugp I[orudus.
JlaboparopHuas padota 1.2. [IIudpsl MHOTO3HAYHOH 3aMEHBI.

HIugpor Tpumemus, benazo, Budicenepa.
JlabopaTtopHnas pabdota 1.3. [ToBOpOTHBIE PEIIETKH.

Pewemxa Kapoano.

JlaboparopHnas padota 1.4. [ludps nepecTaHOBKY.
Hlugppvr 6epmuranvrot nepecmanosku. Llugpor mapupymuoti nepecmarosKku.

JlabopaTtopHas pabota 1.5. [lIudpsr 6;109HON 3aMEHBI.
Mampuunwviti wiugpp. Ulugpp [notighepa.
JlaboparopHas padota 1.6. [Hudpsl raMmMupoBaHuUs.

Oonopa3soesuviii o1oknom Illennona.

JlabopaTtopHnas padota 1.7. [ToTounbie mmudpsl.

Hlugper A5/1 u A5/2.
JlabopaTtopHnas padora 1.8. KomObunanmnonusie mmdpsr.

T'OCT P 34.12-2015 Maema u Kysneuux, FOCT 28147-89, AES.
Tema 2. AcCHMMETpUYHbBIE KPUTITOCUCTEMBI.

JlaGopaTtopHnas pabdota 2.1. Maremarrndeckie OCHOBBI KpUNITOTpa(UH ¢ OTKPHITHIM KITFOUOM.
Henpepuignuvie opobu. Mynemunauxkamusnvie @ynxkyuu. CpasHenue yenvlx uucenr no

Mmooynio. Pewenue cpagnenuti nepgotl cmenenu. 1 pynnwl, Koavya, KOHeuHvle nNoJs. DIIUNMuyecKue
Kpusbvle Ha0 KOHEeYHbIMU NOIAMU. DIIUNMUYECKUe Kpusble Ha0 KOHEUHbIMU NOIAMU.
JlaGopaTtopHas padorta 2.1. AcuMMeTpHUUYHbIE MUQPHI.

Aneopumm Jlugpgpu-Xennmana, [lugpp RSA,

Hlugp El Gamal. Kpunmocucmema ECC ¢ ucnonv3oganuem abcyuccol mouku.

JlaGopaTopHas pabota 2.2. ATTOpUTMbI HU(PPOBBIX MOITHACEH.

Aneopummst RSA, EGSA.
JlaGopaTtopHnas pabota 2.3. CtanaapTsl HH(GPOBON MOAMKICH.

Aneopummst yughposoti noonucu I'OCT P 34.10-94 u I'OCT P 34.10-2012.
JlaboparopHas padota 2.4. O6meH kioyamu 1o anroputmy Juddu-Xemnmana.

3.5. TemaTnka KypcoBBIX POEKTOB (KYPCOBBIX padoT)

He npedycmompenvi npoepammoti.

4. Y4yeOHO-MeTOANYeCKOEe U HHPOPMALIMOHHOE O0ecIeueHue

4.1. HopmatuBHbie 1okKyMeHTbI 1 'OCThbI

1. ®enepanbuplii 3akoH oT 06.04.2011 N 63-®3 (pen. ot 11.06.2021) «O6 351€KTPOHHON
MOJIITUCHY: Tekcr: AJIEKTPOHHBIN // Texakcnepr: [caiiT].— URL:
https://docs.cntd.ru/document/902271495 (nata obpamenus 15.03.2021);

2. TOCT P 34.10-2012 HWudopmarnmonHass texHosorusi. Kpuntorpaduueckass 3amura



https://docs.cntd.ru/document/902271495
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uHpopmanuu. Ilpomeccsl GopmupoBaHus W TPOBEPKH 3EKTPOHHOU IudpoBoi Information
technology. Cryptographic data security. Generation and verification processes of electronic digital
signature: Haumonanbheiii cranmapt P®: Beex. 01.01.2013: -M.: Crannaptundopm, 2018. -URL:
https://docs.cntd.ru/document/1200095034 (mata obparenus 15.03.2021).- Tekct: 351eKTpOHHBIH.
3. TOCT P 34.11-2012  HndopmanmonHas TexHoJorus. Kpunrorpadudeckas 3amiura

nnpopmanuu. Oynknus xsmmposanus Information technology. Cryptographic data security. Hash-
function: Harmonanenenii crangapt P®: Beex. 01.01.2013:- M.: Crangaptuadopm, 2013.- URL:
https://docs.cntd.ru/document/1200095035 (nata obpaienus 15.03.2021).- TekcT: 31eKTPOHHBIH.

4. TOCT P 34.12-2015 WudopmammonHas texHosorus. Kpunrorpadudeckas 3amura
uHpopmauuu. biounsie mmdpe: Hanumonansuslit crangapt P®: Been. 01.01.2016:- M.:
Cranmaptundopm, 2015.- URL: https://docs.cntd.ru/document/1200121983 (mara oOpartieHus
15.03.2021). - TekcT: 37eKTPOHHBII.

5. TOCT P 34.13-2015 MWudopmanmonHas TtexHojorus. Kpunrorpapuueckas 3ammura
uHpopmauuu. Pexxumel pabotsl Onounsix mudpos: nformation technology. Cryptographic data
security. Modes of operation for block ciphers: Haumonansnsiit crangapt P®: Been. 01.01.2016:-
M.: Cranmaptundopm, 2015.- URL:https://docs.cntd.ru/document/1200121984 (nata oOpamieHwust
16.03.2021).- TekcT: 3MeKTPOHHBIH.

I'OCT 19.701-90 Ennnas cucremMa mporpaMMHOM TOKyMeHTanuHu. CXeMbl aIrOPUTMOB, IIPOTPaMM,
JTAHHBIX U cucTeM. MexayHapoaubiid cranaapt.: Beea. 01.01.1992. — I'ocynapcTBeHHBI KOMUTET
CCCP no BeIYMCIUTENBHOM TeXHUKE U HHPopMmaTHKke. [lepensnan — stuBaps 2010.

4.2. OcHOBHAas JTUTEpATypa

1. byrakoa H.I'., ®emopoB B.H. Kpunrtorpadpuueckune wmeTompl W cpeacTBa 3allUThI
nHpopmanuu: ydebHOoe mocoOme. M3manume 2-e, ucmparieHHoe W gomnonHeHHoe. — CII6: UI]
«MuaTepmennay, 2020. — 380c. — ISBN 978-5-4383-0210-0.

2. byrakoBa H.T'., Cemenenko B.A., ®emopoB H.B. Kpunrorpadpuueckas 3ammura
nHpopMmanuu: yuebHoe mocodue st By30B. — M. : U3zn-Bo MI'TY, 2011 . — 316 c. - ISBN 978-5-
2760-1503-3

3. byrakoBa H.I'., ®enopor B.H. Kpunrorpaduueckue ™MeTroiapl M CpeACTBA 3allHUThI
nHopmanuu: yueoHoe nocoodue. — CI16: UL «uTepmenua», 2016. — 384c. — ISBN 978-5-4383-
0135-6. Joctyn K ANEKTPOHHOU BEpCUU KHUTH OTKPBIT Ha caiTe
https://elibrary.ru/item.asp?id=28331738.

4.3. JlonoJiHUTe/IbHAS JIUTepaTypa

1. BBenenue B kpuntorpaduyeckyro 3amuty uHpopmauu o0bexToB: yueoHuk s CIIO0 /
C.H. Unbunsix, C.I'. Amtomnna, T.W. Kanuukuna [u ap.]. - M.: KT MTYCH, 2021. - 276¢c. —
Texcrt : anexTpoHHbIH // JIaHb : 31eKTpOHHO-OnOMMoTeyHas cuctema. — URL:
https://reader.lanbook.com/book/215231

2. Kopuuenko A. A. Kpunrorpaduueckue npoTokoisl : yued. nocodue / A. A. Kopauenko, M.
JI. I'myxapes. — CI16 : ®T'bOY BO II'VIIC, 2020. — 74 c. — ISBN 978-5-7641-1509-2. — TekcT :
ANIeKTpOHHBIN // JlaHb : anekTpoHHO-O0ubnmoTeuHas cucrema. — URL:
https://reader.lanbook.com/book/191009

3. Epmakoga, A. 1O. Kpuntorpaguueckue metos! 3amuthl nHpopmanuu / A. FO. EpmakoBa. —
M. : MUPDA - Poccuiickuii TexHoJorndeckuili yausepcurer, 2021. — 172 c. — Teker :


https://docs.cntd.ru/document/1200095034
https://docs.cntd.ru/document/1200095035
https://docs.cntd.ru/document/1200121983
https://docs.cntd.ru/document/1200121984
https://elibrary.ru/item.asp?id=28331738
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ANIEeKTpOHHBIN // JlaHb : anexkTpoHHO-O0nbMmmoTeynas cucrema. — URL:
https://reader.lanbook.com/book/176563

4. Urnartses E. b. 3amura nadopmaum: KpUNToAIrOpUTMBI XEIIMPOBAHUS: y4eOHOE TocoOue
st By30B / E. b. Urnatees. - Cankr-IlerepOypr: Jlanb, 2023. - 264 c. — Tekcr : 21eKTpOHHBIH //
Jlaub : anekTpoHHO-OMOIHOTeuHas cuctema. — URL: https://reader.lanbook.com/book/311792

5. OBunHHHKOB, A. A. Kpunrorpadguueckre MeTo bl 3aIUTHl HHPOpManuu: YdeOHoe
nocoo6ue / A. A. OBunHHUKOB. — CI16 : Cankr-IletepOyprekuii rocyapcTBEHHBI YHUBEPCUTET
a’pokocmuaeckoro npubdopocrpoenus, 2021. — 133 ¢. — ISBN 978-5-8088-1591-9. — Tekcr :
ANIeKTPOHHBIN // JIaHb : 3IeKTpOHHO-OnOIMoTeyHas cuctema. — URL:
https://e.lanbook.com/book/216491

4.4.JnexTpoHHbIE 00pa3oBaTe/IbHbIE PeCypPChl

1. byraxosa H.I'. Kpunrtorpaduueckue MeTo bl 3aliUThl HHPOPMAIHU. DJIEKTPOHHBIN
00pazoBaTeNbHbIN pecypc. MockoBcKkui [TonuTex, 2020 -
https://Ims.mospolytech.ru/course/view.php?id=2518.

2. byrakoa  H.T'. [IporpammupoBanne  KpuUnrorpaguyeckux  aJrOPUTMOB.

OnekTpoHHBIM  oOpa3oBarenbHBIl  pecypc.  MockoBckuit  Tlomurex, 2020 -
https://Ims.mospolytech.ru/course/view.php?id=8378&

4.5 JInueH3MOoHHOE U CBOOOHO PacIpPoCTPaHsieMoe POrpaMMHoe odecnedeHne

1. Onepanronnas cucrema Microsoft Windows ot 7 Bepcuu u Beitie; Microsoft Office unmn Open
Office, 6payzep (Firefox/Google Chrome /Explorer).

4.6 CoBpeMeHHbIe MpodeccHOHATbHBbIE 0a3bl JTAHHBIX U HH(pOPMALMOHHbIE
CIIPaBOYHbIE CHCTEMBI

1. eLIBRARY.RU: Hayunas snextpoHHast Oubaunoreka: cailT. - Mocksa, 2000 -. - URL:
https://www.elibrary.ru (aara obpamenus: 16.03.2021). — TekcT: 3ME€KTPOHHBIH.

2. JIAHb: snextponHO-0MbMMOTEYHas cuctema: caiit. — Cankr-IlerepOypr,2010 -. - URL:
https://e.lanbook.com (mara oopamenus: 10.03.2021). - TekcT: 37EKTPOHHBIMN.

3. ®CTOK Poccuu: I'ocynapcTBeHHBIN peecTp CepTHUPHUIIMPOBAHHBIX CPEACTB 3allUTHI
uapopmanmu. — Mocksa, 2014. - . - URL: https://fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii (zara o6pamenus: 10.03.2021). -
TexcT: DJeKTPOHHBIN.

4. bubnmuorpaduyeckas u pedeparuBHas 0a3za JaHHBIX Hay4YHOW MEPHOAMKH «Scopusy -
WWW.SCOpuUS.com.

5. Caiit @enepanbhoii cyx0b1 6e3omacHocT Poccuu (PCB Poccun). -http://www.fsb.ru.

6. Caiir ®enepanbHOi CIyXKOBbI 10 TEXHUYECKOMY M dKCHOpTHOMY KoHTpoito (PCTIK
Poccun). - http://www.fstec.ru.

7. TlopTan TeXHUYECKOTO KOMUTETA MO CTaHJapTH3ALMU «3amuTa UHQOpMaumy». —
http://tk.gost.ru/wps/portal/tk362

8. MHPopmMaLMOHHO—aHaIMTHUecknt NHTepHeTt—noptan 1SO27000.ru. —



https://lms.mospolytech.ru/course/view.php?id=2518
https://lms.mospolytech.ru/course/view.php?id=8378&
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii
http://www.scopus.com/
http://vpo.pk.mesi.ru/www.fsb.ru
http://www.fstec.ru/
http://tk.gost.ru/wps/portal/tk362
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http://www.iso27000.ru/.

5. MarepuajibHO-TeXHHYECKOe o0ecrneuyeHue

Jlnst mpoBefieHUST BCEX BHUOB 3aHATHI HEOOXOJMMO TMPE3EHTAIMOHHOE O0O0pYAOBaHUE
(MyJTBTUMETUITHBIN TIPOEKTOP, HOYTOYK, KpaH WM HHTEPAKTUBHAS TOCKA) — | KOMIUIEKT.

I[JISI MMPOBCACHUA HNPAKTUUCCKUX 3aHATHH H€06XOILI/IMO HaJIMYUC KOMIIBIOTCPHBIX KJIIACCOB,
00OpYIOBaHHBIX COBPEMEHHOU BBIYMCIUTEIILHON TEXHHKOW W3 pacyera OJHO pabodee MECTO Ha
OJIHOTO 00y94aeMoro.

6. MeTtoanuyeckue peKOMeHIALUU
6.1 MeToauueckue peKOMeHIANHU JISl IPEeNnoaBaTe/isi 10 OPraHu3aluu 00y4eHust

[Ipu moaroroBke K mabopaTOpHBIM padoTaM CJeayeT MpeaBapUTENbHO TPopadoTaTh
TeOpeTI/I'-IeCKI/II\/’I MaTCpural 3aHATUA, MIPEAYCMOTPEB €TI0 INoAa4y TOYHO B OTBCACHHOC JIJI1 9TOT'O BpEMA
3aHATUA.

[Ipu npoBeneHnN 3aHATHUSA CIIe1yeT KOHTPOJIMPOBATH MTOAAYy MaTepraja U pelieHue 3aJaHui
C Y4eTOM y4eOHOTO BPEMEHH, OTBEACHHOTO ISl 3aHSTHS.

[Ipu mpoBepke pabOT M OTYETOB CJEIYeT YYUTHIBATh NPABUIBHOCTH BBITIOJTHEHUS
1a00paTOPHBIX pabOT HAa BCEX dTaIax.

6.2 MeTtoauueckue yKazaHus JJisl 00YyYAIOIIMXCS 10 OCBOEHUIO TUCIIUIINHBI

N3ydeHne qUCUMILTUHBI OCYIIECTBIIETCS B CTPOTOM COOTBETCTBUU C 1I€JIEBOIl YCTAHOBKOM B
TECHO B3aMOCBA3H y4eOHbIM 11aHOM. OCHOBOM TEOPETUYECKON MOJrOTOBKH CTY/ICHTOB ABJISIOTCS
JIeKYuuU.

B mnpomecce camocTosiTenbHOM pabOThl CTYACHTHI 3aKpeIUIOT U YIIyOJsioT 3HaHMS,
MOJIyY€HHBIE BO BpeMsl ayJUTOPHBIX 3aHITUN, NOpadaThIBalOT KOHCIEKTHI JEKIUH, TOTOBITCS K
9K3aMEHY, a TAK)KE CaMOCTOSITENIbHO U3Y4alOT OTJENbHbBIE TEMbl YUeOHOU MPOrPAMMBI.

JlaGoparopubie pabOThl MPOBOAATCA TO Hauboyiee BaXKHBIM TeMaM JIUCHUIUIMHBL.
OcymiecTBiseTcs 3aKpeIlUIeHHE 3HAaHWM, IMOJYYEHHBIX CTYACHTaMU Ha JIGKIUSAX U B Ipoliecce
camMocTosITeNbHOM paboThl. Ocoboe BHUMaHUE oOOpaliaeTcs Ha pa3BUTHE YMEHHIl M HABBIKOB
YCTQHOBJICHHSI CBSI3M TOJIOXKEHUH TeOpuH C MTpOo(ecCHOHANBHON NeATENbHOCThIO OyIylIero
cnenuanucta no Mb. JlabopatopHble paOOThl MPOBOAATCS MO TEOPETHYECKUM M MPOOIEMHBIM
Bonpocam UB. JlaGopaTopHbie paboThl mpeamnoiiaraeT TBOPUYECKUE NUCKYCCHH, aKTHUBHBIA 0OMeH
MHEHMSIMA TI0 TIOCTaBJIEHHBIM BOIpOCAaM, 3acilylIMBaHME M OOCYXAEHUE JIOKJIAJOB IO
IIPEUI0KEHHBIM MTPETIOJAaBaTENIEM TEMAM.

BaxxHbIM 0OCTOSATENIBCTBOM SBIISICTCS NPUBJICUCHUE BHUMAHUS CTYJCHTOB K 00CYXKIaeMoil
npobiemMe, CTUMYIMpPOBaHME MHTepeca K HEW M OpraHu3alys akTUBHOTO OOCYXKIEHHUs, Kak
CTPYKTYpBl IPOOJEMBbI, TaK U COCTaBIAIOIIMX ee Haubojiee akTyalbHbIX TeM. JJii MOBBINICHUS
3pPEeKTUBHOCTH NPOBEACHUS 3aHATUS TpeOyeTcs NpeABapUTENbHas MOJArOTOBKA BCEX €ro
YYaCTHHUKOB. B 3Toil cBA3M pexkomeHayeTcs 3abiaroBpeMeHHO (He MEHee, 4eM 3a HEJelo)
OTIOBECTUTH CTYJEHTOB O TEME 3aHATHUSA, JaTh NIEPEUEHb JIUTEPATYpPHI 110 TEME, HA3HAYUTh U3 YUCIIA
CTYAEHTOB JOKJIaJYUKOB U CONOKIaTUNKOB.

IIpu npoBeneHnM 1a60paTOpHO PabOTHI MPENOJaBaTeNb BEIINOIHSIET, B OCHOBHOM, (DYHKIIUU
BEJYILErO - CIEIUT 3a pPEerjaMeHTOM BpPEMEHH, IIOMOTaeT YTOYHHTH (OPMYIHUpPOBKH, 000OIIaeT


http://www.iso27000.ru/
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pe3yabTaThl AUCKYCCHM, HOJBOJUT WUTOT 3aHATHIO B 1eJOM. IIpu BBICOKOM YypOBHE IMOJAIOTOBKH
CTY/IEHYECKOH TpYyNIBl OTAENbHbIE (PYHKIIMU BETYIIET0 MOXHO MOPYYUTH OJTHOMY M3 CTYACHTOB. B
cilyyae He0OXOIMMOCTH, MPET0AaBaTeNb OKa3bIBAET €My IOJIEPKKY, a MPH MOJIBEJCHUN UTOTOB -
JaeT OIEHKY paboTe BEAYIIEro.

AxTuBHas paboTa cTyneHTa Ha JabOpaTOpPHON padoTe YYUTHIBACTCS TPU OIPENEICHUN
WTOrOBOM OLEHKH €r0 3HaHW MO JUCIUIUIMHE HA DK3aMEHE.

CamocrositenpbHas paboTa CTYAGHTOB TPEAIONATaeT M3yYeHHE TEOPETUYECKOTO |
[IPaKTUYECKOI0  Marepuajga [0 akTyalbHbIM BOIpOcCaM JUCUMUIUIMHBL — Pexomennmyercs
CaMOCTOSITEJIbHOE M3ydeHHE Y4eOHON M HaydHOW JMTEpaTypbl, HCIOJIb30BAaHUE CIPABOYHOMN
JUTEPaTypsl U Jp..

[Ipu BeIave 3a1aHUN HA CaMOCTOSITENIbHYIO pabOTy MCNOb3yeTcs Au(depeHIInpOBaHHBIN
MOAXOJ1 K cTyieHTaM. [lepes BbINOJIHEHNEM CTyIEHTaMU CaMOCTOSITENIbHOM BHEAYIUTOPHON pabOThI
MIpenoaBaTelb MPOBOANUT UHCTPYKTAX MO BHITOJIHEHUIO 3aJaHHsl, KOTOPBIN BKIKOYAET: 1I€J1b 3AaHUS,
€ro co/iep>KaHue, CPOKH BBINIOJHEHUS, OPUEHTUPOBOYHBIN 00BEM pabOThl, OCHOBHBIE TPEOOBAHUS K
pe3ynabTaTam paboThl, KpUTEPUH OLIEHKH. B mporiecce MHCTpyKTaka npenogaBaTesib Npeaynpexaact
CTYACHTOB O BO3MOXHBIX THIHMYHBIX OIIMOKaX, BCTPEYAIOIIMXCS NP BBINOJHEHUU 3aJIaHUS.
WHcTpyKTaxk MpOBOIUTCS IpenoAaBaresieM 3a c4eT o0beMa BPEMEHM, OTBEJICHHOIO Ha M3y4eHUe
JTUCIUIUIAHBIL.

Texyiuit KOHTPOJIb OCYHIECTBIISAETCSA Ha MPAKTUUECKUX 3aHIATUSIX, IPOMEXKYTOUHBIH KOHTPOJIb
OCYILIECTBJISIETCS Ha 9K3aMEeHe B MMCbMEHHOM (YyCTHOM) Gopme.

CamocTtosrenbHas paboTa OCYIIECTBISETCS UHIMBUIYAIBHO.

KonTtpons camocTosiTeTsHOM paboThl OpraHu3yeTcs B IBYX opMax:

® CaMOKOHTPOJIb U CAMOOIICHKA CTY/ICHTA;

®  KOHTPOJb CO CTOPOHBI MpernoAaBaTeseH (TeKyIuid U MPOMEXKYTOUHBIN ).

Texyiuit KOHTPOJIb OCYIIECTBIIAETCS HA IPAKTUUECKUX 3aHATUSX, TPOMEKYTOUHBIN KOHTPOJIb
OCYIIIECTBJISIETCSI HAa SK3aMEHEe B MUChbMEHHOM (YCTHOM) hopme.

Kputepusmu onieHKH pe3ysnbTaToB CaMOCTOSITENIbHOM paboThl CTYIEHTA SBIISIOTCA:

®  ypPOBEHb OCBOEHUS CTYACHTOM y4eOHOIo MaTepuaia,

® YMEHHUS CTYJIEHTa HCIOJIb30BaTh TEOPETUYECKUE 3HAHUS MPU BHIMOIHEHUN MTPAKTHUYECKUX

3azay;
® chopMHUPOBAHHOCTh KOMIIETEHIIUH;
e odopMmieHHEe MaTepHuala B COOTBETCTBUH C TPEOOBAHUSIMH.

7 DOoHJ OLEHOYHBIX CPEJACTB
7.1 MeToabl KOHTPOJISI U OLIEHUBAHHS Pe3yJbTaTOB 00y4eHUsI

B mpouecce oOyueHHsT HCTONB3YIOTCA CIEAYIOIINE OLEHOYHbIE (DOPMBI CAMOCTOSTEIBHON
paboThl CTYIEHTOB, OLICHOYHBIE CPEJICTBA TEKYIETO0 KOHTPOJIS YCIIEBAEMOCTH U MPOMEXYTOUHBIX
aTTeCTaluu:

- TpoBeleHHE NabOpaTOpHbIX pPAa0OT (MPAKTUYECKUX 3aHATHH C HCIOJIH30BAHHEM
CHEITEXHUKN) U WX 3alUTa;

- CaMOCTOSTEINIbHAA MTOATOTOBKA U IPOBEICHUE IPE3CHTALMI 110 TEMaM AUCLUILINHBL;

- DK3aMeEH.

7.2 lllkana 1 KPUTEPHUH OLIEHUBAHUSI Pe3y/JIbTATOB 00yUYeHHs

IlokazareneM olleHUBAHHUS KOMIIETCHIIUM Ha PAa3JIMYHBIX JTAllaX UX (I)OpMHpOBaHI/ISI SABJIACTCA
JOCTHIXXCHHUC OGy‘I&IOIJ.II/IMI/IC}I IJIAaHUPYCMBIX PC3YJIbTATOB O6yquI/I${ IO AUCHUITIIUHE.
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OIIK-9 Cnocoden npuMeHSITH cpecTBa KpUNTOrpaguyeckoi U TEXHHYECKOI 3aIuThl HHPOpPMALUH 1151
peuieHusi 3a1a4 npogeccUOHAIBHON AeATeJIbHOCTH

Kpurtepnn onennBanus

Iloka3aTenn
2 3 4 5
3HATH: OOyuaronuiics OO0yuatronmiics OO0yuaronmics OO0yuatronmics
cpencTBa JIEMOHCTPHPYET JIEMOHCTPHPYET JIEMOHCTPHPYET JIEMOHCTPHUPYET
KpunTorpaguyeckoll | MojgHOe OTCYTCTBHE | YaCTHYHOE 3HAHHE TIOJTHOE 3HAHUE TIOJTHOE 3HAHUE
3aIUTHI WM HEZIOCTAaTOYHOE | CPEACTB CpeICTB CpenCTB
uHpopManuu s 3HaHHEe CPEJICTB kpunTorpaduueckoi | Kpunrorpaduiecko | Kpunrorpaduyec
pelenus 3ana4d KpUNTOrpaduuecko | 3amuThl HHPOPMAIMK | W 3aIIUTHI KO 3aIIUThI
npogeccuoHaTBLHOM ¥ 3a1uTh JUISL pellieHus 3a1a4 nHpopmanum s nHpopmanuu
JIeATENTLHOCTH; uHpopmanuu s npoeccroHaNBHO pemieHus 3ana4d JUISL peIIeHUs
peleHus 3ana4d JIeSTEbHOCTH. npodeccHoHaIbHO | 3a1ad
npogeccuonansHoit | HcmbiThiBaeT I NeSATeTbHOCTH, npodeccroHanb
JIeATENLHOCTH; 3aTpyJHEHUsS IPU HO JIOITyCKaeT HOU
ONCpHUPOBAHUN HC3HAYUTCIIbHBIC JACATCIBHOCTHU.
TEPMUHAMH U OIIKMOKH, CB00OoOHO
IIOHATUAMU HETOYHOCTHU onepupyer
TEPMUHAMU U
IIOHATUSMMU.
Jonyckarorest
HE3HAUYUTCIIbHbBIC
HETOYHOCTHU
yMeThb: OOyuaromuiicst He OOyuaromuiics Ob6yuaromnmiics OOyuaromuiics
HPUMEHATh CPEACTBA | yMEeT WM B JEMOHCTPHPYET JEMOHCTPHPYET JEMOHCTPHUPYET
Kpunrorpapuyeckoil | HeZOCTaTOUHOM YaCTUYHOE YMEHUE HIOJTHOE YMEHUE HOJIHOE YMEHHUE
3aIIUTEI CTEIIEHH yMeeT IPUMEHATH CPEACTBA | NPUMEHATH HNPUMEHATD
UHpOpMALUH TS HPUMEHATh Kpunrorpaduueckoid | cpeacrsa cpeacrTsa
pelenus 3ana4 cpencTaa 3amuThl HHGOpPMaMK | Kpunrorpapuyecko | Kpunrorpaduuec
npodeccroHaNbHOM KpunTorpaduiecko | Jyis pelieHus 3amad 1 3aIUTBI KOH 3aLUThI
JIeATENbHOCTH; i 3aIIUTHI npoheccroHaNBLHOM nuHdopmanum A nHpopmanuu
uHGOPMAIUH I JeATENbHOCTH. perIeHus 3a1aq JUISL PEIICHUS
pelIeHus 3ana4q Jomyckarorcs npodecCHOHaNbHO | 3a1a4
poecCHOHAIBHON | 3HAUUTENbHBIE f NeATeNbHOCTH. npodeccroHab
NeATEIIbHOCTH OIIINOKH Homyckarorcs HOM
He3HAYHUTeIbHbIE JEATETbHOCTH.
OIINOKH, JHormyckarorcst
HETOYHOCTH HE3HAYHUTEIIbHBIE
HETOYHOCTH
BJIAJETh: OObyuarommiics He OO6yuatommiics OO6yuatormmiics OO6yuatommiics
HHCTPYMEHTAMH yMeeT W B JEMOHCTPHUPYET JEMOHCTPUPYET JIEMOHCTPUPYET
Kpunrorpaduueckod | HeJOCTATOYHOU YaCTHYHOE YMECHHUE TIOJTHOE YMEHUE TIOJTHOE YMEHHUE
3aIIUTHI CTEIIeHH yMeeT UCIIONIB30BATh UCIIONB30BATh UCIIONB30BAaTh
uHOOPMAIUH IS HCIIONB30BAaTh cpencrTaa cpencrTaa cpencraa
perreHus 3a1a4 cpeacTa Kkpunrorpadgudeckoii | xpunrorpaduuecko | Kpumrorpadudec
podeCCHOHATHHON Kpunrorpaguyecko | 3amuThl HHGOpMAIK | i 3aIHUTHI KOM 3aIUThI
JeSATENEHOCTH. 1 3anIuThI IUTSL pelIeHus 3a1aq UHGOPMALUH IS uH(pOpMaIUH

HHPOPMALIAH TS
peleHus 3aa4
podeCCHOHATFHON
JIeSITEIIbHOCTH

npodeccroHaATbHOMN
JeATEITBHOCTH.
Homyckatorcs
3HAYUTEIbHBIC
OIIINOKHM,

pelIeHns 3a1a4
npodeccroHATBHO
¥ JeITEeIIbHOCTH.
Homyckatorcs
HE3HAYNTEIFHBIC
OIINOKH,
HETOYHOCTH

JUISL PeIICHNUS
3a1ad
podeccuoHaNb
HOU
JIeSITEAbHOCTH.
JHomyckarorcs
HEe3HAYHUTEIIbHbIE
HETOYHOCTHU
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<I)0pMa l'lpOMe)KyTO‘lHOﬁ aTTeCTallui: JK3aMCH.
IIo utoram HpOMC)KyTO‘IHOfI arreCraivuy 110 AUCHHUIIIIMHE (MOI[yJHO) BBICTABJIAACTCA OLICHKA
KOTIIUYHO», «XOPOII0», KYAOBJIICTBOPUTCIILHO» NI KHCYAOBJICTBOPHUTCIBHO).

HIkana
Onucanue
OLleHUBAHMS
BremmonHensr Bce BHIBI y4eOHOW pPabOTHI, TPeIyCMOTPEHHBIE
y4eOHbIM IU1aHOM. CTYZIEHT IEMOHCTPUPYET COOTBETCTBUE 3HAHUM,
YMEHMH, HaBbIKOB NIPUBEJIEHHBIM B TabmuIax IoKa3aresei,
OTIepUPYET NPUOOPETEHHBIMU 3HAHUSMU €HUSIMU, HaBBIKAMU
OT1nryHO pUpY! PHOOP > YM ) )

MNPUMCHACT UX B CUTyallUAX MOBBIIIIEHHON CJIOKHOCTH. HpI/I 9TOM
MOTYT OLITH AOMYIICHBI HE3HAYUTCIIBbHBIC OHII/I6KI/I, HETOYHOCTH,
3aTPYAHCHUSA IMPU aHAJIUTHYCCKUX OIICpaludaXx, MEPEeHOCe 3HAHUM U
yMeHI/Iﬁ Ha HOBBIC, HCCTAaHAAPTHBIC CUTYyalluH.

BreimonmHens Bce BUABI y4eOHOW pabOTHI, NPETyCMOTPECHHBIC
y4eOHbIM T1aHOM. CTYICHT IEMOHCTPHPYET HEMOIHOE, MPABIIFHOE
Xopomo COOTBETCTBUE 3HAHUI, YMEHU, HABBIKOB MPUBEJCHHBIM B TaOIHIIaX
mokaszaTenieif, 700 eciu TpU OTOM OBUIM  JIOMymeHBl 2-3
HECYIIIECTBCHHBIC OIITUOKH.

Boimonnensl Bce BUIBI yueOHOW pabOThl, MNPEAYyCMOTpPEHHBIE
yueOHbIM Tu1aHOM. CTYZIEHT IEMOHCTPUPYET COOTBETCTBUE 3HAHUIA,
Y 10BNIETBOPUTETHHO B KOTOPOM OCBEIII€HAa OCHOBHAsl, HanOoJiee BayKHAs 4YacTh MaTepHala,
HO TMpU O3TOM JIOMYyIIEHAa OJHAa 3HAa4YUTellbHas OIIMOKa WIN
HETOYHOCTb.

He BwimonHeH oauH wuiaum  Oojiee BHUJIOB  ydeOHOM pabOThI,
PEIyCMOTPCHHBIX y4eOHBIM IUIaHOM. CTYICHT JIEMOHCTPHPYET
HEIIOJIHOE COOTBETCTBUE 3HAHHUM, YMEHUH, HABBIKOB IIPHBEICHHBIM B
TaOMMIAX ITOKa3aTeseii, JOMYyCKAIOTCA 3HAYUTEIbHBIC OIIUOKH,
HPOSIBIIACTCS OTCYTCTBHE 3HAHUH, YMEHHUH, HABBIKOB IO PAIY
NOKa3aTeJei, CTYICHT HCIBITHIBACT 3HAYUTEIIBHBIC 3aTPYIHCHUS
NpY ONEPUPOBAHUU 3HAHHUSIMH M YMCHUSMHU TP UX HEpEHOCE Ha
HOBBIE CUTYAIUH.

HeynonerBoputenbHo

7.3 OueHo4HbIe CpeaCcTBA
7.3.1 Texymuit KOHTPOJIb

Texymnﬁ KOHTPOJIb YCIICBACMOCTH CTYACHTOB OCYIICCTBJIACTCA B IMIPOLECCE ITPOBCACHUS
J'Ia60paTOpHI>IX pa60T, MPOMCEIKYTOUYHBIX TECTOB U KOHTPOJIBHBIX pa60T, MOATOTOBJICHHBIX B paMKax
CaMOCTOSATEIbHOMI pa6OTBI 10 TCMaM.

BOHpOCLI K KOHTPOJIbHBIM pa60TaM

1. JMaiite obuiee nonarue kpunrorpapuu. B uem coctout cymHuocTs mudpoBaHus u aemudpoBanus
uHpopmanun?
2. CooTHecUTe MEXIY COOON MOHATHS «KpUNTOrpadusy, KKPUITOAHATIN3Y» U «KPUIITOJIOTUSD.
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[IpuBenuTe UCTOpUYECKHE TPUMEPHI 3aPOXKACHUS KPUTITOTpaduu.

Oxapakrepu3yiTe AOHAYYHBIH Tepuon pa3BuTHs Kpuntorpadpuu. Paccmorpure mepsbie MmHQpHI
3aMEHBI U TIEPECTaHOBKH.

C xakoro BpeMEHH Haydajcsi HAy4YHbIH neproj pa3BuTus kpunrorpadgun? Kakue coObITHS cTany Juist
3TOTO OMPELISIONUMU?

Yem onpenensieTcs KpUIITOCTOUKOCTh muppoBanus? Kakue apyrue TpeOoBaHUS MPEIbIBISIOTCS K

mudpoBaHuio?
B uem cocroutr mpasmio Kepkroddca? Ilouemy 53T0 mnpaBuio sBIseTCS OOMICIPUHSATHIM B
Kpunrorpagpuu?
Korpma mnosBuiace kpunrorpagusi ¢ OTKPBHITBIMM KJIHOYaMHM U IIepBas peajibHas CHCTEeMa
mugpoBanus?

Kakux Boraaromuxcs kpunrorpagon XX B. Bol 3Haete?

Uem oTiMyaroTCs MOAXOJbl K oOecnedeHnto 0e30macHOCTH MH(pOopMaluu B Kpunrtorpaguu u B
cTeraHorpagpuu?

UYro 00111€r0 U B 4YeM OTIMYKE KpUNTorpaguueckoro npeoOpa3zoBaHus HHGOPMAIUU OT KOJAUPOBAHUS
€€ TIPH 3aIIUTe OT CIAYYaHBIX yrpo3 O€30MaCHOCTH?

Kaknmu metogamu obecrieunBaeTcsi KOHGUIESHITATHFHOCTh HH(pOpMaIum?

UTto Takoe 1mesocTHOCTh nHpopMauun?

JlaiiTe onpeneneHne MUMUTOCTOMKOCTH udpa.

Uto Takoe UMUTOBCTABKA? /{7151 KakuX 1ieJield OHA UCTIOJIb3YETCA?

Jljig KakuX acrieKToB MH(GOPMAIIMOHHOTO B3aUMOAEHCTBUS HE00X01uMa ayTeHTUpUKaIHs?

JIBa OCHOBHBIX TpeOoBaHMsI K X31I-QyHKIUAM. [IpOTHUB KakuX aTak OHU HaNpaBiIeHbI?

Kakue cpenctBa ncnosb3yrores A1 006ecredeHnsi HeBO3MOKHOCTH OTKa3a OT aBTOpCTBa?

UT0 03HaYaeT CBOMCTBO OJTHOCTOPOHHOCTH KPUITOTPaPUIECKOM X1 -()yHKIINHA?

B 4yem cyTh mpeABapuUTENbHOTO pacipeaeieHus KIroJen?

UYto Takoe cepTu(dUKAT OTKPHITOTO KiTtoua?

JInst yero UCnoJib3yeTcsl cXeMa pasziesieHus: cekpera’?

[IpuBenuTe KnaccupuKauio METOA0B MUGPOBAHUS B 3aBUCHMOCTH OT CHIoco0a mpeoOpa3oBaHUs
nHpopMaIuu.

UYro Takoe mudpBennynHa, muppodbo3HayeHNE U KaK 3TH MOHATUS COOTHOCATCA?

Kakune 0coOeHHOCTHM XapaKTepHbI Ui METOJOB IIM(PPOBAHUS C CHUMMETPUYHBIM KIIOUOM U
HECUMMETPUYHBIM (OTKPBITHIM) KIIFOUOM?

UeM OTIMYAIOTCS CUMMETPUYHbIE MU(PPCUCTEMBI OT aCUMMETPUYHBIX?

[TosicHuTe Ha MpUMepe CYIHOCTh MU(POBAHUS METOJIOM 3aMEHBI.

[IpuBeautre mnpumepbl MmuU(pPOBaHUS METOJAMH IEPECTaHOBKH. UTO 03HAayaeT MapuipyTHas
rnepecTaHoBka?

[TosicHuTe CYIIHOCT, TaMMHUpPOBaHUS Kak cmocoba Kpunrorpaduyeckoro mnpeodpazoBaHus
unpopmanuu. YTto ABISETCS IPU ITOM KIHOYOM IIHPpOBaHUs?

[Touemy anauTUBHBIE METOIbI IIM(POBAHUS OTHOCITCS K mK(pamM raMMupoBanus?

K kaxomy kiaccy mu@poB OTHOCSATCS aHATUTUYECKHUE CITOCOOBI MI(ppOBaHUS?

[TpuBeaute npumep mudpa nepecTaHOBKU, KOTOPBIA MOKET pacCMaTPUBATHCA U KaK OJIOYHBIN MU
3aMEHBI?

C kakuMH 1eNsIMU B KpUOTOrpaduu BBOISATCS MOJETH OTKPHITHIX TEKCTOB?

Kakue nmoaxoasl HCTIONB3YIOTCS ISl paclio3HAaBAHUSI OTKPBITBIX TEKCTOB

Kakoe npaBuiio JeXUT B OCHOBE BCeX MHU(PPOB MEPECTAHOBKHU?

Uto sBIsETCS KIIOUOM Mudpa mepecTaHOBKH?

Ha3zoBuTte 0CHOBHOM HEJOCTAaTOK MH(POB NEPECTAHOBKHU.

[TpuBeaute mpumep mudpa nepecTaHOBKH, KOTOPHIM MOKET pacCCMAaTPUBATHCS M KaK OIOYHBIH
mudp 3aMeHbI?

Kak onpenenuTs mo kpunTorpaMmme, MOJTYYSHHON C TOMOIIBIO Mu(pa BEpTUKATHHOM
MEePECTAaHOBKH, YHUCIIO KOPOTKUX CTOJIOLOB 3aII0JIHEHHOTO OTKPBITHIM TEKCTOM OCHOBHOT'O
NpsIMOYroJIbHUKA?
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Kakue cBoiicTBa OTKPBITOrO TEKCTA MCIIOJIB3YIOTCS MPH BCKPBITUH MIH(pa MEPECTAHOBKHU?

Kakune mudpsl Ha3pIBatoTCS mUppaMu MPOCTON 3aMEHBI?

[TpuBenure npumMep mmdpa nepecTaHoBKH, KOTOPBIA MOXKET pacCMaTpUBATHCS U KaK OJIOYHBIN
mudp 3aMeHbI?

Uro sBasieTcs KirouoM 1mudpa npoctoit 3ameHbl? KakoBo MakcuMaibHO BO3MOYKHOE UUCIIO KITHOUen
mudpa mpocTor 3aMeHbI?

UYro Oonee menecooOpa3Ho Ui HA/ICKHOM 3aUThl HH(POPMAIUH: apXUBAIHsI OTKPBITOTO TEKCTA C
MOCIIEAYIONUM MU(PPOBAaHUEM WM MU(POBAHUE OTKPHITOTO TEKCTA C TOCIEAYIOIEeH apXuBanueii?
Nwmeer mu mmdp [Lmdiidepa sxBUBaIeHTHBIC KITIOUH, TO €CTh TaKKUE KITFOUH, HA KOTOPBIX JIFOObIE
OTKPBITBIE TEKCTHI IUPPYIOTCS OTMHAKOBO?

Kakue mugpst HazpiBatoTcss omodonamu? [Ipuseaure npumep.

K xaxkum mmdpam otHocutcst cuctema mudposanus [erpa 1 «lubupsy»?

Kakue mugps! HazpIBaroTCcs mMHUPpaMu MHOTO3HAUYHOM 3ameHbl? [IpuBenuTe nprumepsl.

SBnsiercs mu mndp NponopHHoHaIbHON 3aMeHbl OMO(DOHOM?

[TosicHuTE, YTO BBl MOHUMAETE 1101 COBEPILIEHHBIM MK ppoMm. [IpuBeauTe npuMepsl.

[Touemy mmdp Tpuremmus, nexamuil B ocHoBe mudpa BuxeHepa, He sBisercs MHUPpoM
raMMHpOBaHUsA?

[Touemy HanoO)Ke€HHME Ha OTKPBITBIM TEKCT TaMMBbl, IpeACTaBisiouleil co0oil mepuoanyYecKyro
MIOCJIEIOBATEILHOCTD HEOOIBILIOTO TEPUO/Ia, HE IaeT HaJIe)KHOU 3alUThI?

[ToueMy HEAZOMYCTHMO HCIOJB30BaTh JBAXAbl OJHY U Ty XK€ rammy (lIaxe Cily4dalHyl0 u
PaBHOBEPOSATHOCTHYIO!) 1151 3a1IM(POBAHUSI PA3HBIX OTKPBITHIX TEKCTOB?

[lepeuncnure oCHOBHbBIE TPEOOBAaHHUS K FaMMe.

KakoBbl ¢ TOYKM 3peHHs KpUITOrpaduu MPEeUMYyIIecTBa M HEJOCTaTKH Iepexoja K OJoYHOMY
mupoBaHUIO?

Kak peanmmzyercsa npemioxxeHHbii K.IIIeHHOHOM TPUHIMI «IE€PEMEIIUBAHUS MPHU MPAKTUYECKOU
peanu3anuy aropuTMOB 0JI0YHOTO U (PpoBaHMs?

KakoBsl ocHOBHBIE HEOCTaTKH anroputMa DES, u kakoBbI yTH UX yCTpaHEHUs?

B kakux ciydasx MOXHO PEKOMEHJIOBATH MCIIOJIb30BaTh OJOYHBIN IU(PpP B peKUME NPOCTON
3aMEHbI?

OT KakuX NOTEHIHAJIBHBIX CIA00CTEeH MO3BOJIAET N30aBUTHCS UCIOJIb30BaHUE OJOYHBIX MH(POB B
pexxnmax mudpoBaHus ¢ 00paTHOM CBA3bIO?

B 4em 3axiro4aroTcss JOCTOMHCTBA U HEAOCTATKU CHCTEM MOTOYHOIO MK (POBAHUS IO CPABHEHUIO C
Os0uHBIMH mIUppaMu?

[Touemy Bo3HMKaeT npoOaeMa CHHXpPOHHU3ALMU IOTOYHbIX MU (pPOoB?

Kakue nmpuunHbl 00yCIOBUIM HIMPOKOE UCIOJIb30BAaHUE JIMHEHHBIX PErMCTPOB CABHMra B KaueCTBE
YIPaBJISIOLUIMX OJ0KOB NOTOYHBIX HIM(pcUcTeM?

[IpoBenuTe cpaBHUTENBHBIN aHaU3 anropuTMoB mudpoanus RC4 u RCS.

[lepeuncnnte OCHOBHBIE PEKUMBI PAaOOTHI, IPEAYCMOTPEHHBIE B POCCUIICKOM CTaHapTe
IM(pPOBAHUS JaHHBIX

B 4em cocrosT nmpenmyInecTBa CUCTEM ¢ OTKPBITBIMU KJIFOUAaMU NE€pe]] CHMMETPUYHBIMU
mudpcucreMamu?

Cn0KHOCTBIO KAaKOM MaTeMAaTUYECKOM 3a/1au OIPENENIAETCs CTOMKOCTh cucteMbl RSA?

Kakue TpebGoBaHus NpenbsaBIAIOTCS K KirouaM B mudpe RSA?

K kakomy Ty mugpoB NpUHAISKUT cXxeMa MHU(POBaHUS, UCTIOIb3yeMast B CUCTEME DJlb-
I'amansa? B uem ee npenmyiectsa?

C0XHOCTBIO KaKOW MaTeMaTHYECKOW 3a7jauyil OTNpeeNsieTcsl CTOUKOCTh MM (pCHCcTEMbl Dib-
lNamans?

HazoBure HepocTaTku cxemsl Dib-I"amanns.

Kakue npo6aemb! nHpOpMaIIMOHHON 6€30MaCHOCTH MOXHO PEIIUTh C OMOIIBI0 aCUMMETPUYHBIX
1 Qpos..

N3noxute NpUHIMIINAIBHYIO CXEMY OPTaHU3ALMHA CEKPETHON CBS3H C UCIOJIb30BAHUEM
HIH(PPCUCTEMBI C OTKPBITHIM KITFOUOM.
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KakuMm 00pa3oM ¢ moMo1pio KpunrocucteMsl RSA MOKHO OpraHu30Bath nepenady cooOImeHui,
MOJUTMHHOCTH KOTOPBIX MOT OBl IIPOBEPUTH J1F000# morydarens?

KakuMm 00pa3oM ¢ moMo1pio KpunrocucteMsl RSA MOKHO OpraHu30Bath nepenady cooOmeHui,
MOJUTMHHOCTB aBTOPCTBA KOTOPHIX MOXHO MPU HEOOXOAUMOCTH JIOKa3aTh?

Yro obmiero Mexy 00b9HOM U U(POBOI MoaAMUCh0? YeM OHM paznnyaroTcs?

Kakue 3agaun mo3BosisieT pemunTh nudpoBas MoAI1ch?

B uem 3akitoyaercs NpUHIMINAAIBHAS CJIOKHOCTD B IPAKTUYECKOM IPUMEHEHUHU CUCTEM LU(POBOM
noanucu?

[louemy B KpunrorpapuuecKux CHCTEMaxX, OCHOBAaHHBIX HAa OTKPBITHIX KIIOYaX, HEJIb3s
MCIOJIb30BATh OJMHAKOBBIEC KIIFOUX IS IKU(POBaHUS U IUPPOBOH MOATHUCH?

[IpuBeauTte nmpumep NOpsAAKa OTKPHITOTO paCIpeieeH sl KIIIouel 0 KBaHTOBOMY KaHay.

KakoBa npupoa ceKpeTHOCTH KBaHTOBOW KpHunrorpadun?

[ToueMy KBaHTOBBIN KpUNITOAHAIN3 OBICTPO MOXKET BCKPBHITh Kpunrocucremy RSA?

KaxoBbI mpo6sieMbl KBaHTOBOM KpunTorpapuu?

TECT-BOITPOCHI

Yro sBisercs npenmeroM Hayku KPUIITOPT' AU A?

A) cniocoObl muppoBanus U AemudpoBaHus;

B) Metonbl cokpbiTus (hakTa nepenayu ceKkpeTHol nHpopMaluu;

B) crioco6s1 mpeoOpazoBanms HHGOPMAIMH C IIETBIO €€ 3aIUTH OT HECAHKITMOHUPOBAHHBIX
M0JIb30BATEIEH.

Kpunrocucrema Ha3bpIBaeTCsl KPUTITOCUCTEMOM OOIIETO MCTIOIB30BAHUS, €CIIH €€ CTOMKOCTh
OCHOBBIBAETCS] HA CEKPETHOCTHU

A) anropuTMOB MU(PPOBaHKS U paciIu@pPOBaAHUS;

b) xmoua;

B) pexuma mudpoBaHusl.

Ha xakue e rpyImibl MOXKHO pa3feuTh CAMMETPUYHbBIE KPUIITOCUCTEMBI?
A) OJ10YHBIEC ¥ IOTOYHBIC;

bB) cuHXpOHHBIE U ACHHXPOHHBIE;

B) ananoroBsie u 1upoBbIE.

Kakwue coObITHsI cHOCOOCTBOBAIM Pa3BUTUIO KpUntorpapuun?

A) pOCT rpaMOTHOCTHU CPEIU HacEICHUS;

B) pa3gen Tepputopuii, o6pazoBaHue rocyaapcTB, BONHBL;

B) nepexon k poHETHUECKOMY MTUCHEMY, COKpAIllEHUE MOLTHOCTH a(aBuTa.

[Touemy notounsle mUGPHI B 00IIEM CiTydae IO CKOPOCTH HAMHOTO IPEBOCXOIST OJIOYHBIE
mudpei?

A) nocuMBOIIbHOE MIH(POBAaHKUE MEHEE TPYJOEMKO, YeM mirdpoBaHue OOJIbIIMME OJIOKaMU;

B) norouHoe mugppoBaHue He TpeOyeT cXeM CUHXPOHU3ALIUY;

B) mudpyromas nociaeoBaTeIbHOCTh YaCTO FEHEPUPYETCS HE3aBUCUMO OT OTKPBITOTO TEKCTA MU
mudpTeKcra.

Ha3zoBute ocHOBHYIO npo0ieMy NMpH OpraHU3aliu CEKPETHOM CBSI3H B CiIydae MOTOYHBIX MIH(POB?
A) npo6iiema nepeaun Kirouei Mexay abOHEHTaMu;

B) npoGnema ycTpaHeHHs OmIMOOK B IOTOKE HIM(PPYEMBIX TaHHBIX;

B) npoGnema cCMHXpOHM3ALUK TIOTOKA MIU(PPYEMBIX JTaHHBIX.

Kewm Obu1a MPpEAJIOKCHA IICPBad IMPAKTHUYICCKAA pCain3alus KpI/IHTOFpa(bI/II/I C OTKPBITBIM KJII04oM?
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A) Yurdungom duddu (Whitfield Diffie) m Mapturom Xennmmanom (Martin Hellman) u Pansdom
Mepxkiem (Ralf Merkle);

B) Ponanbnom PaiiBuctom (Ronald Rivest), Anu [llamupom (Adi Shamir) u Jleorapaom
Amiemanom (Leonard Adleman);

B) llladu NomsaBaccepom (Shafi Goldwasser) u CunsBruo Mukanu (Silvio Micali).

K kakoii rpynme mmdpos ornocures mupp CHUTAJIA?
A) mmdp 3aMeHsI;

B) mm¢p nepecraHoBKH;

B) koMOMHMPOBAHHBIN TIIHDP.

Cnoso KPUIITOI'PA®U A 3ammudposano knaccudeckum mudpom Lesaps. Beibepute
COOTBETCTBYIOIIUN HIUPPTEKCT.

A) YBTOUI'CBU'BTh;

B) ©CXKBJIBIKCIIOXIO;

B) HYJII'XCXKXYT'UJIb.

[Ipu mndpoBaHUM OTKPHITOTO TEKCTA €r0 OYKBbI 3aMEHSIOTCS TapOil Uncel, COOTBETCTBYIOIINX
HOMepaM CTOJIOLIOB U CTPOK JaHHOM OykBbI B TaOnuie. Kak Ha3biBaeTcs 3TOT mudp?

A) pemrerka Kapnano;

b) kBanpar [lonuOusi;

B) ta6numa Ilopro.

Kaxk naspiBasics mmdp, Ha OCHOBE KOTOPOTO ObUT CO3/1aH OJMH U3 HauOO0JIee CTOMKUX BOCHHO-
Mopckux mudpoB BenmnkoObpurannu Bo BpeMs BTopoit MUpoBOii BOWHBI?

A) pemrerka Kapnano;

B) xBagpar [lonubus;

B) ta6numa Ilopro.

[Ipu KaKuX yCIOBHUSAX BOCCTAHOBHUTH TEKCT MO KPUITOTPaMME KPUTITOAHATUTHKY CTAHOBHUTCS
MPUHIIANIAATEHO HEBO3MOKHO?

A) ecnu mU(pPOBaHUE «CTUPAET» U3OBITOUHOCTH;

b) ecnu ucnonb3yeTcs IJIMHHBIA KITI0Y;

B) ecniu anroputm mmdpoBaHUs HEU3BECTEH.

Kak Ha3pIBaroTCs HCMONIb3yeMble B KPUNITOTpaduy MOJIEIH OTKPBHITOTO TEKCTa, YIUTHIBAIOILIUE
3aBHUCHUMOCTB OYKB TE€KCTa OT MPEAbIAYIINUX OYKB?

A) TIO3HaYHBIE MOJIETIN OTKPBITOTO TEKCTA,;

B) BepositHOCTHBIE MOIenH K -T0 PUOIMKEHNS;

B) MapkoBcKue MOJIeH OTKPBITBIX TEKCTOB.

Kto B Poccun pykoBoani pazpaboTkoii TenedonHoro mudparopa?
A) B.A.KoTenbHHUKOB;

b) A.H.Kosmoropos;

B) b.b.IInoTpoBckuii.

B gem cocrout ocHoBHOI npuHuun Kepkroddea?

A) KOMITpOMETALUS CUCTEMBI HE JIOJKHA IPUUUHATD HEYJ00CTB KOPPECTIOHIEHTaM;

B) Heo6xo11MMo, YTOOB! KPpUNITOCHCTEMA ObLIa MPOCTOM B UCMOJIB30BaHUH, U €€ IPUMEHEHNE He
TpeOOoBaJIO COOIIIOICHNS JUTMHHOTO CIIUCKA MPABUIL;

B) y KoppecnoH/IeHTOB 10JKHA OBITH BO3MO>KHOCTh TI0 COOCTBEHHOMN BOJIE MEHATH KIIIOY.
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Yro moHMMAETCs MOl KpUNITOrpahuIecKuM IPOTOKOJIOM?

A) anropuT™ mU(ppPOBaHUS JAHHBIX MEpe]l mepeaadei o o0meI0CTYITHOMY KaHally CBSI3HU;
B) pacnpeneneHHbIi aaropuT™ pemeHus ABYMs iU 00Jiee yIaCTHUKaMU HEKOTOPO
KpHUITOTpaguuecKoil 3a1a4H;

B) nabop npasui mmdpoBaHus u pacuGppoBaHUs KPUTITOCUCTEMEI.

B uem cocrout kpuntorpaduueckas 3azaya o0ecreyeHus 1eJI0CTHOCTH?

A) rapaHTHUpPOBaHUE HEBO3MOKHOCTH BHECEHUSI CIy4alHbIX OIIMOOK B IIPOLIECCE MEePEeIalH 110
KaHaJlaM CBSI3H;

B) rapanTupoBanue HEBO3MOKHOCTH HECAaHKIIMOHUPOBAHHOIO U3MEHEHUsI UH(OpMaLUY;

B) 00a oTrBeTa BepHBI.

Kakue metozpl pa3pabarbiBaloTcs € LENbI0 00ecTIeUeHHs ayTeHTU QUKL ?

A) MeTOIbI TTOATBEPKICHUS MTOJIMHHOCTH CTOPOH M caMoil HH(GOPMAIIUH B MPOIECCE
MH(OPMALIMOHHOTO B3aUMO/IEHCTBHS;

B) MeTo1b1 TpUCBOEHNS YHUKAJIBHOTO UACHTH(HUKATOpa B3aUMOICHCTBYIOIIMM CTOPOHAM U CaMOM
nH(popmMaluy B Iporecce UHPOPMAIIMOHHOTO B3aUMO/IEHCTBHS;

B) o0a oTrBeTa BEpHBI.

Kakoii MexaHu3M ucnosab3yercs A1 00ecredeHnsi HeBO3MOKHOCTH OTKa3a OT aBTOPCTBa WU
MIPUITMCHIBAHNS aBTOPCTBA?

A) MeXaHu3M CUMMETPHUYHOTrO0 MU(POBAHUSA C TIPUBIICYEHUEM apOUTpa;

bB) mexanu3m 1udpoBoit moanucy;

B) 06a oTBeTa BEpHBI.

C ueM cBsi3aHa aKTHBHAs aTaka Ha 3amppoBaHHYIO HHGOPMAITHIO?

A) ¢ IpoCITyIIIMBaHUEM, aHAIM30M TpaduKa, IEpexXBaToOM, 3aMMKMChIO MTepeIaBacMbIX MU(POBAHHBIX
COOOIIEHUN;

B) ¢ nemudpoBanuem, T. €. MONBITKAaMH ""B3JIOMaTh" 3aIIHUTY C IEJIbIO OBIAACHUS HHPOPMAIIHECH;
B) ¢ npepriBanreM nporiecca nepeaadn cooOIeHrH, CO3IaHueM MOAICTbHBIX COOOIECHUH,

Mo (UKaIen nepenaBaeMbIX COOOIEHUH.

Ot yero 3aBUCHUT BBIOOD criocoOa mudpoBanms?

A) 0T 0coOeHHOCTEH MepeaaBaeMoii nHpopmaIuu (ee eHHOCTH, 00beMa, crioco0a MpeICTaBICHHS,
HE00XOIMMOM CKOPOCTH TIepEIauH;

B) 0T BO3MOXKHOCTEH BJIJICIIBIEB 110 3aIIUTE CBOCH WHPOPMAIIUHU (CTOUMOCTH TIPUMEHSIEMBIX
TEXHUYECKUX YCTPOMCTB, YIOOCTBO MCIIOJIB30BaHMUS, HAJIS)KHOCTh ()YHKIIMOHUPOBAHMUS

B) o6a oTBeTa BEpHHI.

Jli1sa oOHapy)eHUS 1eJIeHANIPABICHHOTO HAaBsI3bIBaHUS MPOTUBHUKOM JIOKHOM MH(pOpManu
A) B nepeaBaemMoii HH(GOPMALIUU CTUPACTCS U30BITOYHOCTD;

B) B nepenaBaemyro HHGOPMAIHIO BHOCUTCS U30BITOYHOCTS;

B) ucnone3yercs Kol 4ETHOCTH.

Kak Ha3zpiBaeTcs uncioBas KOMOUHAIIMSA, UCTIOTb3yeMasi Ui MPOBEPKH 11EJI0CTHOCTU?
A) IMHUTOBCTAaBKa;

B) xox ayrentuduxamnyu cooOrieHus;

B) 06a oTBeTa BepHBI.

Kakue TpeOGoBaHuUs MPEIbSBISIOTCS K KIHOUYEBbIM XdmI-QyHKImsIM hk(M)=S?
A) HEBO3MOKHOCTD BhIYMCIICHUS 3HaueHus h(M) =S s 3amanHoro cooOmieHuss M 6e3 3HaHUs
kiroua K;
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B) HeB03MOXKHOCTH MO00pa [UIst 331aHHOTo cooOtieHust M ¢ u3BecTHbIM 3HaueHueM hy (M) =S
apyroro coobmuieHust M1, ¢ u3BectHbiM 3HaueHHeM hk (M1) = S1 Ge3 3naHus Kitoua K;
B) o6a oTBeTa BepHBI.

25. Kakoe TpeboBaHMe HAIIPABIICHO MMPOTUB CO3IaHUS MOIIEIBHBIX (C(haOpUKOBAHHBIX) COOOIEHUI
MIPY aTaKax THITA UMUATAIUS ?
A) HEBO3MOKHOCTh BbhIUMCICHUs 3HaueHust hk(M) =8 st 3amanHoro cooOrnenus M 6e3 3HaHUS
xioya K;
B) HEeBO3MOXKHOCTB TI000pa /IS 3alaHHOTO cooOIIeHuss M ¢ u3BeCTHBIM 3HaueHueM hx (M) =S
apyroro coobmierust M1, ¢ u3BectHbiM 3HaueHueM hk (M1) = S1 Ge3 3naHus Kioua K;
B) 00a oTrBeTa BepHBI.

26. Kakoe TpeboBaHIe HANPaBJICHO MPOTUB MOAU(PHUKALINY TIepeTaBaeMbIX COOOIIEHHI TPH aTaKax
THIIA ITOAMEHa?
A) HEBO3MOKHOCTD BEIYMCIeHUs 3HaueHus h(M) =S st 3amansoro cooOmienus M 6e3 3HaHus
xiroya K;
B) HEBO3MOKHOCTB TIOA00pA IS 3a1aHHOTO cooOIIeHuss M ¢ u3BeCTHBIM 3HaueHueM hy (M) =S
apyroro coobmierust M1, ¢ u3BectHbIM 3HaueHneM Nk (M1) = S1 Ge3 3naHus kioua K;
B) 00a oTrBeTa BepHBI.

27. Kakas mpoBepKa 03Ha4aeT ayTeHTHU(PHUKAIMIO CeaHca CBA3H?
A) TIpoBEpKa IEJIO0CTHOCTH COCTMHEHHMS, HEBO3MOXKHOCTH TTOBTOPHOM TIepeaaun JaHHBIX
MMPOTHUBHUKOM, CTOPOH B3aUMO/ICUCTBHS,
b) npoBepka 1eI0CTHOCTH COETMHEHHU S, HEBO3MOKHOCTH MOBTOPHOW MEPEIAYN TaHHBIX
MMPOTHUBHUKOM, CBOEBPEMEHHOCTH TIepe/Iau JaHHbBIX,
B) 06a oTBeTa BEepHBHI.

28. Kakoe cpeacTBO SBISECTCS OCHOBHBIM CPEICTBOM JUTsI TIPOBEICHUS UICHTU(DUKAITIHN ?
A) TIPOTOKOJIBI OJJHOCTOPOHHEH HACHTU(PUKAIINH;
B) npoToKoJIbI B3aUMHOM WCHTU(DUKAITUH
B) 06a oTBeTa BEpHBI.

29. Kak BeITIAauT 1iudpoBast MOAMKUCH 711 COOOIIESHUS ?
A) YHCII0, TIOJYYCHHOE B Pe3y/IbTaTe XCIIUPOBAHUS, IPUMEHECHHOTO K 3TOMY COOOIIECHHUIO;
B) uwucio, moyrydeHHOE B pe3ybTaTe KPUITOTpahUISCKUX MpeoOpa3oBaHuil, MPUMEHEHHBIX K
ATOMY COOOIICHHUIO;
B) kon ayrenTudukany coooeHus.

30. [y yero npuMeHsIIOTCS CHeMaIbHbIE CUCTEMBI ITPEBAPUTEIILHOTO pacIipelesieHus] KiItouei ?
A) nipu GOJIBILIOM YHCIIE B3aMMOAEHCTBYIOIIUX CTOPOH TpeOyeTcs MpeBapUTesIbHAs PacChUIKa
3HAYUTEIBHOTO 00beMa KIII0UeBOH MHPOPMALIMU U NIOCIIETyIOlIee €€ XpaHEHHe,
B) onpenensercs nopsAaoK UCIIOJIb30BAHMSI, CMEHBI, XPaHEHHSI U apXUBUPOBAHMSI, PE3EPBHOTO
KOIUPOBAHUS M BOCCTAHOBJICHMSI, 3aMEHbI HJIM U3BATHS U3 00palleHs] CKOMIIPOMETUPOBAHHBIX, a
TaK)KE€ YHUYTOKCHHS CTAPBIX KIIIOUEH;
B) nmpenycMmarpuBaeTcs pacupeieieHUe U XpaHEHHE HE CaMUX KIIFOUYEH, a HEKOTOPOW MEHBLIEH 110
00beMy HH(pOpMAaINH, HA OCHOBE KOTOPOH Kax/1asi CTOPOHA MOKET BBIUMCIINUTD KIIIOY JUIS
B3aUMOJCHCTBHUSA C IPYTOM CTOPOHOM.

31. Kakum 06pa3zom Hanboliee MpOCTO MOKHO OCYIIECTBUTH paclpe/ieIeHIe KIItouel JJisi ceTei ¢
0OIBIINM KOJIMYECTBOM a0OHEHTOB?
A) B cUCTeMax MpeaBapUTEIHLHOTO paclpeeNieHUs] CEeKPETHBIX KITIOUEH;
B) B cuctemax OTKpBITOTO pacripeaeneHus] CEKPETHBIX KITIOYEH;
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B) o6a oTBeTa BepHBI.

Yro Takoe cepTu(UKaT OTKPHITOTO Kiroya?

A) HabOp JaHHBIX, 3aBEPEHHBIX HU(POBOM MOINUCHIO EHTPA CePTU(UKALINY, U BKIFOUAOIIHIA
OTKPBITBINA U CEKPETHBIA KITFOYH, UMSI ITOJIb30BATEISI, UMS CEPTH(PHUKAIMOHHOTO LIEHTPA, HOMEP
cepTuduKara, BpeMs ASUCTBH cepTudukara, mpeaHasHadYeHUEe OTKPBITOTO Kitoda (mudposast
MOJIITUCH, U(PPOBAHKE);

B) HaGop naHHBIX, 3aBEPEHHBIX MEYATHIO IEHTPA CEPTUDHUKAINH, ¥ BKITIOYAIOIINAN OTKPBITHIN KITIOY,
CIIMCOK JOTIOJHUTENBHBIX aTpUOyTOB, MPUHAIISKAIINX a00HEHTY, U IPEJHA3HAYCHUE OTKPBITOTO
KIII0Ya,

B) Habop naHHBIX, 3aBEPEHHBIX HU(POBOI MOJNUCHIO IIEHTPA CEPTU(DUKALINY, U BKIIOYAIOIINN
OTKPBITBIN KJIF0Y U CIIUCOK JAOMOJHUTENbHBIX aTpUOYyTOB, IPUHAAIEKAIIUX A00OHEHTY.

UTto 03HauaeT TEPMUH MOIIHOCTD andaBuTa?

A) KOJTUYECTBO CUMBOJIOB B OTKPBITOM aJi(haBUTE;

B) uncio BO3MOKHBIX KOMOMHAIUI CUMBOJIOB OTKPBITOTO ai(haBUTa;
B) konuuecTBO mMPBENUYUH OTKPHITOTO alipaBuTa.

K kaxomy knaccy mudpoB oTHOCUTCS IIUGP, €cii (PparMeHT OTKPHITOrO TeKCTa (OTAENbHbIE
OYKBBI WM Ipymna OyKB) 3aMEHSI0TCS HEKOTOPHIMU UX SKBUBaJIeHTaMu (OykBamu, 1udpamu,
CUMBOJIAMU WJIM UX KOMOWHaIUe) B mudppTercre?

A) mudpe1 3aMeHbI;

B) mmdper nepectaHoBKY;

B) xomno3uiinonHbIe MUQpPHI.

K xakomy kmaccy mudpoB oTHOCHTCS mUdp, eciii OYKBBI OTKPHITOTO TEKCTa MpH MU(QPOBaHUT
KaKMM-HHOYIb CIOCOOOM MEpeCcTaHaBIMBAIOTCS, TO €CTh U3MEHSETCS TOJIbKO MOPSAJIOK CIEA0BaHUS
CHUMBOJIOB OTKPBITOTO TEKCTa?

A) mmdpsl 3aMEHBI;

B) mmdper nepecTaHoBKY;

B) xomno3urimoHHbIe MUQPHI.

Uro crnenyer AenaTh A yBETUYECHUS KPUIITOCTOMKOCTH mudpa?

A) yBEIMUYMBATH Pa3HUILy MEXAY YACIOM MUGPBETUYUH U YUCIOM OyKB B andaBuTe;
B) 6onee paBHOMEpPHOI 10J1KHA OBITH JUarpaMmma MoBTOPSEMOCTH 3HAKOB IIU(PTEKCTA;
B) 06a oTBeTa npaBUIIbHEI.

J1j1g 4ero ucnonb3yrTes 0o4YHbIe IHUQPHI?

A) 115 yBeMYEHHUS KOJMYECTBA MU (PPBETUUNH;
B) g yBenudenusi ckopocTu MM(ppPOBaHUS;

B) 06a oTBeTa npaBUIIbHEI.

B 4yeM cocToUT OCHOBHOE MPEUMYIIECTBO ACUMMETPUYHOTO IIU(PPOBaHUS NEpe] CHMMETPUYHBIM ?
A) HeT He0OXOJMMOCTH B IepeJiaye CEKPETHOTO KIIF04a, KOTOPbI MOKET ObITh IIepeXBayeH
37I0YMBIIIJICHHUKOM;

B) Gonbiiast Tpy10€MKOCTh MOCIIEAHETO U, KaK Pe3yibTaT, MEHBIINE CKOPOCTH MPH HIN(PPOBAHUY;
B) o6a oTBeTa BepHBI.

Kakue mudpsl Ha3biBatoTCst oMopoHamu?
A) mmdpbl MHOTO3HAYHON 3aMEHBI;

B) mHoroandasutHbIe MWUPEHI;

B) mmpsl raMmupoBaHus.
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Yro takoe mudpBennynHa’?

A) 4KCI0 BO3MOXKHBIX SKBUBAJIEHTOB JIJIs1 3aMEHBI OTKPBITHIX CHMBOJIOB;

B) >xBUBasIEHTHI B IU(PPTEKCTE, 3aMEHSIOIINE CUMBOJIbI WJIH TPYIIIBI CHMBOJIOB B OTKPBITOTO
TEKCTa;

B) oTkpbITHIN TEKCT nepes Mu(POBAHUEM MIPEJCTABISETCS B BUJIE TIOCIIEI0BATEIILHOCTH
«TOJICIIOBY», HA3bIBAEMBIX IU(PPBETHUNHAMH.

C kakuMH LeIsIMU B KpUOTOrpaduu BBOISATCS MOJETU OTKPBITHIX TEKCTOB??

A) cny)XaT OCHOBOM JIJIsl aBTOMATH3aLMH MPOIECCOB KPUIITOAHAIHM3A M (PPTEKCTOB;

B) cnyxat ocHOBO# B Ipoliecce U3y4eHUs KpUIITOCTOMKOCTH Pa3IMYHbIX CUCTEM IIKM(pOBaHUS;
B) 00a oTrBeTa BepHBI.

K kaxomy knaccy mu@poB OTHOCATCS aJIUTUBHBIE METObI IIUPPOBAHUS?
A) oMO(OHBI;

B) mmmdpe1 MHOrO3HaYHON 3aMEHBI;

B) mmmdpsl raMMupoBaHus.

K xakomy kaccy mm@poB OTHOCSTCS aHATUTHIECKUE CTIOCOOBI U(PpOBaHUS?
A) mudpel 3aMeHbI;

B) mmdpel nepectaHOBKH;

B) mapmpyTHbIE IEPECTAHOBKH.

Kaxkue n3 npuBeieHHBIX MUQPPOB SIBISIOTCS MU pamMu IEPECTAaHOBKU?
A) pemrerka Kapnano;

B) xBagpar [lonubus;

B) ta6numa Ilopro.

Kakwue u3 npuBeneHHbIX MKU(POB SABISAIOTCS MUbpaMH 3aMEHbI?
A) RSA;

b) AES;

B) 'OCT 28147-89.

Kakwue cBoiicTBa OTKPBITOrO TEKCTa UCTOIb3YIOTCS MPU BCKPHITUU MM (pa NepecTaHOBKU?
A) OorpaHUYeHHEeM MOKET MOCIYKUTh MOSBICHUE 3aIIPETHBIX OUTpaMM;

B) naun6onee yactpie OUrpaMMbl OTKPBITOTO TEKCTa, KOTOPbIE MOKHO COCTAaBUThH U3 OYKB
paccMaTpuBaeMoro mu@poBaHHOTO TEKCTA;

B) o6a oTBeTa BepHBL.

Kakas u3 maTematuueckux MoJelneil COOTBETCTBYET allropuTMy mudpa Ardar?

A) Yij=ij;
B) Yi = Xi+3(mod n);
B) Yi = X +1).

A=

o W
© N b
g1 N oo

3amugpyiTe ¢ MOMOIIBIO MAaTPUYHOTO HMIM(pa ¢ KII0UeBOil MaTpuLeit
1U(pPOBOTO HKBUBAIEHTa OYKB OTKPHITOTO TEKCTa CIOBO 3abasa.

A) 28,35,67,21,26,38;

b) 24,38,42,21,32,46;

B) 12,32,7634,17,19.
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49. Yto Goee 11e51eco00pa3Ho il HAACKHOM 3aUThl HHPOpMarimn?
A) apxuBaIys OTKPHITOTO TEKCTA C MOCIEAYIOUINM;
B) mm¢poBanue OTKPHITOTO TEKCTA C MOCIIEIYIOUICH apXUBaIHEH;
B) He uMmeeT 3HaueHUS.

50. K kakum mmmdpam otHOCHTCs crctema mudposanus [lerpa [ «L{udpupe»?
A) oMo}oHBI;
B) mm¢ps1 OurpaMMHO# 3aMEHBI;
B) mmdpst mpocToii 3aMeHsI.

51. Ha xaxom cnocoOe mudpoBanust Obls1 ocHOBaH ourpaMMHsiil mugp [lmiigepa (Playfair,
BenukoOpurtanus), npumensBiniics Benukoobpurtanueil Bo Bpems [lepBoit MupoBoii BOHbI?
A) cnioco0 mugppoBaHus COCTOSUT B pa30UBKE BXOJHOIO TEKCTa HAa OUTpPaMMBl;
B) Ha no3yHroBoM crioco0e 3anogHeHus muGpPTaOIuIb;
B) 00a oTrBeTa BepHBI.

52. Kakwne mmdpsl OTHOCATCS K MIU(PpPaMU MHOTO3HAYHOW 3aMEHBI?
A) mmdp Buxenepa u mudp Tpuremus;
B) umdp [Tmiidepa u mudp Xumna;
B) mmdp Bepnama u mudp Ilopra.

53. ChopmynupyiiTe OCHOBHOE TpeOOBaHHE K KPUIITOTpa()UIECKH CTOMKOMY Te€HEPaTOPy
MCEeBAOCTYYalHOM MOCIIEI0BATEIIbHOCTH UJIU TaMMBI.
A) TIepHO/1 TaMMBI JIOJDKEH OBITh IOCTATOYHO OOJBIINM IS U (POBaHUS COOOIEHUHN Pa3IMIHON
JUTUHBL,
B) ramma oipKHA OBITH TPYIHO TIPEICKA3yeMOM, T.€. €CJIM U3BECTHHI THII TeHepaTopa U KyCOK
raMMBbI, TO HEBO3MOYKHO MPEJICKa3aTh CICAYIONUN 3a 3TUM KyCKOM OWT raMMBbI C BEPOSTHOCTHIO
BBIIIIE 3aJaHHOM.
B) 06a oTBeTa BEpHBI;

54. IIpuBeauTe IpUMEpP COBEPIIICHHOTO mudpa.
A) mmdp Brkenepa ¢ caMOKITIOUOM;
B) onHopazoseiii 61okHOT [lleHHOHA;
B) cucrema Bepnama i Tenerpada ¢ 6ymakHbIM KOJIBLIOM, COJEPKAIIUM FaMMy.

55. Kakue mmudpsl SBIstOTCs udpaMyu raMMUAPOBAHMS ?
A) mudp Tpuremus;
B) mmdp Buwxkenepa;
B) o6a oTBeTa BEpHBI.

56. [To kakOMy MOAYJIIO TIPOU3BOIUTCS CyMMUPOBAaHHE T'AMMBI C OTKPBITBIM TEKCTOM B PEKUME
rammupoBanus ['OCT28147-897
A) CyMMUPOBaHHE IO MOAYIIIO 2;
B) cymMmMupoBaHue 1o Moy 2°2;
B) o6a oTBeTa BepHBI.

57. KakoB pa3mep O10ka mudpyemoro tekcra B kpunrocucreme 'OCT28147-89?
A) 32 bura;
bB) 64 oura;
B) 'OCT28147-89 — noTtoyHast KpUNTOCHCTEMA.
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Kakue ¢pyHKIIUN BBIOTHSAET KpUIITOCHCTEMA?

A) ycuseHre 3alMIeHHOCTH JaHHBIX U o0erdenue paboThl ¢ KPUIITOAITOPUTMOM CO CTOPOHBI
YeJI0BeKa;

B) ycunenue 3amuimeHHOCTH JaHHBIX 1 00ecrieueHe COBMECTUMOCTH MTOTOKA IAaHHBIX C APYTUM
MIPOTPaMMHBIM 00€CTICUCHUEM;

B) o6a oTBeTa BepHBI.

Jljig 4yero B HOTOYHBIX MIHU(PaxX UCIOJIB3YIOTCS PETUCTPHI CABUra C 00paTHOM CBSI3bI0?
A) 1151 reHepalyy KIF0YE€BOM MOCIEI0BATEIbHOCTH;

B) nns opranmzanmy pexunma oOpaTHON CBSI3U B O0YHBIX MHDpax;

B) 00a oTrBeTa BepHBI.

Uto Takoe ckpembuep?

A) porpaMMHBIE HIIH allliapaTHbIE pean3aliui FTeHepaTopa IMCeBI0CIyIaifHO TaMMBI;

B) nporpaMMHbIe UK anmapaTHbIE peaan3aliui alrOPUTMa, MO3BOJISIONIEr0 MHUPPOBATh TOOUTHO
HenpepbIBHbIE TOTOKK UH(OpPMaLUY;

B) o0a oTrBeTa BepHBI.

B gem cocTout riaBuas npobiaema mudpoB Ha OCHOBE CKpeMOIepoB?

A) CHHXPOHHU3AIHS MTEPEIAIoNIero (KOIUPYIONIET0) H MPHHUMAFOIIETO (JISKOTUPYIOIIIETO)
YCTPOWCTB;

B) xoaupyroias mocie0BaTeIbHOCTh OUT MPOU3BOJINATCS U3 HEOOIBIIOTO HAYAITBHOTO 00BheMa
nHpopMaIuu;

B) ManeHbKkuii epUO] TaMMBI.

Kakue MeToapl CHHXpOHU3ALMY TPUMEHSIOTCS Ha MTPAKTHKE B CUCTEMax MU (poBaHMs Ha OCHOBE
cKkpeMOsepoB?

A) no6aBieHue B TOTOK HHGOPMAIIUU CHHXPOHU3UPYIOIUX OUTOB, 3apaHee N3BECTHBIX MPUEMHOM
CTOpOHE, YTO MO3BOJISET €i MPH OTCYTCTBUU TAKOTO OMTa aKTUBHO HA4YaTh MOUCK CUHXPOHU3AIUH C
OTIPABUTENIEM;

B) ucnonb3oBaHre BEICOKOTOYHBIX T€HEPATOPOB BPEMEHHBIX UMITYJIBCOB, YTO MO3BOJISIET B
MOMEHTBI IOTEPH CUHXPOHHU3AUHU POU3BOAUTD paciindpoBaHne TPUHUMAEMbIX OUTOB
nHpopManuu "mo mamATH" 6€3 CHHXPOHHU3AINY;

B) 06a oTBeTa BEpHBI.

Kakoii MeTo ucnone3yercs Ui paHAOMU3AIHUNA COOOIIEHUI?

A) BHeceHHE cIy4alHbIX OUT B caM mudpyemblid (aiia ¢ UTHOPUPOBAHUEM UX Ha AeMIHPYIOIIeH
CTOPOHE;

B) umdposanue ucxoanoro ¢aiina cirydailHbIM KIIOUOM;

B) o6a oTBeTa BepHBI.

Kaxkue I_HI/I(I)pCI/ICTeMBI N3 TIICPCUNUCIICHHBIX HUXKE SABJIAIOTCA MOTOYHBIMH?
A) A5, SEAL, RC4;

B) DES, AES, Rijndael;

B) RC2, RC5, IDIA..

[lepeuncianre OCHOBHBIE PEKUMBI PAOOTHI, TPEAYCMOTPEHHBIE B CTaHAApTe MHU(POBAHUS TaHHBIX
I'OCT28147-89.

A) npocToii 3aMeHbl, FaMMHUPOBaHUs, FTAMMUPOBaHHsI ¢ 0OpPaTHON CBS3bI0, TAMMHUPOBAHHUS C
00paTHOM CBA3BIO MO MIH(P TEKCTY;

B) npocToii 3amMeHbl, raMMHPOBaHHUs, TAMMHPOBAHUS C 0OPaTHOI CBA3BIO, BEIPAOOTKH
MMHUTOBCTaBKH;
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B) snexTpoHHas KOAOBas KHHUTA, CHETUICHHS OJIOKOB, 0OpaTHas CBsI3b 110 BHIBOLY, 0OpaTHas CBSI3b
1o MH(PTEKCTY.

[lepeuncnnre OCHOBHBIE PEKUMBI PaOOTHI, TPEAYCMOTPEHHBIEC B CTaHapTe MM (PPOBAHUS JAHHBIX
DES.

A) pocTOii 3aMEeHbI, FTaMMHUPOBaHUS, TAMMHPOBaHHs ¢ 00paTHOW CBS3bI0, TAMMHUPOBAHUS C
00paTHOM CBSA3bI0 N0 MH(PTEKCTY;

B) npocToii 3aMeHbl, raMMHPOBaHNs, TAMMHPOBAHUS C 0OPATHOH CBSA3BIO, BEIPAOOTKH
MMHTOBCTABKY;

B) snexTpoHHAas KOJOBas KHHTA, CHETUICHUS OJIOKOB, 00OpaTHasi CBS3b IO BBIXOAY, 0OpaTHas CBS3b
1o mugprexcry?

HazoBuTte aeiictByrommuii cranaapt mudpoBaHus B AMepuke?
A) DES;

B) AES;

B) Triple DES.

Kakoit kpuntorpadudeckuit anropuT™ Jier B OCHOBY cTaHaapTta mmudpoBanus AES?
A) Lucifer;

B) Blowfish;

B) Rijndael.

Kaxkue n3 npuBeieHHBIX KpUNTOTrpadhUIECKUX AITOPUTMOB HCTIONB3YIOT B OCHOBE ceTh DeticTens?
A) DES;

B) Rijndael;

B) 06a oTBeTa BEepHBHI.

Uto ob6miero B cranaaprax DES u T'OCT28147-89?

A) pa3mMep 0J10Ka, pazMep KJtoua, KOJHYECTBO IUKIIOB;
B) pa3mep Gi10ka, npeobpazoBaHue, KOJTUYECTBO IIUKIOB;
B) 06a oTBeTa BEpHBI.

HazoBuTte pasmep kinrova (B 6uTax), ucrnosaszyemoro B kpunrocucreme [[OCT28147-89?
A) 32;

B) 56;

B) 256.

[Touemy kpunrorpadpudeckuii anropurm [[OCT28147-89 Gosiee yCTONUNB K BCKPBITHIO ITyTEM
MIOJIHOTO Tepebopa 1Mo MHOXKECTBY BO3MOXKHBIX 3HaUeHUH Kiroua, yem DES?

A) byukuus mudposanus ['OCT ropasgo crnoxuee pynkuuu mudpposanus DES;

B) B cuity HaMHOTO GOJIBINIEH JITMHBI KITIOYa;

B) o6a oTBeTa BepHBI.

Uto Takoe maimKecT cooOueHus ?

A) pe3ynbTara BEIYUCICHHS Xell-QYHKINU;
B) uudpoBoii oTreyaTok nanbiia;

B) o6a oTBeTa BepHBI.

Kakas maTemaTnueckas mpo0sema JIKHUT B OCHOBE CXEMbI OTKPBITOTO pacIipeieNieHus! KIIIoUYel
Huddu n Xemnmana (Diffi W., Hellman M.E.)?

A) omneparysi BHIYUCIEHUS IUCKPETHOTO Jorapudma;

B) daxTopuszanus 60b1I0T0 YKCTA;
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B) o6a oTBeTa BepHBI.

B 4em cocToUT OCHOBHOE OTIMYNE ACUMMETPHYHBIX KPUIITOCHCTEM OT CHMMETPUYHBIX?

A) U1 Iepejadd OTKPBITOTrO KITI0Ya OT MOJIydaTelisi K OTIPABUTEINIO CEKPETHBINM KaHaAIl HE HYXKEH.
BMecTo Hero ucmosib3yeTcst ayTeHTUYHBINA KaHall, FApaHTHPYIOIIUH MO TMHHOCTh UCTOYHHKA
nHpOpMaNnu;

B) s mmdposanus u aemudpoBaHUs KCHOIB3YIOTCS Pa3IMYHbBIC KITFOUH;

B) o6a oTBeTa BepHEI.

HazoBute nHanbosnee pacnpocTpaHeHHbIE 00J1aCTH TPUMEHEHUS aCUMMETPUYHBIX
KpunTorpapuueckux cucrem?

A) accuMeTpHYHas CHCTEMAa UCTIOJB3YeTCs sl IHU(POBAHUS KOPOTKOTO CEaHCOBOTO KITFOYa, a
WH(GOPMAIMOHHBIE TOTOKU B TEYCHUE CEaHca MPUXOIAT 10 CHMMETPUYHON CUCTEME;

B) accumeTpuyHas crctemMa HCIOJb3yeTCsl UIS JJ0Ka3aTelbCTBA MPUHAIISKHOCTH B CIIydae 0TKa3a
OTIPABUTEJISI/TIOJIydaTeN sl OT paHee MepeaHHOTO/TPUHSATOTO COOOIICHUS;

B) 00a oTrBeTa BepHBI.

Jlyig pelieHust Kakux 3a7a4d UCHOJIb3yeTcs HU(poBasi MOIIUCH?

A) 1u1s ToKa3aTeNbCTBa MPUHAIISKHOCTH B CITydae 0TKa3a OTIIPABHUTENS/TIOTydaTeNs OT paHee
MepeaHHOTO/TIPUHATOTO COOOIICHUS;

B) s obecnieuenust ayreHTU(OUKAIIMA U KOHTPOJISI LIEIOCTHOCTH;

B) o0a oTrBeTa BepHBI.

SIBisieTcs M BEPHBIM YTBEPKICHHE, YTO MPUMEHEHHE aCUMMETPHUYHBIX CUCTEM B O0IIEM CiTydae
MPUBOJIUT K CYIIECTBEHHBIM 3aJIepKKaM MpH MU(PPOBAHUH (110 CPABHEHUIO C CUMMETPUYHBIMU)?
A) na;

b) uer;

B) 3aBucuT OT pa3MepOB UCIOJIB3YEMBIX KITIOUECH.

Kakum o0Opazom Beraucisiercst tu@poBasi moIuCh?

A) mocnenoBaTeNbHOE BBIYUCIICHNUE XeNI-QYyHKIIMU OT HCXOIHOTO COOOUIeHHS U N poBaHUE
MOJIyY€HHOTO 3HAYEHUS HA CEKPETHOM KJIH0Ue OTIpaBUTeNs (WK paciindpoBaHre Ha OTKPHITOM
KIIF0YE MPU MIPOBEPKE MOIKUCH);

B) nocnenosarenbHOe MHUPPOBAHUE UCXOTHOTO COOOIICHHS Ha CEKPETHOM KJIHOY€ OTHPABUTENS U
BBIYHCIICHUE XeII-(PYHKIIUHU OT 32U (POBAHHOTO COOOLICHUS;

B) nocnenoBarensHOCTD Onepaliii He UMeeT 3HAYCHUS.

BepHo nu yTBepxkeHUE, YTO B ACHMMETPUYHOM CUCTEME HUKTO, KPOME OTIIPaBUTENSA
MOJIITMCAHHOTO COOOIIEHUS, HE 3HAeT CEKPETHOTO KII04a, HA KOTOPOM CO0OLIeHne ObLIo
HOAIIMCAaHO?

A) na;

B) Her, cexpeTHbIH KIII0Y U3BECTEH TAKXKe YIOCTOBEPSIOLIEMY LIEHTPY, BBIAABIIEMY OTIIPABUTEIIIO
cepTrdUKaT HUPPOBOH MOIMIHCH;

B) Her, cekpeTHBIHN KIII0Y U3BECTEH TAKXKE LIEHTPY ayTeHTU(PHUKAIUU, B KOTOPOM HCHOIb3yeTCs
KpHUITOCHCTEMA.

Kaxast ¢pyHKIMS Ha3bIBaeTCs OJJHOCTOPOHHEH (one-way function)?

A) Oynkuus f(X) HazpIBaeTcst 0THOCTOPOHHEH (one-way function), ecm 1u1s Bcex X U3 ee 001acTH
OTIpeIeTICHUS JIETKO BEIYUCIUTD Y=f(X), HO HaXOXkKJIEHHUE MO 3aJAHHOMY Yo TaKOTO Xo, U1l KOTOPOTO
f(Xo)=Yo, BBIYHUCIIUTEIILHO HEOCYIIECTBUMO;
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B) ®yuxuus f(X) Ha3pBaeTcs 0JHOCTOPOHHEH (one-way function), eciu 11 HAXOXKIACHHUE T10
3aJJaHHOMY Yo TaKoro Xo, 1u1s1 KoToporo f(Xo)=Yo TpedyeTcs HACTOIBKO OrPOMHBIN 00BEM
BBIUMCIICHUH, YTO 32 HUX MIPOCTO M HE CTOUT OpaThCs;

B) o6a oTBeTa BepHBI.

BepHo nu yTBepkIeHUE, YTO LIEIOYUCIICHHAs oKa3aTenbHas ¢pynkuus f(X)=a*(mod n), rae
OCHOBaHHE a U [0Ka3aTellb CTENCHU X MpUHayIekaT uaTepBaiy (1,n-1), sBiseTcs 0THOCTOPOHHEH
byHxumeit?

A) na;

bB) cymecTBoBanrne 0AHOCTOPOHHUX (YHKIIUN HE JOKA3aHO, HO OHAa MOXKET OBITh B3sITa B KAYECTBE
NpUOIMKEHNS;

B) ner.

K xaxum kpunrorpaduyeckum cucteMaMm OTHOCUTCS cuctema RSA?

A) K OJIOUHBIM DKCITOHEHITUATBLHBIM CHCTEMAaM, TaK KaK Kax bl 070K M OTKpPBITOTO TEKCTa
paccMmarpuBaeTcs Kak 1esoe yrcio B uatepsaie ot 0 1o (n-1) u npeoOpa3syetcs B 010K
mugpTeKcTa;

B) x mmdpam 01HO3HAYHON 3aMEHHBI;

B) 00a oTrBeTa BepHBI.

UYewm onpenensieTcss CTOMKOCTh KpUunTocucTeMsl RSA?

A) CJI0)KHOCTBIO U3BJICUEHUS KOPHS CTENEHU € U3 OO0JIBILIOro 1IEeJI0T0 YUCIIa MO0 3alaHHOMY MOJIYJTIO
n;

B) cl1oKHOCTBIO pa3nokeHNs Ha IPOCTbIE COMHOKHUTENH OOJIBIIOTO IEJI0r0 YUCA;

B) 06a oTBeTa BEpHBL.

Kaxkast pynakums ucnosip3yercs B kpuntocuctemMe RSA it TeHepanuu CeKpeTHOTo Kirrova?
A) dbynkuums Dinepa;

B) ¢ynkmus Mebuyca;

B) 06a oTBeTa BEpHBI.

Kaxoit haktop onpenensieT pa3mep kiroda B Kpuntocucteme RSA?
A) pecypcamu OBM, Ha KOTOPO#l YCTaHOBJIEHA KPUIITOCUCTEMA;
B) nuHOM mudpyeMoro OTKpbITOTO TEKCTA;

B) pazmepoM Moty N, IO KOTOPOMY UIET MU(ppPOBaHUE.

UYem ompenensercs CTOUKOCTh Kpuntocuctemsl Elgamal?

A) CII0)KHOCTBIO JUCKPETHOTO JIOTapu(pMUPOBAHUS;

B) ci1oxHOCTBIO pa3iioKeHHs Ha IPOCThIE COMHOXKHUTENN OOJIBIIOTO IIEJIOT0 YUCIa;
B) o6a oTBeTa BepHBI.

Kakas cxema mudpoBaHus jieriia B OCHOBY CTaHAAPTOB 3NEKTPOHHOM nudposoii moanucu B CIIA
(DSA — Digital Signature Algorithm) u Poccuu (I'OCT 334.10-2001)?

A) cxema PaiiBecra, [llamuns u Aqemana (Rivest R., Shamir A., Adleman L.;

B) cxema DOnp-I"amans (Elgamal);

B) cxema [luddu un Xennmana (Diffi W., Hellman M.E.).

ITo xaxoit popmyIie BEIYUCIAETCS CeKPETHBIN KiItou B mudpe Dib-I'amansa?
J— €T

A)Y =g (mod p)

B) ed = 1 (mod ¢(n));

B) BeIOMpaeTcs Mpou3BOJILHO U3 ycinoBus 1 <x <p.
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ITo xaxo#t popmyIie BEIYUCISAETCS CEKPETHBIN KiTtou B mudpe RSA?
— T

A)Y = g (mod p)

B) ed = 1 (mod ¢(n));

B) BBIOHpaeTCs Mpou3BOJILHO U3 YCIIOBHS 1 < X < p.

K kakomy xinaccy mugpoB otHOcUTCS mmdp mo cxeme Iiab-I'amansa?
A) mmdpel MHOTO3HAYHON 3aMEHHBI,

B) cxeMbl BeposATHOCTHOTO MK (pOBaHMUS;

B) o6a oTBeTa BepHHI.

Uto ob6mero mexay kpuntocuctemamu Dib-I"amanst u RSA?
A) mrdpel MHOTO3HAYHON 3aMEHBI;

B) mmdpel 01HO3HAUHON 3aMEHBI;

B) acummeTpuuHbie MUQPHI.

B gem coctout croco6 B3noma mudpa RSA ?
A) B TOM, 9TOOBI HAWTH METO/] BBIYHCIICHUS KOPHS CTEIIEHH € 3 MOd N,. OCKOJIbKY KpUIITOrpamma

C=M ) (mod n), To kopaeMm ctenenu € u3 (Mod n) sBisteTcst coodIeHne M;

B) B TOM, YTOOBI HAWTH TJTaBHBIE COMHOYKHUTEIH 0011er0 Moyt N (P U (), MOCKOJIBKY C HX
TIOMOTI[BIO MO’KHO JIETKO BEIYHCIIMTB CEKPETHBIH Ko d i pacmmudposarns M= CY (mod n);
B) 06a oTBeTa BEepHBI.

B uem cocrosT npeumyiiectBa U pcUCcTEM € OTKPHITHIMU KIIOYaMU?

A) st oOMeHa KirouaMu abOHEHTaM CEKPETHBIN KaHal HE HYXKEH;

B) npyMeHeHre CUMMETPUYHBIX CUCTEM IPUBOIUT K CYIIECTBEHHBIM 33/I€p)KKaM Ipu MHUPpOBaHUU
(TI0 CpaBHEHHIO C aCUMMETPUIHBIMU);

B) 06a oTBeTa BEpHBI.

Kakwne xam1-pyHKIMM uCosb3yroTes st GopMupoBaHus TUPPOBOA O ITHCH?
A) GeCKIIIOUYEeBBIC OJTHOCTOPOHHHUE XAMI-(PYHKITIH;

B) xiroueBbie 0THOCTOPOHHUE X3MI-PYHKITUH;

B) kpuntorpadudeckue xaui-QyHKIHH.

Xnsui-3HaueHue kakoi uHbl (B 6aiitax) Berauciser cranaapt ['OCT P34.11-20017
A) 32;
b) 16;
B) 20.

Kakoii mmdp ucnonbzyet oredectBeHHbli cranaapt xsmupoBanus 'OCT P 34.11-94 nns

1 poBaHUs UCXOAHBIX TaHHBIX, YTOOBI 00€CIIEYNTh HEBO3ZMOKHOCTh TIOI00pa COOOIICHHIA ¢
OJIMHAKOBBIM X3II-3HaYE€HUEM?

A) RSA,

B) T'OCT 28147-89;

B) mmdp Dnp-Tamans.

[Tepeuncnure anropuTMBI AIIEKTPOHHON HU(POBOI Mo aHCcH?

A) RSA, DSA, EGDA, cxema HInoppa, 'OCT P34.10;

B) 'OCT 28147, DES, AES, ESIGN, ECDSA,

B) CTB 1176.2-99, McEliece, Rijndael, Cxema /Tuddu — Jlammnopra.
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99. K kakuM BHJaM atak ys3BUMa IudpoBas nmoanuch RSA?
A) K MyJIbTUIUIMKaTUBHON aTake;
B) HeneneBoro UCMONb30BaHUs CEKPETHOTO KIIIOYA;
B) o6a oTBeTa BepHBI.

100. Kakumu nmpeumymiecTBaMu o0agaet cxema nudpoBoit moamucu Dib-I"amarns o cpaBHEHHIO CO
cxeMoi 1 poBoi moamrcu RSA?
A) TIpH 33JJaHHOM YPOBHE CTOHKOCTH aJTOpPUTMA ITUPPOBOH TIOITUCH IIEITbIC YHCIIA, YIACTBYIOIIHEC
B BBIYMCIICHUSAX, UMEIOT 3aluch Ha 25% Kopoue, UTO YMEHbILAET CJI0KHOCTh BBIYMCIICHUN IOUTH B
JIBa pa3a U MO3BOJISIET 3aMETHO COKPAaTUTh 00BEM UCIOJIb3YEMON MaMSTH;
B) ipu Be160pe Moyst P 1OCTaTOYHO MPOBEPUTH, UTO 3TO YUCIIO SIBIISIETCS MIPOCTHIM;
B) 00a oTrBeTa BepHBI.

7.3.2 TlpomexyTo4yHasi aTTeCTaIus

RBRBOoNoOR~WNE
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OneHouHble cpesicTBa I TPOMEXYTOUHOM aTTecTaluu
DK3aMeH
Cnucok BOIpOCOB I 3K3aMEHa

Uctopus passutus kpunrorpadpuu. 3akon Kepkrogdea.

Konnenmus n36srrounoit undopmanuu K. Illennona. Coepmennsiii mudp. udp Beprama.
3amaun 1 mpo6iieMbl COBpEMEHHON KpunTorpaduu.

3anaun kpunrtorpadpun. Konpunennuansuocts. Kpuntorpadguueckue anropuTmsl.
Ataku Ha mmdpel. Kpunrorpadudaeckas CTOMKOCTD.

CuMMeTpuYHbIE U ACUMMETPUYHBIE KPUIITOCUCTEMBI.

3amaun kpunrorpaduu. llemoctHoCTh. UIMHUTOCTONKOCTS.

3anaum kpunrorpadun. Ayrentuduxarus. [IpoTokossr naeHTHGUKAITNN.

3amauun kpunrorpaduu. HeBo3MokHOCTh 0TKa3a oT aBTopcTBa. [{ndposas moamnucs.
Hudposas moanucek. CepTuduraius OTKPHITHIX KITFOYCH.

[Iporokosbl pacnpeneneHus kiodeil. Cxembl pa3fesneHus cekpera. ATaku Ha MPOTOKOJIbI
pacrpesiesIeHus KITto4ei.

Knaccugukanus mudpoB 10 pa3audHbIM OPU3HAKAM.

HIndper nepectanoBku. Kpunroananus mu@pos nepecTaHOBKH.

HIudpser 3amensl. Kpunroananus noTo4HOro mu@pa npocToi 3aMeHsl.

HIndper rammupoBanus. Kpunroananus mugpa Buxenepa.

TpeboBanus k ramme. OMMOKY TP UCHOIB30BAHUM IIHM(PPOB raMMHUPOBAHUS.
Peructpsl casura ¢ 06patHoil cBA3bt0. CKkpemMOIephl.

Mertoabl paHIOMH3aLUU COOOIIEHU.

[Totounsle mmMdpcrcTeMsl.

bnounsle cucrems! mudpoanus. Koncrpykuus deiicrens.

AJTOpUTMBI OJIOYHOTO MIU(POBAHUS.

Pexumbl mmdpoBaHus 6J104HBIX HIM(PPOB. DIEKTPOHHAS KOJOBAsI KHUTA.

Pexxumbl mudpoBanus 6;104HBIX IIHPPOB. PexuM cuerienns 6J0KoB.

Pexumbl mmdpoBanus 610uHbIX HIM(POB. PexxnM 00paTHOMN CBSA3M MO MUGPTEKCTY.
Pexxumbl mmudpoBanus 6104HbIX IIPPOB. PexnM 00paTHOM CBSI3U 1O BBIXOY.
Anroputm mudposanus ganHsix 'OCT 28147-89.

Anroputmsl mudposanus ganHeix ['OCT 34.12-2015.

Anroputm mmdposanus gaHHbIx DES.

Anroputm mudposanus g1aHHbIX AES.

Pexumbl Oounbix mugpoB 'OCT P 34.13-2015.

Pexumel ncnons3oBannsa DES.

MynbTunukatuBHble GyHkuuu. Mx cBoiictBa. @yHKIus Jitnepa.
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HenpepwiBabie apodu. AnroputMm EBkimna. Pemero Dparocdena. HempepsiBHbIE ApoOH.
3aKOH BBIYMCIICHHS TOXOAIIUX TPOOEH.

CpaBHeHue 1enbIX ynucen no Moayinto. CBolicTBa cpaBHEHU. PelieHne cpaBHEHUH.
Boruncnenue MynbTUIIIIMKaTUBHOTO OOPATHOTO 3JIEMEHTA 110 33AaHHOMY MOAYIIIO.
Kiaccrr uncen. Cuctemsl BerueToB. Mx cBoiictBa. Teopema Ditnepa. Manas Teopema
depma.

I'pynmel. Kosbia. [Toms. [omns [Nanya. Onepanuu cnoxkenust u ymHoxeHus. Jlorapudm
HEHYJIEBOTO 3JIEMEHTA IOJISL.

Onunrryeckas KpuBasi HaJl KOHEYHbIMU NoJsiMU. [lopsaok smunTuyeckoit KpuBoil.
Kommno3unus u cinoxeHue ToYeK Ha SJUIMITUYECKUX KPUBBIX.

Cucrembl mUppPOBaHUS C OTKPHITHIMU KITFOUaMHU.

PexxuMbl UCIOJIB30BAHUS CUCTEM C OTKPBITHIM KIIFOUOM.

OTxkpsiToe pacnpenenenue kiatoueid. Cxema Juddu-Xemnmana.

Kpunrtocucrema RSA. Kpunrtoananus mmdpa RSA.

Cucrema mudposanus El Gamal. Kpuntoananus mudpa El Gamal.

Kpunrocucrems! 0e3 nepenaun kitoya. OpraHu3zanusi CEKpeTHOM CBSI3U.
Kpunrorpadgus Ha s1IUNTHYECKUX KPUBBIX.

Kpunrorpadguueckue xem-¢pyukuuu. Kinrouesle u 6eckiitoueBble (yHKIIMHM XEHIMPOBAHUS,

HX CBOMCTBA U Ha3HAYECHHE.

OnektpoHHas nudposas nmoanuck. Kpunrorpaduueckne mpoTOKOJIHI.
Anroput™sl IMPPOBOM MOANKCH.

[Ipotokous udpoBoit noanucH mno aroputmy RSA.

Anroput™m nudposoit noanucu EGSA.

Anroput™m nudposoit noamucu DSA.

[TpoToxou mudporoit moanucu mo cranaapty DSS.

AnropuT™MbI ITMGPOBOM TTOITUCH.

Anroput™m nudposoit noamucu ['OCT P34.10-94.

Anroput™m nudposoit noanucu 'OCT P34.10- 2012.

DnekTpoHHas nudpoBas moAMUck. TpeboBaHUS K XelI-(YHKIIHSIM.
Oynkiusa xemmposanus o ['OCT P 34.11-2012.

DnekTpoHHas Hu(poBas MOAMUCH. AIITOPUTMBI XemupoBanus MDx.
DnekTpoHHas udpoBas moAMUCh. Anmroput™sl XemupoBanus SHA-1.
Kpunrtoananuz o1HOCTOPOHHUX XAUI-(YHKIIHA.
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